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Description

Technical Field

[0001] The present disclosure relates to a device and
a method for reducing power consumption in an electron-
ic device providing a smart key service.

Background Art

[0002] With recent developments in information com-
munication technology and semiconductor technology,
various types of electronic devices have evolved to be-
come devices providing a variety of services. For exam-
ple, the various services may include at least one of a
voice call service, a text messaging service, a broadcast-
ing service, a wireless Internet service, a camera service,
an electronic payment service, or a smart key service.
[0003] An electronic device may provide a smart key
service for a registered vehicle in a case where a smart
key application is installed. For example, when an elec-
tronic device approaches a vehicle or detects an input of
selecting an icon for lock release, the electronic device
may transmit a lock release signal in order to unlock the
vehicle. When the lock release signal received from the
electronic device is determined to be valid, the vehicle
may release the lock.

Disclosure of Invention

Solution to Problem

[0004] A smart key service may be limited in an elec-
tronic device because of a limited amount of power of a
battery. For example, when the remaining power of a
battery in the electronic device falls below a reference
remaining power thereof, the operation (e.g., a commu-
nication function) of the electronic device may be limited,
thereby limiting the usage of the smart key service.
[0005] When the usage of the smart key service is lim-
ited in the electronic device, a user of the electronic de-
vice cannot control the vehicle, which may cause incon-
venience in which the vehicle is of limited use.
[0006] An aspect of the present disclosure provides a
device and a method for increasing a time for which a
smart key service is provided in an electronic device.
[0007] Another aspect of the present disclosure pro-
vides a device and a method for reducing power con-
sumption of an electronic device to provide a smart key
service in an electronic device.
[0008] In accordance with an aspect of the present dis-
closure, an electronic device is provided. The electronic
device includes a first memory configured to store au-
thorization information; a first processor configured to ac-
cess the first memory; a second memory; and a second
processor configured to access the second memory,
wherein the first processor is configured to check state
information related to a battery state of the electronic

device while the electronic device is in a first state; if the
state information satisfies a first condition, provide au-
thorization information to an external device in the first
state so that the external device performs authorization
using the authorization information; and if the state infor-
mation satisfies a second condition, copy the authoriza-
tion information into the second memory in the first state
and convert the electronic device to a second state in
which power consumption thereof is less than that in the
first state, and wherein the second processor is config-
ured to provide the authorization information to the ex-
ternal device in the second state so that the external de-
vice performs authorization using the authorization infor-
mation.
[0009] In accordance with another aspect of the
present disclosure, an electronic device is provided. The
electronic device includes a memory configured to store
authorization information; and a processor configured to
access the memory, wherein the processor is configured
to check state information related to a battery state of the
electronic device while the electronic device is operating
based on a first operating system; if the state information
satisfies a first condition, provide authorization informa-
tion to an external device while the electronic device is
operating based on the first operating system so that the
external device performs authorization using the author-
ization information; and if the state information satisfies
a second condition, convert the electronic device from
the first operating system to a second operating system
having power consumption less than that of the first op-
erating system and provide the authorization information
to the external device so that the external device performs
authorization using the authorization information.
[0010] In accordance with another aspect of the
present disclosure, an electronic device is provided. The
electronic device includes a first memory; a first proces-
sor; a second processor configured to have power con-
sumption less than that of the first processor; and a sec-
ond memory configured to be accessed by the second
processor, wherein the first processor is configured to
check state information of a battery of the electronic de-
vice; based on the state information of the battery, de-
termine whether or not to transmit driving information of
the second processor; and based on the determination
of transmission of the driving information of the second
processor, store the driving information of the second
processor, which is stored in the first memory, in the sec-
ond memory, and wherein the second processor is con-
figured to, based on the driving information of the second
processor, which is stored in the second memory, trans-
mit authorization information to an external device; and
wherein the first processor is further configured to be
terminated at a time at which the second processor is
driven.
[0011] According to various embodiments of the
present disclosure, the operations of an electronic device
may include: checking state information of a battery of
the electronic device through a first processor of the elec-
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tronic device; based on the state information of the bat-
tery, determining whether or not to transmit driving infor-
mation of a second processor; based on the determina-
tion of transmission of the driving information of the sec-
ond processor, storing the driving information of the sec-
ond processor, which is stored in a first memory of the
electronic device, in a second memory that the second
processor can access; and based on the driving informa-
tion of the second processor, which is stored in the sec-
ond memory, transmitting authorization information to an
external device through the second processor of the elec-
tronic device, wherein the first processor is configured to
be terminated at the time at which the second processor
is driven.

Brief Description of Drawings

[0012] The above and other aspects, features, and ad-
vantages, of the present disclosure will be more apparent
from the following detailed description, taken in conjunc-
tion with the accompanying drawings, in which:

FIG. 1 is a system for providing a smart key service
according to an embodiment;
FIG. 2 is a block diagram of an electronic device for
providing a smart key service according to an em-
bodiment;
FIGs. 3A and 3B are block diagrams of an electronic
device for controlling power supplied to internal mod-
ules in the electronic device according to an embod-
iment;
FIGs. 4A and 4B are block diagrams of an electronic
device for controlling power supplied to internal mod-
ules through a low-power processor in the electronic
device according to an embodiment;
FIG. 5 is a block diagram of a sub-operating system
according to an embodiment;
FIG. 6 is a flowchart of a method for converting a
processor in an electronic device according to an
embodiment;
FIG. 7 is a flowchart of a method for activating a low-
power processor in an electronic device according
to an embodiment;
FIG. 8 is a flowchart of a method for releasing a lock
of an external device in an electronic device in a low-
power mode according to an embodiment;
FIG. 9 is a flowchart of a method for searching for
an object for key usage and transmitting authoriza-
tion information in an electronic device in a low-pow-
er mode according to an embodiment;
FIG. 10 is a flowchart of a method for transmitting
authorization information to an adjacent object for
key usage in an electronic device in a low-power
mode according to an embodiment;
FIG. 11 is a flowchart of a method for converting an
operating system in an electronic device according
to an embodiment;
FIG. 12 is a flowchart of a method for controlling pow-

er supplied to internal modules through a converted
operating system in an electronic device according
to an embodiment;
FIG. 13 is a flowchart of a method for controlling pow-
er supplied to internal modules in an electronic de-
vice according to an embodiment;
FIG. 14 is a block diagram of an electronic device in
a network environment for providing a smart key
service according to an embodiment; and
FIG. 15 is a block diagram of a program according
to an embodiment.

Best Mode for Carrying out the Invention

[0013] Hereinafter, embodiments of the present disclo-
sure are described in detail with reference to the accom-
panying drawings. Further, in the following description of
the present disclosure, a detailed description of known
functions and configurations incorporated herein are
omitted when it may make the subject matter of the
present disclosure rather unclear. The terms which are
described below are terms defined in consideration of
functions in the present disclosure, and may be different
according to users, intentions of the users, or customs.
Therefore, definitions of the terms should be made based
on the contents throughout the present disclosure.
[0014] FIG. 1 is a system for providing a smart key
service according to an embodiment. Although the fol-
lowing description is of a vehicle as an example of a first
electronic device 100, the description may also be ap-
plied to other devices equipped with a digital door lock
(or an electronic door lock).
[0015] Referring to FIG. 1, a second electronic device
110 may support a smart key service for controlling the
first electronic device 100 (e.g., a vehicle). For example,
when detecting an input of selecting an icon for lock re-
lease, the second electronic device 110 may transmit a
control signal 120 for lock release to the first electronic
device 100. If the control signal 120 for lock release is
determined to be reliable, the first electronic device 100
may release the lock (for example, the door lock). For
example, the reliability of the control signal 120 for lock
release may be determined by authorization of the sec-
ond electronic device 110 using the control signal 120
for lock release. For example, if the authorization of the
second electronic device 110 is successful, the first elec-
tronic device 100 may determine that the control signal
120 for lock release is reliable. For example, the first elec-
tronic device 100 may periodically transmit a lock release
request signal 122. If the lock release request signal 122
is determined to be reliable, the second electronic device
110 may transmit a control signal 120 for lock release to
the first electronic device 100. If the control signal 120
for lock release is determined to be reliable, the first elec-
tronic device 100 may release the lock. For example, the
reliability of the lock release request signal 122 may be
determined by authorization of the first electronic device
100 using the lock release request signal 122. For ex-
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ample, if the authorization of the first electronic device
100 is successful, the second electronic device 110 may
determine that the lock release request signal 122 is re-
liable.
[0016] According to an embodiment, the second elec-
tronic device 110 may control power supplied to internal
modules included in the second electronic device 110 so
as to extend the usage time of a smart key. For example,
the second electronic device 110 may cut off the power
supplied to the remaining internal modules, except for at
least one internal module related to a smart key service,
among a plurality of internal modules included in the sec-
ond electronic device 110.
[0017] According to an embodiment, the second elec-
tronic device 110 may change the operating system of
the second electronic device 110 so as to extend the
usage time of a smart key. For example, when the re-
maining power or level of a battery of the second elec-
tronic device 110 is less than a predefined reference pow-
er or level of the battery, the second electronic device
110 may convert the operating system of the second elec-
tronic device 110 to a low-power operating system. For
example, the low-power operating system may include
an operating system configured to drive only at least one
internal module related to a smart key service, among a
plurality of internal modules included in the second elec-
tronic device 110. For example, the second electronic
device 110 may cut off the power supplied to other inter-
nal modules that are not driven by the low-power oper-
ating system, among a plurality of internal modules in-
cluded in the second electronic device 110.
[0018] According to an embodiment, the second elec-
tronic device 110 may change a driving processor of the
second electronic device 110 so as to extend the usage
time of a smart key. For example, when the remaining
power of a battery of the second electronic 110 falls below
a predefined reference power of the battery, the second
electronic device 110 may convert the driving processor
of the second electronic device 110 to a low-power proc-
essor. For example, the low-power processor may use
a low-power operating system. The low-power processor
may perform control so as to cut off the power supplied
to the remaining internal modules, except for one or more
internal modules related to a smart key service, among
a plurality of internal modules included in the second elec-
tronic device 110.
[0019] FIG. 2 is a block diagram of an electronic device
201 according to an embodiment. The electronic device
201 described below may include all or at least some of
the elements of the second electronic device 110 in FIG.
1.
[0020] Referring to FIG. 2, the electronic device 201
may include a bus 210, a processor (e.g., including
processing circuitry) 220, a memory 230, an input/output
interface (e.g., including input/output circuitry) 240, a dis-
play 250, a communication interface (e.g., including com-
munication circuitry) 260, a power management module
(e.g., including power management circuitry) 270, and a

battery 280. In an embodiment, the electronic device 201
may exclude at least one element, or may add other op-
tional elements thereto.
[0021] The bus 210 may include a circuit for connecting
the elements 220 to 280 to each other and transferring
signals (e.g., control messages and/or data) between the
elements 220 to 280.
[0022] The processor 220 may perform a calculation
or data processing in relation to control and/or commu-
nication of one or more other elements of the electronic
device 201. For example, the processor 220 may include
at least one of a central processing unit (CPU), an appli-
cation processor (AP), a communication processor (CP),
and an image signal processor (ISP).
[0023] According to an embodiment, the processor
220 may perform control so as to provide a smart key
service to an external device 202 (e.g., the first electronic
device 100 in FIG. 1). For example, in a case where a
smart key application is installed in the electronic device
201, the processor 220 may perform control so as to pro-
vide a smart key service to the external device 202 that
is registered in the smart application. For example, when
an occurrence of a lock release event is detected, the
processor 220 may control the communication interface
260 so as to transmit a control signal for lock release to
the external device 202. For example, the lock release
event may be generated based on an input of selecting
an icon for lock release or the reception of a lock release
request signal.
[0024] According to an embodiment, the processor
220, based on a level or remaining power of the battery
280, may perform control so as to convert the operation
mode of the electronic device 201 to a second mode (e.g.,
a low-power mode) for a smart key service. For example,
the processor 220 may check the remaining power of the
battery 280 through the power management module 270.
The processor 220 may perform control so as to convert
the operation mode of the electronic device 201 to a low-
power mode for a smart key service when the remaining
power of the battery 280 is less than a predefined refer-
ence power of the battery. For example, the predefined
reference power of the battery may be determined by a
user, or may include the remaining power of the battery
(e.g., 5% or 2%) corresponding to a level in which other
functions, except for the smart key service, cannot be
provided.
[0025] According to an embodiment, the processor
220, based on the second mode for a smart key service,
may control the power supplied to the elements 230 to
280 (e.g., internal modules) of the electronic device 201.
For example, when the operation mode of the electronic
device 201 is converted to a low-power mode, the proc-
essor 220 may control the power management module
280 so as to maintain the power supplied to at least some
of the elements 230 to 280 of the electronic device 201,
which are related to a smart key service. The processor
220 may control the power management module 280 so
as to cut off the power supplied to the remaining ele-
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ments. For example, at least some of the elements re-
lated to a smart key service may include at least one of
the processor 220, the memory 230, or the communica-
tion interface 260. For example, the remaining elements
may include at least one of the memory 230, the input/out-
put interface 240, the display 250, or the communication
interface 260.
[0026] According to an embodiment, the processor
220, based on the second mode for a smart key service,
may convert the operating system of the electronic device
201 to a low-power operating system. For example, when
the operation mode of the electronic device 201 is con-
verted to the low-power mode, the processor 220 may
convert the operating system of the electronic device 201
to a low-power sub-operating system through rebooting.
The processor 220 may load at least some of the ele-
ments related to a smart key service, among the elements
230 to 280 of the electronic device 201, through a sub-
operating system, thereby providing the smart key serv-
ice. For example, the processor 220 may control the pow-
er management module 280 so as to cut off the power
supplied to the remaining elements through the sub-op-
erating system.
[0027] According to an embodiment, the processor
220, based on the second mode for a smart key service,
may perform control such that a sub-processor is acti-
vated by low-power. For example, when the operation
mode of the electronic device 201 is converted to a low-
power mode, the processor 220 may transmit driving in-
formation stored in the memory 230 (e.g., a secure area)
to a sub-processor. The processor 220 may initiate a
driving termination procedure, and may transmit an ac-
tivation signal to the sub-processor. When the sub-proc-
essor is activated based on the activation signal and the
driving information received from the processor 220, the
sub-processor may provide a smart key service using at
least some of the elements related to the smart key serv-
ice. For example, the sub-processor may be operated
based on a sub-operating system driven by low power.
For example, the sub-processor may include at least one
element included in the processor 220.
[0028] According to an embodiment, the processor
220 (or sub-processor) may perform control so as to pro-
vide a smart key service to the external device 202 in the
second mode. For example, when an input for selecting
an icon corresponding to lock release is received, the
processor 220 may activate a communication interface
260 that is driven in a low-power mode. The processor
220 may control the communication interface 260 so as
to transmit a control signal for lock release to the external
device 202. For example, when a lock release request
signal is received through the communication interface
260, the processor 220 may perform authorization of the
external device 202 that has transmitted the lock release
request signal. If authorization of the external device 202
is successful, the processor 220 may control the com-
munication interface 260 so as to transmit a control signal
for lock release to the external device 202.

[0029] According to an embodiment, the processor
220 may control an indicator (e.g., a light-emitting diode
(LED) device) so as to indicate the operation state of the
electronic device 201 in a low-power mode in which the
display 250 is deactivated. For example, when an occur-
rence of an event for lock release of the external device
202 is detected in the low-power mode, the processor
220, based on the event, may control the indicator so as
to indicate the operation state of the electronic device
201. For example, the indicator may indicate the opera-
tion state of the electronic device 201 by adjusting at least
one of a light-emission color, a number of light-emissions,
a light-emission interval, or a light-emission pattern. For
example, an event for lock release may be generated
based on a user input for lock release of the external
device 202 or based on a receipt of a request signal for
lock release. The user input for lock release may include
at least one of an icon selection input, an audio input, or
a hardware button input, which corresponds to lock re-
lease.
[0030] According to an embodiment, when a connec-
tion of an external power source is detected in the low-
power mode, the processor 220 may perform control so
as to convert the operation mode of the electronic device
201 to a typical (e.g., normal) mode. For example, when
the operation mode of the electronic device 201 is con-
verted to the normal mode, the processor 220 may re-
lease the cutoff of the power supplied to at least one
internal module. For example, when the operation mode
of the electronic device 201 is converted to the normal
mode, the processor 220 may restore the operating sys-
tem of the electronic device 201 to the first operating
system through a rebooting process. For example, when
the operation mode of the electronic device 201 is con-
verted to the normal mode, the sub-processor may per-
form control such that the processor 220 is activated.
[0031] The memory 230 may include a volatile and/or
non-volatile memory. For example, the memory 230 may
store commands or data in relation to one or more other
elements of the electronic device 201. For example, the
memory 230 may include a secure area for storing infor-
mation requiring a security setting such as authorization
information.
[0032] The input/output interface 240 may transfer
commands or data received from a user or other external
devices to other elements of the electronic device 201.
For example, the input/output interface 240 may include
one or more physical buttons such as a home button, a
power button, and a volume control button. The input/out-
put interface 240 may output commands or data received
from other elements of the electronic device 201 to a user
or other external devices. For example, the input/output
interface 240 may include a speaker for outputting audio
signals and a microphone for collecting audio signals.
[0033] The display 250 (e.g., a display device) may
display a variety of contents (e.g., text, images, videos,
icons, and/or symbols) to the user. The display 250, for
example, may include a touch screen. The display 250
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may receive a touch input, a gesture input, a proximity
input, or a hovering input using electronic pens or a part
of a user’s body.
[0034] The communication interface 260 may estab-
lish communication between the electronic device 201
and the first external electronic device 202, the second
external electronic device 204, or the server 206. For
example, the communication interface 260 may be con-
nected to the network 262 through wireless or wired com-
munication to thus communicate with the second external
electronic device 204 or the server 206. For example,
the communication interface 260 may communicate with
the first external electronic device 202 through short-
range communication 264.
[0035] The power management module 270 may con-
trol the charging and discharging of the battery 280. For
example, the power management module 270 may sup-
ply at least some of the power provided from an external
power supply to the battery 280. For example, the power
management module 270 may supply power to the ele-
ments (e.g., internal modules) of the electronic device
201. For example, the power management module 270,
based on the control of the processor 220 or sub-proc-
essor, may supply power to at least one element related
to a smart key service when the electronic device 201
operates in a low-power mode. The power management
module 270 may cut off the power supplied to at least
one remaining element that is not related to a smart key
service. For example, the power management module
270 may include at least one of a power management
integrated circuit (PMIC) and a charging circuit.
[0036] FIGs. 3A and 3B are block diagrams of an elec-
tronic device for controlling power supplied to internal
modules in the electronic device according to an embod-
iment of the present disclosure. In the following descrip-
tion, the electronic device may include all or at least some
of the electronic device 201 in FIG. 2.
[0037] Referring to FIG. 3A, the electronic device may
include an AP 300, a wireless communication module
312, a key communication module 314, a power module
316, a security module 318, a memory 320, an audio
processing module 322, a camera module 324, a display
326, a connection module 328, a sensor 330, and a sub-
scriber identification module (SIM) 332.
[0038] According to an embodiment, the AP 300 (e.g.,
the processor 220 in FIG. 2) may control a plurality of
hardware or software elements connected to the AP 300
by driving an operating system or applications. The AP
300 may process a variety of data and may perform arith-
metic operations. The AP 300 may include a processor
301, an internal memory 302, an audio system 303, a
peripheral system 304, a graphics processing unit (GPU)
305, a wireless local area network (LAN) system 306, a
multimedia system 307, a sensor system 308, and a mo-
dem system 309.
[0039] According to an embodiment, the wireless com-
munication module 312 may provide voice calls, video
calls, text services, or Internet services through a com-

munication network. For example, the wireless commu-
nication module 312 may include a radio frequency (RF)
module and a CP capable of transmitting and receiving
communication signals {e.g., RF signals}.
[0040] According to an embodiment, the key commu-
nication module 314 may provide communication with an
external device (e.g., the first electronic device 100 in
FIG. 1) for a smart key service. For example, the key
communication module 314 may receive a lock release
request signal from an external device, or may transmit
a control signal for lock release to an external device.
For example, the key communication module 314 may
provide communication with an external device through
at least one of Bluetooth ™, Bluetooth™ low energy
(BLE), low-frequency-ultra-high-frequency (LF-UHF), or
a wireless LAN. For example, the wireless communica-
tion module 312 and the key communication module 314
may be included in the communication interface 260 in
FIG. 2.
[0041] According to an embodiment, the power module
316 may manage the power of the electronic device. For
example, the power module 316 may check the remain-
ing power of a battery of the electronic device to thus
provide the same to the AP 300. When the operation
mode of the electronic device is converted to a low-power
mode, the power module 316 may provide power to at
least one internal module related to a smart key service.
That is, when the operation mode of the electronic device
is converted to a low-power mode, the power module 316
may cut off the power supplied to at least one remaining
internal module that is not related to a smart key service.
For example, the power module 316 may include a PMIC
(e.g., the power management module 270 in FIG. 2) and
a battery 280 of the electronic device.
[0042] According to an embodiment, the security mod-
ule 318 may store information (e.g., authorization infor-
mation) that requires a security setting, among informa-
tion related to the operation of the electronic device. The
information requiring a security setting may include at
least one piece of key data for controlling an external
device, identification information of an electronic device,
or user authorization information. For example, the se-
curity module 318 may include an embedded secure el-
ement (eSE) or an embedded subscriber identification
module (eSIM). For example, the security module 318
may be configured as at least a portion of the memory
320.
[0043] According to an embodiment, the memory 320
may store information necessary for the operation of the
electronic device and information generated by the op-
eration of the electronic device. For example, the memory
320 may include at least one of a volatile memory (e.g.,
a dynamic random access memory (DRAM), a static
RAM (SRAM), or a synchronous DRAM (SDRAM)), a
non-volatile memory {e.g., a one-time programmable
read only memory (OTPROM), a programmable ROM
(PROM), an erasable PROM (EPROM), an electrically
erasable PROM (EEPROM), a mask ROM, a flash ROM,
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a flash memory, a hard drive, or a solid-state drive
(SSD)}, or an external memory (e.g., a flash drive).
[0044] According to an embodiment, the audio
processing module 322 may convert sounds to electrical
signals, and vice versa. For example, the audio process-
ing module 322 may process sound information input or
output through a speaker, a receiver, earphones, a mi-
crophone, or the like.
[0045] According to an embodiment, the camera mod-
ule 324 may photograph still images and moving images.
For example, the camera module 324 may include one
or more image sensors (e.g., a front or rear sensor), lens-
es, an ISP, or a flash (e.g., an LED or xenon lamp).
[0046] According to an embodiment, the display 326
may display various contents corresponding to the driv-
ing of the electronic device. The display 326 may receive
a touch input, a gesture input, a proximity input, a hov-
ering input, or a pressure input.
[0047] According to an embodiment, the connection
module 328 may include at least one of wireless fidelity
(Wi-Fi), light fidelity (Li-Fi), Zigbee, near field communi-
cation (NFC), magnetic secure transmission, RF, a body
area network (BAN), or a global navigation satellite sys-
tem (GNSS).
[0048] According to an embodiment, the sensor 330
may measure physical quantities, or may detect the op-
eration state of the electronic device to thereby convert
the measured or detected information to electrical sig-
nals. For example, the sensor 330 may further include a
control circuit for controlling at least one sensor.
[0049] According to an embodiment, the SIM 332, for
example, may include inherent identification information
{e.g., an integrated circuit card identifier (ICCID)} or sub-
scriber information {e.g., an international mobile sub-
scriber identification (IMSI)}.
[0050] According to an embodiment, the processor
301 of the AP 300, based on the remaining power of the
battery of the electronic device, may determine the op-
eration mode of the electronic device. For example, the
processor 301 may check the remaining power of the
battery of the electronic device from the power module
316. If the remaining power of the battery of the electronic
device is less than a reference power of the battery, the
processor 301 may convert the operation mode of the
electronic device to a low-power mode.
[0051] According to an embodiment, when the opera-
tion mode of the electronic device is converted to a low-
power mode, the processor 301 of the AP 300 may con-
trol power supplied to internal modules of the electronic
device. For example, the processor 301 may control the
power module 316 so as to maintain the power supplied
to the key communication module 314, the power module
316, the security module 318, and the memory 320, which
are related to a smart key service 340. The processor
301 may control the power module 316 so as to cut off
the power supplied to the wireless communication mod-
ule 312, the audio processing module 322, the camera
module 324, the display 326, the connection module 328,

the sensor 330, and the SIM 332, which are not related
to a smart key service 350. For example, the processor
301 may control the power module 316 so as to maintain
the power supplied to the processor 301 and the internal
memory 302 in the AP 300, which are related to the smart
key service 340. The processor 301 may control the pow-
er module 316 so as to cut off the power supplied to the
audio system 303, the peripheral system 304, the GPU
305, the wireless LAN system 306, the multimedia sys-
tem 307, the sensor system 308, and the modem system
309, which are not related to the smart key service 350.
For example, when the electronic device operates in a
low-power mode, the processor 301 may convert the op-
erating system of the electronic device to a low-power
sub-operating system.
[0052] Referring to FIG. 3B, the PMIC 360 of the power
module 316 may include a plurality of low-drop output
(LDO) ports 362 and a power (VDO) port 364. For exam-
ple, the PMIC 360 may supply power to internal modules
(e.g., internal circuits) of an electronic device through the
respective LDO ports 362. For example, when the elec-
tronic device operates in a low-power mode, the PMIC
360 may maintain the activation state of an LDO (e.g.,
LDON 366) corresponding to at least one internal module
related to a smart key service, among the internal mod-
ules of the electronic device. The PMIC 360 may convert
the LDOs 362 corresponding to one or more remaining
internal modules, which are not related to a smart key
service, to the inactive state. For example, the LDOs 362
may each include a regulator that lowers a voltage sup-
plied to the internal circuit to correspond to the rated ca-
pacity of the internal circuit.
[0053] FIGs. 4A and 4B are block diagrams of an elec-
tronic device for controlling power supplied to internal
modules through a low-power processor in the electronic
device according to an embodiment of the present dis-
closure. The electronic device in the following description
may include all or at least some of the elements of the
electronic device 201 in FIG. 2.
[0054] Referring to FIG. 4A, the electronic device may
include an AP 400, a wireless communication module
312, a key communication module 314, a power module
316, a security module 318, a memory 320, an audio
processing module 322, a camera module 324, a display
326, a connection module 328, a sensor 330, and a SIM
332. In the following description, the internal modules of
the electronic device in FIG. 4A operate in the same man-
ner as the internal modules of the electronic device in
FIG. 3A, and thus a detailed description thereof is omitted
here.
[0055] According to an embodiment, the AP 400 may
include a first processor 402 and a second processor
404. For example, the second processor 404 may include
a processor having power consumption less than that of
the first processor 402. For example, the second proc-
essor 404 may include a sensor hub.
[0056] According to an embodiment, the first processor
402 of the AP 400, based on the remaining power or level
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of a battery of the electronic device, may determine the
operation mode of the electronic device. For example,
the first processor 402 may check the remaining power
or level of the battery of the electronic device from the
power module 316. When the remaining power or level
of the battery of the electronic device is less than a ref-
erence power or level of the battery, the first processor
402 may convert the operation mode of the electronic
device to a low-power mode.
[0057] According to an embodiment, when the opera-
tion mode of the electronic device is converted to the low-
power mode, the first processor 402 may transmit data
for driving the second processor 404, which is stored in
the security module 318 and the memory 320, to the sec-
ond processor 404 (e.g., the internal memory 408 of the
second processor 404). The first processor 402 may
transmit an activation signal to the second processor 404
before the driving termination procedure of the first proc-
essor 402 is completed. When an activation signal is re-
ceived, the second processor 404 may be activated
based on data for driving the second processor 404. For
example, the second processor 404 (e.g., a core 406 of
the second processor 404) may be driven based on a
sub-operating system that operates on low power. For
example, the data for driving the second processor 404
may include at least one piece of data (e.g., a driver) for
driving the key communication module 314, key data
(e.g., a media access control (MAC) pair list), or a smart
key application.
[0058] According to an embodiment, when the key data
is copied into the internal memory 408 of the second proc-
essor 404, the second processor 404 may control power
supplied to the internal modules of the electronic device.
For example, the second processor 404 may control the
power module 316 so as to maintain the power supplied
to the second processor 404, the key communication
module 314, and the power module 316, which are re-
lated to a smart key service 420. The second processor
404 may control the power module 316 so as to cut off
the power supplied to the remaining elements 402, 302
to 309 of the AP 400, the wireless communication module
312, the security module 318, the memory 320, the audio
processing module 322, the camera module 324, the dis-
play 326, the connection module 328, the sensor 330,
and the SIM 332, which are not related to a smart key
service 430.
[0059] Referring to FIG. 4B, when driving data for a
smart key service, except for the key data, is copied into
the internal memory 408 of the second processor 404,
the second processor 404 may control power supplied
to the internal modules of the electronic device. For ex-
ample, the second processor 404 may control the power
module 316 so as to maintain the power supplied to the
second processor 404, the key communication module
314, the power module 316, and the security module 318,
which are related to a smart key service 440. The second
processor 404 may control the power module 316 so as
to cut off the power supplied to the remaining elements

402, 302 to 309 of the AP 400, the wireless communica-
tion module 312, the memory 320, the audio processing
module 322, the camera module 324, the display 326,
the connection module 328, the sensor 330, and the SIM
332, which are not related to a smart key service 450.
[0060] FIG. 5 is a block diagram of a sub-operating
system according to an embodiment of the present dis-
closure. A low-power sub-operating system may include
an operating system for supporting a smart key service
related to an electronic device 201 and/or various appli-
cations executed under the operating system.
[0061] Referring to FIG. 5, the program module may
include applications 500, network/ security 510, and an
operating system (OS) core 520. At least some of the
program module may be pre-installed in the electronic
device, or may be downloaded from the electronic device
202 or 204 or the server 206 in FIG. 2.
[0062] The network/security 510 may include a secu-
rity manager 512 and a network manager 514. The se-
curity manager 512 may manage the key data for a smart
key service, which is stored in a security module 318.
The network manager 514 may control communication
connection (e.g., Bluetooth™ or BLE) used for a smart
key service.
[0063] The OS core 520 may include a system call in-
terface 522, a process manager 524, a memory manager
526, a CPU scheduler 528, a file system 530, a notifica-
tion LED driver 532, a keypad driver 534, a BT driver
536, and an NFC driver 538.
[0064] The applications 500 may include a key appli-
cation (key app) 502 for a smart key service, a key man-
ager 504 for connecting the key data stored in the security
module with the key application, and a database (light
DB) 506. For example, when an input corresponding to
a smart key service is received from the keypad driver
534, the key application 502 may obtain key data through
the security manager 512. The key application 502 may
transmit the key data through a wireless connection (e.g.,
Bluetooth ™ or BLE) with an external device using the
network manager 514. For example, when a lock release
request signal is received from the network manager 514,
the key application 502 may obtain key data through the
security manager 512. The key application 502 may
transmit the key data through a wireless connection (e.g.,
Bluetooth ™ or BLE) with an external device using the
network manager 514. For example, the applications 500
may include applications received from an external elec-
tronic device.
[0065] According to an embodiment, an electronic de-
vice may include a first memory configured to store au-
thorization information; a first processor configured to ac-
cess the first memory; a second memory; and a second
processor configured to access the second memory,
wherein the first processor may be configured to check
state information related to a battery state of the elec-
tronic device while the electronic device is in a first state;
if the state information satisfies a first condition, provide
authorization information to an external device in the first
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state so that the external device performs authorization
using the authorization information; and if the state infor-
mation satisfies a second condition, copy the authoriza-
tion information into the second memory in the first state
and convert the electronic device to a second state in
which power consumption thereof is less than that in the
first state, and wherein the second processor may be
configured to provide the authorization information to the
external device in the second state so that the external
device performs authorization using the authorization in-
formation.
[0066] According to an embodiment, the first processor
may be configured to if the state information satisfies a
second specified condition, store at least one application
related to the authorization in the second memory; and
execute the at least one application using the second
processor.
[0067] According to an embodiment, the electronic de-
vice may further include a communication interface con-
figured to transmit authorization information to the exter-
nal device, and the second memory may further include
driving data on the communication interface.
[0068] According to an embodiment, the first processor
may be configured to determine that the second specified
condition is satisfied when the remaining power of a bat-
tery of the electronic device is less than a predefined
reference value.
[0069] According to an embodiment, the first processor
may be configured to be operated based on a first oper-
ating system, and the second processor may be config-
ured to be operated based on a second operating system
having power consumption less than that of the first op-
erating system.
[0070] According to an embodiment, the second proc-
essor may be configured to maintain power supplied to
at least one internal module related to authorization of
the external device, among a plurality of internal modules
included in the electronic device; and cut off power sup-
plied to one or more remaining internal modules.
[0071] According to an embodiment, the at least one
internal module related to the authorization of the exter-
nal device may include at least one of an input module,
a communication interface for transmitting authorization
information to the external device, or a power manage-
ment module.
[0072] According to an embodiment, the second proc-
essor may be configured to check whether or not a user
input is detected; generate authorization information cor-
responding to the external device based on the detection
of the user input; and transmit authorization information
corresponding to the external device to the external de-
vice.
[0073] According to an embodiment, the second proc-
essor may be configured to generate authorization infor-
mation corresponding to the external device in response
to reception of a authorization request signal; and trans-
mit authorization information corresponding to the exter-
nal device to the external device.

[0074] According to an embodiment, an electronic de-
vice may include a memory configured to store authori-
zation information; and a processor configured to access
the memory, wherein the processor may be configured
to check state information related to a battery state of the
electronic device while the electronic device is operating
based on a first operating system; if the state information
satisfies a first condition, provide authorization informa-
tion to an external device while the electronic device is
operating based on the first operating system so that the
external device performs authorization using the author-
ization information; and if the state information satisfies
a second condition, convert the electronic device from
the first operating system to a second operating system
having power consumption less than that of the first op-
erating system and provide the authorization information
to the external device so that the external device performs
authorization using the authorization information.
[0075] According to an embodiment, the processor
may be configured to maintain power supplied to at least
one internal module related to authorization of the exter-
nal device, among a plurality of internal modules included
in the electronic device, based on the second operating
system; and cut off power supplied to one or more re-
maining internal modules.
[0076] According to an embodiment, the at least one
internal module related to the authorization of the exter-
nal device may include at least one of an input module,
a communication interface for transmitting authorization
information to the external device, or a power manage-
ment module.
[0077] According to an embodiment, an electronic de-
vice may include a first memory; a first processor; a sec-
ond processor configured to have power consumption
less than that of the first processor; and a second memory
configured to be accessed by the second processor,
wherein the first processor may be configured to check
state information of a battery of the electronic device;
based on the state information of the battery, determine
whether or not to transmit driving information of the sec-
ond processor; and based on the determination of trans-
mission of the driving information of the second proces-
sor, store the driving information of the second processor,
which is stored in the first memory, in the second memory,
and wherein the second processor may be configured
to, based on the driving information of the second proc-
essor, which is stored in the second memory, transmit
authorization information to an external device; and
wherein the first processor may be configured to be ter-
minated at the time the second processor is driven.
[0078] According to an embodiment, the electronic de-
vice may further include a communication interface con-
figured to transmit authorization information to the exter-
nal device, wherein the second memory may be config-
ured to store driving information of the second processor,
which includes at least one piece of driving data on the
communication interface, authorization information on
the external device, or at least one application related to

15 16 



EP 3 668 761 B1

10

5

10

15

20

25

30

35

40

45

50

55

the authorization.
[0079] According to an embodiment, the communica-
tion interface may be configured to transmit the authori-
zation information to the external device through one of
Bluetooth ™, BLE, wireless LAN, or LF-UHF communi-
cation.
[0080] According to an embodiment, the first processor
may be configured to operate based on a first operating
system and the second processor may be configured to
operate based on a second operating system different
from the first operating system.
[0081] According to an embodiment, the second proc-
essor may be configured to convert the OS of the elec-
tronic device to the second operating system by reboot-
ing the electronic device at the time at which the operation
of the first processor is terminated.
[0082] According to an embodiment, the second proc-
essor may be configured to maintain power supplied to
at least one internal module related to authorization of
the external device, among a plurality of internal modules
included in the electronic device, and may be configured
to cut off power supplied to one or more remaining inter-
nal modules.
[0083] According to an embodiment, the at least one
internal module related to the authorization of the exter-
nal device may include at least one of an input module,
a communication interface for transmitting the authoriza-
tion information to the external device, or a power man-
agement module.
[0084] According to an embodiment, the first memory
may further include a secure area configured to store
authorization information, and the second processor may
be configured to if authorization information of the exter-
nal device is stored in the second memory, cut off power
supplied to the first memory including the secure area;
and if no authorization information of the external device
exists in the second memory, maintain power supplied
to the secure area in the first memory.
[0085] FIG. 6 is a flowchart of a method for converting
a processor in an electronic device according to an em-
bodiment.
[0086] Referring to FIG. 6, an electronic device (e.g.,
the first processor 402 in FIG. 4A) may operate by means
of a first processor in a first mode (e.g., a first state) in
operation 601. For example, the electronic device 201
may include the first processor 402 and the second proc-
essor 404 as shown in FIG. 4A. When the electronic de-
vice 201 is in the first state (e.g., a normal mode), the
first processor 402 may control internal modules of the
electronic device so as to provide various services in-
cluding a smart key service. For example, the first proc-
essor 402 may be driven based on a first OS.
[0087] The electronic device (e.g., the first processor
402 in FIG. 4A) may check state information related to
the battery state of the electronic device in operation 603.
For example, the first processor 402 may periodically re-
ceive information on the remaining power or level of a
battery of the electronic device from the power module

316 (e.g., a PMIC). For example, the power module 316
may periodically check the remaining power or level of a
battery without control of a separate module (e.g., the
first processor 402 in FIG. 4A).
[0088] The electronic device may determine whether
or not the state information related to the battery state
satisfies a first condition in operation 605. For example,
the first processor 402 may compare the remaining pow-
er of the battery received from the power module 316
with a reference power of the battery. If the remaining
power of the battery is greater than or equal to the refer-
ence power of the battery, the first processor 402 may
determine that the first condition is satisfied.
[0089] When the state information related to the battery
state satisfies the first condition, the electronic device
may transmit, to the external device, authorization infor-
mation stored in the electronic device through the first
processor so that the external device can perform au-
thorization in operation 607. For example, when an event
for authorization of the external device occurs, the first
processor 402 may control the key communication mod-
ule 314 so as to transmit authorization information stored
in the security module 318 to the external device. For
example, the event for authorization of the external de-
vice may be generated based on at least one of an icon
selection input, an audio input, or a hardware button in-
put, which corresponds to lock release.
[0090] If the state information related to the battery
state does not satisfy the first condition, the electronic
device may determine whether or not the state informa-
tion related to the battery state satisfies a second condi-
tion in operation 609. For example, when the remaining
power of the battery received from the power module 316
is less than the reference power of the battery, the first
processor 402 may determine that the second condition
is satisfied. For example, when the remaining power of
the battery is less than the reference power of the battery,
the power module 316 may transmit, to the first processor
402, an event occurrence signal for conversion to a low-
power mode. When the event occurrence signal is re-
ceived from the power module 316, the first processor
402 may determine that the second condition is satisfied.
[0091] If the state information related to the battery
state does not satisfy any one of the first condition and
the second condition, the electronic device may deter-
mine that the conversion of the processor is limited.
[0092] When the state information related to the battery
state satisfies the second condition, the electronic device
may transmit driving information of the second processor
to the second processor in operation 611. For example,
when the state information related to the battery state
satisfies the second condition, the first processor 402
may copy driving information of the second processor
404, which is stored in at least one of the security module
318 or the memory 320, into the internal memory 408 of
the second processor 404 for conversion to a low-power
mode. For example, the driving information of the second
processor 404 may include at least one piece of data for
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driving a communication module related to a smart key
service, key data (e.g., authorization information), or a
smart key application.
[0093] The electronic device may convert the opera-
tion mode of the electronic device to a second mode in
operation 613. For example, when the first processor 402
transmits the driving information of the second processor
404 to the second processor 404, the first processor 402
may perform a driving termination procedure for the first
operating system. The first processor 402 may transmit
an activation signal to the second processor 404 before
the driving termination procedure is completed. The sec-
ond processor 404 may operate based on the driving
information of the second processor 404 in a low-power
mode upon receiving the activation signal. For example,
the second processor 404 may be operated under the
second operating system at low-power. For example, the
first processor 402 may control at least one of the display
326 or the audio processing module 322 so as to output
a user interface or a notification sound indicating the con-
version to a low-power mode before the driving termina-
tion procedure is completed.
[0094] When the operation mode of the electronic de-
vice is converted to the second mode, the electronic de-
vice (e.g., the second processor 404 in FIG. 4A) may
transmit authorization information, which is stored in the
electronic device, to the external device through the sec-
ond processor, in operation 615, so that the external de-
vice performs authorization. For example, when an event
for authorization of the external device occurs, the sec-
ond processor 404 may control the key communication
module 314 so as to transmit authorization information
stored in the security module 318 or the internal memory
408 to the external device.
[0095] FIG. 7 is a flowchart of a method for activating
a low-power processor in an electronic device according
to an embodiment. Hereinafter, the operation for driving
the second processor in operations 611 to 613 of FIG. 6
is described.
[0096] Referring to FIG. 7, if the state information re-
lated to the battery state satisfies the second condition
(e.g., in operation 609 in FIG. 6), the electronic device
(e.g., the first processor 402 in FIG. 4A) may transmit
driving information of the second processor to the second
processor using the first processor in operation 701. For
example, when the second processor 404 is used for
another operation (e.g., a sensor hub) in the first mode
(e.g., the first state), the first processor 402 may initialize
the second processor 404. The first processor 402 may
copy driving information of the second processor 404,
which is stored in at least one of the security module 318
or the memory 320, into the internal memory 408 of the
initialized second processor 404.
[0097] The electronic device may check whether or not
the operation of the first processor is terminated in oper-
ation 703. For example, when the first processor 402
transmits the driving information to the second processor
404, the first processor 402 may perform a driving termi-

nation procedure of the first operating system, which is
operating in the first processor 402. The first processor
402 may transmit an activation signal to the second proc-
essor 404 before the driving termination procedure of the
first operating system is completed.
[0098] When the operation of the first processor is ter-
minated, the electronic device (e.g., the second proces-
sor 404 in FIG. 4A) may activate the second processor
in operation 705. For example, when an activation signal
is received from the first processor 402, the second proc-
essor 404 may load the second low-power operating sys-
tem through rebooting.
[0099] The electronic device, based on the second
mode (e.g., a low-power mode), may limit power supplied
to at least one of a plurality of internal modules included
in the electronic device in operation 707. For example,
the second processor 404, as shown in FIG. 4A, may
control the power module 316 so as to maintain the power
supplied to the second processor 404, the key commu-
nication module 314, and the power module 316, which
are related to a smart key service, and so as to cut off
the power supplied to the remaining modules. For exam-
ple, the second processor 404, as shown in FIG. 4B, may
control the power module 316 so as to maintain the power
supplied to the second processor 404, the key commu-
nication module 314, the power module 316, and the se-
curity module 318, which are related to a smart key serv-
ice, and so as to cut off the power supplied to the remain-
ing modules. For example, the second processor 404
may provide a smart key service using at least one inter-
nal module related to the smart key service. For example,
the second processor 404 may load only at least one
internal module related to the smart key service through
the second operating system. Accordingly, the driving of
at least one remaining internal module, which is not re-
lated to the smart key service, may be restricted in the
electronic device.
[0100] FIG. 8 is a flowchart of a method for releasing
the lock of an external device in an electronic device in
a low-power mode according to an embodiment. Here-
inafter, the operation for providing authorization informa-
tion to an external device in operation 607 or operation
615 of FIG. 6 is described.
[0101] Referring to FIG. 8, the electronic device (e.g.,
the first processor 402 or the second processor 404 in
FIG. 4A) may check whether or not an input for using a
smart key is received in operation 801. For example, the
first processor 402 may determine whether or not the
electronic device 201 detects an input by a button corre-
sponding to lock release in a first mode. For example, in
a case where the electronic device 201 operates in a
second mode (e.g., a low-power mode), the second proc-
essor 404 may perform control so as to maintain the ac-
tive state of a button corresponding to lock release. The
second processor 404 may confirm whether or not an
input by the activated button corresponding to lock re-
lease is detected.
[0102] When an input for using a smart key is received,
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the electronic device may transmit a control signal for
controlling the external device corresponding to the input
in operation 803. For example, when an input for using
a smart key is received, the second processor 404 or the
first processor 402 may obtain key data corresponding
to the external device from the security module 318 (or
the internal memory 408). The second processor 404 or
the first processor 402 may control the key communica-
tion module 314 so as to, based on the key data corre-
sponding to the external device, generate a control signal
for lock release and so as to transmit the same to the
external device. For example, when an input for using a
smart key is received, the second processor 404 or the
first processor 402 may control an indicator so as to out-
put recognition information of a button input. For exam-
ple, the key data may include authorization information
for lock release in the external device.
[0103] When an input for using a smart key is not re-
ceived, the electronic device may check whether or not
a key request signal is received from the external device
in operation 805. For example, the second processor 404
or the first processor 402 may determine whether or not
a lock release request signal is received through the key
communication module 314. For example, the key com-
munication module 314 may remain in the active state in
the second mode (e.g., a low-power mode).
[0104] When a key request signal is received from the
external device, the electronic device may transmit, to
the external device, a control signal for controlling the
external device, which corresponds to the key request
signal, in operation 803. For example, the second proc-
essor 404 or the first processor 402 may control an indi-
cator so as to output the reception state of the key request
signal. For example, the control signal corresponding to
the key request signal may include authorization infor-
mation for verifying the electronic device in the external
device.
[0105] FIG. 9 is a flowchart of a method for searching
for an object for key usage and transmitting authorization
information in an electronic device in a low-power mode
according to an embodiment. Hereinafter, the operation
for transmitting a control signal in operation 803 in FIG.
8 is described.
[0106] Referring to FIG. 9, when an input for using a
smart key is received (e.g., in operation 801 in FIG. 8),
the electronic device (e.g., the first processor 402 or the
second processor 404 in FIG. 4A) may search for an
object to be provided with a smart key service in operation
901. For example, the second processor 404 or the first
processor 402 may control the key communication mod-
ule 314 so as to transmit a scan request signal in order
to check whether or not there is an external device that
is adjacent to the electronic device 201 and is to use the
smart key.
[0107] The electronic device may determine whether
or not an object for smart key usage has been detected
in operation 903. For example, when a response signal
to the scan request signal is received through the key

communication module 314, the second processor 404
or the first processor 402 may determine that an external
device corresponding to the response signal is adjacent
thereto. The second processor 404 or the first processor
402 may check whether or not there is any external de-
vice registered in the electronic device 201, among the
adjacent external devices.
[0108] When an object for smart key usage is detected,
the electronic device may generate a control signal cor-
responding to the detected object (e.g., a door lock or a
vehicle) in operation 905. For example, the second proc-
essor 404 or the first processor 402 may obtain key data
on the external device from the security module 318 (or
the memory 408 of the second processor 404). The sec-
ond processor 404 or the first processor 402 may gen-
erate a control signal for lock release by encrypting a lock
release signal using the key data on the external device.
[0109] In operation 907, the electronic device may
transmit the control signal to the object (e.g., a door lock
or a vehicle) detected in operation 903. For example, the
second processor 404 or the first processor 402 may
control the key communication module 314 so as to trans-
mit a control signal for lock release. For example, the
control signal for lock release may include authorization
information for lock release of the external device that is
a detected object.
[0110] If no object for smart key usage is detected, the
electronic device may output usage limit information of
a smart key in operation 909. For example, if no external
device for smart key usage is detected, the second proc-
essor 404 or the first processor 402 may determine that
the usage of a smart key is unnecessary. The second
processor 404 or the first processor 402 may output the
smart key usage limit information through an indicator or
a notification sound.
[0111] In accordance with an embodiment of the
present disclosure, when an input for smart key usage
is received, the second processor 404 or the first proc-
essor 402 may confirm the number of pieces of key data
stored in the electronic device 201. For example, in the
case where the key data corresponding to one external
device is stored in the electronic device 201, the second
processor 404 or the first processor 402 may control the
key communication module 314 so as to transmit a con-
trol signal corresponding to the key data. That is, the
second processor 404 or the first processor 402 may omit
the operations 901 and 903 in FIG. 9. For example, if the
key data corresponding to a plurality of external devices
is stored in the electronic device 201, the second proc-
essor 404 or the first processor 402 may search for near-
by external devices (e.g., operation 901).
[0112] FIG. 10 is a flowchart of a method for transmit-
ting authorization information to a nearby object for key
usage in an electronic device in a low-power mode ac-
cording to an embodiment. Hereinafter, the operation for
transmitting a control signal in operation 803 in FIG. 8 is
described.
[0113] Referring to FIG. 10, when a key request signal
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is received from an external device (e.g., in operation
805 in FIG. 8), the electronic device (e.g., the first proc-
essor 402 or the second processor 404 in FIG. 4A) may
confirm whether or not the object for key usage can be
verified in operation 1001. For example, when a key re-
quest signal is received, based on identification informa-
tion of the external device included in the key request
signal, the second processor 404 or the first processor
402 may perform a authorization procedure for the ex-
ternal device that has transmitted the key request signal.
[0114] When the authorization of the object for key us-
age (external device) that has transmitted the key request
signal is successful, the electronic device may generate
a control signal corresponding to the object for key usage
in operation 1003. For example, the second processor
404 or the first processor 402 may obtain key data on
the external device from the security module 316 (or the
memory 408 of the second processor 404). The second
processor 404 or the first processor 402 may generate
a control signal for lock release by encrypting a lock re-
lease signal using the key data on the external device.
For example, the control signal for lock release may in-
clude authorization information for lock release of the ex-
ternal device.
[0115] The electronic device may transmit the control
signal to the object for key usage (external device) in
operation 1005. For example, the second processor 404
or the first processor 402 may control the key communi-
cation module 314 so as to transmit the control signal for
lock release.
[0116] When the electronic device fails to verify the
object for key usage (external device) that has transmit-
ted the key request signal, the electronic device may out-
put smart key usage limit information in operation 1007.
For example, if the second processor 404 or the first proc-
essor 402 fails to verify the object for key usage (external
device) that has transmitted the key request signal, the
second processor 404 may determine that the usage of
the smart key is limited. The second processor 404 or
the first processor 402 may output smart key usage limit
information through an indicator or a notification sound.
[0117] FIG. 11 is a flowchart of a method for converting
an OS in an electronic device according to an embodi-
ment.
[0118] Referring to FIG. 11, an electronic device (e.g.,
the processor 301 in FIG. 3A) may operate in a normal
mode by means of a first OS in operation 1101. For ex-
ample, the processor 301 may control internal modules
of the electronic device 201 so as to provide various serv-
ices including a smart key service through a first OS,
among a plurality of OSs that can be supported by elec-
tronic device 201. For example, the first OS may include
Android®, iOS®, Windows®, Symbian®, Tizen®, or Ba-
da™.
[0119] The electronic device may check state informa-
tion related to the battery state of the electronic device
in operation 1103. For example, the processor 301 may
periodically check the remaining power or level of a bat-

tery through the power module 316 (e.g., a PMIC). For
example, the power module 316 may periodically check
the remaining power or level of a battery without control
of other modules.
[0120] The electronic device may determine whether
or not the state information related to the battery state
satisfies a first condition in operation 1105. For example,
the processor 301 may compare the remaining power of
the battery 280 received from the power module 316 with
a reference power of the battery. If the remaining power
of the battery 280 is greater than or equal to the reference
power of the battery, the processor 301 may determine
that the first condition is satisfied.
[0121] When the first condition is satisfied, the elec-
tronic device may transmit, to the external device, au-
thorization information stored in the electronic device us-
ing a first OS in operation 1107. For example, the proc-
essor 301 may control the key communication module
314 so as to transmit authorization information stored in
the security module 318 to the external device as de-
scribed in operations 801 to 805 in FIG. 8.
[0122] If the state information related to the battery
state does not satisfy the first condition, the electronic
device may determine whether or not the state informa-
tion related to the battery state satisfies a second condi-
tion in operation 1109.
[0123] If the state information related to the battery
state does not satisfy any one of the first condition and
the second condition, the electronic device may deter-
mine that the conversion of the operating system is lim-
ited.
[0124] When the state information related to the battery
state satisfies the second condition, the electronic device
may convert the operating system of the electronic device
to a second OS supporting a low-power mode in opera-
tion 1111. For example, the processor 301 may load the
second OS, which supports a smart key service at low
power, among a plurality of OSs supported by the elec-
tronic device 201, by rebooting the electronic device 201.
For example, the second OS may include a sub-operat-
ing system driven by low power.
[0125] The electronic device may transmit authoriza-
tion information stored in the electronic device to the ex-
ternal device through the second OS supporting a low-
power mode in operation 1113. For example, when the
second OS is loaded, the processor 301 may maintain
the power supplied to at least one internal module (e.g.,
the key communication module 314 or the security mod-
ule 318) related to a smart key service, among a plurality
of internal modules included in the electronic device 201.
The processor 301 may control the key communication
module 314 so as to transmit authorization information
stored in the security module 318 to the external device
using at least one internal module to which power is sup-
plied, as described in operations 801 to 805 in FIG. 8.
[0126] FIG. 12 is a flowchart of a method for controlling
power supplied to internal modules through a converted
OS in an electronic device according to an embodiment.
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Hereinafter, the operation for converting the OS to a sec-
ond OS in operation 1111 of FIG. 11 is described.
[0127] Referring to FIG. 12, when the state information
related to the battery state satisfies the second condition
(e.g., in operation 1109 in FIG. 11), an electronic device
(e.g., processor 301 of FIG. 3A) may convert the OS of
the electronic device to a second OS in operation 1201.
For example, the processor 301 may load the second
OS by rebooting the electronic device 201, which is run-
ning under the first OS.
[0128] The electronic device may load at least some
modules related to a smart key service, among the inter-
nal modules included in the electronic device, based on
the second OS driven in the electronic device in operation
1203. For example, the second OS may be operated at
low power to provide a smart key service. The processor
301, when it is operated under the second OS, may ac-
tivate at least one internal module related to a smart key
service, among a plurality of internal modules included
in the electronic device 201. Based on loading informa-
tion on at least some modules related to a smart key
service, the electronic device may limit the modules to
be supplied with power in operation 1205. For example,
the processor 301 may load the key communication mod-
ule 314, the power module 316, the security module 318,
and the memory 320 through the second OS as shown
in FIG. 3A. The power module 316, as shown in FIG. 3A,
may maintain the power supplied to at least one internal
module loaded by the processor 301, among the plurality
of internal modules included in the electronic device 201
(340). The power module 316, as shown in FIG. 3A, may
cut off the power supplied to the wireless communication
module 312, the audio processing module 322, the cam-
era module 324, the display 326, the connection module
328, the sensor 330, and the subscriber identification
module 332, which are not loaded by the processor 301
(350).
[0129] FIG. 13 is a flowchart of a method for controlling
the power supplied to internal modules in an electronic
device according to an embodiment.
[0130] Referring to FIG. 13, an electronic device (e.g.,
processor 301 of FIG. 3A) may operate in a first mode
(e.g., normal mode) in operation 1301. For example, the
processor 301 may control internal modules of the elec-
tronic device 201 so as to provide various services in-
cluding a smart key service.
[0131] The electronic device may check state informa-
tion related to the battery state of the electronic device
in operation 1303. For example, the power module 316
(e.g., a PMIC) may periodically check the remaining pow-
er or level of a battery 280. For example, the power mod-
ule 316, based on the control of the processor 301, may
check the remaining power of the battery 280.
[0132] The electronic device may determine whether
or not the state information related to the battery state
satisfies a first condition in operation 1305. For example,
if the remaining power of the battery 280, which is con-
firmed by the power module 316, is greater than or equal

to a reference power of the battery, the processor 301
may determine that the state information (e.g., the re-
maining power of the battery) related to the battery state
satisfies a first condition.
[0133] When the state information related to the battery
state satisfies the first condition, the electronic device
may transmit, to the external device, authorization infor-
mation stored in the electronic device in a first mode in
operation 1307. For example, the processor 301 may
control the key communication module 314 so as to trans-
mit authorization information stored in the security mod-
ule 318 to the external device as described in operations
801 to 805 in FIG. 8.
[0134] If the state information related to the battery
state does not satisfy the first condition, the electronic
device may determine whether or not the state informa-
tion related to the battery state satisfies a second condi-
tion in operation 1309.
[0135] If the state information related to the battery
state does not satisfy the first condition or the second
condition, the electronic device may determine that the
conversion of the operation mode of the electronic device
is limited.
[0136] When the state information related to the battery
state satisfies the second condition, the electronic device
may convert the operation mode of the electronic device
to a second mode (e.g., a low-power mode) in operation
1311. For example, when the remaining power of the
battery 280 is less than a reference power of the battery,
the processor 301 may convert the operation mode of
the electronic device 201 to a second mode for a smart
key service (e.g., a low-power mode).
[0137] The electronic device may transmit authoriza-
tion information stored in the electronic device to the ex-
ternal device in the second mode (e.g., a low-power
mode) in operation 1313. For example, when the oper-
ation mode of the electronic device 201 is converted to
the second mode, the processor 301 may maintain the
power supplied to at least one internal module (e.g., the
key communication module 314 or the security module
318) related to a smart key service, among a plurality of
internal modules included in the electronic device 201.
The processor 301 may control the key communication
module 314 so as to transmit authorization information
stored in the security module 318 to the external device
using at least one internal module to which power is sup-
plied, as described in operations 801 to 805 in FIG. 8.
[0138] According to an embodiment, the electronic de-
vice can convert the operation mode of the electronic
device to a normal mode when connection of an external
power source is detected. For example, the external pow-
er source may include at least one of a wired charging
source using a charging cable or a wireless charging
source.
[0139] According to an embodiment, an operating
method of an electronic device may include checking
state information of a battery of the electronic device
through a first processor of the electronic device; based
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on the state information of the battery, determining
whether or not to transmit driving information of a second
processor; based on the determination of transmission
of the driving information of the second processor, storing
the driving information of the second processor, which is
stored in a first memory of the electronic device, in a
second memory that the second processor is able to ac-
cess; and based on the driving information of the second
processor, which is stored in the second memory, trans-
mitting authorization information to an external device
through the second processor of the electronic device,
wherein the first processor may be configured to be ter-
minated at the time at which the second processor is
driven.
[0140] According to an embodiment, the driving infor-
mation of the second processor may include at least one
piece of driving data on the communication interface for
transmitting authorization information to an external de-
vice, authorization information on the external device, or
at least one application related to the authorization.
[0141] According to an embodiment, the communica-
tion interface may use at least one of Bluetooth™, BLE,
wireless LAN, or LF-UHF communication.
[0142] According to an embodiment, the first processor
may operate based on a first OS and the second proc-
essor may operate based on a second OS that is different
from the first OS.
[0143] According to an embodiment, the method may
further include converting the OS of the electronic device
to the second OS by rebooting the electronic device
through the second processor at the time at which the
operation of the first processor is terminated.
[0144] According to an embodiment, the method may
further include, through the second processor, maintain-
ing power supplied to at least one internal module related
to authorization of the external device, among a plurality
of internal modules included in the electronic device, and
cutting off power supplied to one or more remaining in-
ternal modules.
[0145] According to an embodiment, the at least one
internal module related to the authorization of the exter-
nal device may include at least one of an input module,
a communication interface for transmitting the authoriza-
tion information to the external device, or a power man-
agement module.
[0146] According to an embodiment, the cutting off of
the power supplied may include if authorization informa-
tion of the external device is stored in the second mem-
ory, cutting off power supplied to the first memory includ-
ing a secure area; and if no authorization information of
the external device exists in the second memory, main-
taining power supplied to the secure area in the first mem-
ory, wherein the secure area may include at least a por-
tion of the first memory for storing authorization informa-
tion.
[0147] According to an embodiment, the transmitting
of the authorization information may include checking
whether or not a user input is detected; generating, based

on the detection of the user input, authorization informa-
tion corresponding to the external device; and transmit-
ting the authorization information corresponding to the
external device to the external device.
[0148] According to an embodiment, the transmitting
of the authorization information may include generating
authorization information corresponding to the external
device in response to reception of a authorization request
signal; and transmitting the authorization information cor-
responding to the external device to the external device.
[0149] An electronic device and an operating method
thereof, according to an embodiment, may extend a us-
age time of a smart key service by, based on an occur-
rence of a low-power mode conversion event, cutting off
power supplied to remaining modules, except for at least
some modules corresponding to a smart key service,
among a plurality of internal modules included in the elec-
tronic device.
[0150] An electronic device and an operating method
thereof, according to an embodiment, can extend a us-
age time of a smart key service by, based on an occur-
rence of a low-power mode conversion event, converting
the OS of the electronic device to a low-power OS.
[0151] An electronic device and an operating method
thereof, according to an embodiment, may extend a us-
age time of a smart key service by, based on an occur-
rence of a low-power mode conversion event, by con-
verting a processor of the electronic device to a low-pow-
er processor.
[0152] FIG. 14 is a block diagram illustrating an elec-
tronic device 1401 in a network environment 1400 ac-
cording to an embodiment.
[0153] Referring to FIG. 14, the electronic device 1401
in the network environment 1400 may communicate with
an electronic device 1402 via a first network 1498 (e.g.,
a short-range wireless communication network), or an
electronic device 1404 or a server 1408 via a second
network 1499 (e.g., a long-range wireless communica-
tion network). According to an embodiment, the electron-
ic device 1401 may communicate with the electronic de-
vice 1404 via the server 1408. The electronic device 1401
may include a processor 1420 (e.g., the processor 220
of FIG. 2), memory 1430 (e.g., the memory 230 of FIG.
2), an input device 1450, a sound output device 1455, a
display device 1460 (e.g., the display 250 of FIG. 2), an
audio module 1470, a sensor module 1476, an interface
1477, a haptic module 1479, a camera module 1480, a
power management module 1488, a battery 1489, a com-
munication module 1490 (e.g., the communication inter-
face 260 of Fig. 2), a SIM 1496, or an antenna module
1497. In an embodiment, at least one (e.g., the display
device 1460 or the camera module 1480) of the compo-
nents may be omitted from the electronic device 1401,
or one or more other components may be added in the
electronic device 1401. Some of the components may
be implemented as single integrated circuitry. For exam-
ple, the sensor module 1476 (e.g., a fingerprint sensor,
an iris sensor, or an illuminance sensor) may be imple-
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mented as embedded in the display device 1460.
[0154] The processor 1420 may execute, for example,
software (e.g., a program 1440) to control at least one
other component (e.g., a hardware or software compo-
nent) of the electronic device 1401 coupled with the proc-
essor 1420, and may perform various data processing
or computation. According to one embodiment, as at
least part of the data processing or computation, the proc-
essor 1420 may load a command or data received from
another component (e.g., the sensor module 1476 or the
communication module 1490) in volatile memory 1432,
process the command or the data stored in the volatile
memory 1432, and store resulting data in non-volatile
memory 1434. The processor 1420 may include a main
processor 1421 (e.g., a CPU or an AP), and an auxiliary
processor 1423 (e.g., a GPU, an ISP, a sensor hub proc-
essor, or a CP) that is operable independently from, or
in conjunction with, the main processor 1421. Additionally
or alternatively, the auxiliary processor 1423 may be
adapted to consume less power than the main processor
1421, or configured to a certain function. The auxiliary
processor 1423 may be implemented separate from, or
part of, the main processor 1421.
[0155] The auxiliary processor 1423 may control at
least some functions or states related to at least one com-
ponent (e.g., the display device 1460, the sensor module
1476, or the communication module 1490) among the
components of the electronic device 1401, instead of the
main processor 1421 while the main processor 1421 is
in an inactive (e.g., sleep) state, or together with the main
processor 1421 while the main processor 1421 is in an
active state (e.g., executing an application). According
to an embodiment, the auxiliary processor 1423 (e.g., an
ISP or a CP) may be implemented as part of another
component (e.g., the camera module 1480 or the com-
munication module 1490) functionally related to the aux-
iliary processor 1423.
[0156] The memory 1430 may store various data used
by at least one component (e.g., the processor 1420 or
the sensor module 1476) of the electronic device 1401.
The various data may include, for example, software
(e.g., the program 1440) and input data or output data
for a command related thereto. The memory 1430 may
include the volatile memory 1432 or the non-volatile
memory 1434.
[0157] The program 1440 may be stored in the memory
1430 as software, and may include, for example, an OS
1442, middleware 1444, or an application 1446.
[0158] The input device 1450 may receive a command
or data to be used by another component (e.g., the proc-
essor 1420) of the electronic device 1401, from the out-
side (e.g., a user) of the electronic device 1401. The input
device 1450 may include, for example, a microphone, a
mouse, or a keyboard.
[0159] The sound output device 1455 may output
sound signals to the outside of the electronic device 1401.
The sound output device 1455 may include, for example,
a speaker or a receiver. The speaker may be used for

general purposes, such as playing multimedia or playing
a record, and the receiver may be used for incoming calls.
According to an embodiment, the receiver may be imple-
mented to be separate from, or part of, the speaker.
[0160] The display device 1460 may visually provide
information to the outside (e.g., a user) of the electronic
device 1401. The display device 1460 may include, for
example, a display, a hologram device, or a projector and
control circuitry to control a corresponding one of the dis-
play, the hologram device, and the projector. According
to an embodiment, the display device 1460 may include
touch circuitry adapted to detect a touch, or sensor cir-
cuitry (e.g., a pressure sensor) adapted to measure the
intensity of a force incurred by the touch.
[0161] The audio module 1470 may convert a sound
into an electrical signal and vice versa. According to an
embodiment, the audio module 1470 may obtain the
sound via the input device 1450, or output the sound via
the sound output device 1455 or a headphone of the elec-
tronic device 1402 directly (e.g., wiredly) or wirelessly
coupled with the electronic device 1401.
[0162] The sensor module 1476 may detect an oper-
ational state (e.g., power or temperature) of the electronic
device 1401 or an environmental state (e.g., a state of a
user) external to the electronic device 1401, and then
generate an electrical signal or data value corresponding
to the detected state. According to an embodiment, the
sensor module 1476 may include, for example, a gesture
sensor, a gyro sensor, an atmospheric pressure sensor,
a magnetic sensor, an acceleration sensor, a grip sensor,
a proximity sensor, a color sensor, an infrared (IR) sen-
sor, a biometric sensor, a temperature sensor, a humidity
sensor, or an illuminance sensor.
[0163] The interface 1477 may support one or more
protocols to be used for the electronic device 1401 to be
coupled with the external electronic device 1402 directly
(e.g., wiredly) or wirelessly. According to an embodiment,
the interface 1477 may include, for example, a high def-
inition multimedia interface (HDMI), a universal serial bus
(USB) interface, a secure digital (SD) card interface, or
an audio interface.
[0164] A connecting terminal 1478 may include a con-
nector via which the electronic device 1401 may be phys-
ically connected with the externalelectronic device 1402.
According to an embodiment, the connecting terminal
1478 may include, for example, a HDMI connector, a
USB connector, a SD card connector, or an audio con-
nector (e.g., a headphone connector).
[0165] The haptic module 1479 may convert an elec-
trical signal into a mechanical stimulus (e.g., a vibration
or a movement) or an electrical stimulus which may be
recognized by a user via a tactile sensation or a kines-
thetic sensation. According to an embodiment, the haptic
module 1479 may include, for example, a motor, a pie-
zoelectric element, or an electric stimulator.
[0166] The camera module 1480 may capture a still
image or moving images. According to an embodiment,
the camera module 1480 may include one or more lens-
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es, image sensors, ISPs, or flashes.
[0167] The power management module 1488 may
manage power supplied to the electronic device 1401.
According to one embodiment, the power management
module 1488 may be implemented as at least part of, for
example, a PMIC.
[0168] The battery 1489 may supply power to at least
one component of the electronic device 1401. According
to an embodiment, the battery 1489 may include, for ex-
ample, a primary cell which is not rechargeable, a sec-
ondary cell which is rechargeable, or a fuel cell.
[0169] The communication module 1490 may support
establishing a direct (e.g., wired) communication channel
or a wireless communication channel between the elec-
tronic device 1401 and the external electronic device
1402, the electronic device 1404, or the server 1408 and
performing communication via the established commu-
nication channel. The communication module 1490 may
include one or more CPs that are operable independently
from the processor 1420 (e.g., the AP) and supports a
direct (e.g., wired) communication or a wireless commu-
nication. According to an embodiment, the communica-
tion module 1490 may include a wireless communication
module 1492 (e.g., a cellular communication module, a
short-range wireless communication module, or a GNSS
communication module) or a wired communication mod-
ule 1494 (e.g., a LAN communication module or a power
line communication (PLC) module). A corresponding one
of these communication modules may communicate with
the external electronic device 1402 via the first network
1498 (e.g., a short-range communication network, such
as Bluetooth™, Wi-Fi direct, or an Infrared Data Associ-
ation (IrDA) standard) or the second network 1499 (e.g.,
a long-range communication network, such as a cellular
network, the Internet, or a computer network (e.g., a LAN
or a wide area network (WAN)). These various types of
communication modules may be implemented as a single
component (e.g., a single integrated circuit (or chip)), or
may be implemented as multiple components (e.g., mul-
tiple chips) separate from each other. The wireless com-
munication module 1492 may identify and authenticate
the electronic device 1401 in a communication network,
such as the first network 1498 or the second network
1499, using subscriber information (e.g., IMSI) stored in
the SIM 1496.
[0170] The antenna module 1497 may transmit or re-
ceive a signal or power to or from the outside (e.g., the
external electronic device) of the electronic device 1401.
According to an embodiment, the antenna module 1497
may include one or more antennas, and, therefrom, at
least one antenna appropriate for a communication
scheme used in the communication network, such as the
first network 1498 or the second network 1499, may be
selected, for example, by the communication module
1490 (e.g., the wireless communication module 1492).
The signal or the power may then be transmitted or re-
ceived between the communication module 1490 and
the external electronic device via the selected at least

one antenna.
[0171] At least some of the above-described compo-
nents may be coupled mutually and communicate signals
(e.g., commands or data) therebetween via an inter-pe-
ripheral communication scheme (e.g., a bus, a general
purpose input and output (GPIO), a serial peripheral in-
terface (SPI), or a mobile industry processor interface
(MIPI)).
[0172] According to an embodiment, commands or da-
ta may be transmitted or received between the electronic
device 1401 and the external electronic device 1404 via
the server 1408 coupled with the second network 1499.
Each of the electronic devices 1402 and 1404 may be a
device of a same type as, or a different type, from the
electronic device 1401. All or some of operations to be
executed at the electronic device 1401 may be executed
at one or more of the external electronic devices 1402,
1404, or 1408. For example, if the electronic device 1401
should perform a function or a service automatically, or
in response to a request from a user or another device,
the electronic device 1401, instead of, or in addition to,
executing the function or the service, may request the
one or more external electronic devices to perform at
least part of the function or the service. The one or more
external electronic devices receiving the request may
perform the at least part of the function or the service
requested, or an additional function or an additional serv-
ice related to the request, and transfer an outcome of the
performing to the electronic device 1401. The electronic
device 1401 may provide the outcome, with or without
further processing of the outcome, as at least part of a
reply to the request. To that end, a cloud computing, dis-
tributed computing, or client-server computing technolo-
gy may be used, for example.
[0173] FIG. 15 is a block diagram illustrating the pro-
gram 1440 according to an embodiment.
[0174] Referring to FIG. 15, the program 1440 may in-
clude an OS 1442 to control one or more resources of
the electronic device 1401, middleware 1444, or an ap-
plication 1446 executable in the OS 1442. The OS 1442
may include, for example, Android™, iOS™, Windows™,
Symbian™, Tizen™, or Bada™. At least part of the pro-
gram 1440, for example, may be pre-loaded on the elec-
tronic device 1401 during manufacture, or may be down-
loaded from or updated by an external electronic device
(e.g., the electronic device 1402 or 1404, or the server
1408) during use by a user.
[0175] The OS 1442 may control management (e.g.,
allocating or deallocation) of one or more system resourc-
es (e.g., a process, memory, or a power source) of the
electronic device 1401. The OS 1442, additionally or al-
ternatively, may include one or more driver programs to
drive other hardware devices of the electronic device
1401, for example, the input device 1450, the sound out-
put device 1455, the display device 1460, the audio mod-
ule 1470, the sensor module 1476, the interface 1477,
the haptic module 1479, the camera module 1480, the
power management module 1488, the battery 1489, the
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communication module 1490, the SIM 1496, or the an-
tenna module 1497.
[0176] The middleware 1444 may provide various
functions to the application 1446 such that a function or
information provided from one or more resources of the
electronic device 1401 may be used by the application
1446. The middleware 1444 may include, for example,
an application manager 1501, a window manager 1503,
a multimedia manager 1505, a resource manager 1507,
a power manager 1509, a database manager 1511, a
package manager 1513, a connectivity manager 1515,
a notification manager 1517, a location manager 1519,
a graphic manager 1521, a security manager 1523, a
telephony manager 1525, or a voice recognition manager
1527.
[0177] The application manager 1501, for example,
may manage the life cycle of the application 1446. The
window manager 1503, for example, may manage one
or more graphical user interface (GUI) resources that are
used on a screen. The multimedia manager 1505, for
example, may identify one or more formats to be used
to play media files, and may encode or decode a corre-
sponding one of the media files using a codec appropriate
for a corresponding format selected from the one or more
formats. The resource manager 1507, for example, may
manage source code of the application 1446 or a memory
space of the memory 1430. The power manager 1509,
for example, may manage the capacity, temperature, or
power of the battery 1489, and determine or provide re-
lated information to be used for the operation of the elec-
tronic device 1401 based at least in part on corresponding
information of the capacity, temperature, or power of the
battery 1489. According to an embodiment, the power
manager 1509 may interwork with a basic input/output
system (BIOS) of the electronic device 1401.
[0178] The database manager 1511, for example, may
generate, search, or change a database to be used by
the application 1446. The package manager 1513, for
example, may manage an installation or an update of an
application that is distributed in the form of a package
file. The connectivity manager 1515, for example, may
manage a wireless connection or a direct connection be-
tween the electronic device 1401 and the external elec-
tronic device. The notification manager 1517, for exam-
ple, may provide a function to notify a user of an occur-
rence of a certain event (e.g., an incoming call, a mes-
sage, or an alert). The location manager 1519, for exam-
ple, may manage location information on the electronic
device 1401. The graphic manager 1521, for example,
may manage one or more graphic effects to be offered
to a user or a user interface related to the one or more
graphic effects.
[0179] The security manager 1523, for example, may
provide system security or user authentication. The te-
lephony manager 1525, for example, may manage a
voice call function or a video call function provided by the
electronic device 1401. The voice recognition manager
1527, for example, may transmit a user’s voice data to

the server 1408, and receive, from the server 1408, a
command corresponding to a function to be executed on
the electronic device 1401 based at least in part on the
voice data, or text data converted based at least in part
on the voice data. According to an embodiment, the mid-
dleware 1544 may dynamically delete some existing
components or add new components. At least part of the
middleware 1444 may be included as part of the OS 1442
or may be implemented as another software separate
from the OS 1442.
[0180] The application 1446 may include, for example,
a home application 1551, a dialer application 1553, a
short message service (SMS)/multimedia messaging
service (MMS) application 1555, an instant message (IM)
application 1557, a browser application 1559, a camera
application 1561, an alarm application 1563, a contact
application 1565, a voice recognition application 1567,
an email application 1569, a calendar application 1571,
a media player application 1573, an album application
1575, a watch application 1577, a health application 1579
(e.g., for measuring the degree of a workout or biometric
information, such as blood sugar level), or an environ-
mental information application 1581 (e.g., for measuring
air pressure, humidity, or temperature information). Ac-
cording to an embodiment, the application 1446 may fur-
ther include an information exchanging application that
is capable of supporting information exchange between
the electronic device 1401 and the external electronic
device. The information exchange application, for exam-
ple, may include a notification relay application adapted
to transfer designated information (e.g., a call, a mes-
sage, or an alert) to the external electronic device or a
device management application adapted to manage the
external electronic device. The notification relay applica-
tion may transfer notification information corresponding
to an occurrence of a certain event (e.g., receipt of an
email) at another application (e.g., the email application
1569) of the electronic device 1401 to the external elec-
tronic device. Additionally or alternatively, the notification
relay application may receive notification information
from the external electronic device and provide the noti-
fication information to a user of the electronic device
1401.
[0181] The device management application may con-
trol the power (e.g., turn-on or turn-off) or the function
(e.g., adjustment of brightness, resolution, or focus) of
the external electronic device or some component there-
of (e.g., a display device or a camera module of the ex-
ternal electronic device). The device management appli-
cation, additionally or alternatively, may support installa-
tion, deletion, or updating an application running on the
external electronic device.
[0182] The electronic device according to an embodi-
ment may be one of various types of electronic devices.
The electronic devices may include, for example, a port-
able communication device (e.g., a smart phone), a com-
puter, a portable multimedia device, a portable medical
device, a camera, a wearable device, or a home appli-
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ance. However, the electronic devices of the present dis-
closure are not intended to be limited to those devices
described above.
[0183] It should be appreciated that various embodi-
ments of the present disclosure and the terms used there-
in are not intended to limit the present disclosure but in-
clude various changes, equivalents, or replacements.
With regard to the description of the accompanying draw-
ings, similar reference numerals may be used to refer to
similar or related elements. It should be understood that
a singular form of a noun corresponding to an item may
include one or more of the things, unless the relevant
context clearly indicates otherwise. As used herein, each
of such phrases as "A or B," "at least one of A and B,"
"at least one of A or B," "A, B, or C," "at least one of A,
B, and C," and "at least one of A, B, or C" may include
all possible combinations of the items enumerated to-
gether in a corresponding one of the phrases. As used
herein, such terms as "1st," "2nd," "first," and "second"
may be used to simply distinguish a corresponding com-
ponent from another, but does not limit the components
in other aspects (e.g., importance or order). It is to be
understood that if an element (e.g., a first element) is
referred to, with or without the term "operatively" or "com-
municatively", as "coupled with," "coupled to," "connect-
ed with," or "connected to" another element (e.g., a sec-
ond element), it indicates that the element may be cou-
pled with the other element directly (e.g., wiredly), wire-
lessly, or via a third element.
[0184] As used herein, the term "module" may include
a unit implemented in hardware, software, or firmware,
and may be used interchangeably with other terms, for
example, "logic," "logic block," "part," or "circuitry". The
term "module" may indicate a single integral component,
or a minimum unit or part thereof, adapted to perform
one or more functions. For example, according to an em-
bodiment, the term "module" may indicate a device im-
plemented in a form of an application-specific integrated
circuit (ASIC).
[0185] Various embodiments as set forth herein may
be implemented as software (e.g., the program 1440)
including one or more instructions that are stored in a
storage medium (e.g., internal memory 1436 or external
memory 1438) that is readable by a machine (e.g., the
electronic device 1401). For example, a processor (e.g.,
the processor 1420) of the machine (e.g., the electronic
device 1401) may invoke at least one of the one or more
instructions stored in the storage medium, and execute
it, with or without using one or more other components
under the control of the processor. This allows the ma-
chine to be operated to perform at least one function ac-
cording to the at least one instruction invoked. The one
or more instructions may include code generated by a
complier or code executable by an interpreter. A non-
transitory machine-readable storage medium may be
provided in the form of a non-transitory storage medium.
Wherein, the term "non-transitory" simply indicates that
the storage medium is a tangible device, but does not

include a signal (e.g., an electromagnetic wave), and this
term does not differentiate between where data is semi-
permanently stored in the storage medium and where
the data is temporarily stored in the storage medium.
[0186] According to an embodiment, a method accord-
ing to an embodiment of the present disclosure may be
included and provided in a computer program product.
The computer program product may be traded as a prod-
uct between a seller and a buyer. The computer program
product may be distributed in the form of a non-transitory
machine-readable storage medium (e.g., a compact disc
read only memory (CD-ROM)), or distributed (e.g., down-
loaded or uploaded) online via an application store (e.g.,
Play Store™) or between two user devices (e.g., smart
phones) directly. If distributed online, at least part of the
computer program product may be temporarily generat-
ed or at least temporarily stored in the non-transitory ma-
chine-readable storage medium, such as memory of the
manufacturer’s server, a server of the application store,
or a relay server.
[0187] According to various embodiments, each com-
ponent (e.g., a module or a program) of the above-de-
scribed components may include a single entity or mul-
tiple entities. One or more of the above-described com-
ponents may be omitted, or one or more other compo-
nents may be added. Alternatively or additionally, a plu-
rality of components (e.g., modules or programs) may be
integrated into a single component. In such a case, the
integrated component may still perform one or more func-
tions of each of the plurality of components in the same
or similar manner as they are performed by a correspond-
ing one of the plurality of components before the integra-
tion. Operations performed by the module, the program,
or another component may be carried out sequentially,
in parallel, repeatedly, or heuristically, or one or more of
the operations may be executed in a different order or
omitted, or one or more other operations may be added.

Claims

1. An electronic device, comprising:

a first memory;
a first processor;
a second processor configured to have power
consumption less than
that of the first processor; and
a second memory configured to be accessed by
the second processor,
wherein the first processor is configured to:

identify state information of a battery of the
electronic device;
based on the state information of the bat-
tery, determine whether or not to transmit
driving information of the second processor;
and
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based on the determination of transmission
of the driving information of the second
processor, store the driving information of
the second processor, which is stored in the
first memory, in the second memory, where-
in the second processor is configured to,
based on the driving information of the sec-
ond processor, which is stored in the second
memory, transmit authorization information
to an external device; and
wherein the first processor is further config-
ured to be terminated at a time at which the
second processor is driven.

2. The electronic device of claim 1, further comprising
a communication interface configured to transmit au-
thorization information to the external device, where-
in the second memory is configured to store driving
information of the second processor, which compris-
es at least one piece of driving data on the commu-
nication interface, authorization information on the
external device, or at least one application related
to the authorization.

3. The electronic device of claim 2, wherein the com-
munication interface is further configured to transmit
the authorization information to the external device
through one of Bluetooth™, Bluetooth™ low energy,
wireless LAN, or low-frequency-ultra-high-frequen-
cy LF-UHF communication.

4. The electronic device of claim 1, wherein the first
processor is further configured to operate based on
a first operating system and the second processor
is configured to operate based on a second operating
system that is different from the first operating sys-
tem.

5. The electronic device of claim 4, wherein the second
processor is further configured to convert an oper-
ating system of the electronic device to the second
operating system by rebooting the electronic device
at a time at which the operation of the first processor
is terminated.

6. The electronic device of claim 1, wherein the second
processor is further configured to maintain power
supplied to at least one internal module related to
authorization of the external device, among a plural-
ity of internal modules included in the electronic de-
vice, and to cut off power supplied to one or more
remaining internal modules.

7. The electronic device of claim 6, wherein the at least
one internal module related to the authorization of
the external device comprises at least one of an input
module, a communication interface for transmitting
the authorization information to the external device,

or a power management module.

8. The electronic device of claim 6, wherein the first
memory further comprises a secure area configured
to store authorization information, and wherein the
second processor is further configured to:

if authorization information of the external de-
vice is stored in the second memory, cut off pow-
er supplied to the first memory including the se-
cure area; and
if no authorization information of the external de-
vice exists in the second memory, maintain pow-
er supplied to the secure area in the first mem-
ory.

9. A method of operating an electronic device, the
method comprising:

identifying state information of a battery of the
electronic device through a first processor of the
electronic device;
based on the state information of the battery,
determining whether or not to transmit driving
information of a second processor;
based on the determination of transmission of
the driving information of the second processor,
storing the driving information of the second
processor, which is stored in a first memory of
the electronic device, in a second memory that
the second processor can access; and
based on the driving information of the second
processor, which is stored in the second mem-
ory, transmitting authorization information to an
external device through the second processor,
wherein the first processor is configured to be
terminated at the time at which the second proc-
essor is driven.

10. The method of claim 9, wherein the driving informa-
tion of the second processor includes at least one
piece of driving data on a communication interface
of the electronic device, authorization information on
the external device, or at least one application relat-
ed to the authorization.

11. The method of claim 9 wherein the first processor is
further configured to operate based on a first oper-
ating system and the second processor is configured
to operate based on a second operating system that
is different from the first operating system.

12. The method of claim 11, further comprising:
converting, by the second processor, an operating
system of the electronic device to the second oper-
ating system by rebooting the electronic device at a
time at which the operation of the first processor is
terminated.
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13. The method of claim 9, further comprising:

maintaining, by the second processor, power
supplied to at least one internal module related
to authorization of the external device, among a
plurality of internal modules included in the elec-
tronic device, and
cutting off, by the second processor, power sup-
plied to one or more remaining internal modules.

14. The method of claim 13, wherein the at least one
internal module related to the authorization of the
external device comprises at least one of an input
module, a communication interface for transmitting
the authorization information to the external device,
or a power management module.

15. The method of claim 13, wherein the cutting off power
supplied to one or more remaining internal modules
comprises; if authorization information of the exter-
nal device is stored in the second memory, cutting
off, by the second processor, power supplied to the
first memory including the secure area; and if no au-
thorization information of the external device exists
in the second memory, maintaining, by the second
processor, power supplied to the secure area in the
first memory.

Patentansprüche

1. Elektronisches Gerät, das Folgendes umfasst:

einen ersten Speicher;
einen ersten Prozessor;
einen zweiten Prozessor, der dazu konfiguriert
ist, einen niedrigeren Stromverbrauch als der
erste Prozessor aufzuweisen; und
einen zweiten Speicher, der so konfiguriert ist,
dass der zweite Prozessor auf ihn zugreifen
kann, wobei der erste Prozessor zu Folgendem
konfiguriert ist:

Identifizieren von Zustandsinformationen
einer Batterie des elektronischen Geräts;
basierend auf den Zustandsinformationen
der Batterie, Bestimmen, ob Ansteuerungs-
informationen des zweiten Prozessors
übertragen werden sollen oder nicht; und
basierend auf der Bestimmung der Übertra-
gung der Ansteuerungsinformationen des
zweiten Prozessors, Speichern der in dem
ersten Speicher gespeicherten Ansteue-
rungsinformationen des zweiten Prozes-
sors in dem zweiten Speicher,
wobei der zweite Prozessor dazu konfigu-
riert ist, basierend auf den in dem zweiten
Speicher gespeicherten Ansteuerungsin-

formationen des zweiten Prozessors Auto-
risierungsinformationen an ein externes
Gerät zu übertragen; und
wobei der erste Prozessor weiterhin so kon-
figuriert ist, dass sein Betrieb beendet wird
an einem Zeitpunkt, an dem der zweite Pro-
zessor angesteuert wird.

2. Elektronisches Gerät nach Anspruch 1, das weiter-
hin eine Kommunikationsschnittstelle umfasst, die
dazu konfiguriert ist, Autorisierungsinformationen an
das externe Gerät zu übertragen, wobei der zweite
Speicher dazu konfiguriert ist, Ansteuerungsinfor-
mationen des zweiten Prozessors zu speichern, die
wenigstens ein Ansteuerungsdatum über die Kom-
munikationsschnittstelle, Autorisierungsinformatio-
nen über das externe Gerät, oder wenigstens eine
Anwendung in Verbindung mit der Autorisierung um-
fassen.

3. Elektronisches Gerät nach Anspruch 2, wobei die
Kommunikationsschnittstelle weiterhin dazu konfi-
guriert ist, die Autorisierungsinformationen über ei-
nes der Folgenden an das externe Gerät zu übertra-
gen: Bluetooth™, Bluetooth™ Low Energy, WLAN
oder Niederfrequenz-Ultrahochfrequenz (LF-
UHF)-Kommunikation.

4. Elektronisches Gerät nach Anspruch 1, wobei der
erste Prozessor weiterhin dazu konfiguriert ist, ba-
sierend auf einem ersten Betriebssystem betrieben
zu werden und der zweite Prozessor dazu konfigu-
riert ist, basierend auf einem zweiten Betriebssys-
tem betrieben zu werden, das sich von dem ersten
Betriebssystem unterscheidet.

5. Elektronisches Gerät nach Anspruch 4, wobei der
zweite Prozessor weiterhin dazu konfiguriert ist, ein
Betriebssystem des elektronischen Geräts in das
zweite Betriebssystem umzuwandeln, indem das
elektronische Gerät an einem Zeitpunkt neu geboo-
tet wird, an dem der Betrieb des ersten Prozessors
beendet wird.

6. Elektronisches Gerät nach Anspruch 1, wobei der
zweite Prozessor weiterhin dazu konfiguriert ist, die
Zufuhr von Strom an wenigstens ein internes Modul
aus einer Vielzahl von in dem elektronischen Gerät
enthaltenen Modulen, das mit einer Autorisierung
des externen Geräts in Verbindung steht, aufrecht
zu erhalten, und die Zufuhr von Strom an ein oder
mehrere verbleibende interne Module zu unterbre-
chen.

7. Elektronisches Gerät nach Anspruch 6, wobei das
wenigstens eine interne Modul, das mit einer Auto-
risierung des externen Geräts in Verbindung steht,
wenigstens eines der Folgenden umfasst: ein Ein-
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gabemodul, eine Kommunikationsschnittstelle zum
Übertragen der Autorisierungsinformationen an das
externe Gerät oder ein Stromverwaltungsmodul.

8. Elektronisches Gerät nach Anspruch 6, wobei der
erste Speicher weiterhin einen Sicherheitsbereich
umfasst, der zum Speichern von Autorisierungsin-
formationen konfiguriert ist, und
wobei der zweite Prozessor weiterhin zu Folgendem
konfiguriert ist:

wenn Autorisierungsinformationen des exter-
nen Geräts in dem zweiten Speicher gespei-
chert sind, Unterbrechen der Zufuhr von Strom
an den ersten Speicher, der den Sicherheitsbe-
reich beinhaltet; und
wenn keine Autorisierungsinformationen des
externen Geräts in dem zweiten Speicher exis-
tieren, Aufrechterhalten der Zufuhr von Strom
an den Sicherheitsbereich in dem ersten Spei-
cher.

9. Verfahren zum Betrieb eines elektronischen Geräts,
wobei das Verfahren Folgendes umfasst:

Identifizieren von Zustandsinformationen einer
Batterie des elektronischen Geräts durch einen
ersten Prozessor des elektronischen Geräts;
basierend auf den Zustandsinformationen der
Batterie, Bestimmen, ob Ansteuerungsinforma-
tionen eines zweiten Prozessors übertragen
werden sollen oder nicht;
basierend auf der Bestimmung der Übertragung
der Ansteuerungsinformationen des zweiten
Prozessors, Speichern der in einem ersten
Speicher des elektronischen Geräts gespei-
cherten Ansteuerungsinformationen des zwei-
ten Prozessors in einem zweiten Speicher, auf
den der zweite Prozessor Zugriff hat; und
basierend auf den in dem zweiten Speicher ge-
speicherten Ansteuerungsinformationen des
zweiten Prozessors, Übertragen von Autorisie-
rungsinformationen an ein externes Gerät durch
den zweiten Prozessor,
wobei der erste Prozessor so konfiguriert ist,
dass sein Betrieb beendet wird an einem Zeit-
punkt, an dem der zweite Prozessor angesteu-
ert wird.

10. Verfahren nach Anspruch 9, wobei die Ansteue-
rungsinformationen des zweiten Prozessors we-
nigstens ein Ansteuerungsdatum über eine Kommu-
nikationsschnittstelle des elektronischen Geräts,
Autorisierungsinformationen über das externe Ge-
rät, oder wenigstens eine Anwendung in Verbindung
mit der Autorisierung umfassen.

11. Verfahren nach Anspruch 9, wobei der erste Prozes-

sor weiterhin dazu konfiguriert ist, basierend auf ei-
nem ersten Betriebssystem betrieben zu werden
und der zweite Prozessor dazu konfiguriert ist, ba-
sierend auf einem zweiten Betriebssystem betrieben
zu werden, das sich von dem ersten Betriebssystem
unterscheidet.

12. Verfahren nach Anspruch 11, das weiterhin Folgen-
des umfasst:
durch den zweiten Prozessor, Umwandeln eines Be-
triebssystems des elektronischen Geräts in das
zweite Betriebssystem, indem das elektronische Ge-
rät an einem Zeitpunkt neu gebootet wird, an dem
der Betrieb des ersten Prozessors beendet wird.

13. Verfahren nach Anspruch 9, das weiterhin Folgen-
des umfasst:

durch den zweiten Prozessor, Aufrechterhalten
der Zufuhr von Strom an wenigstens ein internes
Modul aus einer Vielzahl von in dem elektroni-
schen Gerät enthaltenen internen Modulen, das
mit einer Autorisierung des externen Geräts in
Verbindung steht, und
durch den zweiten Prozessor, Unterbrechen der
Zufuhr von Strom an ein oder mehrere verblei-
bende interne Module.

14. Verfahren nach Anspruch 13, wobei das wenigstens
eine interne Modul, das mit einer Autorisierung des
externen Geräts in Verbindung steht, wenigstens ei-
nes der Folgenden umfasst:
ein Eingabemodul, eine Kommunikationsschnittstel-
le zum Übertragen der Autorisierungsinformationen
an das externe Gerät, oder ein Stromverwaltungs-
modul.

15. Verfahren nach Anspruch 13, wobei das Unterbre-
chen der Zufuhr von Strom an ein oder mehrere ver-
bleibende interne Module Folgendes umfasst:

wenn Autorisierungsinformationen des exter-
nen Geräts in dem zweiten Speicher gespei-
chert sind, durch den zweiten Prozessor Unter-
brechen der Zufuhr von Strom an den ersten
Speicher, der den Sicherheitsbereich beinhal-
tet; und
wenn keine Autorisierungsinformationen des
externen Geräts in dem zweiten Speicher exis-
tieren, durch den zweiten Prozessor Aufrecht-
erhalten der Zufuhr von Strom an den Sicher-
heitsbereich in dem ersten Speicher.

Revendications

1. Appareil électronique, comprenant :
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une première mémoire,
un premier processeur,
un deuxième processeur conçu pour présenter
une consommation d’énergie inférieure à celle
du premier processeur, et
une deuxième mémoire conçue pour que le
deuxième processeur puisse y avoir accès, ledit
premier processeur étant conçu pour :

identifier des informations d’état concer-
nant une batterie de l’appareil électronique,
compte tenu des informations d’état concer-
nant la batterie, déterminer s’il y a lieu ou
non de transmettre des informations d’acti-
vation concernant le deuxième processeur,
et
compte tenu de la détermination de la trans-
mission des informations d’activation con-
cernant le deuxième processeur, stocker
les informations d’activation concernant le
deuxième processeur, qui sont stockées
dans la première mémoire, dans la deuxiè-
me mémoire ;
ledit deuxième processeur, compte tenu
des informations d’activation concernant le
deuxième processeur, qui sont stockées
dans la deuxième mémoire, étant conçu
pour transmettre des informations d’autori-
sation à un appareil externe ; et
le fonctionnement dudit premier processeur
étant conçu en outre pour prendre fin au
moment où le deuxième processeur est ac-
tivé.

2. Appareil électronique selon la revendication 1, com-
prenant en outre une interface de communication
conçue pour transmettre des informations d’autori-
sation à l’appareil externe, ladite deuxième mémoire
étant conçue pour stocker des informations d’acti-
vation concernant le deuxième processeur, lesquel-
les comprennent au moins une donnée d’activation
concernant l’interface de communication, des infor-
mations d’autorisation concernant l’appareil exter-
ne, ou au moins une application en lien avec l’auto-
risation.

3. Appareil électronique selon la revendication 2, dans
lequel l’interface de communication est conçue en
outre pour transmettre les informations d’autorisa-
tion à l’appareil externe par communication Blue-
tooth™, Bluetooth™ à basse consommation, réseau
local sans fil ou communication basse fréquence ul-
tra-haute fréquence LF-UHF.

4. Appareil électronique selon la revendication 1, dans
lequel le premier processeur est conçu en outre pour
fonctionner selon un premier système d’exploitation,
et le deuxième processeur est conçu pour fonction-

ner selon un deuxième système d’exploitation diffé-
rent du premier système d’exploitation.

5. Appareil électronique selon la revendication 4, dans
lequel le deuxième processeur est conçu en outre
pour convertir un système d’exploitation de l’appareil
électronique en ledit deuxième système d’exploita-
tion en redémarrant l’appareil électronique au mo-
ment auquel le fonctionnement du premier proces-
seur prend fin.

6. Appareil électronique selon la revendication 1, dans
lequel le deuxième processeur est conçu en outre
pour maintenir l’alimentation d’au moins un module
interne en lien avec l’autorisation de l’appareil exter-
ne, parmi une pluralité de modules internes inclus
dans l’appareil électronique, et pour interrompre l’ali-
mentation d’un ou plusieurs modules internes res-
tants.

7. Appareil électronique selon la revendication 6, dans
lequel l’au moins un module interne en lien avec
l’autorisation de l’appareil externe comprend un mo-
dule d’entrée, une interface de communication per-
mettant de transmettre les informations d’autorisa-
tion à l’appareil externe et/ou un module de gestion
d’énergie.

8. Appareil électronique selon la revendication 6, dans
lequel la première mémoire comprend en outre une
zone sécurisée conçue pour stocker des informa-
tions d’autorisation, et
dans lequel le deuxième processeur est conçu en
outre pour :

si des informations d’autorisation de l’appareil
externe sont stockées dans la deuxième mémoi-
re, interrompre l’alimentation de la première mé-
moire comportant la zone sécurisée, et
si aucune information d’autorisation de l’appa-
reil externe n’existe dans la deuxième mémoire,
maintenir l’alimentation de la zone sécurisée
présente dans la première mémoire.

9. Procédé d’exploitation d’un appareil électronique, le
procédé comprenant :

l’identification d’informations d’état concernant
une batterie de l’appareil électronique par le
biais d’un premier processeur de l’appareil élec-
tronique,
compte tenu des informations d’état concernant
la batterie, la détermination du fait qu’il y a lieu
ou non de transmettre des informations d’acti-
vation concernant un deuxième processeur,
compte tenu de la détermination de la transmis-
sion des informations d’activation concernant le
deuxième processeur, le stockage des informa-
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tions d’activation concernant le deuxième pro-
cesseur, qui sont stockées dans une première
mémoire de l’appareil électronique, dans une
deuxième mémoire accessible au deuxième
processeur, et
compte tenu des informations d’activation con-
cernant le deuxième processeur, qui sont stoc-
kées dans la deuxième mémoire, la transmis-
sion d’informations d’autorisation à un appareil
externe par le biais du deuxième processeur ;
le fonctionnement dudit premier processeur
étant conçu pour prendre fin au moment où le
deuxième processeur est activé.

10. Procédé selon la revendication 9, dans lequel les
informations d’activation concernant le deuxième
processeur comprennent au moins une donnée
d’activation concernant une interface de communi-
cation de l’appareil électronique, des informations
d’autorisation concernant l’appareil externe, ou au
moins une application en lien avec l’autorisation.

11. Procédé selon la revendication 9, dans lequel le pre-
mier processeur est conçu en outre pour fonctionner
selon un premier système d’exploitation et le deuxiè-
me processeur est conçu pour fonctionner selon un
deuxième système d’exploitation différent du pre-
mier système d’exploitation.

12. Procédé selon la revendication 11, comprenant en
outre :
la conversion, par le deuxième processeur, d’un sys-
tème d’exploitation de l’appareil électronique en ledit
deuxième système d’exploitation par redémarrage
de l’appareil électronique au moment où le fonction-
nement du premier processeur prend fin.

13. Procédé selon la revendication 9, comprenant en
outre :

le maintien, par le deuxième processeur, de l’ali-
mentation de l’au moins un module interne en
lien avec l’autorisation de l’appareil externe, par-
mi une pluralité de modules internes inclus dans
l’appareil électronique, et
l’interruption, par le deuxième processeur, de
l’alimentation d’un ou plusieurs modules inter-
nes restants.

14. Procédé selon la revendication 13, dans lequel l’au
moins un module interne en lien avec l’autorisation
de l’appareil externe comprend un module d’entrée,
une interface de communication permettant de
transmettre les informations d’autorisation à l’appa-
reil externe et/ou un module de gestion d’énergie.

15. Procédé selon la revendication 13, dans lequel l’in-
terruption de l’alimentation d’un ou plusieurs modu-

les internes restants comprend :

si des informations d’autorisation de l’appareil
externe sont stockées dans la deuxième mémoi-
re, l’interruption, par le deuxième processeur,
de l’alimentation de la première mémoire com-
portant la zone sécurisée, et
si aucune information d’autorisation de l’appa-
reil externe n’existe dans la deuxième mémoire,
le maintien, par le deuxième processeur, de l’ali-
mentation de la zone sécurisée présente dans
la première mémoire.
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