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(54) ANOMALY MAPPING BY VEHICULAR MICRO CLOUDS

(57) The disclosure includes embodiments for gen-
erating improved anomaly maps. In some embodiments,
a method for a connected vehicle includes detecting an
occurrence of an anomaly in a roadway environment
based on sensor data describing the roadway environ-
ment. The method includes creating, by the connected
vehicle, an anomaly map that describes the anomaly.
The method includes modifying an operation of a com-
munication unit of the connected vehicle to receive one

or more other anomaly maps describing the anomaly
from one or more cooperation endpoints in the roadway
environment. The method includes generating an updat-
ed anomaly map based on the anomaly map created by
the connected vehicle and the one or more other anomaly
maps created by the one or more cooperation endpoints
so that an accuracy of the updated anomaly map is im-
proved.
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Description

BACKGROUND

[0001] The specification relates to using a vehicular
micro cloud to improve anomaly-mapping.
[0002] Distributed data storage and computing by a
cluster of connected vehicles (i.e., a "vehicular micro
cloud") is a promising solution to cope with an increasing
network traffic generated for and by connected vehicles.
Vehicles collaboratively store (or cache) data sets in their
onboard data storage devices and compute and share
these data sets over vehicle-to-vehicle (V2V) networks
as requested by other vehicles. The use of vehicular mi-
cro clouds removes the need for connected vehicles to
access remote cloud servers or edge servers by vehicle-
to-network (V2N) communications (e.g., by cellular net-
works) whenever they need to get access to computing
resources such as shared data (e.g., high-definition road
map for automated driving), shared computational pow-
er, and cloudification services.
[0003] A problem is that vehicles currently use their
onboard sensors to detect anomalies and create maps
of these anomalies that describe where the detected
anomalies occur in their environment. However, these
maps are not as good as they could be because vehicles
only have one perspective. Traditional Vehicle-to-Every-
thing (V2X) communication may be used to solve this
problem, but problems such as latency, communication
overhead, and underdeveloped infrastructure prevent
V2X communication from being a suitable solution.

SUMMARY

[0004] Described are embodiments of an anomaly cli-
ent installed in a roadside edge server or a cloud server
and an anomaly detector installed in an onboard unit of
a connected vehicle. The anomaly client and the anomaly
detector cooperate with one another to use a vehicular
micro cloud to improve an anomaly-map generation tech-
nique that can generate improved anomaly maps.
[0005] In some embodiments, the anomaly client and
the anomaly detector cooperate with one another to pro-
vide a solution that uses vehicular micro clouds to gen-
erate better anomaly maps. The embodiments described
herein output digital data that describes the anomaly
maps, and this digital data is provided by the anomaly
detector as an input to a vehicle control system (e.g.,
ADAS systems or autonomous driving systems) of the
connected vehicle that includes the anomaly detector.
Our research indicates that the anomaly maps generated
by the embodiments described herein are operable to
assist a vehicle control system (e.g., one or more ADAS
systems or an autonomous driving system) of the con-
nected vehicle to function better in roadway environ-
ments where anomalies occur when compared to the
function or operation of these vehicle control systems
when they operate without the benefit of the anomaly

maps generated by the embodiments described herein.
[0006] In some embodiments, the anomaly detector
uses onboard sensors of the connected vehicle to detect
an anomaly that occurs in its operating environment,
thereby generating anomaly information. The anomaly
detector builds an anomaly map that describes a location
of the anomaly. Based on the detected anomaly, the
anomaly detector transmits a V2X wireless message to
the anomaly client with instructions that, depending on
the characteristics of the anomaly observed, a vehicular
micro cloud needs to be formed at one of: (1) a geograph-
ic location of the anomaly (i.e., a stationary vehicular mi-
cro cloud); (2) a current geographic location of the con-
nected vehicle (i.e., a stationary vehicular micro cloud);
(3) at a current geographic location or upcoming consec-
utive locations of the connected vehicle (i.e., a mobile
vehicular micro cloud); or (4) at a current geographic lo-
cation or upcoming consecutive locations of the anomaly
(i.e., a mobile vehicular micro cloud that follows a moving
anomaly).
[0007] In some embodiments, the anomaly client takes
actions to cause vehicles nearby the geographic location
of the connected vehicle (or the geographic location of
the anomaly) to: form a vehicular micro cloud; and gen-
erate their own anomaly maps for this geographic loca-
tion. In this way, the detection of an anomaly by the con-
nected vehicle serves as a basis for the generation of a
stationary or mobile vehicular micro cloud. Accordingly,
in some embodiments detection of an anomaly triggers
the generation of a vehicular micro cloud.
[0008] In some embodiments, the anomaly detector in-
cludes code and routines (e.g., a vehicle cloud manager)
that are operable to cause vehicles that are members of
the vehicular micro cloud to share their anomaly maps
with one another via the vehicular micro cloud. An anom-
aly map generated by the connected vehicle is updated
by the anomaly detector of the connected vehicle based
on this shared information so that an updated anomaly
map is generated.
[0009] In some embodiments, a matching sub-routine
is executed by the anomaly detector so that it only coop-
erates on generating the anomaly map (or the updated
anomaly map) with certain vehicles whose locations or
sensor assets make them best able to generate the best
possible anomaly map (e.g., these vehicles may be ex-
amples of "cooperation endpoints" described below). The
anomaly detector may include rules or other routines that
coordinate sensors, resources or a combination thereof
of the cooperation endpoints to focus on the anomaly
and to govern this process.
[0010] If the anomaly detector determines that the up-
dated anomaly map satisfies a simulation criterion (e.g.,
the updated anomaly map includes sufficient information
for running a simulation for the anomaly), then the anom-
aly detector performs a simulation (or an emulation) to
predict a future behavior or an impact of the anomaly,
and this information is added to the updated anomaly
map. In this way, the anomaly detectors of multiple ve-
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hicles may share these updated anomaly maps among
one another to arrive at a consensus decision about the
future behavior or impact of the anomaly, and the updated
anomaly maps may be further modified with this consen-
sus decision. The anomaly detectors of the multiple ve-
hicles upload their updated anomaly maps to the anom-
aly client via a wireless network where they can be further
improved and distributed.
[0011] An example advantage and improvement pro-
vided by the anomaly-map generation technique de-
scribed herein include that the anomaly detector and the
anomaly client cooperate with one another to use a ve-
hicular micro cloud to improve an anomaly map that is
generated by the connected vehicle. Another example
advantage provided by the anomaly-map generation
technique includes that the anomaly detector and the
anomaly client use the vehicular micro cloud to gather
enough information to run a simulation (or an emulation)
that predicts an impact of the anomaly on a driving envi-
ronment. If more information is needed, then the anomaly
detector governs a process to coordinate sensors, re-
sources or a combination thereof of other vehicles to fo-
cus on the anomaly observed. Yet another example ad-
vantage provided by the anomaly-map generation tech-
nique includes that the anomaly detector uses the vehic-
ular micro cloud to arrive at a consensus decision about
the anomaly and its impact on an environment that in-
cludes multiple vehicles. Still yet another example ad-
vantage provided by the anomaly-map generation tech-
nique includes that the anomaly detector and the anom-
aly client cooperate with one another to generate a ve-
hicular micro cloud (stationary or mobile) based on a trig-
ger event that includes a connected vehicle detecting a
presence of an anomaly. Other example advantages of
the anomaly detector and the anomaly client are possi-
ble.
[0012] A system of one or more computers can be con-
figured to perform particular operations or actions by vir-
tue of having software, firmware, hardware, or a combi-
nation of them installed on the system that in operation
causes the system to perform the actions. One or more
computer programs can be configured to perform partic-
ular operations or actions by virtue of including instruc-
tions that, when executed by data processing apparatus,
cause the apparatus to perform the actions.
[0013] One general aspect includes a method for a
connected vehicle including: detecting an occurrence of
an anomaly in a roadway environment based on sensor
data describing the roadway environment; creating, by
the connected vehicle, an anomaly map that describes
the anomaly; modifying an operation of a communication
unit of the connected vehicle to receive one or more other
anomaly maps describing the anomaly from one or more
cooperation endpoints in the roadway environment; and
generating an updated anomaly map based on the anom-
aly map created by the connected vehicle and the one
or more other anomaly maps created by the one or more
cooperation endpoints so that an accuracy of the updated

anomaly map is improved. Other embodiments of this
aspect include corresponding computer systems, appa-
ratus, and computer programs recorded on one or more
computer storage devices, each configured to perform
the actions of the methods.
[0014] Implementations may include one or more of
the following features. The method further including: re-
sponsive to the occurrence of the anomaly, modifying
the operation of the communication unit of the connected
vehicle to instruct a formation of a vehicular micro cloud;
and modifying the operation of the communication unit
to share anomaly map information in the vehicular micro
cloud so that the one or more other anomaly maps are
received from the one or more cooperation endpoints,
where each of the one or more cooperation endpoints is
a cloud member or a cloud guest of the vehicular micro
cloud that cooperates with the connected vehicle to gen-
erate the updated anomaly map. The method where re-
sponsive to the occurrence of the anomaly, modifying
the operation of the communication unit of the connected
vehicle to instruct the formation of the vehicular micro
cloud includes: generating an instruction to form the ve-
hicular micro cloud responsive to the occurrence of the
anomaly; and modifying one or more operation elements
of the communication unit to transmit the instruction to a
server, where the instruction causes the server to form
the vehicular micro cloud that includes the connected
vehicle and one or more nearby vehicles approximate to
the anomaly as cloud members of the vehicular micro
cloud. The method where responsive to the occurrence
of the anomaly, modifying the operation of the commu-
nication unit of the connected vehicle to instruct the for-
mation of the vehicular micro cloud includes: generating
an instruction to form the vehicular micro cloud respon-
sive to the occurrence of the anomaly; and responsive
to receiving the instruction at the communication unit,
modifying one or more operation elements of the com-
munication unit to communicate with one or more nearby
vehicles approximate to the anomaly so that the one or
more nearby vehicles are invited by the connected vehi-
cle to join the vehicular micro cloud. The method where
modifying the operation of the communication unit to
share the anomaly map information in the vehicular micro
cloud includes: modifying one or more operation ele-
ments of the communication unit to transmit the anomaly
map to one or more other cloud members of the vehicular
micro cloud; and modifying the one or more operation
elements of the communication unit to receive the one
or more other anomaly maps from the one or more co-
operation endpoints. The method further including: de-
termining whether the updated anomaly map satisfies a
simulation criterion; responsive to the updated anomaly
map satisfying the simulation criterion, performing a sim-
ulation for the anomaly to generate a simulation result
based on the updated anomaly map; and modifying the
updated anomaly map based on the simulation result.
The method where a satisfaction of the simulation crite-
rion by the updated anomaly map includes one or more
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of: a total number of anomaly maps used to generate the
updated anomaly map satisfies a map threshold; a total
number of views of the anomaly in the updated anomaly
map satisfies a view threshold; a total number of actions
of the anomaly in the updated anomaly map satisfies an
action threshold; a time window of the actions of the
anomaly in the updated anomaly map satisfies a time-
window threshold; and a total number of remedy actions
reacted against the anomaly satisfies a reaction thresh-
old. The method where the simulation result includes one
or more of: a predicted future behavior of the anomaly;
an impact of the anomaly on the roadway environment;
a simulation of different views of surroundings around
the anomaly; a simulation of one or more views of the
anomaly in various perspectives; a simulation of one or
more actions of the anomaly in various perspectives or
in a period of time; and a simulation of one or more rem-
edy actions against the anomaly. The method further in-
cluding: modifying the operation of the communication
unit to share updated anomaly map information in the
vehicular micro cloud, including modifying one or more
operation elements of the communication unit to send
the updated anomaly map to one or more other cloud
members of the vehicular micro cloud and modifying the
one or more operation elements of the communication
unit to receive one or more other updated anomaly maps
from the one or more other cloud members of the vehic-
ular micro cloud; arriving at a consensus decision with
the one or more other cloud members about the simula-
tion result for the anomaly based on the updated anomaly
map and the one or more other updated anomaly maps;
modifying the updated anomaly map further based on
the consensus decision; and uploading the updated
anomaly map to a server using a V2X wireless message.
The method further including, responsive to the updated
anomaly map not satisfying the simulation criterion: de-
termining one or more additional cooperation endpoints
in the roadway environment, and coordinating one or
more sensors, one or more computing resources or a
combination thereof of each additional cooperation end-
point to focus on the anomaly so that one or more addi-
tional anomaly maps are generated by the one or more
additional cooperation endpoints; modifying the opera-
tion of the communication unit to receive the one or more
additional anomaly maps from the one or more additional
cooperation endpoints; and generating the updated
anomaly map further based on the one or more additional
anomaly maps. The method where the vehicular micro
cloud is a stationary vehicular micro cloud formed at a
location of the anomaly. The method where the vehicular
micro cloud is a mobile vehicular micro cloud formed at
a current location of the anomaly or upcoming consecu-
tive locations of the anomaly. The method further includ-
ing: determining the one or more cooperation endpoints
based on one or more anomaly mapping policies; and
coordinating one or more sensors, one or more comput-
ing resources or a combination thereof of each cooper-
ation endpoint to focus on the anomaly so that the one

or more other anomaly maps are generated by the one
or more cooperation endpoints. The method where the
one or more cooperation endpoints are one or more of:
an endpoint that is located in a region of interest associ-
ated with the anomaly; an endpoint that has been in the
region of interest for a period of time that exceeds a time
threshold; an endpoint that is expected to remain in the
region of interest for a period of time that exceeds the
time threshold; and an endpoint with a known trajectory,
a known timetable or a combination thereof. The method
where the anomaly includes one or more of: a human
anomaly in the roadway environment; a data anomaly; a
road surface anomaly; and a traffic anomaly. Implemen-
tations of the described techniques may include hard-
ware, a method or process, or computer software on a
computer-accessible medium.
[0015] One general aspect includes a system of a con-
nected vehicle, including a processor and a non-transi-
tory memory storing computer code which, when execut-
ed by the processor, causes the processor to: detect an
occurrence of an anomaly in a roadway environment
based on sensor data describing the roadway environ-
ment; create, by the connected vehicle, an anomaly map
that describes the anomaly; modify an operation of a
communication unit of the connected vehicle to receive
one or more other anomaly maps describing the anomaly
from one or more cooperation endpoints in the roadway
environment; and generate an updated anomaly map
based on the anomaly map created by the connected
vehicle and the one or more other anomaly maps created
by the one or more cooperation endpoints so that an ac-
curacy of the updated anomaly map is improved. Other
embodiments of this aspect include corresponding com-
puter systems, apparatus, and computer programs re-
corded on one or more computer storage devices, each
configured to perform the actions of the methods.
[0016] Implementations may include one or more of
the following features. The system where the computer
code, when executed by the processor, causes the proc-
essor further to: responsive to the occurrence of the
anomaly, modify the operation of the communication unit
of the connected vehicle to instruct a formation of a ve-
hicular micro cloud; and modify the operation of the com-
munication unit to share anomaly map information in the
vehicular micro cloud so that the one or more other anom-
aly maps are received from the one or more cooperation
endpoints, where each of the one or more cooperation
endpoints is a cloud member or a cloud guest of the ve-
hicular micro cloud that cooperates with the connected
vehicle to generate the updated anomaly map. The sys-
tem where the computer code, when executed by the
processor, causes the processor further to: determine
whether the updated anomaly map satisfies a simulation
criterion; responsive to the updated anomaly map satis-
fying the simulation criterion, perform a simulation for the
anomaly to generate a simulation result based on the
updated anomaly map; and modify the updated anomaly
map based on the simulation result. Implementations of
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the described techniques may include hardware, a meth-
od or process, or computer software on a computer-ac-
cessible medium.
[0017] One general aspect includes a computer pro-
gram product including a non-transitory memory storing
computer-executable code that, when executed by a
processor, causes the processor to: detect an occur-
rence of an anomaly in a roadway environment based
on sensor data describing the roadway environment; cre-
ate, by a connected vehicle, an anomaly map that de-
scribes the anomaly; modify an operation of a commu-
nication unit of the connected vehicle to receive one or
more other anomaly maps describing the anomaly from
one or more cooperation endpoints in the roadway envi-
ronment; and generate an updated anomaly map based
on the anomaly map created by the connected vehicle
and the one or more other anomaly maps created by the
one or more cooperation endpoints so that an accuracy
of the updated anomaly map is improved. Other embod-
iments of this aspect include corresponding computer
systems, apparatus, and computer programs recorded
on one or more computer storage devices, each config-
ured to perform the actions of the methods.
[0018] Implementations may include one or more of
the following features. The computer program product
where the computer-executable code, when executed by
the processor, causes the processor further to: respon-
sive to the occurrence of the anomaly, modify the oper-
ation of the communication unit of the connected vehicle
to instruct a formation of a vehicular micro cloud; and
modify the operation of the communication unit to share
anomaly map information in the vehicular micro cloud so
that the one or more other anomaly maps are received
from the one or more cooperation endpoints, where each
of the one or more cooperation endpoints is a cloud mem-
ber or a cloud guest of the vehicular micro cloud that
cooperates with the connected vehicle to generate the
updated anomaly map. Implementations of the described
techniques may include hardware, a method or process,
or computer software on a computer-accessible medium.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The disclosure is illustrated by way of example,
and not by way of limitation in the figures of the accom-
panying drawings in which like reference numerals are
used to refer to similar elements.

Figure 1A is a block diagram illustrating an operating
environment for an anomaly client and an anomaly
detector according to some embodiments.
Figure 1B is a graphic representation illustrating a
formation of a stationary vehicular micro cloud for an
anomaly-map generation technique according to
some embodiments.
Figure 1C is a graphic representation illustrating a
formation of a mobile vehicular micro cloud for an
anomaly-map generation technique according to

some embodiments.
Figure 1D is a graphic representation illustrating an
example use case of an anomaly-map generation
technique according to some embodiments.
Figure 1E is a block diagram illustrating a system
overview of an anomaly-map generation technique
according to some embodiments.
Figure 2 is a block diagram illustrating an example
computer system including an anomaly detector ac-
cording to some embodiments.
Figure 3A depicts a method for generating improved
anomaly maps according to some embodiments.
Figure 3B depicts another method for generating im-
proved anomaly maps according to some embodi-
ments.
Figures 4A-4D depict yet another method for gener-
ating improved anomaly maps according to some
embodiments.
Figures 5A-5B depict still yet another method for
generating improved anomaly maps according to
some embodiments.

DETAILED DESCRIPTION

[0020] Connected vehicles that are located within V2X
wireless communication range of one another can form
a vehicular micro cloud. Such vehicles are referred to as
"cloud members" or "members of the vehicular micro
cloud" herein. The connected vehicles collaboratively
perform computation, data storage, sensing, communi-
cation tasks and any combination thereof among the
cloud members over V2X networks such as V2V net-
works, including but not limited to the following: (1) col-
laboratively performing resource-intensive computation-
al tasks among the multiple cloud members; (2) collab-
oratively keeping and updating data content among the
multiple cloud members; (3) collaboratively performing
sensing of road conditions by on-board sensors of the
multiple cloud members; and (4) collaboratively down-
loading or uploading data content from or to a cloud serv-
er (or an edge server).
[0021] Using vehicular micro clouds removes the need
for the connected vehicles to access remote cloud serv-
ers or edge servers by V2N communications (e.g., by
cellular networks) whenever they need to get access to
data (e.g., high-definition road map for automated driv-
ing). Depending on mobility of the vehicular micro clouds,
the vehicular micro clouds can be categorized into two
types by way of examples: a stationary vehicular micro
cloud; and a mobile vehicular micro cloud.
[0022] A stationary vehicular micro cloud can be tied
to a certain geographical region (e.g., an intersection). A
vehicle joins a stationary vehicular micro cloud when en-
tering a pre-defined geographical region of the stationary
vehicular micro cloud and leaves the stationary vehicular
micro cloud when exiting from the pre-defined geograph-
ical region. When exiting from the pre-defined geograph-
ical region, the vehicle also hands over on-going tasks
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and data of the stationary vehicular micro cloud to other
cloud members. In some embodiments, parked vehicles
can also be members of the stationary vehicular micro
cloud.
[0023] In a mobile vehicular micro cloud, a cloud leader
(e.g., a connected vehicle which acts as a leader in the
vehicular micro cloud) can invite its neighboring vehicles
to join the mobile vehicular micro cloud. Unlike the sta-
tionary vehicular micro cloud, the mobile vehicular micro
cloud moves as the cloud leader moves. The cloud leader
recruits other cloud members into the mobile vehicular
micro cloud and distributes sub-tasks to the other cloud
members for collaborative task execution.
[0024] To ensure safety and cybersecurity of connect-
ed vehicles, anomaly detection is needed. For example,
locations and events which do not follow an expected
pattern can be identified via anomaly detection.
[0025] In existing technologies, vehicles currently use
their onboard sensors to detect anomalies and create
maps of these anomalies that describe where the detect-
ed anomalies occur in their environment. In some sce-
narios, these maps are inadequate because each vehicle
that generates a respective anomaly map only has one
perspective. Traditional V2X communication may be
used to solve this problem, but problems such as latency
and poor accuracy (e.g., due to individual decision mech-
anisms), single point of failure (e.g., due to fixed infra-
structure), communication overhead and underdevel-
oped infrastructure prevent traditional V2X communica-
tion from being a suitable solution.
[0026] Generally, a vehicular micro cloud includes mul-
tiple vehicles with different computational capabilities.
Each vehicle has a different view of surroundings with its
available resources including, but not limited to: commu-
nication resources (e.g., for obtaining information and
data from its neighboring vehicles); a vibration sensor
(e.g., for obtaining road surface knowledge); and cam-
eras (e.g., for obtaining traffic and vulnerable road user
(VRU) information). As a result, a cooperative anomaly-
map generation technique can be implemented in the
vehicular micro cloud.
[0027] Embodiments of an anomaly detector and an
anomaly client are provided herein that use vehicular mi-
cro clouds to generate improved anomaly maps. These
improved anomaly maps may help a vehicle control sys-
tem (e.g., an Advanced Driver Assistance System (ADAS
system) or an autonomous driving system) of vehicles to
function better in roadway environments where anoma-
lies occur.
[0028] As described herein, an anomaly includes an
action done in an unusual time (e.g., relative to a typical
time for this particular geographic location) or an unusual
location (e.g., relative to a typical location). In some em-
bodiments, an anomaly includes an unusual action (e.g.,
an action that does not typically occur or infrequently oc-
curs relative to the types of actions that are typical for a
particular geographic location). In some embodiments,
an anomaly includes, but is not limited to, one or more

of the following: a human anomaly (e.g., a pedestrian
suddenly screams); a data anomaly (e.g., false acceler-
ation information in platooning); a road surface anomaly
(e.g., a hole on a road, rocks on a road, etc.); and a traffic
anomaly (e.g., a lane merge from a wrong side, a lane
closure, an accident, etc.).
[0029] As described herein, examples of V2X commu-
nications include, but are not limited to, one or more of
the following: Dedicated Short Range Communication
(DSRC) (including Basic Safety Messages (BSMs) and
Personal Safety Messages (PSMs), among other types
of DSRC communication); Long-Term Evolution (LTE);
millimeter wave (mmWave) communication; 3G; 4G; 5G;
LTE-V2X; 5G-V2X; LTE-Vehicle-to-Vehicle (LTE-V2V);
LTE-Device-to-Device (LTE-D2D); Voice over LTE
(VoLTE); etc. In some examples, the V2X communica-
tions can include V2V communications, Vehicle-to-Infra-
structure (V2I) communications, V2N communications or
any combination thereof.
[0030] Examples of a wireless message (e.g., a V2X
wireless message) described herein include, but are not
limited to, the following messages: a Dedicated Short
Range Communication (DSRC) message; a Basic Safety
Message (BSM); a Long-Term Evolution (LTE) message;
a LTE-V2X message (e.g., a LTE-Vehicle-to-Vehicle
(LTE-V2V) message, a LTE-Vehicle-to-Infrastructure
(LTE-V2I) message, an LTE-V2N message, etc.); a 5G-
V2X message; and a millimeter wave message, etc.
[0031] Vehicular micro clouds are described in the pat-
ent applications that are incorporated by reference in this
paragraph. This patent application is related to the fol-
lowing patent applications, the entirety of each of which
is incorporated herein by reference: U.S. Patent Appli-
cation No. 15/358,567 filed on November 22, 2016 and
entitled "Storage Service for Mobile Nodes in a Roadway
Area"; U.S. Patent Application No. 15/799,442 filed on
October 31, 2017 and entitled "Service Discovery and
Provisioning for a Macro-Vehicular Cloud"; U.S. Patent
Application No. 15/845,945 filed on December 18, 2017
and entitled "Managed Selection of a Geographical Lo-
cation for a Micro-Vehicular Cloud"; and U.S. Patent Ap-
plication No. 15/799,963 filed on October 31, 2017 and
entitled "Identifying a Geographic Location for a Station-
ary Micro-Vehicular Cloud."

Example Overview

[0032] Referring to Figure 1A, depicted is an example
operating environment 100 for an anomaly detector 199
and an anomaly client 143. For example, the operating
environment 100 includes one or more vehicles 110, one
or more edge servers 140 and a cloud server 160. The
one or more vehicles 110 include a first vehicle 110A, ...,
and an Nth vehicle 110N, which may provide similar func-
tionality and are referred to herein as "vehicle 110" indi-
vidually or collectively, where N is a positive integer great-
er than or equal to one. The one or more edge servers
140 includes a first edge server 140A, ..., and an Mth
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edge server 140M, which may provide similar function-
ality and are referred to herein as "edge server 140" in-
dividually or collectively, where M is a positive integer
greater than or equal to one. These elements of the op-
erating environment 100 may be communicatively cou-
pled to a network 105. Optionally, the operating environ-
ment 100 further includes one or more roadside units
(RSUs if plural, and RSU if singular) or other infrastruc-
ture devices (not shown in the figure).
[0033] Although two vehicles 110, two edge servers
140, one cloud server 160 and one network 105 are de-
picted in Figure 1A, in practice the operating environment
100 may include one or more vehicles 110, one or more
edge servers 140, one or more cloud servers 160 and
one or more networks 105.
[0034] For example, there are "N" number of vehicles
nearby the vehicle 110 having the anomaly detector 199.
However, it is not required that all of the "N" number of
vehicles include an anomaly detector. Of course, in some
embodiments each of the "N" vehicles can include an
anomaly detector.
[0035] The network 105 may be a conventional type,
wired or wireless, and may have numerous different con-
figurations including a star configuration, token ring con-
figuration, or other configurations. Furthermore, the net-
work 105 may include a local area network (LAN), a wide
area network (WAN) (e.g., the Internet), or other inter-
connected data paths across which multiple devices
and/or entities may communicate. In some embodi-
ments, the network 105 may include a peer-to-peer net-
work. The network 105 may also be coupled to or may
include portions of a telecommunications network for
sending data in a variety of different communication pro-
tocols. In some embodiments, the network 105 includes
Bluetooth® communication networks or a cellular com-
munications network for sending and receiving data in-
cluding via short messaging service (SMS), multimedia
messaging service (MMS), hypertext transfer protocol
(HTTP), direct data connection, wireless application pro-
tocol (WAP), e-mail, DSRC, full-duplex wireless commu-
nication, mmWave, WiFi (infrastructure mode), WiFi (ad-
hoc mode), visible light communication, TV white space
communication and satellite communication. The net-
work 105 may also include a mobile data network that
may include 3G, 4G, 5G, LTE, LTE-V2V, LTE-V2I, LTE-
V2X, LTE-D2D, VoLTE, 5G-V2X or any other mobile data
network or combination of mobile data networks. Further,
the network 105 may include one or more IEEE 802.11
wireless networks.
[0036] In some embodiments, the network 105 in-
cludes a V2X network (e.g., a V2X wireless network).
The V2X network is a communication network that ena-
bles entities such as elements of the operating environ-
ment 100 to wirelessly communicate with one another
via one or more of the following: Wi-Fi; cellular commu-
nication including 3G, 4G, LTE, 5G, etc.; Dedicated Short
Range Communication (DSRC); millimeter wave com-
munication; etc.

[0037] In some embodiments, the vehicle 110 may be
a DSRC-equipped vehicle. A DSRC-equipped vehicle is
a vehicle which: (1) includes a DSRC radio; (2) includes
a DSRC-compliant Global Positioning System (GPS)
unit; and (3) is operable to lawfully send and receive
DSRC messages in a jurisdiction where the DSRC-
equipped vehicle is located. A DSRC radio is hardware
that includes a DSRC receiver and a DSRC transmitter.
The DSRC radio is operable to wirelessly send and re-
ceive DSRC messages.
[0038] A DSRC-compliant GPS unit is operable to pro-
vide positional information for a vehicle (or some other
DSRC-equipped device that includes the DSRC-compli-
ant GPS unit) that has lane-level accuracy. In some em-
bodiments, a DSRC-compliant GPS unit is operable to
identify, monitor and track its two-dimensional position
within 1.5 meters of its actual position 68% of the time
under an open sky.
[0039] A conventional GPS unit provides positional in-
formation that describes a position of the conventional
GPS unit with an accuracy of plus or minus 10 meters of
the actual position of the conventional GPS unit. By com-
parison, a DSRC-compliant GPS unit provides GPS data
that describes a position of the DSRC-compliant GPS
unit with an accuracy of plus or minus 1.5 meters of the
actual position of the DSRC-compliant GPS unit. This
degree of accuracy is referred to as "lane-level accuracy"
since, for example, a lane of a roadway is generally about
3 meters wide, and an accuracy of plus or minus 1.5
meters is sufficient to identify which lane a vehicle is
traveling in on a roadway. Some safety or autonomous
driving applications provided by an Advanced Driver As-
sistance System (ADAS) of a modern vehicle require po-
sitioning information that describes the geographic posi-
tion of the vehicle with lane-level accuracy. In addition,
the current standard for DSRC requires that the geo-
graphic position of the vehicle be described with lane-
level accuracy.
[0040] As used herein, the words "geographic loca-
tion," "location," "geographic position" and "position" re-
fer to a latitude and longitude of an object (or, a latitude,
longitude, and elevation of an object) such as a connect-
ed vehicle. The example embodiments described herein
provide positioning information that describes a geo-
graphic position of a vehicle with an accuracy of one or
more of: (1) at least plus or minus 1.5 meters in relation
to the actual geographic position of the vehicle in 2 di-
mensions including a latitude and a longitude; and (2) at
least plus or minus 3 meters in relation to the actual ge-
ographic position of the vehicle in an elevation dimen-
sion. Accordingly, the example embodiments described
herein are able to describe the geographic position of the
vehicle with lane-level accuracy or better.
[0041] The vehicle 110 may be any type of vehicle.
The vehicle 110 may be one of the following types of
vehicles: a car; a truck; a sports utility vehicle; a bus; a
semi-truck; a drone or any other roadway-based convey-
ance. In some embodiments, the vehicle 110 includes a
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communication unit such that the vehicle is a "connected
vehicle," where the communication unit includes any
hardware and software that is needed to enable the ve-
hicle 110 to communicate with other entities via the net-
work 105.
[0042] In some embodiments, the vehicle 110 may be
an autonomous vehicle or a semi-autonomous vehicle.
For example, the vehicle 110 may include one or more
Advanced Driver-Assistance Systems (ADAS systems).
The one or more ADAS systems may provide some or
all of the functionality that provides autonomous function-
ality.
[0043] In some embodiments, the vehicle 110 includes
the anomaly detector 199, a communication unit 145A,
a processor 125, a memory 127, a GPS unit 150, an
onboard unit 152 and a sensor set 154.
[0044] The processor 125 includes an arithmetic logic
unit, a microprocessor, a general-purpose controller, or
some other processor array to perform computations and
provide electronic display signals to a display device. The
processor 125 processes data signals and may include
various computing architectures including a complex in-
struction set computer (CISC) architecture, a reduced
instruction set computer (RISC) architecture, or an archi-
tecture implementing a combination of instruction sets.
The vehicle 110 may include one or more processors
125. Other processors, operating systems, sensors, dis-
plays, and physical configurations may be possible.
[0045] For example, the processor 125 can be an el-
ement of the onboard unit 152 or an electronic control
unit of the vehicle 110.
[0046] The memory 127 stores instructions or data that
may be executed by the processor 125 of the vehicle
110. The instructions or data may include code for per-
forming the techniques described herein. The memory
127 may be a dynamic random-access memory (DRAM)
device, a static random-access memory (SRAM) device,
flash memory, or some other memory device. In some
embodiments, the memory 127 also includes a non-vol-
atile memory or similar permanent storage device and
media including a hard disk drive, a floppy disk drive, a
CD-ROM device, a DVD-ROM device, a DVD-RAM de-
vice, a DVD-RW device, a flash memory device, or some
other mass storage device for storing information on a
more permanent basis. The vehicle 110 may include one
or more memories 127.
[0047] In some embodiments, the memory 127 stores
one or more of the following elements: anomaly data 128;
rules data 129; GPS data 130; local anomaly database
131; sensor data 132; map data 133; and simulation data
134.
[0048] The anomaly data 128 includes digital data that
describes an anomaly that is indicated by the sensor data
132. Examples of an anomaly include, but are not limited
to: a human anomaly (e.g., a pedestrian suddenly
screams, a pedestrian lying down on a sidewalk); a data
anomaly (e.g., false acceleration information in platoon-
ing); a road surface anomaly (e.g., a hole on a road, rocks

on a road, etc.); and a traffic anomaly (e.g., a lane merge
from a wrong side, a lane closure, an accident, wild an-
imals walking on the road, etc.).
[0049] The rules data 129 includes digital data that de-
scribes rules for which endpoints the anomaly detector
199 cooperates with to generate improved anomaly
maps. The endpoints that cooperate with the anomaly
detector 199 to generate improved anomaly maps can
be referred to as "cooperation endpoints." An example
of a cooperation endpoint can be a vehicle, a roadside
unit or another infrastructure device in the roadway en-
vironment that is capable of observing the anomaly. For
example, the cooperation endpoints cooperate with the
anomaly detector 199 of the vehicle 110 to form iterations
of an anomaly-map generation technique so that a proc-
ess to generate an anomaly map can be iterated to im-
prove accuracy of the anomaly map. The cooperation
endpoints are described below in more detail.
[0050] The GPS data 130 may include digital data de-
scribing a geographic location of the vehicle 110. For
example, the GPS data 130 includes digital data describ-
ing a latitude and longitude of the vehicle 110 (or, a lat-
itude, longitude, and elevation of the vehicle 110). In
some embodiments, an anomaly detected by the vehicle
110 occurs in the vicinity of the vehicle 110, and so, the
GPS data 130 of the vehicle 110 can also be treated as
describing a geographic location of the anomaly.
[0051] The local anomaly database 131 includes a da-
ta structure that includes anomalies detected by the ve-
hicle 110 and the N vehicles 110, as well as anomaly
maps generated by these entities. In some embodiments,
the local anomaly database 131 also stores anomaly
rules. An anomaly rule may also be referred to as an
anomaly feature. Examples of an anomaly rule include,
but are not limited to: a type of an anomaly; one or more
conditions of the anomaly; a type of a road where the
anomaly occurs (e.g., a country road where an anomaly
such as wild animals walking on the road can be detect-
ed); one or more potential locations of the anomaly (e.g.,
a trajectory of a moving anomaly); one or more actions
to take in case of an occurrence of an anomaly (e.g., one
or more actions to take against the anomaly); and a sim-
ulation criterion that an updated anomaly map needs to
satisfy in order to run a simulation based on the updated
anomaly map (e.g., a minimum number of anomaly maps
needed to simulate part of or all actions of the anomaly),
etc. The simulation criterion is described below in more
detail.
[0052] The sensor data 132 includes digital data that
describes sensor measurements of the sensor set 154.
[0053] The map data 133 includes digital data that de-
scribes one or more anomalies. For example, the map
data 133 describes one or more anomaly maps or up-
dated anomaly maps. In another example, the map data
133 includes GPS coordinates of one or more anomalies.
In some embodiments, the map data 133 describes how
the one or more anomalies may affect an operating en-
vironment that includes the vehicle 110 based on simu-
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lations or emulations that are executed using a simulation
software 195.
[0054] In some embodiments, the simulation software
195 includes a background technology that is operable
to execute driving simulations or emulations that include
the vehicle 110 (as well as other vehicles if there is any)
and the anomalies, where the vehicle 110 (as well as
other vehicles if there is any) is driving in a simulated
version of the operating environment.
[0055] The simulation data 134 includes digital data
that describes one or more outcomes of these simula-
tions executed by the simulation software 195. For ex-
ample, the simulation data 134 describes a simulation
result for the anomaly. Examples of a simulation result
include, but are not limited to, one or more of the following:
a predicted future behavior of the anomaly; an impact of
the anomaly on the roadway environment; a simulation
of different views of surroundings around the anomaly;
a simulation of one or more views of the anomaly in var-
ious perspectives; and a simulation of one or more ac-
tions of the anomaly in various perspectives or in a period
of time.
[0056] The communication unit 145A transmits and re-
ceives data to and from the network 105 or to another
communication channel. In some embodiments, the
communication unit 145A may include a DSRC trans-
ceiver, a DSRC receiver and other hardware or software
necessary to make the connected vehicle 110 a DSRC-
enabled device. For example, the communication unit
145A includes a DSRC antenna configured to broadcast
DSRC messages via the network. The DSRC antenna
may also transmit BSM messages at a fixed or variable
interval (e.g., every 0.1 seconds, at a time interval cor-
responding to a frequency range from 1.6Hz to 10Hz,
etc.) that is user configurable.
[0057] In some embodiments, the communication unit
145A includes a port for direct physical connection to the
network 105 or to another communication channel. For
example, the communication unit 145A includes a USB,
SD, CAT-5, or similar port for wired communication with
the network 105. In some embodiments, the communi-
cation unit 145A includes a wireless transceiver for ex-
changing data with the network 105 or other communi-
cation channels using one or more wireless communica-
tion methods, including: IEEE 802.11; IEEE 802.16,
BLUETOOTH®; EN ISO 14906:2004 Electronic Fee Col-
lection - Application interface EN 11253:2004 Dedicated
Short-Range Communication - Physical layer using mi-
crowave at 5.8 GHz (review); EN 12795:2002 Dedicated
Short-Range Communication (DSRC) - DSRC Data link
layer: Medium Access and Logical Link Control (review);
EN 12834:2002 Dedicated Short-Range Communication
- Application layer (review); EN 13372:2004 Dedicated
Short-Range Communication (DSRC) - DSRC profiles
for RTTT applications (review); the communication meth-
od described in U.S. Patent Application 14/471,387 filed
on 08/28/2014 and entitled "Full-Duplex Coordination
System"; or another suitable wireless communication

method.
[0058] In some embodiments, the communication unit
145A includes a cellular communications transceiver for
sending and receiving data over a cellular communica-
tions network including via short messaging service
(SMS), multimedia messaging service (MMS), hypertext
transfer protocol (HTTP), direct data connection, WAP,
e-mail, or another suitable type of electronic communi-
cation. In some embodiments, the communication unit
145A includes a wired port and a wireless transceiver.
The communication unit 145A also provides other con-
ventional connections to the network 105 for distribution
of files or media objects using standard network protocols
including TCP/IP, HTTP, HTTPS, and SMTP, millimeter
wave, DSRC, etc.
[0059] In some embodiments, the communication unit
145A includes a V2X radio 146 used for conducting V2X
communications. For example, the V2X radio 146 in-
cludes a DSRC radio. In another example, the V2X radio
146 includes hardware, software, or a combination there-
of for performing mmWave communications. Other ex-
amples of the V2X radio 146 are possible. It should be
noted that DSRC is not a requirement here. Embodi-
ments described herein can be implemented with any
form of V2X communications.
[0060] In some embodiments, the GPS unit 150 is a
conventional GPS unit of the vehicle 110. For example,
the GPS unit 150 may include hardware that wirelessly
communicates with a GPS satellite to retrieve data that
describes a geographic location of the vehicle 110. For
example, the GPS unit 150 retrieves GPS data from one
or more GPS satellites. In some embodiments, the GPS
unit 150 is a DSRC-compliant GPS unit of the vehicle
110 that is operable to provide GPS data describing the
geographic location of the vehicle 110 with lane-level ac-
curacy.
[0061] The onboard unit 152 can include one or more
processors and one or more memories. For example, the
onboard unit 152 includes an electronic control unit
(ECU). The ECU is an embedded system in automotive
electronics that controls one or more of electrical systems
or subsystems in the vehicle 110. Types of the ECU in-
clude, but are not limited to, the following: Engine Control
Module (ECM); Powertrain Control Module (PCM);
Transmission Control Module (TCM); Brake Control
Module (BCM or EBCM); Central Control Module (CCM);
Central Timing Module (CTM); General Electronic Mod-
ule (GEM); Body Control Module (BCM); and Suspension
Control Module (SCM), etc.
[0062] In some embodiments, the anomaly detector
199 is installed in the onboard unit 152.
[0063] The sensor set 154 includes one or more sen-
sors that are operable to measure a roadway environ-
ment outside of the vehicle 110. For example, the sensor
set 154 may include one or more sensors that record one
or more physical characteristics of the road environment
that is proximate to the vehicle 110. The memory 127
may store sensor data that describes the one or more
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physical characteristics recorded by the sensor set 154.
The roadway environment outside of the vehicle 110 may
include the other vehicles (as well as other objects or
people) in the operating environment 100, and so, one
or more sensors of the sensor set 154 may record sensor
data that describes information about the other vehicles
(as well as other objects or people) in the operating en-
vironment 100.
[0064] In some embodiments, the sensor set 154 may
include one or more of the following vehicle sensors: a
camera; a LIDAR sensor; a radar sensor; a laser altim-
eter; an infrared detector; a motion detector; a thermo-
stat; a sound detector, a carbon monoxide sensor; a car-
bon dioxide sensor; an oxygen sensor; a mass air flow
sensor; an engine coolant temperature sensor; a throttle
position sensor; a crank shaft position sensor; an auto-
mobile engine sensor; a valve timer; an air-fuel ratio me-
ter; a blind spot meter; a curb feeler; a defect detector;
a Hall effect sensor, a manifold absolute pressure sensor;
a parking sensor; a radar gun; a speedometer; a speed
sensor; a tire-pressure monitoring sensor; a torque sen-
sor; a transmission fluid temperature sensor; a turbine
speed sensor (TSS); a variable reluctance sensor; a ve-
hicle speed sensor (VSS); a water sensor; a wheel speed
sensor; and any other type of automotive sensor.
[0065] For example, the sensor set 154 includes any
sensors which are needed to detect one or more anom-
alies occurring in the roadway environment that includes
the vehicle 110. Examples of suitable sensors include,
but are not limited to: exterior mounted cameras; LIDAR;
radar; and other range-finding sensors, etc.
[0066] In some embodiments, the anomaly detector
199 includes software that is operable, when executed
by the processor 125 of the vehicle 110, to cause the
processor 125 to execute one or more operations per-
formed in Figures 1B-1E or one or more steps of methods
300, 350, 400 and 500 with reference to Figures 3A-5B.
[0067] In some embodiments, the anomaly detector
199 may be implemented using hardware including a
field-programmable gate array ("FPGA") or an applica-
tion-specific integrated circuit ("ASIC"). In some other
embodiments, the anomaly detector 199 may be imple-
mented using a combination of hardware and software.
The anomaly detector 199 may be stored in a combina-
tion of the devices (e.g., vehicles or other devices), or in
one of the devices.
[0068] In some embodiments, the anomaly detector
199 is installed in the onboard unit 152 of the vehicle 110
(e.g., an electronic control unit or some other onboard
vehicle computer). The anomaly detector 199 includes
one or more of the following elements: an anomaly map
manager 193; the simulation software 195; and a vehicle
cloud manager 197. In some embodiments, the vehicle
cloud manager 197 can be part of an anomaly client 143
that is installed in a server. In some embodiments, the
vehicle cloud manager 197, the anomaly map manager
193 and the anomaly detector 199 are separate entities
as shown in Figure 1E.

[0069] In some embodiments, the anomaly detector
199 builds an anomaly map that describes a location of
an anomaly. Based on the detected anomaly, the anom-
aly detector 199 transmits a wireless message to the
anomaly client 143 with instructions that a vehicular micro
cloud needs to be formed at a geographic location of the
vehicle 110 (or, at a geographic location of the anomaly).
[0070] In some embodiments, a matching sub-routine
is executed by the anomaly detector 199 so that the
anomaly detector 199 only cooperates on generating an
updated anomaly map with certain vehicles whose loca-
tion or sensor assets make them best able to generate
the best possible anomaly map. The anomaly detector
199 may include rules or other routines that coordinate
sensors, resources or a combination thereof of the cer-
tain vehicles to focus on the anomaly and govern this
process. The rules data describes these rules.
[0071] If the anomaly detector 199 of the vehicle 110
determines that the updated anomaly map includes
enough information (e.g., the updated anomaly map sat-
isfies a simulation criterion), then the anomaly detector
199 performs simulations or emulations to predict a future
behavior or an impact of the anomaly and this information
is added to the updated anomaly maps. In this way, the
anomaly detectors 199 of multiple vehicles may share
these updated anomaly maps among one another to ar-
rive at a consensus decision about the future behavior
or impact of the anomaly, and the updated anomaly map
may be further modified with this decision. The anomaly
detector 199 of the vehicle 110 uploads the updated
anomaly map to the anomaly client 143 via a wireless
network where it can be further improved and distributed.
[0072] The anomaly detector 199, as well as the anom-
aly map manager 193 and the vehicle cloud manager
197, is further described below with reference to Figures
1B-5B.
[0073] The edge server 140 includes a processor-
based computing device which is installed in a roadside
unit ("RSU") or some other processor-based infrastruc-
ture component of a roadway. In the operating environ-
ment 100 illustrated in Figure 1A, the roadway includes
M edge servers 140A... 140M, where M is any positive
integer greater than or equal to one. The edge server
140A includes an anomaly client 143A, an anomaly da-
tabase 147A, an anomaly map database 148A and a
communication unit 145B. The edge server 140M in-
cludes an anomaly client 143B, an anomaly database
147B, an anomaly map database 148B and a communi-
cation unit 145C.
[0074] In some embodiments, edge servers 140 are
not available. For example, roadside units may not be
available in rural environments to serve as edge servers.
Accordingly, the cloud server 160 can host an instance
of the anomaly client (e.g., an anomaly client 143C) so
that this cloud-based anomaly client can serve rural ve-
hicles. Accordingly, embodiments described herein can
be applied in urban environments as well as rural envi-
ronments.
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[0075] The communication units 145A, 145B and 145C
may have similar structure and provide similar function-
ality. Thus, the communication units 145A, 145B and
145C can be referred to as "communication unit 145"
individually or collectively. Similar description for the
communication units 145B and 145C are not repeated
here.
[0076] The anomaly databases 147A and 147B may
have similar structure and provide similar functionality.
Thus, the anomaly databases 147A and 147B can be
referred to as "anomaly database 147" individually or col-
lectively.
[0077] The anomaly database 147 may include a data
structure that stores anomalies received at the edge serv-
er 140. In some embodiments, the anomaly database
147 also stores anomaly rules (or, anomaly features).
The anomaly rules are described above, and similar de-
scription is not repeated here. In some embodiments, the
anomaly database 147 may be distributed within a cov-
erage area of a vehicular micro cloud over a V2I or V2N
network. For example, the anomaly rules of the anomaly
database 147 may be transmitted to the vehicle 110 and
stored in the local anomaly database 131 of the vehicle
110.
[0078] The anomaly map databases 148A and 148B
may have similar structure and provide similar function-
ality. Thus, the anomaly map databases 148A and 148B
can be referred to as "anomaly map database 148" indi-
vidually or collectively.
[0079] In some embodiments, the anomaly map data-
base 148 include a data structure that stores (1) anomaly
map information describing anomaly maps, (2) updated
anomaly map information describing updated anomaly
maps or (3) a combination thereof received at the edge
server 140. The anomaly maps or the updated anomaly
maps are generated in a vehicular micro cloud. For ex-
ample, an updated anomaly map may be inserted with
time stamps, location labels or a combination thereof. In
another example, the updated anomaly map includes at
least part of or all information needed to simulate part of
or all actions of a detected anomaly. The anomaly map
information or the updated anomaly map information
stored in the anomaly map database 148 may be post-
processed by the edge server 140 or the cloud server
160 to refine the anomaly rules in the anomaly database
147.
[0080] The anomaly clients 143A, 143B and 143C may
have similar structure and provide similar functionality.
Thus, the anomaly clients 143A, 143B and 143C can be
referred to as "anomaly client 143" individually or collec-
tively.
[0081] The anomaly client 143 includes software in-
stalled on one or more of endpoints of the network 105
depicted in Figure 1A. As depicted, the anomaly client
143 is installed in the edge server 140 or the cloud server
160. The anomaly client 143 includes code and routines
that are operable, when executed by a processor of the
edge server 140 or the cloud server 160, to cause the

processor to execute operations including, but not limited
to: building the anomaly database 147; distributing anom-
aly maps (or updated anomaly maps) to vehicles; and
instructing vehicles to build a stationary or mobile vehic-
ular micro cloud responsive to a vehicle detecting a pres-
ence of an anomaly.
[0082] In some embodiments, part of the functionality
of the anomaly client 143 can be provided by the vehicle
cloud manager 197 or the anomaly map manager 193.
[0083] In some embodiments, the anomaly client 143
may be implemented using hardware including a field-
programmable gate array ("FPGA") or an application-
specific integrated circuit ("ASIC"). In some other embod-
iments, the anomaly client 143 may be implemented us-
ing a combination of hardware and software. The anom-
aly client 143 may be stored in a combination of the de-
vices (e.g., the edge server 140, the cloud server 160,
the vehicle 110 or other devices), or in one of the devices.
[0084] Referring to Figure 1B, an example graphical
representation 181 for forming a stationary vehicular mi-
cro cloud 182 for an anomaly-map generation technique
is illustrated according to some embodiments. For exam-
ple, responsive to detecting an anomaly that occurs at
an intersection shown in Figure 1B, the stationary vehic-
ular micro cloud 182 can be formed at the intersection.
The stationary vehicular micro cloud 182 may include
multiple vehicles as cloud members that are located in a
region covering the intersection. In this case, the vehicles
in the stationary vehicular micro cloud 182 may generate
their respective anomaly maps describing the anomaly
and share the respective anomaly maps with one anoth-
er.
[0085] At least one of the vehicles (e.g., a cloud leader
or any other cloud member) may generate an updated
anomaly map based on the shared anomaly maps. In
some embodiments, a vehicle (e.g., vehicle 110A) in the
stationary vehicular micro cloud 182 may also invite an-
other vehicle (e.g., vehicle 110B) that is not a member
of the stationary vehicular micro cloud 182 as a cloud
guest in order to coordinate sensors and resources of
the other vehicle (e.g., vehicle 110B) so that the other
vehicle focuses on the anomaly. The other vehicle may
generate sensor data related to the anomaly (e.g., image
data depicting the anomaly from the perspective of the
other vehicle). The other vehicle may send the sensor
data to the vehicle (e.g., vehicle 110A) so that the vehicle
can generate its own anomaly map further based on the
sensor data of the other vehicle. Alternatively, the other
vehicle generates its own anomaly map and sends its
own anomaly map to the vehicle so that the vehicle can
generate an updated anomaly map based on the anom-
aly map of the vehicle itself and the anomaly map of the
other vehicle as well as any other anomaly maps shared
in the stationary vehicular micro cloud 182.
[0086] A vehicle that generates an updated anomaly
map can run a simulation for the anomaly based on the
updated anomaly map and generate a simulation result.
The updated anomaly map is further modified to include
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the simulation result and shared among the vehicles in
the stationary vehicular micro cloud 182. A consensus
decision on the updated anomaly map (as well as the
simulation result) can be reached in the stationary vehic-
ular micro cloud 182 (e.g., 80% or all of the vehicles in
the stationary vehicular micro cloud 182 agree that the
simulation result has sufficiently depicted actions of the
anomaly in different perspectives). The updated anomaly
map can be uploaded by the vehicle to the edge server
140 or the cloud server 160 for further improvement and
distribution.
[0087] Referring to Figure 1C, an example graphical
representation 185 for forming a mobile vehicular micro
cloud 186 for an anomaly-map generation technique is
illustrated according to some embodiments. For exam-
ple, responsive to detecting a moving anomaly that oc-
curs on a road shown in Figure 1C, a mobile vehicular
micro cloud 186 can be formed to follow a trajectory of
the moving anomaly. The mobile vehicular micro cloud
186 may include multiple vehicles as cloud members that
are located in a vicinity of the moving anomaly. Opera-
tions similar to those described above in Figure 1B can
be performed in the mobile vehicular micro cloud 186
including, but not limited to: (1) generating anomaly maps
describing the anomaly by one or more vehicles in the
mobile vehicular micro cloud 186; (2) sharing the anom-
aly maps with one another in the mobile vehicular micro
cloud 186; (3) inviting one or more other vehicles that are
not members of the mobile vehicular micro cloud 186 as
cloud guests in order to coordinate sensors and resourc-
es of the one or more other vehicles so that the one or
more other vehicles focus on the anomaly (e.g., the one
or more other vehicles are invited as cooperation end-
points for the anomaly-map generation technique); (4)
generating an updated anomaly map based on (a) the
anomaly maps shared in the mobile vehicular micro cloud
186, (b) the anomaly maps received from the one or more
other vehicles or (c) a combination thereof; (5) running
a simulation for the anomaly based on the updated anom-
aly map to generate a simulation result; (6) modifying the
updated anomaly map further to include the simulation
result and sharing the updated anomaly map among the
vehicles in the mobile vehicular micro cloud 186; (7)
reaching a consensus decision on the updated anomaly
map (as well as the simulation result) in the mobile ve-
hicular micro cloud 186 (e.g., 70% or all of the vehicles
in the mobile vehicular micro cloud 186 agree that the
simulation result has sufficiently depicted actions of the
anomaly in different perspectives); and (8) uploading the
updated anomaly map to the edge server 140 or the cloud
server 160 for further improvement and distribution.
These operations can be performed by a single vehicle
or multiple vehicles in the mobile vehicular micro cloud
186.
[0088] With combined reference to Figures 1B-1C,
when an anomaly is detected, a vehicular micro cloud
can be formed correspondingly. Anomaly map informa-
tion (describing the anomaly maps) or updated anomaly

map information (describing the updated anomaly map)
can be generated and shared among cloud members of
the vehicular micro cloud. A simulation or emulation can
be run to simulate, for example, part of or all actions of
the anomaly in different perspective. That is, a simulation
for the anomaly can be created retrospectively using the
vehicular micro cloud. The updated anomaly map (which
may include the simulation result) can be uploaded to
one or more of the edge server 140 and the cloud server
160.
[0089] An example use case of this anomaly-map gen-
eration technique includes a traffic accident scenario
shown in Figure 1D. By applying the anomaly-map gen-
eration technique described herein, an accident scenario
shown in Figure 1D can be simulated retrospectively to
determine a fault percentage of each party that involves
in a collision. Other example use cases are also possible.
[0090] Figure 1E is a block diagram illustrating a sys-
tem overview 191 of the anomaly-map generation tech-
nique using a vehicular micro cloud according to some
embodiments. The vehicle 110 includes, for example,
the processor 125, a data storage 126 for storing data,
the sensor set 154, the memory 127 and a network in-
terface 123.
[0091] In some embodiments, the vehicle 110 may re-
ceive anomaly-rule data describing anomaly rules from
the edge server 140 or the cloud server 160, and stores
this anomaly-rule data in the local anomaly database
131. The anomaly detector 199 receives sensor data
from the sensor set 154 (e.g., sensor readings are illus-
trated by dashed arrow lines in Figure IE). The anomaly
detector 199 uses the sensor data and the anomaly-rule
data to detect an occurrence of an anomaly. For example,
the anomaly detector 199 continuously monitors sensor
measurements from onboard sensors. In a case that the
anomaly detector 199 finds a match to an anomaly rule
based on the sensor measurements (e.g., the anomaly
rule describes one or more conditions under which an
anomaly occurs), the anomaly detector 199 detects an
occurrence of the anomaly.
[0092] The anomaly detector 199 also uses the sensor
data and the anomaly-rule data to generate an anomaly
map describing the anomaly. The anomaly detector 199
sends anomaly map data describing the anomaly map
to the anomaly map manager 193. Alternatively, the
anomaly map is generated by the anomaly map manager
193 based on the sensor data and the anomaly-rule data.
The anomaly map manager 193 can upload anomaly
map information describing the anomaly map to the edge
server 140 or the cloud server 160.
[0093] The anomaly map manager 193 or the anomaly
detector 199 sends an instruction to form a vehicular mi-
cro cloud to the vehicle cloud manager 197 so that the
vehicle cloud manager 197 of the vehicle 110 forms the
vehicular micro cloud with other vehicles 110. For exam-
ple, the vehicle cloud manager 197 performs coordina-
tion with the other vehicles 110 to form the vehicular micro
cloud. In another example, the anomaly detector 199 in-
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structs the vehicle cloud manager 197 to form a vehicle
micro cloud based on characteristics of the anomaly
(e.g., if the anomaly is mobile, then a mobile vehicular
micro cloud is constructed).
[0094] In some embodiments, the vehicle cloud man-
ager 197 may perform one or more of the following op-
erations: (1) performing maintenance of intra-micro cloud
wireless links; (2) controlling resource utilization and col-
laborative task execution in the vehicular micro cloud; (3)
sharing anomaly map information (or updated anomaly
map information) with cloud members; and (4) inviting a
cloud guest to the vehicular micro cloud and coordinating
sensors, resources or a combination thereof of the cloud
guest. In some embodiments, the vehicle cloud manager
197 also performs any existing solutions for clustering
and platooning in vehicular ad-hoc networks.
[0095] After the vehicular micro cloud is formed, the
anomaly map manager 193 may receive anomaly maps
created by the other vehicles 110 in the vehicular micro
cloud via the vehicle cloud manager 197. The anomaly
map manager 193 generates an updated anomaly map
based on the anomaly map created by the vehicle 110
and the anomaly maps created by the other vehicles 110.
[0096] For example, the anomaly map manager 193
selects one or more cooperation endpoints for the anom-
aly-map generation so that the one or more cooperation
endpoints generate one or more anomaly maps and send
the one or more anomaly maps to the vehicle 110. The
one or more cooperation endpoints can be either cloud
members or cloud guests of the vehicular micro cloud
whose locations or sensor assets make them best able
to generate a best possible anomaly map. The anomaly
map manager 193 uses the one or more anomaly maps
created by the one or more cooperation endpoints and
the anomaly map created by the vehicle 110 itself to gen-
erate the updated anomaly map.
[0097] In some examples, the anomaly map manager
193 selects the one or more cooperation endpoints as
one or more of: an endpoint that is located in a region of
interest associated with the anomaly (e.g., an endpoint
located in the vicinity of the anomaly); an endpoint that
has been in the region of interest for a period of time that
exceeds a time threshold (e.g., an endpoint that has been
in the region of interest for the longest period of time); an
endpoint that is expected to remain in the region of inter-
est for a period of time that exceeds the time threshold
(e.g., an endpoint that is expected to be in the region of
interest for the longest period of time); and an endpoint
with a known trajectory, a known timetable or a combi-
nation thereof (for example, in a case where network ac-
cess is unavailable temporarily, a constructed anomaly
map can be uploaded to the edge server 140 or the cloud
server 160 at a later time because the endpoint has a
known trajectory, a known timetable or a combination
thereof; in another example, actions of the anomaly can
be searched in the known trajectory, the known timetable
or a combination thereof). The region of interest associ-
ated with the anomaly can be, for example, a region

where the vehicular micro cloud is formed or a region
within a certain range from a geographic location of the
anomaly.
[0098] The anomaly map manager 193 runs a simula-
tion for the anomaly based on the updated anomaly map
to generate a simulation result and modifies the updated
anomaly map to include the simulation result. The anom-
aly map manager 193 can share the updated anomaly
map among the vehicles 110 in the vehicular micro cloud.
A consensus decision on the updated anomaly map (as
well as the simulation result) can be reached in the ve-
hicular micro cloud. The anomaly map manager 193
modifies the updated anomaly map further to include the
consensus decision and uploads updated anomaly map
information describing the updated anomaly map to the
edge server 140 or the cloud server 160 for further im-
provement and distribution.
[0099] The anomaly client 143 installed in the edge
server 140 or the cloud server 160 can store the anomaly
map information or the updated anomaly map information
in the anomaly map database 148. The anomaly client
143 may analyze the anomaly map information or the
updated anomaly map information to generate or refine
anomaly rules and store the anomaly rules in the anomaly
database 147.
[0100] In some embodiments, the anomaly-map gen-
eration technique described herein satisfies a set of
anomaly mapping requirements including, but not limited
to: one or more anomaly feature constraints (e.g., a type
of an anomaly, a sensitivity level of the anomaly, a time-
to-live of the anomaly, actions against the anomaly, a
minimum number of anomaly maps needed to simulate
a scenario of the anomaly, etc.); and one or more geo-
graphical constraints (e.g., a region where an anomaly
map targets, with the region being specified by absolute
coordinates or relative coordinates with respect to a cer-
tain anomaly position). These anomaly mapping require-
ments can be described by the anomaly rules stored in
the anomaly database 147 or the local anomaly database
131.
[0101] A first example advantage of the anomaly-map
generation technique described herein includes that the
anomaly detector 199 incorporates a vehicle’s onboard
anomaly map as part of a scheme to improve anomaly
detection and anomaly-map generation.
[0102] A second example advantage of the anomaly-
map generation technique described herein includes
that, unlike existing solutions where an anomaly is de-
tected and an anomaly map is generated by a single ve-
hicle, the anomaly-map generation technique described
herein constructs a vehicular micro cloud by nearby re-
sources (e.g., nearby vehicle resources), where the ve-
hicular micro cloud is approximate to a geographical lo-
cation of the anomaly. Furthermore, cloud members of
the vehicular micro cloud can invite other vehicles or end-
points as cloud guests to coordinate sensors, resources
or a combination thereof of the cloud guests to focus on
the anomaly. For example, an inviting cloud member can
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determine: (a) one or more sensors of an invited cloud
guest to be activated; (b) an angle of a camera sensor
of the invited cloud guest to be focused on; (c) or a zoom
level of the camera sensor of the invited cloud guest, etc.
[0103] A third example advantage of the anomaly-map
generation technique described herein includes that the
cloud members of the vehicular micro cloud can share
the anomaly maps with each other so that: (1) different
views of surroundings of the anomaly are constructed;
(2) at least part of or all actions of the anomaly can be
simulated retrospectively; and (3) a final decision or a
consensus decision is made cooperatively in the vehic-
ular micro cloud by considering part of or all simulated
actions.
[0104] Other example advantages of the anomaly-map
generation technique described herein include, but are
not limited to: (a) a detection of an anomaly by a vehicle
provides prior knowledge and a specific scene to new
cloud members on what to look at; (b) anomaly detection
accuracy is improved and anomaly detection latency is
reduced; (c) a retrospective simulation of the anomaly’s
actions is provided; and (d) a cooperative collection of
events for a standardized anomaly dataset is aggregat-
ed.

Example Computer System

[0105] Referring now to Figure 2, depicted is a block
diagram illustrating an example computer system 200
including the anomaly detector 199 according to some
embodiments. In some embodiments, the computer sys-
tem 200 may include a special-purpose computer system
that is programmed to perform one or more steps of meth-
ods 300, 350, 400 and 500 described below with refer-
ence to Figures 3A-5B.
[0106] In some embodiments, the computer system
200 is an on-board vehicle computer of the vehicle 110.
In some embodiments, the computer system 200 is an
onboard unit of the vehicle 110. In some embodiments,
the computer system 200 is an electronic control unit
(ECU), head unit or some other processor-based com-
puting device of the vehicle 110.
[0107] The computer system 200 may include one or
more of the following elements according to some exam-
ples: the anomaly detector 199; the processor 125; the
memory 127; the communication unit 145; the GPS unit
150; the onboard unit 152; the sensor set 154; and a
storage 241. The components of the computer system
200 are communicatively coupled by a bus 220.
[0108] In the illustrated embodiment, the processor
125 is communicatively coupled to the bus 220 via a sig-
nal line 237. The communication unit 145 is communica-
tively coupled to the bus 220 via a signal line 246. The
GPS unit 150 is communicatively coupled to the bus 220
via a signal line 230. The onboard unit 152 is communi-
catively coupled to the bus 220 via a signal line 231. The
sensor set 154 is communicatively coupled to the bus
220 via a signal line 232. The storage 241 is communi-

catively coupled to the bus 220 via a signal line 242. The
memory 127 is communicatively coupled to the bus 220
via a signal line 244.
[0109] The processor 125, the memory 127, the com-
munication unit 145, the GPS unit 150, the onboard unit
152 and the sensor set 154 are described above with
reference to Figure 1A, and so, similar description will
not be repeated here. The memory 127 may store any
of the data described above with reference to Figures
1A-1E. The memory 127 may store any data necessary
for the computer system 200 to provide its functionality.
[0110] The storage 241 can be a non-transitory storage
medium that stores data for providing the functionality
described herein. The storage 241 may be a dynamic
random-access memory (DRAM) device, a static ran-
dom-access memory (SRAM) device, flash memory, or
some other memory devices. In some embodiments, the
storage 241 also includes a non-volatile memory or sim-
ilar permanent storage device and media including a hard
disk drive, a floppy disk drive, a CD-ROM device, a DVD-
ROM device, a DVD-RAM device, a DVD-RW device, a
flash memory device, or some other mass storage device
for storing information on a more permanent basis.
[0111] In the illustrated embodiment shown in Figure
2, the anomaly detector 199 includes: a communication
module 202; a detection module 204; the anomaly map
manager 193; and the vehicle cloud manager 197. These
components of the anomaly detector 199 are communi-
catively coupled to each other via the bus 220. In some
embodiments, components of the anomaly detector 199
can be stored in a single device. In some other embod-
iments, components of the anomaly detector 199 can be
distributed and stored across multiple devices.
[0112] The communication module 202 can be soft-
ware including routines for handling communications be-
tween the anomaly detector 199 and other components
of the computer system 200. In some embodiments, the
communication module 202 can be stored in the memory
127 of the computer system 200 and can be accessible
and executable by the processor 125. The communica-
tion module 202 may be adapted for cooperation and
communication with the processor 125 and other com-
ponents of the computer system 200 via a signal line 222.
[0113] The communication module 202 sends and re-
ceives data, via the communication unit 145, to and from
one or more elements of the operating environment 100.
For example, the communication module 202 receives
or transmits, via the communication unit 145, one or more
of the following elements: anomaly-rule data; anomaly
map information; and updated anomaly map information.
The communication module 202 may send or receive
any of the data or messages described above with ref-
erence to Figures 1A-1E via the communication unit 145.
[0114] In some embodiments, the communication
module 202 receives data from components of the anom-
aly detector 199 and stores the data in one or more of
the storage 241 and the memory 127. For example, the
communication module 202 receives data described
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above with reference to the memory 127 from the com-
munication unit 145 (via the network 105, a DSRC mes-
sage, a BSM, a DSRC probe, a full-duplex wireless mes-
sage, etc.) and stores this data in the memory 127 (or
temporarily in the storage 241 which may act as a buffer
for the computer system 200).
[0115] In some embodiments, the communication
module 202 may handle communications between com-
ponents of the anomaly detector 199. For example, the
communication module 202 may handle communica-
tions among the detection module 204, the anomaly map
manager 193 and the vehicle cloud manager 197. Any
of these systems or modules may cause the communi-
cation module 202 to communicate with the other ele-
ments of the computer system 200 or the operating en-
vironment 100 (via the communication unit 145).
[0116] In some embodiments, the detection module
204 can be software including routines for detecting an
occurrence of an anomaly. In some embodiments, the
detection module 204 can be a set of instructions stored
in the memory 127 of the computer system 200 and can
be accessible and executable by the processor 125. The
detection module 204 may be adapted for cooperation
and communication with the processor 125 and other
components of the computer system 200 via a signal line
224.
[0117] In some embodiments, the detection module
204 causes one or more sensors of the sensor set 154
to record sensor data describing a roadway environment
of the vehicle 110. The detection module 204 receives
the sensor data from the one or more sensors. Alterna-
tively or additionally, the detection module 204 of the ve-
hicle 110 may receive sensor data recorded by another
endpoint located in the roadway environment via a V2X
wireless message generated by the other endpoint. The
other endpoint may be, for example, another vehicle, a
roadside unit or any other infrastructure device in the
roadway environment.
[0118] The detection module 204 detects an occur-
rence of an anomaly in the roadway environment based
on the sensor data. For example, if the sensor data in-
cludes image data depicting a scene of a road closure,
the detection module 204 may determine that the sensor
data satisfies a condition for a "road closure" anomaly
described by an anomaly rule stored in the local anomaly
database 131. Therefore, the detection module 204 de-
tects an occurrence of the "road closure" anomaly.
[0119] In some embodiments, the detection module
204 creates an anomaly map that describes the anomaly
based on the sensor data. For example, the sensor data
may record one or more of the following from a perspec-
tive of the vehicle 110: one or more views of a surrounding
around the anomaly; one or more views of the anomaly;
one or more actions of the anomaly; and one or more
remedy actions against the anomaly, etc. The detection
module 204 may create an anomaly map that includes a
geographic location of the anomaly and one or more of
the following from the perspective of the vehicle 110: the

one or more views of the surrounding around the anom-
aly; the one or more views of the anomaly; the one or
more actions of the anomaly; and the one or more remedy
actions against the anomaly, etc. In some embodiments,
the detection module 204 may send anomaly map infor-
mation describing the anomaly map created by the ve-
hicle 110 to the anomaly map manager 193.
[0120] Here, a remedy action against an anomaly may
be, for example, an action that is taken to make remedy
for an occurrence of the anomaly. For example, in a case
of an anomaly such as an extremely-icy road surface, an
action describing that a vehicle traveling on the road turns
on its emergency lights can be considered as a remedy
action against the anomaly.
[0121] Alternatively or additionally, the anomaly map
describing the anomaly can be created by the anomaly
map manager 193 of the vehicle 110 based on the sensor
data by performing operations similar to those described
above for the detection module 204. In this case, the
detection module 204 can send the sensor data to the
anomaly map manager 193 after detecting the occur-
rence of the anomaly so that the sensor data can be used
by the anomaly map manager 193 to create the anomaly
map.
[0122] The anomaly map manager 193 can be soft-
ware including routines that, when executed by the proc-
essor 125, cause the processor 125 to manage anomaly
maps associated with an anomaly. In some embodi-
ments, the anomaly map manager 193 can be a set of
instructions stored in the memory 127 of the computer
system 200 and can be accessible and executable by
the processor 125. The anomaly map manager 193 may
be adapted for cooperation and communication with the
processor 125 and other components of the computer
system 200 via a signal line 249.
[0123] In some embodiments, the anomaly map man-
ager 193 generates an instruction to form a vehicular
micro cloud responsive to the occurrence of the anomaly
and sends the instruction to the vehicle cloud manager
197 or the anomaly client 143. For example, the instruc-
tion causes a formation of the vehicular micro cloud that
includes the vehicle 110 and one or more nearby vehicles
approximate to the anomaly as cloud members of the
vehicular micro cloud. The formation of the vehicular mi-
cro cloud is further described below in more detail with
reference to the vehicle cloud manager 197.
[0124] After the vehicular micro cloud is formed, the
anomaly map manager 193 may receive, from one or
more cooperation endpoints, one or more other anomaly
maps that are created by the one or more cooperation
endpoints. The one or more anomaly maps also describe
the anomaly. Each of the one or more cooperation end-
points can be a cloud member or a cloud guest of the
vehicular micro cloud that cooperates with the vehicle
110 for the anomaly-map generation.
[0125] In some embodiments, the one or more coop-
eration endpoints are determined by the anomaly map
manager 193 based on one or more anomaly mapping
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policies. An anomaly mapping policy can be, for example,
a rule or policy for selecting a cooperation endpoint for
the anomaly-map generation. For example, an anomaly
mapping policy may describe that a cooperation endpoint
can be selected to be: an endpoint that is located in a
region of interest associated with the anomaly (e.g., an
endpoint located in the vicinity of the anomaly); an end-
point that has been in the region of interest for a period
of time that exceeds a time threshold (e.g., an endpoint
that has been in the region of interest for the longest
period of time); an endpoint that is expected to remain in
the region of interest for a period of time that exceeds
the time threshold (e.g., an endpoint that is expected to
be in the region of interest for the longest period of time);
or an endpoint with a known trajectory, a known timetable
or a combination thereof. Other example anomaly map-
ping policies are possible.
[0126] In some embodiments, the anomaly map man-
ager 193 generates an updated anomaly map based on
the anomaly map created by the vehicle 110 and the one
or more other anomaly maps created by the one or more
cooperation endpoints so that an accuracy of the updated
anomaly map is improved. For example, the anomaly
map manager 193 aggregates first information included
in the anomaly map created by the vehicle 110 and sec-
ond information included in the one or more other anom-
aly maps created by the one or more cooperation end-
points to form the updated anomaly map so that the up-
dated anomaly map includes the first information includ-
ed in the anomaly map and the second information in-
cluded in the one or more other anomaly maps.
[0127] In a further example, assume that two other
anomaly maps are received from two cooperation end-
points respectively. Each of the two other anomaly maps
includes a respective view of the anomaly from one per-
spective. The anomaly map created by the vehicle 110
includes a view of the anomaly from a perspective of the
vehicle 110. Then, the anomaly map manager 193 gen-
erates the updated anomaly map based on the anomaly
map created by the vehicle 110 and the two other anom-
aly maps created by the two cooperation endpoints so
that the updated anomaly map includes three views of
the anomaly from three perspectives.
[0128] In some embodiments, the anomaly map man-
ager 193 determines whether the updated anomaly map
satisfies a simulation criterion. A satisfaction of the sim-
ulation criterion includes, but is not limited to, one or more
of: a total number of anomaly maps used to generate the
updated anomaly map satisfies a map threshold (e.g., a
total number of anomaly maps used for the simulation
satisfies the map threshold); a total number of views of
the anomaly in the updated anomaly map satisfies a view
threshold; a total number of actions of the anomaly in the
updated anomaly map satisfies an action threshold; a
time window of the actions of the anomaly in the updated
anomaly map satisfies a time-window threshold; and a
total number of remedy actions reacted against the
anomaly satisfies a reaction threshold. For example, a

satisfaction of the simulation criterion indicates that the
updated anomaly map includes sufficient information for
running a simulation for the anomaly (e.g., sufficient in-
formation to run a simulation for the anomaly so that at
least part of or all of the actions of the anomaly can be
simulated retrospectively).
[0129] In some embodiments, the map threshold is a
minimum number of anomaly maps needed to generate
an updated anomaly map (e.g., a minimum number of
anomaly maps to simulate part of or all actions of the
anomaly). For example, since the updated anomaly map
is generated based on multiple anomaly maps created
by the vehicle 110 and the cooperation endpoints, a total
number of the multiple anomaly maps used to generate
the updated anomaly map needs to be no less than the
map threshold (e.g., the total number of the multiple
anomaly maps is no less than the minimum number of
anomaly maps in order to simulate 50%, 80% or 100%
of the actions of the anomaly). If a total number of the
anomaly maps used to generate the updated anomaly
map is equal to or greater than the map threshold, then
the updated anomaly map satisfies the map threshold.
[0130] In some embodiments, the view threshold is a
minimum number of views of the anomaly needed to be
collected in the updated anomaly map. For example, as-
sume that the updated anomaly map is generated based
on two anomaly maps (with each anomaly map having
two views of the anomaly from two different angles).
Then, the updated anomaly map has four different views
of the anomaly. If a total number of views of the anomaly
collected in the updated anomaly map is equal to or great-
er than the view threshold, then the updated anomaly
map satisfies the view threshold.
[0131] In some embodiments, the action threshold is
a minimum number of actions needed to be collected in
the updated anomaly map. For example, assume that
the updated anomaly map is generated based on two
anomaly maps (with a first anomaly map created by the
vehicle 110 having one action of the anomaly and a sec-
ond anomaly map created by a cooperation endpoint
having two actions of the anomaly). Then, the updated
anomaly map has three actions of the anomaly. If a total
number of actions of the anomaly collected in the updated
anomaly map is equal to or greater than the action thresh-
old, then the updated anomaly map satisfies the action
threshold.
[0132] In some embodiments, the time-window thresh-
old is a minimum time duration of the actions that is need-
ed to be collected in the updated anomaly map. For ex-
ample, the updated anomaly map has a series of actions
of the anomaly that lasts for a particular period of time.
If the particular period of time is equal to or greater than
the time-window threshold, then the updated anomaly
map satisfies the time-window threshold.
[0133] In some embodiments, the reaction threshold
is a minimum number of remedy actions needed to be
collected in the updated anomaly map. For example, as-
sume that the updated anomaly map is generated based
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on two anomaly maps (with a first anomaly map having
one remedy action against the anomaly and a second
anomaly map having two remedy actions against the
anomaly). Then, the updated anomaly map has three
remedy actions against the anomaly. If a total number of
remedy actions against the anomaly collected in the up-
dated anomaly map is equal to or greater than the reac-
tion threshold, then the updated anomaly map satisfies
the reaction threshold.
[0134] Then, responsive to the updated anomaly map
satisfying the simulation criterion, the anomaly map man-
ager 193 performs a simulation for the anomaly to gen-
erate a simulation result based on the updated anomaly
map. For example, the anomaly map manager 193 may
instruct the simulation software 195 to run a simulation
for the anomaly based on the information included in the
updated anomaly map.
[0135] In some embodiments, the simulation result in-
cludes, but is not limited to, one or more of: a predicted
future behavior of the anomaly; an impact of the anomaly
on the roadway environment; a simulation of different
views of surroundings around the anomaly; a simulation
of one or more views of the anomaly in various perspec-
tives; a simulation of one or more actions of the anomaly
in various perspectives; a simulation of one or more ac-
tions of the anomaly in a period of time; and a simulation
of one or more remedy actions against the anomaly.
[0136] On the other hand, responsive to the updated
anomaly map not satisfying the simulation criterion, the
anomaly map manager 193 determines one or more ad-
ditional cooperation endpoints in the roadway environ-
ment, and coordinates one or more sensors, one or more
computing resources or a combination thereof of each
additional cooperation endpoint to focus on the anomaly
so that one or more additional anomaly maps are gen-
erated by the one or more additional cooperation end-
points. In this case, additional information about the
anomaly can be captured by the one or more additional
anomaly maps. The anomaly map manager 193 receives
the one or more additional anomaly maps from the one
or more additional cooperation endpoints via the vehicle
cloud manager 197, and generates the updated anomaly
map further based on the one or more additional anomaly
maps. For example, the updated anomaly map is modi-
fied to further include the additional information about the
anomaly that is collected in the one or more additional
anomaly maps. Then, the anomaly map manager 193
continues to determine whether the updated anomaly
map satisfies the simulation criterion. In some embodi-
ments, the anomaly map manager 193 may repeat these
operations until the updated anomaly map satisfies the
simulation result so that a simulation can be run for the
anomaly to generate a simulation result.
[0137] In some embodiments, the anomaly map man-
ager 193 may modify the updated anomaly map based
on the simulation result. For example, the anomaly map
manager 193 may incorporate the simulation result into
the updated anomaly map so that the simulation result

can be viewed via the updated anomaly map.
[0138] In some embodiments, the anomaly map man-
ager 193 instructs the vehicle cloud manager 197 to
share the updated anomaly map information describing
the updated anomaly map in the vehicular micro cloud.
The anomaly map manager 193 may receive one or more
other updated anomaly maps from one or more other
cloud members of the vehicular micro cloud via the ve-
hicle cloud manager 197.
[0139] In some embodiments, the anomaly map man-
ager 193 may arrive at a consensus decision with the
one or more other cloud members about the updated
anomaly map (as well as the simulation result for the
anomaly) based on: (1) the updated anomaly map gen-
erated by the vehicle 110; and (2) the one or more other
updated anomaly maps generated by the one or more
other cloud members. For example, if the updated anom-
aly map and the one or more other updated anomaly
maps each have a similar description for an impact of
the anomaly on the roadway environment, then the
anomaly map manager 193 reaches a consensus deci-
sion with the one or more other cloud members about
the impact of the anomaly on the roadway environment
(that is, a consensus decision about the impact of the
anomaly on the roadway environment is arrived in the
vehicular micro cloud).
[0140] Next, the anomaly map manager 193 modifies
the updated anomaly map further based on the consen-
sus decision. For example, the anomaly map manager
193 may incorporate the consensus decision into the up-
dated anomaly map so that the consensus decision can
be viewed via the updated anomaly map. The anomaly
map manager 193 may upload the updated anomaly map
information describing the updated anomaly map to a
server (e.g., the edge server 140 or the cloud server 160)
by sending a V2X wireless message that includes the
updated anomaly map information to the server.
[0141] The vehicle cloud manager 197 can be software
including routines that, when executed by the processor
125, cause the processor 125 to create and manage a
vehicular micro cloud. In some embodiments, the vehicle
cloud manager 197 can be a set of instructions stored in
the memory 127 of the computer system 200 and can be
accessible and executable by the processor 125. The
vehicle cloud manager 197 may be adapted for cooper-
ation and communication with the processor 125 and oth-
er components of the computer system 200 via a signal
line 228.
[0142] In some embodiments, responsive to the occur-
rence of the anomaly, the vehicle cloud manager 197
receives an instruction to form a vehicular micro cloud
from the anomaly map manager 193. Depending on char-
acteristics of the anomaly, the vehicular micro cloud
formed by the vehicle cloud manager 197 can be a sta-
tionary or mobile vehicular micro cloud. For example, the
vehicular micro cloud is a stationary vehicular micro cloud
formed at a location of the anomaly when the anomaly
is static. In another example, the vehicular micro cloud
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is a mobile vehicular micro cloud formed at a current lo-
cation of the anomaly or upcoming consecutive locations
of the anomaly when the anomaly is movable. The vehicle
cloud manager 197 modifies an operation of the commu-
nication unit 145 of the vehicle 110 to instruct a formation
of the vehicular micro cloud.
[0143] For example, the vehicle cloud manager 197
modifies one or more operation elements of the commu-
nication unit 145 to transmit the instruction to a server
(e.g., the edge server 140 or the cloud server 160), where
the instruction causes the server to form the vehicular
micro cloud that includes the vehicle 110 and one or more
nearby vehicles approximate to the anomaly as cloud
members of the vehicular micro cloud.
[0144] In another example, responsive to receiving the
instruction from the anomaly map manager 193, the ve-
hicle cloud manager 197 modifies one or more operation
elements of the communication unit 145 to communicate
with one or more nearby vehicles approximate to the
anomaly so that the one or more nearby vehicles are
invited by the vehicle 110 to join the vehicular micro cloud.
[0145] In some embodiments, the one or more opera-
tion elements of the communication unit 145 include one
or more of the following: one or more active V2X channels
to be operated on the communication unit 145; one or
more active V2X radios to be operated on the communi-
cation unit 145; one or more active V2X antennas to be
operated on the communication unit 145; one or more
operating frequencies of the one or more active V2X
channels; one or more beamforming techniques per-
formed on the one or more active V2X antennas; and a
bandwidth allocation scheme of the communication unit
145.
[0146] For example, when forming the vehicular micro
cloud responsive to the occurrence of the anomaly, the
vehicle cloud manager 197 can modify one or more of
the following operation elements of the communication
unit 145: (1) increasing the number of active V2X chan-
nels so that more V2X channels can be used to commu-
nicate with nearby vehicles simultaneously; (2) changing
a beamforming technique applied on one or more V2X
antennas so that a signal transmitted to a nearby vehicle
with a farther distance may have a higher signal strength;
and (3) allocating more bandwidth to the communication
unit 145 so that information can be exchanged with other
nearby vehicles once they join the vehicular micro cloud.
In this way, communication efficiency in the vehicular mi-
cro cloud can be improved.
[0147] In some embodiments, the vehicle cloud man-
ager 197 modifies the operation of the communication
unit 145 to share anomaly map information describing
the anomaly map created by the vehicle 110 in the ve-
hicular micro cloud so that the one or more other anomaly
maps are received from the one or more cooperation
endpoints for the generation of the updated anomaly map
as described above. For example, the vehicle cloud man-
ager 197 modifies one or more operation elements of the
communication unit 145 to (1) transmit the anomaly map

to one or more other cloud members of the vehicular
micro cloud and to (2) receive the one or more other
anomaly maps from the one or more cooperation end-
points.
[0148] For example, the vehicle cloud manager 197
coordinates one or more sensors, one or more computing
resources or a combination thereof of each cooperation
endpoint to focus on the anomaly so that the one or more
other anomaly maps are generated by the one or more
cooperation endpoints and sent to the anomaly map
manager 193 via the vehicle cloud manager 197.
[0149] In some embodiments, responsive to the updat-
ed anomaly map not satisfying the simulation criterion
(which means that additional information about the
anomaly is needed in order to run a simulation for the
anomaly), the anomaly map manager 193 determines
one or more additional cooperation endpoints in the road-
way environment for the collection of the additional infor-
mation. The vehicle cloud manager 197 coordinates one
or more sensors, one or more computing resources or a
combination thereof of each additional cooperation end-
point to focus on the anomaly so that one or more addi-
tional anomaly maps are generated by the one or more
additional cooperation endpoints and sent to the anomaly
map manager 193 via the vehicle cloud manager 197.
For example, the vehicle cloud manager 197 modifies
the operation of the communication unit 145 to receive
the one or more additional anomaly maps from the one
or more additional cooperation endpoints and sends the
one or more additional anomaly maps to the anomaly
map manager 193.
[0150] In some embodiments, the vehicle cloud man-
ager 197 modifies the operation of the communication
unit 145 to share the updated anomaly map information
in the vehicular micro cloud. For example, the vehicle
cloud manager 197 modifies one or more operation ele-
ments of the communication unit 145 to (1) send the up-
dated anomaly map created by the vehicle 110 to one or
more other cloud members of the vehicular micro cloud
and (2) to receive one or more other updated anomaly
maps from the one or more other cloud members of the
vehicular micro cloud. The vehicle cloud manager 197
forwards the one or more other updated anomaly maps
to the anomaly map manager 193.

Example Processes

[0151] Referring now to Figure 3A, depicted is a flow-
chart of an example method 300 for generating improved
anomaly maps according to some embodiments. The
steps of the method 300 are executable in any order, and
not necessarily the order depicted in Figure 3A. Here,
assume that the method 300 is performed by a connected
vehicle (e.g., the vehicle 110).
[0152] At step 303, the detection module 204 detects
an occurrence of an anomaly in a roadway environment
based on sensor data describing the roadway environ-
ment.
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[0153] At step 305, the detection module 204 creates
an anomaly map that describes the anomaly. Alterna-
tively, the anomaly map can be created by the anomaly
map manager 193 based on the sensor data.
[0154] At step 307, the vehicle cloud manager 197
modifies an operation of the communication unit 145 of
the connected vehicle to receive one or more other anom-
aly maps describing the anomaly from one or more co-
operation endpoints in the roadway environment.
[0155] At step 309, the anomaly map manager 193
generates an updated anomaly map based on the anom-
aly map created by the connected vehicle and the one
or more other anomaly maps created by the one or more
cooperation endpoints so that an accuracy of the updated
anomaly map is improved.
[0156] Figure 3B depicts another method 350 for gen-
erating improved anomaly maps according to some em-
bodiments. The steps of the method 350 are executable
in any order, and not necessarily the order depicted in
Figure 3B. Here, assume that the method 350 is per-
formed by a connected vehicle (e.g., the vehicle 110).
[0157] At step 351, the detection module 204 receives
sensor data that describes a roadway environment.
[0158] At step 353, the detection module 204 detects
an occurrence of an anomaly in the roadway environment
based on the sensor data.
[0159] At step 355, the detection module 204 or the
anomaly map manager 193 creates an anomaly map that
describes the anomaly based on the sensor data.
[0160] At step 356, responsive to the occurrence of the
anomaly, the vehicle cloud manager 197 modifies an op-
eration of the communication unit 145 of the connected
vehicle to instruct a formation of a vehicular micro cloud.
[0161] At step 357, the vehicle cloud manager 197
modifies the operation of the communication unit 145 of
the connected vehicle to share anomaly map information
in the vehicular micro cloud so that one or more other
anomaly maps describing the anomaly are received from
one or more cooperation endpoints, where each of the
one or more cooperation endpoints is a cloud member
or a cloud guest of the vehicular micro cloud.
[0162] At step 359, the anomaly map manager 193
generates an updated anomaly map based on the anom-
aly map created by the connected vehicle and the one
or more other anomaly maps created by the one or more
cooperation endpoints so that an accuracy of the updated
anomaly map is improved.
[0163] Figures 4A-4D depict yet another method 400
for generating improved anomaly maps according to
some embodiments. The steps of the method 400 are
executable in any order, and not necessarily the order
depicted in Figures 4A-4D. Here, assume that the meth-
od 400 is performed by a connected vehicle (e.g., the
vehicle 110).
[0164] Referring to Figure 4A, at step 401, the detec-
tion module 204 receives sensor data that describes a
roadway environment.
[0165] At step 403, the detection module 204 detects

an occurrence of an anomaly in the roadway environment
based on the sensor data.
[0166] At step 405, the detection module 204 or the
anomaly map manager 193 creates an anomaly map that
describes the anomaly.
[0167] At step 407, responsive to the occurrence of the
anomaly, the vehicle cloud manager 197 modifies an op-
eration of the communication unit 145 of the connected
vehicle to instruct a formation of a vehicular micro cloud.
[0168] At step 409, the anomaly map manager 193 de-
termines one or more cooperation endpoints based on
one or more anomaly mapping policies, where each of
the one or more cooperation endpoints is a cloud member
or a cloud guest of the vehicular micro cloud.
[0169] At step 411, the vehicle cloud manager 197 co-
ordinates one or more sensors, one or more computing
resources or a combination thereof of each cooperation
endpoint to focus on the anomaly so that one or more
other anomaly maps are generated by the one or more
cooperation endpoints.
[0170] Referring to Figure 4B, at step 413, the vehicle
cloud manager 197 modifies the operation of the com-
munication unit 145 of the connected vehicle to share
anomaly map information in the vehicular micro cloud by:
(1) transmitting the anomaly map to one or more other
cloud members of the vehicular micro cloud; and (2) re-
ceiving one or more other anomaly maps describing the
anomaly from the one or more cooperation endpoints.
[0171] At step 415, the anomaly map manager 193
generates an updated anomaly map based on the anom-
aly map created by the connected vehicle and the one
or more other anomaly maps created by the one or more
cooperation endpoints.
[0172] At step 417, the anomaly map manager 193 de-
termines whether the updated anomaly map satisfies a
simulation criterion. Responsive to the updated anomaly
map satisfies the simulation criterion, the method 400
moves to step 419. Otherwise, the method 400 moves
to step 429 at Figure 4D.
[0173] At step 419, the anomaly map manager 193 per-
forms a simulation for the anomaly to generate a simu-
lation result based on the updated anomaly map.
[0174] At step 421, the anomaly map manager 193
modifies the updated anomaly map based on the simu-
lation result.
[0175] At step 423, the vehicle cloud manager 197
modifies the operation of the communication unit 145 to
share updated anomaly map information in the vehicular
micro cloud by: (1) sending the updated anomaly map to
one or more other cloud members of the vehicular micro
cloud; (2) receiving one or more other updated anomaly
maps from the one or more other cloud members of the
vehicular micro cloud.
[0176] Referring to Figure 4C, at step 425, the anomaly
map manager 193 arrives at a consensus decision with
the one or more other cloud members about the simula-
tion result for the anomaly based on the updated anomaly
map and the one or more other updated anomaly maps.
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[0177] At step 426, the anomaly map manager 193
modifies the updated anomaly map further based on the
consensus decision.
[0178] At step 427, the anomaly map manager 193 up-
loads the updated anomaly map to a server using a V2X
wireless message.
[0179] Referring to Figure 4D, at step 429, the anomaly
map manager 193 determines one or more additional
cooperation endpoints in the roadway environment.
[0180] At step 431, the vehicle cloud manager 197 co-
ordinates one or more sensors, one or more computing
resources or a combination thereof of each additional
cooperation endpoint to focus on the anomaly so that
one or more additional anomaly maps are generated by
the one or more additional cooperation endpoints.
[0181] At step 433, the anomaly map manager 193
generates the updated anomaly map further based on
the one or more additional anomaly maps. Then, the
method 400 moves back to step 417 of Figure 4B.
[0182] Figures 5A-5B depict still yet another method
500 for generating improved anomaly maps according
to some embodiments. The steps of the method 500 are
executable in any order, and not necessarily the order
depicted in Figures 5A-5B. Here, assume that the method
500 is performed by a connected vehicle (e.g., the vehicle
110).
[0183] Referring to Figure 5A, at step 501, the detec-
tion module 204 determines whether sensor readings of
the connected vehicle match an anomaly rule stored in
the local anomaly database 131. Responsive to the sen-
sor readings match the anomaly rule, the method 500
moves to step 503. Otherwise, the method 500 ends.
[0184] At step 503, responsive to the sensor readings
matching the anomaly rule, the detection module 204
detects an occurrence of an anomaly in the roadway en-
vironment. In some examples, this detected anomaly can
be defined by the anomaly rule.
[0185] At step 505, the detection module 204 or the
anomaly map manager 193 creates an anomaly map de-
scribing the anomaly.
[0186] At step 507, the anomaly map manager 193
generates an instruction to form a vehicular micro cloud
so that the vehicle micro cloud is formed by either the
vehicle cloud manager 197 or the anomaly client 143.
[0187] At step 509, the vehicle cloud manager 197 col-
lects one or more other anomaly maps from one or more
cooperation endpoints.
[0188] At step 511, the anomaly map manager 193
generates an updated anomaly map based on the anom-
aly map created by the connected vehicle and the one
or more other anomaly maps created by the one or more
cooperation elements.
[0189] At step 512, the anomaly map manager 193 de-
termines whether the updated anomaly map satisfies a
simulation criterion. Responsive to the updated anomaly
map satisfying the simulation criterion, the method 500
moves to step 519 at Figure 5B. Otherwise, the method
500 moves to step 513.

[0190] At step 513, the vehicle cloud manager 197 in-
vites one or more other endpoints as one or more addi-
tional cooperation endpoints (e.g., cloud guests) and co-
ordinates sensors and resources of the one or more ad-
ditional cooperation endpoints to focus on the anomaly
so that one or more additional anomaly maps are created
by the one or more additional cooperation endpoints.
[0191] At step 515, the vehicle cloud manager 197 col-
lects the one or more additional anomaly maps from the
one or more additional cooperation endpoints.
[0192] At step 517, the anomaly map manager 193
generates the updated anomaly map based on: (1) the
anomaly map created by the connected vehicle; (2) the
one or more other anomaly maps created by the one or
more cooperation elements; and (3) the one or more ad-
ditional anomaly maps created by the additional cooper-
ation elements. Then, the method 500 moves back to
step 512.
[0193] Referring to Figure 5B, at step 519, the anomaly
map manager 193 performs a simulation for the anomaly
retrospectively to generate a simulation result that in-
cludes a series of actions for the anomaly.
[0194] At step 521, the anomaly map manager 193
modifies the updated anomaly map based on the simu-
lation result.
[0195] At step 523, the anomaly map manager 193 ar-
rives at a consensus decision about the anomaly coop-
eratively with one or more cloud members of the vehicular
micro cloud.
[0196] At step 525, the anomaly map manager 193 de-
termines whether the consensus decision makes a con-
firmation on the anomaly. For example, the anomaly map
manager 193 determines whether the consensus deci-
sion agrees that the anomaly is an actual anomaly rather
than a false one. Responsive to the consensus decision
making a confirmation on the anomaly, the method 500
moves to step 527. Otherwise, the method 500 moves
to step 529.
[0197] At step 527, the anomaly map manager 193 up-
loads the updated anomaly map to a server (e.g., the
edge server 140 or the cloud server 160).
[0198] At step 529, the vehicle cloud manager 197 re-
leases cloud resources in the vehicular micro cloud re-
sponsive to the consensus decision making a denial on
the anomaly (e.g., the anomaly being a false anomaly
rather than being a real one).
[0199] In the above description, for purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding of the specification. It
will be apparent, however, to one skilled in the art that
the disclosure can be practiced without these specific
details. In some instances, structures and devices are
shown in block diagram form in order to avoid obscuring
the description. For example, the present embodiments
can be described above primarily with reference to user
interfaces and particular hardware. However, the present
embodiments can apply to any type of computer system
that can receive data and commands, and any peripheral
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devices providing services.
[0200] Reference in the specification to "some embod-
iments" or "some instances" means that a particular fea-
ture, structure, or characteristic described in connection
with the embodiments or instances can be included in at
least one embodiment of the description. The appear-
ances of the phrase "in some embodiments" in various
places in the specification are not necessarily all referring
to the same embodiments.
[0201] Some portions of the detailed descriptions that
follow are presented in terms of algorithms and symbolic
representations of operations on data bits within a com-
puter memory. These algorithmic descriptions and rep-
resentations are the means used by those skilled in the
data processing arts to most effectively convey the sub-
stance of their work to others skilled in the art. An algo-
rithm is here, and generally, conceived to be a self-con-
sistent sequence of steps leading to a desired result. The
steps are those requiring physical manipulations of phys-
ical quantities. Usually, though not necessarily, these
quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, com-
pared, and otherwise manipulated. It has proven conven-
ient at times, principally for reasons of common usage,
to refer to these signals as bits, values, elements, sym-
bols, characters, terms, numbers, or the like.
[0202] It should be borne in mind, however, that all of
these and similar terms are to be associated with the
appropriate physical quantities and are merely conven-
ient labels applied to these quantities. Unless specifically
stated otherwise as apparent from the following discus-
sion, it is appreciated that throughout the description, dis-
cussions utilizing terms including "processing" or "com-
puting" or "calculating" or "determining" or "displaying"
or the like, refer to the action and processes of a computer
system, or similar electronic computing device, that ma-
nipulates and transforms data represented as physical
(electronic) quantities within the computer system’s reg-
isters and memories into other data similarly represented
as physical quantities within the computer system mem-
ories or registers or other such information storage, trans-
mission, or display devices.
[0203] The present embodiments of the specification
can also relate to an apparatus for performing the oper-
ations herein. This apparatus may be specially construct-
ed for the required purposes, or it may include a general-
purpose computer selectively activated or reconfigured
by a computer program stored in the computer. Such a
computer program may be stored in a computer-readable
storage medium, including, but is not limited to, any type
of disk including floppy disks, optical disks, CD-ROMs,
and magnetic disks, read-only memories (ROMs), ran-
dom access memories (RAMs), EPROMs, EEPROMs,
magnetic or optical cards, flash memories including USB
keys with non-volatile memory, or any type of media suit-
able for storing electronic instructions, each coupled to
a computer system bus.
[0204] The specification can take the form of some en-

tirely hardware embodiments, some entirely software
embodiments or some embodiments containing both
hardware and software elements. In some preferred em-
bodiments, the specification is implemented in software,
which includes, but is not limited to, firmware, resident
software, microcode, etc.
[0205] Furthermore, the description can take the form
of a computer program product accessible from a com-
puter-usable or computer-readable medium providing
program code for use by or in connection with a computer
or any instruction execution system. For the purposes of
this description, a computer-usable or computer-reada-
ble medium can be any apparatus that can contain, store,
communicate, propagate, or transport the program for
use by or in connection with the instruction execution
system, apparatus, or device.
[0206] A data processing system suitable for storing
or executing program code will include at least one proc-
essor coupled directly or indirectly to memory elements
through a system bus. The memory elements can include
local memory employed during actual execution of the
program code, bulk storage, and cache memories which
provide temporary storage of at least some program code
in order to reduce the number of times code must be
retrieved from bulk storage during execution.
[0207] Input/output or I/O devices (including, but not
limited, to keyboards, displays, pointing devices, etc.)
can be coupled to the system either directly or through
intervening I/O controllers.
[0208] Network adapters may also be coupled to the
system to enable the data processing system to become
coupled to other data processing systems or remote
printers or storage devices through intervening private
or public networks. Modems, cable modem, and Ethernet
cards are just a few of the currently available types of
network adapters.
[0209] Finally, the algorithms and displays presented
herein are not inherently related to any particular com-
puter or other apparatus. Various general-purpose sys-
tems may be used with programs in accordance with the
teachings herein, or it may prove convenient to construct
more specialized apparatus to perform the required
method steps. The required structure for a variety of
these systems will appear from the description below. In
addition, the specification is not described with reference
to any particular programming language. It will be appre-
ciated that a variety of programming languages may be
used to implement the teachings of the specification as
described herein.
[0210] The foregoing description of the embodiments
of the specification has been presented for the purposes
of illustration and description. It is not intended to be ex-
haustive or to limit the specification to the precise form
disclosed. Many modifications and variations are possi-
ble in light of the above teaching. It is intended that the
scope of the disclosure be limited not by this detailed
description, but rather by the claims of this application.
As will be understood by those familiar with the art, the
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specification may be embodied in other specific forms
without departing from the spirit or essential character-
istics thereof. Likewise, the particular naming and divi-
sion of the modules, routines, features, attributes, meth-
odologies, and other aspects are not mandatory or sig-
nificant, and the mechanisms that implement the speci-
fication or its features may have different names, divi-
sions, or formats. Furthermore, as will be apparent to one
of ordinary skill in the relevant art, the modules, routines,
features, attributes, methodologies, and other aspects of
the disclosure can be implemented as software, hard-
ware, firmware, or any combination of the three. Also,
wherever a component, an example of which is a module,
of the specification is implemented as software, the com-
ponent can be implemented as a standalone program,
as part of a larger program, as a plurality of separate
programs, as a statically or dynamically linked library, as
a kernel-loadable module, as a device driver, or in every
and any other way known now or in the future to those
of ordinary skill in the art of computer programming. Ad-
ditionally, the disclosure is in no way limited to embodi-
ment in any specific programming language, or for any
specific operating system or environment. Accordingly,
the disclosure is intended to be illustrative, but not limit-
ing, of the scope of the specification, which is set forth in
the following claims.
[0211] The disclosure includes embodiments for gen-
erating improved anomaly maps. In some embodiments,
a method for a connected vehicle includes detecting an
occurrence of an anomaly in a roadway environment
based on sensor data describing the roadway environ-
ment. The method includes creating, by the connected
vehicle, an anomaly map that describes the anomaly.
The method includes modifying an operation of a com-
munication unit of the connected vehicle to receive one
or more other anomaly maps describing the anomaly
from one or more cooperation endpoints in the roadway
environment. The method includes generating an updat-
ed anomaly map based on the anomaly map created by
the connected vehicle and the one or more other anomaly
maps created by the one or more cooperation endpoints
so that an accuracy of the updated anomaly map is im-
proved.

Claims

1. A method for a connected vehicle, comprising:

detecting an occurrence of an anomaly in a road-
way environment based on sensor data describ-
ing the roadway environment;
creating, by the connected vehicle, an anomaly
map that describes the anomaly;
modifying an operation of a communication unit
of the connected vehicle to receive one or more
other anomaly maps describing the anomaly
from one or more cooperation endpoints in the

roadway environment; and
generating an updated anomaly map based on
the anomaly map created by the connected ve-
hicle and the one or more other anomaly maps
created by the one or more cooperation end-
points so that an accuracy of the updated anom-
aly map is improved.

2. The method of claim 1, further comprising:

responsive to the occurrence of the anomaly,
modifying the operation of the communication
unit of the connected vehicle to instruct a forma-
tion of a vehicular micro cloud; and
modifying the operation of the communication
unit to share anomaly map information in the
vehicular micro cloud so that the one or more
other anomaly maps are received from the one
or more cooperation endpoints, wherein each of
the one or more cooperation endpoints is a cloud
member or a cloud guest of the vehicular micro
cloud that cooperates with the connected vehi-
cle to generate the updated anomaly map.

3. The method of claim 2, wherein responsive to the
occurrence of the anomaly, modifying the operation
of the communication unit of the connected vehicle
to instruct the formation of the vehicular micro cloud
comprises:

generating an instruction to form the vehicular
micro cloud responsive to the occurrence of the
anomaly; and
modifying one or more operation elements of
the communication unit to transmit the instruc-
tion to a server, wherein the instruction causes
the server to form the vehicular micro cloud that
includes the connected vehicle and one or more
nearby vehicles approximate to the anomaly as
cloud members of the vehicular micro cloud.

4. The method of claim 2, wherein responsive to the
occurrence of the anomaly, modifying the operation
of the communication unit of the connected vehicle
to instruct the formation of the vehicular micro cloud
comprises:

generating an instruction to form the vehicular
micro cloud responsive to the occurrence of the
anomaly; and
responsive to receiving the instruction at the
communication unit, modifying one or more op-
eration elements of the communication unit to
communicate with one or more nearby vehicles
approximate to the anomaly so that the one or
more nearby vehicles are invited by the connect-
ed vehicle to join the vehicular micro cloud.
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5. The method of claim 2, wherein modifying the oper-
ation of the communication unit to share the anomaly
map information in the vehicular micro cloud com-
prises:

modifying one or more operation elements of
the communication unit to transmit the anomaly
map to one or more other cloud members of the
vehicular micro cloud; and
modifying the one or more operation elements
of the communication unit to receive the one or
more other anomaly maps from the one or more
cooperation endpoints.

6. The method of claim 2, further comprising:

determining whether the updated anomaly map
satisfies a simulation criterion;
responsive to the updated anomaly map satis-
fying the simulation criterion, performing a sim-
ulation for the anomaly to generate a simulation
result based on the updated anomaly map; and
modifying the updated anomaly map based on
the simulation result.

7. The method of claim 6, wherein a satisfaction of the
simulation criterion by the updated anomaly map in-
cludes one or more of: a total number of anomaly
maps used to generate the updated anomaly map
satisfies a map threshold; a total number of views of
the anomaly in the updated anomaly map satisfies
a view threshold; a total number of actions of the
anomaly in the updated anomaly map satisfies an
action threshold; a time window of the actions of the
anomaly in the updated anomaly map satisfies a
time-window threshold; and a total number of rem-
edy actions reacted against the anomaly satisfies a
reaction threshold, and
wherein the simulation result includes one or more
of: a predicted future behavior of the anomaly; an
impact of the anomaly on the roadway environment;
a simulation of different views of surroundings
around the anomaly; a simulation of one or more
views of the anomaly in various perspectives; a sim-
ulation of one or more actions of the anomaly in var-
ious perspectives or in a period of time; and a sim-
ulation of one or more remedy actions against the
anomaly.

8. The method of claim 6, further comprising:

modifying the operation of the communication
unit to share updated anomaly map information
in the vehicular micro cloud, including:

modifying one or more operation elements
of the communication unit to send the up-
dated anomaly map to one or more other

cloud members of the vehicular micro cloud;
and
modifying the one or more operation ele-
ments of the communication unit to receive
one or more other updated anomaly maps
from the one or more other cloud members
of the vehicular micro cloud;

arriving at a consensus decision with the one or
more other cloud members about the simulation
result for the anomaly based on the updated
anomaly map and the one or more other updated
anomaly maps;
modifying the updated anomaly map further
based on the consensus decision; and
uploading the updated anomaly map to a server
using a Vehicle-to-Everything (V2X) wireless
message.

9. The method of claim 6, further comprising:
responsive to the updated anomaly map not satisfy-
ing the simulation criterion:

determining one or more additional cooperation
endpoints in the roadway environment, and co-
ordinating one or more sensors, one or more
computing resources or a combination thereof
of each additional cooperation endpoint to focus
on the anomaly so that one or more additional
anomaly maps are generated by the one or more
additional cooperation endpoints;
modifying the operation of the communication
unit to receive the one or more additional anom-
aly maps from the one or more additional coop-
eration endpoints; and
generating the updated anomaly map further
based on the one or more additional anomaly
maps.

10. The method of any of claims 2 through 9, wherein
the vehicular micro cloud is a stationary vehicular
micro cloud formed at a location of the anomaly, or
a mobile vehicular micro cloud formed at a current
location of the anomaly or upcoming consecutive lo-
cations of the anomaly.

11. The method of any of claims 1 through 10, further
comprising:

determining the one or more cooperation end-
points based on one or more anomaly mapping
policies; and
coordinating one or more sensors, one or more
computing resources or a combination thereof
of each cooperation endpoint to focus on the
anomaly so that the one or more other anomaly
maps are generated by the one or more coop-
eration endpoints.

43 44 



EP 3 694 237 A1

24

5

10

15

20

25

30

35

40

45

50

55

12. The method of any of claims 1 through 11, wherein
the one or more cooperation endpoints are one or
more of: an endpoint that is located in a region of
interest associated with the anomaly; an endpoint
that has been in the region of interest for a period of
time that exceeds a time threshold; an endpoint that
is expected to remain in the region of interest for a
period of time that exceeds the time threshold; and
an endpoint with a known trajectory, a known time-
table or a combination thereof.

13. The method of any of claims 1 through 12, wherein
the anomaly includes one or more of: a human anom-
aly in the roadway environment; a data anomaly; a
road surface anomaly; and a traffic anomaly.

14. A system of a connected vehicle, comprising:

a processor; and
a non-transitory memory storing computer code
which, when executed by the processor, causes
the processor to:

detect an occurrence of an anomaly in a
roadway environment based on sensor data
describing the roadway environment;
create, by the connected vehicle, an anom-
aly map that describes the anomaly;
modify an operation of a communication
unit of the connected vehicle to receive one
or more other anomaly maps describing the
anomaly from one or more cooperation end-
points in the roadway environment; and
generate an updated anomaly map based
on the anomaly map created by the con-
nected vehicle and the one or more other
anomaly maps created by the one or more
cooperation endpoints so that an accuracy
of the updated anomaly map is improved.

15. A computer program product comprising a non-tran-
sitory memory storing computer-executable code
that, when executed by a processor, causes the
processor to:

detect an occurrence of an anomaly in a road-
way environment based on sensor data describ-
ing the roadway environment;
create, by a connected vehicle, an anomaly map
that describes the anomaly;
modify an operation of a communication unit of
the connected vehicle to receive one or more
other anomaly maps describing the anomaly
from one or more cooperation endpoints in the
roadway environment; and
generate an updated anomaly map based on
the anomaly map created by the connected ve-
hicle and the one or more other anomaly maps

created by the one or more cooperation end-
points so that an accuracy of the updated anom-
aly map is improved.
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