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Description

TECHNICAL FIELD

[0001] Embodiments of the invention relate generally
to searching content. More particularly, embodiments of
the invention relate to a method and system for providing
secure communications between a host system and a
data processing (DP) accelerator.

BACKGROUND

[0002] Sensitive transactions are increasingly being
performed by data processing (DP) accelerators such as
artificial intelligence (Al) accelerators or co-processors.
This has increased the need for securing communication
channels for DP accelerators and securing an environ-
ment of a host system to protect the host system from
unauthorized accesses.

[0003] For example, Al training data, models, and in-
ference outputs may not be protected and thus would be
leaked to untrusted parties. Thus, there is a need for a
system to protect data processed by data processing ac-
celerators.

[0004] US2016/330112 A1 discloses transferring data
residing on a host via an accelerator to a network in a
secured manner (basis for the two-part form of the
claims).

[0005] Shim Junhyun etal: "Knapp: A Packet Process-
ing Framework for Manycore Accelerators",2017 IEEE
3RD International Workshop on High-Performance Inter-
connection Networks in the Exascale and Big-Data era
(HIPINEB), IEEE, 5 February 2017, pages 57-64 de-
scribes the use of the use of SCIP’s pull-based DMA
transfer primitives for host-to-device transfers and push-
based transfer primitives for device-to-host transfers.

SUMMARY

[0006] A first aspect of the invention refers to a com-
puter-implemented method for secure communications
between a host system and a data processing acceler-
ator according to claim 1. The subject-matter of claim 1
defines the invention in terms of method steps performed
by the host system.

[0007] Asecond aspectoftheinvention refers toanon-
transitory machine-readable medium having instructions
stored therein according to claim 7. The instructions,
which when executed by a processor, cause the proces-
sor to perform the method of the first aspect.

[0008] A third aspect of the invention refers to a com-
puter-implemented method for secure communications
between a host system and a data processing acceler-
ator according to claim 8. The subject-matter of claim 8
defines the invention in terms of the method steps per-
formed by the data processing accelerator.

[0009] Preferred embodiments of the invention are de-
fined in the dependent claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Embodiments of the invention are illustrated by
way of example and not limitation in the figures of the
accompanying drawings in which like references indicate
similar elements.

Figure 1 is a block diagram illustrating an example
of system configuration for securing communication
between a host and data process (DP) accelerators
according to some embodiments.

Figure 2 is a block diagram illustrating an example
of a multi-layer protection solution for securing com-
munications between a host and data process (DP)
accelerators according to some embodiments.
Figure 3 is a flow diagram illustrating an example of
a method according to one embodiment.

Figure 4 is a block diagram illustrating an example
of a host having an I/0O manager according to one
embodiment.

Figure 5 is a block diagram illustrating an example
of an /0 manager in communication with DP accel-
erators according to some embodiments.

Figure 6 is a block diagram illustrating regions of
memory allocated to a number of DP accelerators
according to one embodiment.

Figure 7 is a block diagram illustrating an example
communication between ahostand a DP accelerator
according to one embodiment.

Figures 8A and 8B are flow diagrams illustrating ex-
ample methods according to some embodiments.
Figure 9 is a block diagram illustrating an example
of a host having a host channel manager (HCM) ac-
cording to one embodiment.

Figure 10 is a block diagram illustrating an example
of a host channel manager (HCM) communicatively
coupled to one or more accelerator channel manag-
ers (ACMs) according to some embodiments.
Figure 11 is a block diagram illustrating user appli-
cation to channel mappings using channel/session
keys according to one embodiment.

Figures 12A-12B are block diagrams illustrating an
example of a secure information exchange between
a host and a DP accelerator according to one em-
bodiment.

Figures 13A and 13B are flow diagrams illustrating
example methods according to some embodiments.
Figure 14 is a block diagram illustrating an example
system for establishing a secure information ex-
change channel between a host channel manager
(HCM) and an accelerator channel manager (ACM)
according to one embodiment.

Figure 15 is a block diagram illustrating an example
information exchange to derive a session key be-
tween a host and a DP accelerator according to one
embodiment.

Figures 16A and 16B are flow diagrams illustrating
example methods according to some embodiments.
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Figure 17 is a block diagram illustrating an example
of a host having a secure memory manager (MM) to
secure memory buffers of DP accelerators according
to one embodiment.

Figure 18 is a block diagram illustrating an example
of a memory manager (MM) according to some em-
bodiments.

Figure 19 is a flow diagram illustrating an example
of a method according to one embodiment.

Figure 20 is a block diagram illustrating an example
of a host server communicatively coupled to a DP
accelerator according to one embodiment.

Figure 21 is a block diagram illustrating an example
of a time unit according to one embodiment.

Figure 22 is a block diagram illustrating an example
of a security unit according to one embodiment.
Figure 23 is a block diagram illustrating an example
of a host server communicatively coupled to a DP
accelerator to validate kernel objects according to
one embodiment.

Figure 24 is a flow chart illustrating an example ker-
nel objects verification protocol according to one em-
bodiment.

Figure 25 is a flow diagram illustrating an example
of a method according to one embodiment.

Figure 26 is a block diagram illustrating an example
of a host server communicatively coupled to a DP
accelerator for kernels attestation according to one
embodiment.

Figure 27 is a flow chart illustrating an example at-
testation protocol according to one embodiment.
Figures 28A and 28B are flow diagrams illustrating
example methods according to some embodiments.
Figure 29 is a block diagram illustrating an example
of a host server communicatively coupled to trusted
server and a DP accelerator according to one em-
bodiment.

Figure 30 is a flow chart illustrating an example DP
accelerator validation protocol according to one em-
bodiment.

Figure 31 is a flow diagram illustrating an example
of a method according to one embodiment.

Figure 32 is a block diagram illustrating a data
processing system according to one embodiment.

DETAILED DESCRIPTION

[0011] Various embodiments and aspects ofthe inven-
tion will be described with reference to details discussed
below, and the accompanying drawings will illustrate the
various embodiments. The following description and
drawings are illustrative of the invention and are not to
be construed as limiting the invention. Numerous specific
details are described to provide a thorough understand-
ing of various embodiments of the present invention.
However, in certain instances, well-known or convention-
al details are not described in order to provide a concise
discussion of embodiments of the present inventions.
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[0012] Reference in the specification to "one embodi-
ment" or "an embodiment" means that a particular fea-
ture, structure, or characteristic described in conjunction
with the embodiment can be included in at least one em-
bodiment of the invention. The appearances of the
phrase "in one embodiment" in various places in the
specification do not necessarily all refer to the same em-
bodiment.

[0013] Figure 1 is a block diagram illustrating an ex-
ample of system configuration for securing communica-
tion between a host and data process (DP) accelerators
according to some embodiments. Referring to Figure 1,
system configuration 100 includes, but is not limited to,
one or more client devices 101-102 communicatively
coupled to DP server 104 over network 103. Client de-
vices 101-102 may be any type of client devices such as
a personal computer (e.g., desktops, laptops, and tab-
lets), a "thin" client, a personal digital assistant (PDA), a
Web enabled appliance, a Smartwatch, or a mobile
phone (e.g., Smartphone), etc. Alternatively, client de-
vices 101-102 may be other servers. Network 103 may
be any type of networks such as a local area network
(LAN), a wide area network (WAN) such as the Internet,
or a combination thereof, wired or wireless.

[0014] Server (e.g., host) 104 may be any kind of serv-
ers or a cluster of servers, such as Web or cloud servers,
application servers, backend servers, or a combination
thereof. Server 104 further includes an interface (not
shown) to allow a client such as client devices 101-102
to access resources or services (such as resources and
services provided by DP accelerators via server 104) pro-
vided by server 104. For example, server 104 may be a
cloud server or a server of a data center that provides a
variety of cloud services to clients, such as, for example,
cloud storage, cloud computing services, machine-learn-
ing training services, data mining services, etc. Server
104 may be configured as a part of software-as-a-service
(SaaS) or platform-as-a-service (PaaS) system over the
cloud, which may be a private cloud, public cloud, or a
hybrid cloud. The interface may include a Web interface,
an application programming interface (API), and/or a
command line interface (CLI).

[0015] For example, a client, in this example, a user
application of client device 101 (e.g., Web browser, ap-
plication), may send or transmit an instruction (e.g., arti-
ficial intelligence (Al) training, inference instruction, etc.)
for execution to server 104 and the instruction is received
by server 104 via the interface over network 103. In re-
sponse to the instruction, server 104 communicates with
DP accelerators 105-107 to fulfill the execution of the
instruction. In some embodiments, the instruction is a
machine learning type of instruction where DP acceler-
ators, as dedicated machines or processors, can execute
the instruction many times faster than execution by serv-
er 104. Server 104 thus can control/manage an execution
job for the one or more DP accelerators in a distributed
fashion. Server 104 then returns an execution result to
client devices 101-102. A DP accelerator or Al acceler-
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ator may include one or more dedicated processors such
as aBaidu artificial intelligence (Al) chipset available from
Baidu, Inc. or alternatively, the DP accelerator may be
an Al chipset from NVIDIA, an Intel, or some other Al
chipset providers.

[0016] According to one embodiment, each of the ap-
plications accessing any of DP accelerators 105-107 and
hosted by DP server 104, also referred to as a host, may
be verified that the application is provided by a trusted
source or vendor. Each of the applications may be
launched and executed within a trusted execution envi-
ronment (TEE) specifically configured and executed by
a central processing unit (CPU) of host 104. When an
application is configured to access any one of the DP
accelerators 105-107, a secure connection will be estab-
lished between host 104 and the corresponding one of
the DP accelerator 105-107, such that the data ex-
changed between host 104 and each of DP accelerators
105-107 is protected against the attacks from malwares.
[0017] Figure 2 is a block diagram illustrating an ex-
ample of a multi-layer protection solution for securing
communications between a host system and data proc-
ess (DP) accelerators according to some embodiments.
In one embodiment, system 200 provides a protection
scheme for secure communications between host and
DP accelerators with or without hardware modifications
to the DP accelerators. Referring to Figure 2, host ma-
chine or server 104 can be depicted as a system with
one or more layers to be protected from intrusion such
as user application 203, runtime libraries 205, driver 209,
operating system 211, and hardware 213 (e.g., security
module (trusted platform module (TPM))/central
processing unit (CPU)). Host machine 104 is typically a
CPU system which can control and manage execution
jobs on the host system or DP accelerators 105-107. In
order to secure a communication channel between the
DP accelerators and the host machine, different compo-
nents may be required to protect different layers of the
host system that are prone to data intrusions or attacks.
For example, a trusted execution environment (TEE) can
protect the user application layer and the runtime library
layer from data intrusions.

[0018] Referring to Figure 2, system 200 includes host
system 104 and DP accelerators 105-107 according to
some embodiments. DP accelerators include Baidu Al
chipsets or any other Al chipsets such as NVIDIA graph-
ical processing units (GPUs) that can perform Al inten-
sive computing tasks. In one embodiment, host system
104 is to include a hardware that has one or more CPU(s)
213 equipped with a security module (such as a trusted
platform module (TPM)) within host machine 104. A TPM
is a specialized chip on an endpoint device that stores
cryptographic keys (e.g., RSA cryptographic keys) spe-
cific to the host system for hardware authentication. Each
TPM chip can contain one or more RSA key pairs (e.g.,
public and private key pairs) called endorsement keys
(EK) or endorsement credentials (EC), i.e., root keys.
The key pairs are maintained inside the TPM chip and
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cannot be accessed by software. Critical sections of
firmware and software can then be hashed by the EK or
EC before they are executed to protect the system
against unauthorized firmware and software modifica-
tions. The TPM chip on the host machine can thus be
used as a root of trust for secure boot.

[0019] The TPM chip also secures driver 209 and op-
erating system (OS) 211 in a working kernel space to
communicate with the DP accelerators. Here, driver 209
is provided by a DP accelerator vendor and can serve
as a driver for the user application to control a commu-
nication channel between host and DP accelerators. Be-
cause TPM chip and secure boot protects the OS and
drivers in their kernel space, TPM also effectively pro-
tects the driver 209 and operating system 211.

[0020] Since the communication channels for DP ac-
celerators 105-107 may be exclusively occupied by the
OS and driver, thus, the communication channels are
also secured through the TPM chip.

[0021] Inone embodiment, host machine 104 includes
trusted execution environment (TEE) 201 which is en-
forced to be secure by TPM/CPU 213. ATEE is a secure
environment. TEE can guarantee code and data which
are loaded inside the TEE to be protected with respect
to confidentiality and integrity. Examples of a TEE may
be Intel software guard extensions (SGX), or AMD secure
encrypted virtualization (SEV). Intel SGX and/or AMD
SEV can include a set of central processing unit (CPU)
instruction codes that allows user-level code to allocate
private regions of memory of a CPU that are protected
from processes running at higher privilege levels. Here,
TEE 201 can protect user applications 203 and runtime
libraries 205, where user application 203 and runtime
libraries 205 may be provided by end users and DP ac-
celerator vendors, respectively. Here, runtime libraries
205 can convert API calls to commands for execution,
configuration, and/or control of the DP accelerators. In
one embodiment, runtime libraries 205 provides a pre-
determined set of (e.g., predefined) kernels for execution
by the user applications.

[0022] In another embodiment, host machine 104 in-
cludes memory one or more safe applications 207 which
are implemented using memory safe languages such as
Rust, and GolLang, etc. These memory safe applications
running on memory safe Linux releases, such as Me-
saLock Linux, can further protect system 200 from data
confidentiality and integrity attacks. However, the oper-
ating systems may be any Linux distributions, UNIX, Win-
dows OS, or Mac OS.

[0023] In one embodiment, the system can be set up
as follows: A memory-safe Linux distribution is installed
onto a system (such as host system 104 of Figure 2)
equipped with TPM secure boot. The installation can be
performed offline during a manufacturing or preparation
stage. The installation can also ensure that applications
of auser space of the host system are programmed using
memory-safe programming languages. Ensuring other
applications running on host system 104 to be memory-



7 EP 3 695 587 B1 8

safe applications can further mitigate potential confiden-
tiality and integrity attacks on host system 104.

[0024] After installation, the system can then boot up
through a TPM-based secure boot. The TPM secure boot
ensures only a signed/certified operating system and an
accelerator driver are launched in a kernel space that
provides the accelerator services. In one embodiment,
the operating system can be loaded through a hypervisor.
Note, a hypervisor or a virtual machine manager is acom-
puter software, firmware, or hardware that creates and
runs virtual machines. Note, a kernel space is a declar-
ative region or scope where kernels (i.e., a predeter-
mined set of (e.g., predefined) functions for execution)
are identified to provide functionalities and services to
user applications. In the event that integrity of the system
is compromised, TPM secure boot may fail to boot up
and instead shuts down the system.

[0025] Afterthe secure boot, runtime libraries 205 runs
and creates TEE 201, which places runtime libraries 205
in a trusted memory space associated with CPU 213.
Next, user application 203 is launched in TEE 201. In
one embodiment, user application 203 and runtime li-
braries 205 are statically linked and launched together.
In another embodiment, runtime 205 is launched in TEE
first and then user application 205 is dynamically loaded
in TEE 201. In another embodiment, user application 205
is launched in TEE first, and then runtime 205 is dynam-
ically loaded in TEE 201. Note, statically linked libraries
are libraries linked to an application at compile time. Dy-
namic loading can be performed by a dynamic linker.
Dynamic linker loads and links shared libraries for run-
ning user applications at runtime. Here, user applications
203 and runtime libraries 205 within TEE 201 are visible
to each other at runtime, e.g., all process data are visible
to each other. However, external access to the TEE is
denied.

[0026] In another embodiment, the user application
can only call a kernel from a set of kernels as predeter-
mined by runtime libraries 205. In another embodiment,
user application 203 and runtime libraries 205 are hard-
ened with side channel free algorithm to defend against
side channel attacks such as cache-based side channel
attacks. A side channel attack is any attack based on
information gained from the implementation of a compu-
ter system, rather than weaknesses in the implemented
algorithm itself (e.g. cryptanalysis and software bugs).
Examples of side channel attacks include cache attacks
which are attacks based on an attacker’s ability to monitor
a cache of a shared physical system in a virtualized en-
vironmentor a cloud environment. Hardening can include
masking of the cache, outputs generated by the algo-
rithms to be placed on the cache. Next, when the user
application finishes execution, the user application ter-
minates its execution and exits from the TEE.

[0027] In summary, system 200 provides multiple lay-
ers of protection for DP accelerators (such as communi-
cations of data such as machine learning models, training
data, and inference outputs) from loss of data confidential
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and integrity. System 200 can include a TPM-based se-
cure boot protection layer, a TEE protection layer, and a
kernel validation/verification layer. Furthermore, system
200 can provide a memory safe user space by ensuring
other applications on the host machine are implemented
with memory-safe programming languages, which can
further eliminate attacks by eliminating potential memory
corruptions/vulnerabilities. Moreover, system 200 can in-
clude applications that use side-channel free algorithms
so to defend against side channel attacks, such as cache
based side channel attacks.

[0028] Figure 3 is a flow diagram illustrating an exam-
ple of a method according to one embodiment. Process
300 may be performed by processing logic which may
include software, hardware, or a combination thereof. For
example, process 300 may be performed by a host sys-
tem, such as host system 104 of Figure 1. Referring to
Figure 3, atblock 301, processing logic performs a secure
boot using a security module such as a trusted platform
module (TPM) of a host system. At block 302, processing
logic verifies that an operating system (OS) and an ac-
celerator driver associated with a data processing (DP)
accelerator are provided by a trusted source. At block
303, processing logic launches the accelerator driver
within the OS. At block 304, processing logic generates
a trusted execution environment (TEE) associated with
a CPU of the host system. At block 305, processing logic
launches an application and a runtime library within the
TEE, where the application communicates with the DP
accelerator via the runtime library and the accelerator
driver.

[0029] In one embodiment, the application and the
runtime library are statically linked and launched togeth-
er. In another embodiment, the runtime library is
launched in the TEE, and after the runtime library is
launched, the application is dynamically loaded for
launching. In one embodiment, processing logic further
launches other applications on the host machine which
are memory safe applications. In another embodiment,
the memory safe applications are implemented by one
or more memory safe programming languages. In one
embodiment, the runtime library provides a predeter-
mined set of kernels to be launched by the application to
run a task by the DP accelerator. In one embodiment,
processing logic further hardens the application and the
runtime library running in the TEE with side channel free
algorithms to defend against cache-based side channel
attacks.

[0030] Figure 4 is a block diagram illustrating an ex-
ample of a host having an I/O manager according to one
embodiment. System 400 may represent system 200 of
Figure 2 to provide a protection scheme for secure com-
munications between the host and DP accelerators. Re-
ferring to Figure 4, in one embodiment, TEE 201 of host
system 104 includes 1/0O manager 401. In one embodi-
ment, DP accelerators 405-407 include /O interface
415-417, respectively, which blocks, forbids, or denies a
host from accessing a memory of the DP accelerators
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directly, while 1/0 manager 401 allows the DP accelera-
tors to only access certain memory blocks of host system
104.

[0031] A conventional DP accelerator has an I/O inter-
face which gives a host machine access permission to
an entire global memory of the DP accelerator. Indeed,
malicious application might abuse this permission to steal
or change a memory buffer in the global memory of the
DP accelerators. To address this technical problem, em-
bodiments of the disclosure implements a communica-
tion protocol to forbid accesses to a memory system of
the DP accelerator. E.g., a host machine can only com-
municate with a DP accelerator through a command
channel to issue commands, while DP accelerators can
communicate through a data channel to read or write
data, to and from, the host machine through an 1/O man-
ager of the host machine. The I/O manager can thus fur-
ther characterize the data access by the DP accelerator
and may allow the DP accelerator to only access alimited
memory range of the host system.

[0032] Forillustration purposes, an example operation
performed by the DP may be an addition operation, such
as: 1+2=3. In this case, a host system having access to
a memory address of a DP accelerator may issue a
number of data preparation instructions remotely to load
data into memory buffers of the DP accelerators before
the addition operation is carried out.

[0033] However,ahostsystemwithnomemoryaccess
to DP accelerator would not be able to reference a mem-
ory address of the accelerator and has to issue a different
set of processor instructions for the data preparation op-
erations. Itis then up to the DP accelerator to issue follow
up instructions to read data from the host machine to
obtain the data (e.g., operands for the addition instruc-
tion). Here, the memory address of the DP accelerator
is not visible to the host system.

[0034] Figure 5 is a block diagram further illustrating
an example of an I/O manager in communication with a
DP accelerator according to some embodiments. System
500 may be a detailed view of system 400 of Figure 4.
Referring to Figure 5, in one embodiment, /O manager
401 includes command generator 501, mapped memory
503, and access control list (ACL) module 505. I/O man-
ager 401 can be communicatively coupled to driver 209,
and driver 209 can include ACL map 507 (e.g., IO MMU).
Command generator 501 can generate a command to
be issued to a DP accelerator. Mapped memory 503 can
include a number of memory regions of host server 104
which are mapped to each DP accelerator. Mapped
memory 503 can be a memory (e.g., as part of hardware
213 of Figure 4) of host server 104. ACL module 505 can
control (e.g., permit or deny) access to a corresponding
mapped memory region of host server 104 according to
a logic table for a corresponding DP accelerator. ACL
map 507 can contain a mapping table that maps different
memory regions of memory 503 to DP accelerators as
illustrated by Figure 6. Here, Figure 6 shows that DP
accelerator 1 is mapped to more than one region (e.g.,
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regions 1 ... 11)and DP accelerator 2 is mapped to region
12 according to one embodiment. E.g., each DP accel-
erator can be mapped to many memory regions.

[0035] For example, in one embodiment, a DP accel-
erator is not allowed to directly access memory locations
(e.g., mapped memory 503) of a host server. However,
the DP accelerator can access a memory region of the
host server (through ACL module 505) provided that ACL
map 507 contains an entry of the DP accelerator mapped
to the memory region(s) to be accessed. In one embod-
iment, when a DP accelerator is added to host system
104, e.g., host system 104 discovers that a new DP ac-
celeratoris connected, ACL module 505 assigns aniden-
tifier to the DP accelerator, inserts an entry onto ACL
map 507 corresponding to the DP accelerator, and/or
reserves or allocates a block of available memory from
memory 503, e.g., a memory of host server 104 (as part
of hardware 213 of Figure 4) for the DP accelerator. In
one embodiment, ACL module 505 can send a notifica-
tion to the DP accelerator to inform the DP accelerator
of the available memory block. In one embodiment, the
DP accelerator identifier can be a generated GUID/UUID
(universally unique identifier), a MAC address, an IP ad-
dress associated with the DP accelerator, or a combina-
tion thereof. In some embodiments, the host system is
coupled to a number of DP accelerators. In one embod-
iment, when a DP accelerator is removed from host sys-
tem 104, e.g., host system 104 discovers that an existing
DP acceleratoris nolonger connected to host server 104,
ACL module can remove an entry from ACL map 507
corresponding to the DP accelerator and/or deallocate a
block of memory from memory 503 corresponding to the
DP accelerator.

[0036] Referring to Figure 5, in one embodiment, I/O
interface 415 of DP accelerator 405 includes modules
such as: control registers 511 and command decoder
513. Control register 511 can control a behavior of exe-
cution units 517 and/or global memory 515. Command
decoder 513 can decode a command received by DP
accelerator 405. In one embodiment, DP accelerator 405
can issue subsequent commands, e.g., read/write com-
mands to fetch data, from and to, IO manager 401, to
complete a requested command.

[0037] Figure 7 is a block diagram illustrating an ex-
ample communication between a host and a DP accel-
erator according to one embodiment. Operations 700
may be performed by a host server 104 and/or a DP
accelerator 405. Referring to Figure 7, in operation 701,
host server 104 sends a data preparation command re-
quest (e.g., a data preparation instruction to perform a
data preparation operation) to DP accelerator 405 to be
processed by the DP accelerator via a command chan-
nel. In operation 702, DP accelerator 405 decodes the
requested command to determine the type of command
to be a data preparation operation command.

[0038] Ifitis determined thatdata from host server 104
is required to fulfill the requested command, in operation
703, DP accelerator 405 requests read access from host
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memory (e.g., a read operation) for the data, where the
data may reside in a first memory location of the host
system (e.g., mapped memory 503 of Figure 5). In oper-
ation 704, in response to receiving the read access re-
quest, host server 104 identifies the requesting DP ac-
celerator and the memory region on the host server 104
that is being requested (e.g., the first memory location),
and queries an ACL map to determine whether the DP
accelerator has access permission to the requested
memory region.

[0039] For example, host server 104 can query the
ACL map for the DP accelerator by an identifier associ-
ated with the DP accelerator. If there is a query result
entry, host server 104 would determine if the requested
memory location lies within a memory region from the
result entry. If yes, DP accelerator 405 has read/write
access permission. If it is determined that the DP accel-
erator has read access permission to the memory region,
in operation 705, host server 104 returns the requested
data, via a data channel. If it is determined that the DP
accelerator has no read access permission, host server
104 may then send a notification of a read failure to DP
accelerator 405.

[0040] In operation 706, host server 104 sends a DP
command or a computing or a configuration command
or DP instruction. In operation 707, DP accelerator 405
processes the DP command or DP operations. In oper-
ation 708, when the requested command completes, DP
accelerator 405 store the completion results in a global
memory of DP accelerator 405 (e.g., global memory 515
of Figure 5). DP accelerator 405 subsequently sends the
completion results to host server 104 as a write request,
via the data channel. In operation 709, host server 104
identifies the DP accelerator and the memory region
(e.g., a second memory location) requested for write ac-
cess, and queries the ACL map to determine whether
DP accelerator 405 has write access permission to the
requested memory region.

[0041] |If it is determined that the DP accelerator has
write access permission, in operation 710, host server
104 stores the results in the requested memory location.
In operation 711, host server 104 can subsequently send
an acknowledgement as the results are successfully re-
ceived. Note that a DP/computing command refers to a
command for data processing operation(s) to be proc-
essed by a DP accelerator. A configuration command
refers to command for configuration of the DP accelera-
tor. A data preparation command refers to a command
for a data preparation operation, e.g., to fetch a data,
such as an operand fora DP command, from a host serv-
er.

[0042] Figures 8Aand 8B are flow diagramsiillustrating
example methods according to some embodiments.
Processes 800 and 820 may be performed by processing
logic which may include software, hardware, or a com-
bination thereof. For example, process 800 may be per-
formed by ahostsystem (e.g., /O manager401) of Figure
4, and process 820 may be performed by a DP acceler-
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ator (e.g., I/O interface 415) of Figure 4. Referring to Fig-
ure 8A, at block 801, processing logic establishes a se-
cure connection between a host system and a data
processing (DP) accelerator over a bus, the secure con-
nection including one or more data channels. In another
embodiment, the secure connection includes one or
more command channels. Atblock 802, processing logic
transmits a first instruction from the host system to the
DP accelerator over one command channel, the first in-
struction requesting the DP accelerator to perform a data
preparation operation. At block 803, processing logic re-
ceives a first request to read first data from a first memory
location of the host system from the DP accelerator over
one data channel, in response to the first instruction. At
block 804, in response to the first request, processing
logic transmits the first data retrieved from the first mem-
ory location of the host system to the DP accelerator over
the data channel, where the first data is utilized for a
computation or a configuration operation. At block 805,
processing logic transmits a second instruction from the
host system to the DP accelerator over the command
channel, the second instruction requesting the DP accel-
erator to perform the computation or the configuration
operation.

[0043] Inoneembodiment, processing logic further ex-
amines the first request to determine whether the DP
accelerator is entitled to read from the first memory lo-
cation of the host system and allows the DP accelerator
to read from the first memory location, in response to
determining that the DP accelerator is entitled to read
from the first memory location. In one embodiment, the
DP accelerator is not allowed to directly access the first
memory location of the host system. In one embodiment,
the DP accelerator is one of a number of DP accelerators
coupled to the host system.

[0044] Inone embodiment, processing logic further re-
ceives a second request to write a second data from the
DP accelerator over the data channel, where the second
data is to be written to a second memory location of the
host system. Inresponse to the second request, process-
ing logic stores the second data at the second memory
location of the host system. In another embodiment,
processing logic further examines the second request to
determine whether the DP accelerator is entitled to write
to the second memory location of the host system.
Processing logic allows the DP accelerator to write to the
second memory location, in response to determining that
the DP accelerator is entitled to write to the second mem-
ory location. In another embodiment, the second data
represents at least a portion of a result of the computation
or the configuration operation in response to the instruc-
tion.

[0045] Referring to Figure 8B, in one embodiment, at
block 821, processing logic establishes a secure connec-
tion between a host system and a data processing (DP)
accelerator over a bus, the secure connection including
one or more command channels and/or one or more data
channels. At block 822, processing logic receives, at the
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DP accelerator, a first instruction from the host system
over one command channel, the first instruction request-
ing the DP accelerator to perform a data preparation op-
eration. At block 823, in response to the first instruction,
processing logic transmits a first request from the DP
accelerator to the host system over one data channel to
read a first data from a first memory location of the host
system. At block 824, processing logic receives the first
data from the host system over the data channel, wherein
the first data was retrieved by the host system from the
first memory location of the host system. At block 825,
processing logic receives a second instruction from the
host system over the command channel, the second in-
struction requesting the DP accelerator to perform a com-
putation or configuration operation. At block 826,
processing logic performs the computation or configura-
tion operation based on at least the first data.

[0046] In one embodiment, the host system is to ex-
amine the first request to determine whether the DP ac-
celerator is entitled to read from the first memory location
of the host system, and where the host system is to allow
the DP accelerator to read from the first memory location,
in response to determining that the DP accelerator is en-
titled to read from the first memory location. In another
embodiment, the DP accelerator is not allowed to directly
access the first memory location of the host system. In
another embodiment, the DP accelerator is one of a
number of DP accelerators coupled to the host system.
[0047] In another embodiment, processing logic fur-
ther transmits a second request from the DP accelerator
to the host system over the data channel to write second
data to a second memory location of the host system,
where the second data represents at least a portion of a
result of the computation or configuration operation. In
another embodiment, the host system is to examine the
second request to determine whether the DP accelerator
is entitled to write to the second memory location of the
host system, and where the host system is to allow the
DP accelerator to write to the second memory location,
in response to determining that the DP accelerator is en-
titled to write to the second memory location.

[0048] Figure 9 is a block diagram illustrating an ex-
ample of a hosthaving a host channel manager according
to one embodiment. System 900 may represent system
200 of Figure 2 to provide a protection scheme to secure
an information exchange channel between a host and
one or more DP accelerators. Referring to Figure 9, in
one embodiment, host system 104 includes runtime li-
braries 205 which includes host channel manager (HCM)
901. Correspondingly, DP accelerators 405-407 include
accelerator channel managers (ACMs) 915-917, respec-
tively. HCM and ACMs support generation of crypto-
graphic keys to setup an asymmetrical (e.g., RSA) and/or
symmetrical (e.g., AES) cryptography based information
exchange channel between host system 104 and DP ac-
celerators 405-407. Here, DP accelerators 405-407 can
be DP accelerators 205-207 of Figure 2.

[0049] Figure 10 is a block diagram illustrating an ex-
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ample of a host channel manager (HCM) communica-
tively coupled to one or more accelerator channel man-
agers (ACMs) according to some embodiments. System
1000 may be a detailed view of system 900 of Figure 9.
Referring to Figure 10, in one embodiment, HCM 901
includes authentication module 1001, termination mod-
ule 1003, key manager 1005, key(s) store 1007, and cryp-
tography engine 1009. Authentication module 1001 can
authenticate a user application running on host server
104 for permission to access or use a resource of a DP
accelerator. Termination module 1003 can terminate a
connection (e.g., channels associated with the connec-
tion would be terminated). Key manager 1005 can man-
age (e.g., create or destroy) asymmetric key pairs or sym-
metric keys for encryption/decryption of one or more data
packets for different secure data exchange channels.
Here, each user application (as part of user applications
203 of Figure 9) can correspond or map to different se-
cure data exchange channels, on a one-to-many rela-
tionship, and each data exchange channel can corre-
spond to a DP accelerator. An example of a user appli-
cation mapping to channels using channel/session keys
can be illustrated by Figure 11, according to one embod-
iment. Here, application 1 maps to channel session keys
1-11, where each session key is for a secure channel
corresponding to a DP accelerator (e.g., 11 DP acceler-
ators); application 2 is mapped to channel session key
12, and key 12 correspond to a particular DP accelerator.
Key(s) store 1007 can store encryption asymmetric key
pairs or symmetric keys. Cryptography engine 1009 can
encrypt or decrypt a data packet for the data exchanged
through any of the secure channels. Note that some of
these modules can be integrated into fewer modules.
[0050] Referring to Figure 10, in one embodiment, DP
accelerator 405 includes ACM 915 and security unit (SU)
1020. Security unit 1020 can include key manager 1025,
key(s) store 1027, and cryptography engine 1029. Key
manager 1025 can manage (e.g., generate, safe keep,
and/or destroy) asymmetric key pairs or symmetric keys.
Key(s) store 1027 can store the cryptography asymmetric
key pairs or symmetric keys. Cryptography engine 1029
can encrypt or decrypt key information or data packets
for data exchanges. In some embodiments, ACM 915
and SU 1020 is an integrated module.

[0051] Figures 12A-12B are block diagrams illustrating
an example of a secure information exchange between
a host and a DP accelerator according to one embodi-
ment. Example 1200 may be performed by system 1000
of Figure 10. Referring to Figures 10 and 12A-12B, in
one embodiment, before any data communication is to
take place between a DP accelerator (such as DP accel-
erators 405) and an application (hosted on host server
104) requesting DP accelerator resources, a secured in-
formation exchange channel is required to be setup or
established between host server 104 and the DP accel-
erator. The information exchange channel setup can be
initiated by a user application of host server 104. For
example a user application (such as a user application
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of application 203 of Figure 9) can request HCM 901 to
setup a secure data exchange channel. Authentication
module 1001 can receive the request and authenticate
that the user application is a trusted application. In one
embodiment, authentication module 1001 verifies a per-
mission of the user application or of a client access the
user application, e.g., verifies whether the user applica-
tion or client has a permission to use resources from the
requested DP accelerator(s). If permitted, information
can then be exchanged between the user application and
the DP accelerator through the secure channel by way
of a session key to encrypt and decrypt the information
exchanges.

[0052] In one embodiment, to create a session key,
HCM 901 generates a first public/private key pair asso-
ciated with the application and/or channel, or the first
public/private key pair may be a key pair associated with
HCM 901. The first public/private key pair can be stored
in the key(s) store 1007 and the first public key is sent to
DP accelerator 405 (or ACM 915) (e.g., operation 1201).
ACM 915 then generates a unique session key (e.g., a
second session key) for the session (e.g., operation
1202), where the session key can be used to encrypt/de-
cryptdata packets communicated to and from host server
104 (e.g., operations 1205-1216). In one embodiment,
the session key is a symmetric key derived (or generated)
based on a hash function, such as a cyclical redundancy
check, a checksum, or a cryptographic hash function, or
a random hash/number generator.

[0053] In one embodiment, when ACM 915 receives
the first public key, ACM 915 generates a second pub-
lic/private key pair for the channel, where the second
private key of the second public/private key pair and the
first public key are used to encrypt the session key or
constituents of the session key. In another embodiment,
the second public/private key pair is a key pair associated
with DP accelerator 405. In one embodiment, the first
public key, second public key, second private key, and/or
the session key can be stored in key(s) store 1027. The
session key (or constituents thereof) can then be encrypt-
ed by the first public key and the encrypted can be further
encrypted by the second private key (e.g., doubly en-
crypted), and the doubly encrypted session key informa-
tion together with the second public key can be sent to
HCM 901 (e.g., operation 1203).

[0054] Key manager 1005 of HCM 901 can then de-
crypt the encrypted session key based on the second
public key and the first private key (e.g., operation 1204)
to derive the session key (e.g., to generate a first session
key). Thereafter, data communicated from the DP accel-
erator to the host server 104, or vice versa (e.g., opera-
tions 1205-1216), can use the symmetrical session key
to encrypt and decrypt the data for communication. E.g.,
data are encrypted and are then sent over the information
exchange channel by a sender. The received data is to
be decrypted by a receiver. Here, host server 104 and
DP accelerator 405 can read these data packets because
host server 104 and DP accelerator 405 have the same
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symmetric session key to encrypt and decrypt the data
packets.

[0055] Inone embodiment, hostserver 104 (e.g., HCM
901) cannot directly access a memory buffer of DP ac-
celerator 405 (e.g., ACM 915), but DP accelerator can
access a memory buffer of host server 104. Thus, oper-
ations 1205-1211 are operations to send an encrypted
data packet from host server 104 to DP accelerator 405,
while operations 1212-1216 are operations to send an
encrypted data packet from DP accelerator 405 to host
server 104. Here, operations 1206-1210 are similar to
operations 701-705 of Figure 7 for the host server 104
to provide a data packet to DP accelerator 405.

[0056] Finally, when the application signals a comple-
tion for the session, application can request HCM 901 to
terminate the session. Termination module 1003 can
then request key manager 1005 to destroy the session
key (e.g., the first session key) associated with the ses-
sion (as part of operation 1215) and send a termination
notification (e.g., operation 1216) to ACM 915 of DP ac-
celerator 405 to request key manager 1025 to destroy
the symmetric session key (e.g., the second session key)
associated with the session. Although HCM 901 is shown
to communicate with only ACM 915, however, HCM 901
can communicate with multiples of ACMs corresponding
to multiples of DC accelerators to establish multiple data
exchange connections at the same time.

[0057] Figures 13A and 13B are flow diagrams illus-
trating example methods according to some embodi-
ments. Processes 1300 and 1320 may be performed by
processing logic which may include software, hardware,
or a combination thereof. For example, process 1300
may be performed by a host system (e.g., HCM 901) of
Figure 9, and process 1320 may be performed by a DP
accelerator (e.g., ACM 915) of Figure 9. Referring to Fig-
ure 13A, at block 1301, processing logic receives, at a
host channel manager (HCM) of a host system, arequest
from an application to establish a secure channel with a
data processing (DP) accelerator, where the DP accel-
erator is coupled to the host system over a bus. At block
1302, in response to the request, processing logic gen-
erates a first session key for the secure channel based
on a first private key of a first key pair associated with
the HCM and a second public key of a second key pair
associated with the DP accelerator. At block 1303, in
response to a first data associated with the application
to be sentto the DP accelerator, processing logic encrypt
the first data using the first session key. At block 1304,
processing logic transmits the encrypted first data to the
DP accelerator via the secure channel over the bus.
[0058] Inone embodiment, in response to the request,
processing logic further transmits a first public key of the
first key pair associated with the HCM to the DP accel-
erator. Processing logic then receives the second public
key of the second key pair associated with the DP accel-
erator from an accelerator channel manager (ACM) of
the DP accelerator, in response to transmitting the first
public key. In another embodiment, the ACM is config-
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ured to derive a second session key and to encrypt the
second session key based on the first public key and a
second private key of the second key pair before sending
the encrypted second session key to the HCM, where
the first session key and the second session key is a
same symmetric key. In another embodiment, the ACM
is configured to decrypt the encrypted first data using the
second session key to recover the first data.

[0059] Inone embodiment, processing logic further re-
ceives an encrypted second data from the ACM of the
DP accelerator, wherein the second data was encrypted
using the second session key. Processing logic then de-
crypts the encrypted second data using the first session
key to recover the second data. In one embodiment, in
response to the request, processing logic further exam-
ines an application identifier (ID) of the application to de-
termine whether the application is entitled to access the
DP accelerator, where the first session key is generated
only if the application is entitled to access the DP accel-
erator. In one embodiment, processing logic further re-
ceives a request to terminate the secure channel from
the application. In response to the request, processing
logic transmits an instruction to the ACM instructing the
ACM to terminate the secure connection by destroying
the second session key. Processing logic then destroys
the first session key by the HCM.

[0060] Referring to Figure 13B, in one embodiment, at
block 1321, processing logic receives, at an accelerator
channel manager (ACM) of a data processing (DP) ac-
celerator, arequest from an application of a host channel
manager (HCM) of a host system to establish a secure
channel between the host system and the DP accelera-
tor, where the DP accelerator is coupled to the host sys-
tem overabus. Atblock 1322, in response to the request,
processing logic generates a second session key for the
secure channel and encrypts information of the second
session key based on a second private key of a second
key pair associated with the DP accelerator and a first
public key of a first key pair associated with the HCM
before sending the encrypted second session key infor-
mation to the HCM. At block 1323, in response to a first
data to be sent to the host system, processing logic en-
crypts the first data using the second session key. At
block 1324, processing logic transmits the encrypted first
data to the HCM of the host system via the secure chan-
nel.

[0061] Inone embodiment, in response to the request,
processing logic further transmits a second public key of
the second key pair associated with the DP accelerator
to the HCM of the host system and receives the first public
key of the first key pair associated with the HCM from
the HCM. In another embodiment, the HCM is configured
to derive a first session key based on the first private key
ofthe first key pair associated with the HCM and a second
public key of the second key pair associated with the DP
accelerator. In another embodiment, the HCM is config-
ured to decrypt the encrypted first data using the first
session key to recover the first data.
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[0062] In another embodiment, processing logic fur-
ther receives encrypted second data from the HCM of
the host system, where the second data was encrypted
using the first session key. Process logic then decrypts
the encrypted second data using the second session key
to recover the second data, where the first session key
and the second session key is a same symmetric key. In
one embodiment, processing logic further receives a re-
quest to terminate the secure channel from the HCM of
the host system and in response to the request, process-
ing logic destroys the first session key by the ACM.

[0063] Figure 14 is a block diagram illustrating an ex-
ample system for establishing a secure information ex-
change channel between a host channel manager (HCM)
and an accelerator channel manager (ACM) according
to one embodiment. System 1400 may be a detailed view
of system 900 of Figure 9. Referring to Figure 14, in one
embodiment, HCM 901 includes keys PK_0 1401, SK_0
1403, and PK_RK(s) 1411. Keys PK_0 1401 and SK_0
1403 are respectively a public key and a private key of
an asymmetric cryptographic key pair associated with
HCM 901 and/or an application/runtime of host server
104, and key PK_RK(s) 1411 are one or more public keys
associated with ACM 915 of DP accelerator 405 and/or
other DP accelerators. HCM 901 can also include key
manager 1005. DP accelerator 405 can include security
unit 1020 coupled to ACM 915, where the security unit
1020 can include keys PK_RK 1413 and SK_RK 1415,
which are respectively a public and a private key of an
asymmetric cryptographic key pair associated with ACM
915 and/or DP accelerator 405. ACM 915 also includes
key manager 1025. Key managers 1005 and 1025 can
generate encryption/decryption keys using a symmetric
algorithm (e.g., AES) and/or an asymmetric algorithm
(e.g., Diffie-Hellman key exchange protocol, RSA, etc.).
[0064] Figure 15 is a block diagram illustrating an ex-
ample information exchange to derive a session key be-
tween a host and a DP accelerator according to one em-
bodiment. Example 1550 includes a number of opera-
tions to derive a session key, which may be performed
by system 1400 of Figure 14. Referring to Figures 14 and
15, in one embodiment, at operation 1551, HCM 901
sends a command "CMD_get public key" to ACM 915 to
initiate a process to derive a session key. At operation
1552, upon receipt of the request command, ACM 915
generates a temporary (or a derived) public/private key
pair (e.g., PK_d and SK_d) for derivation of a session
key. ACM 915 encrypts the temporary public key PK_d
with a private root key (e.g., SK_RK) associated with the
DP accelerator. At operation 1553, a copy of the encrypt-
ed temporary public key and a copy of the temporary
public key are sentby ACM 915to HCM 901. At operation
1554, HCM 901 receives the copies and decrypts the
encrypted temporary public key using PK_RK (here,
PK_RK can be previous received by HCM 901 and is
stored as PK_RK(s) 1411 of HCM 901 of Figure 14) and
the temporary public key that is decrypted is compared
with the copy of temporary public key PK_d received at
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operation 1553. If the decrypted key matches the tem-
porary public key, then HCM 901 has verified that the
message is from an expected party. Note, PK_RK(s)
1411 can contain a number of public keys for a number
of DP accelerators 405-407.

[0065] At operation 1555, HCM 901 generates a first
random nonce (nc). At operation 1556, HCM 901 sends
a command "CM_generate session key", a public key
associated with the HCM (e.g., PK_O), and the nonce
nc to ACM 915. At operation 1557, upon receiving the
"CM_generate session key" command, ACM 915 gener-
ates a second random nonce (ns). At operation 1558,
ACM 915 derives a session key based on the first and
the second random nonce, nc and ns. In one embodi-
ment, the session key is derived by a hash function of
random nonce nc concatenated with random nonce ns.
In another embodiment, the session key is derived by a
hash function of a valued based on nc added with ns.
The session key is then used to encrypt and decrypt data
exchanged between ACM 915 and HCM 901.

[0066] At operation 1559, ACM 915 doubly encrypts
the nonces nc and ns with the temporary private key (e.g.,
SK_d), followed by the public key associated with the
HCM (e.g., PK_O). ACM 915 then sends the doubly en-
crypted nonces, nc and ns, to HCM 901. At operation
1560, HCM 901 decrypts the doubly encrypted nonces
ncand ns based on the HCM associated private key (e.g.,
SK_0) and the temporary public key (e.g., PK_d). At op-
eration 1561, HCM 901 verifies a freshness of the session
key by verifying random nonce nc is indeed identical to
a copy of the random nonce nc originally generated by
HCM 901. If yes, at operation 1562, HCM 901 derives a
session key based on the first and the second random
nonce (e.g., nc and ns). In one embodiment, the session
key is derived by a hash function of random nonce nc
concatenated with random nonce ns. In another embod-
iment, the session key is derived by a hash function of a
valued based on nc added with ns. The session key is
then used to encrypt and decrypt data exchanged be-
tween HCM 901 and ACM 915. Note, although the ses-
sion key is described as a cryptographic key based on a
symmetric encrypt algorithm, the session key may also
be a public/private key pair.

[0067] Figures 16A and 16B are flow diagrams illus-
trating example methods according to some embodi-
ments. Processes 1600 and 1620 may be performed by
processing logic which may include software, hardware,
or a combination thereof. For example, process 1600
may be performed by a host server (e.g., HCM 901) of
Figure 14, and process 1620 may be performed by a DP
accelerator (e.g., ACM 915) of Figure 14. Referring to
Figure 16A, at block 1601, in response to receiving a
temporary publickey (PK_d)from a data processing (DP)
accelerator, processing logic generates a first nonce (nc)
at the host system, where the DP accelerator is coupled
to the host system over a bus. At block 1602, processing
logic transmits a request to create a session key from
the host system to the DP accelerator, the request in-
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cluding a host public key (PK_O) and the first nonce. At
block 1603, processing logic receives a second nonce
(ns) from the DP accelerator, where the second nonce
is encrypted using the host public key and a temporary
private key (SK_d) corresponding to the temporary public
key. At block 1604, processing logic generates a first
session key based on the first nonce and the second
nonce, which is utilized to encrypt or decrypt subsequent
data exchanges between the host system and the DP
accelerator.

[0068] In one embodiment, processing logic further
transmits a request from the host system to the DP ac-
celerator to request the DP accelerator to generate a
derived or temporary key pair having the temporary pub-
lic key and the temporary private key, where the DP ac-
celerator creates the temporary key pair in response to
the request. The temporary key may be used once or
several times over a predetermined period of time such
as days, weeks, or even months depending on an imple-
mentation by the DP accelerator. Inanotherembodiment,
the temporary public key from the DP accelerator is a
first temporary public key, and processing logic further
receives an encrypted second temporary public key that
has been encrypted using an accelerator private root key
(SK_RK) by the DP accelerator. In another embodiment,
processing logic further decrypts the encrypted second
temporary public key using an accelerator public root key
(PK_RK) corresponding to the accelerator private root
key to recover a second temporary public key. Process-
ing logic then verifies whether the first temporary public
key and the second temporary public key are identical,
where the first nonce is generated when the first and
second temporary public keys are identical.

[0069] In one embodiment, receiving a second nonce
from the DP accelerator includes receiving the first nonce
and the second nonce that have been encrypted using
a temporary private key corresponding to the temporary
public key. In another embodiment, processing logic fur-
ther decrypts the encrypted first nonce and second nonce
using the first or the second temporary public key at the
host system to recover the first nonce and the second
nonce. In another embodiment, the first nonce and the
second nonce encrypted by the temporary private key
are further encrypted using the host public key by the DP
accelerator. In another embodiment, processing logic
further decrypts the encrypted first nonce and second
nonce using a host private key corresponding to the host
public key to recover the first nonce and the second
nonce.

[0070] Referring to Figure 16B, in one embodiment, at
block 1621, in response to a request received from a host
system, processing logic generates, at a data processing
(DP) accelerator, a temporary private key and a tempo-
rary public key, where the DP accelerator is coupled to
the host system over a bus. At block 1622, processing
logic encrypts the temporary public key using an accel-
erator private root key associated with the DP accelera-
tor. At block 1623, processing logic transmits the tempo-
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rary public key in an unencrypted form and the encrypted
temporary public key to the host system to allow the host
system to verify the temporary public key. At block 1624,
process logic receives a first nonce from the host system,
where the first nonce was generated by the host system
after the temporary public key has been verified. At block
1625, processing logic generates a session key based
on the first nonce and a second nonce, where the second
nonce has been generated locally at the DP accelerator.
[0071] Inoneembodiment, processinglogicfurtheren-
crypts the first nonce and the second nonce using the
temporary private key to generate encrypted first nonce
and second nonce. Process logic then transmits the en-
crypted first nonce and second nonce to the host system
to enable the host system to create a corresponding host
session key. In another embodiment, processing logic
further encrypts the encrypted first nonce and second
nonce using a host public key associated with the host
system, prior to transmitting the encrypted first nonce
and second nonce. In another embodiment, the host sys-
tem is configured to decrypt the encrypted first nonce
and second nonce using a host private key associated
with the host system and the temporary public key to
recover the first nonce and the second nonce. In another
embodiment, the host system is configured to verify
freshness of the first nonce, where the host session key
is generated only if the first nonce was generated within
a predetermined period of time.

[0072] Memory buffers of DP accelerators can contain
programs required to run a DP accelerator, input data to
the programs, and output results from the programs. Un-
secured memory buffers of DP accelerators can lead to
a compromise in the overall host server-DP accelerators
system architecture. Memory buffers of DP accelerators
can be secured by not allowing a host server to access
these PD accelerators, as described above. For the sce-
nario where a host server cannot access a memory buffer
of DP accelerators, the host server however can retain
memory usage information for the DP accelerators. The
memory usage information can be retained in a trusted
execution environment (TEE) which can ensure data
confidentiality and integrity.

[0073] Figure 17 is a block diagram illustrating an ex-
ample of a host having a secure memory manager (MM)
to secure memory buffers of DP accelerators according
to one embodiment. System 1700 may represent system
900 of Figure 9 to provide the secure memory manager
on host server 104 to manage memory of DP accelera-
tors. Referring to Figure 17, in one embodiment, host
server 104 includes runtime libraries 205 which includes
MM 1701. Correspondingly, DP accelerator 405 can in-
clude memory 1703 and memory unit (MU) 1705, while
DP accelerator 407 can include memory 1707 and MU
1709. Memory manager can manage a memory of DP
accelerator. Memories 1703 and 1707 can be global
memories of DP accelerators. A global memory can be
a component in accelerator for storing information such
as program codes to be executed on DP accelerators,
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inputs to the program codes and output results from ex-
ecution of the program. MU 1705 and 1709 can commu-
nicate and coordinate with MM 1701 about memory lay-
out and memory usage of memories 1703 and 1707 of
DP accelerators, respectively.

[0074] Figure 18 is a block diagram illustrating an ex-
ample of a memory manager (MM) according to some
embodiments. Referring to Figure 18, memory manager
1701 can includes memory allocator 1801, memory de-
allocator 1803, and memory usage registry table(s) 1811.
Memory allocator 1801 can allocate a block of memory
from a global memory of a DP accelerator (e.g., memory
1703 of DP accelerator 405). Memory de-allocator 1803
can de-allocate a block of memory from a global memory
of aDP accelerator. Memory usage registry table(s) 1811
can record memory layout and usage information for
memory blocks associated with DP accelerators of the
host server. In one embodiment, each table (as part of
registry table(s) 1811) can be related to a DP accelerator
and the table can have multiple entries for multiple user
applications. For example, a user application can have
two entries for to reserve two memory blocks of the DP
accelerator. The registry table(s) can then be used as a
reference to allocate or de-allocate memory blocks for
the DP accelerators. Memory usage registry table(s)
1811 can include one or more memory management ta-
bles. A memory management table is a data structure
used by a system in a computer operating system to store
a mapping between user applications and physical ad-
dresses and/or virtual addresses. An example memory
usage registry table for a DP accelerator can have fields
such as application ID, start address, and size, where
the application ID denotes which user application has
been allocated a block of memory, and the start address
and size denotes an address and a size of the block of
memory. In some embodiments, registry table(s) can in-
clude additional fields such as flags indicating whether a
corresponding memory block has been allocated, aphys-
ical address to virtual address memory is mapped, read
or write access, etc. Note that there may be many mem-
ory usage registry tables, one for each DP accelerator.
[0075] Referring to Figures 17-18, for one example, a
remote client may issue a command to run a particular
application (as part of user applications 203) on host serv-
er 104. The application can request via a call to an API
provided by runtime libraries 205 to use resources from
DP accelerators 405-407. The resources can be a mem-
ory resource or a processor resource. For a memory re-
source example, upon receiving the request, runtime li-
braries 205 can launch aninstance of MM 1701. Runtime
libraries 205 can then command DP accelerator 405, via
memory allocator 1801 of the instance, to allocate a
memory block of a designated size from memory 1703
of DP accelerator 405 for execution of the application.
[0076] In one embodiment, prior to requesting the re-
source block, MM 1701 can query memory usage registry
table(s) 1811 to determine if a resource block has already
been allocated. MM 1701 then sends an allocation com-
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mand to DP accelerator 405 to allocate the first memory
block of the global memory to the application, inresponse
to determining that the first memory block has not been
allocated. In another embodiment, MM 1701 denies the
first request, in response to determining that a request
memory block has been allocated.

[0077] MU 1705 receives the command and carries
outthe memory allocation. In one embodiment, MU 1705
can traverse memory 1703 to find a continuous memory
block having the request memory block size to be allo-
cated. Here, MU 1705 can also retain a similar memory
usage registry table (e.g., memory usage data structure)
for DP accelerator 405 for MU 1705 to traverse memory
1703 for DP accelerator 405. In another embodiment,
MM 1701 sends the allocation command and a copy of
the memory usage registry table to DP accelerator 405.
This way, MU 1705 is aware of the already allocated
memory. MU 1705 can then allocate a memory block
based on the memory usage information and return new
memory usage information for the newly allocated mem-
ory block back to MM 1701. MM1701 then records an
application identifier corresponding to the application re-
questing the memory block, a starting address and the
size for the allocated memory block onto memory usage
registry table(s) 1811. Subsequent to the memory allo-
cation, if an application running within the TEE tries to
access a memory location of DP accelerator 405-407,
MM 1701 can search registry table(s) 1811 and verify if
the memory location is allocated to the application. If it
is, the application is allowed to access the memory loca-
tion. Otherwise, the application is denied access to the
memory location. Note that once a memory block is al-
located, the memory block cannot be subsequently allo-
cated until it is free.

[0078] Inanother embodiment, when MU 1705 returns
memory usage information upon allocation of a memory
block, to avoid transmission of a physical address across
a communicate channel, MU 1705 can instead return a
virtual memory address to MU 1701. Here, MU 1705 can
include a physical memory address to virtual memory
address mapping table. The mapping table can map a
virtual memory address to a physical memory address
for memory 1703 of DP accelerator 405. This way, MU
1705 only discloses a virtual memory address so that a
physical address of memory 1703 is not disclosed over
a communication channel.

[0079] When an execution of the user application com-
pletes or when a client issues a completion command,
in one embodiment, the user application can send a
memory deallocation command for memory block(s) as-
sociated with the user application to DP accelerator 405.
In another embodiment, a copy of a registry table is also
sent to DP accelerator 405. In one embodiment, prior to
sending a memory deallocation command, MM 1701 de-
termines whether the memory block has been allocated
to the application based on the memory usage informa-
tion stored in the memory usage data structure. If it is
then the deallocation command is sent. Otherwise, a

10

15

20

25

30

35

40

45

50

55

13

deallocation command is not sent (e.g., the deallocation
request may be denied).

[0080] MU 1705 receives the deallocation command
and carries out the memory deallocation. In one embod-
iment, MU 1705 traverses memory 1703 to locate the
memory block to reset the memory buffers for the mem-
ory block. MU 1705 then returns a status completion
and/or new memory usage information to MM 1701.
MM1701 then updates (e.g., deletes an entry) memory
usage registry table(s) 1811 according to the status com-
pletion and/or new memory usage information.

[0081] Figure 19 is a flow diagram illustrating an ex-
ample of a method according to one embodiment. Proc-
ess 1900 may be performed by processing logic which
may include software, hardware, or a combination there-
of. For example, process 1900 may be performed by a
host system, such as host 104 of Figure 17. Referring to
Figure 19, at block 1901, processing logic performs a
secure boot using a security module such as a trusted
platform module (TPM) of a host system. At block 1902,
processing logic establishes a trusted execution environ-
ment (TEE) associated with one or more processors of
the host system. At block 1903, processing logic launch-
es amemory manager withinthe TEE, where the memory
manager is configured to manage memory resources of
a data processing (DP) accelerator coupled to the host
system over a bus, including maintaining memory usage
information of global memory of the DP accelerator. At
block 1904, in response to a request received from an
application running within the TEE for accessing a mem-
ory location of the DP accelerator, processing logic al-
lows or denies the request based on the memory usage
information.

[0082] In one embodiment, the memory manager is
implemented as a part of a runtime library associated
with the DP accelerator, which is executed within the TEE
of the host system. In one embodiment, maintaining
memory usage information of global memory of the DP
accelerator includes maintaining a memory usage data
structure to record memory allocation of memory blocks
of the global memory of the DP accelerator. In another
embodiment, the memory usage data structure includes
anumber of entries, each entry recording a memory block
of the global memory of the DP accelerator that has been
allocated. In another embodiment, each entry stores a
starting memory address of a corresponding memory
block, a size of the corresponding memory block, and a
flag indicating whether the corresponding memory block
has been allocated.

[0083] In another embodiment, processing logic fur-
ther receives a first request from the application to allo-
cate a first memory block from the global memory of the
DP accelerator. In response to the first request, process-
ing logic determines whether the first memory block has
been allocated based on the memory usage information
stored in the memory usage data structure, without hav-
ing to interrogate the DP accelerator. Processing logic
then allocates the first memory block of the global mem-
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ory to the application, in response to determining that the
first memory block has not been allocated.

[0084] In another embodiment, processing logic fur-
ther denies the first request, in response to determining
that the firstmemory block has been allocated. In another
embodiment, processing logic further receives a second
request from the application to deallocate a second mem-
ory block from the global memory of the DP accelerator.
In response to the second request, processing logic de-
termines whether the second memory block has been
allocated to the application based on the memory usage
information stored in the memory usage data structure.
Processing logic deallocates the second memory block
from the global memory, in response to determining that
the second memory block has been allocated to the ap-
plication, and otherwise denies the second request.
[0085] Figure 20 is a block diagram illustrating an ex-
ample of a host communicatively coupled to a DP accel-
erator according to one embodiment. System 2000 may
represent system 900 of Figure 9, except system 2000
can provide root of trust services and timestamp gener-
ation services for DP accelerators 405-407. Referring to
Figure 20, in one embodiment, DP accelerator 405 in-
cludes security unit 1020 and time unit 2003. Security
unit 1020 can provide a root of trust services to other
modules/units of a DP accelerator using a number of en-
cryption schemes while time unit 2003 can generate
timestamps for authentication of cryptographic keys to
support different encryption schemes. Note, time unit
2003 may be a standalone unit or may be integrated with
security unit 1020.

[0086] In one embodiment, security unit 1020 requires
a secure time source to keep track when cryptographic
keys have been authenticated or when a session key has
expired. Using a clock signal from an external source for
security unit 1020 can be unsecure. For example, a clock
frequency of a clock of the external source can be ad-
justed or a power supply to the clock can be tampered
to prolong a session key beyond an intended time.
[0087] Figure 21 is a block diagram illustrating an ex-
ample of a time unit according to one embodiment. Re-
ferring to Figure 21, time unit 2003 can have a standalone
clock generation and a standalone power supply for a
secure clock signal. Time unit 2003 can include clock
generator 2101, local oscillator 2103, counter(s) 2105,
power supply 2107, clock calibrator 2109, and timestamp
generator 2111. Clock generator 2101 can generate a
clock signal locally without having to derive a clock signal
from an external source. Local oscillator 2103 can be
coupled to clock generator 2101 to provide a precise
pulse signal. For example, local oscillator 2103 can in-
clude a crystal oscillator which can provide pulse signals
having an accuracy greater than a certain threshold, e.g.,
1 count per microsecond. Counter(s) 2105 can be cou-
pled to clock generator 2101 to count one or more count
value based on a clock signal generated from clock gen-
erator 2101. Power supply 2107 can provide a power to
clock generator 2101 and timestamp generator 2111.
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Clock calibrator 2109 can calibrate clock generator2101.
Timestamp generator 2111 can be coupled to the clock
generator to generate a timestamp based on a clock sig-
nal.

[0088] For example, power supply 2107 can provide a
stable and persistent power through a battery such as a
dime battery. Here, the dime battery would be situated
on a board outside of security unit 1020. In other embod-
iments, a circuitry of power supply 2107 is situated out-
side of security unit 1020. Local oscillator 2103 can in-
clude a high performance crystal oscillator. Counter(s)
can include one or more variable counters (e.g., 8-bit,
16-bit, 32-bit, or 64-bit, etc. variable counters) in non-
volatile storage. Non-volatile storage or memory is a type
of memory that has the capability to hold saved data even
if the power is turned off. Unlike a volatile storage, non-
volatile storage does not require its memory data to be
periodically refreshed. In one embodiment, the non-vol-
atile storage can include a first counter, which can incre-
ment by 1 for every single signal pulse of local oscillator
2103. The first counter can count up to a certain value,
and the value can be changed by an external source or
by clock calibrator 2109 to adjust the value to represent
a microsecond’s signal of a clock signal. The microsec-
ond can then be accumulated by a second counter to
generate a second’s signal. A third counter, afourth coun-
ter, etc., can be used to accumulate a minute, hour, day,
month signals, etc. Clock generator 2101 can then gen-
erate a clock based on the accumulated signals. Based
on a clock signal, timestamp generator can generate a
timestamp. The timestamp can then be formatted for var-
ious purposes. Some example timestamp formats may
be: yyyy-MM-dd HH:mm:ss.SSS, yyyyMMdd.HH-
mmssSSS, and yyyy/MM/dd HH:mm:ss. In one embod-
iment, a converter can convert the timestamp from one
format to another. In another embodiment, clock calibra-
tor 2109 initially calibrates the clock generation signal to
match an external source (e.g., an atomic clock) at a
manufacturing phase of the DP accelerator.

[0089] Next, a security unit, such as security unit 1020
of DP accelerator, can request time unit 2003 to generate
a timestamp on a per need basis. The timestamp can
then be used by security unit 1020 to time stamp crypto-
graphic key authentications, key generations, and/or key
expirations. For example, if a session key is determined
to be expired, based on a timestamp associated with
when the session key is generated, a channel session
associated with the session key may be terminated. Sub-
sequently, a new session key may be generated if the
session key is configured to be automatically renewed
or a renewal authorization is obtained through a user
application.

[0090] Figure 22 is a block diagram illustrating an ex-
ample of a security unit according to one embodiment.
Security unit 1020 can be used by a DP accelerator to
establish and maintain a secure channel with a host serv-
er/system to exchange commands and data. Referring
to Figure 22, security unit 1020 can include key manager
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1025, cryptography engine 1029, key(s) store 1027,
which can include endorsement key (EK) 2209, volatile
storage 2207, non-volatile storage 2205, processor(s)
2203, and random number generator 2201. Random
number generator 2201 can generate a random number,
such as a nonce. In one embodiment, random number
generator 2201 can generate a random number based
on a seed input, e.g., a timestamp. Cryptography engine
1029 can perform cryptographic operations, e.g., encryp-
tion and decryption. Non-volatile storage 2205 and vol-
atile storage 2207 can be storage areas for security unit
1020. Key(s) store 1027 can be a key storage area of
security unit 1020 which can safe keep a unique endorse-
ment credential (EC) or endorsement key (EK) 2209.
Here, EC or EK refers to a public key (e.g., PK_RK) of a
public/private encryption root key pair (e.g., PK_RK and
SK_RK) that is randomly generated and embedded in
the security unit 1020 at the time of manufacturing. The
private root key (e.g., SK_RK) corresponding to the EK
may also be embedded in non-volatile storage 2205,
however the private root key is never released outside
of security unit 1020. An example key pair can be a 2048-
bit RSA cryptographic key pair.

[0091] During a manufacturing/testing phase, aDP ac-
celerator can be internally tested and configured and EK
2209 can be generated and embedded security unit
1020. In one embodiment, EK 2209 can be uploaded
onto a trusted certification server where the public key
or EK can be signed and a signed certificate of the EK
can be used to verify that the EK is genuine. Here, the
certification server can be a government endorsement
server, a third-party trusted authentication server, or a
local server.

[0092] During a deployment phase, after a DP accel-
erator is powered on, EK 2209 can be read from security
unit 1020 and EK 2209 can be verified locally or through
a certification server as genuine. A DP accelerator would
be treated as genuine once EK verification is successful.
The verified EK, as well as the private root key internal
to security unit 1020, can then be used to derive other
cryptographic keys, such as a channel session key as
described above, or temporary public/private key pairs
(e.g., PK_d and SK_d), etc.

[0093] Runtime kernels or kernels (or kernel objects)
refer to mathematical or computational functions used to
support operations of a DP accelerator. A kernel may be
a math function called by a user application. For some
embodiments, kernels may be uploaded from a host serv-
er or other servers to a DP accelerator to be executed
by the DP accelerator. An example kernel may be a ma-
trix multiplication kernel, which supports a matrix multi-
plication operation to be executed by the DP accelerator.
Note that there can be hundreds of kernels, each dedi-
cated to support a different mathematical or computa-
tional function to be executed by the DP accelerator.
Keeping track of a source of kernels, which kernels are
uploaded to a DP accelerator, and which are modified
can be challenging. Thus, a kernel validation (or verifi-
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cation) and a kernel attestation protocol or schemes are
needed to ensure genuine sources and integrity of the
kernels.

[0094] Figure 23 is a block diagram illustrating an ex-
ample of a host server communicatively coupled to a DP
accelerator to validate kernel objects according to one
embodiment. System 2300 may be system 900 of Figure
9. Referring to Figure 23, in one embodiment, host server
104 includes TEE 201 which includes user application
203 and runtime libraries 205. Runtime libraries 205 can
include kernel verifier module 2301 and kernel certifi-
cates store 2303. Kernel certificates store 2303 can store
certificates for kernels (or simply a list of public keys)
listed by kernel identifiers, where the certificates can be
signed by trusted certification authorities (CAs) or a local
trusted server. Kernel verifier module 2301 can verify a
signed kernel object based on kernel certificates infor-
mation from kernel certificates store 2303.

[0095] Host server 104 can be communicatively cou-
pled to persistent storage devices (e.g., storage disks)
2305 and DP accelerators 405-407. Note that persistent
storage devices 2305 may be part of host server 104 or
may be aremote storage unit. Persistent storage devices
2305 can include kernel objects 2307. Because kernel
objects 2307 may come from remote sources, signing
the kernel objects ensure the objects are from a trusted
source. Akernel object can refer to an objectthatincludes
a binary file for a kernel. In one embodiment, each kernel
objects of kernel objects 2307 includes an executable
image of the kernel and a corresponding signature. Fur-
thermore, the executable image of the kernel may be
encrypted. Note that a signature is a hash of a kernel
signed using a private key of a public/private kernel key
pair corresponding to the kernel object. The signature
can be verified using a public key corresponding to the
private key that was used to sign the kernel. E.g., the
public key can be obtained from a kernel certificate for
the kernel object). In some embodiments, the kernel ob-
jects are signed (using a private key of the kernel devel-
oper) as kernel developers initially generate the kernels.
The signed kernels can then include corresponding ker-
nel certificates (e.g. public keys) for verification (or vali-
dation) to ensure the kernels are genuine.

[0096] Figure 24 is a flow chart illustrating an example
kernel objects verification protocol according to one em-
bodiment. Kernel objects verification refers to validation
of kernel objects 2307 to be genuine before introducing
kernel objects 2307 into TEE 201 of host server 104
and/or DP accelerator 405. Example 2400 can be per-
formed by system 2300 of Figure 23. In one embodiment,
before verification, user application 203 (or runtime li-
braries 205) obtains a list of public keys, e.g., PK_j,
PKj ..., PK_n, from certificates of trusted certification
authorities or trusted signers, where corresponding pri-
vate keys, e.g., SK_i, SK_j, ..., SK_n are private keys of
kernel developers that were used to sign kernel objects
2307. In one embodiment, when user application 203 (or
runtime libraries 205) invokes a kernel (identified by a
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kernel identifier) to be executed by DP accelerator 405
(or any other DP accelerators), user application 203 (or
runtime libraries 205) determines if the kernel has already
been updated onto DP accelerator 405. If not, host server
104 performs operations 2400 to verify the kernel before
uploading the kernel to DP accelerator 405 according to
one embodiment. Note that runtime libraries 205 may
invoke a chain of kernels, if invoking one kernel invokes
other kernels.

[0097] Inoperation 2401, user application 203 (or runt-
imelibraries 205) (as partof TEE 201) requests the kernel
(as part of kernel objects 2307) to be loaded onto OS
211 based on a kernel identifier (ID). In one embodiment,
the kernel ID can be a global unique identifier e.g., GUID
or UUID. In one embodiment, a kernel object includes a
kernel (e.g., an executable image), a kernel ID, and a
signature for the kernel. The signature can be an encrypt-
ed hash of the kernel. In another embodiment, the kernel
object includes an encrypted kernel (e.g., an encrypted
executable image). In operation 2402, OS 211 retrieves
the kernel object from persistent storage 2305 by kernel
ID. In operation 2403, OS 211 sends kernel object back
to TEE 201 of host server 104. In operation 2404, kernel
verifier module 2301 retrieves a kernel certificate from
kernel certificates store 2303 correspond to the kernel
ID and verifies whether the kernel object is genuine. In
one embodiment, verifying a kernel includes applying a
public key to a signature of the kernel object to decrypt
the signature to generate an expected hash value. Kernel
verifier module 2301 then generates a hash value for the
kernel, and compares to determine a difference of the
expected hash value to the generated hash value. If there
is no difference, the signature is valid. If the signature is
valid then integrity of the kernel is verified, and the kernel
object is deemed genuine and sourced by a trusted de-
veloper. In another embodiment, verifying a kernel in-
cludes applying a public key to an encrypted executable
image of the kernel to decrypt and obtain the kernel, if
the kernel is encrypted.

[0098] Inoperation 2405, if the kernel (e.g., executable
image) is verified to be trusted then, in operation 2406,
the kernel object is sent, by TEE 201 of host server 104,
to DP accelerator 405. Thereafter, the invoked kernel
can be executed by one or more execution unit(s) of DP
accelerator 405.

[0099] Figure 25 is a flow diagram illustrating an ex-
ample of a method according to one embodiment. Proc-
ess 2500 may be performed by processing logic which
may include software, hardware, or a combination there-
of. For example, process 2500 may be performed by host
system, such as host 104 of Figure 23. Referring to Figure
25, at block 2501, processing logic receives, ata runtime
library executed within a trusted execution environment
(TEE) of a host system, a request from an application to
invoke a predetermined function to perform a predefined
operation. At block 2502, in response to the request,
processing logic identifies a kernel object associated with
the predetermined function. At block 2503, processing
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logic verifies an executable image of the kernel object
using a public key corresponding to a private key that
was used to sign the executable image of the kernel ob-
ject. At block 2504, in response to successfully verifying
the executable image of the kernel object, processing
logictransmits the verified executable image of the kernel
object to a data processing (DP) accelerator over a bus
to be executed by the DP accelerator to perform the pre-
defined operation.

[0100] In one embodiment, the runtime library is con-
figured to verify the kernel object by decrypting a signa-
ture of the kernel object using the public key correspond-
ing to the private key, where the kernel object is to be
transmitted to the DP accelerator in an unencrypted form.
In another embodiment, processing logic further verifies
an integrity of the kernel object by hashing the executable
image of the kernel object using a predetermined hash
function.

[0101] In one embodiment, the kernel object is stored
in an unsecure location of a persistent storage device.
In another embodiment, the kernel object is one of many
kernel objects stored in the persistent storage device(s),
where the runtime library maintains a list of public keys
associated with the kernel objects respectively that are
used to verify the kernel objects.

[0102] In one embodiment, the DP accelerator com-
prises one or more execution units configured to execute
the executable image of the kernel object to on behalf of
the application in a distributed manner. In one embodi-
ment, the public key was obtained from a trusted server
and the public key was provided by a provider of the
kernel object, and where the kernel object includes a sig-
nature signed by the provider using the private key.
[0103] Figure 26 is a block diagram illustrating an ex-
ample of a host server communicatively coupled to a DP
accelerator for kernels attestation according to one em-
bodiment. Kernels attestation includes verifying an integ-
rity of a kernel which has been already uploaded onto a
DP accelerator, so to ensure the kernel has not been
modified by some third party in transmission. The integ-
rity of the kernel can be verified through verifying a sig-
nature for the kernel. System 2600 may be system 900
of Figure 9. Referring to Figure 26, in one embodiment,
host server 104 includes TEE 201 which includes user
application 203, runtime libraries 205, attestation module
2601, and kernel digests store 2603. Kernel digests store
2603 can store a number of kernel digests corresponding
to kernels already uploaded onto different DP accelera-
tors. In one embodiment, a kernel digest refers to a non-
cryptographic hash of a kernel, or any type of function of
the kernel (e.g., checksum, CRC, etc.). Kernel digests
store 2603 can also store a mapping of kernel IDs, DP
accelerator IDs for the kernel digests. The mappings can
identify which kernels have already been uploaded to
which DP accelerators. Based on kernel digests informa-
tion from kernel digests store 2603, attestation module
2601 can attest a kernel based on kernel digests infor-
mation from kernel digests store 2603.
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[0104] Referring to Figure 26, DP accelerator 405 can
include security unit 1020, attestation unit 2605, execu-
tion units 2607, and storage devices 2609. Storage de-
vices 2609 can include kernel objects 2611. Attestation
unit 2605 can communicate with attestation module 2601
via an attestation protocol. Storage devices 2609 can be
one or more storage devices storing kernel objects 2611.
Kernel objects 2611 may include one or more kernels
(and corresponding kernel IDs) previously uploaded to
DP accelerator 405. Execution units 2607 can execute
one or more invoked kernels from kernel objects 2611.

[0105] In one embodiment, user application 203 (or
runtime libraries 205) can determine if a kernel object
has already been updated onto DP accelerator 405 by
generating a kernel digestto query ifthe generated kernel
digest is found in the kernel digests information from ker-
nel digests store 2603 to determine if the kernel already
resides on a DP accelerator. Alternatively, a kernel ID
can be queried to determine if the kernel already resides
on a DP accelerator. If found, then attestation begins,
otherwise user application 203 (or runtime libraries 205)
verifies the kernel object (as described above) and gen-
erates a kernel digest for the kernel to be stored in kernel
digests store 2603. User application 203 (or runtime li-
braries 205) then uploads a copy of the kernel binary file
onto the DP accelerator. In a subsequent execution ses-
sions, the kernel can be attested by the user application
(orruntimelibrary)in response to invocation of the kernel.
[0106] Figure 27 is a flow chart illustrating an example
attestation protocol according to one embodiment. In one
embodiment, example 2700 can be performed between
attestation module 261 of host server 104 and attestation
unit 2605 of DP accelerator 405 of Figure 26. Referring
to Figure 27, in operation 2701, host server 104 requests
an attestation key from DP accelerator 405. In operation
2702, in response to the request, DP accelerator 405
generates a public/private attestation key pair (e.g.,
PK_ATT, SK_ATT)and signs PK_ATT with a private root
key (e.g., SK_RK) associated with DP accelerator 405.

[0107] In operation 2703, DP accelerator 405 sends a
message with the PK_ATT and signed (PK_ATT) back
to host server 104. In operation 2704, host server 104
receives the message, decrypts the signed PK_ATT us-
ing a public root key (e.g., PK_RK) associated with DP
accelerator 405, and compares the received PK_ATT
and the decrypted PK_ATT to verify the signed PK_ATT.
In one embodiment, the host system has previously re-
ceived the PK_RK associated with the DP accelerator
from the DP accelerator or from a trusted server over a
network. If the received PK_ATT matches the decrypted
PK_ATT, host server 104 has verified that the PK_ATT
is indeed generated by DP accelerator 405. Note, oper-
ations 2701-2704 can be performed for attestation atany
time before operation 2705. In other words, a same at-
testation key can be used for a predetermined period of
time, e.g., a week, and the attestation key is not related
to any attested kernel, e.g., the attestation key can be
used for many kernels.
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[0108] Inoperation 2705, hostserver 104 sends a com-
mand 'CMD_DO_ATTESTATION’ together with a kernel
ID of a kernel to DP accelerator 405 to requests for a
quote. In operation 2706, in response to receiving the
command request, DP accelerator 405 measures kernel
integrity of the kernel. In one embodiment, the executable
image of the kernel (as part of kernel objects 2611) is
hashed to generate a kernel digest. The kernel digest
together with a timestamp is then signed with SK_ATT.
Here, the timestamp can be generated by a time unit
such as time unit 2003 of Figure 20.

[0109] In operation 2707, DP accelerator 405 sends a
message with the signed kernel digest together with the
timestamp to host server 104. In operation 2708, in re-
sponse to receiving the message, host server 104 de-
crypts the signed kernel digest together with the times-
tamp using PK_ATT. Host server 104 then checks the
timestamp to verify that the message has not elapsed for
more than a predetermined time period (e.g., aday). Host
server 104 then verifies that the kernel digest belongs to
a kernel previous uploaded to DP accelerator. In one
embodiment, host server 104 queries the receive kernel
digest from the kernel digests information from kernel
digests store 2603. If an entry matching a DP accelerator
ID of DP accelerator 405 is found then the kernel attes-
tation is successful. Otherwise, the attestation fails. In
operation 2709, host server 104 can send the attestation
or verification results to DP accelerator 405. Based on
the results, the kernel is allowed or denied to be executed
by an execution unit of DP accelerator 405.

[0110] Figures 28A and 28B are flow diagrams illus-
trating example methods according to some embodi-
ments. Processes 2800 and 2820 may be performed by
processing logic which may include software, hardware,
or a combination thereof. For example, process 2800
may be performed by host server 104 and process 2820
may be performed by DP accelerator 405 of Figure 26.
Referring to Figure 28A, at block 2801, processing logic
receives at a host system a public attestation key
(PK_ATT) or a signed PK_ATT from a data processing
(DP) accelerator over a bus. At block 2802, processing
logic verifies the PK_ATT using a public rootkey (PK_RK)
associated with the DP accelerator. At block 2803, in
response to successfully verifying the PK_ATT, process-
ing logic transmits a kernel identifier (ID) to the DP ac-
celerator to request attestation of a kernel object stored
in the DP accelerator. At block 2804, in response to re-
ceiving a kernel digest or a signed kernel digest corre-
sponding to the kernel object form the DP accelerator,
processing logic verifies the kernel digest using the
PK_ATT. At block 2805, processing logic sends the ver-
ification results to the DP accelerator for the DP accel-
erator to access the kernel object based on the verifica-
tion results.

[0111] In one embodiment, processing logic further
transmits a request for attestation to the DP accelerator,
where the DP accelerator generates an attestation key
pair having the PK_ATT and a private attestation key
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(SK_ATT), in response to the request for attestation.
Processing logic then receives from the DP accelerator
an encrypted PK_ATT signed using a private root key
(SK_RK) of the DP accelerator. In another embodiment,
processing logic further decrypts at the host system the
encrypted PK_ATT using a public root key (PK_RK) as-
sociated with the DP accelerator, and verifies that the
PK_ATT received from the DP accelerator is identical to
the decrypted PK_ATT. In one embodiment, the public
root key (PK_RK) associated with the DP accelerator
may be received by host server 104 come from a trusted
server over a network.

[0112] In one embodiment, the kernel digest is gener-
ated by hashing an executable image of the kernel object
by the DP accelerator. In another embodiment, the kernel
digest is signed using a private attestation key (SK_ATT)
corresponding to the PK_ATT. In another embodiment,
the kernel digestis signed together with a timestamp gen-
erated at a point in time, where the timestamp is utilized
by the host system to verify that the kernel digest was
generated within a predetermined period of time. In one
embodiment, the host system receives the PK_RK as-
sociated with the DP accelerator from a predetermined
trusted server over a network.

[0113] Referring to Figure 28B, in block 2821, in re-
sponse to an attestation request received from a host
system, processing logic generates at a data processing
(DP) accelerator an attestation key pair having a public
attestation key (PK_ATT) and a private attestation key
(SK_ATT). At block 2822, processing logic transmits the
PK_ATT or a signed PK_ATT from the DP accelerator
to the host system, where the DP accelerator is coupled
to the host system over a bus. At block 2823, processing
logic receives a kernel identifier (ID) identifying a kernel
object from the host system, where the kernel ID is re-
ceived in response to successful verification of the
PK_ATT. At block 2824, processing logic generates a
kernel digest by hashing an executable image of the ker-
nel object in response to the kernel ID. At block 2825,
processing logic transmits the kernel digest or a signed
kernel digest to the host system to allow the host system
to verify and attest the kernel object before accessing
the kernel object to be executed within the DP acceler-
ator.

[0114] In one embodiment, processing logic further
signs the PK_ATT using a private root key (SK_RK) as-
sociated with the DP accelerator and sends the signed
PK_ATT to the host system to allow the host system to
verify that the PK_ATT come from the DP accelerator.
In another embodiment, the host system is configured to
decrypt the signed PK_ATT using a public root key
(PK_RK) corresponding to the SK_RK and verify the
PK_ATT by comparing the PK_ATT received from the
DP accelerator and the decrypted PK_ATT.

[0115] In one embodiment, processing logic further
signs the kernel digest using the SK_ATT and sends the
signed kernel digest to the host system to allow the host
system to verify that the kernel digest is sent by the DP
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accelerator. In another embodiment, the host system is
configured to decrypt the signed kernel digest using the
PK_ATT and verify the kernel digest by comparing the
kernel digest received from the DP accelerator and the
decrypted kernel digest. In another embodiment,
processinglogic further generates a timestamp and signs
the kernel digest together with the timestamp, where the
timestamp is utilized by the host system to verify fresh-
ness of the kernel digest.

[0116] The DP accelerators communicatively coupled
to a host server can be further validated to be the DP
accelerators to be expected by the host server. The as-
surance can be achieved by ways of a third party trusted
server and/or certification authority.

[0117] Figure 29 is a block diagram illustrating an ex-
ample of a host server communicatively coupled to trust-
ed server and a DP accelerator according to one embod-
iment. DP accelerator validation refers to verifying a cer-
tificate of the DP accelerator from a trusted server. The
trusted server can be a third party certification authority
or a local server. System 2900 may be system 900 of
Figure 9. Referring to Figure 29, in one embodiment, host
server 104 includes TEE 201, which includes key verifi-
cation module 2901 and PK_RK(s)2903. PK_RK(s) 2903
can store public keys associated with DP accelerators.
Key verification module 2901 can verify a public key for
a DP accelerator via a trusted server, such as trusted
server 2921. Trusted server 2921 can include DP accel-
erator certificates 2923.

[0118] Referring to Figure 29, DP accelerator can in-
clude security unit 1020 which can include key verifica-
tion unit 2905 and storage 2913. Storage 2913 can in-
clude SK_RK 2907, accelerator ID (e.g., serial number
and/or UUID) 2909, and version number 2911. Version
number can denote a firmware version for DP accelerator
405, and the version number can be updated according
to a firmware version of DP accelerator 405. Key verifi-
cation unit 2905 can communicate with a key verification
module, such as key verification module 2901 of host
server 104, to provide information about the DP acceler-
ator (e.g., accelerator ID 2909 and/or version number
2911) to host server 104.

[0119] As a preliminary matter, in one embodiment,
host server 104 may already have a copy of PK_RK as-
sociated with DP accelerator 405. However, when DP
accelerator 405 is initially introduced to host server 104
or when DP accelerator 405 is reintroduced, a PK_RK
for DP accelerator 405 may need to be validated or re-
validated for host server 104.

[0120] Figure 30 is a flow chart illustrating an example
DP accelerator validation protocol according to one em-
bodiment. Protocol 3000 can be an example embodiment
to validate a PK_RK for DP accelerator 405. Referring
to Figures 29-30, protocol 3000 can be performed be-
tween key verification module 2901 of host server 104
and key verification unit 2905 of DP accelerator 405.
[0121] Referring to Figure 30, in operation 3001, host
server 104 requests an accelerator ID from accelerator
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405. In operation 3002, in response to the request, DP
accelerator 405 returns accelerator ID 2909 to host serv-
er 104 (e.g., a serial number or a UUID of the DP accel-
erator). In operation 3003, host server 104 sends the
received accelerator ID to trusted server 2921. Here,
trusted server 2921 may be a certification authority, a
third party trusted server or a local trusted server with
certificate information about DP accelerator 405. In op-
eration 3004, in response to the request, trusted server
2921 sends a certificate associated with the accelerator
ID of DP accelerator 405 to host server 104.

[0122] In operation 3005, host server 104 extracts the
certificate information (e.g., a public key PK_RK) from
the certificate associated with the accelerator ID and
stores the certificate information along with the acceler-
ator ID in local storage, e.g., PK_RK(s) 2903. In one em-
bodiment, the extracted PK_RK may be verified against
an existing PK_RK for DP accelerator 405 (e.g., the ex-
isting PK_RK as part of PK_RK(s) 2903) which may have
been previously obtained for DP accelerator 405. Option-
ally, the certificate information can be verified by verifying
a certificate chain of the trusted server 2921. A certificate
chain is an ordered list of certificates that enables a re-
ceiver to verify that a sender and the trusted server (e.g.,
a certificate authority) are trustworthy. In operation 3006,
based on the verification and/or the certificate informa-
tion, e.g., PK_RK, host server 104 thenrequests a secure
connection (e.g., one or more secure channels) to be
established with DP accelerator 405.

[0123] Note that thereafter, host server 104 can use
the PK_RK to decrypt secure messages sent by DP ac-
celerator 405, where the secure messages are encrypted
by SK_RK. These messages can include verification
messages associated with attestation key pairs (e.g.,
PK_ATT, SK_ATT), to verify a signature for a public at-
testation key to attest a kernel object stored in the DP
accelerator, as described above. The messages can also
include verification messages for temporary public/pri-
vate key pairs (e.g., PK_d, SK_d), and session keys for
DP accelerator 405, as described above. In some em-
bodiments, a randomly generated number together with
version number 2911 of Figure 29, can be used to gen-
erate the attestation key pairs and the temporary pub-
lic/private key pairs. In this case, if the version number
2911 is updated, e.g., due to a firmware upgrade, the
attestation key pairs and temporary public/private key
pairs for a session would expire.

[0124] The DP accelerator can generate public/private
attestation key pairs (e.g., PK_ATT, SK_ATT) further
based on a version number (version number 2911 of Fig-
ure 29) of the accelerator and/or a random number gen-
erated by a random number generator. Similarly, tempo-
rary public/private key pairs (e.g., PK_d, SK_d, where
SK_d is used to establish a session key associated with
a communication session between the host system and
the DP accelerator) can be generated further based on
a version number (version number 2911 of Figure 29) of
the accelerator and/or a random number generated by a
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random number generator.

[0125] Figure 31 is a flow diagram illustrating an ex-
ample of a method according to one embodiment. Proc-
ess 3100 may be performed by processing logic which
may include software, hardware, or a combination there-
of. For example, process 3100 may be performed by host
system, such as host 104 of Figure 29. Referring to Figure
31, at block 3101, processing logic receives, at a host
system from a DP accelerator, an accelerator ID that
uniquely identifies the DP accelerator, where the host
system is coupled to the DP accelerator over a bus. At
block 3102, processing logic transmits the accelerator ID
to a predetermined trusted server over a network. At
block 3103, process logic receives a certificate from the
predetermined trusted server over the network, where
the certificate includes a public key (PK_RK) associated
with the DP accelerator. At block 3104, optionally, in one
embodiment, processing logic verifies the certificate is
associated with the predetermined trusted server, e.g,
by verifying a certificate chain for the trusted server. At
block 3105, process logic extracts the public root key
(PK_RK) from the certificate, and verifies the extracted
PK_RK with a PK_RK previously sent by the DP accel-
erator, to certify that the DP accelerator is indeed the DP
accelerator it is claiming to be. At block 3106, processing
logic establishes a secure channel with the DP acceler-
ator using the PK_RK based on the verification to ex-
change data securely between the host system and the
DP accelerator.

[0126] In one embodiment, the DP accelerator in-
cludes one or more execution units operable to perform
data processing operations on behalf of an application
hosted within the host system. In one embodiment, the
predetermined trusted server is associated with a pro-
vider of the application. In one embodiment, the prede-
termined trusted server is associated with a provider of
the DP accelerator. In one embodiment, the PK_RK is
further utilized to verify a signature generated for the DP
accelerator.

[0127] In another embodiment, the PK_RK is utilized
by the host system to establish a session key associated
with a communication session between the host system
and the DP accelerator. In another embodiment, the
PK_RK is utilized by the host system to verify a signature
for a public attestation key to attest a kernel object stored
in the DP accelerator.

[0128] Note that some or all of the components as
shown and described above may be implemented in soft-
ware, hardware, or a combination thereof. For example,
such components can be implemented as software in-
stalled and stored in a persistent storage device, which
can be loaded and executed in a memory by a processor
(not shown) to carry out the processes or operations de-
scribed throughout this application. Alternatively, such
components can be implemented as executable code
programmed or embedded into dedicated hardware such
as an integrated circuit (e.g., an application specific IC
or ASIC), a digital signal processor (DSP), or a field pro-
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grammable gate array (FPGA), which can be accessed
via a corresponding driver and/or operating system from
an application. Furthermore, such components can be
implemented as specific hardware logic in a processor
or processor core as part of an instruction set accessible
by a software component via one or more specific in-
structions.

[0129] Figure 32 is a block diagram illustrating an ex-
ample of a data processing system which may be used
with one embodiment of the invention. For example, sys-
tem 1500 may represent any of data processing systems
described above performing any of the processes or
methods described above, such as, for example, a client
device or aserverdescribed above, such as, forexample,
clients 101-102, and server 104, as described above.
[0130] System 1500 can include many different com-
ponents. These components can be implemented as in-
tegrated circuits (ICs), portions thereof, discrete electron-
ic devices, or other modules adapted to a circuit board
such as a motherboard or add-in card of the computer
system, or as components otherwise incorporated within
a chassis of the computer system.

[0131] Note also that system 1500 is intended to show
a high level view of many components of the computer
system. However, it is to be understood that additional
components may be present in certain implementations
and furthermore, different arrangement of the compo-
nents shown may occur in other implementations. Sys-
tem 1500 may represent a desktop, a laptop, a tablet, a
server, amobile phone, a media player, a personal digital
assistant (PDA), a Smartwatch, a personal communica-
tor, a gaming device, a network router or hub, a wireless
access point (AP) or repeater, a set-top box, or a com-
bination thereof. Further, while only a single machine or
system isillustrated, the term "machine" or "system" shall
also be taken to include any collection of machines or
systems that individually or jointly execute a set (or mul-
tiple sets) of instructions to perform any one or more of
the methodologies discussed herein.

[0132] In one embodiment, system 1500 includes
processor 1501, memory 1503, and devices 1505-1508
via a bus or an interconnect 1510. Processor 1501 may
represent a single processor or multiple processors with
a single processor core or multiple processor cores in-
cluded therein. Processor 1501 may represent one or
more general-purpose processors such as a microproc-
essor, a central processing unit (CPU), or the like. More
particularly, processor 1501 may be a complex instruc-
tion set computing (CISC) microprocessor, reduced in-
struction set computing (RISC) microprocessor, very
long instruction word (VLIW) microprocessor, or proces-
sor implementing other instruction sets, or processors
implementing a combination of instruction sets. Proces-
sor 1501 may also be one or more special-purpose proc-
essors such as an application specific integrated circuit
(ASIC), a cellular or baseband processor, a field pro-
grammable gate array (FPGA), a digital signal processor
(DSP), a network processor, a graphics processor, a net-
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work processor, a communications processor, a crypto-
graphic processor, a co-processor, an embedded proc-
essor, or any other type of logic capable of processing
instructions.

[0133] Processor 1501, which may be alow power mul-
ti-core processor socket such as an ultra-low voltage
processor, may act as a main processing unit and central
hub for communication with the various components of
the system. Such processor can be implemented as a
system on chip (SoC). Processor 1501 is configured to
execute instructions for performing the operations and
steps discussed herein. System 1500 may furtherinclude
a graphics interface that communicates with optional
graphics subsystem 1504, which may include a display
controller, a graphics processor, and/or a display device.
[0134] Processor 1501 may communicate with mem-
ory 1503, which in one embodiment can be implemented
via multiple memory devices to provide for a given
amount of system memory. Memory 1503 may include
one or more volatile storage (or memory) devices such
as random access memory (RAM), dynamic RAM
(DRAM), synchronous DRAM (SDRAM), static RAM
(SRAM), or other types of storage devices. Memory 1503
may store information including sequences of instruc-
tions that are executed by processor 1501, or any other
device. For example, executable code and/or data of a
variety of operating systems, device drivers, firmware
(e.g., input output basic system or BIOS), and/or appli-
cations can be loaded in memory 1503 and executed by
processor 1501. An operating system can be any kind of
operating systems, such as, for example, Windows® op-
erating system from Microsoft®, Mac OS®/i0S® from Ap-
ple, Android® from Google®, Linux®, Unix®, or other real-
time or embedded operating systems such as VxWorks.
[0135] System 1500 may further include IO devices
such as devices 1505-1508, including network interface
device(s) 1505, optional input device(s) 1506, and other
optional 10 device(s) 1507. Network interface device
1505 may include a wireless transceiver and/or a network
interface card (NIC). The wireless transceiver may be a
WiFi transceiver, an infrared transceiver, a Bluetooth
transceiver, a WiMax transceiver, a wireless cellular te-
lephony transceiver, a satellite transceiver (e.g., a global
positioning system (GPS) transceiver), or other radio fre-
quency (RF) transceivers, or a combination thereof. The
NIC may be an Ethernet card.

[0136] Input device(s) 1506 may include a mouse, a
touch pad, a touch sensitive screen (which may be inte-
grated with display device 1504), a pointer device such
as a stylus, and/or a keyboard (e.g., physical keyboard
oravirtual keyboard displayed as part of a touch sensitive
screen). For example, input device 1506 may include a
touch screen controller coupled to a touch screen. The
touch screen and touch screen controller can, for exam-
ple, detect contact and movement or break thereof using
any of a plurality of touch sensitivity technologies, includ-
ing but not limited to capacitive, resistive, infrared, and
surface acoustic wave technologies, as well as other
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proximity sensor arrays or other elements for determining
one or more points of contact with the touch screen.
[0137] 10O devices 1507 may include an audio device.
An audio device may include a speaker and/or a micro-
phone to facilitate voice-enabled functions, such as voice
recognition, voice replication, digital recording, and/or te-
lephony functions. Other 10 devices 1507 may further
include universal serial bus (USB) port(s), parallel port(s),
serial port(s), a printer, a network interface, a bus bridge
(e.g., aPCI-PCl bridge), sensor(s) (e.g., a motion sensor
such as an accelerometer, gyroscope, a magnetometer,
a light sensor, compass, a proximity sensor, etc.), or a
combination thereof. Devices 1507 may further include
an imaging processing subsystem (e.g., a camera),
which may include an optical sensor, such as a charged
coupled device (CCD) or a complementary metal-oxide
semiconductor (CMOS) optical sensor, utilized to facili-
tate camera functions, such as recording photographs
and video clips. Certain sensors may be coupled to in-
terconnect 1510 viaa sensor hub (not shown), while other
devices such as a keyboard or thermal sensor may be
controlled by an embedded controller (not shown), de-
pendent upon the specific configuration or design of sys-
tem 1500.

[0138] To provide for persistent storage of information
such as data, applications, one or more operating sys-
tems and so forth, a mass storage (not shown) may also
couple to processor 1501. In various embodiments, to
enable a thinner and lighter system design as well as to
improve system responsiveness, this mass storage may
be implemented via a solid state device (SSD). However
in other embodiments, the mass storage may primarily
be implemented using a hard disk drive (HDD) with a
smaller amount of SSD storage to act as a SSD cache
to enable non-volatile storage of context state and other
such information during power down events so that a fast
power up can occur on re-initiation of system activities.
Also a flash device may be coupled to processor 1501,
e.g., via a serial peripheral interface (SPI). This flash de-
vice may provide for non-volatile storage of system soft-
ware, including a basic input/output software (BIOS) as
well as other firmware of the system.

[0139] Storage device 1508 may include computer-ac-
cessible storage medium 1509 (also known as a ma-
chine-readable storage medium or a computer-readable
medium) on which is stored one or more sets of instruc-
tions or software (e.g., module, unit, and/or logic 1528)
embodying any one or more of the methodologies or func-
tions described herein. Processing module/unit/logic
1528 may represent any of the components described
above, such as, for example, host server 104 of Figure
2, runtime libraries 205 of Figure 2, DP accelerator 405
of Figure 4, 10 manager 401 or IO interface 415 of Figure
4, HCM 901 or ACM 915 of Figures 9 and 14, and MM
1701 of Figure 17, security unit 1020 and time unit 2003
of Figure 20, as described above. Processing mod-
ule/unit/logic 1528 may also reside, completely or atleast
partially, within memory 1503 and/or within processor

10

15

20

25

30

35

40

45

50

55

21

1501 during execution thereof by data processing system
1500, memory 1503 and processor 1501 also constitut-
ing machine-accessible storage media. Processing mod-
ule/unit/logic 1528 may further be transmitted or received
over a network via network interface device 1505.
[0140] Computer-readable storage medium 1509 may
also be used to store the some software functionalities
described above persistently. While computer-readable
storage medium 1509 is shown in an exemplary embod-
iment to be a single medium, the term "computer-read-
able storage medium" should be taken to include a single
medium or multiple media (e.g., a centralized or distrib-
uted database, and/or associated caches and servers)
that store the one or more sets of instructions. The terms
"computer-readable storage medium" shall also be taken
to include any medium that is capable of storing or en-
coding a set of instructions for execution by the machine
and that cause the machine to perform any one or more
of the methodologies of the present invention. The term
"computer-readable storage medium" shall accordingly
be taken to include, but not be limited to, solid-state mem-
ories, and optical and magnetic media, or any other non-
transitory machine-readable medium.

[0141] Processing module/unit/logic 1528, compo-
nents and other features described herein can be imple-
mented as discrete hardware components or integrated
in the functionality of hardware components such as
ASICS, FPGAs, DSPs or similar devices. In addition,
processing module/unit/logic 1528 can be implemented
as firmware or functional circuitry within hardware devic-
es. Further, processing module/unit/logic 1528 can be
implemented in any combination hardware devices and
software components.

[0142] Note that while system 1500 is illustrated with
various components of a data processing system, it is
not intended to represent any particular architecture or
manner of interconnecting the components; as such de-
tails are not germane to embodiments of the present in-
vention. It will also be appreciated that network comput-
ers, handheld computers, mobile phones, servers,
and/or other data processing systems which have fewer
components or perhaps more components may also be
used with embodiments of the invention.

[0143] Some portions of the preceding detailed de-
scriptions have been presented in terms of algorithms
and symbolic representations of operations on data bits
within a computer memory. These algorithmic descrip-
tions and representations are the ways used by those
skilled in the data processing arts to most effectively con-
vey the substance of their work to others skilled in the
art. An algorithm is here, and generally, conceived to be
a self-consistent sequence of operations leading to a de-
sired result. The operations are those requiring physical
manipulations of physical quantities.

[0144] It should be borne in mind, however, that all of
these and similar terms are to be associated with the
appropriate physical quantities and are merely conven-
ient labels applied to these quantities. Unless specifically
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stated otherwise as apparent from the above discussion,
it is appreciated that throughout the description, discus-
sions utilizing terms such as those set forth in the claims
below, refer to the action and processes of a computer
system, or similar electronic computing device, that ma-
nipulates and transforms data represented as physical
(electronic) quantities within the computer system’s reg-
isters and memories into other data similarly represented
as physical quantities within the computer system mem-
ories orregisters or other such information storage, trans-
mission or display devices.

[0145] The techniques shown in the figures can be im-
plemented using code and data stored and executed on
one or more electronic devices. Such electronic devices
store and communicate (internally and/or with other elec-
tronic devices over a network) code and data using com-
puter-readable media, such as non-transitory computer-
readable storage media (e.g., magnetic disks; optical
disks; random access memory; read only memory; flash
memory devices; phase-change memory) and transitory
computer-readable transmission media (e.g., electrical,
optical, acoustical or other form of propagated signals -
such as carrier waves, infrared signals, digital signals).

[0146] The processes or methods depicted in the pre-
ceding figures may be performed by processing logic that
comprises hardware (e.qg. circuitry, dedicated logic, etc.),
firmware, software (e.g., embodied on a non-transitory
computer readable medium), or a combination of both.
Although the processes or methods are described above
in terms of some sequential operations, it should be ap-
preciated that some of the operations described may be
performed in a different order. Moreover, some opera-
tions may be performed in parallel rather than sequen-
tially.

Claims

1. A computer-implemented method for secure com-
munications between a host system and a data
processing accelerator, the method comprising:

establishing (801) a secure connection between
the host system and the data processing, DP,
accelerator over a bus, the secure connection
including a data channel;

transmitting (802) a first instruction from the host
system to the DP accelerator over a command
channel, the first instruction requesting the DP
accelerator to perform a data preparation oper-
ation;

characterized in that the method further com-
prises:

receiving (803) a first request to read a first
data from a first memory location of the host
system from the DP accelerator over the da-
ta channel, in response to the first instruc-
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tion;

examining the first request to determine
whether the DP accelerator is entitled to
read from the first memory location of the
host system, wherein in response to the re-
ceiving the first request, the host system
identifies the DP accelerator and the first
memory location on the host system, and
queries an access control list, ACL, map to
determine whether the DP accelerator has
access permission to the first memory loca-
tion, wherein the ACL map contains a map-
ping table that maps different memory re-
gions of a memory of the host system to DP
accelerators; and

allowing the DP accelerator to read from the
first memory location, in response to deter-
mining that the DP accelerator is entitled to
read from the first memory location;

in response to the first request, transmitting
(804) the first data retrieved from the first
memory location of the host system to the
DP accelerator over the data channel,
wherein the first data is utilized for a com-
putation or a configuration operation; and
transmitting (805) a second instruction from
the host system to the DP accelerator over
the command channel, the second instruc-
tion requesting the DP accelerator to per-
form the computation or the configuration
operation.

2. The method of claim 1, wherein the DP accelerator
is not allowed to directly access the first memory
location of the host system.

3. The method of claim 1, wherein the DP accelerator
is one of a plurality of DP accelerators coupled to
the host system.

4. The method of claim 1, further comprising:

receiving a second request to write second data
from the DP accelerator over the data channel,
wherein the second data is to be written to a
second memory location of the host system; and
in response to the second request, storing the
second data at the second memory location of
the host system.

5. The method of claim 4, further comprising:

examining the second request to determine
whether the DP accelerator is entitled to write
to the second memory location of the host sys-
tem; and

allowing the DP accelerator to write to the sec-
ond memory location, in response to determin-
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ing that the DP accelerator is entitled to write to
the second memory location.

The method of claim 4, wherein the second data rep-
resents at least a portion of a result of the computa-
tion or the configuration operation in response to the
instruction.

A non-transitory machine-readable medium having
instructions stored therein, which when executed by
a processor, cause the processor to perform the
method according any one of claims 1 to 6.

A computer-implemented method for secure com-
munications between a host system and a data
processing accelerator, the method comprising:

establishing (821) a secure connection between
a host system and a data processing , DP, ac-
celerator over a bus, the secure connection in-
cluding a data channel;

receiving (822), at the DP accelerator, a first in-
struction from the host system over a command
channel, the first instruction requesting the DP
accelerator to perform a data preparation oper-
ation;

characterized in that the method further com-
prises:

in response to the first instruction, transmit-
ting (823) a first request from the DP accel-
erator to the host system over the data
channel to read afirst data from a first mem-
ory location of the host system;

receiving (824) the first data from the host
system over the data channel, wherein the
first data was retrieved by the host system
from the first memory location of the host
system;

receiving (825) a second instruction from
the host system over the command chan-
nel, the second instruction requesting the
DP accelerator to perform a computation or
a configuration operation; and

performing (826) the computation or the
configuration operation based on at least
the first data,

wherein the host system examines the first
request to determine whether the DP accel-
erator is entitled to read from the first mem-
ory location of the host system, and wherein
the host system allows the DP accelerator
to read from the first memory location, in
response to determining that the DP accel-
erator is entitled to read from the first mem-
ory location,-, wherein in response to re-
ceiving the first request, the host system
identifies the DP accelerator and the first
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memory location on the host system, and
queries an access control list, ACL,

map to determine whether the DP acceler-
ator has access permission to the first mem-
ory location, wherein the ACL map contains
amapping table that maps different memory
regions of a memory of the host system to
DP accelerators.

The method of claim 8, wherein the DP accelerator
is not allowed to directly access the first memory
location of the host system.

The method of claim 8, wherein the DP accelerator
is one of a plurality of DP accelerators coupled to
the host system.

The method of claim 8, further comprising transmit-
ting a second request from the DP accelerator to the
host system over the data channel to write second
data to a second memory location of the host system,
wherein the second data represents atleasta portion
of a result of the computation or the configuration
operation.

The method of claim 11, wherein the host system
examines the second request to determine whether
the DP accelerator is entitled to write to the second
memory location of the host system, and wherein
the host system allows the DP accelerator to write
to the second memory location, in response to de-
termining that the DP accelerator is entitled to write
to the second memory location.

Patentanspriiche

1.

Computer-implementiertes Verfahren zur sicheren
Kommunikation zwischen einem Host-System und
einem Datenverarbeitungs-Beschleuniger, wobei
das Verfahren Folgendes umfasst:

Herstellen (801) einer sicheren Verbindung zwi-
schen dem Host-System und dem Datenverar-
beitungs-Beschleuniger, = DV-Beschleuniger,
Uber einen Bus, wobei die sichere Verbindung
einen Datenkanal umfasst;

Ubertragen (802) einer ersten Anweisung von
dem Host-System an den DV-Beschleuniger
Uber einen Anweisungskanal, wobei die erste
Anweisung den DV-Beschleuniger auffordert,
eine Datenaufbereitungsoperation durchzufiih-
ren;

dadurch gekennzeichnet, dass das Verfahren
ferner Folgendes aufweist:

Empfangen (803) einer ersten Anforderung
zum Lesenvon ersten Daten aus einem ers-
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ten Datenspeicher des Host-Systems von
dem DP-Beschleuniger tber den Datenka-
nal als Reaktion auf die erste Anweisung;
Prifen der ersten Anforderung, um zu be-
stimmen, ob der DP-Beschleuniger berech-
tigt ist, von dem ersten Datenspeicher des
Host-Systems zu lesen, wobei das Host-
System als Reaktion auf den Empfang der
ersten Anforderung den DP-Beschleuniger
und den ersten Datenspeicher auf dem
Host-System identifiziert und eine Zugriffs-
kontrolllisten-(ACL)-Karte abfragt, um zu
bestimmen, ob der DP-Beschleuniger eine
Zugriffserlaubnis auf den ersten Datenspei-
cher hat, wobei die ACL-Karte eine Abbil-
dungstabelle enthalt, die verschiedene
Speicherbereiche eines Speichers des
Host-Systems auf DP-Beschleuniger abbil-
det; und

Zulassen, dass der DP-Beschleuniger von
dem ersten Datenspeicher liest, als Reak-
tion auf die Feststellung, dass der DP-Be-
schleuniger berechtigt ist, von dem ersten
Datenspeicher zu lesen;

Ubertragen (804) der ersten Daten, die von
dem ersten Datenspeicher des Host-Sys-
tems abgerufen wurden, an den DP-Be-
schleuniger tiber den Datenkanal als Reak-
tion auf die erste Anforderung, wobei die
ersten Daten fiir eine Berechnung oder eine
Konfigurationsoperation verwendet wer-
den; und

Ubertragen (805) einer zweiten Anweisung
von dem Host-System an den DP-Be-
schleuniger Uber den Anweisungskanal,
wobei die zweite Anweisung den DP-Be-
schleuniger auffordert, die Berechnung
oder den Konfigurationsvorgang durchzu-
fuhren.

Verfahren nach Anspruch 1, wobei der DP-Be-
schleuniger nicht direkt auf den ersten Datenspei-
cherplatz des Host-Systems zugreifen darf.

Verfahren nach Anspruch 1, wobei der DP-Be-
schleuniger einer von einer Vielzahl von DP-Be-
schleunigern ist, die mitdem Host-System gekoppelt
sind.

Verfahren nach Anspruch 1, das ferner Folgendes
umfasst:

Empfangen einer zweiten Anforderung zum
Schreiben zweiter Daten von dem DP-Be-
schleuniger Uber den Datenkanal, wobei die
zweiten Daten in einen zweiten Datenspeicher
des Host-Systems geschrieben werden sollen;
und
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Speichern der zweiten Daten im zweiten Daten-
speicher des Host-Systems als Reaktion auf die
zweite Anforderung.

5. Verfahren nach Anspruch 4, das ferner Folgendes

umfasst:

Prufen der zweiten Anforderung, um festzustel-
len, ob der DP-Beschleuniger berechtigt ist, in
den zweiten Datenspeicher des Host-Systems
zu schreiben; und

Zulassen, dass der DP-Beschleuniger in den
zweiten Datenspeicher schreibt, als Reaktion
auf die Feststellung, dass der DP-Beschleuni-
ger berechtigt ist, in den zweiten Datenspeicher
zu schreiben.

Verfahren nach Anspruch 4, wobei die zweiten Da-
ten zumindest einen Abschnitt eines Ergebnisses
der Berechnung oder der Konfigurationsoperation in
Reaktion auf die Anweisung reprasentieren.

Nicht-transitorisches maschinenlesbares Medium
mit darin gespeicherten Anweisungen, die, bei Aus-
fihrung durch einen Prozessor, den Prozessor ver-
anlassen, das Verfahren nach einem der Anspriiche
1 bis 6 durchzufiihren.

Computer-implementiertes Verfahren zur sicheren
Kommunikation zwischen einem Host-System und
einem Datenverarbeitungsbeschleuniger, wobei
das Verfahren folgendes aufweist

Herstellen (821) einer sicheren Verbindung zwi-
schen einem Host-System und einem Datenver-
arbeitungs-Beschleuniger, DV-Beschleuniger,
Uber einen Bus, wobei die sichere Verbindung
einen Datenkanal umfasst;

Empfangen (822) einer ersten Anweisung von
dem Host-System Uber einen Anweisungskanal
an den DV-Beschleuniger, wobei die erste An-
weisung den DV-Beschleuniger auffordert, eine
Datenaufbereitungsoperation durchzufiihren;
dadurch gekennzeichnet, dass das Verfahren
ferner Folgendes umfasst:

Ubertragen (823) einer ersten Anforderung
von dem DP-Beschleuniger an das Host-
System Uber den Datenkanal als Reaktion
auf die erste Anweisung, um erste Daten
aus einem ersten Datenspeicher des Host-
Systems zu lesen;

Empfangen (824)derersten Datenvondem
Host-System Uber den Datenkanal, wobei
die ersten Daten von dem Host-System aus
dem ersten Datenspeicher des Host-Sys-
tems abgerufen wurden;

Empfangen (825) einer zweiten Anweisung
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von dem Host-System Uber den Anwei-
sungskanal, wobei die zweite Anweisung
den DP-Beschleuniger auffordert, eine Be-
rechnung oder eine Konfigurationsoperati-
on durchzufiihren; und

Durchfilhren (826) der Berechnung oder
des Konfigurationsvorgangs auf der Grund-
lage mindestens der ersten Daten,

wobei das Host-System die erste Anforde-
rung prift, um zu bestimmen, ob der DP-
Beschleuniger berechtigt ist, von dem ers-
ten Datenspeicher des Host-Systems zu le-
sen,

und wobei das Host-System dem DP-Be-
schleuniger erlaubt, von dem ersten Daten-
speicher zu lesen, als Reaktion auf die Be-
stimmung, dass der DP-Beschleuniger be-
rechtigt ist, von dem ersten Datenspeicher
zu lesen, wobei das Host-System als Reak-
tion auf den Empfang der ersten Anforde-
rung den DP-Beschleuniger und den ersten
Datenspeicherplatz auf dem Host-System
identifiziert und eine Zugriffskontrollliste-
Karte, ACL-Karte, abfragt, um zu bestim-
men, ob der DP-Beschleuniger eine Zu-
griffsberechtigung auf den ersten Daten-
speicherplatz hat, wobeidie ACL-Karte eine
Abbildungstabelle enthalt, die verschiede-
ne Speicherbereiche eines Speichers des
Host-Systems auf DP-Beschleuniger abbil-
det.

Verfahren nach Anspruch 8, wobei der DP-Be-
schleuniger nicht direkt auf den ersten Datenspei-
cherplatz des Host-Systems zugreifen darf.

Verfahren nach Anspruch 8, wobei der DP-Be-
schleuniger einer von einer Vielzahl von DP-Be-
schleunigern ist, die mitdem Host-System gekoppelt
sind.

Verfahren nach Anspruch 8, das ferner das Ubertra-
gen einer zweiten Anforderung von dem DP-Be-
schleuniger an das Host-System tiber den Datenka-
nal umfasst, um zweite Daten in einen zweiten Da-
tenspeicher des Host-Systems zu schreiben, wobei
die zweiten Daten zumindest einen Abschnitt eines
Ergebnisses der Berechnung oder der Konfigurati-
onsoperation reprasentieren.

Verfahren nach Anspruch 11, wobei das Host-Sys-
tem die zweite Anforderung pruft, um festzustellen,
ob der DP-Beschleuniger berechtigt ist, in den zwei-
ten Datenspeicher des Host-Systems zu schreiben,
und wobei das Host-System dem DP-Beschleuniger
das Schreiben in den zweiten Datenspeicher er-
laubt, als Reaktion auf die Feststellung, dass der DP-
Beschleuniger berechtigt ist, in den zweiten Daten-
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speicher zu schreiben.

Revendications

Procédé mis en ceuvre par ordinateur pour des com-
munications sécurisées entre un systeme hbte et un
accélérateur de traitement de données, le procédé
comprenant les étapes ci-dessous consistant a :

établir (801) une connexion sécurisée entre le
systeme hbte et 'accélérateur de traitement de
données, DP, sur un bus, la connexion sécuri-
sée incluant un canal de données ;
transmettre (802) une premiére instruction, du
systeme hbte a I'accélérateur de traitement DP
sur un canal de commande, la premiére instruc-
tion demandant a I'accélérateur de traitement
DP de mettre en ceuvre une opération de pré-
paration de données ;

caractérisé en ce que le procédé comprend en
outre les étapes ci-dessous consistant a :
recevoir (803) une premiére demande visant a
lire des premieres données a partird’'un premier
emplacement de mémoire du systéme héte, en
provenance de I'accélérateur de traitement DP
sur le canal de données, en réponse a la pre-
miére instruction ;

examiner la premiére demande en vue de dé-
terminer si 'accélérateur de traitement DP est
autorisé a lire a partir du premier emplacement
de mémoire du systeme hoéte, dans lequel, en
réponse a I'étape de réception de la premiére
demande, le systéme hbte identifie I'accéléra-
teurdetraitement DP etle premier emplacement
de mémoire sur le systeme héte, et interroge
une carte de liste de contréle d’accés, ACL, en
vue de déterminer sil'accélérateur de traitement
DP dispose d’'une permission d’accés au pre-
mier emplacement de mémoire, dans lequel la
carte de liste ACL contient une table de mise en
correspondance qui met en correspondance dif-
férentes régions de mémoire d’'une mémoire du
systeme hobte avec des accélérateurs de traite-
ment DP ; et

autoriser I'accélérateur de traitement DP a lire
a partir du premier emplacement de mémoire,
en réponse a une détermination selon laquelle
I'accélérateur de traitement DP est autorisé a
lire a partir du premier emplacement de
mémoire ;

en réponse a la premiere demande, transmettre
(804) les premieres données extraites du pre-
mier emplacement de mémoire du systéeme hé-
te, al'accélérateur de traitement DP sur le canal
de données, dans lequel les premiéres données
sont utilisées dans le cadre d’un calcul ou d’'une
opération de configuration ; et
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transmettre (805) une seconde instruction, du
systéme héte a I'accélérateur de traitement DP
sur le canal de commande, la seconde instruc-
tion demandant a 'accélérateur de traitement
DP de mettre en ceuvre le calcul ou 'opération
de configuration.

Procédé selon la revendication 1, dans lequel I'ac-
célérateur de traitement DP n’est pas autorisé a ac-
céder directement au premier emplacement de mé-
moire du systeme hoéte.

Procédé selon la revendication 1, dans lequel I'ac-
célérateur de traitement DP correspond a un accé-
|érateur parmi une pluralité d’accélérateurs de trai-
tement DP couplés au systéme héte.

Procédé selon la revendication 1, comprenant en
outre les étapes ci-dessous consistant a :

recevoir une seconde demande visant a écrire
des secondes données provenant de I'accélé-
rateur de traitement DP sur le canal de données,
dans lequel les secondes données doivent étre
écrites dans un second emplacement de mé-
moire du systéme hote ; et

en réponse a la seconde demande, stocker les
secondes données dans le second emplace-
ment de mémoire du systeme hote.

Procédé selon la revendication 4, comprenant en
outre les étapes ci-dessous consistant a :

examiner la seconde demande en vue de déter-
miner si l'accélérateur de traitement DP est
autorisé a écrire dans le second emplacement
de mémoire du systéme héte ; et

autoriser 'accélérateur de traitement DP a écri-
re dans le second emplacement de mémoire,
en réponse a une détermination selon laquelle
l'accélérateur de traitement DP est autorisé a
écrire dans le second emplacement de mémoi-
re.

Procédé selon la revendication 4, dans lequel les
secondes données représententau moins une partie
d’un résultat du calcul ou de I'opération de configu-
ration en réponse a l'instruction.

Support non transitoire lisible par machine dans le-
quel sont stockées des instructions qui, lorsqu’elles
sont exécutées par un processeur, aménent le pro-
cesseur a mettre en ceuvre le procédé selon l'une
quelconque des revendications 1 a 6.

Procédé mis en ceuvre par ordinateur pour des com-
munications sécurisées entre un systeme héte et un
accélérateur de traitement de données, le procédé
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comprenant les étapes ci-dessous consistant a :

établir (821) une connexion sécurisée entre un
systeme héte et un accélérateur de traitement
de données, DP, sur un bus, la connexion sé-
curisée incluant un canal de données ;
recevoir (822), au niveau de I'accélérateur de
traitement DP, une premiére instruction en pro-
venance du systéme héte sur un canal de com-
mande, la premiére instruction demandant a
I'accélérateur de traitement DP de mettre en
ceuvre une opération de préparation de
données ;

caractérisé en ce que le procédé comprend en
outre les étapes ci-dessous consistant a :

en réponse a la premiére instruction, transmet-
tre (823) une premiére demande, de I'accéléra-
teur de traitement DP au systéme hoéte sur le
canal de données, visant a lire des premiéres
données a partir d’'un premier emplacement de
mémoire du systeme hbte ;

recevoir (824) les premiéres données en prove-
nance du systeme hote sur le canal de données,
dans lequel les premiéres données ont été ex-
traites, par le systéeme héte, du premier empla-
cement de mémoire du systéme hbte ;
recevoir (825) une seconde instruction en pro-
venance du systéme hote sur le canal de com-
mande, la seconde instruction demandant a
I'accélérateur de traitement DP de mettre en
ceuvre un calcul ou une opération de
configuration ; et

mettre en ceuvre (826) le calcul ou I'opération
de configuration sur la base d’au moins les pre-
miéres données ;

dans lequel le systéme hote examine la premie-
re demande en vue de déterminer si 'accéléra-
teur de traitement DP est autorisé a lire a partir
du premier emplacement de mémoire du syste-
me hote, etdans lequel le systéeme héte autorise
I'accélérateur de traitement DP a lire a partir du
premier emplacement de mémoire, en réponse
a une détermination selon laquelle I'accéléra-
teur de traitement DP est autorisé a lire a partir
du premier emplacement de mémoire, dans le-
quel, en réponse a la réception de la premiéere
demande, le systéme hbte identifie I'accéléra-
teurdetraitement DP etle premier emplacement
de mémoire sur le systeme héte, et interroge
une carte de liste de contréle d’accés, ACL, en
vue de déterminer sil'accélérateur de traitement
DP dispose d’une permission d’accés au pre-
mier emplacement de mémoire, dans lequel la
carte de liste ACL contient une table de mise en
correspondance qui met en correspondance dif-
férentes régions de mémoire d’'une mémoire du
systeme hbte avec des accélérateurs de traite-
ment DP.
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Procédé selon la revendication 8, dans lequel I'ac-
célérateur de traitement DP n’est pas autorisé a ac-
céder directement au premier emplacement de mé-
moire du systeme héte.

Procédé selon la revendication 8, dans lequel I'ac-
célérateur de traitement DP correspond a un accé-
|érateur parmi une pluralité d’accélérateurs de trai-
tement DP couplés au systéme héte.

Procédé selon la revendication 8, comprenant en
outre I'étape consistant a transmettre une seconde
demande, de I'accélérateur de traitement DP au sys-
téme hote sur le canal de données, visant a écrire
des secondes données dans un second emplace-
ment de mémoire du systeme hoéte, dans lequel les
secondes données représententau moins une partie
d’un résultat du calcul ou de I'opération de configu-
ration.

Procédé selon la revendication 11, dans lequel le
systeme héte examine la seconde demande en vue
de déterminer si 'accélérateur de traitement DP est
autorisé a écrire dans le second emplacement de
mémoire du systéme hbte, etdans lequel le systéeme
hote autorise 'accélérateur de traitement DP a écrire
dans le second emplacement de mémoire, en ré-
ponse a une détermination selon laquelle I'accélé-
rateur de traitement DP est autorisé a écrire dans le
second emplacement de mémoire.

10

15

20

25

30

35

40

45

50

55

27

52



EP 3 695 587 B1

101
Jojela|eooy dd

l "OId

901
Jojela|eooy dd

vol

(1soy “B9) (s)ionieS |€—p

Buissaooid eleq

GOt

J0)el9|909Y (dq)
Buissesoid eleq

001l

0L
80IA8( JUSIID

101
80IAS( JUSIID

28



EP 3 695 587 B1

101
Joiela|@aoy dd

Gol
Jojess|eooy 4da

Z

¢ 'Old

[%4
((s)NdD/NdL B'8) asempieH

x4
weisAg bunelsadp

00c

7
[puuBYyD "WWO)

0 _\I\—

60¢
sJaAlq

G0c
selelgi] swnuny
70¢
— suolneolddy
€0¢c ajes Alows

suoneolddy Jasn

10¢
(331) JUsWUOJIAUT UoIIND8XT pa)sniL

29



EP 3 695 587 B1

00¢

€ 'Old

JaALP Jojels|eooe ay) pue Aleiql| swinuny
8y} BIA JOjeJa|a00. d(J 8yl YIM s8jedlunwiwod uoneoldde sy
aJouMm ‘I3 ay) ulyum Aseiqi swnuni e pue uoneosldde ue youneT

!

pog

waejsAs jsoy ayy Jo Ndd
B U}IM pajeloosse (331 ) JUSWUOIIAUS UoIINDaxa pajshl) e gjelausn)

i

SO 8y} UIY)IM JBALIP JOIBIS|900. 8y} Yyoune

i

90JN0S pajsni} e
Aq papinoud si Jojels|eooe (4q) Buissesoud elep e Ylim pajeioosse
JOALIP Jojela|aook Uk pue (SO) walsAs buneisado ue jeyy AlUsA

!

1og

walshs 1soy e 4o ((INdL) einpow wJione|d
paysny “6:8) ainpow ALNoss e Buish 100q ainoss e Wiopad

30



EP 3 695 587 B1

¥ 'Old

%4
(Arowaw (S)NdD/INGL “B°8) alempieH

L2
JO}BI8|820Y dd o/l 112
wajsAg bunelsadp
: B0C
JaAuQ
So% " W To%
JO}eI8|820Y dd on | pueys -wwon Jsbeuely O/
G0oc
saleIgIi] swnuny
10¢
—__ suoleolddy
£0¢ ajes Alows|\

0[0) 4

0 _\I\d

suoneolddy Jesn

10¢
(331) JusWUOJIAUT UoNoaX palsni |

31



g 'Old

EP 3 695 587 B1

32

LA i P /
J0jels|a00Vy dd o/l /
sjouuey) eje —
_ Ud eyed/diNd =57
JanlQ
: 108
. de 10V
Sov Y
10}eJB[820Y dd
0%
—_ Jabeue
SIS SIy N O/l
Kowsy SoelBU| O/
[eqo|o — |]auuey) eieq — =0C
€S < > 505 Aowse
Japoos( puBWILIO) 3INPON 1OV N
paddel
Z15 — auue —
S1uN N p _ Ud diNd . T0o
uonNosXg sJaysibay |oJju0D JojeJauss) puBLILWOD

009



EP 3 695 587 B1

9 'Old

n UoiBay N JOIBIR0Y 40
71 uoiBay 7 HOIRIBIBYIY 40
11 uoiBay 1 uoiday T J0IEIBIPI0Y 40
suoiday Aowsyy POIRIOHY | (Il 103RIB[EIYY 40

209

33



EP 3 695 587 B1

L "Old

OV puss L.

1
s)nsey

9J01S ‘0L 2
|

uonesadQ |0su0D
$S820V 60/

uonelsadO 4a
ssa00ld /0.

S}ns8y puss 80/

-

>
puewwo) 4J pues '90/
g
uoneouloN pues / eleq Alows|y uiniey ‘G0
uolesadQ |01U0D
SS800V 0/
-
Alowa| 1SOH 0} SS820Y }sanbay '€0/
pUBLIWOD
8podsd ¢0.
=
puewwo) uoneledald eleq puss L0/
Gov —
Jojess|eooy _mawm _\Hmo_._
dd

004

34



EP 3 695 587 B1

V8 "Old

uonesado uoneinbiuod sy 1o uoleindwod ayj wiopad 0}
Jojels|aooe 4 ayi Bunsanbal uononJisul puodss sy} ‘|suueyd puBWIWOD 8y}

JaA0 Jojelaj@ooe d ey 0} WalsAs 1oy ay) WoJ) UoIoNnJIsuUl puooss e Jiwsuel |

!

uonelado
uonelnbiuod e 1o uoneINdwod e 104 paziiin s eyep 1sil 8y} alaym ‘[suueyd
BJEp 8Y} JOAO Jojels|aooe 4 8y} 0] WalsAs 1soy ay) Jo uoneoo| Alowasw
181} 8U} WOoJ) paAaLIal Blep 1Sl 8Y) Jilusurl) ‘1sanbal isUi) 8y} 0} asuodsal uj

!

uononAsul 1siil sy}
0} asuodsal Ul ‘[guueyd BIEp SUO JBAO JOJRI8|820e d 8Y) WoJ) Wwa)sAs 1soy
8y} Jo uoleoo| Alowaw Jsii) B WO B1ep 1sil peal 0} 1sanbal 1sil) B aAI808Y

!

uonelado uoneledsud ejep e wiouad
0] Jojela|@ooe 4 8y} bunsanbal uononuisul 1l 8y} ‘|BUUBYO PUBWIWIOD U}
JBAO J0ojeJB|800B J( 8y} 0} WelsAs }soy sy} WoJ) uonionasul 1siy B Jlsuel |

!

S|auueyD Blep
2JOW JO 8UO Buipnjoul UOIPBUUD 8indas ay) ‘shq e JaAo Jolelajsade (4dq)

Buissaooid Bjep e pue WalsAs }soy B Usamjag UONOSUUOD ainoss e ysi|qeisT

008

35



EP 3 695 587 B1

g8 "Old

928 |

ElEp 184l 3Y] Jses|
Je Uo paseq uoljetado uoneinbiuos sy} Jo uonendwod sy} wiouad

+

Gz8 |

uoneltado uoneinbiyuod e Jo uoneindwod e wiopsd
0} JOJelJo|820ke 4 8y} bunsanbal uoionJisul puooss sy} ‘|suueyo
PUBWIWIOD 8Y} JBAO WaISAS 1SOY 8y} WOoJ4 UOIONJISUI pUOOSS B BAIB08Y

+

yzg ]

wasAs 1soy ay) Jo uoneoo| Alowsw
1841} 8Y) Wolj waysAs 1soy ay) Ag parsLal Sem Blep 1sil 8y} UlaJaym
‘[euuByD BIEP 8Y) JOAO WaISAS 1SOY 8y} WOJ) BIEp 1SJI 8Y) 8Als0ay

+

¢z |

wasAs )1soy ay) Jo uoneoo| Alowsw JsJi) e wolj
BJEP ]SJI} PBaJ 0] [SUUBYD B)Ep 8UO JaA0 Wa)sAs 1soy ay) 0} Jojels|aooe
da 8yl woJj 1sanbal isJi) B JIWsUe) ‘Uolonisul 1sJij ay) o) asuodsal uj

+

Xl

uonelado uoneledsid ejep e wiouad 0} J0)eIS|900R
d@ a8y} Bunsenbal uononJisul 18l 8Y} ‘[BUUBYD PUBLIWOD 8y} JOAD
waisAs 1soy a8y} WoJy UoIoNJISUl 1S} B ‘Jojela|adde 4 8y} 1B ‘9Aleday

+

128 |

S|auuByD BJEp 8J0W JO duUo Bulpnoul
UOII08UU0D 8JN28s 8Y) ‘sng B JaAo Jojels|sdoe (4q) buisseooud
BJEp B pUB WalsAS JSoy B Usam}ag UOIIOsUU0D 8Indss e Ysl|geis]

0cs8

36



EP 3 695 587 B1

6 'Old

0%
JoleI8|920Y dd Tz
716 ((s)NdD/NCL “B8) suempieH
NOV —
¥4
. weisAg bunelsadp
: 60¢
Sov JaAl(Q
JO}BI8|820Y dd
Gl6 , 106 Goc
WOV 4 WoH | SeMeqryswinuny
[suuey) L
ejeq peydAioug I0¢
[0}4 suofjeoljddy
suoneolddy Jesn ajes Aows|y

006

0 _\I\.

10¢
(331) JusWUOJIAUT UolIND8Xg Palshi

37



EP 3 695 587 B1

0oL '©Old

0%
J0}eJ8[922Y dd
nov [
[suuey) eyeq paydAioug
i
6¢01 0c0l JOAJSS JSOH
aulbu3g -0ydA1D Hun Anoes
—_ 106
XA Gcol Jabeuep Gool
21013 (s)Aay Jebeuey Aoy [suuey)d [auuey? 1SoH Jebeue|y Aoy
eled
_ pajdAioug

— €00l

p— 6001

516 aulbu3g -oydAi1n SINPOA
Sor Jabeuely |suuey) |- > uoneuIwIs |
J0)eI3I802Y dd J0]BI8|800Y

AT 1001

0001 £001

2101S (s)AaN SINPON

uoieonusyiny

38



EP 3 695 587 B1

L1 "OId

N Aay N uoneddy
71 Aay 7 uoneddy
11 Aay T Aey T uonemddy

s(H AeY unIssRGflauuely

a1 vopesyddy

39



EP 3 695 587 B1

00cl

vel "Old

¢
(exep paydAioug “6'9) el Alows|y uindy 0LZL
uoneladQ [04u0)
$8800Y '60C)
-
Alows|\ 1SOH 0} $S820V 1senbay 8071
puBwWIWO)
8pode(Qd "/0¢L
¢
puewwo?) uoneledald Bjeq puss 90zl ko3| UOISSOS BUISH
ejep ydAsoug 5ozl
I
Kkayj uoissag
8AlUB(Qd ¥0cCL
-
Ao>| UOISSOS uonewJou| Ay Uoissas puss ‘€0zZL
aAle(Qd '¢cocl
-
Aoy olland puss "L0zZ1
Gl6 106
NOV NOH

40



EP 3 695 587 B1

00cl

a¢l 'Old

uoneuiwia | AON ‘9L2L

uoisses 8Inoes
sjeulwls] ‘GLcl

Aoy uoissas Buisn
ejep ydAoeqg yLzl

Koy uolsses bBuish
ejep ydAioug ‘ZLzl

Koy uolsses bBuish
eyep ydAioeq "L1gl

Gle
NOV

eyep paydAious puss ‘¢lLzl

>

106
INOH

41



EP 3 695 587 B1

Vel "OId

sNq 8y} JaAo
[suUBYD 8IN08s ay) BIA J0ojeIg|800B 4 8U) 0] Bjep 1sJi) pajdAious sy jiwsues |

i

Koy uolsses isl1) ay) Buisn eiep is4i) ayj 1dAIous ‘Jojels|eooe
d@ 8y} 0} Juss ag 0} uoneodlidde sy} Yim pajeloosse elep sl B 0} asuodsal |

i

Jojelajeooe 4g eyl Yum pajeioosse Jied £ay puooss e Jo Aay oljgnd puooas
B pue NOH 8yl Yim pajeroosse Jied Ay 1sU1) & Jo Ay ajeAlld 1sUl) B Uo paseq
[auuByD 81noas ay) JoJ Aay UoISSas 1sll) B a)elauab ‘)senbal ay) 0] asuodsal U

i

snq e JoeAo wajsAs 1soy ay} 0} pa|dnoo si J0jels|ad0e dJ 8y aJaym
‘Jojelajedoe (4dq) Buissedsoud ejep e Ypim [suueyd aindss e ysijgelse o) uoneoldde
ue wouj 1senbal e ‘weisAs 1soy e Jo (NDH) Jebeuew |jsuueyd }Soy B Je ‘BAIa09Y

00¢l

42



EP 3 695 587 B1

g¢l 'Old

[auuByD 81n0as ay) BIA W8)SAS 1oy 8y 1o INDOH 8yl 01 elep 1sJil paydAious sy Jiwisuel |

A8 uoisses puooss
ay) Buisn ejep 1sJ1; 8y} 1dAIous ‘wisisAs Jsoy 8y} 0} JuUss aq o) eiep sl B 0} asuodsal uj

INDH 8Uj 01 Aey uoissas puodas pajdAious sy Buipuss aloleg INDH 8Ul Yim
pojeloosse Jied Aay 1s.l e Jo Aoy olignd 1sJl} B pue Jojela[eooe 4 8yl YlIIM paleloosse
Jied Aoy puooss e Jo Aay a1eAld puooss e uo paseq Asy uoissas puodas ay) bundAious
pue |auueyd aJndas 8y} Jo) Aoy uoisses puodss e ajetausab ‘jsenbal ay) 0} ssuodsal u|

snq B JeA0 WajsAs jsoy ay) 0} pa|dnod si JojeIa|edde g 8yl aJeym ‘Jojela|sooe
dd 8y} pue wasAs 1soy ay) usamiaq [suueyd ainodas B Ysl|gelse 0} Walshs
1soy e Jo (INDH) Jebeuew |jsuueyo 1soy e jo uoledldde ue wol) 1sanbal e ‘Jojels|aooe
(d@) Buissaooud ejep e Jo (NDY) Jebeuew |suueyd JojeIa|820k Uk 1k ‘aAIeday

0cel

43



EP 3 695 587 B1

vl "Old

0%
J0)eJ8|909Y d(
nov [
[suueyd eyeq paydAioug
i
JaAJeS 1SOH
L A J
SIvT 0cor
B lun Aunos —_—
WY MS Hun Al S 106
lebeue
[suueyd |]suuey) 1soH
el Gcol eled
MY Md Jabeuely Aoy pajdAoug — -
GO0l LIyl
Jebeuely Aoy (S)MY Md
_
Sop Gl6

JOJBIBIB2Y d({ lebeuep jpuueyd |- P covl LoVt
JO}eJa|820y O MS O Ad

oovl

44



EP 3 695 587 B1

0941l

gL 'Old

SU+0U UO paseq Aay
uolissas 2AlIed '¢9G 1

OU JO ssauysall
Ausp 1961

P Md 8 O NS W Aoy
uoissas JdAioaq 0951

>
SU + oU U0 paseq /oy ((su“ou)p™3S)O Md ‘6551
uolsses aAlUa(d '8GG 1
]
(su) souou
sjeseusn) /GG
< - —
OU ‘0 Md ‘A8 uoisseg ejeseusD QWD ‘9651 (ou) soUOU
EIIEIVETS Welele])
]
MY Md buisn
P Md AlUsA vGGL
— — — >
DS D oid P Md ‘(P UMY MS €661
sjelausn) 'gGesl
A —
Aoy dlland 199 AIND "LSSI
— 106
G16 Y
(YIS M Md - _(o¥s_
“6'8) NOV o_.w.nm_v w/m_u%a

45



EP 3 695 587 B1

V9l "Old

JOJeJ9|920B dQ 8y} pue walsAs jsoy
a8} usamiag sebueyoxs eiep Jusnbasqgns 1dA10sp Jo JdAIouUs 0} pazinn si Yyolym
‘90UOU PUODSS BY} PUB 82UO0U 181} 8Y) UO paseq Aay UOISSSS }sil) B a)elauss)

i

Koy o11gnd Aszesodws) sy} 0} Buipuodsaliod
(P MS) Aoy areand Atesodwsy e pue Asy o1ignd 1soy sy} buisn paydAious si
90UOU PUOD8S BY} Ulaaym ‘101els|a00e 4@ ay} Wod) (SU) 80UoU puoIas B 8AI808Y

i

a0UoU 1sJ1} 8y} pue (O Md) Aay o11gnd 1soy e Buipnioul }senbal ay) ‘Jojels|sooe
d@ 8y} 0} waishs 1soy ay) wol) Aoy uoisses e ajeald 0] Jsenbal e jwisuel |

i

snq e JoAo wajsAs 1soy ay} 0} pa|dnoo si Jojels|edoe
da 8y uleiaym ‘weisAs 1soy ayj e (ou) aouou jsi1y e ajelsusb ‘Jojels|eooe (dq)
Buisseooud elep e wol) (P Md) A8y o1jgnd Atesodws) e BulAleoal 0) esuodsal u|

0091

46



EP 3 695 587 B1

g9l 'Old

GzolL <7

Joielajeooe dg ay e A||eoco| pajelsusb usaq sey aouou puoodss ay)
aJayM ‘@duoU puooas B pue aouoU JsJl) 8Y) Uo paseq Ay UoIssas & a)eiauan)

»

yzolL ]

paljlieA usaq sey Aay oljgnd Auelodws) sy Jaye weisAs jsoy ayl Ag paletsusb
SEM 92UOU }SJI} 8Y) UlBJaym ‘WalsAs 1soy sy} WoJs 80UOU 181} B BAIS09Y

»

czol =7

Koy oljgnd Asesodwe)
oy} AJlUBA 0} Wv)SAs 1SOY Byl MO||e 0} WajsAs 1soy oy 0} Asy olignd Alesodwis)
pajdAious ay) pue wio) paydAiousun ue ul Aey olignd Aietodwe) sy} Jwsuel |

+

zzoL =7

JOJeJa|920B 4 8U} YlIM pajelioosse
Koy 1004 81eAld Jojeis|eooe ue Buish Asy olignd Aselsodwa) ay) jdAioug

+

snq e JaAo wajsAs 1soy ay} 0} pajdnod si J0JeIs|800e 4 8y} uletaym Aoy
ol|gnd Asesodws) e pue Asy ajeAld Alesodws) B ‘Jojelsieooe (4q) Buisseooud
Blep e le ‘a)elausb ‘walsAs jsoy B wod paAledal jsenbal e 0} asuodsal U

0c9l

47



EP 3 695 587 B1

0% .
JoleI8|920Y dd Ll 'Ol
60/l
NN —
cle
107V ((s)NdD/NdL “B'8) alempieH
Kows\
x4
. weisAg bunelsadp
: 502
Gov JaAu(
JO}BI8|820Y dd
SOZT p T0ZT g0c
NN 7 WA selelgi] swnuny
SATT 70¢
awwwmr_\/_ 02 suoneol|ddy
suoneolddy Jesn ajes Aows|y
10¢
I\, (331) wswuoJdiAug uonNoaX3 pajshi
0041 1401°

48



EP 3 695 587 B1

81 'Old

11871
(s)slqeL

Aisibey abesn Alowsy

LOLL
(NIN) Jebeuey

I Kows\

€08l
Joieoo||e-aq Alowas|

1081l
Jo1eoo||y Aows|y

49



EP 3 695 587 B1

6l 'Old

uonewuoyul sbesn Alowsw sy} Uo paseq
1senbaJ ay) BulAusp Jo moj|e ‘Jojelaljadde 4 8y Jo uoneoso| Alowsw e buissadoe
J0J 331 8y} uiyum Buiuuna uonesiidde ue woul paAledal jsenbal e 0) esuodsal uj

co6l ]

Jojels|edoe 4 8y} jo Alowasw [ego|b o uonewoul
abesn Auowsw Bulueyuiew Buipnoul ‘sng B JaAo walsAs jsoy ayj 0} pajdnood
Jojess|eooe (dq) buissesolud eiep e Jo seoinosal Alowsw abeuew 0} painbiyuod
sI Jebeurw Alowaw sy} ulelaym ‘I3 1 8y} uiypm Jebeuew Alowsw B youne

wa)sAs jsoy ayj Jo siossadoud
9J0W JO 8UO Y}IM pajeloosse (331 ) JUSWUOIIAUS Uolndaxa pajsnl) e ysijgels3

wajsAs jsoy e jo ((INd.L)
alhpow wuope|d paisnuy "B 8) ajnpow AjuNoss B Buish 00 81ndas B Wiouad

0061

50



EP 3 695 587 B1

0¥
Jojela|eooy dd

Gov
Jojess|eooy 4da

€00c¢
Hun swi

Z

0¢ 'Old

%4
((s)NdD/NdL "6'8) asempleH

11C
wajsAg bunelsadp

60¢C
JeAl(Q

020t
nun Aunoss

000c

7
[suueyD "Wwo)

0 _\l\q

[5[or4
salielqi] swnuny
70¢C
— suoleol|ddy
£0¢ ajes Alows|

suoneolddy Jesn

10¢
(331) JusWUOJIAUT UoNoaX palsni |

51



EP 3 695 587 B1

L¢ "OId

€00c
Hun swi
LLLC
lojelausn) 60L¢
dwejsswi | J0jelqied %00[9
0l¢ ¢olc
Alddng Jamod Jajuno)d
€olc lol¢

Joje|osQ [eoo0T]

Jojelauan) 00|)

52



EP 3 695 587 B1

¢¢ '9Old

020t
nun Aunoes

[Hor4 ==
Jojelauss) €0cc
(s)Jossao0.d
JagquinN wopuey
G0c¢ 10¢c
abeloig abelols
9|l}e|OA-LON S|lJe|OA
60c¢¢ Jx{s)”
NE! 2I0)S (s)hey
6¢01 Gcol

aulbu3g -0ydA1D Jebeuey Aoy

53



EP 3 695 587 B1

€¢ 'Old

10V
Jojels|sooy 4da

Goce
L0€¢C (sysip abeloys
SeCle[oNEIIE) “6-8) sao1ne(

abelo1g Jus)sisiad

7o
JanJag 1SOH

11C
weisAg bunelsadp

Gov ,
Jojess|eooy 4da 7
00€c

G0c
selelqI] swnuny

c0cc
2J01S S81BDNILAY) [aUJeY

10ecC
S|NPOIA JBILIBA |SUIaY

€0¢
suoneolddy Jesn

102
(33L) WswuoliAug
uolhoax3 paisni |

54



EP 3 695 587 B1

SOA

v¢ 'Old

¢PBUIUBA

109[qQ0 |sulay puss "90vT

Gqove

108[qQ |suIe)
NIV o) 74

Gov
Jous|eaoy 44

¢

108[qQ Uiy pUSS "€0VC

abelo}s wouly
108[qQ [ouleH
aAsUIeY ZOVe

102
EEIR

0]0) 24

[auiay peoT o) isenbay “LovZ

>

11c
wajsAg
BuneiadO

55



EP 3 695 587 B1

g¢ 'Old

uolesado paullepald ay) wiopuad 0} Jojeis|aooe 4 8yl Aq pajnosxe aqg o} sNq & JeAo

v0sZ _~| Jojeusjedoe (dq) Buissaooud ejep e 03 108lqo |suley ay) Jo abewl ajgeindosaxa palilieA ay)

JHwsuel) 108lgo |jsuiay sy} Jo abewl ajgeinosexe sy BulAjusAa Ajnjsseoons o) esuodsal uj

i

108[qo |suJIsy 8y} Jo abewl s|geindexa ay) ubis 0] pash sem jey) Asy areald

£0SzZ ~1 e o0} Buipuodsalios Aoy 211gnd e Buish 30alqo [aulay auj Jo abew a|geindaxa ue AjaA

i

uonouny

206z~ | paulwisiepaid sy} ypm pajeroosse 10alqo [suley e Ausp! jsenbal sy} 0) ssuodsal uj

i

uonesado paulepalid e

05z A wuoped 0} uonouny paulwJlslapald e ajoAul 0} uoneolidde ue wody }senbal B ‘welsAs 1soy

e Jo (331 JUSWUOJIAUS UoNNoaxa palsni] B UIYIM painoaxs Aleidl sWiunl e Je ‘aAIeday

00G¢

56



EP 3 695 587 B1

Gov
Jojess|eooy 4da

109¢
S)IUN uonnoaxg

609¢
a0Ina(q abeloig

L19¢

s108[qO |auJe)

1002
nun Aunoss

G09¢
Hun uonelssiy

9¢ 'Old

009¢

7o
JanJag 1SoH

g0¢c
salelgi] swnuny

€09¢
2J01S s)sebiqg |auiey

109¢
SINPOIN UohesanyY

€0¢
suoneolddy Jesn

10¢

(33L) WswuoliAug
uolhoax3 paisni |

57



EP 3 695 587 B1

LZ 'Old

-
S}|nsaJ uoledlluaA puss '60.2
dwejsawi Jo ssauysall
o8yo 11V Md
Buisn gy AlusA 8042
d 6 >
— wesawn MQTUbIQ
LY SIS (dweysewn ‘M) L1V WS ubis /0.2
/m dweisawi + 1sabig
|louiay ubIS '90.2
< —
al |swisy ‘uonelseny oq A9 0.2 N
Buisn 1 1V Md
AU/ 0.2
>
— — a aubis a '
S S W LIV i (LLV Md) paubis + 1 1V Md '€0.Z
ubls 11V MS ‘L1V Md
alelauas) '¢0/¢
-t
Koy uonelseye jsenbay 102
Sov vor
J0jelo|eddY dd JaAIBS JSOH

004¢

58



EP 3 695 587 B1

v8¢ "Old

508z =]

S)|NSaJ UoIeOIJLIaA 8y} Uo paseq 108lgo |auisy ay)
$S820E 0] JOJBIS|820B d 8Y) JO} Jojeis|aooe 4@ 8y} 0] S}nsaJ UONEedlIaA ay) puss

+

¥08Z <]

11V Md 8yl Buisn 1sabip |suisy ayy AjUsA ‘Jojels|eode 4q 8yl wloy 1oslgo [suisy sy
0] Bulpuodsalio9 1sabip |aulay paubis e 1o 1sabip |suiay e BulAleoal 0] asuodsal U|

+

€08z =]

Jojels|820e 4 8y} Ul paJois 108(qo |suiay e Buiisene jsenbal 0} Jojets|sooe g oyl
0} () Jaunuapl |sulay B MWSURI] ‘| |V Md ou) BulAjLieA Ajnjsseoons o) asuodsal u|

»

208z |

Jlojelsjeooe
dd 8yl yum pajeroosse (MY Md) A8y 100 a1jgnd e Buisn | | Md auy Ajusp

»

1082 =]

shq B JoA0 Jojels|aooe (dq) buissesold eiep e woly
1LY Md paubis e Jo (1 1V Md) Aay uoneisane olgnd e Wa)sAs 1oy B 1B aAIed9Yy

008¢

59



EP 3 695 587 B1

g8¢ 'Old

628z =

Jojelajaooe 4@ 8yl UIylm painoaxs aq o) 1oslqo [suley
ay) Buissaooe alojeq 108[qo [auiay ay) 1sene pue AjUsA 0] wWalsAs 1soy ay)
MOJ|e 0} Wa)sAs Jsoy ay) 0] 1sebip [aulay ay) Jo 1sabip |aulsy paubis e jwsuel |

»

yz8z <]

al |lsusey ay) 0} esuodsal
ul 108lqo |suley 8y} Jo sbewl sjgeinosxa ue Bulysey Aq jsabip |ouley B ajeiauss)

»

cz8z

11V Md
8] JO UONBDIIBA |NiSS800Ns 0} asuodsal Ul paAiadal si (| [duJlsy 8y} uledaym
‘welsAs 1soy sy} wods 108lgo |suiay e BulAuiuspl (Q|) Jauipuapl |auley B aAIed8y

+

228z~

sNq e Jano Wa)sAs 1soy ay) 0] pa|dnoo si Jojelajaooe 4 8y} ulalaym ‘weishs
1S0Y 8} 01 JOjela|aooe 4@ 8yl Wodl | |V Md paubis B Jo | |V Md 8yl Hwsuel |

+

1282 =

(LLV MS) Ao uolejsepe sjeaud e pue (1LY Md) Aey uonelsepe
al1|gnd e Buiaey Jied Aey uonelseye ue Jojela|edoe (4q) buissaooud ejep

e Je a)etausb ‘waishs 1soy e woly paAleoal jsenbal uonelsa)ie ue o) asuodsal U

0c8c¢

60



EP 3 695 587 B1

Gov
Jojels|aooy dd

0201
nun Aunoes

clec
abelioig

L16C
JaguinN UOISJaA

606¢
(@inn ‘# NS “69)
| Joiels|aooy

6¢ Old

iz
JanJeg 1SOH

10¢

(331) wswuoJiaug
uolhoax3 palsni |

€06¢
(S)MY Md

L06¢

Md MS

G06¢
Hun “JUsA Aoy

006¢

106¢
a|NPOA uoneolla Aoy

Y4
JanJeg pajsni |

€cb¢
S9)eOYINSD

61



EP 3 695 587 B1

0€ 'Old

-
uoloauUuo) ainoas ysiigeis3 '900¢ S1EoUILIoD
UIM MY Md
AusA "G00¢€
-
sjeolIued +00¢
>
dl Jojess|e00y '€00€
>
Al Jojess|ea2y 'Z00E
<
dl Jojels|90oy 1sanbay L00E
Sov vor 126¢

Joiels|@d0y 4d JaAIBS JSOH JaAIag pajshil

000¢€

62



EP 3 695 587 B1

L€ "Old

o0Le <7

Jojess|@ooe 4@ 8y pue wa)jsAs jsoy ay) usamiaq Ajainoss ejep
abueyoxa 0] MY Md 8y} Buisn Jojels|aooe 40 8y} YIIM [sUUBYD 8Inoss B Ysi|geisg

+

soLe =

10]BJ8|820B 4 3} YIm pajeioosse (MY MS) Asy 100l ajeAld e 0}
Buipuodsaliod MY Md 8u ‘@1eoliuad ay) wolk (MY Md) A8y 1004 21ignd e joesX]

p0LE <]

+

(jeuondo) JaAsas pajsni) paulwislepald syl Ylm paleioosse S| 8)edlied ay) AJLaA

»

coLe =7

Jojesajeooe 4q sy Buljiusd ayeolyed
By} YJOM)BU 8U} JOAO JaAlas palsnl) paulislepald sy} WOl 81B01ILS0 B SAIS09Y

»

zoLe 7

YJOM]BU B JBAO JBAISS Pajshl) paulwialepald e 0] (| JOJeIa|e0o. ay) Jwsuel |

»

SNQ B JBA0 JOJelI8|8230E d(J 8y} 0} pa|dnod
S| wayshs 1soy ayy assym ‘(Jojessjaaoe 4Q auy saunuapl Ajgnbiun yey; (ql) Ja1iuspl
J0)eJa]|920k ue ‘J0iels|edoe (4dq) Buisseoold elep B wol) WalsAs 1soy B 1B ‘BAI809Y

00lL¢

63



EP 3 695 587 B1

¢€ Old

8¢5l
80G1 (s)a|npo|n Buissasoud I
(s)aoinag obelin)S I
A I
sosr || e ___ ¥
wnIps\ a|gepeay-Jeindwo) | T0ST | _ 30T |
_ (olpne L1 womnauoums | oI B e A
8251 | ‘eloweo ‘Josuss _ | ‘snifis ‘pieoqhey _ wwm_mg_\s “65)
(s)s|npoyy Buisseoolid | ‘Wod [e|leied/euss _ _ ‘usalos/ped _ vamuSmo
| ‘wodgsn “b9) | | yonoy ‘ssnow ““BH9) _ soBpo| .vto\ébz
| s8dlAeqd O/l Jayl0 _ | (s)eolneq jnduy _
Y
OIGT 108uUuo2I8)U|
[— —_—
€0gl 10G1 _ 05T |
Aowsy (s)10ss9001d _ (901n8p |
| Aeidsiq Jo/pue _
8cct 8251 _ Jajjonuoo Aedsig |
(s)s|npojy Buissaesolid (s)oinpopy Buisseooud | | 000 bt —m—m—m—m——— i

64



EP 3 695 587 B1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European

patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

e US 2016330112 A1 [0004]

Non-patent literature cited in the description

e Knapp: A Packet Processing Framework for Many-
core Accelerators. SHIM JUNHYUN et al. 2017 IEEE
3RD International Workshop on High-Performance
Interconnection Networks in the Exascale and
Big-Data era (HIPINEB). IEEE, 05 February 2017,
57-64 [0005]

65



	bibliography
	description
	claims
	drawings
	cited references

