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(54) ELECTRONIC DEVICE FOR OBFUSCATING AND DECODING DATA AND METHOD FOR 
CONTROLLING SAME

(57) Disclosed are an electronic device for obfuscat-
ing user data and a server for decoding the same. A meth-
od for controlling an electronic device according to the
present disclosure comprises the steps of: acquiring a
security parameter according to data transmitted to an
external server; applying an obfuscation algorithm to the
data by using the security parameter; and transmitting
the data, to which the obfuscation algorithm has been
applied, to the external server. Furthermore, in connec-
tion with a method for controlling a system comprising
an electronic device for obfuscating data and a server
for decoding the same according to the present disclo-
sure, a method for controlling the electronic device com-
prises the steps of: inserting a fingerprint into data; gen-
erating multiple pieces of split data having a preset first
size on the basis of the data into which the fingerprint
has been inserted; applying an obfuscation algorithm to
one piece of split data selected from the multiple pieces
of split data by using a preset security parameter; and
transmitting the split data, to which the obfuscation algo-
rithm has been applied, to the server. In addition, a meth-
od for controlling the server comprises the steps of: re-

ceiving the multiple pieces of split data, to which the ob-
fuscation algorithm has been applied, from the electronic
device; acquiring at least one piece of candidate data on
the basis of the received multiple pieces of split data, to
which the obfuscation algorithm has been applied; and
acquiring data comprising the fingerprint among the at
least one piece of candidate data.
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Description

[Technical Field]

[0001] The disclosure relates to an electronic device
for obfuscating and decoding data and a method for con-
trolling the same, and more particularly, to a method for
obfuscating data transmitted to a server to protect a pri-
vacy of a user, and collecting, by the server, the obfus-
cated data received from an electronic device to decode
the collected data to original data.
[0002] The disclosure also relates to an artificial intel-
ligence (AI) system simulating a recognition function, a
decision function and the like of a human’s brain using a
machine learning algorithm such as deep learning or the
like, and an application thereof.

[Background Art]

[0003] An artificial intelligence (AI) system is a compu-
ter system that implements human-level intelligence, and
a system that a machine itself learns, judges, and be-
comes smart, unlike an existing rule-based smart sys-
tem. As the artificial intelligence system is more used, a
recognition rate is improved and a user’s taste may be
more accurately understood. Therefore, the existing rule-
based smart system has been gradually replaced by a
deep learning-based artificial intelligence system.
[0004] An artificial intelligence technology includes
machine learning (deep learning) and element technol-
ogies using the machine learning.
[0005] The machine learning is an algorithm technol-
ogy of classifying and learning features of input data by
oneself, and the element technology is a technology of
using a machine learning algorithm such as deep learn-
ing, or the like, and includes technical fields such as lin-
guistic understanding, visual understanding, infer-
ence/prediction, knowledge representation, a motion
control, and the like.
[0006] Various fields to which the artificial intelligence
technology is applied are as follows. The linguistic un-
derstanding is a technology of recognizing and apply-
ing/processing human languages/characters, and in-
cludes natural language processing, machine transla-
tion, a dialog system, question and answer, speech rec-
ognition/synthesis, and the like. The visual understand-
ing is a technology of recognizing and processing things
like human vision, and includes object recognition, object
tracking, image search, human recognition, scene un-
derstanding, space understanding, image improvement,
and the like. The inference/prediction is a technology of
determining and logically inferring and predicting infor-
mation, and includes knowledge/probability-based infer-
ence, optimization prediction, preference-based plan-
ning, recommendation, and the like. The knowledge rep-
resentation is a technology of automating and processing
human experience information as knowledge data, and
includes knowledge establishment (data generation/

classification), knowledge management (data utiliza-
tion), and the like. The motion control is a technology of
controlling autonomous driving of a vehicle, a motion of
a robot, and the like, and includes a motion control (nav-
igation, collision, driving), an operation control (behavior
control), and the like.
[0007] Meanwhile, various methods for collecting and
managing various data have been proposed in recent
years. As a technique for collecting various data and ap-
plying the collected data, for example, when a user inputs
a word on a smart phone, there is a technique for ana-
lyzing the word to input, recommending a word to be input
by the user, or correcting a misspelling. The technique
may collect various word data through various methods
(SNS server, a plurality of user input words, portal search
word, etc.).
[0008] At this time, various collected data may include
various data such as a search word input by a user into
a search engine, history information about a website vis-
ited by the user, and a text message. At this time, the
various collected data may have the degree of required
security that varies depending on the type thereof. For
example, it is irrelevant that search word data input by
the user to the search engine has low security, but text
message data including sensitive information such as
the user’s social security number and account number
needs to have high security. At this time, when data that
needs to have high security is collected in an unsecured
state, a serious problem related to a leakage of personal
information may be caused.
[0009] In order to solve the problem described above,
there is a method of inserting noise into data collected
by a user terminal and obfuscating the data, as the related
art. However, data restored after obfuscation may vary
depending on the noise inserted during the obfuscation
process.
[0010] In addition, as described above, the collected
data may differ in importance and accuracy required for
the restored data depending on the type thereof. Specif-
ically, there is a case where the importance of data in the
user terminal greatly varies depending on an application
or the type of data collected by the application. For ex-
ample, in the case of health-related data, if the accuracy
is reduced due to noise, it may cause a serious danger
to the user. However, conventional technologies for se-
curing personal information and transmitting data have
not been able to efficiently use resources by applying the
same obfuscation method in a batch without grasping
the security and accuracy required for the data to be col-
lected, and accordingly, there was a problem in that un-
necessary calculation amount was increased.
[0011] Therefore, there is a need for a method capable
of efficiently collecting various data generated/modi-
fied/provided by the user, while protecting the user’s per-
sonal information.
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[Disclosure]

[Technical Problem]

[0012] The disclosure provides an electronic device, a
server, and a system including the electronic device and
the server that may protect user’s personal information
by obfuscating and decoding user data, and a method
for controlling the same.

[Technical Solution]

[0013] According to an embodiment of the disclosure,
a control method of an electronic device for obfuscating
user data includes: acquiring a security parameter ac-
cording to data to be transmitted to an external server;
applying an obfuscation algorithm to the data using the
security parameter; and transmitting the data to which
the obfuscation algorithm is applied to the external serv-
er.
[0014] The acquiring of the security parameter may fur-
ther include: determining an application in which the data
is generated; and acquiring the security parameter based
on an importance of the data and an importance of the
determined application.
[0015] The acquiring of the security parameter may fur-
ther include determining the importance of the application
using at least one of a category of the determined appli-
cation, a name of the application, data generated by the
application, or a source code for driving the application.
[0016] The acquiring of the security parameter may fur-
ther include determining the importance of the application
by inputting at least one of a category of the determined
application, a name of the application, data generated
by the application, or a source code for driving the appli-
cation to an artificial intelligence learning model as input
data.
[0017] The applying of the obfuscation algorithm may
includes: inserting a finger print into the data; generating
a plurality of divided data having a predetermined first
size based on the data into which the finger print is in-
serted; and applying the obfuscation algorithm to select-
ed one of the plurality of divided data using the security
parameter, and in the transmitting of the data, the select-
ed one divided data to which the obfuscation algorithm
is applied may be transmitted.
[0018] in the inserting of the finger print, the data may
be padded according to a predetermined second size
based on the data having a size smaller than the prede-
termined second size, and the finger print may be insert-
ed into the padded data, and the data may be truncated
according to the predetermined second size based on
the data having a size smaller than the predetermined
second size, and the finger print may be inserted into the
truncated data.
[0019] The generating of the divided data may further
include inserting an index from 0 to N-1 into each of the
plurality of divided data based on the number of the plu-

rality of divided data, which is N, and divided data adja-
cent to each other among the plurality of divided data
may include duplicate data having a predetermined third
size.
[0020] N-th divided data and first divided data may in-
clude the duplicate data having the predetermined third
size, based on a first divided data of the data, which is
the first divided data into which the index of 0 is inserted,
and the last divided data of the data, which is the N-th
divided data into which the index of N-1 is inserted.
[0021] The inserting of the finger print may further in-
clude re-sorting the data into which the finger print is in-
serted using a predetermined permutation matrix.
[0022] According to another embodiment of the disclo-
sure, an electronic device for obfuscating user data in-
cludes: a communicator; a memory configured to include
at least one instruction; and a processor configured to
be connected to the communicator and the memory to
control the electronic device, wherein the processor is
configured to, by executing at least one instruction, ac-
quire a security parameter according to data transmitted
to an external server and apply an obfuscation algorithm
to the data using the security parameter, and control the
communicator to transmit the data to which the obfusca-
tion algorithm is applied to the external server.
[0023] The processor may be configured to determine
an application in which the data is generated; and acquire
the security parameter based on an importance of the
data and an importance of the determined application.
[0024] The processor may be configured to determine
the importance of the application using at least one of a
category of the determined application, a name of the
application, data generated by the application, or a
source code for driving the application.
[0025] The processor may be configured to determine
the importance of the application by inputting at least one
of a category of the determined application, a name of
the application, data generated by the application, or a
source code for driving the application to an artificial in-
telligence learning model as input data.
[0026] The processor may be configured to control the
communicator to: insert a finger print into the data; gen-
erate a plurality of divided data having a predetermined
first size based on the data into which the finger print is
inserted; apply the obfuscation algorithm to selected one
of the plurality of divided data using the security param-
eter; and transmit the selected on divided data to which
the obfuscation algorithm is applied.
[0027] The processor may be configured to pad the
data according to a predetermined second size based
on the data having a size smaller than the predetermined
second size and insert the finger print the padded data,
and truncate the data according to the predetermined
second size based on the data having a size smaller than
the predetermined second size and insert the finger print
into the truncated data.
[0028] The processor may be configured to insert an
index from 0 to N-1 into each of the plurality of divided
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data based on the number of the plurality of divided data,
which is N, and divided data adjacent to each other
among the plurality of divided data may include duplicate
data having a predetermined third size.
[0029] N-th divided data and first divided data may in-
clude the duplicate data having the predetermined third
size, based on a first divided data of the data, which is
the first divided data into which the index of 0 is inserted,
and the last divided data of the data, which is the N-th
divided data into which the index of N-1 is inserted.
[0030] The processor may be configured to re-sort the
data into which the finger print is inserted using a prede-
termined permutation matrix.
[0031] According to another embodiment of the disclo-
sure, a control method of a system including an electronic
device for obfuscating user data and a server for decod-
ing obfuscated data is provided, wherein the control
method of the electronic device includes: inserting a fin-
ger print into data; generating a plurality of divided data
having a predetermined first size based on the data into
which the finger print is inserted; applying an obfuscation
algorithm to selected one of the plurality of divided data
using a predetermined security parameter; and transmit-
ting the divided data to which the obfuscation algorithm
is applied to the server, and the control method of the
server includes: receiving a plurality of divided data to
which the obfuscation algorithm is applied from the elec-
tronic device; acquiring at least one candidate data based
on the plurality of received divided data to which the ob-
fuscation algorithm is applied; and acquiring data includ-
ing the finger print among at least one candidate data.
[0032] in the inserting of the finger print, the data may
be padded according to a predetermined second size
based on the data having a size smaller than the prede-
termined second size, and the finger print may be insert-
ed into the padded data, and the data may be truncated
according to the predetermined second size based on
the data having a size smaller than the predetermined
second size, and the finger print may be inserted into the
truncated data.
[0033] The generating of the divided data may further
include inserting an index from 0 to N-1 into each of the
plurality of divided data based on the number of the plu-
rality of divided data, which is N, and divided data adja-
cent to each other among the plurality of divided data
may include duplicate data having a predetermined third
size.
[0034] N-th divided data and first divided data may in-
clude the duplicate data having the predetermined third
size, based on a first divided data of the data, which is
the first divided data into which the index of 0 is inserted,
and the last divided data of the data, which is the N-th
divided data into which the index of N-1 is inserted.
[0035] The inserting of the finger print may further in-
clude re-sorting the data into which the finger print is in-
serted using a predetermined permutation matrix.
[0036] The control method may further include: sorting
the received divided data for each index, based on the

plurality of divided data to which the obfuscation algo-
rithm is applied, received from the electronic device; and
acquiring the divided data of a predetermined number or
more among the sorted divided data, wherein in the ac-
quiring of at least one candidate data, at least one can-
didate data is acquired based on the acquired divided
data of the predetermined number or more.
[0037] The acquiring of at least one candidate data
may include connecting adjacent divided data based on
at least one adjacent divided data having divided dupli-
cate data having the predetermined third size among the
plurality of divided data sorted for each index, and the
candidate data may be data in which all the divided data
including the index of 0 and the divided data including
the index of N-1 are connected.
[0038] The inserting of the finger print may include re-
sorting the data into which the finger print is inserted using
a predetermined permutation matrix, and the control
method of the server may further include re-sorting the
candidate data using an inverse matrix of the predeter-
mined permutation matrix after acquiring the candidate
data.

[Advantageous Effects]

[0039] According to diverse embodiments of the dis-
closure as described above, the electronic device and
the server may more efficiently obfuscate and decode
the data. That is, the electronic device and the server
may find an optimal security parameter for the data and
learn more data from the same security parameter com-
pared to the related art.

[Description of Drawings]

[0040]

FIGS. 1A to 1E are illustrative diagrams for describ-
ing a method for obfuscating and decoding data.
FIG. 2 is a system diagram for describing a system
including an electronic device and a server according
to an embodiment of the disclosure.
FIG. 3A to 3C are block diagrams for describing a
configuration of an electronic device according to an
embodiment of the disclosure.
FIGS. 4A to 4C are illustrative diagrams for describ-
ing a method for determining a security parameter
according to an embodiment of the disclosure.
FIGS. 5A and 5B are illustrative diagram for describ-
ing a method for setting a security parameter accord-
ing to an application.
FIG. 6 is a block diagram of a processor according
to some embodiments of the disclosure.
FIG. 7A is a block diagram of a data learner accord-
ing to an embodiment of the disclosure.
FIG. 7 is a block diagram of a data recognizer ac-
cording to some embodiments.
FIG. 8 is an illustrative diagram for describing a meth-

5 6 



EP 3 702 953 A1

5

5

10

15

20

25

30

35

40

45

50

55

od for obfuscating data according to an embodiment
of the disclosure.
FIG. 9 is an illustrative diagram for describing a meth-
od for decoding data according to an embodiment
of the disclosure.
FIG. 10 is a flowchart for describing a method for
controlling an electronic device according to an em-
bodiment of the disclosure.
FIG. 11 is a sequence diagram for describing a meth-
od for obfuscating and decoding data according to
an embodiment of the disclosure.

[Best Mode]

[0041] After terms used in the specification are briefly
described, the disclosure will be described in detail.
[0042] General terms that are currently widely used
were selected as terms used in embodiments of the dis-
closure in consideration of functions in the disclosure,
but may be changed depending on the intention of those
skilled in the art or a judicial precedent, an emergence
of a new technique, and the like. In addition, in certain
cases, some terms are arbitrarily selected by the appli-
cant, and in this case, meanings thereof will be described
in detail in the corresponding description of the disclo-
sure. Therefore, the terms used in the disclosure should
be defined on the basis of the meaning of the terms and
the contents throughout the disclosure rather than simple
names of the terms.
[0043] Embodiments of the disclosure may apply var-
ious modifications and have various embodiments, and
specific embodiments will be illustrated in the drawings
and described in detail in the detail description. However,
this is not intended to limit the scope to the specific em-
bodiment, and it should be understood to include all mod-
ifications, equivalents, and substitutes included in the
scope of the disclosed spirit and technology. In describ-
ing the embodiments, when it is determined that the de-
tailed description of the related known technology may
obscure the gist, the detailed description thereof will be
omitted.
[0044] Terms such as first and second may be used
to describe various components, but the components
should not be limited by the terms. The terms are used
only to distinguish one component from other compo-
nents.
[0045] Singular expressions include plural expres-
sions unless the context clearly indicates otherwise. It
should be further understood that the term "include" or
"constituted" used in the application specifies the pres-
ence of features, numerals, steps, operations, compo-
nents, parts mentioned in the specification, or combina-
tions thereof, but do not preclude the presence or addition
of one or more other features, numerals, steps, opera-
tions, components, parts, or combinations thereof.
[0046] In embodiments of the disclosure, a ’module’ or
a ’∼er/or’ may perform at least one function or operation,
and be implemented by hardware or software or be im-

plemented by a combination of hardware and software.
In addition, a plurality of ’modules’ or a plurality of
’∼ers/ors’ may be integrated in at least one module and
be implemented by at least one processor (not illustrated)
except for a ’module’ or an ’∼er/or’ that needs to be im-
plemented by specific hardware.
[0047] In the embodiments of the disclosure, when any
portion is referred to as being "connected" to another
portion, this includes not only "directly connected" but
also "electrically connected" while having another ele-
ment interposed therebetween. In addition, when any
portion "includes" any component, this means that other
components may be further included rather than exclud-
ing other components, unless otherwise specified.
[0048] Hereinafter, embodiments of the disclosure will
be described in detail with reference to the accompanying
drawings so that those skilled in the art to which the dis-
closure pertains may easily practice the disclosure. How-
ever, the disclosure may be implemented in various dif-
ferent forms and is not limited to the embodiments de-
scribed herein. In addition, in the drawings, portions un-
related to the description will be omitted to obviously de-
scribe the disclosure, and similar portions will be denoted
by similar reference numerals throughout the specifica-
tion.
[0049] In addition, in the embodiments of the disclo-
sure, an "application" refers to a set of computer pro-
grams designed to perform a specific task. In the embod-
iments of the disclosure, the application may vary. For
example, examples of the application may include a
game application, a video playback application, a map
application, a memo application, a calendar application,
a phone book application, a broadcast application, an
exercise support application, a payment application, a
photo folder application, a medical device control appli-
cation, and a user interface providing application for mul-
tiple medical devices, but are not limited thereto.
[0050] In the specification, a processor may apply ar-
tificial intelligence technology to drive a software appli-
cation that performs instructions desired by the user. For
example, the processor may perform artificial intelligence
functions such as machine learning including deep learn-
ing, speech recognition, sentence analysis, and situa-
tional awareness. The processor may provide a custom-
ized service required for an individual by learning a user’s
habit or pattern. A software application to which the arti-
ficial intelligence technology is applied may be, for ex-
ample, S voice, Bixby, or the like.
[0051] Meanwhile, in the disclosure, a term "user" may
be a person that uses the electronic device or a device
(e.g., an artificial intelligence electronic device) that uses
the electronic device.
[0052] Hereinafter, the concept of obfuscation and de-
coding according to the disclosure will be briefly de-
scribed with reference to FIGS. 1A and 1B, and the im-
provement of the disclosure over the related art will be
briefly described with reference to FIGS. 1C to 1E.
[0053] FIG. 1A is an illustrative diagram for conceptu-
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ally describing obfuscation. For example, when a user
inputs a letter "S", an electronic device may obfuscate S.
The obfuscated S may be understood by a method of
moving specific points of S to arbitrary positions, for ex-
ample, as illustrated in FIG. 1A. The electronic device
may generate a report for S based on the obfuscated S.
The above description conceptually describes an obfus-
cation process according to the disclosure. Such a con-
cept may be implemented through various methods.
[0054] For example, the method for obfuscating data
may vary. As an example, when a machine language
corresponding to S is expressed as {1110011}, the elec-
tronic device 100 may flip each digit of {1110011} with a
predetermined probability. For example, the electronic
device may flip a first digit with a probability of 60%, a
second digit with a probability of 40%, a third digit with a
probability of 70%, a fourth digit with a probability of 10%,
a fifth digit with a probability of 90%, a sixth digit with a
probability of 30%, and a seventh digit with a probability
of 80%. S obfuscated according to the predetermined
probability may be {0110111}, for example. The electron-
ic device may generate a report for {1110011} based on
the obfuscated {0110111}.
[0055] That is, the electronic device performs obfus-
cation with the same probability set for the same word,
but the reports for the same word may be different.
[0056] A report may be generated by various methods
for obfuscation in addition to the method described
above. However, in the disclosure, a case in which ob-
fuscation and decoding are performed through a differ-
ential privacy algorithm will be described as an example.
[0057] Meanwhile, the server may receive the obfus-
cated data from the electronic device. For example, when
a plurality of electronic devices input and obfuscate "S"
to generate reports for S and transmit the reports to the
server, the server may determine that the letter S has
been input based on a plurality of received reports.
[0058] Specifically, as illustrated on the left side of FIG.
1B, when one obfuscated report is transmitted from any
one of a plurality of electronic devices, the server may
not find original data from an obfuscated record.
[0059] However, when a plurality of obfuscated reports
are received from the plurality of electronic devices, and
the received reports are a predetermined value or more,
the server may acquire the original data by decoding the
plurality of obfuscated reports.
[0060] That is, as illustrated in the center of the FIG.
1B, for example, when the number of collected reports
is 50, the server may determine that the original data is
S or 8, but the determined original data may not be ac-
curate. However as illustrated on the right side of the
FIG. 1B, for example, when the number of collected re-
ports is 100,000, the server may determine that the orig-
inal data is S.
[0061] Through the method as described above, the
electronic device and the server may collect and deter-
mine data used by a plurality of users while protecting
personal information.

[0062] FIG. 1C is an illustrative diagram for describing
a data security parameter according to an embodiment
of the disclosure.
[0063] Specifically, the electronic device may obfus-
cate data using a security parameter (or referred to as
Privacy Budget). At this time, the smaller the security
parameter, the higher the security strength, and the
smaller the security parameter, the lower the security
strength. However, in the case in which the security pa-
rameter is small, as user’s personal information is strong-
ly protected, decoding may be difficult.
[0064] That is, in the case in which the security param-
eter is small, the user’s personal information is strongly
protected, but it may be difficult to acquire accurate orig-
inal data because the calculation amount and throughput
of the server performing the decoding increase. In con-
clusion, the user information protection and the accuracy
of the decoded data are in a trade-off relationship, and
accordingly, a method for optimizing between the user
information protection and the accuracy of the decoded
data is needed.
[0065] However, in the case of the related art, as illus-
trated in FIG. 1D, two or more reports are generated for
one data, and the obfuscation and decoding for the data
are performed. Specifically, for example, in the case of
the related art, when the obfuscation is performed on a
specific word, the electronic device generates an N-gram
report and a hash-based word report for the word and
transmits the generated reports to the server. The server
uses a method of estimating the obfuscated word based
on the N-gram report, acquiring a hash of the estimated
word, and identifying the original word by comparing the
acquired hash with a hash operation result in the word
report. In the case of such a related art, because a limited
security parameter value is divided and allocated to a
plurality of reports, there was a problem in that the cal-
culation amount of the server increases.
[0066] However, the electronic device according to the
disclosure may generate one report for one data, as il-
lustrated in FIG. 1E. That is, the electronic device may
apply the security parameter to only one report by gen-
erating one integrated report, rather than generating a
plurality of data for one data, and may increase the ac-
curacy of obfuscation than the related art by applying the
security parameter to only one report.
[0067] Hereinafter, a method of acquiring an impor-
tance security parameter (or privacy budget) of an appli-
cation or data will be described with reference to FIGS.
2 to 7B, and a specific method for obfuscating and de-
coding data will be described with reference to FIGS. 8
and 9.
[0068] FIG. 2 is a system diagram for describing a sys-
tem including an electronic device and a server according
to an embodiment of the disclosure.
[0069] As illustrated in FIG. 2, a system 1000 may in-
clude an electronic device 100 and a server 200. The
electronic device 100 is a configuration for transmitting
various types of data to the server 200. The server 200
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may receive various types of data from a plurality of elec-
tronic devices 100-1 to 100-n. At this time, the electronic
device 100 may be implemented as a smartphone, but
this is only an example, and the electronic device may
include at least one of a smartphone, a tablet personal
computer (PC), a mobile phone, an image phone, an e-
book reader, a desktop personal computer (PC), a laptop
personal computer (PC), a netbook computer, a work-
station, a server, a personal digital assistant (PDA), a
portable multimedia player (PMP), an MP3 player, a mo-
bile medical device, a camera, or a wearable device. Ac-
cording to diverse embodiments, the wearable device
may include at least one of an accessory type wearable
device (e.g., a watch, a ring, a bracelet, an anklet, a neck-
lace, glasses, a contact lens, or a head-mounted-device
(HMD)), a textile or clothing integral type wearable device
(e.g., an electronic clothing), a body attachment type
wearable device (e.g., a skin pad or a tattoo), or a living
body implantation type wearable device (e.g., an implant-
able circuit).
[0070] As another example, the electronic device 100
may be a home appliance. The home appliance may in-
clude at least one of, for example, a television, a digital
video disk (DVD) player, an audio, a refrigerator, an air
conditioner, a cleaner, an oven, a microwave oven, a
washing machine, an air cleaner, a set-top box, a home
automation control panel, a security control panel, a TV
box (e.g., Samsung HomeSync™, Apple TV™, or Goog-
le TV™), a game console (e.g., Xbox™, PlayStation™),
an electronic dictionary, an electronic key, a camcorder,
or an electronic frame.
[0071] As another example, the electronic device 100
may include at least one of various medical devices (e.g.,
various portable medical measuring devices (such as a
blood glucose meter, a heart rate meter, a blood pressure
meter, a body temperature meter, or the like), a magnetic
resonance angiography (MRA), a magnetic resonance
imaging (MRI), a computed tomography (CT), a photo-
graphing device, an ultrasonic device, or the like), a nav-
igation device, a global navigation satellite system
(GNSS), an event data recorder (EDR), a flight data re-
corder (FDR), an automobile infotainment device, a ma-
rine electronic equipment (for example, a marine navi-
gation device, a gyro compass, or the like), avionics, a
security device, an automobile head unit, an industrial or
household robot, an automatic teller’s machine of a fi-
nancial institute, a point of sales (POS) of a shop, or
Internet of things (IoT) devices (e.g., a light bulb, various
sensors, an electric or gas meter, a sprinkler system, a
fire alarm, a thermostat, a street light, a toaster, an ex-
ercise equipment, a hot water tank, a heater, a boiler,
and the like).
[0072] As another example, the electronic device 100
may include at least one of a portion of a furniture or a
building/structure, an electronic board, an electronic sig-
nature receiving device, a projector, or various meters
(e.g., water, electricity, gas, electric wave meter, or the
like).

[0073] The electronic device 100 may obfuscate data
to be transmitted to the server 200. At this time, obfus-
cation refers to a process of transforming original data
so that it does not know what the original data is.
[0074] The server 200 decodes the obfuscated data
received from the plurality of electronic devices 100-1 to
100-n. As an example, decoding is not performed for
each obfuscated data, but refers to a process of acquiring
the original data using a plurality of obfuscated data.
[0075] The server 200 may decode the plurality of ob-
fuscated data received from the plurality of electronic de-
vices 100-1 to 100-n to acquire the original data gener-
ated by the plurality of electronic devices 100-1 to 100-
n. For example, when the plurality of electronic devices
100-1 to 100-n generate and obfuscate the same (or sim-
ilar) data by a predetermined number of times or more,
and transmit the generated and obfuscated data to the
server 200, the server 200 decodes the obfuscated data.
When the decoding is completed, the server 200 may
know what data is generated by the predetermined
number of times or more, but does not know whether the
data is transmitted from any one of the plurality of elec-
tronic devices 100-1 to 100-n. Through the method de-
scribed above, the server 200 may know what data is
transmitted to the server 200 by an arbitrary user (i.e., at
least one of the plurality of electronic devices 100-1 to
100-n) in a situation where the user’s personal informa-
tion is unknown.
[0076] Hereinafter, in the disclosure, the functions of
the plurality of electronic devices 100-1 to 100-n are the
same, and therefore, except for a special case in which
the electronic device 100 and the plurality of electronic
devices 100-1 to 100-n need to be distinguished, it will
be described based on the electronic device 100.
[0077] FIG. 3A is a block diagram briefly illustrating a
configuration of an electronic device 100 according to an
embodiment of the disclosure. As illustrated in FIG. 3A,
the electronic device 100 may include a memory 110, a
communicator 120, and a processor 130.
[0078] The memory 110 may store various programs
and data required for an operation of the electronic device
100. The memory 110 may be implemented as a non-
volatile memory, a volatile memory, a flash-memory, a
hard disc drive (HDD), a solid state drive (SSD), or the
like.
[0079] In particular, the memory 110 may store various
application information and data. In addition, the memory
110 may store various instructions for performing neces-
sary operations under the control of the processor 130.
[0080] The communicator 120 may communicate with
the server 200. Specifically, the communicator 120 may
transmit data obfuscated by the processor 130 to the
server 200.
[0081] The processor 130 controls an overall operation
of the electronic device 100. Specifically, the processor
130 may determine a security parameter according to
data to be transmitted to the server 200. At this time, the
security parameter may be determined according to im-
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portance of the data to be transmitted. Furthermore, the
security parameter may also be determined according to
the importance of an application generating the data to
be transmitted as well as the data to be transmitted.
[0082] Specifically, the security parameter may be ac-
quired in consideration of the importance of the data to
be transmitted. For example, when the data to be trans-
mitted is data that needs to be secured (e.g., the user’s
social security number, account number, password,
etc.), the processor 130 may acquire the security param-
eter in consideration of the importance of data to be trans-
mitted.
[0083] As another example, the security parameter
may be acquired by various methods. As an example,
the security parameter may be acquired by user manip-
ulation. That is, the user may set the security parameter
to be low for applications that are determined to be im-
portant in security, and may set the security parameter
to be high for applications that are determined to be less
important in security.
[0084] As another example, the security parameter
may be determined by a predetermined criterion or a pre-
determined algorithm by the processor 130. For example,
the processor 130 may determine importance of an ap-
plication by using at least one of a category of an appli-
cation, a name of the application, data generated by the
application, a source code for driving the application, or
other applications (e.g., a security application) executed
together with the application, and acquire a security pa-
rameter for the application according to the importance
of the application.
[0085] At this time, the security parameter may be de-
termined using an artificial neural network model. For
example, the processor 130 may learn an importance
determination criterion for the application by inputting
various application information described above (a cat-
egory of an application, a name of the application, data
generated by the application, a source code for driving
the application, or other applications executed together
with the application) and the data to be transmitted to an
artificial intelligence learning model as learning data, and
determine the importance of the application by inputting
information of an specific application to the artificial in-
telligence learning model as input data when the specific
application is executed.
[0086] The processor 130 may obfuscate the data by
applying an obfuscation algorithm using the acquired se-
curity parameter to the data to be transmitted to an ex-
ternal server. Specifically, the processor 130 may gen-
erate one report by obfuscating data and control the com-
municator 120 to transmit the generated report to the
server 200.
[0087] Meanwhile, the processor 130 may obfuscate
the data by applying various methods. Specifically, the
processor 130 may insert a finger print into the data and
generate a plurality of divided data having a predeter-
mined first size of the data into which the finger print is
inserted. Next, the processor 130 may select any one of

the divided data and obfuscate the selected divided data
to generate a report for the data.
[0088] At this time, the finger print is used to determine
whether the original data and the data decoded by the
server 200 are the same. That is, the same finger print
is inserted for the same data, and the server 200 may
determine whether the decoded data is accurate data by
determining whether the finger print of the decoded data
and the transmitted finger print are the same.
[0089] At this time, the finger print may be generated
using a hash function. The hash function is a function of
mapping data of arbitrary length to fixed data, and needs
to have preimage resistance, second preimage resist-
ance, and collision resistance.
[0090] The preimage resistance refers to a character-
istic in which it is difficult to find an input value generating
a hash value for a given hash value. The second preim-
age resistance refers to a characteristic in which it is dif-
ficult to change an input without changing a hash value
of the input for an input value. The collision resistance
refers to a characteristic in which it is computationally
difficult to find two input values that generate the same
hash value. Meanwhile, the hash function includes, but
is not limited to, MD5 and SHA-based hash functions.
[0091] That is, the finger print may be a hash value
(output value) in which original data (exactly, data having
a predetermined second size in which the original data
is padded or truncated as described later) is applied to
the hash function as the input value. Because the hash
value for the same data is always the same, the server
200 may determine whether the decoded data is accurate
data.
[0092] At this time, the processor 130 may pad the data
according to the predetermined second size to insert the
finger print into the padded data when the data is smaller
than the predetermined second size, and truncate the
data according to the predetermined second size to insert
the finger print into the truncated data when the data is
smaller than the predetermined second size. That is, the
processor 130 may transmit only data of a certain size
to the server 200. This is to compensate for a disadvan-
tage that the decoding process of the server 200 is com-
plicated and the calculation amount increases when the
processor 130 transmits data of different sizes. At this
time, when the data is padded, the server 200 may re-
store the original data as it is. However, when the data
is truncated, the server 200 may not restore the original
data as it is, and may restore the truncated data. How-
ever, the server 200 may infer the original data from the
truncated data through various methods (e.g., by using
an artificial intelligence model or by inferring the acquired
(truncated) data).
[0093] Meanwhile, when the number of the plurality of
divided data is N, the processor 130 may insert an index
into each of the plurality of divided data. For example,
the processor 130 may insert indexes from 0 to N-1 into
N divided data.
[0094] At this time, the divided data having indexes
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adjacent to each other may be divided data adjacent to
each other. In addition, the divided data adjacent to each
other may include duplicate data of a predetermined third
size.
[0095] At this time, when a first divided data into which
an index of 0 is inserted is a first divided data of the data,
and an N-th divided data into which an index of N-1 is
inserted is the last divided data of the data, the first di-
vided data is data at the front of the data and the N-th
data is the last portion of the data, and therefore, it may
be a problem what duplicate data of the predetermined
third size is. In this case, the last portion of the N-th data
may be duplicated with the data of the first portion of the
first data. However, the duplication is not limited thereto,
and the first portion of the first data and the last portion
of the N-th data may also be duplicated. That is, as the
data is divided by the method described above, each
divided data has connection consistency and continuity.
[0096] For convenience of description, it will be de-
scribed on the assumption that data is divided into five
blocks, as illustrated in FIG. 3D. At this time, the prede-
termined second size may be a size including a first block
310 to a fifth block 350. The processor 130 may pad or
truncate the data according to sizes of the five blocks. At
this time, when the finger print occupies two blocks, the
processor 130 may substantially pad or truncate the data
according to sizes of three blocks. The processor 130
may insert the finger prints into the fourth block 340 and
the fifth block 350. A position where the finger print is
inserted and a size of the finger print may always be the
same.
[0097] On the other hand, assuming the case of divid-
ing the data illustrated in FIG. 3D into 5, a first divided
data having an index of 0 may include the first block 310
and the second block 320, a second divided data having
an index of 1 may include the second block 320 and the
third block 330, a third divided data having an index of 2
may include the third block 330 and the fourth block 340,
a fourth divided data having an index of 3 may include
the fourth block 340 and the fifth block 350, and a fifth
divided data having an index of 4 may include the fifth
block 350 and the first block 310.
[0098] Meanwhile, in order to improve security, the
processor 130 may re-sort the data in which the finger
print is inserted using a predetermined permutation ma-
trix.
[0099] In conclusion, the processor 130 may generate
one report by processing the data according to the pre-
determined first size, inserting the finger print, re-sorting
the data in which the finger print is inserted using the
predetermined permutation matrix, dividing the re-sorted
data into a plurality of divided data, inserting the indices
into the plurality of divided data, and obfuscating any one
divided data.
[0100] Meanwhile, the server 200 may receive an ob-
fuscated report from the electronic device 100. When re-
ports for the plurality of divided data are received from
the plurality of electronic devices 100-1 to 100-n, the serv-

er 200 may decode the plurality of received reports and
acquire at least one candidate data. At this time, the can-
didate data may refer to various data generated using
the received reports.
[0101] The server 200 may acquire the original data
received from the plurality of electronic devices 100-1 to
100-n using a finger print of candidate data. Specifically,
the server 200 separates the data and the finger prints
from the candidate data, and determines whether a hash
value (finger print) for the separated data and the sepa-
rated finger print are the same. When the hash value
(finger print) for the separated data and the separated
finger print are the same, the separated data may be data
received from a plurality of electronic devices 100-1 to
100-n, and when the hash value (finger print) for the sep-
arated data and the separated finger print are not the
same, the separated data may be erroneous data.
[0102] Specifically, when the server 200 receives a plu-
rality of obfuscated reports from the electronic device
100, the server 200 may sort the plurality of reports for
each index using index information included in the report.
At this time, the server 200 may acquire the same divided
data of a predetermined number or more among the sort-
ed reports.
[0103] When the reports are sorted for each index, the
server 200 may determine whether duplicate data of a
predetermined third size included in adjacent reports are
the same. The server 200 may acquire the candidate
data by connecting the reports having the same duplicate
data of the predetermined third size.
[0104] On the other hand, when the electronic device
100 re-sorts the data in which the finger print is inserted
using the predetermined permutation matrix, the server
200 may sort the candidate data by using an inverse ma-
trix of the acquired predetermined permutation matrix.
[0105] FIG. 3B is a block diagram for describing in de-
tail a configuration of an electronic device according to
an embodiment of the disclosure.
[0106] As illustrated in FIG. 3B, the electronic device
100 may further include a display 140, an inputter 150,
an audio processor 160, and an audio outputter 170, in
addition to the memory 110, the communicator 120, and
the processor 130.
[0107] The memory 110 may store various programs
and data required for the operation of the electronic de-
vice 100, as described above. At this time, the memory
110 may include a hard disk, memory, a cache, and a
register. In addition, in the disclosure, the memory may
include a read only memory (ROM) and a random access
memory (RAM) inside the processor 130.
[0108] The communicator 120 may communicate with
an external device. In particular, the communicator 120
may include various communication chips such as a wire-
less fidelity (WiFi) chip 121, a Bluetooth chip 122, a wire-
less communication chip 123, and a near field commu-
nication (NFC) chip 124. At this time, the WiFi chip 121,
the Bluetooth chip 122, and the NFC chip 124 perform
communication in a LAN scheme, a WiFi scheme, a Blue-
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tooth scheme, an NFC scheme, respectively. In the case
of using the WiFi chip 121 or the Bluetooth chip 122,
various kinds of connection information such as a service
set identifier (SSID), a session key, and the like, are first
transmitted and received, communication is connected
using the connection information, and various kinds of
information may then be transmitted and received. The
wireless communication chip 123 means a chip that per-
forms communication depending on various communi-
cation protocols such as Institute of Electrical and Elec-
tronics Engineers (IEEE), Zigbee, 3rd generation (3G),
3rd generation partnership project (3GPP), long term ev-
olution (LTE), and the like. The display 140 may display
various screens on a display region. For example, the
display 140 may display contents such as application ex-
ecution screens, images, videos, and words.
[0109] At this time, the display 140 may be implement-
ed as various types of display panels. For example, the
display panel may be implemented by various display
technologies such as a liquid crystal display (LCD), an
organic light emitting diode (OLED), an active-matrix or-
ganic light-emitting diode (AM-OLED), a liquid crystal on
silicon (LcoS), or a digital light processing (LDP).
[0110] In addition, the display 140 may also be coupled
to at least one of a front region, a side region, and a rear
region of the electronic device 100 in the form of a flexible
display. The flexible display may be bent, curved, or rolled
without being damaged through a thin and flexible sub-
strate like paper. Such a flexible display may also be
manufactured using a plastic substrate as well as a com-
monly used glass substrate. In the case of using the plas-
tic substrate, the flexible display may be formed using a
low-temperature manufacturing processor without using
an existing manufacturing processor to prevent damage
to the substrate. In addition, by replacing the glass sub-
strate surrounding a flexible liquid crystal with a plastic
film, flexibility to fold and unfold may be provided. The
flexible display is not only thin and light, is also strong
against impact, and also has an advantage of being able
to curve or bend and be manufactured in various forms.
[0111] The inputter 150 is a configuration for receiving
various inputs. In order to receive various inputs, the in-
putter 150 may include a touch panel, a pen sensor, a
key, and a microphone. The touch panel may be config-
ured by combining the display 140 and a touch sensor
(not illustrated) and may use at least one of a capacitive
manner, a resistive manner, an infrared manner, or an
ultrasonic manner. The touch panel may have not only
a display function but also a function of detecting a touch
input position, a touched area, and a touch input pres-
sure, and may also have a function of detecting a real-
touch as well as a proximity touch. The pen sensor may
be implemented as a portion of the touch panel, or may
include a separate sheet for recognition. The key may
include a physical button, an optical key, or a keypad.
The microphone may include at least one of an internal
microphone or an external microphone.
[0112] The audio processor 160 is a component that

performs processing for audio data. The audio processor
160 may perform various processing such as decoding,
amplification, noise filtering, and the like on the audio
data. The audio data processed by the audio processor
160 may be output to the audio outputter 170.
[0113] The audio outputter 170 is a component that
outputs various alarms or voice messages as well as
various audio data on which various kinds of processing
tasks such as decoding, amplification, noise filtering, and
the like, are performed by the audio processor 160. In
particular, the audio outputter 170 may be implemented
as a speaker, but this is only one example, and the audio
outputter 170 may be implemented as an output terminal
that may output audio data.
[0114] The processor 130 may control overall opera-
tions of the electronic apparatus 100 using various pro-
grams stored in the memory 110.
[0115] The processor 130 may include a random ac-
cess memory (RAM) 131, a read only memory (ROM)
132, a graphic processor 133, a main central processing
unit (CPU) 134, first to n-th interfaces 135-1 to 135-n,
and a bus 136. At this time, the RAM 131, the ROM 132,
the graphic processor 133, the main CPU 134, the first
to n-th interfaces 135-1 to 135-n, and the like, may be
connected to each other through the bus 136.
[0116] The RAM 131 stores the O/S and the application
programs. Specifically, when the electronic device 100
is booted, the O/S may be stored in the RAM 131 and
various application data selected by the user may be
stored in the RAM 131.
[0117] An instruction set for booting a system, or the
like is stored in the ROM 132. When a turn-on command
is input to supply power, the main CPU 134 may copy an
operating system (O/S) stored in the memory 110 to the
RAM 131 depending on an instruction stored in the ROM
132, and execute the O/S to boot the system. When the
booting is completed, the main CPU 134 copies various
application programs stored in the memory 110 to the
RAM 131, and executes the application programs copied
to the RAM 131 to perform various operations.
[0118] The graphic processor 133 renders a screen
including various objects such as an item, an image, a
word, and the like, using a calculator (not illustrated) and
a renderer (not illustrated). Here, the calculator may be
a configuration that calculates attribute values, such as
coordinate values, shapes, sizes, and colors, to which
each object is to be displayed according to a layout of a
screen using a control command received from the in-
putter 150. In addition, the renderer may be a configura-
tion that generates a screen of various layouts including
the objects on the basis of the attribute values calculated
by the calculator. The screen generated by such a ren-
derer may be displayed in a display region of the display
120.
[0119] The main CPU 134 accesses the memory 110
to perform the booting using the OS stored in the memory
110. In addition, the main CPU 134 performs various op-
erations using various programs, contents, data, and the
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like, stored in the memory 110.
[0120] The first to n-th interfaces 135-1 to 135-n are
connected to the various components described above.
One of the first to n-th interfaces 135-1 to 135-n may also
be a network interface connected to an external device
through a network.
[0121] Meanwhile, the processor 130 may include a
first processor 130-1 and a second processor 130-2 as
illustrated in FIG. 3C. At this time, the first processor
130-1 may be a part of an existing general-purpose proc-
essor (e.g., CPU or application processor) or a graphic
dedicated processor (e.g., GPU), and the second proc-
essor 130-2 may be an artificial intelligence dedicated
processor for artificial intelligence (AI).
[0122] In particular, the second processor 130-2 may
learn a security parameter determination criteria by re-
ceiving learning data for determining a security parame-
ter value according to the importance of the application,
and may acquire an importance of application and a se-
curity parameter value according the importance of ap-
plication by using information on the application as input
data when the application stored in the memory 110 is
executed.
[0123] FIGS. 4A to 4C are illustrative diagrams for de-
scribing a method for determining a security parameter
according to an embodiment of the disclosure.
[0124] The electronic device 100 may differently set a
security parameter according to the degree of security
needs of the application or data processed by the appli-
cation. That is, the electronic device 100 may set a se-
curity parameter of an application that processes data
whose security is important to be low, and may set a
security parameter of an application that processes data
whose accuracy is important to be high.
[0125] In order to set the security parameters, the elec-
tronic device 100 may provide a first UI 410 illustrated in
FIG. 4A. That is, the user may set different security pa-
rameters for each application through the first UI 410.
Meanwhile, when a user command for selecting a first
application 411 among a plurality of application icons in-
cluded in the first UI 410 is input, the electronic device
100 may provide the user with a second UI 420 that
guides an appropriate security parameter of the first ap-
plication 411. As illustrated in FIG. 4B, the second UI
may display a message for guiding a security parameter
setting for one of the plurality of applications.
[0126] Alternatively, as illustrated in FIG. 4C, the elec-
tronic device 100 may also provide the user with a third
UI 430 for collectively setting the security parameter for
all applications and data. In other words, in the general
case, because the user often does not pay much attention
to security issues, the electronic device 100 may collec-
tively set the security parameter for all applications and
data through the third UI.
[0127] FIGS. 5A and 5B are illustrative diagram for de-
scribing a method for setting a security parameter ac-
cording to an application.
[0128] As illustrated in FIG. 5A, the electronic device

100 may execute various applications and transmit data
processed by each application to the server 200. For ex-
ample, when a first application 510 is a health-related
application, a second application 520 is a messenger-
related application, and a third application 530 is a search
portal site-related application, the electronic device 100
may determine the importance of each application. When
it is determined that the importance of the first application
510 is high, the importance of the second application 520
is medium, and the importance of the third application
530 is low, the electronic device 100 may set the security
parameters according to the importance of each appli-
cation. For example, the electronic device 100 may de-
termine the security parameter of the first application 510
as ε1, the security parameter of the second application
520 as ε2, and the security parameter of the third appli-
cation 530 as ε3. At this time, as described above, as the
value of the security parameter is smaller, the obfusca-
tion and decoding are performed with higher security,
and therefore, in the above-described embodiment, each
security parameter may satisfy ε1 < ε2 < ε3.
[0129] On the other hand, as illustrated in FIG. 5B, the
security parameter may be determined by a security pa-
rameter determiner in the processor 130. At this time,
the security parameter may be determined by various
methods. At this time, the security parameter determiner
540 may be configured as the second processor 130-2.
That is, the security parameter determiner 540 may be
a configuration included in the artificial intelligence ded-
icated processor.
[0130] As an example, the security parameter may be
determined based on the name and category information
of the application being executed, the name of the data
collected by the application, the variable name of the data
collected by the application, and the program source
code related to the data collected by the application.
[0131] Specifically, the security parameter may be de-
termined by analyzing an application for which the secu-
rity parameter is determined. For example, when a se-
curity parameter of a specific application related to SNS
is set to any ε, a security parameter of a new SNS appli-
cation may be determined based on the SNS application
in which the security parameter is determined as any ε.
That is, the electronic device 100 may determine the se-
curity parameter for the new application by analyzing the
application for which the security parameter is deter-
mined.
[0132] Alternatively, the security parameter may be de-
termined by analyzing an application executed together
with the application. For example, when an application
for which the security parameter is to be determined is a
financial-related application and the corresponding finan-
cial-related application is executed together with a secu-
rity application, the electronic device 100 may determine
a security parameter of the financial application based
on information of the security application.
[0133] Meanwhile, the security parameter may be de-
termined according to the type of data, independent of
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the importance of the application. That is, even in a case
in which a security strength of the application is low, when
the data to be transmitted has a great need for security,
the electronic device 100 may determine a value of the
security parameter according to the type of data to be
transmitted.
[0134] As an example, the electronic device 100 may
classify various data stored in the memory 110 according
to a specific criterion. For example, when the data be-
longs to common data, the electronic device 100 may
determine the security parameter for the data regardless
of the importance of the application. At this time, the com-
mon data may be data having a low need for security,
such as data received from the server 200. Alternatively,
the common data may also not be transmitted to the serv-
er 200 without determining the security parameter by be-
ing determined by the server 200 as data that does not
need to be collected from the electronic device 100.
[0135] When the security parameters for obfuscating
the application and the data transmitted from the appli-
cation are determined according to the various methods
described above, an obfuscator 550 may obfuscate the
data according to the determined security parameters.
The electronic device 100 may transmit the obfuscated
data to the server 200.
[0136] A decoder 560 of the server 200 may decode
the obfuscated data. At this time, the server 200 may
receive the security parameters corresponding to each
data from the electronic device 100 together. That is, the
server 200 may decode the obfuscated data according
to the security parameter corresponding to the obfuscat-
ed data.
[0137] FIG. 6 is a block diagram of a processor accord-
ing to some embodiments of the disclosure.
[0138] Referring to FIG. 6, a processor 600 according
to some embodiments may include a data learner 610
and a data recognizer 620. The processor 600 may be
the processor 130 of the electronic device 100, or may
also be the processor of the server 200. The processor
600 may be used to determine the importance and se-
curity parameters of an application or data.
[0139] The data learner 610 may learn a criterion for
determining the importance of the application or data or
a criterion for determining the security parameter accord-
ing to the importance of the application or data. The data
learner 610 may generate or learn a data recognition
model to have the criterion for determining the impor-
tance of the application or data or the criterion for deter-
mining the security parameter according to the impor-
tance of the application or data.
[0140] As an example, the data learner 610 may gen-
erate or learn the data recognition model using learning
data related to the name and category information of the
application being executed, the name of the data collect-
ed by the application, the variable name of the data col-
lected by the application, and the program source code
related to the data collected by the application.
[0141] The data recognizer 620 may determine the im-

portance and security parameters of the application or
data based on recognition data. The data recognizer 620
may recognize the application, the importance of data,
and the security parameter according to the learned cri-
terion using the learned data recognition model. The data
recognizer 620 may acquire predetermined recognition
data according to a predetermined criterion, and may de-
termine (or estimate) the importance and security param-
eter of the application or data by applying the acquired
recognition data as an input value to the data recognition
model.
[0142] In addition, a result value output by applying the
acquired recognition data as the input value to the data
recognition model may be used to update the data rec-
ognition model.
[0143] As an example, the data recognizer 620 may
determine the importance of the application or data by
using recognition data related to the name and category
information of the application being executed, the name
of the data collected by the application, the variable name
of the data collected by the application, and the program
source code related to the data collected by the applica-
tion, as the input value.
[0144] In addition, the data recognizer 620 may acquire
the security parameter by using recognition data related
to the importance and security parameter of the applica-
tion or data as the input value.
[0145] At least a portion of the data learner 610 and at
least a portion of the data recognizer 620 may be imple-
mented as a software module or manufactured in the
form of at least one hardware chip and mounted on the
electronic device. For example, at least one of the data
learner 610 or the data recognizer 620 may also be man-
ufactured in the form of a dedicated hardware chip for
artificial intelligence (AI), or may be manufactured as a
portion of an existing general-purpose processor (e.g.,
CPU or application processor) or a graphic dedicated
processor (e.g., GPU) and mounted on a variety of elec-
tronic devices described above. At this time, the dedicat-
ed hardware chip for artificial intelligence is a dedicated
processor specialized for a probability calculation, and
has higher parallel processing performance than the con-
ventional general-purpose processor, and may thus
quickly process calculation operations in an artificial in-
telligence field such as machine learning. When the data
learner 610 and the data recognizer 620 are implemented
as a software module (or a program module including
instructions), the software module may be stored in a
non-transitory computer readable media. In this case,
the software module may be provided by an operating
system (OS), or may be provided by a predetermined
application. Alternatively, a portion of the software mod-
ule may be provided by the operating system (OS), and
the remaining of the software module may be provided
by the predetermined application.
[0146] In this case, the data learner 610 and the data
recognizer 620 may also be mounted in one electronic
device, or may also be mounted in separate electronic
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devices, respectively. For example, one of the data learn-
er 610 and the data recognizer 620 may be included in
the electronic apparatus 100, and the other may be in-
cluded in an external server. In addition, the data learner
610 and the data recognizer 620 may also provide model
information constructed by the data learner 610 to the
data recognizer 620 by a wired or wireless line, and the
data input to the data recognizer 620 may also be pro-
vided to the data learner 610 as additional learning data.
[0147] FIG. 7A is a block diagram of the data learner
610 according to an embodiment of the disclosure.
[0148] Referring to FIG. 7A, the data learner 610 ac-
cording to some embodiments may include a data ac-
quirer 610-1 and a model learner 610-4. In addition, the
data learner 610 may selectively further include at least
one of a pre-processor 610-2, a learning data selector
610-3, or a model evaluator 610-5.
[0149] The data acquirer 610-1 may acquire learning
data necessary for learning to determine the importance
and security parameter value of the application or data.
[0150] As the learning data, data collected or tested
by the data learner 610 or a manufacturer of the electronic
device 100 may also be used. Alternatively, the learning
data may include data for the importance and security
parameter of the application or data set by the user ac-
cording to the disclosure. Specifically, the learning data
may be data for an application to which the importance
or security parameter of the application is applied in the
current electronic device 100.
[0151] The model learner 610-4 may learn the data
recognition model so as to have a determination criterion
regarding how the data recognition model determines
the importance of the application or data by using the
learning data. For example, the model learner 610-4 may
learn the data recognition model through supervised
learning using at least a portion of the learning data as
the determination criterion. Alternatively, the model
learner 610-4 may learn the data recognition model
through unsupervised learning of finding the determina-
tion criterion for determining the importance and security
parameter value of the application or data by performing
self-learning using the learning data without any super-
vision, for example.
[0152] In addition, the model learner 610-4 may also
learn a selection criterion about which learning data
should be used for determining the importance and se-
curity parameter value of the application or data.
[0153] In particular, the model learner 610-4 according
to an embodiment of the disclosure may generate or learn
the data recognition model using learning data related to
the name and category information of the application be-
ing executed, the name of the data collected by the ap-
plication, the variable name of the data collected by the
application, and the program source code related to the
data collected by the application.
[0154] Alternatively, the model learner 610 may gen-
erate or learn the data recognition model using the learn-
ing data related to the determined importance of the ap-

plication or data.
[0155] Meanwhile, the data recognition model may be
a model that is previously built and updated by learning
of the model learner 610-4. In this case, the data recog-
nition model may be previously built by receiving basic
learning data (e.g., appropriate security parameters for
an application used by a plurality of users).
[0156] The data recognition model may be built in con-
sideration of an application field of the recognition model,
the purpose of learning, or a computer performance of
the device. The data recognition model may be, for ex-
ample, a model based on a neural network. The data
recognition model may be designed to simulate a hu-
man’s brain structure on a computer. The data recogni-
tion model may include a plurality of network nodes hav-
ing weights that simulate neurons in a human’ neural
network. The plurality of network nodes may form a con-
nection relationship so that the neurons simulate synaptic
activity through which signals are transmitted and re-
ceived through synapses. The data recognition model
may include, for example, a neural network model or a
deep learning model developed from the neural network
model. In the deep learning model, the plurality of network
nodes may be located at different depths (or layers) and
transmit and receive data according to a convolution con-
nection relationship.
[0157] For example, as the data recognition model,
models such as a deep neural network (DNN), a recurrent
neural network (RNN), and a bidirectional recurrent deep
neural network (BRDNN) may be used, but the data rec-
ognition model is not limited thereto.
[0158] According to diverse embodiments, when there
are a plurality of pre-constructed data recognition mod-
els, the model learner 610-4 may determine a data rec-
ognition model having a high relation between the input
learning data and basic learning data as a data recogni-
tion model to be learned. In this case, the basic learning
data may be pre-classified for each type of data, and the
data recognition model may be pre-constructed for each
type of data. For example, the basic learning data may
be pre-classified by various criteria such as an area in
which the learning data is generated, a time at which the
learning data is generated, a size of the learning data, a
genre of the learning data, a generator of the learning
data, types of objects in the learning data, and the like.
[0159] In addition, the model learner 610-4 may learn
the data recognition model by using a learning algorithm
or the like including, for example, error back-propagation
or gradient descent.
[0160] In addition, the model learner 610-4 may learn
the data recognition model through supervised learning
using, for example, various application information de-
scribed above as the input value. Alternatively, the model
learner 610-4 may learn the data recognition model
through unsupervised learning of finding the determina-
tion criterion for the importance and security parameter
of the application or data by performing self-learning us-
ing the necessary learning data without any supervision,
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for example. In addition, the model learner 610-4 may
learn the data recognition model through reinforcement
learning using a feedback as to whether a result of the
determination of the importance and security parameter
of the application or data according to the learning is cor-
rect, for example.
[0161] In addition, when the data recognition model is
learned, the model learner 610-4 may store the learned
data recognition model. In this case, the model learner
610-4 may store the learned data recognition model in
the memory 110 of the electronic device 100. Alterna-
tively, the model learner 610-4 may store the learned
data recognition model in the memory of the server con-
nected to the electronic device 100 via a wired or wireless
network.
[0162] The data learner 610 may further include a pre-
processor 610-2 and a learning data selector 610-3 to
improve a recognition result of the data recognition model
or to save resources or time required for generation of
the data recognition model.
[0163] The pre-processor 610-2 may pre-process the
data acquired by the data acquirer 610-1 for use in learn-
ing for determination of the importance and security pa-
rameter of the application or data.
[0164] For example, the pre-processor 610-2 may
process the acquired data into a predefined format so
that the model learner 610-4 may easily use the data for
learning the data recognition model. The pre-processed
data may be provided to the model learner 610-4 as the
learning data.
[0165] Alternatively, the learning data selector 610-3
may selectively select leaning data necessary for learn-
ing from the pre-processed data. The selected learning
data may be provided to the model learner 610-4. The
learning data selector 610-3 may select learning data
necessary for learning from the pre-processed data, ac-
cording to a predetermined selection criterion. In addi-
tion, the learning data selector 610-3 may also select the
learning data necessary for learning according to a pre-
determined selection criterion by learning by the model
learner 610-4. As an embodiment of the disclosure, the
learning data selector 610-3 may select only the name
and category information of the application to be execut-
ed among the inputted learning data.
[0166] The data learner 610 may further include a mod-
el evaluator 610-5 to improve the recognition result of
the data recognition model.
[0167] The model evaluator 610-5 may input evalua-
tion data to the data recognition model, and may cause
the model learner 610-4 to learn again when the recog-
nition result outputted from the evaluation data does not
satisfy a predetermined criterion. In this case, the eval-
uation data may be predefined data for evaluating the
data recognition model.
[0168] For example, when the number or ratio of eval-
uation data in which the recognition result is not correct
among the recognition results of the learned data recog-
nition model for the evaluation data exceeds a predeter-

mined threshold value, the model evaluator 610-5 may
evaluate that the predetermined criterion is not satisfied.
For example, in a case in which the predetermined cri-
terion is defined as a ratio of 2%, if the learned data rec-
ognition model outputs incorrect recognition results for
the evaluation data exceeding 20 among a total of 1000
evaluation data, the model evaluator 610-5 may evaluate
that the learned data recognition model is not suitable.
[0169] Meanwhile, when a plurality of learned data rec-
ognition models exist, the model evaluator 610-5 may
evaluate whether each of the learned data recognition
models satisfies the predetermined criterion, and deter-
mine a model satisfying the predetermined criterion as a
final data recognition model. In this case, when there are
a plurality of models satisfying the predetermined crite-
rion, the model evaluator 610-5 may determine any one
or a predetermined number of models previously set in
descending order of evaluation score as the final data
recognition model.
[0170] At least one of the data acquirer 610-1, the pre-
processor 610-2, the learning data selector 610-3, the
model learner 610-4, or the model evaluator 610-5 de-
scribed above may be implemented as a software mod-
ule or manufactured in the form of at least one hardware
chip and mounted on the electronic device. For example,
at least one of the data acquirer 610-1, the pre-processor
610-2, the learning data selector 610-3, the model learner
610-4, or the model evaluator 610-5 may also be manu-
factured in the form of a dedicated hardware chip for ar-
tificial intelligence (AI), or may be manufactured as a por-
tion of an existing general-purpose processor (e.g., CPU
or application processor) or a graphic dedicated proces-
sor (e.g., GPU) and mounted on a variety of electronic
devices described above.
[0171] In addition, the data acquirer 610-1, the pre-
processor 610-2, the learning data selector 610-3, the
model learner 610-4, and the model evaluator 610-5 may
also be mounted on one electronic device, or may also
be mounted on each of the separate electronic devices.
For example, some of the data acquirer 610-1, the pre-
processor 610-2, the learning data selector 610-3, the
model learner 610-4, and the model evaluator 610-5 may
be included in the electronic device, and the remaining
may be included in the server.
[0172] In addition, at least one of the data acquirer
610-1, the pre-processor 610-2, the learning data selec-
tor 610-3, the model learner 610-4, or the model evaluator
610-5 may be implemented as a software module. When
at least one of the data acquirer 610-1, the pre-processor
610-2, the learning data selector 610-3, the model learner
610-4, or the model evaluator 610-5 is implemented as
the software module (or a program module including in-
structions), the software module may be stored in a non-
transitory computer readable medium. In addition, in this
case, at least one software module may be provided by
an operating system (OS), or may be provided by a pre-
determined application. Alternatively, some of at least
one software module may be provided by the operating
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system (OS), and the remaining of the software module
may be provided by the predetermined application.
[0173] FIG. 7B is a block diagram of the data recog-
nizer 620 according to some embodiments.
[0174] Referring to FIG. 7B, the data recognizer 620
according to some embodiments may include a data ac-
quirer 620-1 and a recognition result provider 620-4. In
addition, the data recognizer 620 may selectively further
include at least one of a pre-processor 620-2, a recog-
nition data selector 620-3, or a model updater 620-5.
[0175] The data acquirer 620 may acquire recognition
data necessary for determining the importance and se-
curity parameter of the application or data.
[0176] The recognition result provider 620-4 may de-
termine the importance and security parameter of the
application or data by applying the data acquired by the
data acquirer 620-1 as an input value to the learned data
recognition model. The recognition result provider 620-4
may provide a recognition result according to a recogni-
tion purpose of the data. Alternatively, the recognition
result provider 620-4 may provide a recognition result
acquired by applying data which is pre-processed by a
pre-processor 620 to be described later as an input value
to the learned data recognition model. Alternatively, the
recognition result provider 620-4 may provide the recog-
nition result by applying data selected by a recognition
data selector 620-3 to be described later as an input value
to the data recognition model.
[0177] The data recognizer 1210 may further include
a pre-processor 620-2 and a recognition data selector
620-3 to improve the recognition result of the data rec-
ognition model or to save resources or time required for
providing the recognition result.
[0178] The pre-processor 620-2 may pre-process the
data acquired by the data acquirer 620-1 for using in rec-
ognition for determination of the importance and security
parameter of the application or data.
[0179] The pre-processor 620-2 may process the ac-
quired data into a predefined format so that the recogni-
tion result provider 620-4 may easily use the data for
determination of the importance and security parameter
of the application or data.
[0180] The recognition data selector 620-3 may select
recognition data necessary for determining the impor-
tance and security parameter of the application or data
among the pre-processed data. The selected recognition
data may be provided to the recognition result provider
620-4. The recognition data selector 620-3 may select
recognition data necessary for determining the impor-
tance and security parameter of the application or data
among the pre-processed data, according to a predeter-
mined selection criterion. In addition, the recognition data
selector 620-3 may also select the data according to a
predetermined selection criterion by learning by the mod-
el learner 610-4 described above.
[0181] The model updater 620-5 may control the data
recognition model to be updated based on the evaluation
for the recognition result provided by the recognition re-

sult provider 620-4. For example, the model updater
620-5 may control the model learner 610-4 to update the
data recognition model by providing the recognition result
provided by the recognition result provider 620-4 to the
model learner 610-4.
[0182] At least one of the data acquirer 620-1, the pre-
processor 620-2, the recognition data selector 620-3, the
recognition result provider 620-4, or the model updater
620-5 in the data recognizer 620 described above may
be implemented as a software module or manufactured
in the form of at least one hardware chip and mounted
on the electronic device. For example, at least one of the
data acquirer 620-1, the pre-processor 620-2, the recog-
nition data selector 620-3, the recognition result provider
620-4, or the model updater 620-5 may also be manu-
factured in the form of a dedicated hardware chip for ar-
tificial intelligence (AI), or may be manufactured as a por-
tion of an existing general-purpose processor (e.g., CPU
or application processor) or a graphic dedicated proces-
sor (e.g., GPU) and mounted on a variety of electronic
devices described above.
[0183] In addition, the data acquirer 620-1, the pre-
processor 620-2, the recognition data selector 620-3, the
recognition result provider 620-4, and the model updater
620-5 may also be mounted on one electronic device, or
may also be mounted on each of the separate electronic
devices. For example, some of the data acquirer 620-1,
the pre-processor 620-2, the recognition data selector
620-3, the recognition result provider 620-4, and the
model updater 620-5 may be included in the electronic
device, and the remaining may be included in the server.
[0184] In addition, at least one of the data acquirer
620-1, the pre-processor 620-2, the recognition data se-
lector 620-3, the recognition result provider 620-4, or the
model updater 620-5 may be implemented as a software
module. When at least one of the data acquirer 620-1,
the pre-processor 620-2, the recognition data selector
620-3, the recognition result provider 620-4, or the model
updater 620-5 is implemented as the software module
(or a program module including instructions), the soft-
ware module may be stored in a non-transitory computer
readable medium. In addition, in this case, at least one
software module may be provided by an operating sys-
tem (OS), or may be provided by a predetermined appli-
cation. Alternatively, some of at least one software mod-
ule may be provided by the operating system (OS), and
the remaining of the software module may be provided
by the predetermined application.
[0185] In the diverse embodiments described above,
the method of determining an appropriate security pa-
rameter for data has been described. Hereinafter, a
method of obfuscating and decoding data using the de-
termined security parameter will be described with refer-
ence to FIGS. 8 and 9.
[0186] FIG. 8 is an illustrative diagram for describing
a method for obfuscating data according to an embodi-
ment of the disclosure. For convenience of description,
it is assumed that the data in the disclosure is word. How-
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ever, the disclosure is not limited thereto, and the same
technical idea may be applied to various data such as
images, voice, and programs as well as the word.
[0187] The electronic device 100 may set a length (a
predetermined second size) of a word for obfuscation. In
the case of FIG. 8, the electronic device 100 will be de-
scribed with an example of a word of eight letters, but
this may be arbitrarily set.
[0188] Assuming that the words for obfuscation are
"tryna" and "mayweather". The electronic device 100
may generate "trynahhh" by adding three letters be-
cause the tryna is five letters. At this time, h may be a
null character. On the other hand, the electronic device
100 may generate "mayweath" in which the last two let-
ters are truncated because the mayweather is ten letters.
[0189] Through the method as described above, the
electronic device 100 may generate words of eight letters
having a predetermined second size by performing pad-
ding or truncation for each word. When the word having
the predetermined second size is generated, the elec-
tronic device 100 may generate a fingerprint for the gen-
erated word. As described above, the finger print may be
generated through the hash function. In the embodiment,
the case where the fingerprint for an input value is two
letters is described, but the fingerprint may be any length.
The electronic device 100 may acquire a fingerprint "ix"
by inputting "trynahhh" into the hash function, and ac-
quire a fingerprint "kw" by inputting "mayweath" into the
same hash function.
[0190] The electronic device 100 may apply the words
acquired through padding and truncation and the finger-
print for each word as a single word to a predetermined
permutation matrix. That is, the electronic device 100
may use the predetermined permutation matrix to en-
hance security of the word. In some cases, a variety of
matrices having an inverse matrix may be used as well
as the permutation matrix. In the disclosure, for conven-
ience of description, a case where the predetermined
permutation matrix is a unit matrix will be described as
an example.
[0191] Because the predetermined permutation matrix
is the unit matrix, the words transformed by applying the
permutation matrix to each word may be "trynahhhix"
and "mayweathkw".
[0192] The electronic device 100 may generate a set
of cyclic-duplicate n-gram sets based on the words to
which the permutation matrix is applied. At this time, the
n-gram set refers to a set generated according to the
number of words. For example, if the word consists of
English alphabets (lowercase) including null characters,
the set of 2-gram sets may be {hh, ha, .... aa, ab, ac ...
zz}. That is, the set of 2-gram sets may be a set having
a total of 729 (272) elements. In the disclosure, only the
case of the 2-gram sets is described for convenience of
explanation, but the same technical idea may be applied
to any n-gram sets such as 3-gram sets and 4-gram sets.
In addition, in the disclosure, the words are limited to the
case of the null character and the lowercase of the al-

phabet, but the words may include uppercase of the al-
phabet, other special symbols, and various characters
used in other languages.
[0193] Hereinafter, the set of 2-gram sets that are cy-
clic-duplicated for "trynahhhix" and "mayweathkw" will
be described. The electronic device 100 may generate
divided data including duplicate data having a predeter-
mined third size for "trynahhhix" and "mayweathkw".
That is, the electronic device 100 may generate a set of
{tr, ry, yn, na, a h, hh, hh, hi, ix, xt} for "tryna hhhix",
and generate a set of {ma, ay, yw, we, ea, at, th, hk, kw,
wm} for "mayweathkw". That is, the meaning of duplica-
tion means that elements adjacent to each other have
the predetermined third size (one letter in the embodi-
ment of FIG. 8) therebetween, and the meaning of the
cycle means that a first element and the last element also
include the duplicate data having the predetermined third
size.
[0194] The electronic device 100 may add indexes to
the elements included in the generated set. That is, the
electronic device 100 may add indexes 0 to 9 in order to
tr, ry, yn, na, a h, hh, hh, hi, ix, xt, and add the indexes
0 to 9 in order to ma, ay, yw, we, ea, at, th, hk, kw, wm
in the same method. The index may be used when sorting
to decode words, as described below.
[0195] Thereafter, the electronic device 100 may se-
lect any element among the respective elements and ob-
fuscate the selected element. For example, as illustrated
in FIG. 8, the electronic device 100 may select ah cor-
responding to the index 4 for "trynahix" and select wm
corresponding to the index 9 for "mayweathkw". At this
time, the probability of selecting any element among the
respective elements may be the same probability. How-
ever, the disclosure is not limited thereto, and the elec-
tronic device 100 may select the element according to
different probability.
[0196] The electronic device 100 may generate a re-
port by obfuscating one selected element. At this time,
the electronic device 100 may generate a report by ob-
fuscating the selected element by applying a differentially
privacy algorithm. For example, the electronic device 100
may generate a report of (s, i, B) = (s1, 4, B1) by applying
ah to the differentially privacy algorithm, and generate
a report of (s, I, B) = (S2, 9, B2) by applying wm to the
differentially privacy algorithm. At this time, the form of
the report (s, i, B) may vary depending on which differ-
ential privacy algorithm is applied to a 27-th 2-gram called
ah. That is, although the above-described embodiment
discloses the report including three variables, the number
of variables included in the report may vary. The gener-
ated report may include index information, and informa-
tion about which element is the selected element among
the total 2-gram. For example, the report on ah may in-
clude information on the index 4 and information on the
27-th element among the total 2-gram. In the same meth-
od, the report on wm may include information on the index
9 and information on the 634-th element among the total
2-gram. In addition, the generated report includes infor-
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mation about the finger print, but because the information
on the obfuscated finger print is only included, the infor-
mation on the finger print may not be acquired from each
single report.
[0197] Through the above-described method, the elec-
tronic device 100 may generate one report for one word.
[0198] FIG. 9 is an illustrative diagram for describing
a method for decoding data according to an embodiment
of the disclosure.
[0199] The server 200 may receive various reports
from a plurality of electronic devices. The server 200 may
sort the received reports for each index. At this time, the
server 200 may restore the report only for elements col-
lected over a predetermined number of times among the
reports sorted by a specific index. For example, when a
plurality of reports including index 0 are collected, a pre-
determined number of times is 10000, 50 reports for aa
are collected, 12000 reports for ma are collected, 11000
reports for tr are collected, and 9900 reports for ji are
collected, the server 200 may restore only the reports for
ma and tr exceeding the predetermined number of times.
[0200] The server 200 may restore the word transmit-
ted by the electronic device 100 by using the elements
of the 2-gram sorted and restored for each index. Spe-
cifically, because the word transmitted by the electronic
device 100 includes the duplicate data having the pre-
determined third size with respect to adjacent indexes,
the server 200 may estimate the word transmitted by the
electronic device 100 by using the feature including the
duplicate data. Like the obfuscation process described
above, in the disclosure, only the case of the 2-gram sets
is described for convenience of explanation, but the same
technical idea may be applied to any n-gram sets such
as 3-gram sets and 4-gram sets.
[0201] That is, in FIG. 9, a solid line indicates a case
where duplicate data is the same, and a dotted line indi-
cates a case where duplicate data is not the same. By
such a method, the server 200 may acquire at least one
word. The server 200 may acquire at least one candidate
word by applying the at least one acquired word to an
inverse matrix of a predetermined permutation matrix. At
this time, it is obvious that the predetermined permutation
matrix should be the same matrix as a matrix used by
the electronic device 100 in the obfuscation process. For
example, the server 200 may acquire candidate words
such as "mayweathkw", "trywehhhix", and "trynahh-
hix" through the method described above.
[0202] The server 200 may separate the finger print
from the acquired candidate words. In the embodiment,
because the finger print is inserted into the last two letters,
the server 200 may determine the last two letters of the
candidate word as the finger print.
[0203] The server 200 may apply a word excluding the
fingerprint among the candidate words to a hash function.
At this time, the hash function applied by the server 200
is the same as the hash function applied by the electronic
device 100. That is, the server 200 may determine wheth-
er candidate data is accurate data by comparing the fin-

ger print with a hash value that the word excluding the
finger print among the candidate words is applied to the
hash function.
[0204] For example, the server 200 may acquire the
hash value by applying "mayweath", "trywehhh", and
"trynahhh" to each hash function. In this case, the hash
value of "mayweath" is kw, and the hash value of "try-
nahhh" is ix, which is the same as that of finger print,
but the hash value of "trywehhh" is, for example, hj,
which may be different from the finger print ix. The server
200 may determine that the words transmitted by the
electronic device 100 are "mayweath" and "trynahhh",
and recognize that "trywehhh" is an incorrectly ac-
quired word.
[0205] Through the method as described above, the
server 200 may determine that data collected from the
plurality of electronic devices are "mayweath" and "try-
nahhh". At this time a word smaller than the predeter-
mined second size (eight letters) is restored as it is as
the user inputs the word, but a word greater than the
predetermined second size (eight letters) is not restored
as it is as the user inputs the word. At this time, the server
200 may estimate an original word "mayweather" by an-
alyzing "mayweath". For example, the server 200 may
build a learning model related to word completion by in-
putting various data related to automatic word completion
or data related to grammar information into the artificial
intelligence model as learning data. When the learning
model related to the word completion is built, the server
200 may estimate the original word by inputting the de-
coded word into the artificial intelligence model as input
data. At this time, in the embodiment of FIGS. 8 and 9,
only words that do not include the null characters may
be used as the input data. That is, because the server
200 may determine that the word including the null char-
acters is the same word as the word input by the user,
the server 200 may estimate the original word by using
only the words that do not include the null characters as
the input data. For the method of using the artificial intel-
ligence model for word estimation, the technical ideas
described in FIGS. 6 to 7B described above may be
equally applied.
[0206] FIG. 10 is a flowchart for describing a method
for controlling an electronic device according to an em-
bodiment of the disclosure.
[0207] The electronic device 100 may transmit data to
the server 200. At this time, the electronic device 100
may acquire a security parameter according to the data
transmitted to the server 200 (S1010). As described
above, the security parameter may be acquired accord-
ing to the importance of data, and further, may be ac-
quired by further considering the importance of an appli-
cation in which the data is generated.
[0208] The electronic device 100 may apply an obfus-
cation algorithm to the data to be transmitted to the server
200 using the acquired security parameter (S1020). The
electronic device 100 may transmit the data to which the
obfuscation algorithm is applied to the server 200
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(S1030).
[0209] FIG. 11 is a sequence diagram for describing a
method for obfuscating and decoding data according to
an embodiment of the disclosure.
[0210] First, the electronic device 100 may insert a fin-
ger print into data to be obfuscated (S1110). As described
above, the data to be obfuscated may be data padded
or truncated to a predetermined second size, and the
finger print may be a hash value that the padded or trun-
cated data is applied to the hash function as an input
value.
[0211] The electronic device 100 may generate a plu-
rality of divided data having a predetermined first size
based on the data into which the finger print is inserted
(S1120). As described above, the divided data may be
cyclic-duplicate data. That is, each adjacent data may
have duplicate data having a predetermined third size,
and a first divided data and the last divided data may also
have the duplicate data having the predetermined third
size.
[0212] The electronic device 100 may obfuscate se-
lected one of the plurality of divided data according to a
predetermined security parameter (S1130). At this time,
each of the plurality of divided data may include an index,
and the obfuscated data may include index information.
[0213] The electronic device 100 may transmit the ob-
fuscated divided data to the server 200 (S1140).
[0214] The server 200 may receive the obfuscated di-
vided data (S1150). Specifically, the server 200 may re-
ceive a plurality of obfuscated data from the plurality of
electronic devices.
[0215] The server 200 may acquire at least one can-
didate data based on the obfuscated divided data
(S1160). Specifically, the server 200 may sort the re-
ceived data for each index, select data of which the same
data is a predetermined number (or size, capacity, etc.)
or more among the data sorted for each index, and ac-
quire at least one candidate data by connecting the se-
lected data. As described above, when the selected data
is connected, the duplicate data having the predeter-
mined third size may be used.
[0216] The server 200 may acquire data including a
finger print among at least one candidate data (S1170).
Specifically, the server 200 may separate the data at a
position where the finger print is inserted from the can-
didate data, and determine whether or not a hash value
that the separated data is applied to the hash function
as an input value and the data at the position where the
finger print is inserted are the same. If the hash value
that the separated data is applied to the hash function
as the input value and the data at the position where the
finger print is inserted are the same, the server 200 may
determine that the candidate data is the same as the data
received from the electronic device. If the hash value that
the separated data is applied to the hash function as the
input value and the data at the position where the finger
print is inserted are not the same, the server 200 may
not select the corresponding candidate data.

[0217] The term "∼ or" used in the disclosure includes
a unit composed of hardware, software, or firmware, and
may be used interchangeably with the term such as logic,
logic block, component, or circuit. The module may be
an integrally formed component or a minimum unit of
performing one or more functions or a portion thereof.
For example, the module may be configured as an ap-
plication-specific integrated circuit (ASIC).
[0218] The diverse embodiments of the disclosure may
be implemented as software including instructions that
are stored in a machine-readable storage medium (e.g.,
a computer). The machine is an apparatus that calls the
stored instructions from the storage medium and is op-
erable according to the called instructions, and may in-
clude an electronic device (e.g., an electronic device A)
according to the disclosed embodiments. When the in-
structions are executed by the processor, the processor
may perform functions corresponding to the instructions,
either directly or using other components under the con-
trol of the processor. The instructions may include codes
generated or executed by a compiler or an interpreter.
The machine-readable storage medium may be provided
in the form of non-transitory storage medium. Here, the
term ’non-transitory’ means that the storage medium
does not include a signal and is tangible, but does not
distinguish whether data is stored semi-permanently or
temporarily in the storage medium.
[0219] According to an embodiment, the method ac-
cording to the diverse embodiments disclosed in the dis-
closure may be included and provided in a computer pro-
gram product. The computer program product may be
traded as a product between a seller and a purchaser.
The computer program product may be distributed in the
form of a machine readable storage medium (e.g., a com-
pact disc read only memory (CD-ROM)), or online
through an application store (e.g., PlayStore™). In case
of the online distribution, at least a portion of the computer
program product may be at least temporarily stored or
be temporarily generated in a storage medium such as
a server of a manufacturer, a server of an application
store, or a memory of a relay server.
[0220] Each of the components (e.g., modules or pro-
grams) according to the diverse embodiments may in-
clude a single entity or a plurality of entities, and some
sub-components of the sub-components described
above may be omitted, or other sub-components may be
further included in the diverse embodiments. Alternative-
ly or additionally, some components (e.g., modules or
programs) may be integrated into one entity to perform
the same or similar functions performed by the respective
components prior to the integration. The operations per-
formed by the module, the program, or other component
according to the diverse embodiments may be performed
in a sequential, parallel, iterative, or heuristic manner, or
at least some operations may be executed in a different
order or omitted, or other operations may be added.
[0221] The methods described above are implement-
ed in the form of program instructions that may be exe-
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cuted through various computer means and may be re-
corded on a computer-readable medium. The computer-
readable medium may include program instructions, data
files, data structures, or the like alone or in combination.
The program instructions recorded on the medium may
be specially designed and configured for the disclosure,
or may be known and available to those skilled in com-
puter software. Examples of the computer-readable re-
cording medium may include a magnetic medium such
as a hard disk, a floppy disk, and a magnetic tape; an
optical medium such as a compact disk read only memory
(CD-ROM) or a digital versatile disk (DVD); a magneto-
optical medium such as a floptical disk; and a hardware
device specially configured to store and execute program
instructions, such as a ROM, a random access memory
(RAM), a flash memory, or the like. Examples of the pro-
gram instructions include a high-level language code ca-
pable of being executed by a computer using an inter-
preter, or the like, as well as a machine language code
produced by a compiler. The hardware device may be
configured to operate as one or more software modules
to perform the operation of the disclosure, and vice versa.
[0222] As described above, although the disclosure
has been described with limited embodiments and draw-
ings, the disclosure is not limited to the above-described
embodiments, and various modifications and variations
may be made from these descriptions by those skilled in
the art to which the disclosure pertains. Therefore, the
scope of the disclosure should not be limited to the de-
scribed embodiments, and should be defined not only by
the following claims, but also by the claims and equiva-
lents.

Claims

1. A control method of an electronic device for obfus-
cating user data, the control method comprising:

acquiring a security parameter according to data
to be transmitted to an external server;
applying an obfuscation algorithm to the data
using the security parameter; and
transmitting the data to which the obfuscation
algorithm is applied to the external server.

2. The control method as claimed in claim 1, wherein
the acquiring of the security parameter further in-
cludes:

determining an application in which the data is
generated; and
acquiring the security parameter based on an
importance of the data and an importance of the
determined application.

3. The control method as claimed in claim 2, wherein
the acquiring of the security parameter includes de-

termining the importance of the application using at
least one of a category of the determined application,
a name of the application, data generated by the
application, or a source code for driving the applica-
tion.

4. The control method as claimed in claim 2, wherein
the acquiring of the security parameter further in-
cludes determining the importance of the application
by inputting at least one of a category of the deter-
mined application, a name of the application, data
generated by the application, or a source code for
driving the application to an artificial intelligence
learning model as input data.

5. The control method as claimed in claim 1, wherein
the applying of the obfuscation algorithm includes:

inserting a finger print into the data;
generating a plurality of divided data having a
predetermined first size based on the data into
which the finger print is inserted; and
applying the obfuscation algorithm to selected
one of the plurality of divided data using the se-
curity parameter, and
in the transmitting of the data, the selected one
divided data to which the obfuscation algorithm
is applied is transmitted.

6. The control method as claimed in claim 5, wherein
in the inserting of the finger print, the data is padded
according to a predetermined second size based on
the data having a size smaller than the predeter-
mined second size, and the finger print is inserted
into the padded data, and
the data is truncated according to the predetermined
second size based on the data having a size smaller
than the predetermined second size, and the finger
print is inserted into the truncated data.

7. The control method as claimed in claim 6, wherein
the generating of the divided data further includes
inserting an index from 0 to N-1 into each of the plu-
rality of divided data based on the number of the
plurality of divided data, which is N, and
divided data adjacent to each other among the plu-
rality of divided data include duplicate data having a
predetermined third size.

8. The control method as claimed in claim 7, wherein
N-th divided data and first divided data include the
duplicate data having the predetermined third size,
based on a first divided data of the data, which is the
first divided data into which the index of 0 is inserted,
and the last divided data of the data, which is the N-
th divided data into which the index of N-1 is inserted.

9. The control method as claimed in claim 8, wherein
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the inserting of the finger print further includes re-
sorting the data into which the finger print is inserted
using a predetermined permutation matrix.

10. An electronic device for obfuscating user data, the
electronic device comprising:

a communicator;
a memory configured to include at least one in-
struction; and
a processor configured to be connected to the
communicator and the memory to control the
electronic device,
wherein the processor is configured to, by exe-
cuting at least one instruction,
acquire a security parameter according to data
transmitted to an external server and apply an
obfuscation algorithm to the data using the se-
curity parameter, and
control the communicator to transmit the data to
which the obfuscation algorithm is applied to the
external server.

11. A control method of a system including an electronic
device for obfuscating user data and a server for
decoding obfuscated data, wherein
the control method of the electronic device includes:

inserting a finger print into data;
generating a plurality of divided data having a
predetermined first size based on the data into
which the finger print is inserted;
applying an obfuscation algorithm to selected
one of the plurality of divided data using a pre-
determined security parameter; and
transmitting the divided data to which the obfus-
cation algorithm is applied to the server, and
the control method of the server includes:

receiving a plurality of divided data to which
the obfuscation algorithm is applied from
the electronic device;
acquiring at least one candidate data base
on the plurality of received divided data to
which the obfuscation algorithm is applied;
and
acquiring data including the finger print
among at least one candidate data.

12. The control method as claimed in claim 11, wherein
in the inserting of the finger print, the data is padded
according to a predetermined second size based on
the data having a size smaller than the predeter-
mined second size, and the finger print is inserted
into the padded data, and
the data is truncated according to the predetermined
second size based on the data having a size smaller
than the predetermined second size, and the finger

print is inserted into the truncated data.

13. The control method as claimed in claim 12, wherein
the generating of the divided data further includes
inserting an index from 0 to N-1 into each of the plu-
rality of divided data based on the number of the
plurality of divided data, which is N, and
divided data adjacent to each other among the plu-
rality of divided data include duplicate data having a
predetermined third size.

14. The control method as claimed in claim 13, wherein
N-th divided data and first divided data include the
duplicate data having the predetermined third size,
based on a first divided data of the data, which is the
first divided data into which the index of 0 is inserted,
and the last divided data of the data, which is the N-
th divided data into which the index of N-1 is inserted.

15. The control method as claimed in claim 14, further
comprising:

sorting the received divided data for each index,
based on the plurality of divided data to which
the obfuscation algorithm is applied, received
from the electronic device; and
acquiring the divided data of a predetermined
number or more among the sorted divided data,
and
wherein in the acquiring of at least one candidate
data, at least one candidate data is acquired
based on the acquired divided data of the pre-
determined number or more.
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