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(54) PACKET PROCESSING METHOD, NETWORK NODE, AND SYSTEM

(57) This application discloses a packet processing
method, a network node, and a system. The method in-
cludes: obtaining, by a first network node, a first packet
that includes a segment list, where the segment list in-
cludes a segment identifier of a network node on a path
used to forward the first packet; obtaining, by the first
network node, a segment identifier of a second network
node from the segment list, where the second network
node is a next-hop segment node of the first network
node on the path; replacing, by the first network node, a
destination address of the first packet with the segment
identifier of the second network node, and adding a net-
work performance parameter of the first network node to
the segment list, to generate a second packet; and send-
ing, by the first network node, the second packet to the
second network node. The network performance param-
eter of the first network node is carried by using the seg-
ment list, so that transmission of the network perform-
ance parameter is more convenient, and the network per-
formance parameter of the first network node can be sent
to the second network node when the first network node
forwards the packet.
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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 201711451059.2, filed with the China
National Intellectual Property Administration on Decem-
ber 27, 2017 and entitled "PACKET PROCESSING
METHOD, NETWORK NODE, AND SYSTEM", which is
incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present invention relates to the communi-
cations field, and in particular, to a packet processing
method, a network node, and a system.

BACKGROUND

[0003] Segment routing (segment routing, SR) is a
source routing mechanism that can enable a network to
achieve better scalability and provide functions such as
traffic engineering (traffic engineering, TE) and a multi-
protocol label switching (multiprotocol label switching,
MPLS) virtual private network (virtual private network,
VPN) in a simpler and more flexible manner. In a soft-
ware-defined networking (software-defined networking,
SDN) network architecture, the SR provides a capability
of quick interaction with an upper-layer application for
the network. When being deployed on an internet proto-
col version 6 (Internet Protocol version 6, IPv6) data
plane, the SR is referred to as SRv6. In the prior art,
performance measurement for an SRv6 network is main-
ly as follows: A network performance parameter such as
a time stamp or a data packet quantity is recorded by
coloring a packet based on a flow label (flow label, FL),
and then network performance parameters of different
nodes are obtained by using a centralized controller, so
as to implement the performance measurement for the
SRv6 network on the controller. However, in all current
methods, the network performance parameter needs to
be obtained by using a specific protocol, resulting in high
implementation complexity and inflexibility.

SUMMARY

[0004] This application provides a packet processing
method, a network node, and a system, to provide a flex-
ible network performance parameter sending method, so
as to facilitate flexible network performance calculation.
[0005] According to a first aspect, an embodiment of
the present invention provides a packet processing meth-
od. The method includes: obtaining, by a first network
node, a first packet that includes a segment list, where
the segment list includes a segment identifier of a network
node on a path used to forward the first packet; obtaining,
by the first network node, a segment identifier of a second
network node from the segment list, where the second
network node is a next-hop segment node of the first
network node on the path; replacing, by the first network

node, a destination address of the first packet with the
segment identifier of the second network node, and add-
ing a network performance parameter of the first network
node to the segment list, to generate a second packet;
and sending, by the first network node, the second packet
to the second network node. The network performance
parameter of the first network node is used by the second
network node to calculate network performance.
[0006] According to the method, in a process in which
the first network node forwards the packet by using the
segment list in the packet, the segment list is used to
carry the network performance parameter of the first net-
work node, so that transmission of the network perform-
ance parameter is more convenient, and the network per-
formance parameter of the first network node can be sent
to the second network node when the first network node
forwards the packet. The second network node may di-
rectly use the network performance parameter of the first
network node to calculate the network performance, so
that calculation of the network performance is more flex-
ible.
[0007] In a possible design, the network performance
parameter includes a time at which the first network node
sends the second packet; or the network performance
parameter includes a quantity of service packets that cor-
respond to a service identifier and that are received by
the first network node before the first network node sends
the second packet, and the service packets that corre-
spond to the service identifier are forwarded along the
path. The network performance parameter includes the
time at which the first network node sends the second
packet or the quantity of service packets received by the
first network node, so that a packet forwarding delay or
a quantity of lost packets can be measured.
[0008] In a possible design, the network performance
parameter of the first network node is added to the seg-
ment identifier of the second network node. In an SRv6
technology, the segment list is used to specify a displayed
forwarding path. When the first network node is an in-
gress node for forwarding an SRv6 network packet, the
segment list may include no segment identifier of the first
network node. After the first network node replaces the
destination address of the packet with an identifier of the
next-hop segment node of the first network node in the
segment list, the identifier of the next-hop segment node
of the first network node in the segment list is no longer
used in a subsequent forwarding process. Therefore, a
segment identifier field of the second network node in
the segment list may be repeatedly used, and the network
performance parameter of the first network node is added
to the segment identifier of the second network node, so
that sending of the network performance parameter is
more convenient.
[0009] In a possible design, the network performance
parameter of the first network node is stored between
the 65th bit and the 128th bit of the segment identifier of
the second network node in the segment list.
[0010] In a possible design, the segment list may al-
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ternatively include a segment identifier of the first network
node. Therefore, the network performance parameter of
the first network node may be added to the segment iden-
tifier of the first network node.
[0011] In a possible design, the network performance
parameter of the first network node is stored between
the 65th bit and the 128th bit of the segment identifier of
the first network node in the segment list.
[0012] In a possible design, when the first network
node determines that the destination address of the first
packet is the segment identifier of the first network node,
and determines, based on a function (function) part in
the segment identifier of the first network node, that the
first network node needs to add the network performance
parameter to the first packet, the first network node adds
the network performance parameter of the first network
node to the segment list.
[0013] In a possible design, the first packet that in-
cludes the segment list and that is obtained by the first
network node is a service packet that corresponds to the
service identifier.
[0014] According to a second aspect, an embodiment
of the present invention provides a packet processing
method. The method includes: receiving, by a second
network node, a packet that includes a segment list,
where the segment list includes a segment identifier of
a network node on a path used to forward the packet,
and a first segment identifier in the segment list includes
a first network performance parameter of the first network
node; determining, by the second network node, that a
destination address of the packet is a segment identifier
of the second network node; and calculating, by the sec-
ond network node, network performance based on the
first network performance parameter in response to the
determining, by the second network node, that a desti-
nation address of the packet is a segment identifier of
the second network node.
[0015] According to the method, the second network
node receives the network performance parameter that
is of the first network node and that is carried in the seg-
ment list, and then calculates the network performance
based on the network performance parameter of the first
network node. Therefore, calculation of the network per-
formance is more flexible. The network performance pa-
rameter of the first network node is carried by using the
segment list, so that transmission of the network perform-
ance parameter is more convenient, and the network per-
formance parameter of the first network node can be sent
to the second network node when the first network node
forwards the packet.
[0016] In a possible design, the first network perform-
ance parameter includes a first time at which the first
network node sends the packet to the second network
node; or the first network performance parameter in-
cludes a first quantity of service packets that correspond
to a service identifier and that are received by the first
network node before the first network node sends the
packet, and the service packets that correspond to the

service identifier are forwarded along the path. The serv-
ice identifier may be a service label, an IP address, or a
combination of an IP address and a port number, or the
service identifier corresponds to the segment list.
[0017] In a possible design, the calculating, by the sec-
ond network node, network performance based on the
first network performance parameter includes:
determining, by the second network node, a second time
at which the second network node receives the packet;
and determining that a forwarding delay of sending the
packet from the first network node to the second network
node is equal to a difference between the second time
and the first time.
[0018] In a possible design, a second segment identi-
fier in the segment list includes a second network per-
formance parameter of a third network node. The third
network node is a network node between the first network
node and the second network node on the path. The sec-
ond network performance parameter includes a third time
at which the third network node sends the packet to the
second network node. The calculating, by the second
network node, network performance based on the first
network performance parameter includes: determining,
by the second network node, that a forwarding delay of
forwarding the packet from the first network node to the
third network node is equal to a difference between the
third time and the first time.
[0019] In a possible design, the calculating, by the sec-
ond network node, network performance based on the
first network performance parameter includes: determin-
ing, by the second network node, a second quantity of
service packets that correspond to the service identifier
and that are received by the second network node before
the second network node receives the packet; and de-
termining that a quantity of lost packets during forwarding
of the service packets corresponding to the service iden-
tifier from the first network node to the second network
node is equal to a difference between the second quantity
and the first quantity.
[0020] In a possible design, a second segment identi-
fier in the segment list includes a second network per-
formance parameter of a third network node. The second
network performance parameter includes a third quantity
of service packets that correspond to the service identifier
and that are received by the third network node when the
third network node forwards the packet. The calculating,
by the second network node, network performance
based on the first network performance parameter in-
cludes: determining, by the second network node, that a
quantity of lost packets during forwarding of the service
packets corresponding to the service identifier from the
first network node to the third network node is equal to a
difference between the third quantity and the first quan-
tity.
[0021] In a possible design, the first segment identifier
is the segment identifier of the second network node.
[0022] In a possible design, the segment list includes
a segment identifier of the first network node. The first
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segment identifier is the segment identifier of the first
network node.
[0023] In a possible design, the packet that includes
the segment list and that is received by the second net-
work node is a service packet that corresponds to the
service identifier.
[0024] According to a third aspect, an embodiment of
the present invention provides a first network node, to
perform the method in any one of the first aspect or the
possible implementations of the first aspect. Specifically,
the first network node includes units configured to per-
form the method in any one of the first aspect or the pos-
sible implementations of the first aspect.
[0025] According to a fourth aspect, an embodiment
of the present invention provides a second network node,
to perform the method in any one of the second aspect
or the possible implementations of the second aspect.
Specifically, the second network node includes units con-
figured to perform the method in any one of the second
aspect or the possible implementations of the second
aspect.
[0026] According to a fifth aspect, a first network node
is provided. The first network node includes a processor,
a network interface, and a memory. The memory may be
configured to store program code, and the processor is
configured to invoke the program code in the memory to
perform the method in any one of the first aspect or the
possible implementations of the first aspect. Details are
not described herein again.
[0027] According to a sixth aspect, a second network
node is provided. The second network node includes a
processor, a network interface, and a memory. The mem-
ory may be configured to store program code, and the
processor is configured to invoke the program code in
the memory to perform the method in any one of the
second aspect or the possible implementations of the
second aspect. Details are not described herein again.
[0028] According to a seventh aspect, a first network
node is provided. The first network node includes a main
control board and an interface board. The main control
board includes a first processor and a second memory.
The interface board includes a second processor, a sec-
ond memory, and an interface card. The main control
board is coupled to the interface board. The first memory
may be configured to store program code. The first proc-
essor is configured to invoke the program code in the
first memory, to perform the following operations: obtain-
ing a first packet that includes a segment list, where the
segment list includes a segment identifier of a network
node on a path used to forward the first packet; obtaining
a segment identifier of a second network node from the
segment list, where the second network node is a next-
hop segment node of the first network node on the path;
and replacing a destination address of the first packet
with the segment identifier of the second network node,
and adding a network performance parameter of the first
network node to the segment list, to generate a second
packet.

[0029] The second memory may be configured to store
program code. The second processor is configured to
invoke the program code in the second memory, to per-
form the following operation: sending the second packet
to the second network node.
[0030] According to an eighth aspect, a second net-
work node is provided. The second network node in-
cludes a main control board and an interface board. The
main control board includes a first processor and a sec-
ond memory. The interface board includes a second
processor, a second memory, and an interface card. The
main control board is coupled to the interface board. The
second memory may be configured to store program
code. The second processor is configured to invoke the
program code in the second memory, to perform the fol-
lowing operation: receiving a packet that includes a seg-
ment list and is sent by a first network node, where the
segment list includes a segment identifier of a network
node on a path used to forward the packet, and a first
segment identifier in the segment list includes a first net-
work performance parameter of the first network node.
The first memory may be configured to store program
code. The first processor is configured to invoke the pro-
gram code in the first memory, to perform the following
operations: determining that a destination address of the
packet is a segment identifier of the second network
node, and calculating network performance based on the
first network performance parameter.
[0031] In a possible implementation, an inter-process
communication (inter-process communication, IPC) con-
trol channel is established between the main control
board and the interface board.
[0032] According to a ninth aspect, a service packet
processing system is provided. The system includes the
first network node and the second network node accord-
ing to the foregoing aspects.
[0033] According to a tenth aspect, a computer storage
medium is provided. The computer storage medium is
configured to store a computer software instruction used
by the foregoing first network node or second network
node. The computer software instruction includes a pro-
gram designed for performing the foregoing aspects.

BRIEF DESCRIPTION OF DRAWINGS

[0034] To describe the technical solutions in the
present invention more clearly, the following briefly de-
scribes the accompanying drawings used in the embod-
iments. It is clear that the accompanying drawings in the
following description merely show some embodiments
of the present invention, and a person of ordinary skill in
the art can derive other technical solutions and accom-
panying drawings of the present invention from these ac-
companying drawings without creative efforts.

FIG. 1 is a schematic diagram of an application sce-
nario of a packet processing method according to an
embodiment of the present invention;

5 6 



EP 3 720 063 A1

5

5

10

15

20

25

30

35

40

45

50

55

FIG. 2 is a schematic flowchart of a packet process-
ing method according to an embodiment of the
present invention;
FIG. 3 is a schematic flowchart of a packet process-
ing method according to an embodiment of the
present invention;
FIG. 4 is a schematic diagram of packet forwarding
based on the application scenario shown in FIG. 1
according to an embodiment of the present inven-
tion;
FIG. 5 is a schematic diagram of packet forwarding
based on the application scenario shown in FIG. 1
according to an embodiment of the present inven-
tion;
FIG. 6 is a schematic flowchart of a packet process-
ing method according to an embodiment of the
present invention;
FIG. 7 is a schematic structural diagram of a first
network node according to an embodiment of the
present invention;
FIG. 8 is a schematic structural diagram of a first
network node according to an embodiment of the
present invention;
FIG. 9 is a schematic structural diagram of a first
network node according to an embodiment of the
present invention;
FIG. 10 is a schematic structural diagram of a first
network node according to an embodiment of the
present invention;
FIG. 11 is a schematic structural diagram of a second
network node according to an embodiment of the
present invention;
FIG. 12 is a schematic structural diagram of a second
network node according to an embodiment of the
present invention;
FIG. 13 is a schematic structural diagram of a second
network node according to an embodiment of the
present invention;
FIG. 14 is a schematic structural diagram of a second
network node according to an embodiment of the
present invention; and
FIG. 15 is a schematic diagram of a packet process-
ing system according to an embodiment of the
present invention.

DESCRIPTION OF EMBODIMENTS

[0035] The following describes the embodiments of the
present invention with reference to accompanying draw-
ings.
[0036] In a process of forwarding a packet in an SRv6
network, an ingress device for forwarding the packet in
the SRv6 network adds a segment routing header (seg-
ment routing header, SRH) to the packet. The SRH in-
cludes a segment list (segment list) used to identify a
forwarding path. The segment list includes an IPv6 ad-
dress of a network node on the path used to forward the
packet. The ingress device for forwarding the packet in

the SRv6 network may also be referred to as an ingress
node (ingress node) or an ingress provider edge (provid-
er edge, PE) device. In an SRv6 technology, the IPv6
address of the network node in the segment list may also
be referred to as a segment identifier (segment identifier,
SID) of the network node. The segment list may also be
referred to as a path SID list. The SID occupies 128 bits
(bit). The SID includes two parts: a locator (locator) and
a function (function). The locator is used to route the
packet to the network node corresponding to the SID.
For example, the locator includes first 64 bits of the IPv6
address of the network node. A forwarding node may
forward, based on the locator, the packet to the network
node corresponding to the locator. The function is used
to instruct the network node corresponding to the SID to
perform a corresponding function. For example, when
the network node receives the packet, if the network node
determines that a destination address of the packet is an
address of the network node, namely, the segment iden-
tifier of the network node, the network node performs the
corresponding function based on the function in the seg-
ment identifier. For definitions of the segment list and the
SID, refer to an SRv6-related draft disclosed by the in-
ternet engineering task force (internet engineering task
force, IETF), for example, draft-filsfils-spring-srv6-net-
work-programming-02.
[0037] A controller mentioned in the embodiments of
the present invention may be a network management
device or a controller in a software-defined networking
(Software-defined networking, SDN) architecture. The
network node in the embodiments of the present inven-
tion may be a network device, for example, a router, a
switch, or a forwarder in an SDN network.
[0038] FIG. 1 is a schematic diagram of a possible ap-
plication scenario according to an embodiment of the
present invention. The application scenario includes a
network node supporting an SRv6 function, for example,
a network node 101, a network node 102, a network node
103, a network node 104, a network node 105, and a
network node 106. In an SRv6 network, that a network
node supports the SRv6 function means that the network
node supports a segment routing function. A segment
identifier of the network node 101 is an SID 1. The SID
1 is an IPv6 address of the network node 101, for exam-
ple, A::. A segment identifier of the network node 102 is
an SID 2. The SID 2 is an IPv6 address of the network
node 102, for example, B::. A segment identifier of the
network node 103 is an SID 3. The SID 3 is an IPv6
address of the network node 103, for example, C::. A
segment identifier of the network node 106 is an SID 6.
The SID 6 is an IPv6 address of the network node 106,
for example, D::. When a packet is forwarded from the
network node 101 to the network node 106, the network
node 101 may be referred to as an ingress node of the
SRv6 network and the network node 106 may be referred
to as an egress node (egress node) of the SRv6 network.
[0039] In the SRv6 network, network performance of
the SRv6 network is usually measured based on a cross
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coloring solution for a flow label. In this solution, 2 bits of
a flow label in a packet header of an IPv6 packet is used
to color consecutive data packets. Different data packets
are distinguished by using different values of 2 bits of
flow labels. This is vividly referred to as coloring. With
reference to FIG. 1, the network node 101 assigns 1 to
first bits of flow labels of 100 consecutive data packets,
and colors of the 100 data packets are the same. Then,
the network node 101 assigns 0 to first bits of flow labels
of 100 subsequent data packets, and colors of the 100
data packets are a second color. When a color of a data
packet received by the network node 106 changes, that
is, when values of first bits of flow labels of two adjacent
data packets are different, the network node 106 may
record a network performance parameter. For example,
a time at which a data packet is received is recorded or
a quantity of received data packets that belong to a same
color is recorded. To measure performance, network per-
formance parameters of network nodes further need to
be synchronized. For example, a controller collects the
network performance parameters of the nodes, and then
measures network performance. For example, the net-
work node 101 records a quantity of packets that are sent
by the network node 101 and whose flow labels have first
bits with a value 1, and sends the quantity of packets to
the controller. The network node 106 records a quantity
of packets that are received by the network node 106
and whose flow labels have first bits with a value 1, and
also sends the quantity of packets to the controller. The
controller performs packet loss detection based on the
quantity of packets that is sent by the network node 101
and the quantity of packets that is received by the network
node 106. In the foregoing method for measuring the
network performance, the network nodes need to sepa-
rately send the network performance parameters to the
controller. Therefore, a forwarding channel needs to be
established between each network node and the control-
ler in advance by using a specific protocol. The solution
is complex to be implemented, and is not conducive to
solution extension.
[0040] The embodiments of the present invention pro-
vide a packet processing method, and a network node
and a system that are based on the method. The method,
the network node, and the system are based on a same
inventive concept. Problem-resolving principles of the
method, the network node, and the system are similar.
Therefore, for embodiments of the network node, the
method, and the system, reference may be made to each
other. Same content is not described again.
[0041] With reference to the application scenario
shown in FIG. 1, referring to FIG. 2, an embodiment of
the present invention provides a packet processing meth-
od. The method includes the following steps.
[0042] S201. A first network node obtains a first packet
including a segment list. The segment list includes a seg-
ment identifier of a network node on a path used to for-
ward the first packet.
[0043] An example in which the first network node is

the network node 101 in FIG. 1 is used for description.
In the application scenario shown in FIG. 1, there are two
paths from the network node 101 to the network node
106. Network nodes through which a first path passes
include the network node 102, the network node 103,
and the network node 106. Network nodes through which
a second path passes include the network node 104, the
network node 105, and the network node 106. The net-
work node 101 obtains a segment list for the first path.
SIDs in the segment list may be arranged in a reversed
order of the network nodes through which the packet
passes on the first path. For example, the segment list
is <SID 6, SID 3, and SID 2>. Alternatively, SIDs in the
segment list may be arranged in a positive order of the
network nodes through which the packet passes on the
first path. For example, the segment list is <SID 2, SID
3, and SID 6>. The segment list may be generated by
the network node 101 in advance, or may be obtained
from a controller. The network node 101 obtains a cor-
respondence between a destination address of the first
packet and the segment list. For example, if the destina-
tion address of the first packet is D::, the first network
node obtains a correspondence between the address D::
and the segment list <SID 2, SID 3, and SID 6>. The
correspondence may be pre-stored in the network node
101, or may be stored in another network device. For
example, the correspondence may be pre-stored in the
controller. When the network node 101 receives the first
packet, the network node 101 obtains the correspond-
ence from the controller. In this example, the network
node 101 obtains a next-hop segment node of the net-
work node 101 by using the segment list, so that the
network node 101 may forward the packet to the network
node 106 along the first path. Therefore, the segment list
may include no segment identifier of the network node
101. Optionally, the segment list may alternatively in-
clude a segment identifier of the network node 101. For
example, the segment list may be <SID 6, SID 3, SID 2,
and SID 1>, or <SID 1, SID 2, SID 3, and SID 6>.
[0044] S202. The first network node obtains a segment
identifier of a second network node from the segment
list. The second network node is a next-hop segment
node of the first network node on the path. The next-hop
segment node of the first network node is a network node
that supports a segment routing function and that is clos-
est to the first network node in a packet forwarding direc-
tion on the path.
[0045] For example, the segment list may be stored in
a memory of the first network node in a form of a data
structure. The data structure may be an array, a linked
list, or a structure. For example, when the data structure
is the array, the SID 1 may be a first member in the array,
and the SID 2 may be a second member in the array. A
processor of the first network node may perform a read
operation on the second member in the array stored in
the memory, to obtain a segment identifier of the SID 2
from the memory.
[0046] S203. The first network node replaces the des-
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tination address of the first packet with the segment iden-
tifier of the second network node, and adds a network
performance parameter of the first network node to the
segment list, to generate a second packet. That the first
network node replaces the destination address of the first
packet with the segment identifier of the second network
node means updating a value of a destination address
field of the first packet to the segment identifier of the
second network node. Because the segment identifier of
the second network node is an IPv6 address of the sec-
ond network node, that the first network node replaces
the destination address of the first packet with the seg-
ment identifier of the second network node means re-
placing the destination address of the first packet with
the IPv6 address of the second network node.
[0047] In an example, that the first network node ob-
tains the first packet means that the first network node
generates the first packet. For example, the first network
node is the network node 101 in the scenario shown in
FIG. 1, the second network node is the network node
102, and the first network node is an ingress node on the
path for forwarding the first packet. When the network
node 101 needs to send an IPv6 packet to the network
device 106, the network node 101 searches the segment
list based on an IPv6 address D:: of the network device
106, and then inserts an SRH between an IPv6 packet
header of the IPv6 packet and a packet payload. The
SRH includes the segment list <SID 6, SID 3, and SID
2>. The network node 101 obtains a segment identifier
of a next-hop segment node of the network node 101
from the segment list, namely, the segment node identi-
fier SID 2 of the network node 102, and then replaces
the destination address (destination address, DA) of the
first packet with the SID 2, in other words, replaces the
value of the destination address field of the first packet
with the SID 2.
[0048] In an example, the first packet is a packet re-
ceived by the first network node from user equipment.
For example, the first network node is the network node
101 in the scenario shown in FIG. 1, the second network
node is the network node 102. The network node 101 is
further connected to source user equipment, the network
node 106 is connected to target user equipment, and the
source user equipment and the target user equipment
may not support a segment routing function. When the
source user equipment needs to send a packet to the
target user equipment, the source user equipment gen-
erates a user packet whose destination address is an
address of the target user equipment, and then sends
the user packet to the network node 101. The network
node 101 serves as an ingress node for forwarding the
user packet in the SRv6 network, and inserts an SRH
into the user packet, to generate the first packet. The
SRH includes a segment list <IPv6 address, SID 6, SID
3, and SID 2>. The IPv6 address (address) is an IPv6
address of the target user equipment. In another case of
this example, if the source user equipment needs to send
the packet to only the network node 106, for example,

the network node 106 is a server device, the segment
list is <SID 6, SID 3, and SID 2>.
[0049] In an example, the first packet is a packet re-
ceived by the first network node from another network
node that supports a segment routing function. For ex-
ample, the first network node is the network node 102 in
the scenario shown in FIG. 1, and the second network
node is the network node 103, and the first network node
is an intermediate node in a process of forwarding the
first packet. The first network node receives the first pack-
et from the network node 101 in FIG. 1. As an ingress
node for forwarding the first packet, the network node
101 has added an SRH to the first packet. The SRH in-
cludes a segment list <SID 6, SID 3, and SID 2>.
[0050] In an example, the first network node may add
the network performance parameter to the segment iden-
tifier of the second network node in the segment list. For
example, when the first network node is the network node
101 in the scenario shown in FIG. 1, and the second
network node is the network node 102, the network per-
formance parameter of the first network node is stored
in the SID 2 in the segment list <SID 6, SID 3, and SID
2>. Because each SID includes two parts: a locator and
a function, after the value of the destination address field
of the first packet is replaced with the SID 2, the SID 2
in the segment list can be repeatedly used. For example,
the network performance parameter of the first network
node is stored in the function part of the SID 2, and when
the function part occupies the 65th bit to the 128th bit of
the SID 2, the network performance parameter of the first
network node is stored between the 65th bit and the 128th

bit of the SID 2. In this example, the locator may occupy
any quantity of bits in only the 1st bit to the 64th bit of the
SID, and correspondingly, the function occupies bits oth-
er than the bits occupied by the locator in the SID. For
example, the locator occupies the 1st bit to the 50th bit of
the SID, and the function may occupy the 51st bit to the
128th bit of the SID. Optionally, the function may alterna-
tively occupy only the 90th bit to the 128th bit of the SID.
[0051] In an example, when the first network node is
the network node 101 in the scenario shown in FIG. 1,
the second network node is the network node 102, and
the segment list further includes a segment identifier of
the first network node, for example, the segment list is
<SID 6, SID 3, SID 2, and SID 1>, the first network node
may add the network performance parameter of the first
network node to the segment identifier of the first network
node in the segment list, for example, store the network
performance parameter of the first network node in the
SID 1 in the segment list <SID 6, SID 3, SID 2, and SID 1>.
[0052] In an example, when the first network node is
the network node 101 in the scenario shown in FIG. 1,
the second network node is the network node 102, and
the segment list includes no segment identifier of the first
network node, for example, the segment list is <SID 6,
SID 3, and SID 2>, the first network node may add the
network performance parameter of the first network node
to another field of the first packet, for example, an ingress
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node type-length-value (type length value, TLV) field. An-
other network node may store a corresponding network
performance parameter in a corresponding SID. For ex-
ample, a network performance parameter of the second
network node is stored in the SID 2 in the segment list
<SID 6, SID 3, and SID 2>.
[0053] S204. The first network node sends the second
packet to the second network node.
[0054] S205. The second network node receives the
second packet, and when determining that a value of a
destination address field of the second packet is the seg-
ment identifier of the second network node, obtains the
network performance parameter of the first network de-
vice in the segment list, and calculates network perform-
ance based on the network performance parameter of
the first network device.
[0055] In an example, the network performance pa-
rameter of the first network node includes a first time at
which the first network node sends the second packet.
Alternatively, the network performance parameter of the
first network node includes a first quantity of service pack-
ets that correspond to a service identifier and that are
received by the first network node before the first network
node sends the second packet, and the service packets
that correspond to the service identifier are forwarded
along the path.
[0056] The second network node may calculate the
network performance based on the network performance
parameter of the first network node in one or more of the
following manners.
[0057] In a first manner, a forwarding delay is calculat-
ed.
[0058] The second network node determines a second
time at which the second network node receives the first
packet, and then determines that a forwarding delay of
sending the packet from the first network node to the
second network node is a difference between the second
time and the first time.
[0059] In a second manner, a quantity of lost packets
is calculated.
[0060] The second network node determines a second
quantity of service packets that correspond to the service
identifier and that are received by the second network
node before the second network node receives the pack-
et. The second network node determines a quantity of
lost packets during forwarding of the service packets cor-
responding to the service identifier from the first network
node to the second network node. The quantity of lost
packets is equal to a difference between the second
quantity and the first quantity.
[0061] According to the method, in a process in which
the first network node forwards the packet by using the
segment list in the packet, the segment list is used to
carry the network performance parameter of the first net-
work node, so that transmission of the network perform-
ance parameter is more convenient, and the network per-
formance parameter of the first network node can be sent
to the second network node when the first network node

forwards the packet. The second network node may di-
rectly use the network performance parameter of the first
network node to calculate the network performance, so
that calculation of the network performance is more flex-
ible.
[0062] With reference to the application scenario
shown in FIG. 1, referring to FIG. 3, an embodiment of
the present invention provides a packet processing meth-
od. The method includes the following steps.
[0063] S301. A first network node obtains a first packet
including a segment list. The segment list includes a seg-
ment identifier of a network node on a path used to for-
ward the first packet.
[0064] S302. The first network node obtains a segment
identifier of a second network node from the segment
list. The second network node is a next-hop segment
node of the first network node on the path.
[0065] S303. The first network node replaces a desti-
nation address of the first packet with the segment iden-
tifier of the second network node, and adds a network
performance parameter of the first network node to the
segment list, to generate a second packet.
[0066] S304. The first network node sends the second
packet to the second network node.
[0067] In this embodiment of the present invention,
steps S301, S302, S303, and S304 are the same as steps
S201, S202, S203, and S204 in FIG. 2. For detailed con-
tent, refer to the embodiment shown in FIG. 2. Details
are not described herein again.
[0068] S306. When determining that a value of a des-
tination address field of the second packet is the segment
identifier of the second network node, the second net-
work node obtains a segment identifier of a third network
node from the second packet. The third network node is
a next-hop segment node of the second network node
on the path.
[0069] S307. The second network node replaces a
destination address of the second packet with the seg-
ment identifier of the third network node, and adds a net-
work performance parameter of the second network node
to the segment list, to generate a third packet.
[0070] In an example, the network performance pa-
rameter of the second network node includes a second
time at which the second network node sends the packet
to the third network node. Alternatively, the network per-
formance parameter of the second network node in-
cludes a second quantity of service packets that corre-
spond to the service identifier and that are received by
the second network node when the second network node
forwards the third packet.
[0071] S308. The second network node sends the third
packet to the third network node.
[0072] S309. The third network node receives the third
packet, and when determining that a value of a destina-
tion address field of the third packet is the segment iden-
tifier of the third network node, the third network node
calculates network performance.
[0073] The third network node may measure the net-
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work performance in one or more of the following man-
ners.
[0074] A first manner of calculating a forwarding delay
is as follows:
The third network node determines that a forwarding de-
lay of forwarding the third packet from the first network
node to the second network node is equal to a difference
between the second time and a first time.
[0075] A second manner of calculating a forwarding
delay is as follows:
The third network node determines a third time at which
the third network node receives the third packet, and then
determines that a forwarding delay of sending the third
packet from the second network node to the third network
node is equal to a difference between the third time and
the second time.
[0076] A third manner of calculating a forwarding delay
is as follows:
The third network node determines a third time at which
the third network node receives the third packet, and then
determines that a forwarding delay of sending the third
packet from the first network node to the third network
node is equal to a difference between the third time and
the first time.
[0077] A first manner of calculating a quantity of lost
packets is as follows:
The third network node determines that a quantity of lost
packets during forwarding of the service packets corre-
sponding to the service identifier from the first network
node to the second network node is equal to a difference
between the second quantity and the first quantity.
[0078] A second manner of calculating a quantity of
lost packets is as follows:
The third network node determines a third quantity of
service packets that correspond to the service identifier
and that are received by the third network node before
the third network node receives the third packet, and then
determines that a quantity of lost packets during forward-
ing of the service packets corresponding to the service
identifier from the second network node to the third net-
work node is equal to a difference between the third quan-
tity and the second quantity.
[0079] A third manner of calculating a quantity of lost
packets is as follows:
The third network node determines a third quantity of
service packets that correspond to the service identifier
and that are received by the third network node before
the third network node receives the third packet, and then
determines a quantity of lost packets during forwarding
of the service packets corresponding to the service iden-
tifier from the first network node to the third network node.
The quantity of lost packets is equal to a difference be-
tween the third quantity and the first quantity.
[0080] Referring to FIG. 4, FIG. 5, and FIG. 6, an em-
bodiment of the present invention provides a packet
processing method. FIG. 4 and FIG. 5 are schematic di-
agrams of forwarding a packet in the application scenario
shown in FIG. 1. FIG. 6 is a schematic flowchart of a

packet processing method according to an embodiment
of the present invention. Referring to FIG. 6, the method
includes the following steps.
[0081] S601. A network node 101 obtains a first packet
to be sent to a network node 106. The first packet includes
an IPv6 packet header, an SRH, and a payload, as shown
in a schematic table of a packet format in FIG. 4. The
network node 101 replaces a destination address of the
first packet with an SID 2, adds a network performance
parameter of the network node 101 to a segment list to
generate a second packet, and sends the second packet
to a network node 102.
[0082] In an example, the SRH includes a segment list
<SID 6, SID 3, and SID 2>, and the network performance
parameter (network performance parameters, NPP) of
the network node 101 is included in the SID 2 in the seg-
ment list of the first packet. As shown in FIG. 4, a network
performance parameter NPP 1 value of the network de-
vice 101 is stored in a function field of the SID 2. In other
words, the value of an NPP 1 is stored in the function
field of the SID 2.
[0083] In an example, the SRH includes a segment list
<SID 6, SID 3, SID 2, and SID 1>. A network performance
parameter NPP 1 of the network node 101 is included in
an SID 1 in the segment list of the first packet. As shown
in FIG. 5, the NPP 1 is included in a function field of the
SID 1.
[0084] S602. The network node 102 receives the sec-
ond packet, and when determining that a value of a des-
tination address field of the second packet is the SID 2,
the network node 102 obtains the SID 3 from a segment
list of the second packet, and replaces a destination ad-
dress of the second packet with the SID 3. When deter-
mining that a function corresponding to the function field
in the SID 2 is to insert a network performance parameter,
the network node 102 adds a network performance pa-
rameter of the network node 102 to the segment list to
generate a third packet, and sends the third packet to a
network node 103.
[0085] In an example, the SRH includes the segment
list <SID 6, SID 3, and SID 2>. A network performance
parameter NPP 2 of the network node 102 is stored in
the SID 3 in the segment list. As shown in FIG. 4, the
NPP 2 is stored in a function field of the SID 3.
[0086] In an example, the SRH includes the segment
list <SID 6, SID 3, SID 2, and SID 1>. A network perform-
ance parameter NPP 2 of the network node 102 is stored
in the SID 2 in the segment list. As shown in FIG. 5, the
NPP 2 is stored in the function field of the SID 2.
[0087] In an example, the network node 101 is the first
network device in the embodiment shown in FIG. 2. The
network node 102 may be the second network device in
the embodiment shown in FIG. 2. The network node 102
may measure network performance based on the net-
work performance parameter in the segment list. For a
specific manner of calculating the network performance,
refer to the embodiment shown in FIG. 2. Details are not
described herein again.
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[0088] S603. The network node 103 receives the third
packet, and when determining that a value of a destina-
tion address field of the third packet is the SID 3, the
network node 103 obtains the SID 6 from a segment list
in the third packet, and replaces a destination address
of the third packet with the SID 6. When determining that
a function corresponding to the function field in the SID
3 is to insert a network performance parameter, the net-
work node 103 stores a network performance parameter
of the network node 103 in the segment list to generate
a fourth packet, and sends the fourth packet to the net-
work node 106.
[0089] A meaning of a network performance parameter
of a network node in this embodiment of the present in-
vention is similar to that of the network performance pa-
rameter in the embodiment shown in FIG. 2 or FIG. 3.
Details are not described herein again.
[0090] In an example, the SRH includes the segment
list <SID 6, SID 3, and SID 2>. A network performance
parameter NPP 3 of the network node 103 is stored in
the SID 6 in the segment list. As shown in FIG. 4, the
NPP 2 is stored in a function field of the SID 6.
[0091] In an example, the SRH includes the segment
list <SID 6, SID 3, SID 2, and SID 1>. A network perform-
ance parameter NPP 2 of the network node 103 is stored
in the SID 3 in the segment list. As shown in FIG. 5, the
NPP 3 is stored in a function field of the SID 3.
[0092] In an example, the network node 101 is the first
network device in the embodiment shown in FIG. 3, the
network node 102 is the second network device in the
embodiment shown in FIG. 3, and the network node 103
is the third network device in the embodiment shown in
FIG. 3. The network node 103 may measure network
performance based on the network performance param-
eter in the segment list. For a specific manner of calcu-
lating the network performance, refer to the embodiment
shown in FIG. 3. Details are not described herein again.
[0093] S604. The network node 106 receives the fourth
packet, and when determining that a value of a destina-
tion address field of the fourth packet is the SID 6, meas-
ures network performance based on the network per-
formance parameter in the segment list.
[0094] In an example, when the segment list is <SID
6, SID 3, and SID 2>, referring to FIG. 4, a network per-
formance parameter of each network node is stored in a
segment identifier of a next-hop segment node corre-
sponding to the network node. For example, the network
performance parameter NPP 1 of the network node 101
is stored in the SID 2 of the network node 102, the network
performance parameter NPP 2 of the network node 102
is stored in the SID 3 of the network node 103, and the
network performance parameter NPP 3 of the network
node 103 is stored in the SID 6 of the network node 106.
When the segment list is <SID 6, SID 3, SID 2, and SID
1>, referring to FIG. 5, a network performance parameter
of each network node is stored in a segment identifier of
the network node. For example, the network performance
parameter NPP 1 of the network node 101 is stored in

the SID 1 of the network node 101, the network perform-
ance parameter NPP 2 of the network node 102 is stored
in the SID 2 of the network node 102, and the network
performance parameter NPP 3 of the network node 103
is stored in the SID 3 of the network node 103. After the
network node 106 receives the fourth packet, because
the network node 106 is the last segment node indicated
by the segment list, a network performance parameter
of the network node 106 does not need to be added to
the segment list, and network performance needs to be
calculated based on only the network performance pa-
rameter of each network node in the segment list.
[0095] In an example, the network node 106 is further
connected to user equipment, a destination of the fourth
packet is the user equipment, a segment list included in
the SRH is <IPv6 address, SID 6, SID 3, and SID 2> or
<IPv6 address, SID 6, SID 3, SID 2, and SID 1>. The
IPv6 address is an IPv6 address (address) of the user
equipment. The network node 101 stores a correspond-
ence between the IPv6 address of the user equipment
and the segment list. The network node 106 deletes the
SRH from the fourth packet, and modifies a destination
address of the fourth packet to the IPv6 address of the
user equipment to generate a fifth packet. Then, the net-
work node 106 sends the fifth packet to the user equip-
ment.
[0096] In an example, the network node 101 is the first
network device in the embodiment shown in FIG. 3, the
network node 102 or the network node 103 is the second
network device in the embodiment shown in FIG. 3, and
the network node 106 may be the third network device
in the embodiment shown in FIG. 3. The network node
106 may be the third network device in the embodiment
shown in FIG. 3. For a specific network performance
measurement manner, refer to the embodiment shown
in FIG. 3. Details are not described herein again.
[0097] FIG. 7 is a possible schematic structural dia-
gram of a first network node in the foregoing embodi-
ments. The first network node may implement a function
of the first network node in the embodiment shown in
FIG. 2, FIG. 3, or FIG. 6. Referring to FIG. 7, the first
network node 700 includes an obtaining unit 701, a gen-
eration unit 702, and a sending unit 703. These units may
perform corresponding functions in the foregoing method
example. For example, the obtaining unit 701 is config-
ured to obtain various information obtained by the first
network node in the foregoing method embodiments. The
generation unit 702 generates various information gen-
erated by the first network node in the foregoing method
embodiments. The sending unit 703 is configured to send
various information sent by the first network node in the
foregoing method embodiments. For example, the ob-
taining unit 701 is configured to: obtain a first packet in-
cluding a segment list, where the segment list includes
a segment identifier of a network node on a path used to
forward the first packet; and obtain a segment identifier
of a second network node from the segment list, where
the second network node is a next-hop segment node of
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the first network node on the path. The generation unit
702 is configured to: replace a destination address of the
first packet with the segment identifier of the second net-
work node, and add a network performance parameter
of the first network node to the segment list, to generate
a second packet. The sending unit 703 is configured to
send the second packet to the second network node.
[0098] When an integrated unit is used, FIG. 8 is an-
other possible schematic structural diagram of the first
network node in the foregoing embodiments. The first
network node 800 may also implement a function of the
first network node in the embodiment shown in FIG. 2,
FIG. 3, or FIG. 6.
[0099] The first network node 800 includes a storage
unit 801, a processing unit 802, and a communications
unit 803. The processing unit 802 is configured to control
and manage an action of the first network node 800. For
example, the processing unit 802 is configured to support
the first network node 800 in performing the processes
S201, S202, and S203 in FIG. 2, the processes S301,
S302, and S303 in FIG. 3, the process S601 in FIG. 6,
and/or another process in the technology described in
this specification. The communications unit 803 is con-
figured to support communication between the first net-
work node 800 and another network entity, for example,
communication with the second network node or the net-
work node 102 shown in FIG. 2, FIG. 3, or FIG. 5. The
storage unit 801 is configured to store program code and
data of the first network node 800.
[0100] The processing unit 802 may be a processor,
such as a central processing unit (central processing unit,
CPU), a general-purpose processor, a digital signal proc-
essor (digital signal processor, DSP), an application-spe-
cific integrated circuit (application-specific integrated cir-
cuit, ASIC), a field programmable gate array (field pro-
grammable gate array, FPGA) or another programmable
logic device, a transistor logic device, a hardware com-
ponent, or any combination thereof. The processor may
implement or execute various example logical blocks,
modules, and circuits described with reference to content
disclosed in the embodiments of the present invention.
Alternatively, the processor may be a combination for
implementing a computing function, for example, a com-
bination of one or more microprocessors, or a combina-
tion of a DSP and a microprocessor. The communica-
tions unit 803 may be a transceiver, and the storage unit
801 may be a memory.
[0101] When the processing unit 802 is the processor,
the communications unit 803 is the transceiver, and the
storage unit 801 is the memory, the first network node in
this embodiment of the present invention may be a first
network node 900 shown in FIG. 9.
[0102] Referring to FIG. 9, the first network node 900
includes a processor 902, a transceiver 903, a memory
901, and a bus 904. The transceiver 903, the processor
902, and the memory 901 are connected to each other
by using the bus 904. The bus 904 may be a peripheral
component interconnect (peripheral component inter-

connect, PCI for short) bus, an extended industry stand-
ard architecture (extended industry standard architec-
ture, EISA for short) bus, or the like. The bus may be
classified into an address bus, a data bus, a control bus,
and the like. For ease of representation, only one thick
line is used to represent the bus in FIG. 9, but this does
not mean that there is only one bus or only one type of
bus.
[0103] Referring to FIG. 10, an embodiment of the
present invention provides another first network node
1000. The first network node 1000 includes a main control
board 1001 and an interface board 1002. The main con-
trol board 1001 includes a processor 1003 and a memory
1004. The interface board 1002 includes a processor
1005, a memory 1006, and an interface card 1007. The
main control board 1001 is coupled to the interface board
1002.
[0104] The hardware may implement a corresponding
function of the first network node in the method example
in FIG. 2, FIG. 3, or FIG. 6. For example, the memory
1006 may be configured to store program code of the
interface board 1002. The processor 1005 is configured
to invoke the program code in the memory 1006 to trigger
the interface card 1007 to perform receiving and sending
of various information that are performed by the first net-
work node in the foregoing method embodiments. The
memory 1004 may be configured to store program code
of the main control board 1001. The processor 1003 is
configured to invoke the program code in the memory
1004 to perform processing other than information re-
ceiving and sending of the first network node in the fore-
going method embodiments. For example, the processor
1003 is configured to: obtain a first packet including a
segment list, where the segment list includes a segment
identifier of a network node on a path used to forward
the first packet; obtain a segment identifier of a second
network node from the segment list, where the second
network node is a next-hop segment node of the first
network node on the path; and replace a destination ad-
dress of the first packet with the segment identifier of the
second network node, and add a network performance
parameter of the first network node to the segment list,
to generate a second packet. The processor 1005 is con-
figured to receive the second packet sent by the main
control board 1001. The interface card 1007 is configured
to send the second packet to the second network node.
The memory 1004 is configured to store program code
and data of the main control board 1001. The memory
1006 is configured to store program code and data of the
interface board 1002.
[0105] In a possible implementation, an IPC control
channel is established between the main control board
1001 and the interface board 1002. The main control
board 1001 communicates with the interface board 1002
by using the IPC control channel.
[0106] The first network node 1000 may be a router, a
switch, or a network node having a forwarding function.
The first network node 1000 can implement a function of
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the first network node in the foregoing method embodi-
ments. For specific execution steps, refer to the foregoing
method embodiments. Details are not described herein
again.
[0107] FIG. 11 is a possible schematic structural dia-
gram of the second network node in the foregoing em-
bodiments. The second network node 1100 may imple-
ment a function of the second network node in the em-
bodiment shown in FIG. 2, FIG. 3, or FIG. 6. Referring
to FIG. 11, the second network node 1100 includes a
receiving unit 1101, a determining unit 1102, and a
processing unit 1103. These units may perform corre-
sponding functions in the foregoing method example. For
example, the receiving unit 1101 is configured to receive
various information received by the second network node
in the foregoing method embodiments. The determining
unit 1102 is configured to determine various information
determined by the second network node in the foregoing
method embodiments. The processing unit 1103 is con-
figured to perform processing other than information re-
ceiving and sending and information determining that are
performed by the second network node in the foregoing
method embodiments. For example, the receiving unit
1101 is configured to receive a packet that includes a
segment list and that is sent by a first network node. The
segment list includes a segment identifier of a network
node on a path used to forward the packet. A first segment
identifier in the segment list includes a first network per-
formance parameter of the first network node. The de-
termining unit 1102 is configured to determine that a des-
tination address of the packet is a segment identifier of
the second network node 1100. The processing unit 1103
is configured to calculate network performance based on
the first network performance parameter in response to
that the determining unit 1102 determines that the des-
tination address of the packet is the segment identifier
of the second network node 1100.
[0108] It should be noted that, in this embodiment of
the present invention, division into units is an example,
and is merely logical function division. In actual imple-
mentation, there may be another division manner. Func-
tion units in this embodiment of the present invention may
be integrated into one processing unit, or each of the
units may exist alone physically, or two or more units may
be integrated into one unit. For example, in the foregoing
embodiment, the receiving unit and the sending unit may
be a same unit or different units. The integrated unit may
be implemented in a form of hardware, or may be imple-
mented in a form of a software function unit.
[0109] When an integrated unit is used, FIG. 12 is an-
other possible schematic structural diagram of the sec-
ond network node in the foregoing embodiments. The
second network node 1200 may also implement a func-
tion of the second network node in the embodiment in
FIG. 2, or implement a function of the third network node
in the embodiment shown in FIG. 3, or implement a func-
tion of the network node 106 in the embodiment shown
in FIG. 6.

[0110] The second network node 1200 includes a stor-
age unit 1201, a processing unit 1202, and a communi-
cations unit 1203. The processing unit 1202 is configured
to control and manage an action of the second network
node 1200. For example, the processing unit 1202 is con-
figured to support the second network node 1200 in per-
forming the process S205 in FIG. 2, the process S309 in
FIG. 3, the process S604 in FIG. 6, and/or another proc-
ess in the technology described in this specification. The
communications unit 1203 is configured to support com-
munication between the second network node 1200 and
another network entity, for example, communication with
the first network device in FIG. 2, or communication with
the second network node or the network node 103 shown
in FIG. 3 or FIG. 6. The storage unit 1201 is configured
to store program code and data of the second network
node 1200.
[0111] The processing unit 1202 may be a processor,
for example, may be a CPU, a general-purpose proces-
sor, a DSP, an ASIC, an FPGA or another programming
logic device, a transistor logic device, a hardware com-
ponent, or any combination thereof. The processor may
implement or execute various example logical blocks,
modules, and circuits described with reference to content
disclosed in the embodiments of the present invention.
Alternatively, the processor may be a combination for
implementing a computing function, for example, a com-
bination of one or more microprocessors, or a combina-
tion of a DSP and a microprocessor. The communica-
tions unit 1203 may be a transceiver. The storage unit
1201 may be a memory.
[0112] When the processing unit 1202 is the processor,
the communications unit 1203 is the transceiver, and the
storage unit 1201 is the memory, the second network
node in this embodiment of the present invention may be
a second network node 1300 shown in FIG. 13.
[0113] Referring to FIG. 13, the second network node
1300 includes a processor 1302, a transceiver 1303, a
memory 1301, and a bus 1304. The transceiver 1303,
the processor 1302, and the memory 1301 are connected
to each other by using the bus 1304. The bus 1304 may
be a PCI bus, an EISA bus, or the like. The bus may be
classified into an address bus, a data bus, a control bus,
and the like. For ease of representation, only one thick
line is used to represent the bus in FIG. 13, but this does
not mean that there is only one bus or only one type of
bus.
[0114] Referring to FIG. 14, an embodiment of the
present invention provides another second network node
1400. The first network node 1400 includes a main control
board 1401 and an interface board 1402. The main con-
trol board 1401 includes a processor 1403 and a memory
1404. The interface board 1402 includes a processor
1405, a memory 1406, and an interface card 1407. The
main control board 1401 is coupled to the interface board
1402.
[0115] The hardware may implement functions of the
second network node in the embodiment shown in FIG.
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2, or implement functions of the third network node in the
embodiment shown in FIG. 3, or implement correspond-
ing functions of the network node 106 in the embodiment
shown in FIG. 6. For example, the memory 1406 may be
configured to store program code of the interface board
1402. The processor 1405 is configured to invoke the
program code in the memory 1406 to trigger the interface
card 1407 to perform receiving and sending of various
information that are performed by a corresponding net-
work node in the foregoing method embodiments. The
memory 1404 may be configured to store program code
of the main control board 1401. The processor 1403 is
configured to invoke the program code in the memory
1404 to perform processing other than information re-
ceiving and sending of the corresponding network node
in the foregoing method embodiments. For example, the
interface card 1407 is configured to receive a packet that
includes a segment list and that is sent by a first network
node. The segment list includes a segment identifier of
a network node on a path used to forward the packet,
and a first segment identifier in the segment list includes
a first network performance parameter of the first network
node. The processor 1405 is configured to send the pack-
et to the main control board 1401. The processor 1403
is configured to: determine that a destination address of
the packet is a segment identifier of the second network
node, and calculate network performance based on the
first network performance parameter. The memory 1404
is configured to store program code and data of the main
control board 1401. The memory 1406 is configured to
store program code and data of the interface board 1402.
[0116] In a possible implementation, an IPC control
channel is established between the main control board
1401 and the interface board 1402. The main control
board 1401 communicates with the interface board 1402
by using the IPC control channel.
[0117] The second network node 1400 may be a rout-
er, a switch, or a network node having a forwarding func-
tion. The second network node 1400 can implement a
function of the corresponding network node in the fore-
going method embodiments. For specific execution
steps, refer to the foregoing method embodiments. De-
tails are not described herein again.
[0118] Referring to FIG. 14, an embodiment of the
present invention provides another service packet
processing system 1500. The system 1500 is configured
to implement the packet processing method in the fore-
going method embodiment. The system 1500 includes a
first network node 1501 and a second network node
1502. The first network node 1501 and the second net-
work node 1502 may respectively implement functions
of the first network node and the second network node
in the embodiment shown in FIG. 2, or implement func-
tions of the first network node and the third network node
in the embodiment shown in FIG. 3, or implement func-
tions of the network node 101 and the network node 106
in the embodiment shown in FIG. 6. For example, the
first network node 1501 performs the processes S201,

S202, S203, and S204 in FIG. 2, the processes S301,
S302, S303, and S304 in FIG. 3, the process S601 in
FIG. 6, and/or another process performed by the first
network node in the technology described in this speci-
fication. The second network node 1502 is configured to
implement the process S205 in FIG. 2, the process S309
in FIG. 3, and/or another process performed by the sec-
ond network node in the technology described in this
specification.
[0119] In an example, the system 1500 further includes
a third network node. The third network node is config-
ured to implement functions of the second network node
in the embodiment shown in FIG. 3 or FIG. 2, for example,
perform the processes S306, S307, and S308 in FIG. 3.
[0120] An embodiment of the present invention further
provides a non-volatile storage medium, configured to
store a software instruction used in the foregoing embod-
iment. The software instruction includes a program used
to perform the method shown in the foregoing embodi-
ment. When the program is executed on a computer or
a network node, the computer or the network node is
enabled to perform the method in the foregoing method
embodiment.
[0121] "First" in the first network node in the embodi-
ments of the present invention is merely used as a name
identifier, and does not mean being the first in a se-
quence. For the words "second" and "third", this rule is
also applicable.
[0122] It should be noted that any apparatus embodi-
ment described above is merely an example. The units
described as separate parts may or may not be physically
separate, and parts displayed as units may or may not
be physical units, may be located in one position, or may
be distributed on a plurality of network units. Some or all
of the modules may be selected based on an actual re-
quirement to achieve the objectives of the solutions of
the embodiments. In addition, in the accompanying draw-
ings of the embodiments of the first network node or the
controller provided in the present invention, connection
relationships between modules indicate that the modules
have communication connections with each other, which
may be specifically implemented as one or more com-
munications buses or signal cables. A person of ordinary
skill in the art may understand and implement the em-
bodiments without creative efforts.
[0123] Methods or algorithm steps described in com-
bination with the content disclosed in the embodiments
of the present invention may be implemented by hard-
ware, or may be implemented by a processor by execut-
ing a software instruction. The software instruction may
include a corresponding software module. The software
module may be stored in a random access memory (ran-
dom access memory, RAM), a flash memory, a read-only
memory (read-only memory, ROM), an erasable pro-
grammable read-only memory (erasable programmable
ROM, EPROM), an electrically erasable programmable
read-only memory (electrically EPROM, EEPROM), a
hard disk, a removable hard disk, a compact disc, or any
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other form of storage medium well-known in the art. For
example, a storage medium is coupled to the processor,
so that the processor can read information from the stor-
age medium, and write information into the storage me-
dium. Certainly, the storage medium may alternatively
be a component of the processor. The processor and the
storage medium may be located in an ASIC. In addition,
the ASIC may be located in a core network interface de-
vice. Certainly, the processor and the storage medium
may exist in the core network interface device as discrete
components.
[0124] A person skilled in the art should be aware that
in the foregoing one or more examples, functions de-
scribed in the present invention may be implemented by
hardware, software, firmware, or any combination there-
of. When the functions are implemented by software, the
functions may be stored in a computer-readable medium
or transmitted as one or more instructions or code in a
computer-readable medium. The computer-readable
medium includes a computer storage medium and a com-
munications medium, where the communications medi-
um includes any medium that facilitates transmission of
a computer program from one place to another. The stor-
age medium may be any available medium accessible
to a general-purpose or dedicated computer.
[0125] In the foregoing specific implementations, the
objectives, technical solutions, and beneficial effects of
the present invention are further described in detail. It
should be understood that the foregoing descriptions are
merely specific implementations of the present invention.

Claims

1. A packet processing method, comprising:

obtaining, by a first network node, a first packet
that comprises a segment list, wherein the seg-
ment list comprises a segment identifier of a net-
work node on a path used to forward the first
packet;
obtaining, by the first network node, a segment
identifier of a second network node from the seg-
ment list, wherein the second network node is a
next-hop segment node of the first network node
on the path;
replacing, by the first network node, a destina-
tion address of the first packet with the segment
identifier of the second network node, and add-
ing a network performance parameter of the first
network node to the segment list, to generate a
second packet; and
sending, by the first network node, the second
packet to the second network node.

2. The method according to claim 1, wherein
the network performance parameter comprises a
time at which the first network node sends the second

packet; or
the network performance parameter comprises a
quantity of service packets that correspond to a serv-
ice identifier and that are received by the first network
node before the first network node sends the second
packet, and the service packets that correspond to
the service identifier are forwarded along the path.

3. The method according to claim 1 or 2, wherein the
adding a network performance parameter of the first
network node to the segment list comprises:
adding the network performance parameter of the
first network node to the segment identifier of the
second network node.

4. The method according to claim 3, wherein the adding
the network performance parameter of the first net-
work node to the segment identifier of the second
network node in the segment list comprises:
storing the network performance parameter of the
first network node between the 65th bit and the 128th

bit of the segment identifier of the second network
node.

5. The method according to claim 1 or 2, wherein the
segment list comprises a segment identifier of the
first network node, and the adding a network per-
formance parameter of the first network node to the
segment list comprises:
adding the network performance parameter of the
first network node to the segment identifier of the
first network node.

6. A packet processing method, comprising:

receiving, by a second network node, a packet
that is sent by a first network node and that com-
prises a segment list, wherein the segment list
comprises a segment identifier of a network
node on a path used to forward the packet, and
a first segment identifier in the segment list com-
prises a first network performance parameter of
the first network node;
determining, by the second network node, that
a destination address of the packet is a segment
identifier of the second network node; and
calculating, by the second network node, net-
work performance based on the first network
performance parameter in response to the de-
termining, by the second network node, that a
destination address of the packet is a segment
identifier of the second network node.

7. The method according to claim 6, wherein the first
network performance parameter comprises a first
time at which the first network node sends the packet
to the second network node.
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8. The method according to claim 6, wherein the first
network performance parameter comprises a first
quantity of service packets that correspond to a serv-
ice identifier and that are received by the first network
node before the first network node sends the packet,
and the service packets that correspond to the serv-
ice identifier are forwarded along the path.

9. The method according to claim 7, wherein the cal-
culating, by the second network node, network per-
formance based on the first network performance
parameter comprises:

determining, by the second network node, a sec-
ond time at which the second network node re-
ceives the packet; and
determining, by the second network node, a for-
warding delay of sending the packet from the
first network node to the second network node,
wherein the forwarding delay is equal to a dif-
ference between the second time and the first
time.

10. The method according to claim 7, wherein a second
segment identifier in the segment list comprises a
second network performance parameter of a third
network node, the third network node is a network
node between the first network node and the second
network node on the path, the second network per-
formance parameter comprises a third time at which
the third network node sends the packet to the sec-
ond network node, and the calculating, by the second
network node, network performance based on the
first network performance parameter comprises:
determining, by the second network node, a forward-
ing delay of forwarding the packet from the first net-
work node to the third network node, wherein the
forwarding delay is equal to a difference between
the third time and the first time.

11. The method according to claim 8, wherein the cal-
culating, by the second network node, network per-
formance based on the first network performance
parameter comprises:

determining, by the second network node, a sec-
ond quantity of service packets that correspond
to the service identifier and that are received by
the second network node before the second net-
work node receives the packet; and
determining, by the second network node, a
quantity of lost packets during forwarding of the
service packets corresponding to the service
identifier from the first network node to the sec-
ond network node, wherein the quantity of lost
packets is equal to a difference between the sec-
ond quantity and the first quantity.

12. The method according to claim 8, wherein a second
segment identifier in the segment list comprises a
second network performance parameter of a third
network node, the second network performance pa-
rameter comprises a third quantity of service packets
that correspond to the service identifier and that are
received by the third network node when the third
network node forwards the packet, and the calculat-
ing, by the second network node, network perform-
ance based on the first network performance param-
eter comprises:
determining, by the second network node, a quantity
of lost packets during forwarding of the service pack-
ets corresponding to the service identifier from the
first network node to the third network node, wherein
the quantity of lost packets is equal to a difference
between the third quantity and the first quantity.

13. A first network node, comprising:

an obtaining unit, configured to: obtain a first
packet comprising a segment list, wherein the
segment list comprises a segment identifier of
a network node on a path used to forward the
first packet; and obtain a segment identifier of a
second network node from the segment list,
wherein the second network node is a next-hop
segment node of the first network node on the
path;
a generation unit, configured to: replace a des-
tination address of the first packet with the seg-
ment identifier of the second network node, and
add a network performance parameter of the
first network node to the segment list, to gener-
ate a second packet; and
a sending unit, configured to send the second
packet generated by the generation unit to the
second network node.

14. The first network node according to claim 13, where-
in the network performance parameter comprises a
time at which the sending unit sends the second
packet; or the network performance parameter com-
prises a quantity of service packets that correspond
to a service identifier and that are received before
the sending unit sends the second packet, and the
service packets that correspond to the service iden-
tifier are forwarded along the path.

15. The first network node according to claim 13 or 14,
wherein that the generation unit adds a network per-
formance parameter of the first network node to the
segment list comprises:
adding, by the generation unit, the network perform-
ance parameter of the first network node to the seg-
ment identifier of the second network node.

16. The first network node according to claim 15, where-
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in the adding, by the generation unit, the network
performance parameter of the first network node to
the segment identifier of the second network node
in the segment list comprises:
storing, by the generation unit, the network perform-
ance parameter of the first network node between
the 65th bit and the 128th bit of the segment identifier
of the second network node in the segment list.

17. The first network node according to claim 13 or 14,
wherein the segment list comprises a segment iden-
tifier of the first network node, and that the generation
unit adds a network performance parameter of the
first network node to the segment list comprises:
adding, by the generation unit, the network perform-
ance parameter of the first network node to the seg-
ment identifier of the first network node.

18. A second network node, comprising:

a receiving unit, configured to receive a packet
that is sent by a first network node and that com-
prises a segment list, wherein the segment list
comprises a segment identifier of a network
node on a path used to forward the packet, and
a first segment identifier in the segment list com-
prises a first network performance parameter of
the first network node;
a determining unit, configured to determine that
a destination address of the packet is a segment
identifier of the second network node; and
a processing unit, configured to calculate net-
work performance based on the first network
performance parameter in response to that the
determining unit determines that the destination
address of the packet is the segment identifier
of the second network node.

19. The second network node according to claim 18,
wherein the first network performance parameter
comprises a first time at which the first network node
sends the packet to the second network node.

20. The second network node according to claim 18,
wherein the first network performance parameter
comprises a first quantity of service packets that cor-
respond to a service identifier and that are received
by the first network node before the first network
node sends the packet, and the service packets that
correspond to the service identifier are forwarded
along the path.

21. The second network node according to claim 19,
wherein
the determining unit is further configured to deter-
mine a second time at which the second network
node receives the packet; and
that the processing unit calculates network perform-

ance based on the first network performance param-
eter comprises:
determining, by the processing unit, a forwarding de-
lay of sending the packet from the first network node
to the second network node, wherein the forwarding
delay is equal to a difference between the second
time and the first time.

22. The second network node according to claim 19,
wherein a second segment identifier in the segment
list comprises a second network performance pa-
rameter of a third network node, the third network
node is a network node between the first network
node and the second network node on the path, the
second network performance parameter comprises
a third time at which the third network node sends
the packet to the second network node, and that the
processing unit calculates network performance
based on the first network performance parameter
comprises:
determining, by the processing unit, a forwarding de-
lay of forwarding the packet from the first network
node to the third network node, wherein the forward-
ing delay is equal to a difference between the third
time and the first time.

23. The second network node according to claim 20,
wherein
the determining unit is further configured to deter-
mine a second quantity of service packets that cor-
respond to the service identifier and that are received
by the second network node before the second net-
work node receives the packet; and
that the processing unit calculates network perform-
ance based on the first network performance param-
eter comprises:
determining, by the processing unit, a quantity of lost
packets during forwarding of the service packets cor-
responding to the service identifier from the first net-
work node to the second network node, wherein the
quantity of lost packets is equal to a difference be-
tween the second quantity and the first quantity.

24. The second network node according to claim 20,
wherein a second segment identifier in the segment
list comprises a second network performance pa-
rameter of a third network node, the second network
performance parameter comprises a third quantity
of service packets that correspond to the service
identifier and that are received by the third network
node when the third network node forwards the pack-
et, and that the processing unit calculates network
performance based on the first network performance
parameter comprises:
determining, by the processing unit, a quantity of lost
packets during forwarding of the service packets cor-
responding to the service identifier from the first net-
work node to the third network node, wherein the
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quantity of lost packets is equal to a difference be-
tween the third quantity and the first quantity.

25. A computer-readable storage medium, comprising
an instruction, wherein when the instruction is exe-
cuted by a computer, the computer is enabled to per-
form the method according to any one of claims 1 to
12.
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