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(54) METHOD AND SYSTEM FOR FAIL-OPERATIONAL HANDOVER OF SERVICE DURING 
VEHICLE OPERATION

(57) Provided a computer-implemented method for
fail-operational handover for vehicle (310) operation, the
method comprising the steps, it is an object of the present
invention to improve the flexibility of the method. The
object is solved by a) receiving a first signal (120) with a
first service offer from a first service provider, the first
signal including a first address, and a first identifier of a
first service type; b) receiving a second signal (122) with
a second service offer from a second service provider,
the second signal including a second address, and a sec-
ond identifier of a second service type; c) determining
that the first identifier and the second identifier corre-
spond to an identifier of a desired service type; d) storing
the second address as a fail-operational address of the
desired service type; e) sending a third signal (124) to
the first address with a request to subscribe to the first
service offer; f) operating the vehicle at least partially
based on a service in accordance with the first service
offer; and g) determining if the first service provider suf-
fers an error and/or fault, and if so: i) send a fourth signal
(130) to the second address with a request to subscribe
to the second service offer, and ii) operating the vehicle
at least partially based on a service in accordance with
the second service offer.
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Description

[0001] The invention relates to a method for fail-oper-
ational service handover for vehicle operation, a system,
a processing device, and a computer-readable medium
for the same.
[0002] Autonomous Driving is one of the key E/E (elec-
trical-electronic) architecture push factors in the automo-
tive industry. The way towards autonomous driving is de-
scribed in the SAE levels of the according norm SAE
J3016 (trademark of SAE International). This norm de-
scribes six levels reaching from level zero to level five,
where the latter contains the driver less driving or the
fully automated driving.
[0003] In order for autonomous vehicles to operate
safely where no human is required to take over in case
of operation failure, the system driving the vehicle must
be "fail-operational". The fail-operational requirement re-
flects the complex and varying environment the vehicle
is operating in, and that merely shutting the vehicle off in
case of failure (fail-safe in a narrow sense) is in many
cases dangerous. Fail-operational can be defined as a
system that is designed to be operational even in case
of failure of a part of the system. Fail-operational can be
used primarily in the context of safety-critical vehicle sys-
tems. The definition is however not limited to safety-crit-
ical systems, and may also be used in the context of less
safety-critical systems, such as navigation systems or
vehicle entertainment systems.
[0004] A fail-operational system may hand over from
a primary (failing) part, to a secondary (fail-operational)
part. A fail-operational part may be fully operational. In
this case, the vehicle is fully operational in case of a failure
in the primary part. In a fail-operational mode (operating
on the fail-operational part), the system may also oper-
ational to a less extend and/or with less functionality. For
safety-critical parts, this might involve at least function-
ality to a degree so that the system can safely bring the
vehicle to halt at a safe location. An idea behind the "sim-
plex architecture" is that the fail-operational part should
be less complex and/or have fewer parts or instructions
routines with fewer lines, and therefore be less likely to
be failing. This allows a combination of the functionality
of a complex system with the robustness of a simple sys-
tem.
[0005] Fail-operational functions so far rely on struc-
tural redundancy. A parallel system take over the main
system in case of failure of the main system. Structural
redundancy requires pre-configured fail-operations be-
haviour and is therefore not flexible.
[0006] The invention includes realizing that structural
redundancy may be replaced with dynamic redundancy.
The invention further includes a solution for exchanging
structural redundancy with dynamic redundancy in vehi-
cle operation. The invention allows dynamic reconfigu-
ration of redundant functions. The objective also includes
minimizing the overall E/E-architecture and increasing
the flexibility of fail-operational systems.

[0007] The object is solved by the method of claim 1,
the system of claim 7, the device of claim 11, and com-
puter-readable storage medium of claim 12.
[0008] In particular, the object is solved by a computer-
implemented method for fail-operational service hando-
ver for vehicle operation, the method comprising the
steps:

a) receiving a first signal with a first service offer from
a first service provider, the first signal including a first
address, and a first identifier of a first service type;
b) receiving a second signal with a second service
offer from a second service provider, the second sig-
nal including a second address, and a second iden-
tifier of a second service type;
c) determining that the first identifier and the second
identifier correspond to an identifier of a desired serv-
ice type;
d) storing the second address as a fail-operational
address of the desired service type;
e) sending a third signal to the first address with a
request to subscribe to the first service offer;
f) operating the vehicle at least partially based on a
service in accordance with the first service offer; and
g) determining if the first service provider suffers an
error and/or fault, and if so:

i) send a fourth signal to the second address
with a request to subscribe to the second service
offer, and
ii) operating the vehicle at least partially based
on a service in accordance with the second serv-
ice offer.

[0009] The fail-operational behaviour is based on a
service-oriented architecture where service providers
send (typically via broadcast or multicast) service offers
over a data network. Service consumers may listen to
broadcasted service offers and subscribe to services of
interest. The service provider will usually only provide
the offered service to the subscribing listeners (multi-
cast). In case no consumer listens to a service, no data
will necessarily be sent. In order to provide fail-opera-
tional behaviour using the service-oriented architecture,
at least two service providers must be available offering
the same service type; one primary, and one fail-opera-
tion (secondary).
[0010] By using a service-oriented approach, the struc-
tural redundancy may be replaced by dynamic redun-
dancy allowing dynamic reconfiguration of safety crucial
data communication. The functioning of a vehicle, such
as SAE operation level, or the velocity limit of autono-
mous driving, may be adjusted to the number of redun-
dant systems available.
[0011] The service provider may provide sensor infor-
mation (such as velocity sensor), provide actuator ability
(such as braking and steering), or computational capa-
bility (such as hardware accelerators or trajectory calcu-
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lation). It may also provide less safety critical service,
such as multimedia.
[0012] The priority of the service providers, i.e. which
will be stored as fail-operation address, and which will
be the preferred service provider, may be made prede-
fined. It may also be decided depending on which service
offer that is received first. It may also be made based on
characteristics of the service provider, such as by deter-
mining information included in the service offer signals.
It may also be decided based on the quality, granularity
or speed of the service provided. A primary service pro-
vider may indicate itself as such in the service offer mes-
sage, where any other service provider offering the same
service type will be stored as secondary service provider
(fail-operational).
[0013] Where the first service offer is determined to
have lower priority than a later received service offer, the
method may include stopping the subscription of the first
received service provider, and storing the address of the
first received service provider as fail-operational ad-
dress, and sending a signal to the later received service
offer address with a request to start subscribing to the
later received service provider. Preferably, in order to
reduce hand-over time. The second subscription is es-
tablished before the subscription to the first service pro-
vider is cancelled to ensure continuous service.
[0014] The advantages further include that the second
service provider may not necessary send data over the
vehicle data network, where no subscription is made for
the service, leading to lower overall network usage. Con-
sidering that substantial amount of dynamically redun-
dant service providers may be present in a vehicle, in
particular in autonomous vehicles, reducing redundant
data traffic may be crucial for operation.
[0015] Service provider instructions/data may be re-
ceived/sent using the same network as the network over
which the service offer signal is received. The network
may be an Ethernet based network. The data may also
be sent over a separate logical of physical network, such
as over a CAN or a FlexRay network. In one example,
the vehicle includes redundant braking systems that offer
a first and a second braking service respectively as serv-
ice providers. The first and the second braking service
provider may send signals over a first physical or logical
network, such as an Ethernet and/or IP based network,
identifying them as offering braking service. A vehicle
control unit may receive the signals. The braking control
unit may subscribe to the first and/or second service pro-
vider as described herein by sending a request over the
same network. The actual braking instructions from the
vehicle control unit may be sent over the same, or a sep-
arate physical or logical network, such as over a CAN or
a FlexRay network. Real-time constrains may be facili-
tated by sending the braking instructions via a separate
network.
[0016] In one embodiment, the determining in step g)
is done by determining data and/or a keep-alive message
is not received within a pre-described time interval and/or

by sending a message to the first address requesting a
status update and/or by receiving a message from the
first address with a status update and/or by monitoring
the data received from the first service provider.
[0017] The advantages of determining errors of faults
using a time-interval include that determination may be
possible also of failure external to the service provider,
such as power and/or communication failure. The advan-
tages of determining errors of faults by sending a mes-
sage to the first address requesting a status update in-
clude that the time or frequency of determining can be
decided on the service consumer side. The advantages
of determining errors of faults by receiving a message
from the first address with a status update include that a
more detailed status level can be assessed, such as a
particular quality of service. The advantages of determin-
ing errors of faults by monitoring the data received include
that data may be compared with independent data pro-
viders to assess if the data is reliable.
[0018] In one embodiment, the first and/or the second
signal are received complying to a SOME/IP (Scalable
service-Oriented MiddlewarE over IP) protocol, prefera-
bly using Service Discovery (SOME/IP-SD) OfferService
Entry, and/or the third and/or the fourth signal are sent
according to the SOME/IP protocol, preferably using
Service Discovery Subscribe Eventgroup Entry.
[0019] By using SOME/IP, in particular SOME/IP Serv-
ice Discovery, in particular according to AUTOSAR
SOME/IP Protocol Specification 1.0.0 or later, preferably
AUTOSAR SOME/IP Protocol Specification 1.5.0 or lat-
er, a sender only sends data when at least one receiver
in the network needs this data. The advantages include
that the network is not loaded by unnecessary data. Fur-
ther, several service consumer may subscribe to the
same service provider and data may be multicasted only
to those processes needing the data.
[0020] Data may be received from the first service pro-
vider using SOME/IP events or by other means over IP,
over Ethernet, or over a separate network such as a CAN
or FlexRay network.
[0021] In one embodiment, if the first service provider
suffers an error and/or fault, the method further compris-
es:
iii) sending a signal to the first service address with a
request to stop the subscription of the first service offer.
[0022] The advantages include that the first service
provider will be informed that the service consumer does
not use the first service provider any more. The first serv-
ice provider may then stop sending data to the service
consumer. If no other service consumers are listen to the
first service provider, the first service provider may stop
sending data on the network and even stop generation,
leading to less unnecessary data on the network, less
processing power utilized and less power consumption.
On notification of a detected fault in the received data,
the first service provider may initiate a recovery proce-
dure, such as a restart or sensor/system clean, in an
effort to increase the reliability of service. If the recovery
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procedure is successful, the first service provider may
initiate a service offer broadcast on the network, inform-
ing potential service consumer that the service provider
is available for subscription again.
[0023] In one embodiment, the method further com-
prising:
monitoring the second service provider, and in response
to a change in the second service offer, updating or re-
moving the second address as fail-operational address.
[0024] The advantages include a more flexible way to
increase safety during vehicle operation. For safety-crit-
ical functions, at least two independent service providers
(one redundant) should preferably be present at all time
of operation. Where more than two service providers are
present of a service type, the further may stop subscrip-
tion without interfering with the fail-operational require-
ment of the system. In one example, a human, such as
a back-up driver may be alerted in case the redundancy
of the system fails, and the autonomous operation may
continue with a human as a fail-operational "system". In
one example, the full autonomous driving may be limited
to certain areas or certain conditions, such as areas with
particular road guidance systems, or conditions in good
weather and/or visibility. In this case a service provider
may indicate that it no longer providing a service outside
the areas and/or conditions. A human ("fail-operational")
driver may also be remote from the vehicle, such as con-
trolling the vehicle via data link.
[0025] In one embodiment, the method further com-
prising:

receiving at least one further signal with a further
service offer, the further signal including a further
address, and a further identifier of a service type;
determining that the further identifier corresponds to
the identifier of the desired service type; and
storing the further address as a further fail-operation
address of the service type.

[0026] The advantages includes further safety of op-
eration with one or more further service providers that
may be used for fail-operation in case of failure in the
first and the second service provider. In one example,
the further service providers will only be subscribed to if
the first and second service providers fails in order not
to consume network bandwidth usage during normal op-
eration.
[0027] The above-stated methods may further com-
prise features of the below-stated systems.
[0028] In particular, the object of the present invention
is further solved by a system for fail-operational service
handover for vehicle operation, in particular a system
comprising means for carrying out the steps of the above-
stated methods, the system comprising:

a vehicle, the vehicle comprising a computer-imple-
mented service consumer for operating the vehicle;
a first service provider;

a second service provider;
a failure detection device; and
a data communication network, the data communi-
cation network connecting the first service provider
and the second service provider with the service con-
sumer,
wherein the system comprises means for carrying
out the steps:

a) receiving, at the service consumer, a first sig-
nal with a first service offer from the first service
provider, the first signal including a first address,
and a first identifier of a first service type;
b) receiving, at the service consumer, a second
signal with a second service offer from the sec-
ond service provider, the second signal includ-
ing a second address, and a second identifier
of a second service type;
c) determining that the first identifier and the sec-
ond identifier correspond to an identifier of a de-
sired service type;
d) storing the second address as a fail-opera-
tional address of the desired service type;
e) sending a third signal to the first service pro-
vider with a request to subscribe to the first serv-
ice offer;
f) operating the vehicle at least partially based
on a service in accordance with the first service
offer; and
g) determining, by the failure detection device,
if the first service provider suffers an error and/or
fault, and if so:

i) send a fourth signal to the second service
provider with a request to subscribe to the
second service offer, and
ii) operating the vehicle at least partially
based on a service in accordance with the
second service offer.

[0029] The benefits and advantages of the system are
equal or similar to the advantages of the above-men-
tioned method.
[0030] In one embodiment, the first service provider
and/or the second service provider are located remote
of the vehicle.
[0031] The advantages include that service provider
does not necessary be built into the vehicle during man-
ufacturing and/or during vehicle garage service. The ve-
hicle can therefore be built with fewer parts. Remotely
accessed service providers may also be easier to up-
grade than hardware/software build into the vehicle. The
use of an IP based protocol, such as the SOME/IP pro-
tocol further facilitate remote access to remote service
provider available over an IP network, such as the Inter-
net.
[0032] In one embodiment, the vehicle comprises the
first service provider and/or the second service.

5 6 



EP 3 726 330 A1

5

5

10

15

20

25

30

35

40

45

50

55

[0033] Installing service providers as part of the vehicle
allows communication over the vehicle network, facilitat-
ing compliance to real-time requirements. The service-
oriented approach still allows components providing
services to be uninstalled and/or replaced by other com-
ponents providing the same service, at a late stage of
manufacturing, or during garage service. Under certain
condition, the components may even be "hot-swapped"
during operation/transport.
[0034] A mix of remote and local service providers may
also be used. The advantages include that a fail-opera-
tional service provider may be accessed over a network,
external to the vehicle, such as via a wireless connection
to the Internet. The remotely accessed service provider
may have longer delay, and therefore be suitable for re-
duced vehicle functionality, but although operational and
functional, such as at lower velocities. This may be the
fail-operational service provider, while the full functional
service provider is located in the vehicle with direct ac-
cess to the vehicle internal communication network.
[0035] The remotely accessed service provider may
also be providing increased functionality, such as by hav-
ing accessed to more external data and/or more process-
ing power, which may be needed for high speed opera-
tion. In this case, the service provider on the vehicle local
data network may be the fail-operational service provider
with reduced functionality.
[0036] In one embodiment, the system further compris-
es:

a further service provider
wherein the vehicle comprises the further service
provider or the further service provider is remote of
the vehicle.

[0037] The advantages include that additional redun-
dancy may be provided. For some services, such as very
safety critical services, the level of operation may depend
on the number of redundant services, rather than on the
quality of the services, such as that full vehicle velocity
will only be available for example with a minimum of three
independent service providers available. Two independ-
ent service providers will reduce functionality, such as
velocity, and only one will initiate a function to safely bring
the vehicle to halt in a safe location or require human to
take over control.
[0038] The benefits and advantages of the computer
readable medium and processing device are equal or
similar to the advantages of the above-mentioned meth-
od and system.
[0039] In the following, embodiments of the invention
are described with respect to the figures, wherein

Fig. 1 shows a flowchart of sending and receiving sig-
nals according to an embodiment of the inven-
tion.

Fig. 2 shows steps of a method of fail-operational
service handover for vehicle operation accord-

ing to an embodiment of the invention.
Fig. 3 shows a system for fail-operational handover

for vehicle operation according to an embodi-
ment of the invention.

[0040] Fig. 1 shows a flowchart, including first service
provider 101, a second service provider 102, and a serv-
ice consumer 110. The first service provider 101 sends
a first signal 120 with first service offer. The signal may
be broadcasted on a network and received by the service
consumer 110. The second service provider 102 sends
a second signal 122 with second service offer. The signal
may be broadcasted on a network and received by the
service consumer 110. The service consumer 110 may
determine that the first service provider and the second
service provider both corresponds to a desired service
type, such as by comparing identifiers carried by the first
and the second signals. The service consumer 110 may
also compare the identifiers with a pre-stored identifier
of a desired service type. The service consumer may
decide that the first service provider 101 is the preferred
service provider. It may then store the address of the
second service provider 102 as a fail- operational ad-
dress. It may also send a third signal 124 to the first serv-
ice provider 101 with subscription request. Data may now
be received 126 from the first service provider 101 and
the vehicle may be operated based on the data received.
[0041] If the service consumer determines that the first
service provider suffers a fault and/or error, it may send
a fourth signal 130 with subscription request to the sec-
ond service provider and operating the vehicle at least
partially based on a service in accordance with the sec-
ond service offer. Optionally the service consumer may
also send a signal 128 to the first service provider 101
to stop the subscription of the service.
[0042] Although the first service provider 101 is depict-
ed as being the primary service provider, the first service
provider 101 may also be the secondary service provider
(fail-operational).
[0043] Fig. 2 shows steps of a method for fail-opera-
tional service handover for vehicle operation. The meth-
od may include receiving 210 a first signal with a first
service offer, receiving 220 a second signal with a second
service offer, determining 230 that the first and second
identifier correspond to a desired service type, storing
240 the second address as fail-operational, sending 250
signal to the first address with a request to subscribe,
operating 260 the vehicle at least partially based on a
service in accordance with the first service offer, and de-
termining 270 if the first service provider suffers an error
and/or fault. A decision 275 is made based on determin-
ing. If the first service offer suffer from a fault or error or
is unreliable for other reasons, the method will send 280
a signal to the (fail-operational) second address with a
request to subscribe, and further 290 operate the vehicle
based on data received from second service provider. If
not, the vehicle will continue to be operated based on
data received from the first service provider.
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[0044] Fig. 3 shows a system 300 for fail-operational
service handover for vehicle operation. The system in-
cludes a vehicle 310, a service consumer 320, a first
service provider 330, a second service provider 340, and
a communication channel 360. The service consumer
320 operates the vehicle based on data received from
the first service provider 330 or the second service pro-
vider 340. Fig. 3 shows the first service provider 330 lo-
cated in the vehicle 310, and the second service provider
340 located remote of the vehicle 310. This is only an
example and both service providers may be located in
the vehicle or remote or any mix thereof. The system may
also be extended to further service providers. The com-
munication channel 360 may be initiated over a network
connecting the service consumer 320 with the second
service provider 340. The first service provider 330 may
be connected to the service consumer 320 via a vehicle
data network.
[0045] In one example, the first service provider 330
may be an ECU (electronic control unit) calculating ve-
hicle trajectory for safely driving the vehicle 310 on a
street. The service consumer 320 may be another ECU
steering the vehicle, such as via controlling servos ad-
justing the direction of the front wheels. The service con-
sumer 320 may be programmed to adjust the front wheel
direction based on a signal indicating a target wheel di-
rection.
[0046] The first service provider may broadcast a sig-
nal with service offer on the vehicle data network, the
signal including an identifier of a service type of providing
steering directions. The service consumer 320 may listen
on the network, identifying the service offer and subscribe
to the first service provider. The vehicle will be steered
based on data received by the service consumer 320
from the first service provider 330.
[0047] The second service provider 340 may be a
cloud based vehicle guidance algorithm, that based on
data received from the vehicle 310, road cameras (not
shown), other vehicles (not shown) etc., may provide
steering instructions to the vehicle 310. The second serv-
ice provider 340 may multicast service offer on the Inter-
net, received by the vehicle 310. When the second serv-
ice 340 provider is available and sends a service offer to
the vehicle 310, the vehicle 310 may store an address
of the second service offer as a fail-operational address.
In case the first service provider 330 fails, the service
consumer 320 may subscribe to the second service pro-
vider 340. The vehicle 310 may not be steered based on
steering directions receive from the second service pro-
vider 340.
[0048] In another example, the service consumer 320
is a vehicle sound system. The first service provider 330
may be a radio unit receiving radio channels via AM/FM
bands. The second service provider 340 may be an In-
ternet server providing radio channels over Internet. In
order to reduce network usage, the first service provider
330 may be chosen to be the primary service provider.
In case the reception of the radio is reduced, such as by

entering a tunnel, the service consumer 320 may deter-
mine that the received radio signals are below a certain
quality threshold. The service consumer 320 may then
send a signal to the second service provider 340 with a
request to start a subscription. The service consumer
may also send a signal to the first service provider 330
indicating that it stop the subscription. The first service
provider 330 may not stop sending sound data over the
vehicle local data network. The first service provider 330
may also close down certain parts in order to reduce pow-
er consumption.

Reference numerals

[0049]

101 first service provider
102 second service provider
110 service consumer
120 first signal with first service offer
122 second signal with second service offer
124 third signal with subscription request
126 vehicle operation data from first service provider
128 (Optional) signal to stop subscription
130 fourth signal with subscription request
132 vehicle operation data from second service pro-

vider
210 receiving a first signal with a first service offer
220 receiving a second signal with a second service

offer
230 determining that the first and second identifier

correspond to a desired service type
240 storing the second address as a fail-operational
250 sending signal to the first address with a request

to subscribe
260 operating the vehicle based on a first service
270 determining if the first service provider suffers an

error and/or fault
275 decision based on determining
280 sending signal to the second address with a re-

quest to subscribe
290 operating the vehicle based on a second service
300 system for fail-operational service handover
310 vehicle
320 service consumer
330 first service provider
340 second service provider
350 Failure detection unit
360 communication channel

Claims

1. A computer-implemented method for fail-operational
service handover for vehicle (310) operation, the
method comprising the steps:

a) receiving a first signal (120) with a first service
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offer from a first service provider, the first signal
including a first address, and a first identifier of
a first service type;
b) receiving a second signal (122) with a second
service offer from a second service provider, the
second signal including a second address, and
a second identifier of a second service type;
c) determining that the first identifier and the sec-
ond identifier correspond to an identifier of a de-
sired service type;
d) storing the second address as a fail-opera-
tional address of the desired service type;
e) sending a third signal (124) to the first address
with a request to subscribe to the first service
offer;
f) operating the vehicle at least partially based
on a service in accordance with the first service
offer; and
g) determining if the first service provider suffers
an error and/or fault, and if so:

i) send a fourth signal (130) to the second
address with a request to subscribe to the
second service offer, and
ii) operating the vehicle at least partially
based on a service in accordance with the
second service offer.

2. The method of claim 1,
wherein the determining in step g) is done by deter-
mining that data and/or a keep-alive message is not
received within a pre-described time interval and/or
by sending a message to the first address requesting
a status update and/or by receiving a message from
the first address with a status update and/or by mon-
itoring the data received from the first service pro-
vider.

3. The method of claims 1 or 2,
wherein the first and/or the second signal are re-
ceived complying to a SOME/IP protocol, preferably
using Service Discovery OfferService Entry, and/or
the third and/or the fourth signal are sent according
to the SOME/IP protocol, preferably using Service
Discovery Subscribe Eventgroup Entry.

4. The method of any of the claims 1 to 3,
wherein, if the first service provider suffers an error
and/or fault, the method further comprises:
iii) sending a signal (128) to the first service address
with a request to stop the subscription of the first
service offer.

5. The method of any of the claims 1 to 4, the method
further comprising:
monitoring the second service provider, and in re-
sponse to a change in the second service offer, up-
dating or removing the second address as fail-oper-

ational address.

6. The method of any of the claims 1 to 5, the method
further comprising:

receiving at least one further signal (120) with a
further service offer, the further signal including
a further address, and a further identifier of a
service type;
determining that the further identifier corre-
sponds to the identifier of the desired service
type; and
storing the further address as a further fail-op-
eration address of the service type.

7. A system (300) for fail-operational service handover
for vehicle operation, in particular a system compris-
es means for carrying out the steps of the method
of one of the claims 1 to 6, the system comprising:

a vehicle (310), the vehicle (310) comprising a
computer-implemented service consumer (320)
for operating the vehicle (310);
a first service provider (330);
a second service provider (340);
a failure detection device (350); and
a data communication network (360), the data
communication network (360) connecting the
first service provider (330) and the second serv-
ice provider (340) with the service consumer
(320),
wherein the system (320) comprises means for
carrying out the steps:

a) receiving, at the service consumer (320),
a first signal (120) with a first service offer
from the first service provider (330), the first
signal including a first address, and a first
identifier of a first service type;
b) receiving, at the service consumer (320),
a second signal (122) with a second service
offer from the second service provider
(340), the second signal including a second
address, and a second identifier of a second
service type;
c) determining that the first identifier and the
second identifier correspond to an identifier
of a desired service type;
d) storing the second address as a fail-op-
erational address of the desired service
type;
e) sending a third signal (124) to the first
service provider (330) with a request to sub-
scribe to the first service offer;
f) operating the vehicle at least partially
based on a service in accordance with the
first service offer; and
g) determining, by the failure detection de-
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vice (350), if the first service provider (330)
suffers an error and/or fault, and if so:

i) send a fourth signal (130) to the sec-
ond service provider (340) with a re-
quest to subscribe to the second serv-
ice offer, and
ii) operating the vehicle at least partially
based on a service in accordance with
the second service offer.

8. The system of claim 7,
wherein the first service provider and/or the second
service provider are located remote of the vehicle.

9. The system of claims 7 or 8,
wherein the vehicle comprises the first service pro-
vider and/or the second service.

10. The system of any of the claims 7 to 9,
the system further comprising:

a further service provider
wherein the vehicle comprises the further serv-
ice provider or the further service provider is re-
mote of the vehicle.

11. A processing device comprising means for carrying
out the method of any of the claims 1 to 6.

12. A computer-readable medium comprising instruc-
tions which, when executed by a processor, cause
the processor to carry out the steps of the method
of any of the claims 1 to 6.
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