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Description

[0001] This application claims the benefit of: US Provisional Patent Application Serial No. 62/442,857 PROTOCOL
DATA UNIT (PDU) SESSION MANAGEMENT SYSTEMS AND METHODS filed January 5, 2017; US Provisional Patent
Application Serial No. 62/455,368 PROTOCOL DATA UNIT (PDU) SESSION MANAGEMENT SYSTEMS AND METH-
ODS filed February 6, 2017; US Provisional Patent Application No. 62/459,985 PROTOCOL DATA UNIT (PDU) SESSION
MANAGEMENT SYSTEMS AND METHODS filed February 16, 2017; US Provisional Patent Application No. 62/473,274
PROTOCOL DATA UNIT (PDU) SESSION MANAGEMENT SYSTEMS AND METHODS filed March 17, 2017; US
Provisional Application 62/477,384 filed March 27, 2017; US Provisional Application 62/487,960 filed April 20, 2017; US
Provisional Application 62/491,529 filed April 28, 2017 SYSTEMS AND METHOD FOR APPLICATION-FRIENDLY
PROTOCOL DATA UNIT (PDU) SESSION MANAGEMENT; US Provisional Application 62/522,040, SYSTEMS AND
METHOD FOR APPLICATION-FRIENDLY PROTOCOL DATA UNIT (PDU) SESSION MANAGEMENT filed June 19,
2017, and US Patent Application Serial No. 15/832,103 filed December 5, 2017.

FIELD OF THE INVENTION

[0002] The present invention pertains to the field of Protocol Data Unit (PDU) session management in communication
networking and Network Management systems, and in particular to systems and methods for PDU session management
that enable application awareness and application-friendly Protocol Data Unit (PDU) session management

BACKGROUND

[0003] The 3rd Generation Partnership Project (3GPP) technical report numbered TR 23.799 and entitled "Study on
Architecture for Next Generation System," version 0.8.0, September 2016 (hereinafter referred to as TR 23.799), rep-
resents one approach to the design of a system architecture for next generation mobile networks, also referred to as
5th generation (5G) networks. As proposed in the above referenced documents, the network can be logically divided
into a control plane (CP) that supports network control functionality and a user plane (UP) that supports data traffic being
communicated between User Equipment (UE), servers, and network functions available on the network. In some em-
bodiments, a management plane may also be defined. It should be understood that the different planes are logical
constructs. In many instances, the nodes and functions within the network may use the same physical hardware and
connections, though they are considered to be logically distinct.
[0004] Communications between connected devices, such as UE and servers, are managed by the CP. Unlike current
communication networks, with fixed short-life PDU sessions established between end points, in next generation networks
it is proposed to that PDU sessions may sustain for relatively longer periods during which time PDU session parameters
may need to be changed
[0005] Therefore, there is a need for a method and apparatus serving mobile wireless communication devices in
wireless communication networks such as proposed 5G networks, in which PDU sessions may be at least one of
configured and updated to reflect current PDU session parameters such as application system location or UP selection.
[0006] Network function virtualization (NFV) is a network architecture concept that uses the technologies of IT virtu-
alization to create entire classes of virtualized network functions into building blocks that may be connected to each
other or to other entities, or may be chained together, to create communication services. NFV relies upon, but differs
from, traditional server-virtualization techniques, such as those used in enterprise IT. A virtualized network function
(VNF) may consist of one or more virtual machines (VMs) running different software and processes, on top of standard
high-volume servers, switches and storage devices, or even cloud computing infrastructure, instead of having custom
hardware appliances for each network function. In other embodiments, a VNF may be provided without use of a Virtual
Machine through the use of other virtualization techniques including the use of containers. In further embodiments, a
customized hardware appliance may be resident within the physical infrastructure used for different virtual networks,
and may be presented to each virtual network as a virtual version of itself based on a partitioning of the resources of
the appliance between networks. For example, a virtual session border controller could be instantiated upon existing
resources to protect a network domain without the typical cost and complexity of obtaining and installing physical network
protection units. Other examples of VNFs include virtualized load balancers, firewalls, intrusion detection devices and
WAN accelerators.
[0007] The NFV framework consists of three main components:

Virtualized network functions (VNFs) are software implementations of network functions that can be deployed on a
network functions virtualization infrastructure (NFVI).

Network functions virtualization infrastructure (NFVI) is the totality of all hardware and software components that
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provide the resources upon which VNFs are deployed. The NFV infrastructure can span several locations. The
network providing connectivity between these locations is considered as part of the NFV infrastructure.

Network functions virtualization MANagement and Orchestration (MANO) architectural framework (NFV-MANO
Architectural Framework, for example the NFV-MANO defined by the European Telecommunications Standards
Institute (ETSI), referred to as ETSI_MANO or ETSI NFV-MANO) is the collection of all functional blocks, data
repositories used by these blocks, and reference points and interfaces through which these functional blocks ex-
change information for the purpose of managing and orchestrating NFVI and VNFs.

[0008] The building block for both the NFVI and the NFV-MANO are the resources of an NFV platform. These resources
may consist of virtual and physical processing and storage resources, virtualization software and may also include
connectivity resources such as communication links between the data centers or nodes providing the physical processing
and storage resources. In its NFV-MANO role the NFV platform consists of VNF and NFVI managers and virtualization
software operating on a hardware platform. The NFV platform can be used to implement carrier-grade features used to
manage and monitor the platform components, recover from failures and provide appropriate security - all required for
the public carrier network.
[0009] Software-Defined Topology (SDT) is a networking technique that defines a logical network topology in a virtual
network. Based on requirements of the service provided on the virtual network, and the underlying resources available,
virtual functions and the logical links connecting the functions can be defined by an SDT controller, and this topology
can then by instantiated for a given network service instance. For example, for a cloud based database service, an SDT
may comprise logical links between a client and one or more instances of a database service. As the name implies, an
SDT will typically be generated by an SDT controller which may itself be a virtualized entity in a different network or
network slice. Logical topology determination is done by the SDT controller which generates a Network Service Infra-
structure (NSI) descriptor (NSLD) as the output. It may use an existing template of an NSI and add parameter values
to it to create the NSLD, or it may create a new template and define the composition of the NSI.
[0010] Software Defined Protocol (SDP) is a logical End-to End (E2E) technique that may be used within a network
service instance. SDP allows for the generation of a customized protocol stack (which may be created using a set of
available functional building blocks) that can be provided to different nodes or functions within the network, or network
slice. The definition of a slice specific protocol may result in different nodes or functions within a network slice having
defined procedures to carry out upon receipt of a type of packet. As the name implies, an SDP will typically be generated
by one or more SDP controllers which may be virtualized functions instantiated upon a server.
[0011] Software-Defined Resource Allocation (SDRA) refers to the process of allocation of network resources for
logical connections in the logical topology associated with a given service instance or network slice. In an environment
in which the physical resources of a network are used to support a plurality of network slices, an SDRA controller will
allocate the processing, storage and connectivity resources of the network to the different network slices to best accom-
modate the agreed upon service requirements for each of the network slices. This may result in a fixed allocation of
resources, or it may result in an allocation that is dynamically changed to accommodate the different temporal distribution
of traffic and processing requirements. As the name implies, an SDRA Controller will typically determine an allocation
of resources, and may be implemented as a function that is instantiated upon a server.
[0012] Service Oriented Network Auto Creation (SONAC) is a technology that makes use of software-defined topology
(SDT), software defined protocol (SDP), and software-defined resource allocation (SDRA) techniques to create a network
or virtual network for a given network service instance. By coordinating the SDT, SDP, SDRA and in some embodiments
Software Defined Network (SDN) control, optimization and further efficiencies can be obtained. In some cases, a SONAC
controller may be used to create a network slice within which a 3rd Generation Partnership Project (3GPP) compliant
network can be created using a virtualized infra-structure (e.g. VNFs and logical links) to provide a Virtual Network (VN)
service. Those skilled in the art will appreciate that the resources allocated to the different VNFs and logical links may
be controlled by the SDRA-type functionality of a SONAC controller, while the manner in which the VNFs are connected
can be determined by the SDT-type functionality of the SONAC controller. The manner in which the VNFs process data
packets may be defined by the SDP-type functionality of the SONAC controller. A SONAC controller may be used to
optimize the Network Management, and so may also be considered to be a Network Management (NM) optimizer.
[0013] As the implementation details and standards of NFV evolve, systems and methods for ensuring that service
level agreements (SLAs) can be satisfied in a consistent and reliable manner are highly desirable.
[0014] Within this disclosure, abbreviations that are not specifically defined herein should be interpreted in accordance
with 3rd Generation Partnership Project (3GPP) Technical Standards, such as, for example, Technical Standard TS
23.501 V0.3.1 (March 2017).
[0015] This background information is provided to reveal information believed by the applicant to be of possible rele-
vance to the present invention. No admission is necessarily intended, nor should be construed, that any of the preceding
information constitutes prior art against the present invention.
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SUMMARY

[0016] An object of embodiments of the present invention is to provide systems and methods for ensuring that service
level agreements (SLAs) can be satisfied.
[0017] In a first aspect of the present invention, there is provided a method of managing a subscribed notification. The
method comprises obtaining, by a session management function (SMF), information associated with a user plane (UP)
selection or reselection notification subscription from an application function (AF); and sending, by the SMF, a notification
of a UP selection or reselection to the AF, the notification comprising a notification type indicating that the notification is
sent before or after a UP path is configured.
[0018] In an embodiment of the first aspect of the present invention, the information from the AF indicates the notification
type. In another embodiment, the notification comprises an application location.
[0019] In a second aspect of the present invention, there is provided a function such as a Session Management
Function (SMF). The function comprises, a processor and a computer readable memory. The computer readable memory
stores instructions that when executed by the processor cause the SMF to be configured to obtain, from an Application
Function (AF), information associated with at least one of a User Plane (UP) selection notification subscription and a
UP reselection notification subscription; and send, through the network interface to the AF, a notification of at least one
of a UP selection and a UP reselection, the notification comprising a notification type indicating that the notification is
sent before or after a UP path is configured.
[0020] In an embodiment of the second aspect of the present invention, the information obtained from the AF indicates
the notification type. In another embodiment, the notification comprises an application location.
[0021] In a third aspect of the present invention, there is provided a method of managing a subscribed notification.
The method comprises subscribing, by an application function (AF), to a notification about a user plane (UP) selection
or reselection; and receiving, by the AF, a message comprising a notification type indicating the message is before or
after a UP path is configured, wherein the message is associated with the notification about the UP selection or reselection.
[0022] In an embodiment of the third aspect, the subscribing the notification comprises sending a request to subscribe
to the notification, the request comprising the notification type. In another embodiment, the message includes an appli-
cation location.
[0023] In a fourth aspect of the present invention, there is provided a network function such as an Application Function
(AF). The network function comprises, a processor and a computer readable memory. The computer readable memory
stores instructions that when executed by the processor cause the network function to be configured to subscribe to a
notification about at least one of a user plane (UP) selection and a UP reselection; and receive a message comprising
a notification type indicating that the message is before or after a UP path is configured, wherein the message is
associated with the notification about the UP selection or reselection.
[0024] In an embodiment of the fourth aspect of the present invention, the computer readable memory stores instruc-
tions that when executed by the processor further cause the AF to be configured to, subscribe to the notification by
sending a request to subscribe to the notification, the request comprising the notification type. In another embodiment,
the received message comprises an application location.
[0025] Those skilled in the art will appreciate that the embodiments described above can be implemented in conjunction
with the embodiment with which they are described, and may be implemented in conjunction with other embodiments
of the aspect with which they are described. In some instances, an embodiment may be implemented in conjunction
with complementary aspects even if not explicitly described as being applicable above.
[0026] Accordingly, an aspect of the present invention provides a method by which User Plane (UP) management
information is exchanged between an Application Function (AF) supporting one or more applications and a Slice Man-
agement Function (SMF) configured to manage traffic flows in a given slice of the network.
[0027] In an implementation, a method is provided for managing protocol data unit session data traffic on a network,
the method comprising a control plane entity available on the network: receiving an application program interface
(API)-based Application System (AS) location notification from an AS controller, the API-based AS location notification
identifying an AS location and data traffic to be associated with the identified AS location; and, transmitting an AS location
notification to locate the AS.
[0028] In an implementation, before the control plane entity transmits the AS location notification, the method further
comprises the control plane entity authenticating the AS controller. The authenticating the AS controller may comprise\
transmitting an authentication request to an authentication server function (AUSF) available on the network; and, receiving
an authentication response from the AUSF indicating an authentication result in response to the authentication request.
[0029] In an implementation, the AS location notification comprises an AS relocation notification that changes an
existing location of a PDU session.
[0030] In an implementation, wherein the AS location notification comprises an AS location notification that establishes
a location of a future PDU session. The AS relocation notification may be transmitted to a session management function
(SMF) to configure traffic steering for the data traffic to the relocated AS.
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[0031] In an implementation, the AS location notification is transmitted to a Policy Control Function (PCF) to generate
a User Plane (UP) selection policy and traffic steering policy for the data traffic.
[0032] In an implementation, a method is provided for managing protocol data unit (PDU) session data traffic exchanged
with a User Equipment (UE) connected to a network, the method comprising a control plane entity available on the
network: receiving a PDU session request from the UE; verifying the UE context and authorizing the session request
based on user subscription data, and if authorized the method further comprises: selecting and setting up a user plane
(UP) path for the requested PDU session; transmitting a PDU session request response to the UE.
[0033] In an implementation, the PDU session request includes a session ID.
[0034] In an implementation, the PDU session request includes a preferred SSC mode for the requested PDU session.
[0035] In an implementation, the PDU session request includes an application identifier indicating the PDU session
request is dedicated to an application associated with the application identifier.

BRIEF DESCRIPTION OF THE FIGURES

[0036] Further features and advantages of the present invention will become apparent from the following detailed
description, taken in combination with the appended drawings, in which:

FIG. 1 is a block diagram of a computing system 100 that may be used for implementing devices and methods in
accordance with representative embodiments of the present invention;

FIG. 2 is a block diagram schematically illustrating an architecture of a representative server usable in embodiments
of the present invention;

FIG. 3A is a block diagram illustrating a service-based view of a system architecture of a 5G Core Network;

FIG. 3B illustrates an embodiment of an Application System controller responsible for locating, relocating, selecting,
or reselecting an AS within an AS network.

FIG. 4. is a block diagram schematically illustrating application relocation.

FIG. 5, presents a signalling diagram illustrating an embodiment of AS location or relocation notification.

FIG. 6 presents a signalling diagram illustrating an embodiment of an UP (re)selection notification request procedure.

FIG. 7 presents a signalling diagram illustrating an embodiment of an UP (re)selection notification procedure.

FIG. 8 presents a signalling diagram illustrating an embodiment of a procedure for an application-friendly PDU
session establishment.

FIG. 9 presents a signalling diagram illustrating an embodiment of an application-friendly UP reselection procedure
for PDU session modification.

FIG. 10 is a block diagram illustrating an embodiment of a network architecture.

FIGs. 11A and 11B are signalling diagrams illustrating an embodiment of application-influenced UP selection per-
formed by the SMF as part of session establishment.

FIGs. 12A and 12B are signalling diagrams illustrating embodiments of an application-influenced UP reselection
procedure.

FIG. 13 is a signalling diagram illustrating an embodiment of application (re)location notification service procedure.

FIG. 14 is a signalling diagram illustrating an embodiment of a UP (Re)selection Notification Service.

FIG. 15 is a block diagram illustrating relationships between User Plane Functions, Dynamic Network Access Iden-
tifiers, and the application host to indicate the (possibly) implicit selection of a user plane function resulting from the
selection of a Dynamic Network
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FIG. 16 is a signalling diagram illustrating an embodiment of a UP (re)selection notification procedure.

FIG. 17 is a signalling diagram illustrating an embodiment of a procedure for UE-requested PDU Session Estab-
lishment for non-roaming and roaming with local breakout.

FIGs. 18A and 18B show a signalling diagram illustrating an embodiment of a PDU session anchor reconfiguration
due to application relocation.

FIG. 19 is a signalling diagram illustrating an embodiment of a method for PDU session anchor relocation for a PDU
session dedicated to an Edge Computing application.

FIG. 20 is a signalling diagram illustrating an embodiment of a method for PDU session anchor relocation for a PDU
session shared by multiple Edge Computing applications.

FIG. 21 is a simplified network diagram is provided illustrating an embodiment of segmented management.

FIG. 22 is a simplified network diagram illustrating segmented management in accordance with embodiments of
the present invention;

FIG. 23 is a call flow diagram illustrating respective example processes in accordance with embodiments of the
present invention;

FIG. 24 is a call flow diagram illustrating respective example processes in accordance with embodiments of the
present invention;

FIGs. 25A - 25C are call flow diagrams illustrating respective example processes in accordance with embodiments
of the present invention;

FIG. 26 is a call flow diagrams illustrating a further example process in accordance with embodiments of the present
invention;

FIGs. 27A and 27B show call flow diagrams illustrating respective processes for UP path management notification
to an AF in accordance with example embodiments of the present invention; and

FIGs. 28A and 28B show a call flow diagram illustrating an alternative process for UP path management notification
to an AF in accordance with an example embodiment of the present invention;

FIGs. 29A and 29B show a call flow diagram illustrating a further alternative process for UP path management
notification to an AF in accordance with an example embodiment of the present invention; d

FIG. 30 is a flowchart illustrating a process in accordance with an example embodiment of the present invention; and

FIG. 31 is a logical block diagram illustrating an example relationship between application location, DNAI and UPF,
according to embodiments of the present invention.

It will be noted that throughout the appended drawings, like features are identified by like reference numerals.

DETAILED DESCRIPTION

[0037] Within this application, the term IP address has been used in the exemplary embodiments. It should be under-
stood that in different embodiments, different identifiers and addresses such as a hardware address, an IP address, a
MAC address, or other address a may be used in place of the IP address where applicable.
[0038] FIG. 1 is a block diagram of a computing system 100 that may be used for implementing the devices and
methods disclosed herein. Specific devices may utilize all of the components shown or only a subset of the components,
and levels of integration may vary from device to device. Furthermore, a device may contain multiple instances of a
component, such as multiple processing units, processors, memories, transmitters, receivers, etc. The computing system
100 includes a processing unit 102. Processing unit 102 may also be referred to as an Electronic Device (ED). In some
embodiments, processing unit 102 may be a User Equipment (UE), while in other embodiments it may be a computing
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platform such as a computing server within a data center environment. The processing unit 102 typically includes a
central processing unit (CPU) 114, a bus 120 and a memory 108, and may optionally also include a mass storage device
104, a video adapter 110, and an I/O interface 112(shown in dashed lines). Those skilled in the art will appreciate that
CPU 114 is representative of a processing capability. In some embodiments, in place of a conventional CPU, a specialized
processing core may be provided. For example, a Graphic Processing Unit (GPU) or other so-called accelerated proc-
essors (or processing accelerators) may be provided in addition to or in place of the CPU.
[0039] The CPU 114 may comprise any type of electronic data processor. The memory 108 may comprise any type
of non-transitory system memory such as static random access memory (SRAM), dynamic random access memory
(DRAM), synchronous DRAM (SDRAM), read-only memory (ROM), or a combination thereof. In an embodiment, the
memory 108 may include ROM for use at boot-up, and DRAM for program and data storage for use while executing
programs. The bus 120 may be one or more of any type of several bus architectures including a memory bus or memory
controller, a peripheral bus, or a video bus.
[0040] The mass storage 104 may comprise any type of non-transitory storage device configured to store data, pro-
grams, and other information and to make the data, programs, and other information accessible via the bus 120. The
mass storage 104 may comprise, for example, one or more of a solid state drive, hard disk drive, a magnetic disk drive,
or an optical disk drive.
[0041] The video adapter 110 and the I/O interface 112 provide optional interfaces to couple external input and output
devices to the processing unit 102. Examples of input and output devices include a display 118 coupled to the video
adapter 110 and an I/O device 116 such as a touch-screen coupled to the I/O interface 112. Other devices may be
coupled to the processing unit 102, and additional or fewer interfaces may be utilized. For example, a serial interface
such as Universal Serial Bus (USB) (not shown) may be used to provide an interface for an external device.
[0042] The processing unit 102 may also include one or more network interfaces 106, which may comprise at least
one of wired links, such as an Ethernet cable, and wireless links to access one or more networks 122. The network
interfaces 106 allow the processing unit 102 to communicate with remote entities via the networks 122. For example,
the network interfaces 106 may provide wireless communication via one or more transmitters/transmit antennas and
one or more receivers/receive antennas. In an embodiment, the processing unit 102 is coupled to a local-area network
or a wide-area network for data processing and communications with remote devices, such as other processing units,
the Internet, or remote storage facilities.
[0043] FIG. 2 is a block diagram schematically illustrating an architecture of a representative server 200 usable in
embodiments of the present invention. It is contemplated that the server 200 may be physically implemented as one or
more computers, storage devices and routers (any or all of which may be constructed in accordance with the system
100 described above with reference to FIG. 1) interconnected together to form a local network or cluster, and executing
suitable software to perform its intended functions. Those of ordinary skill will recognize that there are many suitable
combinations of hardware and software that may be used for the purposes of the present invention, which are either
known in the art or may be developed in the future. For this reason, a figure showing the physical server hardware is
not included in this specification. Rather, the block diagram of FIG. 2A shows a representative functional architecture
of a server 200, it being understood that this functional architecture may be implemented using any suitable combination
of hardware and software.
[0044] As maybe seen in FIG. 2, the illustrated server 200 generally comprises a hosting infrastructure 202 and an
application platform 204. The hosting infrastructure 202 comprises the physical hardware resources 206 (such as, for
example, information processing, traffic forwarding and data storage resources) of the server 200, and a virtualization
layer 208 that presents an abstraction of the hardware resources 206 to the Application Platform 204. The specific details
of this abstraction will depend on the requirements of the applications being hosted by the Application layer (described
below). Thus, for example, an application that provides traffic forwarding functions may be presented with an abstraction
of the hardware resources 206 that simplifies the implementation of traffic forwarding policies in one or more routers.
Similarly, an application that provides data storage functions may be presented with an abstraction of the hardware
resources 206 that facilitates the storage and retrieval of data (for example using Lightweight Directory Access Protocol
- LDAP).
[0045] The application platform 204 provides the capabilities for hosting applications and includes a virtualization
manager 210 and application platform services 212. The virtualization manager 210 supports a flexible and efficient
multi-tenancy run-time and hosting environment for applications 214 by providing Infrastructure as a Service (IaaS)
facilities. In operation, the virtualization manager 210 may provide a security and resource "sandbox" for each application
being hosted by the platform 204. Each "sandbox" may be implemented as a Virtual Machine (VM) 216, or as a virtualized
container, that may include an appropriate operating system and controlled access to (virtualized) hardware resources
206 of the server 200. The application-platform services 212 provide a set of middleware application services and
infrastructure services to the applications 214 hosted on the application platform 204, as will be described in greater
detail below.
[0046] Applications 214 from vendors, service providers, and third-parties may be deployed and executed within a
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respective Virtual Machine 216. For example, MANO and SONAC (and its various functions such as SDT, SDP, and
SDRA) may be implemented by means of one or more applications 214 hosted on the application platform 204 as
described above. Communication between applications 214 and services in the server 200 may conveniently be designed
according to the principles of Service-Oriented Architecture (SOA) known in the art.
[0047] Communication services 218 may allow applications 214 hosted on a single server 200 to communicate with
the application-platform services 212 (through pre-defined Application Programming Interfaces (APIs) for example) and
with each other (for example through a service-specific API).
[0048] A Service registry 220 may provide visibility of the services available on the server 200. In addition, the service
registry 220 may present service availability (e.g. status of the service) together with the related interfaces and versions.
This may be used by applications 214 to discover and locate the end-points for the services they require, and to publish
their own service end-point for other applications to use.
[0049] Mobile-edge Computing allows cloud application services to be hosted alongside mobile network elements,
and also facilitates leveraging of the available real-time network and radio information. Network Information Services
(NIS) 222 may provide applications 214 with low-level network information. For example, the information provided by
NIS 222 may be used by an application 214 to calculate and present high-level and meaningful data such as: cell-ID,
location of the subscriber, cell load and throughput guidance.
[0050] A Traffic Off-Load Function (TOF) service 224 may prioritize traffic, and route selected, policy-based, user-
data streams to and from applications 214. The TOF service 224 may be supplied to applications 224 in various ways,
including: A Pass-through mode where (at least one of uplink and downlink) traffic is passed to an application 214 which
can monitor, modify or shape it and then send it back to the original Packet Data Network (PDN) connection (e.g. 3GPP
bearer); and an End-point mode where the traffic is terminated by the application 214 which acts as a server.
[0051] FIG. 3A illustrates a service-based architecture 300 for a 5G or Next Generation Core Network (5GCN / NGCN/
NCN). This illustration depicts logical connections between nodes and functions, and its illustrated connections should
not be interpreted as direct physical connections. ED 102 forms a radio access network connection with a (Radio) Access
Network ((R)AN) node 302 (which may, for example, be an gNodeB (gNB)), which is connected to a User Plane (UP)
Function (UPF) 304 such as a UP Gateway over a network interface providing a defined interface such as an N3 interface.
UPF 304 provides a logical connection to a Data Network (DN) 306 over a network interface such as an N6 interface.
The radio access network connection between the ED 102 and the (R)AN node 302 may be referred to as a Data Radio
Bearer (DRB).
[0052] DN 306 may be a data network used to provide an operator service, or it may be outside the scope of the
standardization of the Third Generation Partnership Project (3GPP), such as the Internet, a network used to provide
third party service, and in some embodiments DN 306 may represent an Edge Computing network or resource, such
as a Mobile Edge Computing (MEC) network.
[0053] ED 102 also connects to the Access and Mobility Management Function (AMF) 308 through a logical N1
connection (although the physical path of the connection is not direct). The AMF 308 is responsible for authentication
and authorization of access requests, as well as mobility management functions. The AMF 308 may perform other roles
and functions as defined by the 3GPP Technical Specification (TS) 23.501. In a service based view, AMF 308 can
communicate with other core network control plane functions through a service based interface denoted as Namf.
[0054] The Session Management Function (SMF) 310 is a network function that is responsible for the allocation and
management of IP addresses that are assigned to an ED as well as the selection of a UPF 304 (or a particular instance
of a UPF 304) for traffic associated with a particular session of ED 102. It will be appreciated that there will typically be
multiple SMFs 310 in the network 300, each of which may be associated with a respective group of EDs 102, (R)AN
nodes 302 or UPFs 304. The SMF 310 can communicate with other core network functions, in a service based view,
through a service based interface denoted as Nsmf. The SMF 310 may also connect to a UPF 304 through a logical
interface such as network interface N4.
[0055] The Authentication Server Function (AUSF) 312, provides authentication services to other network functions
over a service based Nausf interface.
[0056] A Network Exposure Function (NEF) 314 can be deployed in the network to allow servers, functions and other
entities such as those outside a trusted domain to have exposure to services and capabilities within the network. In one
such example, an NEF 314 can act much like a proxy between an application server outside the illustrated network and
network functions such as the Policy Control Function (PCF) 314, the SMF 310, the UDM 320, and the AMF 308, so
that the external application server can provide information that may be of use in the setup of the parameters associated
with a data session. The NEF 314 can communicate with other network functions through a service based Nnef network
interface. The NEF 314 may also have an interface to non-3GPP functions.
[0057] A Network Repository Function (NRF) 318, provides network service discovery functionality. The NRF 318 may
be specific to the Public Land Mobility Network (PLMN) or network operator, with which it is associated. The service
discovery functionality can allow network functions and EDs connected to the network to determine where and how to
access existing network functions, and may present the service based interface Nnrf.
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[0058] PCF 314 communicates with other network functions over a service based Npcf interface, and can be used to
provide policy and rules to other network functions, including those within the control plane. Enforcement and application
of the policies and rules is not necessarily the responsibility of the PCF 314, and is instead typically the responsibility of
the functions to which the PCF 314 transmits the policy. In one such example the PCF 314 may transmit policy associated
with session management to the SMF 310. This may be used to allow for a unified policy framework with which network
behavior can be governed.
[0059] A Unified Data Management Function (UDM) 320 can present a service based Nudm interface to communicate
with other network functions, and can provide data storage facilities to other network functions. Unified data storage can
allow for a consolidated view of network information that can be used to ensure that the most relevant information can
be made available to different network functions from a single resource. This can make implementation of other network
functions easier, as they do not need to determine where a particular type of data is stored in the network. The UDM
320 may employ an interface, such as Nudr to connect to a User Data Repository (UDR) 322. The PCF 314 may be
associated with the UDM 320 because it may be involved with requesting and providing subscription policy information
to the UDR, but it should be understood that typically the PCF 314 and the UDM 320 are independent functions.
[0060] The PCF 314 may have a direct interface to the UDR 322 or can use Nudr interface to connection with UDR
322. The UDM 320 can receive requests to retrieve content stored in the UDR 322, or requests to store content in the
UDR 322. The UDM 320 is typically responsible for functionality such as the processing of credentials, location man-
agement and subscription management. The UDR 322 may also support any or all of Authentication Credential Process-
ing, User Identification handling, Access Authorization, Registration / Mobility management, subscription management,
and Short Message Service (SMS) management. The UDR 322 is typically responsible for storing data provided by the
UDM 320. The stored data is typically associated with policy profile information (which may be provided by PCF 314)
that governs the access rights to the stored data. In some embodiments, the UDR 322 may store policy data, as well
as user subscription data which may include any or all of subscription identifiers, security credentials, access and mobility
related subscription data and session related data.
[0061] The Application Function (AF) 324 represents the non-data plane (also referred to as the non-user plane)
functionality of an application deployed within a network operator domain and within a 3GPP compliant network. The
AF 324 interacts with other core network functions through a service based Naf interface, and may access network
capability exposure information, as well as provide application information for use in decisions such as traffic routing.
The AF 324 can also interact with functions such as the PCF 314 to provide application specific input into policy and
policy enforcement decisions. It should be understood that in many situations the AF 324 does not provide network
services to other NFs, and instead is often viewed as a consumer or user of services provided by other NFs. An application
outside the 3GPP network, can perform many of the same functions as AF 324 through the use of NEF 314.
[0062] The ED 102 communicates with network functions that are in the User Plane (UP) 326, and the Control Plane
(CP) 328. The UPF 304 is a part of the CN UP 326 (DN 306 being outside the 5GCN). (R)AN node 302 may be considered
as a part of a User Plane, but because it is not strictly a part of the CN, it is not considered to be a part of the CN UP
326. AMF 308, SMF 310, AUSF 312, NEF 314, NRF 318, PCF 314, and UDM 320 are functions that reside within the
CN CP 328, and are often referred to as Control Plane Functions. AF 324 may communicate with other functions within
CN CP 328 (either directly or indirectly through the NEF 314), but is typically not considered to be a part of the CN CP 328.
[0063] Those skilled in the art will appreciate that there may be a plurality of UPFs connected in series between the
(R)AN node 302 and the DN 306, and multiple data sessions to different DNs can be accommodated through the use
of multiple UPFs in parallel.
[0064] FIG. 3B illustrates a portion of the wireless communication network 300 in which UE 102 is connected to the
Core Network (CN) Control Plane (CP) 328 and to the CN User Plane (UP) 326 via Access Node (AN) 302. CN CP 328
includes Unified Data Management (UDM) function 320, which communicates with the Management Plane 330.
[0065] An Application System (AS) controller 332 is responsible for locating, relocating, selecting, or reselecting an
AS within an AS network 334. The AS controller 332 is connected to the CN CP 328 through the Network Exposure
Function (NEF) 314.
[0066] The CN CP 328 is operative to manage the logical location of resources within the 3GPP domain. An Application
Server, or Application System of the AS network 334 is managed by the AS controller 332. The traffic steering capability,
or interconnection quality (e.g. measured by throughput, delay, loading such as PDU sessions), between the CN UP
326 and the AS is provided to the CN CP 328 by network functions within the management plane 330 and information
associated with these capabilities and connection quality parameters can be stored in the UDM 320. The traffic steering
capability information may be used by the CP 328 to establish an efficient end-to-end path between communicating
parties.
[0067] The CN CP 328 communicates with a connected UE 102 through an interface NG1, and to the AN 302 that
provides connectivity through interface NG2. The AN 302 communicates with the CN UP 326 through interface NG3.
The CN UP 326 is controlled by the CN CP 328 through interface NG4. The interfaces NG1, NG2, NG3, and NG4 are
described in more detail, and are defined by the 3GPP mobile broadband standards. Those skilled in the art will appreciate
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that variations to the specific definition of these interfaces can be made without departing from the invention disclosed
herein. Specific terms of definition of these interfaces can be found in publicly accessible documents (see, for instance,
www.3gpp.org for historical and current standard documents).
[0068] The CN CP 328 is responsible for configuring traffic steering at the User Plane (UP) Gateway (GW) 336 for
routing UpLink (UL) application traffic to the proper AS location, possibly taking into account possible intrasession AS
(re)location.
[0069] The AS network 334 is responsible for steering DownLink (DL) application traffic to the proper UP GW 336
possibly taking into account possible intrasession UP (re)selection.
[0070] The traffic steering conducted by the AS network 334 may be configured by the AS controller 332. In some
embodiments, the traffic steering conducted by the AS network 334 may be configured by, or realized through, upper
level mobility management mechanisms within the AS network 334 itself. In the example of FIG. 3B, the line connecting
the UP GW 336 to the AS network 334 indicates a linkage connecting the CN UP 326 to the AS network 334 which is
realized through traffic steering. The following signalling diagrams in this application describe implementations which
are focussed on the interaction between the CN UP 326 and the AS network 334 to enable application aware PDU
session management for application traffic using an efficient end-to-end path.
[0071] The network architecture illustrated in FIG. 3B, provides the interface that may be necessary to enable interaction
between the CP 328 (or nodes and functions within the CP) and the AS controller 332. This interface can be used to
enable application aware PDU session management for the application traffic that requires efficient end-to-end pathing.
[0072] In broad terms embodiments of the present invention provide methods by which User Plane (UP) management
information can be exchanged between an Application Function (AF) supporting one or more applications and a Session
Management Function (SMF). The AF is typically a function outside a 3GPP-compliant network (in some examples this
may be a server or set of servers providing a service to UEs connected to the 3GPP compliant network, while in other
examples the AF may be a function instantiated within a Mobile Edge Computing environment outside the 3GPP compliant
Core Network or outside a 3GPP compliant RAN). In some embodiments, the AF is referred to as an AS controller. An
AF may be a function outside the scope of a 3GPP standard. An AF may be instantiated on an Application Server outside
the 3GPP core network, and may operate as a controller responsible for functions such as AS (re)location (or, AS
(re)selection) within the local DN.
[0073] The SMF is a 3GPP compliant network function, typically within a Control Plane (CP), configured to manage
traffic flows which are typically within a given slice of the network. In simple terms, the exchange of UP management
information associated with a particular traffic flow may be initiated from either the AF associated with the traffic flow or
the SMF. In the case of AF-initiated information exchange, the UP management information provided by the AF may
comprise traffic requirements of applications supported by the AF. In the case of SMF-initiated information exchange,
the UP management information provided by the SMF may comprise operator policy information or events, and the AF
may respond with information of traffic requirements of applications supported by the AF. In some embodiments, other
network entities may trigger this process by transmitting a message to the SMF, and the SMF may initiate the process
in response to receipt of such a request.
[0074] An Application Function may send requests to influence SMF routing decisions for traffic of PDU sessions. The
AF requests may influence UPF (re)selection and allow routeing user traffic to a local access to a Data Network (identified
by a Data Network Access Identifier (DNAI)).
[0075] The Application Function issuing such requests is assumed to belong to the PLMN serving the UE. The Appli-
cation Function may issue requests on behalf of applications not owned by the PLMN serving the UE.
[0076] If the operator does not allow an Application Function to access the network directly, the Application Function
shall use the NEF to interact with the 5GC. This operation may follow provisions of relevant technical standards, such
as, for example, clause 6.2.10 of 3GPP Technical Standard TS 23.501 V0.3.1 (March 2017). In embodiments where
the AF does not access the network directly, a NEF may be provided to provide an interface to allow the AF to access
the CP functions of the network. While a trusted AF may be provided the ability to interact with CN CP functions, it is
likely that there will be too many functions in some networks to provide access to CP functions to each of them. Instead,
the NEF may serve as a proxy for AFs outside the CN to exchange information with CP functions. Through the use of
an NEF, an AF can be provided with a pathway to communicate with a CP function, but may not directly know the address
or network name of the function with which it is communicating.
[0077] The Application Function may be in charge of the (re)selection or relocation of the applications within the local
DN. For this purpose, the AF may request to receive notifications about events related with PDU sessions.
[0078] In some embodiments, for an AF allowed to interact directly with the 5GC NFs, AF requests regarding on-going
PDU sessions of individual UEs, may be sent to the PCF via N5. In some embodiments, the AF requests may be sent
via the NEF. Requests that target multiple UE(s) may be sent via the NEF and may target multiple PCF(s). The PCF
can then transform the AF requests into policies that apply to PDU sessions. Those skilled in the art will appreciate that
the transformation of an AF request into policy may be achieved in a number of different ways including the generation
of a policy that can be transmitted by the PCF to a UPF or a set of UPFs that governs the handling of traffic associated
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with identified flows within a session, the generation of the policy being performed in accordance with the received AF
request. When the AF has subscribed to SMF notifications, such notifications may be sent to the AF directly or via the NEF.
[0079] The PCF may also subscribe to such notifications.
[0080] Such AF requests may contain at least:
Information to identify the traffic to be routed. The traffic can be identified in the AF request by:

Either a Data Network Number (DNN) or other sort of DN identifier and possibly slicing information (e.g. Single
Network Slice Selection Assistance Information (S-NSSAI) or an AF-Service-Identifier.

When the AF provides an AF-Service-Identifier i.e. an identifier of the service on behalf of which the AF is issuing
the request, a 5G Core Network Function (e.g. the NEF or PCF) may map this identifier into a target DNN and slicing
information (S-NSSAI)

When the NEF processes the AF request the AF-Service-Identifier may be used to authorize the AF request.

an application identifier or traffic filtering information (e.g. an IP address 5-tuple). The application identifier refers to
an application handling UP traffic and may be used by the UPF to detect the traffic of the application. The AF may
also associate Packet Filter Descriptions (PFDs) with the application identifier, but this association may be done via
a separate request.

Information about the N6 traffic routing requirements for traffic identified by the information above. It should be
understood that N6 refers to the interface between a UPF and a DN external to the CN. This information about the
traffic routing requirements may be provided in the form of a list of routing profile ID(s) that each corresponds to a
single host location of the application in the local DN, when applications are instantiated statically (i.e. the routing
profile IDs each correspond to a DNAI). When the DNAI(s) where applications are instantiated may vary dynamically
then, this may be provided in the form of a list of DNAIs and associated N6 routing information. Based on the
information about the N6 traffic routing requirements, which in some embodiments may comprise the routing profile
IDs, the PCF determines a list of traffic steering profiles ID(s) that each corresponds to a steering behaviour which
is preconfigured on the SMF or UPF. The PCF transmits the traffic steering policy ID(s) to the SMF. The traffic
steering policy ID(s) are related to the mechanism enabling traffic steering to the DN. If the AF interacts with the
PCF via the NEF, it may indicate at least one of the DNN and the host location(s), in the form of address(es) or
name(s), of the application, and the NEF may map the information to routing profile ID(s). In an embodiment, the
SMF is operative to receive the traffic steering policy ID(s) and to determine which of the traffic steering policy ID(s),
and the corresponding traffic steering behaviors, should be applied. The SMF passes the selected traffic steering
policy ID(s) to the UPF. In an embodiment, the UPF is operative to identify corresponding traffic steering parameters
that are preconfigured and are associated with the selected traffic steering policy ID(s). The UPF is further operative
to apply the corresponding traffic steering parameters when handling data traffic.

[0081] The N6 traffic routing requirements are related to the mechanism enabling traffic steering in the local access
to the DN. They are expected to correspond to local rules configured in the UPFs in order to support traffic steering. The
routing profile IDs may refer to a pre-agreed policy between the AF and the 5GC, or in an alternate embodiment they
may simply refer to a predefined routing requirement. This policy may refer to different steering policy ID(s) sent to the
SMF. In some implementations, the policies may be based on other conditions, such as temporal conditions (e.g. based
on time of the day, etc.)
[0082] Potential locations of the applications towards which the traffic routing should apply. The potential location of
an application is, or may be, expressed as a list of DNAI(s). In some embodiments, when the AF interacts with the PCF
via the NEF, the AF may provide the PCF or NEF with a list of host address(es) or host name(s) of the applications,
which is translated to a list of DNAI(s) by the NEF. In some embodiments, when the AF interacts with the PCF via the
NEF, the NEF may map the AF-Service-Identifier information provided by the AF to a list of DNAI(s). In either case, the
DNAIs may, for example, be used for UPF (re)selection.
[0083] AF requests may also contain:

Information on the UE(s) for which traffic is to be routed. This may correspond to Individual UEs identified using
either an External Identifier such as those defined in TS23.682, or a MSISDN as described in TS23.003, or an IP
address/Prefix, or may correspond to a group of UEs identified by a Group Identifier, e.g. an External Group Identifier
such as those defined in TS23.682, or any UE that the request applies to that is accessing a combination of DNN,
S-NSSAI, and DNAI(s), as may be identified by an indicator. In a case or an embodiment in which the PDU type is
IP, when the AF provides an IP address/Prefix of a UE this allows the PCF to identify the PDU-CAN session for
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which this request applies, and the AF request applies only to the current PDU-CAN session of that UE. In this case,
additional information such as the UE identity may also be provided to help the PCF to identify the correct PDU-
CAN session.

Otherwise the request may apply to any future PDU session that matches the parameters in the AF request.
When the AF request targets any UE or a group of UE, the AF request is likely to influence multiple PDU sessions
possibly served by multiple SMFs and PCFs.
When the AF request targets a group of UEs it provides one or several Group Identifiers in its request. In some
embodiments members of the group have the group information in their subscription (i.e. a Group Identifier) stored
in the UDM. In an implementation, the group information may be retrieved by the SMF, for instance over N10
interface, and passed to the PCF, for instance over N7 interface, at PDU-CAN session set-up. This implementation
allows the Group Identifier to also be provided to the AMF, for instance over N8 interface. In some embodiments,
the Group Identifier may be stored in the UDR (acting as a Subscription Profile Repository "SPR") as PCF non-
standard data. In some embodiments a UE can belong to multiple groups.

Information on when the traffic routing is to apply (e.g.. a temporal validity condition). Use of a temporal validity
condition allows for an expiry time to be associated with the AF request, or allows for the condition to apply during
defined time windows. These defined time windows can be repeating or one-off.

Information on where (spatial validity condition) the UE(s) are to be when the traffic routing applies. In an embodiment,
this is provided in the form of geographic or topological indentifers such as RAN node identifiers, indicating the
possible serving RAN nodes of the UE(s) when the traffic routing applies. If the AF interacts with the PCF via the
NEF, it provides, or in some embodiments may provide, a list of geographic zone identifier(s), and the NEF maps
the information to RAN node identifiers. In an embodiment, spatial validity conditions can be provided in the form
of area(s) of interest. Area(s) of interest may include, for instance, a geographical area or as a topological area
defining the area of interest with respect to a network topology. An area of interest may be specified using a spatial
identifier such as a tracking area ID, (R)AN node ID, cell ID, etc. If the AF interacts with the PCF via the NEF, it may
provide a list of geographic zone identifier(s) and the NEF can map the information to areas of interest based on
pre-configured information. The pre-configuration may be done by a management plane function. The pre-config-
uration may include the mapping of zone ID → zone information/configuration → area of interest (or RAN node ID(s)
or cell ID(s)).

Alternatively, in a separate procedure that happened previously, the AF may provide the information of mapping of
Zone ID → zone info/configuration to the NEF, and the management plane function configures the NEF with infor-
mation of RAN node or cell location information or pre-defined areas of interest information. The NEF can use the
information provided by the AF and the information provided by the management plane (both are pre-configured
information) to do the mapping.

AF subscription to following events.

Notifications about UP path management events: A change of DNAI for the UPF serving the UE at the time of the
change of the UPF. The corresponding notification about a change from source DNAI to target DNAI sent by the
SMF to the AF includes the Identity of the target DNAI and the address of the anchor UPF. In some embodiments,
the notification may also include the IP address/prefix of the UE, the UE identity information (e.g. either an External
Identifier or a MSISDN) and the N6 routing information related to the core network.

In some embodiments, at least one of the UE identify information and the N6 routing information related to the core
network may not be required if the PDU session type is IP.

[0084] The subscription can be for at least one of early notification and late notification. In case of a subscription for
early notification, the SMF sends the notification before executing the UPF (re)selection. In case of a subscription for
late notification, the SMF sends the notification when the UPF (re)selection has completed.
[0085] An Application Function may send requests to influence SMF routing decisions, for event subscription or for both.
[0086] The PCF, based on information received from the AF, operator’s policy, etc. authorizes the request received
from the application function and determines the traffic steering policy. The traffic steering policy may indicate a list of
suitable traffic steering profiles configured in SMF, and in some embodiments the traffic steering policy may include the
N6 routing information, for example, in cases where the N6 routing information associated with the application is explicitly
provided by the AF. A traffic steering profile may include at least one of the routing profile ID it supports and the
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corresponding Data Network Access Identifier (DNAI). The DNAIs are related to the information considered by SMF for
UPF selection, e.g. for diverting (locally) some traffic matching traffic filters provided by the PCF.
[0087] The PCF acknowledges the request to the AF or to the NEF.
[0088] In the session establishment procedure, the UE may provide application identifiers in the session request,
indicating that the PDU session is intended or dedicated for the application identified by the application identifier(s).
When the DNN in the session request points to a local DN and when an application identifier is included in the session
request, the SMF may initiate 3rd party authentication/authorization, as described in clause 5.6.6, TS23.501, to validate
the application access.
[0089] During the PDU session establishment procedure (an embodiment of which is shown in FIG. 28A), the SMF
may obtain subscription group information (e.g. IMSI-Group Identifier) from the UDR via the UDM (e.g. steps 2806 and
2808). The SMF provides the application identifier (if available) and the subscription group the information to the PCF
(e.g. step 2814 or 2818) for applying operator policy.
[0090] For PDU-CAN sessions that correspond to the AF request, the PCF provides the SMF with PCC rules that may
contain at least one of: at least one of an application information (i.e. application identifier), and information about the
DNAI(s) towards which the traffic routing should apply; and at least one of a list of traffic steering profile IDs, a spatial
validity conditions, and information on AF subscription to SMF events. In embodiments where the N6 routing information
associated to the application is explicitly provided in the AF request, the PCF may also provide the N6 routing information
to the SMF as part of PCC rules. This is done by providing policies at PDU-CAN session set-up or by initiating a PDU-
CAN Session Modification procedure. In some embodiments, the PCF periodically evaluates the temporal validity con-
dition of the AF request and informs the SMF to activate or deactivate the corresponding PCC rules according to the
evaluation result.
[0091] If the activated PCC rules contain spatial validity conditions, the SMF subscribes to receive UE mobility infor-
mation from the AMF, associated with the UE entering or leaving the areas of interest specified in the spatial validity
conditions. The SMF uses the UE mobility information and the spatial validity conditions to determine whether the PCC
rules are valid for the application.
[0092] When the PCC rules are valid, the SMF may, based on local policies, take the information in the PCC rules
into account to:

(re)select UPF(s) for PDU sessions. The SMF is responsible to handle the mapping between the UE location (TAI
/ Cell-Id) and DNAI(s) associated with UPF and applications. The SMF is responsible of the selection of the UPF(s)
that serve a PDU session. This operation may follow provisions of relevant technical standards, such as, for example,
clause 6.3.3 of 3GPP Technical Standard TS 23.501 V0.3.1 (March 2017)

activate mechanisms for traffic multi-homing or enforcement of an UL Classifier (UL CL). Such mechanisms may
follow provisions of relevant technical standards, such as, for example, clause 5.3.5 of 3GPP Technical Standard
TS 23.501 V0.3.1 (March 2017). This may include providing the UPF with traffic forwarding (e.g. break-out) rules
and the associated N6 routing information if the N6 routing information is part of the PCC rules. A traffic forwarding
rule may include an application identifier and a traffic steering policy ID. The application identifier refers to application
traffic detection rules configured at the UPF. In an embodiment, an application header may be used to associate
the application identifier with the application traffic detection rules.

inform the Application Function of the (re)selection of the UP path (e.g. change of DNAI and PDU session location).

[0093] The SMF may configure the UPF to report detection of application traffic. According to the configuration, upon
application traffic detection the UPF notifies the SMF about the respective application identifier. The SMF may use the
reported application identifier and other information to obtain PCC rules from the PCF to apply AF influence on traffic
routing to the PDU session. Accordingly, the SMF may apply a configuration to the UPF to configure traffic handling
policies based upon rules and configurations associated with the AF as identified by the reported application identifier.In
some embodiements, the SMF may reselect a new UPF and configure the new UPF for handling the application traffic.
[0094] In some embodiments, when the UE provides an application identifier during the establishment of a PDU
session, the SMF may be operative to transmit the application identifier to the DN. In some implementations, the SMF
may be operative to transmit the application identifier to the authentication/authorization entity for the DN. A network
node, entity, or function within the DN may be operative to perform application-specific authentication/authorization
based on the received application identifier. In alternative embodiments, the application identifier is not provided by the
SMF to network node, entity, or function within the DN as an input. Instead, the network node, entity, or function within
the DN returns a list of application identifiers to the SMF. In this case the SMF must verify the application identifier
provided by the UE against the application. These embodiments differ in that the application identifier is provided to the
DN as an input to the authentication/authorization process. As a result, the authentication/authorization may be appli-
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cation-specific identifier list returned by the DN in order to provide application-specific authorization.
[0095] FIG. 4 illustrates a scenario of application relocation within a virtualized environment, where the application
App-1 (e.g. an video streaming application) is relocated in three steps, for example, due to loading issues. The first step
takes place within the DNAI-1 and is invisible to the 5GC. The 5GC reselects DNAI-2 (changing from the initial DNAI-
1) in response to the relocation step 2, and then the 5GC reselects UPF-2 (changing from UPF-1) and DNAI-2 (changing
from DNAI-2) with respect to the application relocation step 3. The third step happens across the Data Center-A and
the Data Center-B. The moving of the application function to the second data center is an event that can trigger UPF
reselection.
[0096] Two embodiments for triggering UPF/DNAI reselection are discussed below.
[0097] In a first embodiment, a DNAI is used without AF influence on traffic routing. In this case, AF influence on traffic
routing (i.e. UPF reselection/traffic steering reconfiguration) may be realized after detection of application traffic at the
UPF or in the DN. That is, the UPF or the AF may transmit a notification towards a control plane function indicating that
a session contains data traffic associated with the application ("application traffic detection") by transmitting, for example,
a traffic steering reselection request. In some embodiments, this may be performed by an AF transmitting a request or
notification towards the SMF, optionally through interaction with the NEF. In other examples a UPF may transmit the
request or notification in response to detection of traffic in a session with an application function within a DN accessed
through the UPF. In response\ to receipt of the traffic steering reselection request, the control plane entity can either
request or invoke a traffic steering reselection process (sometimes referred to as "triggering" traffic steering reselection).
In some embodiments, the AF may further transmit a UPF reselection request to the control plane entity of the control
plane to reselect the UPF (sometimes referred to as "triggering" UPF reselection). End-to-end path efficiency is thus
applied to only portion of the traffic associated with the PDU session.
[0098] In a second embodiment, DNAI is used with AF influence on traffic routing. In this embodiment, the UE provides
an application identifier to the SMF as a part of the session request. This application identifier may be associated with
a PDU session identifier, indicating that the PDU session is intended for or dedicated to traffic associated with the
application. This identifier may be used to indicate to functions in the UP path that particular traffic handling policies or
rules, or a particular traffic routing policy should be applied. This allows a UPF function to be configured by a control
plane function by sending a traffic handling policy indicating how any or all traffic flows with a particular identifier should
be handled For example, a traffic routing policy may be defined that ensures that data traffic associated with the PDU
session is routed through a defined path through the CN towards, or away from, the DN associated with the application.
[0099] End-to-end path efficiency may therefore offered to the application traffic from the very beginning of the relocation
process. In some embodiments, if the UE uses the same PDU session for both the identified application and another
application, the UP path may be not be optimally efficient for the other application. In these cases improved path efficiency
can be achieved after detection of the application traffic associated with the other application. In some such embodiments,
the UPF or the AF, may determine that the session contains traffic associated with another application (or application
function) and a control plane function (such as the SMF) may be notified of the detected application traffic to trigger the
control plane function to reselect traffic steering, as described in the first embodiment.
[0100] As an example, the second embodiment may be applied when the UE wants to access an application in a local
DN that has strict requirement on end-to-end path efficiency. The first embodiment, for instance, may be applied in other
scenarios (i.e. where the application’s end-to-end path efficiency requirements fall below a pre-determined threshold).
[0101] When an application identifier is provided by the UE, the SMF may initiate 3rd party authentication/authorization
for the use of the PDU session for the application. 3rd party authentication/authorization may be useful as application-
specific UP management can be applied to the PDU session in accordance with the application identifier. The 3rd party
authentication/authorization may avoid situations in which the information received from the UE (e.g. the application
identifier) cannot be relied upon. For instance, a 3rd party authentication/authorization mechanism described in 5.6.6,
TS23.501 uses the user plane for information exchange or communication between the SMF and the 3rd party authen-
tication/authorization function. In an embodiment, the present application proposes to extend the mechanism to allow
3rd party authentication/authorization to be carried out via the NEF (which may allow for the 3rd party authentication/au-
thorization, to be carried out in an extended control plane). By allowing access through the NEF, depending upon the
level of access provided, the 3rd party authentication/authorization function may be able to perform equivalent functions
to an AF. This embodiment provides additional functionality to support cases where the 3rd party authentication/author-
ization function is not located in the DN. In an implementation, the NEF provides the interface and functionality to provide
the 3rd party authentication/authorization function with the capability to act as an AF.
[0102] At the establishment of a PDU Session to a DN:

- In some embodiments, the UE may be authenticated/authorized by a third party, which may be located in the DN,
e.g. a DN-AAA server.

If the UE provides authentication/authorization information during the establishment of the PDU session, and
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the SMF determines that third-party authentication/authorization of the PDU session establishment is required
based on the DN policy or local configuration, the SMF passes the authentication/authorization information of
the UE to the third party. In an embodiment, if the third party is located in the DN, the information can be passed
to the third party in the DN through the UPF. In an embodiment, if the third party is not in the DN, the information
can be passed to the third party via the NEF. When the NEF is used, the third party can behave as an AF. If
the SMF determines that third party authentication/authorization of the PDU session establishment is required
but the UE has not provided authentication/authorization information, then the SMF may reject the PDU session
establishment.

In an implementation, the third party may authenticate/authorize the PDU session establishment and return the
authentication/authorization result to the SMF via the UPF. In an implementation, the third party may authenti-
cate/authorize the PDU session establishment and return the authentication/authorization result to the SMF via
the NEF.

If the UE provides to the SMF an application identifier during the establishment of the PDU session, the SMF
can pass the application identifier to the third party. The third party may perform application-specific authenti-
cation/authorization according to the application identifier.

The SMF may determine whether to use the UPF or the NEF for at least one of third party authentication
according to DN policy, authorization according to DN policy, local configuration, and the application identifier
provided by the UE.

[0103] The at least one of the DN authentication and authorization takes place for the purpose of PDU session au-
thorization in addition to:

The 5GC access authentication handled by AMF (In an embodiment the authentication may be performed according
to the method described in clause 5.2 of TS 23.501).

The PDU session authorization with regard to subscription data retrieved from UDM enforced by SMF.

[0104] Based on local policies the SMF may initiate at least one of DN authentication and authorization as a part of
the PDU session establishment.
[0105] If the UE provides an application identifier during the establishment of the PDU session and if the UPF is used
for third-party authentication/authorization, the traffic steering at the UPF can be configured according to the application
identifier. If the UE provides an application identifier during the establishment of the PDU session and if the NEF is used
for third-party authentication/authorization, the SMF transmit the DNN, the S-NSSAI and the application identifier to the
NEF, at which point the NEF can select the AF (e.g. the third-party authentication/authorization function) according to
the information transmitted by the SMF (e.g. the received DNN, S-NSSAI, and the application identifier).
[0106] The UE may provide, over NAS, SM information required to support user authentication by the third party.
[0107] In some embodiments, when SMF adds an PDU session anchor (such as the PDU session anchor defined in
clause 5.6.4 of TS 23.501) to a PDU session third-party authentication and / or authorization may not be carried out. In
some embodiments, SMF policies may require the SMF to notify the third party when a new IP address has been added
to or removed from a PDU session, or when an existing IP address associated with a session has been changed through
the modification or replacement of a prefix.
[0108] An indication of PDU session establishment rejection can be transmitted by SMF to the UE via NAS SM.
[0109] In some embodiments, a third party may revoke the authorization for a PDU session. In some embodiments,
the third party may revoke the authorization for a PDU session at any point in time.
[0110] Referring to FIG. 5, a signalling diagram is presented illustrating an embodiment of AS location or relocation
notification.
[0111] In step 500 the NEF 314 receives an application program interface (API)-based AS location, or relocation,
notification from the AS controller 332. In the figures the term (re)location refers to either a location notification or a
relocation notification. The term (re)selection similarly refers to either selection, or reselection, as the case may be.
[0112] The notification may include the AS location(s) suitable for use in, and that may be to be taken in account
during, UP selection, or reselection as the case may be. In the case of an AS relocation for an existing session, the
notification may indicate the new AS location(s) to be used from this point forward. The notification may include some
or all of the following features:
[0113] The AS location(s), which may be specified using network addresses such as IP address, MAC address, or
some other type of known address identifying information.
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[0114] A traffic steering indicator, which indicates whether the traffic steering from UP 326 to the AS should be configured
by the CP or is handled by the AS network 334.
[0115] Time information indicating when the AS (re)location is applied. In one, non-limiting, embodiment, the time
information is empty, which implies that the AS (re)location proceeds immediately.
[0116] UE location information indicating that the AS (re)location is applied when the UE 102 is present within the
specified location (e.g., geographic location). In one, non-limiting, embodiment, the location information is empty, which
implies that the AS (re)location proceeds without considering the UE location.
[0117] A traffic filter that indicates the traffic to which the AS (re)location may apply. The traffic may belong to ongoing
PDU sessions (ongoing traffic) or future PDU sessions (future traffic). The traffic filter includes an application indicator,
which indicates the application to which the traffic is associated, and a UE indicator, which identifies the UE 5 to which
the traffic is associated.
[0118] The UE indicator may be the IP address associated with the traffic. In this case, the traffic is ongoing traffic,
and the AS controller 332 learns the IP address from the AS. The UE indicator may also be a UE ID that is allocated by
the CP 328 and exposed to the AS controller 332 through the NEF 314. In this case, the traffic may include both ongoing
traffic and future traffic.
[0119] Optionally, the UE indicator indicates more than one UE 102. Furthermore, the traffic filter may not include any
UE indicator, which implies that the AS (re)location applies to traffic of any (i.e. all) UE 102 that meets the criteria defined
by the traffic filter.
[0120] In an implementation, the received location information may comprise a geographic location. The NEF 314
may be operative to convert the received geographic location into a location associated with the network topology, such
as a corresponding cell ID, and to forward to the SMF 310 or the PCF 314 the cell ID as the UE location through the AS
(re)location notification. In an implementation, the NEF 314 may be operative to forward the geographic location to the
SMF 310 or the PCF 314 as the UE location.
[0121] Next, in step 502 the NEF 314 sends an authentication request to the Authentication Service Function (AUSF)
312 if the AS controller 332 is not located in the trusted domain. The authentication request may include the identity
information of the AS controller 332 if the AS controller identity information is provided by the AS controller 332 in the
API-based AS (re)location notification step 500.
[0122] In optional step 504 (shown with a dashed line), the AUSF 312 obtains the identity of the AS controller 332.
Step 504 is performed if the authentication request in step 502 does not include the AS controller identity.
[0123] In step 506 the AUSF 314 authenticates the AS controller 332 and sends an authentication response to the
NEF 314. The authentication response indicates the authentication result.
[0124] If the authentication is successful, the NEF 314 validates the notification and performs the next steps, which
are determined based on whether the AS relocation applies to ongoing traffic or to future PDU sessions.
[0125] In an implementation, the procedure includes only one of procedure 508 (AS relocation for ongoing PDU
sessions) and procedure 510 (AS (re)location for future PDU sessions). In one implementation, procedure 508 is not
utilised, and procedure 510 is implemented for AS relocation made to ongoing PDU sessions, future PDU session, or
a combination of both ongoing and future PDU sessions. In the case where procedure 510 is implemented for ongoing
PDU sessions, the PCF 314 triggers the SMF 310 to perform UP reselection by transmitting a UP reselection trigger to
the SMF 310 in order to reselect the corresponding UP for the ongoing PDU sessions. In an alternate implementation,
procedure 510 is not employed, and only procedure 508 is used. In the alternate implementation, the SMF 310 is operative
to perform AS relocation for future PDU sessions based upon receipt of an AS relocation notification sent, for instance,
by the NEF 314.
[0126] In general, procedure 508 may be performed in the case of AS relocation for ongoing PDU sessions (i.e. ongoing
data traffic). First, the NEF 314 identifies the PDU sessions associated with the traffic and the SMF 310 managing the
identified PDU sessions, generates an AS relocation notification based on the API-based AS relocation notification, and
in step 512 sends the AS relocation notification to the identified SMF 310. In an implementation, the NEF 314 may
identify the SMF 310 by interacting with the Network Function Repository Function (NRF) 318.
[0127] After receiving the AS relocation notification, the SMF 310 can determine whether to perform UP reselection
for the impacted traffic, according to the new AS location(s), operator policy, and Session and Service Continuity (SSC)
mode of the PDU sessions.
[0128] In step 514A, if the SMF 10 determines UP reselection is not required, and if the AS relocation notification
indicates the need of traffic steering configuration, the SMF 310 configures traffic steering by updating traffic steering
at the UP GW 336. Alternatively, in step 514B, if the SMF 310 determines that UP reselection is required, the SMF 310
initiates the UP reselection procedure. The SMF 310 may further configure traffic steering at the re-selected UP GW
336 if necessary.
[0129] In general, procedure 510 is performed in the case of AS (re)location applying to future traffic. In step 516 the
NEF 314 identifies the Policy Control Function (PCF) 314 that is responsible for operator policy for the future traffic,
generates an AS (re)location notification based on the API-based AS (re)location request, and sends the AS (re)location
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notification to the PCF 314. The NEF 314 may identify the PCF 314 by interacting with the NRF 318. In optional step
518 the PCF 314 configures traffic steering with the UP GW 336. In an implementation, the configuration may be applied
to all UP GWs 336 that may potentially be used to support the requested PDU session (currently, or in the future). In
particular, based on the AS (re)location notification, subscription data, and current operator policies, the PCF 314 may
generate UP selection policy and traffic steering policy for the traffic. In an implementation optional step 518 is not
performed, as the traffic steering may be separately configured during UP (re)selection (i.e. steps 514 or 516).
[0130] In one embodiment, in which the AS (re)location notification indicates the possibility of AS relocation in the
future, the PCF 314 may generate a session and service continuity (SSC) mode selection policy, such as, for example,
any PDU session associated with the application should have an SSC mode not equal 1.
[0131] As would be readily appreciated by a worker skilled in the art, there are instances in which the AS (re)location
can impact both ongoing traffic flows and future traffic flows. In such a case, both procedure 508 and procedure 510
may take place.
[0132] In step 520, NEF 314 sends an API-based AS (re)location notification acknowledgment back to the AS controller
332, either acknowledging acceptance of the AS (re)location notification, or rejecting the AS (re)location notification. In
the case of a rejection, the message includes an error code indicating the reason for rejection. In an implementation,
the response includes a transaction token identifying the AS (re)location notification. The transaction token can be used
by the AS controller 332 to later update the AS (re)location notification without at least one of providing full detail and to
request notification of UP (re)selection impacted by the AS (re)location notification.
[0133] FIG. 6 illustrates an UP (re)selection notification request procedure. In step 600 the NEF 314 receives an API-
based UP (re)selection notification request from the AS Controller 332. The API-based UP (re)selection notification
request may include a transaction token from a previous AS (re)location notification procedure. The token may indicate
that the current request corresponds to any UP (re)selection procedure impacted by that AS (re)location notification.
Alternatively, the request may include some or all of the following information:

Time information, indicating when the notification request applies. The time information may be empty, indicating
that the notification request proceeds immediately.

UE location information, indicating that the notification request applies when the UE 5 is present within the specified
location (e.g., geographic location). The UE location information may be empty, implying the notification request
proceeds without being concerned with UE location.

Traffic filter, indicating the data traffic to which the notification request may apply. The traffic may belong to ongoing
PDU sessions (ongoing traffic) or future PDU sessions (future traffic). The traffic filter may also include an application
indicator indicating a specific application associated with the data traffic.

[0134] The traffic filter optionally includes a UE indicator that indicates the UE 102 associated with the data traffic.
The UE indicator may be an IP address associated with the data traffic. In this case, the data traffic is ongoing traffic,
and the AS controller 332 learns the IP address from the AS. The UE indicator may also be a UE ID that is allocated by
the CN CP 328 and exposed to the AS controller 332. In this case, the data traffic may include both ongoing traffic and
future traffic. The UE indicator may indicate more than one UE 102. When the traffic filter does not include a UE indicator,
it indicates that the notification request applies to data traffic of any UE 102 that meets the criteria defined by the traffic filter.
[0135] Following receipt of the API-based UP (re)selection notification request, in step 602 the NEF 314 sends an
authentication request to the AUSF 312 if the AS controller 332 is not located in the trusted domain. The authentication
request may include identifying information of the AS controller 332 if the information is provided by the AS controller
332 in the API-based UP (re)selection notification request.
[0136] In optional step 604, the AUSF 312 obtains the identity of the AS controller 332. This step is performed if the
authentication request 602 does not include the identifying information of the AS controller 332.
[0137] In step 30406, the AUSF 312 authenticates the AS controller 332 and sends an authentication response to the
NEF 314 indicating the authentication result.
[0138] It should be noted that each of the authentication request, obtaining identify, and the authentication response
steps are optional if the API-based UP (re)selection notification request includes a transaction token.
[0139] In the step 608 the NEF 314 generates a UP (re)selection notification request based on the API-based UP
(re)selection notification request and sends it to the PCF 314. The PCF 314 may validate the request and, if the request
is valid, the PCF 314 may generate a UP (re)selection notification policy based on the received UP (re)selection notification
request. In optional step 610 the PCF 314 may transmit a UP (re)selection authentication response to the NEF 314
indicating the validation result.
[0140] In step 612, the NEF 314 sends an API-based UP (re)location notification response back to the AS controller
332, either acknowledging acceptance of the AS (re)location notification, or rejecting the AS (re)location notification. In
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the case of a rejection, the message includes an error code indicating the reason for rejection. In an implementation,
the response includes a transaction token identifying the AS (re)location notification. The transaction token can be used
by the AS controller 332 to later update the AS (re)location notification without at least one of providing full detail and
requesting notification of UP (re)selection impacted by the AS (re)location notification.
[0141] FIG. 7 illustrates an UP (re)selection notification procedure. The SMF 310 initiates an UP (re)selection notifi-
cation procedure if UP (re)selection notification is needed as a result of a UP (re)selection notification request procedure
(for example, as described above), after performing UP (re)selection.
[0142] In step 700 the SMF 310 sends a UP (re)selection notification to the NEF 314. The UP (re)selection notification
may include at least one of a transaction token of the corresponding UP (re)selection notification request, an indication
of the AS location, and an indication of the location of UP GW 336. The location information may, for instance, be in the
form of a network address.
[0143] In step 702 the NEF 314 generates an API-based UP (re)selection notification based on the UP (re)selection
notification and transmits it to the AS controller 332. The AS controller 332 communicates to the NEF 314 an acknowl-
edgement of receipt of the API-based UP (re)selection notification. Before sending the acknowledgement, the AS con-
troller 332 may perform the necessary steps for the AS (re)location or AS state (re)location procedure, which may include
releasing resources and data structures, configuring traffic steering, etc.
[0144] In step 704, the NEF 314 transmits a UP (re)selection notification acknowledgement to the SMF 310 confirming
receipt of the API-based UP (re)selection notification acknowledgement received from the AS controller 332.
[0145] FIG. 8 illustrates a procedure for an application-friendly PDU session establishment. In step 800 the AS controller
332 initiates an AS (re)location notification procedure with the CP 328 for future traffic associated with the UE 102 and
to a specified application that generates an application-aware UP selection policy and traffic steering policy.
[0146] In step 802 the AS controller 332 also initiates a UP (re)location notification request procedure with the CP 328
for the future traffic associated with the UE 102 and to the specified application that generates the application-aware
UP selection policy and traffic steering policy.
[0147] In procedure 804, the UE 102 can initiate a session setup procedure when it has application traffic to transmit
or receive from the application. In step 806 the UE 102 sends a session request to the SMF 310 via the Core Access
and Mobility Management Function (AMF) 308. The session request may include the session ID and the preferred SSC
mode (optional). The session request may also include an application identifier indicating it is a dedicated session request
for the application. In step 808 the SMF 310 verifies the UE context with the UDM 320 and authorizes the session request
according to the user subscription data.
[0148] If the session request is authorized, the SMF 310 initiates a UP selection procedure 810. In the first step 812,
SMF 310 obtains operator policies from the PCF 314, including the application-friendly policies resulting from the AS
(re)location notification procedure 800. In optional step 814, the SMF 310 selects an SSC mode for the PDU session
according to the session request, the operator polices, the UE type, and other necessary information. For example, if
the request includes the application identifier but no preferred SSC mode and if the operator polices indicate potential
future AS relocation, the SMF 310 may set the SSC mode of the PDU session to 2 or 3 to allow UP reselection for
efficient end-to-end pathing.
[0149] In step 816 the SMF 310 interacts with the UDM 320 to obtain the traffic steering capability between candidate
UP GWs 336 and the AS locations and selects the UP path for the PDU session with respect to the operator policies
based on the information provided by the UDM 320. In step 818 the SMF 310 triggers UP setup and, if the operator
policies indicate the need of traffic steering configuration, configures traffic steering at the UP GW 336.
[0150] In step 820, SMF 310 transmits a connection setup request to the AN 302 to connect to the UP 326. At this
step, the AN 302 may allocate RAN resources for the PDU session.
[0151] If the operator polices indicate the need of UP (re)selection notification, in step 822 the SMF 310 notifies the
AS controller 332 about the UP selection through a UP selection notification procedure.
[0152] In step 824 the SMF 310 transmits a PDU session request response to the UE 102 via the AMF 308. The
response includes the SSC mode selected for the PDU session, if the UE 102 did not provide preferred SSC mode in
the session request. In step 826 traffic transfer occurs from UE 102 via the UP GW 336.
[0153] FIG. 9 illustrates an application-aware UP reselection procedure for PDU session modification. In this procedure,
in step 900 the UE 102 has an established PDU session that is carrying the application traffic via the UP-A 326A. As
shown in FIG. 9, application traffic transfer 902 is via the UP-A 326A.
[0154] The SMF 310 receives a trigger for UP reselection for the application traffic carried by the PDU session. The
trigger can be from: an AS relocation notification procedure 904, indicating a new AS location; a handover procedure
906, indicating a new serving AN; or a policy trigger 908 from PCF 314 indicating a policy change that impacts the UP
selection of the PDU session.
[0155] In response to receiving the trigger, in step 910 the SMF 310 sends a session redirection message to the UE
102 via the AMF 308. This step is optional if the established PDU session is to be pre-served or re-used according to
the SSC mode configuration.
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[0156] In step 912, the UE 102 transmits a session request for setting up a new session in response to receiving the
session redirection. Note that this step is also optional, as it only occurs if a session redirection message is received
from the SMF 310.
[0157] In step 914 the SMF 310 establishes the UP-B 326B for the application traffic using an UP (re)selection pro-
cedure. Step 914 is similar to the UP selection procedure shown in FIG. 7 and described above.
[0158] In the case that the step 912 is optional, if the PDU session is not a dedicated PDU session for the application
and has an SSC mode of 3, the SMF 310 may insert a branching point into the UP path such that the UP-A 326A and
the UP-B 326B are two branches of the UP path. The SMF 310 instructs the branching point to steer the traffic associated
with the application to the UP-B 326B, for example, according to the destination address or the combination of destination
address and port number.
[0159] In step 916 the SMF 310 sends a session response to the UE 102 via the AMF 308 to close the session request
sent in step 912. If the ongoing PDU session is not a dedicated PDU session for the application and has an SSC mode
of 3, the response should indicate the application traffic to be redirected to the new PDU session, e.g., through the
destination address or the combination of destination address and port number). The UE 102 will perform traffic redirection
according to the redirection indication in the session response.
[0160] In step 918, the SMF 310 sets up traffic redirection from the UP-A 326A to the UP-B 326B for leftover traffic.
In step 920 future application traffic continues, now via the UP-B 326B.
[0161] In an embodiment, a system and method for application-influenced SSC and UP management for edge com-
puting is provided. In the embodiment, it is assumed that the applications (i.e. AS) are deployed in the operator’s local
network, i.e. local DN.
[0162] Referring to FIG. 10, an application function (AF) 324 (a non-3GPP function) is responsible for AS (re)location
(or, AS (re)selection) within the local DN. The application function 324 interacts with the CP 328 through the NEF 314.
The behaviour of the application function 324 and the actual relocation of the application or application context are not
yet defined under the current standard, and are not relevant to the present application.
[0163] The CN CP 328 has information about the traffic steering capability between the UPFs 304 and the AS locations.
The information is provided by a network management component, such as a network manager in the management
plane 330 and used by the NEF 314 to determine UPFs 304 suitableness or preference for the application.
[0164] The SMF 310 is responsible for configuring traffic steering at UPFs 304 for routing UL traffic to the proper AS
location in the face of AS (re)location.
[0165] The local DN is responsible for steering DL traffic to the proper UPF 304 in the face of UP (re)selection. The
UPF 304 recognizes the UE IP address associated the DL traffic as a valid IP address. To ensure that the UPF 304
recognizes the UE IP address, in some embodiments, each of the UPFs 304 may make use of the same private IP
address space.
[0166] The DL traffic steering may be configured by the application function 324, or realized through upper level mobility
management mechanisms within the local DN. The UPF 304 can recognize the UE IP address in the DL traffic as a valid
identifier. This can be for example achieved by applying the same private IP address space at the UPFs 304. As noted
above, in embodiments where IP addressing is not used, other address types or identifiers can be employed.The be-
haviour of the local DN for steering DL traffic is not germane to the following discussion.
[0167] The interface marked by a dashed line in FIG. 10 is not yet defined under the current standard and how it is
structured is not germane to the following discussion.
[0168] This section describes the interaction necessary between the CP 328 and the application function 324 to enable
application-friendly UP management for the application that requires efficient end-to-end path.
[0169] In this example embodiment, it is assumed that the NEF 314 authenticates and validates the information
received from the application function 324. As will be understood by those skilled in the art, this responsibility can be
moved to another functions, with the commensurate changes in the control signalling.
[0170] Referring to FIG. 11A, a signalling diagram is presented illustrating an embodiment of application-influenced
UP selection performed by the SMF 310 as part of session establishment. In step 1100 the application function notifies
the network of the application location(s) for the future application traffic associated with the UE 102 through the procedure
of ’Application (Re)location Notification’ service of the NEF 314, where UP selection policy and traffic steering rule are
generated by the PCF 314. In an implementation, the procedure of Application (Re)location Notification’ service of the
NEF 314 may be implemented using any number of different methods including some of those described elsewhere in
this application.
[0171] In step 1102, the application function 324 can subscribe to UP 326 (re)selection notification for the future
application traffic associated with the UE 102 through the procedure (part 1) of ’UP (Re)selection Notification’ service
of the NEF 314, where UP (re)selection notification policy is generated by the PCF 314. In an implementation, the
procedure of ’UP (Re)selection Notification’ service of the NEF 314 may be implemented. Step 1102 is an optional step,
which may be determined by the application function 324. In some implementations, steps 1100 and 1102 may operate
independent from each other.
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[0172] In step 1104 the UE 102 sends a session request to the SMF 310, which includes the local DN identifier. The
request may include the application identifier, indicating it is a dedicated PDU session for the application. The local DN
identifier and the application identifier may be two parts of an integrated identifier (as local DN identifier or application
identifier) or be two separate identifiers.
[0173] In step 1106 the SMF 310 verifies the UE context and authorizes the session request according to the user
subscription data. In step 1108 the SMF 310 obtains operator policies from the PCF 314, including the application-
influenced UP management policy resulting from steps 1100 and 1102. In step 1110 the SMF 310 selects an SSC mode
for the PDU session according to the session request, the operator polices, the UE type, and other necessary information.
If the session request includes the application identifier and if the operator policies indicate application mobility (i.e.
potential application relocation), the SMF 310 may select the SSC mode 2 for the PDU session. If the session request
does not include the application identifier and if the operator polices indicate that the applications potentially accessed
by the UE have mobility, the SMF 310 may select the SSC mode 3 for the PDU session.
[0174] In step 1112 the SMF 310 can select an end-to-end UP path for the PDU session with respect to the operator
policies. This end-to-end path in the UP 326 may include the application location selected for the PDU session.
[0175] In step 1114 the SMF 310 requests the AN 302 to set up N3 connection. In optional step 1116, the AN 302
may allocate RAN resource for the PDU session.
[0176] In step 1118 the AN 302 responds to the SMF 310, indicating the completion of N3 connection setup.
[0177] In step 1120 the SMF 310 sets up the UP path. In step 1122 the SMF 310 can configure the traffic steering
over the N6 interface at the anchor UPF 304 of the UP 326. In some embodiments, steps 1120 and 1122 may be
combined in a single integrated configuration step in which the UP setup and traffic steering configuration are performed
together..
[0178] In step 1124 the SMF 310 can notify the application function 324 about the end-to-end UP path selection through
the procedure (part 2) of ’UP (Re)selection Notification’ service of the NEF 314. The notification indicates the PDU
session location and the application location. In some embodiments, the PDU session location can be used as the anchor
UPF IP address. In other embodiments, the UE IP address can be used for the PDU session location. Step 1124 is
optional, if the step 1102 does not exist or if step 1102 does not indicate the need for of UP (re)selection post notification.
[0179] In step 1126 the SMF 310 sends a session response to the UE 102 via the AMF 308. The manner in which
PDU Session establishment is carried out can vary in different implementations. Those skilled in the art will appreciate
that this procedure may be subject to standardization and the details of such a procedure are not necessarily germane
to the present application.
[0180] FIG. 11B illustrates an alternate embodiment including the additional optional step 1128. In step 1128 the SMF
310 notifies the application function 324 about the end-to-end UP path selection through the procedure (part 2) of ’UP
(Re)selection Notification’ service of the NEF 314. The notification indicates the PDU session location and the application
location. In some embodiments, the PDU session location is the anchor UPF IP address. In other embodiments, the IP
address of the UE can be used as the PDU session location. Step 1128 is a pre-notification step that is optional, for
instance if step 1102 does not exist or if step 1102 does not indicate the need of UP (re)selection pre-notification.
[0181] FIGs. 12A and 12B are signalling diagrams illustrating embodiments of an application-influenced UP reselection
procedure. This procedure does not change the UE IP address and is therefore transparent to the UE 102. The embod-
iment of FIGs. 12A and 12B assume that the UE 102 already has an established PDU session via the UP-A 326A.
[0182] Referring to FIG. 12A, in step 1200 the application function 324 subscribes to UP (re)selection notification from
the network for the application traffic associated to the PDU session through the procedure (part 1) of "UP (Re)selection
Notification" service of the NEF. Step 1200 is optional, depending upon the requirements of the application function 324.
[0183] In step 1202 traffic transfer between the UE 102 and the UP-A 326A may proceed.
[0184] In step 1204 the application function 324 can notify the network about application relocation through the pro-
cedure of "Application (Re)location Notification" service of the NEF 314. Steps 1200 and 1204 can be independent of
each other. Notification of the network can include the application function 324 transmitting a notification message to
one or more network nodes that can, in turn, provide a notification to core network functions that are not otherwise
reachable by the application function 324.
[0185] The SMF 310 can modify the end-to-end UP path according to the application relocation and local policy when
necessary or desirable.
[0186] In procedure 1206, the SMF 310 modifies the end-to-end UP path where UP reselection is required. In step
128 the SMF 310 reselects the UP-B 326B and the traffic steering (over the N6 interface) for the PDU session. If the
SSC mode of the PDU session is 2, the UP-B 326B is selected to replace the UP-A 326A. If the SSC mode of the PDU
session is 3, the SMF 310 inserts a branching UPF or a UL CL UPF into the UP path such that the UP-A 326A and the
UP-B 326B are two branches of the UP path.
[0187] In step 1210 the SMF 310 notifies the application function 324 about the UP reselection through the procedure
(part 2) of ’UP (Re)selection Notification’ service of the NEF. Step 1210 is optional, if step 1200 does not exist or if the
application function 324 has been notified about a UP (re)selection with the same content.
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[0188] In step 1212 the SMF 310 modifies the end-to-end UP path according the UP reselection decision. This can
be carried out using any of a number of different methods. The particulars of such method may be subject to standard-
ization, such as described for steps 8 - 11 in the clause 4.3.5.X.2 of the current standard. In step 1212, the N3 connection
can be modified, the branching UPF or the UL CL UPF (if any) can be configured to steer the application traffic to UP-
B 326B, and the N6 interface (i.e. traffic steering) at the anchor UPF of UP-B is configured. The traffic steering at the
branching UPF or the UL CL UPF may be based on the destination IP address, the destination port number, the source
IP address, or a combination of any of them.
[0189] In step 1214 the SMF 310 reconfigures the traffic steering in cases where UP reselection is not required. The
SMF 310 reconfigures the N6 interface at the anchor UPF of UP-A 326A so as to steer the application traffic to the new
application location.
[0190] In step 1216 traffic transfer between the UE 102 and the UP-B 326B may proceed.
[0191] In step 1218 the SMF 310 releases the PDU session resources related to the UP-A 326A, if step 1206 takes
place and the SSC mode of the PDU session is 2.
[0192] Referring to FIG. 12B, in an alternate embodiment step 1200 from FIG. 12A may be performed after 1204. In
step 1220 traffic transfer between the UE 102 and the UP-A 326A may proceed.
[0193] In step 1222 the application function 324 notifies the network about application relocation through the procedure
of "Application (Re)location Notification" service of the NEF 314. Steps 1200 and 1222 can be independent of each other.
[0194] In step 1224 the application function 324 subscribes to a UP (re)selection notification from the network for the
application traffic associated to the PDU session through the procedure (part 1) of "UP (Re)selection Notification" service
of the NEF 314. Step 1224 is optional, depending upon the requirements of the application function 324.
[0195] In step 1226, The SMF 310 performs end-to-end UP path reselection, including at least one of UP reselection
and application location reselection, according to the application relocation and the local policy.
[0196] In step 1228 the SMF 310 reselects the end-to-end UP path for the PDU session. If UP reselection is needed,
the SMF 310 reselects the UP-B 326B for the PDU session. If the SSC mode of the PDU session is 2, the UP-B 326B
is selected to replace the UP-A 326A. If the SSC mode of the PDU session is 3, the SMF 310 inserts a branching UPF
or a UL CL UPF into the UP path such that the UP-A 326A and the UP-B 326B are two branches of the UP path.
[0197] In step 1230 the SMF 310 notifies the application function 324 about the end-to-end UP path reselection through
the procedure (part 2) of ’UP (Re)selection Notification’ service of the NEF 314. The notification indicates the anchor
UPF location and the new application location. This step is a pre-notification step. It is optional, if step 1224 does not
exist or if step 1224 does not indicate the need of UP (re)selection pre-notification.
[0198] In step 1232 the SMF 3 10modifies the end-to-end UP path according to the decision of step 1228. In the case
that UP-B 326B is selected for the PDU session, the SMF 310 modifies the end-to-end UP path, as described by the
steps 8 - 11 in the clause 4.3.5.X.2 of the current standard. In step 1232, the N3 connection is modified, the branching
UPF or the UL CL UPF (if any) is configured to steer the application traffic to the UP-B, 326B and the N6 interface (i.e.
traffic steering) at the anchor UPF of UP-B 326B is configured. The traffic steering at the branching UPF or the UL CL
UPF may be based on the destination IP address, the destination port number, the source IP address, or a combination
of any of them.
[0199] In the case that UP reselection is not needed, in step 1234 the SMF 310 reconfigures the N6 interface at the
anchor UPF of UP-A 326A so as to steer the application traffic to the new application location.
[0200] In step 1236 the SMF 310 notifies the application function 324 about the end-to-end UP path reselection through
the procedure (part 2) of ’UP (Re)selection Notification’ service of the NEF 314. Step 1236 is a post-notification step. It
is optional, if the step 1224 does not exist or if the step 1224 does not indicate the need of UP (re)selection post-notification.
[0201] In step 1216 traffic transfer between the UE 102 and the UP-B 326B may proceed.
[0202] In step 1240 the SMF 310 releases the PDU session resources related to the UP-A 326A, if the SSC mode of
the PDU session is 2 and the UP-B is selected for the PDU session at step 1228.
[0203] FIG. 13 is a signalling diagram illustrating an embodiment of application (re)location notification service proce-
dure.
[0204] In step 1300 the NEF 310 receives an Application (Re)location Notification Request(application identifier, ap-
plication location information, temporal validity condition, spatial validity condition, traffic filter, requester information)
message from the application function 324. The application location information indicates the (new) application location(s)
and the status of the (new) application location(s). The application location(s) are specified using IP address. The
temporal validity condition indicates when the notified application (re)location will proceed. Void of the temporal validity
condition implies the application (re)location proceeds immediately. The spatial validity condition indicates the application
(re)location applies only to the traffic associated to UEs located within specified Location(s). Void of the spatial validity
condition implies the notified application (re)location applies without being concerned with UE location.
[0205] The traffic filter indicates the traffic that the application (re)selection applies to, which may belong to ongoing
PDU sessions or future PDU sessions. Void of the traffic filter implies the application (re)selection applies to all traffic
associated to the application.
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[0206] The traffic filter may explicitly indicate whether the traffic including at least one of ongoing traffic and future
traffic. The traffic filter may be described using the IP address associated to the traffic. It may also be described using
UE ID that is recognized both by the application function and by the network. The requester information includes requester
identifier.
[0207] The NEF 314 notifies the application (re)location to the selected CP function, i.e. SMF 310 or PCF 314. The
notification includes the Application (Re)location Notification Service transaction identifier, the application identifier, the
(new) application location(s), the identifiers of the anchor UPFs suitable for selection for each of the (new) application
location(s), and the temporal and spatial validity conditions, the traffic filter. Depending on the nature the Location
information in the spatial validity condition, the NEF 314 may need to translate the Location information into information
that is understandable by the CP functions. The traffic filter may be translated traffic filter described using PDU session
identifiers. The NEF 314 determines the anchor UPFs suitable for selection according to the traffic steering capabilities
between the UPFs and the notified application locations, which is provided by the management plane.
[0208] In procedure 1302, the notification relates to the case where the impacted traffic belongs to ongoing PDU
sessions only. In step 1304 the NEF 314 identifies the PDU sessions associated to the impacted traffic and the SMF
310 managing the PDU sessions, and sends the notification to the SMF 310. The NEF 314 identifies the SMF 310 by
interacting with the UDM 320. In step 1306 the SMF acknowledges the receipt of the notification to the NEF.
[0209] In procedure 1308, the notification can indicate that the impacted traffic belongs to future PDU sessions (and
also possibly to ongoing PDU sessions). In step 1310 the NEF 314 identifies the PCF 314 that is in charge of operator
policy for the PDU sessions and sends the notification to the PCF 314. The NEF 314 identifies the PCF 314 by interacting
with at least one of the NRF 318 and the UDM 320. In step 1312 the PCF 314 acknowledges the receipt of the notification
to the NEF 314. In step 1314 the PCF 314 generates or updates UP management policies according to the notification.
If the impacted traffic belongs to ongoing PDU sessions, in step 1314 the PCF 314 identifies the serving SMF 310 of
the traffic and notifies the SMF 310 about the policy change. In step 1318 the SMF 310 obtains the policy update from
the PCF 314.
[0210] In step 1320 the NEF 314 sends an Application (Re)location Notification Response (Result Code) message to
the application function 324. The result code indicates the acceptance of the request or its rejection.
[0211] FIG. 14 is a signalling diagram illustrating an embodiment of a UP (Re)selection Notification Subscription
Service.
[0212] In step 1402 the NEF 314 receives the UP (Re)selection Notification Subscription Request ([Transaction Iden-
tifier] or [application identifier, temporal validity condition, spatial validity condition, traffic filter], Notification Type, re-
quester information]) message from the application function 324.
[0213] Alternative A [Transaction Identifier]: the subscription request corresponds to an existing Application (Re)loca-
tion Notification Service transaction. The transaction identifier of the existing Application (Re)location Notification Service
transaction, implies that the subscription request applies to any UP (re)selection impacted by the existing Application
(Re)location Notification Service transaction. The NEF 314 can perform simplified authentication and validation by
verifying the transaction identifier.
[0214] Alternative B [application identifier, temporal validity condition, spatial validity condition, traffic filter, requester
information]: the subscription request is independent of existing Application (Re)location Notification Service transactions.
The temporal validity condition indicates when the subscription may be effective. Void of the temporal validity condition
implies the subscription becomes effective immediately. The spatial validity condition indicates the subscription is effective
only to the traffic of UEs located within specified Location(s). Void of the spatial validity condition implies the subscriptions
become effective without being concerned with UE location. The traffic filter indicates the traffic that the subscription
may apply to, which may belong to ongoing PDU sessions or future PDU sessions. Void of the traffic filter implies the
subscription applies to all traffic associated to the application. The traffic filter may explicitly indicate whether the traffic
including at least one of ongoing traffic and future traffic. The traffic filter may be described using the IP address associated
to the traffic. It may also be described using UE ID that is recognized both by the application function and by the network.
The Notification Type indicates either Pre-Notification, Post-Notification, or both Pre-Notification and Post-Notification
are requested. Pre-Notification implies notification is to be sent before the end-to-end UP path is configured; Post-
Notification implies notification is to be sent after the end-to-end path configuration. The requester information may
include: requester identifier, requester IP address, and requester port number.
[0215] The NEF 314 requests the selected CP function, i.e. SMF 310 or PCF 314, to set up UP (re)selection notification.
The request may include the UP (Re)selection Notification Subscription Service transaction identifier, the NEF identifier,
and the subscription information in the request message except for the requester information. Depending on the nature
of the Location information in the spatial validity condition, the NEF 314 may need to translate the Location information
into information that is understandable by the CP functions. The traffic filter may be translated traffic filter described
using PDU session identifiers.
[0216] In procedure 1404 the impacted traffic belongs to ongoing PDU sessions only. In step 1406 the NEF 314
identifies the PDU sessions that the impacted traffic is associated to and the SMF 310 managing the PDU sessions,
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and sends the request to the identified SMF 310. In step 1408, the SMF 310 responds to the NEF 314, indicating the
acceptance of the request. The NEF 314 identifies the SMF 310 by interacting with the UDM 320.
[0217] In procedure 1410 the impacted traffic belongs to future PDU sessions (and also ongoing PDU sessions). In
step 1412 the NEF 314 identifies the PCF 314 that is in charge of the operator policy for the PDU sessions that the
impacted traffic is associated to and sends the request to the identified PCF 314. In step 1414, the PCF 314 responds
to the NEF 314, indicating the acceptance of the request. The NEF 314 identifies the PCF 314 by interacting with at
least one of the NRF 318 and the UDM 320. In step 1416 the PCF 314 generates or updates UP management policies
according to the request. If the impacted traffic belongs to ongoing PDU sessions, in step 1418 the PCF 314 identifies
the serving SMF 310 of the traffic and notifies the SMF 310 about the policy change. In step 1420 the SMF 310 obtains
the policy update from the PCF 314.
[0218] In step 1422 the NEF 314 sends an UP (Re)selection Subscription Response (Result Code) message to the
application function 324. The result code indicates the acceptance of the request or its rejection.
[0219] After performing end-to-end UP (re)selection for the impacted traffic, in step 1424 the SMF 310 notifies the
NEF 314 about the UP (re)selection. The notification can include information such as the UP (Re)selection Notification
Subscription Service transaction identifier, the Notification Type, the PDU session location the anchor UPF location and
the application location. The PDU session location can, in some embodiments be one of the anchor UPF address or the
UE address for the PDU session. In some embodiments, these addresses are IP addresses. The application information
may be in the form of an IP address or another such identifier.
[0220] In step 1426 the NEF 314 sends the UP (re)selection information to the application function 324 using the
requester IP address and the requester port number.
[0221] In step 1428 the application function 324 responds to the NEF 314 to acknowledge the delivery of the notification.
The response indicates whether the network should continue the end-to-end path configuration, if the Notification Type
is Pre-Notification.
[0222] Upon a pre-notification, the application function 324 can perform the necessary steps for the application (re)lo-
cation or application state (re)location procedure, which can include releasing resources and data structures, etc. If the
application function 324 wants to cancel the application (re)location, the application function 324 uses the response
message to inform the network. If the Notification Type is Post-Notification, the application function 324 knows that the
end-to-end UP path is ready for use, and can start to steer DL traffic to the path.
[0223] In step 1430 the NEF 314 responds to the SMF 310 to acknowledge the delivery of the notification. The response
includes the information received from the application function 324 in step 1428.
[0224] In some embodiments application functions may influence traffic routing. Information on the UE whose traffic
is to be routed
[0225] The information to identify UE 102 can be either fixed identifiers or dynamic identifiers

Fixed identifiers

[0226] SUPI, PEI described in Clause 5.9 of TS 23.501: Since the edge computing applications may be located in
untrusted domains, these identifiers should not be disclosed to 3rd party edge computing applications.

MSISDN: Can be used for 3rd party edge computing

External Identifier: Can be assigned either by operators or by edge computing application

Dynamic identifiers

[0227]

Temporary identifier: Assigned during UE mobility registration procedure

IP address: assigned during session establishment procedure

[0228] The above two identifiers can be used to identify the UE 102 having active PDU sessions. However, these
identifiers may be changed due to UE mobility or UPF reselection. Additionally, it the PDU session is non-IP type, the
IP address is inapplicable. Thus, these dynamic identifiers may be not suitable for edge computing applications.
[0229] Proposal 1: Either External Identifier or MSISDN is used to identify the UE whose traffic is to be routed.
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2 Identifiers for Group of UEs

[0230] In some scenarios, the traffic routing updates may be applied to a group of UEs. If there are a large number of
UEs and the UE identifiers are included in the message sent from edge computing application to the CN, this message
would be large. Some alternative methods should be proposed. Some possible methods are given below.
[0231] Geographical areas: the coverage of PLMN can be divided into zones, each zone has a zone identifier (ZID).
The operator can inform the edge computing application about the mapping between geographical location and ZID.
There is no need to standardize the ZID.
[0232] IP prefix: It is possible that the group of UEs for a given application may be assigned a range of IP addresses.
The IP range may be reserved to indicate the group of UEs. However, this solution is inapplicable to non-IP traffic type.
[0233] Domain Network Name (DNN): Each edge computing application may have a unique name recognized by CN.
The DNN can indicate the UE who can access the DNN
[0234] Application Identifier (AID): If a DN provides multiple applications, each application may have an Application
Identifier. The Application Identifier can be represented by the port of application server for IP traffic.
[0235] Combinations of any above attributes can be used to identify group of UEs.
[0236] Proposal 2: A combination of DNN, AID and ZID can be used to identify a group of UEs.
[0237] 3. Information on where to route the traffic: This can be either (or both) of the DNN of local data network and
the IP address of the application server.
[0238] Proposal 3: Either DNN of local data network or IP address of the application server can be used to indicate
the routing destination.
[0239] 4. Potential locations of the application to where the traffic routing should apply: The potential locations of the
application can be either DNNs of local data networks hosting application server.
[0240] Alternatively, the IP addresses of application server can be used. The network management entities can con-
figure the CP about the capabilities of transportation link between the UPF(s) and application servers. There is a separate
contribution to clarify this issue.
[0241] Proposal 4: Either the DNNs of local data networks or IP addresses of application servers can be used to
indicate potential locations of application for traffic routing.

5. Information to identify the traffic to be routed

[0242] Once the UE 102 has been identified, additional information can be used to identify the traffic to be routed.

DN provides 1 application: If the DN provides only one application, the DNN can be used to identify a PDU session.

DN provides multiple applications: Each application should have an Application Identifier (AID). For IP traffic, the
AID can be the port number of application server.

[0243] Proposal 5: The DNN can be used to identify PDU sessions if the DN provides one edge computing application.
If the DN provides multiple application, each the DNN and AID are used to identify PDU sessions.
[0244] The application function request may be routed to the SMF by another control function such as the NEF or the
PCF.

a. In EPC, the Rx Interface between PCRF and Application Function is used to support 3rd party applications:

Examples: IMS and public safety Application Functions, SCEF

Security: Those applications are considered located in 3GPP trusted domain. There are no major security issues.

The information received over Rx interface is intended for PCRF. It means the PCRF processes the received
information to make policy decision.

b. Edge computing applications in 5G CN

Security: Edge computing application control function may be located in non-trusted domains. Thus, the request
from application control function should be authenticated and authorized. The current agreed functionalities of
NEF include authentication/authorization functionalities, but not PCF.

For edge computing applications, the information from application control function may be intended for SMF for



EP 3 755 012 A1

25

5

10

15

20

25

30

35

40

45

50

55

possible re-selection of UPF; the PCF does not process this information. Hence application control function
should not send its request to PCF.

[0245] Proposal 6: The NEF is used as the interface between application control function and CN CP functions.
[0246] An application function may send requests via NEF to influence SMF routing decisions for traffic of PDU session.
This may influence UPF selection and allow routing user traffic to a local access to a Data Network
[0247] Such requests may contain at least:
In some implementations, the requests may include information to identify the traffic to be routed. The DNN can be used
to identify PDU sessions if the DN provides one edge computing application. If the DN provides multiple application, the
DNN and AID (Application Identifier) are used to identify PDU sessions.
[0248] In some implementations, the port number of application server may be used as an AID. Information on where
to route the traffic. Either DNN of local data network or IP address of the application server can be used to indicate the
routing destination. Potential locations of the application to where the traffic routing should apply. Either the DNNs of
local data networks or IP addresses of application servers can be used to indicate potential locations of application for
traffic routing. The traffic can be identified by the DNN when the Application Function is the only Application Function
hosted in the local DN, or if there is otherwise no opportunity for confusion; otherwise, a combination of DNN and an
application identifier or traffic filtering information can be used to identify the application traffic.
[0249] NOTE 1: Mapping between application identifier and traffic filtering information (such as IP address of the
Application Function receiving the traffic) can be configured in the NEF.

- In some implementations, the requests may include information on where to route the traffic, such as the DNN (e.g.
if all traffic of the PDU session is routed to the Application Function) or the IP address of the Application Function.

- In some implementations, the requests may include potential locations of the application to where the traffic routing
should apply. The potential locations of the AFs can be indicated using an IP address of the traffic handling AF that
the NEF (or the AF if it is trusted by the operator as described in clause 6.2.X) maps to specific PDU session anchors
to the local DN.

[0250] NOTE 2: The IP address used to identify the instance of the traffic handling AF can be different from the IP
address of the same AF instance used by the UE to interact with it.

In some implementations, the requests may include information on the UE(s) whose traffic is to be routed. Individual
UEs can be identified using either External Identifier or MSISDN. Groups of UEs can be identified by the DNN with
which they have an active PDU session, possibly together with an application identifier or traffic filtering information.
Additionally, to restrict the group to UE(s) within a certain geographic area, zone identifiers can also be included.

NOTE 3: A zone identifier can be mapped to a geographic area. The mapping is configured in both NEF and AF.
Either External Identifier or MSISDN is used to identify individual UEs. The DNN, AID (Application Identifier) and
ZID (Zone Identifier) or a combination of any of them can be used to identify a group of UEs

In some implementations, the requests may include information on when (time indication) the traffic routing is to apply.

[0251] The application function 324 issuing such requests is assumed to belong to the PLMN serving the UE 102. The
application function 324 may issue requests on behalf of other applications not owned by the PLMN serving the UE 102.
[0252] SMF 310 may, based on local policies, take this information into account to: (re)select UPF(s) for PDU sessions.

activate mechanisms for traffic multi-homing or enforcement of an UL Classifier (UL CL). Such mechanisms are
defined in sub-clause 5.3.5. This may include providing the UPF with traffic forwarding (e.g. break-out) rules.

inform the application function of the (re)selection of the UP path.

[0253] According to certain implementations of the invention, methods and systems for traffic routing are provided in
which a spatial validity condition is added as part of the information provided by the AF.
[0254] The AF 324 may provide information to one or more nodes or functions within the CN to influence UP path
(re)selection decisions including for edge computing scenarios. However, consideration typically is made whether the
information provided by AF is identical to the information used in the CN for UP path (re)selection, in other words, whether
information mapping/processing is needed. The following table compares the pros and cons when mapping/processing
is and is not needed.
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[0255] Based on the information provided in the above table, some embodiments include one or both of the following
two alternatives for AF influence on traffic routing:

(1) In the case of an AF 324 interacting with the Core Network Functions via a NEF 314, the information provided
by the AF 324 and the information used in the Core Network may be different. In such an embodiment, the NEF
314 may be configured to perform the information processing/mapping.

(2) In the case of an AF 324 interacting with the Core Network Functions directly, the AF 324 may implement the
NEF’s information processing functionality and provide information to the CN functions in a format that can be used
in the Core Network.

[0256] In some applications, such as, for example, an MTC application including an event monitoring application or a
crowd-sensing application, UL data associated with the application may need to be routed to the same application
location for collection, processing, and decision-making. For instance, the data may be routed to the same application
location in order to process the data, identify any data correlations, perform information aggregation, and either make
a decision or output a result to allow an operator or a 3rd party to review and take action. In such a case, the AF influence
on traffic routing may be subject to a spatial validity check, for instance that the location of the UE(s) satisfies a spatial
constraint when the traffic routing applies.
[0257] Accordingly, in accordance with some embodiments, a spatial validity condition is included in the information
provided by the AF to the CN, which is independent from the conditions influencing UP (re)selection.
[0258] In accordance with some embodiments, the interaction between the CP and the application environment may
be defined or regulated as a policy so as to benefit from the unified policy framework. In some embodiments, the result
of the interaction between the CP and the application environment is a policy generation or policy update. The policies
are UP management policies which include traffic routing policies. The PCF-based approach allows the PCF to maintain
a global view of the UP management and, thus, address global consistency optimality in UP management.
[0259] An AF may send requests to influence SMF routing decisions for traffic of one or more PDU sessions. In some
implementations, the AF sends requests to the PCF to influence these SMF routing decisions. This may influence the
UPF selection process and allow routing of user traffic to a local access to a Data Network (DN). Those skilled in the
art will appreciate that reference in this document to routing of traffic a local access to a DN can be understood to include
transmitting traffic to a local access point that can provide access to the DN in question. This local access point may be
local to the CN (or segment of the CN) or it may be local to the DN. Topologically the local access serves as a connection
into the DN.
[0260] In some implementations, an AF may be in charge of, or a party to decisions about, the (re)selection or relocation

Pros Cons

Mapping 
is 
needed

The impact from application environment 
on the architecture design is minimized. 
The Core Network is application agnostic. 
Any change in application environment is 
masked by the processing NF that 
performs the processing/mapping.

A processing NF is needed between the AF and the Core 
Network Functions. This creates additional complexity.

The processing NF can be configured to 
support unlimited types of application 
environments without impacting the 
system architecture. The architecture is 
thus extensible.

Mapping 
is not 
needed

AF generates information understandable 
to Core Network Functions. Simplified 
architecture.

The impact from application environment on the 
architecture design is maximized.
The Core Network is extended to the application domain. 
Additional standardization work is needed for the 
extension, for example, on the nature of application 
location, the inter connection between UPF and application 
location. When the application environment changes, 
3GPP standards need to be updated. Or, the standards 
need to cover all possible application environments.
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of the applications within the local DN. In some implementations, such an AF may receive notifications about events
related to PDU sessions (and in some embodiments may receive information associated with applications that have live
PDU sessions or that have the authorization to initiate a PDU session through or with the AF).
[0261] In some implementations, an AF may send the (re)selection or relocation requests, associated with a DN hosted
application, independently from one another. The AF issuing such requests is assumed to belong to the network (e.g.
the PLMN) serving the UE. The AF may issue requests on behalf of other applications not owned or hosted by the
network (e.g. PLMN) serving the UE.
[0262] If the AF is within the trust domain of the CN, it may interact with the PCF directly. If the AF is outside the trust
domain, it may interact with the PCF via the NEF, and the NEF can in turn interact with the PCF and behave as an AF
within the trust domain on behalf of the actual AF outside the trust domain. In some embodiments, the NEF may act as
an AF on behalf of an actual AF that is resident within the trust domain.
[0263] In scenarios in which the AF interacts with the PCF via the NEF, the information provided by the AF and the
information used in the 5G Core (5GC) Network may be of a different format or different in nature (e.g. contain different
information elements). In some implementations, the NEF may be configured to perform information conversion/mapping.
In the case in which the AF interacts with the PCF directly, the AF may provide information usable by the 5GC without
the need for information conversion.
[0264] Requests to influence SMF routing decisions for traffic of PDU session may be sent by an AF. An Application
Function can send an Application Location Notification message to the PCF. The message may contain at least:

Information to identify the traffic to be routed. The traffic may be identified, for instance, by the DNN and an application
identifier or traffic filtering information. In some implementations, the traffic can be identified in the AN request by
the DNN. The DNN may be used to identify the traffic of a PDU session, and the Application Identifier, to indicate
a particular service of a PDU Session. In case of IP traffic, in some embodiments traffic filtering information (e.g.,
IP 5-tuple which may contain source and destination addresses as well as port numbers at each of the source and
destination, as well as a protocol being used) may be included. In some implementations, slicing information (e.g.,
S-NSSAI) may be part of the traffic filtering information or be a separate element in the AN request.

Information on where to route the traffic. If the AF interacts with the PCF directly, it may indicate a routing profile
including a list of Dynamic Network Access Identifiers (DNAIs), each of which may comprise a local access to the
DN, and N6 traffic routing parameters related to each DNAI. If the AF interacts with the PCF via the NEF, it may
indicate at least one of the DNN and the address of the application in its communications. In an embodiment, the
N6 traffic routing parameters may be configured in UPFs for supporting the traffic steering mechanism or imple-
mentation in the local DN.

Potential locations of the AFs which may be used to determine where the traffic routing should apply. The potential
locations of the AFs may, for example, be used for UPF selection. If the AF interacts with the PCF directly, the
information associated with potential locations of the AFs (either in absolute terms or in topological terms) can be
provided by the DNAIs in the routing profile described above. If the AF interacts with the PCF via the NEF, the
information regarding potential locations of the AFs can be provided by the host address(es) of the application.

Information about the UE(s) whose traffic is to be routed. This may correspond to individual UEs, all UEs, groups
of UEs a subset of the connected UEs, or another such grouping. The UE or grouping of UEs may be identified
using any one of, or a combination of any of, an External Identifier, External Group Identifier, MSISDN, an IP address,
or IP address prefix

Temporal validity information to indicate when the traffic routing is to apply. In some implementations, the absence
of the temporal validity information may imply that the traffic routing shall apply immediately. It should be understood
that other default conditions may apply if the temporal validity information is omitted.

Spatial validity information indicating any location-based criteria (e.g. geographic location(s) within which the UE(s)
should be located) that should be used to determine whether to apply the traffic routing. If absent, a default condition
may apply.

[0265] In some implementations, the AF may interact with the PCF via the NEF. In this case the NEF may be configured
to convert the ’information on potential locations of the applications to where the traffic routing should apply’ and the
’information on where to route the traffic’ in the message into a routing profile and provides this routing profile or an
indication of the routing profile, to the PCF. If the routing profiles can be ordered and placed into an indexed list, only
the index needs to be provided.
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[0266] In some implementations, the PCF, based on at least one of received information (for instance received from
the AF or the NEF), a, possibly pre-defined, operator’s policy, and inputs from other entities (e.g., user subscription,
user’s quota, user’s current RAT, network load status, time of day, UE location, APN ... which may be received from
other network entities such as a CSM entity, an HSS, a traffic engineering function or from any number of control and
management plane entities), can authorize a request received from the AF and in accordance with the request determine
a traffic steering policy. The traffic steering policy may indicate a suitable traffic steering profiles from a set of profiles.
Each of the profiles may specify the UPF providing the traffic steering and the N6 traffic routing parameters. This may
implicitly indicate a unique DNAI, to be configured in the UPF.
[0267] In an implementation, the PCF can provide the SMF with the traffic steering policy. The SMF may, based on
local policies, take this information into account to at least one of:

(re)select UPF(s) for PDU sessions. The SMF can perform traffic steering profile selection at the time of (re)selecting
UP path. Because a traffic steering profile may implicitly map to a unique DNAI (via the N6 traffic routing parameters
in the profile), traffic steering profile selection may imply mapping UE location (TAI/Cell-Id) to DNAI(s) in addition to
UPF selection;

activate mechanisms for traffic multi-homing or enforcement of an UL Classifier (UL CL). This may include providing
the UPF with traffic forwarding (e.g. break-out) rules; and

configure N6 traffic routing in the anchor UPF according to the selected traffic steering profile.

[0268] With reference to FIG. 15, in an embodiment of an application (re)location notification procedure, the connection
information (including connection quality e.g., number of hops, performance e.g., delay, delay jitter, throughput, or
attributes e.g. protocols supported and protocol parameters including protocol headers) between a DNAI (e.g., DNAI-1
or DNAI-2) and individual application hosts may be configured in the NEF 314 by a management plane entity, such as
a network manager, slice manager or service manager. Alternatively, the connection information may be provided by
the AF 324 to the NEF 314. The connection information for a DNAI with an application host, in some embodiments, may
also be referred to as routing requirements or routing profile. In other embodiments, this connection information may be
part of the routing profile.
[0269] If the AF 324 is not in the trust domain (e.g not within the CN or a network trusted by the CN), the AF 324 may
interact with the PCF 316 via the NEF 314. In this case, the AF 324 may provide the potential host location of the
application (or a set of locations associated with the application) to the NEF 314 in a message, such as an Application
Location Notification message. The NEF 314 can select suitable DNAIs to be associated with the application in accordance
with the information and the connection information described above. In some implementations, the NEF 314 can also
perform the selection in accordance with QoS requirements associated with the application toward the end-to-end
connection (either on a permanent basis or based on a particular session). The QoS requirements may be provided by
the AF 324 at the same time other data such as the Application Location Notification message, or it may be transmitted
separately. The NEF 314 may indicate the selected DNAI(s) and the respective connection information (selected portions
or in full) to the PCF 316. In some implementations, the connection information (or routing profile, or routing requirement)
indicated by the NEF 314 may be configured in the PCF 316 by a management plane function such as network manager,
slice manager, or service manager. In such a case, the NEF may only be required to indicate a connection identifier (or
routing requirement identifier, or routing profile identifier) to the PCF. In accordance with the provided connection identifier,
the PCF 316 may identify the detail from its local configuration. In some implementations, the PCF 316 may obtain the
connection information (or routing profile, or routing requirement profile) upfront from the NEF. In some implementations,
the NEF 314 obtained the connection information (or routing profile, or routing requirement profile) from an AF 324.
[0270] Where a management plane function acts to configure a CP function, for example a configuration change to
be applied to an NEF 314, the configuration may be changed after receipt of a request transmitted by an AF 324. In
some implementations, a management plane function can utilize an alternative path to configure a CP function. Where
conventionally a management plane function would configure CP functions through an ’Element Management’ system
in the management plane, in embodiments of the present invention, configuration information can be sent to a CP function
through the NEF 314. In such a scenario, the management plane function can be considered to be acting as an AF that
sends messages to the NEF. This allows the NEF 314 to forward configuration information or instructions without use
of an Element Management system interface.
[0271] A DNAI may be associated with one or multiple UPFs 304. The association can be based on the service area
of the UPFs 304 or the service area of the DNAI. For example, a UPF 304 may be associated with the DNAIs that are
located within the service area of the UPF 304. In other examples, UPFs 304 located within the service area of a DNAI
are associated to the DNAI. It should be understood that the service area may be defined in terms of geographic area,
or it may be determined by a topological function associated with an area of the mobile network. In some embodiments,
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the association of a UPF 304 and a DNAI may be based on virtualization. In this case, the DNAI may be associated with
a virtualization environment or platform (in some embodiments the DNAI itself may form the environment or platform).
In such embodiments, the virtual UPFs instantiated within the virtualization embodiment associated with the DNAI are
associated with the DNAI. A UPF 304 may be associated to one or multiple DNAIs.
[0272] Because the association between UPFs 304 and DNAIs may be pre-defined, when the NEF 314 transmits an
indication of the suitable DNAIs to the PCF 316, it implicitly indicates the suitable UPFs 304. In some scenarios, the
selection of a DNAI may result in the implicit selection of a subset of the available UPFs 304.
[0273] A traffic steering profile may be defined between a DNAI and each of the UPFs 304 associated with it. This
traffic steering profile can be used to describe the traffic steering behavior (including at least one of the traffic steering
performance such as delay, throughput, maximum PDU sessions allowed, etc., and
r routing parameters including protocol headers) of the UPF traffic toward the DNAI. The profile may be configured in
PCF 306 by a management plane entity such as network manager, slice manager, or service manager. In some em-
bodiments, a traffic steering profile may be configured in UDM 320 (Unified Data Management) or DSF (Data Storage
Function- e.g. UDR 322) and the PCF 316 needs to obtain it by indicating the DNAI and the UPF 304 to the UDM 320
or DSF (e.g. UDR 322).
[0274] According to the routing profiles, the PCF 316 may select traffic steering profiles (e.g., those providing matching
QoS performance or desired protocol support). The selected profiles (sometimes referred to as the suitable traffic steering
profiles, or the selected suitable traffic steering profiles) or an indication of the selected profiles can be transmitted by
the PCF to the SMF. The SMF may enforce, or begin to enforce, the received traffic steering policy during session
establishment or session modification (or in response to session establishment or session modification). If the traffic
steering profiles are also configured in the SMF, the PCF, in some embodiments, will only need to indicate the traffic
steering profile identifiers. If the traffic steering profiles are not configured in the SMF, the PCF 316 may need to provide
the content of the traffic steering profiles to the SMF. In some embodiments, the SMF 310 is indicated by the traffic
steering profile identifiers transmitted by the PCF 316 and an indicated SMF 310 can obtain the traffic steering profile
content form a 3rd CP function, such as UDM 320 or DSF (e.g. UDR 322).
[0275] An AF 324 may send requests to subscribe to UP path (re)selection notification from the SMF. The subscription
can be for at least one of early notification and late notification. In the case of a subscription for early notification, the
SMF 310 sends the notification before executing the UP path (re)selection. In the case of a subscription for late notification,
the SMF 310 sends the notification after the UP path (re)selection has completed.
[0276] The AF 324 requests for subscription to UP path (re)selection notification from the SMF may contain at least:

In an implementation, traffic identifying information related to the subscription may be provided. In an implementation
the traffic can be identified by the DNN if the AF is the only AF hosted in the local DN; otherwise, a combination of
DNN and traffic filtering information may be used to identify the application traffic. In an implementation, the DNN
may identify traffic based on at least one of: an AF request, an application identifier, and traffic filtering information.
In an example, the DNN may be used to identify the traffic of a PDU session, and the Application Identifier may be
used to indicate a particular service of a PDU Session. In the case of IP traffic, in some embodiments, traffic filtering
information (e.g. an IP 5-tuple as discussed above) may be included

Information on the UE(s) whose traffic is related to the subscription. This may correspond to Individual UEs , all
UEs, groups of UEs, identified using either an External Identifier, External Group Identifier, MSISDN, an IP address,
or an IP address prefix.

Information on when (temporal validity condition) the subscription is to apply. The absence of this information may
imply the subscription shall apply immediately.

Information regarding any spatial validity condition (the geographic location(s) within which the UE(s) should be
located) to determine whether the subscription applies. Absence of this information may imply that a default con-
figuration is to be used

[0277] In some embodiments, the PCF 316, based on information received from the AF (or the NEF), operator’s policy
and inputs from other entities (e.g., user subscription, user’s quota, user’s current RAT, network load status, time of day,
UE location, APN ...), can authorize the request received from AF and either provide or select a UP path (re)selection
event notification policy.
[0278] In some embodiments, the PCF 316 may provide the SMF 310 with the UP path (re)selection event notification
policy. The SMF 310 may, based on local policies, take this information into account to inform the AF 324 of the (re)se-
lection of the UP path (change of traffic steering).
[0279] UP (re)selection notification subscription may happen in a chain, for example, when an AF subscribes to NEF,
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which in turn subscribes to at least one of the SMF and PCF. The CP function in the middle of such a subscription chain
(e.g in the above example, the NEF) will transmit a notification (in some examples this may be relaying the received
notification) along the chain. The CP function may maintain its role in the subscription chain to maintain the mapping
between subscription context with the prior CP function and that of the next CP function in the chain. Before relaying a
notification, the CP function may process the notification and may enhance or enrich the information in the notification,
reduce or simplify the information in the notification, or translate/convert the information in the notification.
[0280] The SMF 310 may notify the subscriber network function about the UP (re)selection notification (together with
a subscription identifier in the UP (re)selection notification policy provided by the PCF). In other embodiments where
such a notification is either not required or in embodiments where the subscriber network function can obtain the infor-
mation through other functions, the SMF 310 may be configured to not transmit the notification message.
[0281] In some implementations, the subscriber network function identifier may indicate a network address associated
with the subscriber network function. In some implementations, the SMF interacts with the subscriber network function
using the subscriber network function identifier directly (e.g., through IP routing in the case the identifier is an IP address).
In some implementations, the SMF maps the subscriber network function identifier to some routing information (e.g.
tunneling information) and uses that inform to interact with the AF. In some implementations, the SMF maintains such
mapping, e.g., by a configuration from the management plane functions; in some embodiments, the SMF obtains the
mapping by interacting with a third CP function, e.g., the NRF or the UDM, by providing the subscriber network function
identifier to the third CP function and obtaining the mapping in response.
[0282] In the case in which the AF 324 is in the trust domain (i.e., when the AF interacts with the PCF directly):

In some embodiments, the subscriber network function that the SMF 310 sends notification to is the AF 324, and
the notification contains the identifier of the selected anchor UPF of the PDU session. In some embodiments, the
UPF identifier indicates an address of the UPF 304.

In some embodiments, the subscriber network function that the SMF 310 sends notification to is the PCF 316, and
the notification indicates the selected traffic steering profile (e.g., by the traffic steering profile identifier). The PCF
316 then identifies the corresponding DNAI and indicates the DNAI (together with a subscription identifier in UP
(re)selection notification request message) - the PCF 316 is performing information translation - to the subscriber
AF 324. In some embodiments, the DNAI is indicated in the format of network address.

[0283] In the case in which the AF 324 is not in the trust domain (i.e., when the AF interacts with the PCF via the NEF):

In some embodiments, the subscriber network function that the SMF sends notification to is the NEF, and the
notification indicates the identifier of the selected UPF of the PDU session. The NEF can determine the address of
the UPF to be exposed and the corresponding application host and can transmit the information to the subscriber
AF (in some embodiments this can be done together with a subscription identifier in UP (re)selection notification
request message received from the AF). In this case, the NEF can be considered to be performing at least one of
information translation and information enrichment.

In some embodiments, the subscriber network function that the SMF sends notification to is the PCF, and the
notification indicates the selected traffic steering profile (e.g., by the traffic steering profile identifier). The PCF can
then identify the corresponding DNAI and provide an indication of the DNAI (together with a subscription identifier)
to the subscriber NEF, which can then determine the address of the DNAI to be exposed and the corresponding
application host and notifies the subscriber AF about the information (together with a subscription identifier in UP
(re)selection notification request message received from the AF) - the PCF and in some embodiments the NEF, can
be considered to be performing at least one of information translation and information enrichment.

[0284] An AF may send the above two types of requests independently. In some implementations, the AF issuing
such requests is assumed to belong to the PLMN serving the UE. The AF may issue requests on behalf of other AFs
not owned by the PLMN serving the UE. The core network of a 5G network can make use of a network exposure function
to expose network information and capabilities to allow the AF to interact with CNFs for the purpose of influencing UP
path management and traffic routing, either directly or via a NEF.
[0285] In the case of the AF interacting with the CNFs via a NEF, the information provided by the AF and the information
used in the CN may be differently formatted or organized. In such a case, the NEF can be configured to perform the
information processing/mapping.
[0286] In the case of the AF interacting with the CNFs directly, the AF can provide information usable by the CNFs
without processing/mapping.
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The information provided by the AF is converted to application-influenced UP management policies including N6-
related traffic routing rules by the PCF and then routed to SMF. The SMF may, based on local policies, take this
information into account to:
(re)select UPF(s) for PDU sessions.

activate mechanisms for traffic multi-homing or enforcement of an UL Classifier (UL CL). This may include, for
instance, providing the UPF with traffic forwarding (e.g. break-out) rules.

inform the Application Function of the (re)selection of the UP path.

[0287] An AF may request that it be notified about the Location Information of UE(s).
[0288] In some embodiments, a system and method is provided for routing application traffic between PDU session
anchors and traffic-handling AFs that supports edge computing.
[0289] When an edge computing application includes mobility functionality (e.g. the ability to move through the edge
computing resources, typically to track the UE associated with the application), the network address of the application
in the PDU header may not be the same as the address of the location where the application is hosted. This is because
application relocation is a network behaviour not necessarily known to the UE. Because a PDU header cannot be used
for enabling routing (over the N6 interface) in this case, it is equivalent to an unstructured PDU in the UL. In addition to
this, use of unstructured PDUs may be application dependent, and may happen to any edge computing application.
Accordingly, in some embodiments edge computing application traffic is treated as unstructured PDUs to have a unified
edge computing framework.
[0290] In some embodiments, the local DN may be responsible for routing application traffic between PDU session
anchors and traffic-handling AFs. In particular, the local DN may implement the N6 interface to ensure session and
service continuity in the presence of UE/application mobility. In some embodiments, the local DN provides N6 related
traffic routing information to the Core Network for being configured in PDU session anchors, i.e., anchor UPFs of PDU
sessions associated to edge computing applications.
[0291] Edge computing enables operator and 3rd party services to be hosted in the local data networks, close (at least
one of physically and logically (topologically)) to the UE’s attachment (R)AN. The close location of the edge computing
services allows for efficient service delivery as service traffic is limited to the links between the UE attachment point (e.g.
the Access Node) and the edge computing resources. This leads to lower end-to-end latency for traffic between the
application and the UE. Additionally, the overall transport network may experience reduced load as cross-network service
traffic is reduced.
[0292] In some embodiments, there is provided a method in which the UE requests dedicated PDU sessions for traffic
associated with edge computing applications. In some implementations, the UE may transmit a request to the SMF to
select whether a dedicated PDU session may be used for a single edge computing application or shared by multiple
edge computing applications. In some implementation, the UE may transmit the request to the SMF during the PDU
session establishment procedure.
[0293] A 5G CN function can select a UPF close to the UE and executes the traffic steering from the UPF to the local
Data Network via a N6 interface. The selection may be based on the UE’s subscription data, location, policy or other
related traffic rules.
[0294] Due to user or AF mobility, the service or session continuity may be required based on the requirements of the
service or the 5G network.
[0295] The local Data Networks are responsible for proper implementation of the N6 interface to ensure service or
session continuity in the presence of at least one of UE mobility and AF mobility and provides N6 related traffic routing
information to the network.
[0296] The 5G core network may employ a network function that allows exposure of network information and capabilities
to an edge computing AF.
[0297] It is noted that, depending on the operator deployment, certain AFs can be allowed to interact directly with the
Control Plane Network Functions with which they need to interact, while the other AFs need to use the external exposure
framework via the NEF.
[0298] In some embodiments, the functionality supporting edge computing may include, for example:

Local Routing: a core network function can select a UPF to route the user traffic to the local Data Network and
configure the UPF with N6-related traffic routing information.

Traffic Steering: a core network function can select the traffic to be routed to the Application Functions in the local
Data Network.
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Session and service continuity to enable UE and AF mobility.

User plane selection and reselection, e.g., based on input from AF.

Network capability exposure: many core network functions can exchange information with and an AF (e.g. information
about the capabilities of the functions) via a NEF.

QoS and Charging: PCF provides rules for QoS Control and Charging for the traffic routed to the local Data Network.

[0299] An AF may send requests to influence SMF routing decisions for traffic of PDU session. This may influence
UPF (re)selection and allow routing user traffic to a local access to a Data Network
[0300] In some embodiments, requests to influence SMF routing decisions for traffic of PDU session may contain
some or all of the following:

Information to identify the traffic to be routed. The traffic can be identified by the DNN, and an application identifier
or traffic filtering information.

Information on where to route the traffic, such as at least one of the DNN (e.g. if all traffic of the PDU session is
routed to the application) and the address of the application.

Potential locations of the application to where the traffic routing should apply. The potential locations of the traffic
handling AFs are used for UPF (re)selection.

N6-related traffic routing information to be configured in UPFs. The information may include, for instance, the address
of the end of N6 interface in the local DN and the protocol parameters used for the N6 interface.

Information on the UE(s) whose traffic is to be routed. Individual UEs identified using a UE identifier, such as an
External Identifier or MSISDN, all UEs, or selected groups of UEs.

Information on when (time indication) the traffic routing is to apply.

[0301] In the above discussion, the AF issuing such requests is assumed to belong to the PLMN serving the UE. The
AF may issue requests on behalf of other applications not resident within the PLMN serving the UE.
[0302] In some embodiments, the SMF may, based on local policies, take this information into account to:

(re)select UPF(s) for PDU sessions.

activate mechanisms for traffic multi-homing or enforcement of an UL Classifier (UL CL). This may include, for
instance, providing the UPF with traffic forwarding (e.g., break-out) rules.

inform the AF of the (re)selection of the UP path.

[0303] In some embodiments, an AF may request to be notified about the Location Information of UE(s). The notifi-
cations may be any or all of: one-time, in response to the AF notification request, periodic, or in response to a change
in state. The change in state may be, for instance, the arrival or departure of a UE from a geographic location that that
either satisfies or fails a spatial validity condition.
[0304] In an embodiment, (1) the NEF is configured with the information to allow mapping between application identifier
and the IP address of application. The configuration can be performed by a management plane component, e.g. network
manager, slice manager, service manager.
[0305] In an embodiment, (2) the NEF is configured with the information to allow mapping between a zone identifier
and a geographic area. The configuration can be done by a management component, e.g. network manager. In some
embodiments, it can be done by a third party function such as an application function or an application server. This may
require interaction between the NEF and the 3rd party for the configuration. This can be used to provide customized
zoning (in contrast to unified zoning in the case of configuration by the management plane).
[0306] In an embodiment, (3) The NEF translates UE location information (e.g. zone identifier, or uncoded zone
information) received from the application into information (e.g. IDs) identifying the ANs that serve the geographic zone.
[0307] In an embodiment, (4) The NEF provides translated information to the selected CPF such as SMF or PCF.
[0308] In an embodiment, (5) the AF implements the NEF functionality. This can be thought of as an NEF embedded
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within the AF. In such cases, the interaction between NEF and CPFs takes place between CPFs and the AF, and the
interaction between NEF and AF becomes AF’s internal logic. In illustrated figures, this could be described as drawing
a box around the NEF and AF.
[0309] In an implementation, a method is provided for connecting a UE to a network. The method including the UE
providing a DNN and an application identifier in a session request; a SMF obtaining from a PCF application-influenced
operator policy using UE location the DNN and the application identifier. The operator policy may be indexed in PCF by
using, one of DNN, application identifier, UE identifier, location, or a combination of any or all of the choices. In some
implementations, the policy may be associated with a spatial validity condition. In an implementation, according to the
policy the SMF has sufficient information to allow for the selection of a UP path (e.g. anchor UPFs). The SMF may setup
the UP path and configure traffic steering at the anchor UPF (e.g. traffic destined to the IP address of the application is
routed to a particular location in the local DN) The SMF can configure the traffic steering because it is configured with
the mapping between application identifier and the IP address of application.
[0310] In an implementation, the NEF is configured with information to enable mapping between application identifier
and an address, such as an IP address, associated with the application. The configuration can be done by a management
plane component, e.g. network manager, slice manager, service manager.
[0311] In an implementation, the NEF is configured with information to enable mapping between a zone identifier and
a geographic area. The configuration can be done by a management component, e.g. network manager. In some
embodiments, it can be done by a third party function such as an application function, an application server. This may
require interaction between the NEF and the 3rd party for the configuration. This allows customized zoning (as opposed
to unified zoning in the case of configuration by the management plane).
[0312] In an implementation, the NEF translates UE location information (e.g. zone identifier, or uncoded zone infor-
mation) received from the application into information (e.g. IDs) indicative of the ANs that serves the geographic zone.
The NEF may provide the translated information to the selected CPF such as SMF or PCF.
[0313] In some embodiments, the AF implements the NEF functionality, and the interaction between NEF and CPFs
takes place between CPFs and the AF, and the interaction between NEF and AF becomes AF’s internal logic.
[0314] In an implementation, a system and method is provided for maintaining an efficient UP path for AFs requiring
a UP path. In an embodiment, the system and method provides for AF-Influenced SSC and UP path management that
is executed between an AF and the CN CP to maintain an efficient UP path for AFs that require the UP path. The following
is assumed for this embodiment:

The AFs handling the traffic from/to the UE are deployed in a local DN of the operator.

An AF is in charge of the (re)selection or relocation of the AFs within the local DN. The AF interacts with the Control
Plane Network Functions either directly or via the NEF.

The NEF (or the AF itself when the AF interacts with the CN CP directly) determines the list of suitable UPFs providing
an efficient UP path towards identified potential AF locations, and provides this information to the SMF.

[0315] It may also be assumed that the NEF can authenticate and validate the information received from the application
function.
[0316] FIG. 16 is a signalling diagram illustrating an embodiment of an AF (re)location notification procedure. It should
be noted, however, that in certain embodiments in which an AF 324 is trusted by the operator, the AF 324 can interact
directly with CN functions, such that the AF 324 also performs the role of the NEF 314 in this method. This is noted in
steps 1600 - 1608, where the AF 324 may participate directly, rather than via the NEF 314, in those cases where the
AF 324 is trusted by the operator.
[0317] In step 1600 the AF 324 sends an AF (re)location Notification (which includes application identifier, AF location
information, temporal validity condition, spatial validity condition, traffic filter) to the NEF 314.
[0318] In step 1602 the NEF 314 (or the AF 324) selects a serving PCF 314 using the NRF 318. In the embodiment
illustrated in FIG. 15, the serving PCF selected is PCF 318. In some embodiments (not shown), the NEF 314 provides
the NRF 318 with the local DN name, the edge computing application identifier, a spatial validity condition (such as
serving access nodes identifiers, geographic location or area), and the NRF 318 replies to the NEF 314 with the serving
PCF according to all or any combination of these pieces of information. The information may be supplied by the AF 324,
or the NEF 314 may derive the information based on input provided by the AF 324. It should be understood that the
information provided by NEF 314 to NRF 318 may be provided by the AF 324. The information may be provided in a
message such as the AF (re)location notification, or it may be determined or derived by the NEF 314 through information
provided by the AF 324.
[0319] Next, in step 1604 the NEF 314 (or the AF 324) processes the notification and sends a UP management policy
update request to the PCF 314. In step 1606, the PCF 314 then generates or updates UP management policies according
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to the request. If the policy generation/update impacts an ongoing PDU session and the serving SMF 310 of the PDU
session has subscribed to policy update notification, the PCF 314 will notify the SMF 310 about the policy update.
[0320] In step 1608 the PCF 314 responds to the NEF 314 (or the AF 314) to acknowledge receipt of the request. In
the case where the PCF 314 responds to the NEF 314 rather than the AF 324, the NEF 314 acknowledges, in step 1610,
the AF (re)location Notification to the AF 324.
[0321] FIG. 17 is a signalling diagram illustrating an embodiment of a UP (re)selection notification procedure. In some
embodiments, the AF 324 is trusted by the operator, such that it can interact directly with the CN. In that case, the AF
324 takes the role of the NEF 314 in this procedure, and steps 1702 and 1712 are skipped, and steps 1704, 1706 and
1708 involve the AF 324 rather than the NEF 314.
[0322] The method starts with a UP (re)selection notification procedure 1700. In step 1702 of this procedure, the AF
324 sends a UP (re)selection Notification Subscription request (which includes PDU session or application identifier,
temporal validity condition, spatial validity condition, traffic filter) to the NEF 314, indicating whether at least one of
notifications before and notifications after UP (re)selection are requested. As noted above, this step is optional and may
not required in embodiments in which the AF 324 is trusted by the operator.
[0323] In step 1704 NEF 314 (or the AF 324, if it is trusted by the operator) interacts with the NRF 318 to select a
PCF. In the embodiment illustrated in FIG. 16, the selected PCF is PCF 314. In some embodiments, the NEF 314
provides the NRF 318 with the local DN name, the edge computing application identifier, a spatial validity condition (such
as serving access node identifiers, geographic location or area), and the NRF 318 replies to the NEF 314 with the serving
PCF according to all or any combination of these pieces of information. The information may be supplied by the AF 324,
or the NEF 314 may derive the information based on input provided by the AF 324. Similar to the situation described
above, the information provided to the NRF 318 by the NEF 314 may be received from the 324 in a (re)selection notification
subscription request. In other embodiments, the NRF 318 may determine or derive this information based on information
received from the NEF 314. In step 1706 NEF 314 (or the AF 324) processes the request and sends a UP (re)selection
notification policy update request to the PCF 314.
[0324] In step 1708, the PCF 314 generates or updates UP (re)selection notification policies in accordance with the
received request. If the policy generation/update impacts an ongoing PDU session and the serving SMF 310 of the PDU
session has subscribed to policy update notification, the PCF 314 can send a notification message to the SMF 310 about
the policy update.
[0325] In step 1710, the PCF 314 responds to the NEF 314 (or the AF 324) to acknowledge the receipt of the request.
In the embodiment in which the AF 324 does not interact directly with the CN, the NEF 314 can send an acknowledgement,
in step 1712, of the UP (re)selection Notification Subscription to the AF 324.
[0326] Following completion of the UP (re)selection notification subscription procedure 1600, the UP (re)selection
notification delivery procedure 1714 can be performed. The steps of procedure 1714 are performed as UP (re)selection
takes place or as UP (re)selection notification policy update is enforced.
[0327] In step 1716 the SMF 310 transmits a UP (re)selection Notification to the NEF 314 that serves as notification
to subscribers to the UP (re)selection Notification that UP (re)selection has taken place. This notification takes place at
least one of before and after the UP (re)selection based on the type of notification requested. It indicates the PDU session
location, which may include at least one of the location of the PDU session anchor and the IP address of the UE 102.
[0328] Early notifications allow the AF 324 to prepare the necessary steps (e.g., AF 324 mobility) related to UP
(re)selection. Late notifications allow the AF 324 to configure the local DN for routing traffic from the AF 324.
[0329] In step 1718, in response to receipt of the UP (re)selection Notification the NEF 314 processes the notification
and sends the UP (re)selection Notification to the AF 324. The AF 324 can then indicate the PDU session location and
the corresponding application location. This step 1718 is optional and in some embodiments is only performed when
the NEF 314 is used by the AF 324. In the case where the NEF 314 is not used, the AF 324 and PCF 316 can interact
directly with each other and the AF 324 can implement the functions otherwise performed by the NEF 314 (e.g., the
functionality related to the present procedure). If step 1718 is performed, in step 1720, the AF 324 acknowledges the
delivery of the notification to the NEF 314.
[0330] In step 1722, NEF 314 (or the AF 324) acknowledges delivery of the notification to the SMF 310.
[0331] In an implementation, a "UP management policy update" service is one in which the PCF 316 receives a UP
management policy update request. The request may include application identifier(s), the identifiers of the anchor UPFs
suitable for selection for each of the application locations, temporal validity condition, spatial validity condition, traffic
filter, and N6 traffic routing information. The output of this service is the result of the delivery of the request.
[0332] During this service, when the PCF 316 receives a UP management policy update request, the PCF 316 generates
or updates UP management policies accordingly, and acknowledges the receipt of the request towards the requester.
If the policy generation/update impacts an ongoing PDU session and the serving SMF 310 of the PDU session has
subscribed to policy update notification, the PCF 316 will notify the SMF 310 about the policy update.
[0333] In another implementation, the "UP (re)selection notification policy update" service is one in which the PCF
receives a UP (re)selection notification policy update request. The request may include application identifier, temporal
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validity condition, spatial validity condition, traffic filter, type of notification. The output of the service is the result of the
delivery of the request.
[0334] During this service, when the PCF 316 receives a UP (re)selection notification policy update request, it can
generate or update UP (re)selection notification policies accordingly, and acknowledges the receipt of the request towards
the requester. If the policy generation/update impacts an ongoing PDU session and the serving SMF 310 of the PDU
session has subscribed to policy update notification, the PCF 316 may notify the SMF 310 about the policy update.
[0335] In an implementation, the "AF (re)location Notification" service is one in which the NEF 314 receives a notification
about the (re)location of an AF 324. The input notification may include an application identifier, AF location information,
temporal validity condition, spatial validity condition, traffic filter, N6 traffic routing information. The output of the service
is the result of the delivery of the AF (re)location notification.
[0336] During this service, when the NEF 314 receives an AF (re)location Notification, it processes the notification
and requests the PCF 316 to update UP management policies, and acknowledges the AF (re)location Notification towards
the requester.
[0337] In an implementation, the "UP (re)selection Notification Subscription" service is one in which the NEF 314
receives a subscription for UP (re)selection Notification for notifications of UP (re)selection events for specified traffic.
The input subscription may include an application identifier, temporal validity condition, spatial validity condition, traffic
filter, and type of notification. The output of the service is the result of the UP (re)selection notification subscription.
[0338] During this service, when the NEF 314 receives a UP (re)selection Notification subscription, it can request the
PCF 316 to update UP (re)selection notification policies, and acknowledge the subscription towards the requester. When
the NEF 314 receives an UP (re)selection notification, it identifies the location of the respective traffic-handling AF 324
and notifies the subscribers of the UP (re)selection notification and the traffic-handling AF location.
[0339] In an implementation, the "UP (re)selection notification" service is one in which the SMF 310 has a local policy
indicating a subscription for UP (re)selection Notification for notifications of UP (re)selection events for an ongoing PDU
session. The input for this service is the UP (re)selection notification policy, which may include PDU session identifier,
temporal validity condition, spatial validity condition, type of notification, and subscription information. The subscription
information indicates the subscriber NF. The output of this service is an UP (re)selection notification (which may include
subscription information, and PDU session location information). The subscription information is used to identify the
entry of the subscription context in the subscriber NF.
[0340] During this procedure, when the SMF 310 detects a local policy indicating a subscription for UP (re)selection
Notification for notifications of UP (re)selection events for an ongoing PDU session, it registers the subscription indicated
by the policy. When the SMF 310 (re)selects the UPF for the PDU session, it notifies the subscribers of the UP selection
notification. In the case of a subscription for early notification, the SMF 310 sends the notification before executing the
UPF (re)selection. In this case, the response to this notification may include N6 related traffic routing information. SMF
310 notifies NEF 314 which notifies AF 324; the AF 324 responds to NEF 314 which then responds to SMF 310. The
N6 related traffic routing information may be included in the response transmitted by the AF 324 to the NEF 314. The
NEF 314 may process it before sending it to the SMF 310. The processing may include complementing it with missing
information pieces, which is N6 protocol specific, and protocol header compilation. The SMF 310 then configures the
anchor UPF to support or use the N6 interface with a traffic handling AF, which may be the AF 324 or a different AF,
according to the received N6 related traffic routing information when executing the UPF (re)selection.
[0341] In the case of a subscription for late notification, the SMF 310 sends the notification when the UPF (re)selection
has completed. In an implementation, there is provided a method for PDU session establishment requested by the UE
102. In the case of roaming, the AMF 308 can determine if a PDU session is to be established in Local Breakout (LBO)
or Home Routing. In the case of LBO, the procedure is as in the case of non-roaming with the difference that any or all
of the SMF 310, the UPF 304 and the PCF 316 can be located in the visited network.
[0342] FIGs. 18A and 18B present a signalling diagram illustrating an embodiment of a procedure for UE-requested
PDU Session Establishment for non-roaming and roaming with local breakout. The procedure assumes that the UE 102
has already registered on the AMF 308, thus, the AMF 308 has already retrieved the user subscription data from the
UDM 320.
[0343] In order to establish a new PDU session, the UE 102 generates a new PDU Session ID. The UE 102 initiates
the UE Requested PDU Session establishment procedure by, in step 1800 transmitting an NAS Message (S-NSSAI,
DNN, application identifier, PDU Session ID, N1 SM information (note that in some embodiments the application identifier
may be embedded in the SM information)) containing a PDU Session Establishment Request within the N1 SM information
to the AMF 308. The PDU Session Establishment Request may include a PDU Type, SSC mode, Protocol Configuration
Options.
[0344] When the DNN points to a local DN, the NAS message may include an application identifier corresponding to
an Edge Computing application hosted in the local DN. The presence of the application identifier indicates it is a request
for a PDU session dedicated for the Edge Computing application.
[0345] The NAS message sent by the UE 102 is encapsulated by the AN 308 in a N2 message that should include
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User location information and Access Technology Type Information.
[0346] The SM information may contain SM PDU DN Request Container containing information for the PDU session
authorization by the external DN.
[0347] In step 1802 the AMF 308 determines that the message corresponds to a request for a new PDU Session
based on the PDU Session ID that is not used for any existing PDU Session(s) of the UE. The AMF 308 selects an SMF 310.
[0348] In step 1804 the AMF 308 transmits an SM Request to SMF 310. The SM Request contains Subscriber Per-
manent ID, DNN, S-NSSAI, PDU Session ID, AMF ID, N1 SM information, User location information, and Access Tech-
nology Type. The AMF ID uniquely identifies the AMF 308 serving the UE 102. The N1 SM information contains the
PDU Session Establishment Request received from the UE 102.
[0349] In step 1806 the SMF 310 transmits the Subscription Data Request (Subscriber Permanent ID, DNN) to the
UDM 320. This step is optional and may be performed if the SMF 310 has not yet retrieved the SM-related subscription
data for the UE related with the DNN, the SMF 310 requests this subscription data.
[0350] If step 1806 is performed, then, in step 1808, the UDM 320 transmits a Subscription Data Response to the
SMF 310. Subscription data includes the authorized PDU type(s), authorized SSC mode(s), Default QoS profile.
[0351] The SMF 310 checks whether the UE request is compliant with the user subscription and with local policies. If
it is not compliant then the SMF 310 rejects the UE request via NAS SM signalling (including a relevant SM rejection
cause) relayed by the AMF 308, the SMF 310 indicates to the AMF 308 that the PDU session ID is to be considered as
released and the rest of the procedure is skipped.
[0352] Step 1810 is the PDU session authentication/authorization, which is from the SMF 310 to DN 306 via UPF 304.
If the SMF 310 needs to authorize/authenticate the establishment of the PDU session, the SMF 310 selects an UPF
304 and triggers the PDU session establishment authentication/authorization. If the PDU session establishment authen-
tication/authorization fails, the SMF 310 terminates the PDU session establishment procedure and indicates a rejection
to the UE 102.
[0353] If dynamic Policy and Charging Control (PCC) is deployed, then, in step 1812, the SMF 310 performs PCF
selection. In step 1814, the SMF 310 may initiate PDU-CAN Session Establishment towards the PCF 316 to obtain the
default PCC Rules for the PDU Session. It is noted that, in this particular embodiment a purpose of step 1810 is to
receive PCC rules before selecting UPF 304. If PCC rules are not needed as input for UPF selection, step 1810 can be
skipped.
[0354] In step 1816 the SMF 310 selects an SSC mode for the PDU Session. If step 1710 is not performed, the SMF
310 may also select an UPF 304 during this step. In case of PDU Type IPv4 or IPv6, the SMF 310 can allocate an IP
address/prefix for the PDU Session.
[0355] If dynamic PCC is deployed and the PDU-CAN Session Establishment was not performed in step 1814, then
at step 1818 the SMF 310 can initiate PDU-CAN Session Establishment towards the PCF 316 to get the default PCC
Rules for the PDU Session. Otherwise, if dynamic PCC is deployed and PDU Type is IPv4 or IPv6, SMF initiates PDU-
CAN Session Modification and provides the allocated UE IP address/prefix to the PCF 316.
[0356] In step 1820 the SMF 310 notifies the AF 324 about the UP path selection, if the PDU session request is for
an Edge Computing application and if the AF 324 has subscribed to such an early notification related to the PDU session.
The notification indicates the PDU session anchor.
[0357] If step 1810 was not performed, then the SMF initiates an N4 Session Establishment procedure with the selected
UPF 304, otherwise it initiates an N4 Session Modification procedure with the selected UPF 304 as illustrated in FIG.
17. In particular, in step 1822, the SMF sends an N4 Session Establishment/Modification Request to the UPF 304 and
provides Packet detection, enforcement and reporting rules to be installed on the UPF 304 for this PDU Session. If CN
Tunnel Info is allocated by the SMF 310, the CN Tunnel Info is provided to UPF 304 in this step. Then, at step 1824,
the UPF 304 acknowledges by sending an N4 Session Establishment/Modification Response. If CN Tunnel Info is
allocated by the UPF 304, the CN Tunnel Info is provided to SMF 310 in this step 1824.
[0358] In step 1826, the SMF 310 sends an SM Request Ack (N2 SM information (PDU Session ID, QoS Profile, CN
Tunnel Info), N1 SM information (PDU Session Establishment Accept (Authorized QoS Rule, SSC mode))) to the AMF
308.
[0359] The N2 SM information carries information that the AMF 308 can provide to the (R)AN 302. The CN Tunnel
Info may correspond to the Core Network address of the N3 tunnel corresponding to the PDU session. The QoS Profile
can provide the (R)AN 302 with the mapping between QoS parameters and QoS Flow Identifiers. The PDU Session ID
may be used by (R)AN signalling with the UE 102 to indicate to the UE 102 the association between (R)AN resources
and a PDU session for the UE 102. The N1 SM information may contain the PDU Session Establishment Accept that
the AMF provides to the UE 102. Multiple Authorized QoS Rules may be included in the PDU Session Establishment
Accept within the N1 SM information and in the N2 SM information. The SM Request Ack can further contain information
allowing the AMF 308 to know or determine which UE 102 is the target of the SMF 310 request as well to determine
which access towards the UE 102 to use.
[0360] It is noted that the access information may be provided / used to enable the case where a UE is simultaneously
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connected over 3GPP and Non 3GPP access.
[0361] In step 1828 AMF 308 sends an N2 PDU Session Request (N2 SM information, PDU Session Establishment
Accept) to (R)AN 302. The AMF 308 sends the PDU Session Establishment Accept and the N2 SM information received
from the SMF 310 within the N2 PDU Session Request to the (R)AN 302.
[0362] In step 1830 the (R)AN 302 may start an AN specific signalling exchange with the UE 102 that is related to the
information received from SMF 310. For example, in case of a 3GPP RAN, an RRC Connection Reconfiguration may
take place with the UE 102 establishing the necessary RAN resources related to the Authorized QoS Rules for the PDU
Session request received in step 1822.
[0363] (R)AN 302 can also allocate (R)AN tunnel information for the PDU Session. (R)AN 302 can forward the NAS
message (PDU Session Establishment Accept) provided in step 1824 to the UE 102. (R)AN 302 may provide the NAS
message to the UE 102 when the necessary (R)AN resources are established and the allocation of (R)AN tunnel
information are successful.
[0364] In step 1832 (R)AN 302 sends a N2 PDU Session Request Ack ((R)AN Tunnel Info) to AMF 308. The (R)AN
Tunnel Information may correspond to the Access Network address of the N3 tunnel corresponding to the PDU session.
[0365] In step 1834 the AMF 308 can send the SM Request (N2 SM information) to SMF 310. More specifically, the
AMF 308 forwards the N2 SM information received from (R)AN 302 to the SMF 310.
[0366] In some implementations, the UE 102 can notify a CN Function it has successfully established the PDU Session.
In some implementations, the UE 102 transmits a NAS PDU Session Establishment Complete message to indicate that
the UE 102 has successfully established the PDU Session. In some implementations, successful establishment of a
session in (R)AN 302 indicated in step 1828 serves as the notification.
[0367] If the N4 session for this PDU Session was not established already, the SMF 310, in step 1836, initiates an N4
Session Establishment procedure with the UPF 304. Otherwise, the SMF 310 initiates an N4 Session Modification
procedure with the UPF 304. The SMF 310 provides AN Tunnel Info and CN Tunnel Info. The CN Tunnel Info only needs
to be provided if the SMF 310 selected CN Tunnel Info in step 1718.
[0368] In step 1838 the UPF 304 transmits to the SMF 310 a N4 Session Establishment/Modification Response.
Following this step, the AMF 308 can forward notification of relevant events to the SMF 310, e.g., at handover where
the (R)AN Tunnel Info changes or the AMF 308 is relocated. In some embodiments, the SMF 310 explicitly subscribes
to these events. In other embodiments, the subscription is implicit. In optional step 1842 the SMF 310 forwards IPv6
Address Configuration to UE 102, via UPF 304. In particular, in the case of PDU Type IPv6, the SMF 310 generates an
IPv6 Router Advertisement and sends it to the UE 102 via N4 and the UPF 304. It should be understood that in some
embodiments, after step 1838, the SMF can send an SM Request Acknowledgement (shown as 1840) to the AMF 308.
This may be a response to the SM Request message 1724.
[0369] In step 1844 SMF 310 transmits to the AF 324 a UPF selection notification (late notification) message that
informs the AF 324 about the UP path selection, if the PDU session request is for an Edge Computing application and
if the AF 324 has subscribed to such a late notification related to the PDU session. The notification indicates the PDU
session anchor. the AMF 308 may store, for the lifetime of the PDU session, an association of the PDU session ID and
the SMF ID.
[0370] In an embodiment, there is provided a procedure for AF-influenced SSC and UP path management in edge
computing scenarios. The procedure is between an AF and the CN CP to maintain an efficient UP path for AFs that
require it. For this procedure, it is assumed that the local Data Networks that host Edge Computing applications are
responsible for the proper implementation of N6 interface to ensure service or session continuity in the presence of at
least one of UE mobility and AF mobility. In this case, UP path reselection may be transparent to the UE 5.
[0371] In one implementation, the PDU session anchor reconfiguration is due to application relocation. In this case,
the application relocation does not impact the SMF’s UPF selection decision and the SMF 10 only needs to re-configure
the N6 traffic routing at the PDU session anchor to ensure UL traffic delivery to the new traffic-handling AF location and
recognition of DL traffic from the new traffic-handling AF location
[0372] FIG. 19 is a signalling diagram illustrating an embodiment of a PDU session anchor reconfiguration due to
application relocation. As shown in FIG. 19, at step 1900 the UE 102 has an established PDU session with the UPF1
304A as the PDU session anchor. In step 1902 the SMF 310 receives a trigger to update the N6 traffic routing configuration
at the UPF1 304A. This can be triggered by, for example, the application relocation, policy change, etc. In step 1904
the SMF 310 notifies the AF 324 about the UP path reselection, if the AF 324 has subscribed to such an early notification.
The notification indicates the UPF1 304A as the PDU session anchor. Next, in step 1906, the SMF 310 reconfigures the
N6 traffic routing at the UPF 1 304A. In step 1908 the SMF 310 notifies the AF 324 about the UP path reselection, if the
AF 324 has subscribed to such a late notification. The notification indicates the UPF1 304A as the new PDU session
anchor. In some embodiments, AF 324 subscribes to early notification only, such that step 1908 is not performed. In
some embodiments, AF 324 subscribes to late notification only, such that step 1904 is not performed. In other embod-
iments AF 324 subscribes to both early and late notification, such that steps 1904 and 1908 are both performed.
[0373] In another implementation, the PDU session anchor relocation is for a PDU session dedicated to an Edge
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Computing application. In this case, the traffic carried by the PDU session is associated only to the Edge Computing
application. If the SMF decides to reselect the PDU session anchor for the PDU session, it will move all the traffic
associated to the PDU session to the new PDU session anchor and then release the old PDU session anchor.
[0374] FIG. 20 is a signalling diagram illustrating an embodiment of a method for PDU session anchor relocation for
a PDU session dedicated to an Edge Computing application. As shown in FIG. 20, at step 2000, the UE 102 has an
established PDU session with the UPF 1 304A as the PDU session anchor. The PDU session is dedicated for the traffic
associated to the Edge Computing application. In step 2002 the SMF 310 receives a trigger to reselect the UPF2 304B
as PDU session anchor. This can be triggered, for example, by the application relocation, UE mobility, policy change,
etc. In step 2004 the SMF 310 notifies the AF 324 about the UP path reselection, if the AF 324 has subscribed to such
an early notification. The notification indicates the UPF2 304B as the new PDU session anchor. In step 2006 the SMF
310 reconfigures the UP path with the UPF2 304B as the PDU session anchor, including the N6 traffic routing configuration
at the UPF2 304B. In step 2008 the SMF 310 notifies the AF 324 about the UP path reselection, if the AF 324 has
subscribed to such a late notification. The notification indicates the new PDU session anchor is UPF2 304B. In some
embodiments, AF 324 subscribes to early notification only, such that step 2008 is not performed. In some embodiments,
AF 324 subscribes to late notification only, such that step 2004 is not performed. In other embodiments AF 324 subscribes
to both early and late notification, such that steps 2004 and 2008 are both performed. In step 2010 the SMF 310 releases
the PDU session resource with UPF1 304A.
[0375] In another implementation, the PDU session anchor relocation is for a PDU session shared by multiple Edge
Computing applications. In this case, the PDU session carries traffic associated to multiple Edge Computing applications.
If the SMF 310 is triggered to reselect the PDU session anchor for one Edge Computing application, it will configure an
UPF as Uplink Classifier UL (CL) so that the traffic associated to that Edge Computing application is forwarded from the
UL CL to the new PDU session anchor while the other traffic is forwarded to the old PDU session anchor.
[0376] FIG. 21 is a signalling diagram illustrating an embodiment of a method for PDU session anchor relocation for
a PDU session shared by multiple Edge Computing applications. As shown in FIG. 21, at step 2100, the UE 102 has
an established PDU session with the UPF1 304A as the PDU session anchor for the traffic associated to the Edge
Computing application. In step 2102 the SMF 310 decides to reselect the UPF2 304B as the PDU session anchor for
the traffic associated to the Edge Computing application. This can be triggered, for example, by the application relocation,
UE mobility, policy change, etc. In step 2104 the SMF 310 notifies the AF 324 about the UP path reselection, if the AF
324 has subscribed to such an early notification. The notification indicates the UPF2 304B as the new PDU session
anchor for the traffic associated to the Edge Computing application. In step 2106 the SMF 310 configures the UPF2
304B via N4 to be the new PDU session anchor for the traffic associated to the Edge Computing application. In step
2108 the SMF 310 configures via N4 an UPF as a UL CL 304C for the PDU Session and sets up the two branches from
the UL CL 304C to the UPF1 304A and the UPF2 304B. The SMF 310 provides the UL CL 304C with the necessary UL
traffic forwarding rules. The SMF 310 then instructs, in step 2110, the (R)AN 302 to update N3. In step 2112, the SMF
310 notifies the AF 324 about the UP path reselection, if the AF 324 has subscribed to such a late notification. The
notification indicates the UPF2 302B as the new PDU session anchor for the traffic associated to the Edge Computing
application. In some embodiments, AF 324 subscribes to early notification only, such that step 2112 is not performed.
In some embodiments, AF 324 subscribes to late notification only, such that step 2104 is not performed. In other
embodiments, AF 324 subscribes to both early and late notification, such that steps 2104 and 2112 are both performed.
[0377] In some circumstances, the network address (e.g. IP address) of an AF 324 (an edge computing application)
known to the UE 102 does not indicate the actual location where the AF 324 is hosted (e.g. the IP address may not point
to the server on which the AF is instantiated). This may arise, for instance, due to AF mobility, and may be more common
in a virtualized environment. As a result, the IP address of the AF 324 may not work in all uplink (UL) communications
from the UE 102.
[0378] In some embodiments, joint management of the CN-UP and the local DN may be employed. A NEF (a CP
function in CN) determines the interconnection between UPFs and physical hosts of AFs (i.e., edge computing applica-
tions). The NEF may determine the interconnecting based on the AF information provided by the MEC controller and
pre-configured information of topology between UPF and AF hosts. The NEF compiles protocol parameters for the
interconnection between UPFs and AF hosts. The compilation may be based on at least one of the protocol information
provided by MEC controller and the UE and session information provided by other CPFs. The NEF instructs the PCF to
generate policies according to the management decision. The management decision is on a per session/session group,
per UE/UE group, or per application/service basis
[0379] A MEC controller manages serving function chaining within the local DN and manages/configures AF hosts for
the interface with UPFs based on at least one of the UPF and UE information provided by the CN-CP. The management
is on a per session/session group, per UE/UE group, or per application/service basis.
[0380] A SMF (a CP function in CN) manages and configures the path and protocols between RAN and anchor UPF
and configures and anchor UPF for the interface with AF hosts according to the policies provided by the PCF including
protocol parameters and routing destination. The SMF may further provide the MEC controller (directly or via NEF), with
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information related to at least one of the anchor UPF and the UE. The management is on a per session basis
[0381] Referring to FIG. 22, a simplified network diagram is provided illustrating segmented management. The CN-
CP 328 manages the CN-UP 326and a MEC controller 324 manages the MEC in the local DN 306. The NEF 314
manages the linkages between the CN-UP 326 and the local DN 306. Those skilled in the art will appreciate that the
linkages managed by the NEF 314 may be understood to be logical links between network functions in the CN-UP 326
and local DN 306.
[0382] A UE 102 may discover MEC applications by sending a discovery request to a CP function. The request may
include a local DN name requesting discovery of the MEC applications hosted inside the specified local DN. In some
implementations, the absence of a local DN name indicates that a discovery of all MEC applications is requested. The
CP function responds to the UE with the discovery result. The discovery result includes list of <application identifier,
[application address]>, where [] indicates the information is optional. In some embodiments, the discovery results are
limited to those MEC applications available to the UE 102 or those MEC applications that the UE 102 is authorized to
use. The application address is used by the UE 102 for upper layer (such as TCP layer) communication with the MEC
application. The MEC application information may be maintained by NRF 318 or stored in UDM 320 or SMF 310. The
CP function can be any relevant CP function, including for example AMF 308, NEF 314, SMF 310, NRF 318. The CP
function needs to interact with the NRF 318 or the UDM 320 or SMF 310 to obtain the requested MEC app info before
replying to the UE 102. The CP function can also be the NRF 318 or the UDM 320 or SMF 310. In embodiments where
the CP function is AMF 308, the discovery procedure can be integrated with registration procedure, i.e. in the registration
complete message (to the UE 102), the AMF 308 may include the discovery result.
[0383] The CP function may notify the UE 102 about changes in the discovery result, such as an application address
change, through an NAS message. The UE 102 may submit a request for dedicated PDU sessions to handle traffic
associated to Edge Computing applications. Such a dedicated PDU session may be used for a single Edge Computing
application or shared by multiple Edge Computing applications.
[0384] In some implementations, the UE’s request may specify whether the dedicated PDU session is for use with a
single Edge Computing application or shared by multiple Edge Computing applications. In some implementations, if the
UE 102 requests use with a single Edge Computing application, the UE 102 may indicate the application to the SMF
310 during the PDU session establishment procedure. The SMF 310 may indicate to the UE 102 the address of the
application during session establishment acceptance step.
[0385] Joint management resolves the addressing issue in UL communications. While not required, using joint man-
agement for DL communications joint management allows the UE IP address to be decoupled from anchor UPFs, i.e.
transparent UPF reselection. Anchor UPF reselection may be due to UE mobility, AF mobility, loading, etc. The UE IP
address does not need to change as anchor UPF changes.
[0386] FIG. 23 is a message flow diagram illustrating representative procedures for 3rd party authentication/authori-
zation via the NEF 314. The 3rd party authentication/authorization for PDU session establishment is optionally triggered
by the SMF 310 during a PDU session establishment procedure and performed via the NEF 314.
[0387] Those skilled in the art will appreciate that in reference to this figure, and to the other figures of the application,
there may be discussion of a network function triggering a process. This should be understood to include a network
function transmitting a request or a notification to another network function, as well as including a network function
initiating an internal process that may result in the transmission of a request or notification to another network function.
In reference to a function triggering a process, the understanding of the term "trigger" should not be constrained to a
meaning in which a state of the function or another such characteristic is compared to a threshold, and in response to
the comparison a process is invoked.
[0388] In step 2302 the SMF sends a request for a 3rd party authentication/authorization to the NEF 314. As a part
of this request, the SMF 310 may provide the NEF 314 with the SM PDU AF Request Container in a 3rd party authen-
tication/authorization request message. The request message may include at least one of the DNN, S-NSSAI and the
application identifier. The application identifier, as described previously, may be provided by the UE 102 as part of the
PDU session establishment request.
[0389] In step 2304 the NEF 314 selects an AF 324 using the information received in step 2302. In step 2306 the NEF
314 relays to the selected AF 324 the SM PDU AF Request Container received from the SMF 310 using an authentica-
tion/authorization request message. The request message may further include the application identifier.
[0390] An authentication/authorization procedure 2308 takes place between the UE 102 and the AF 324 with messages
transported via the NEF 314, the SMF 310 and NAS. In step 2308a the AF transmits an Authentication/Authorization
request to the NEF 314. Responsive to the Authentication/Authorization Request, in step 2308b the NEF 314 transmits
an NEF Transport (Authentication Message) to the SMF 310, where the Authentication Message includes authentica-
tion/authorization request information received from the AF 324 for the UE 102 in the step 2308a. Responsive to receiving
the NEF Transport (Authentication Message), in step 2308c the SMF 310 transmits a NAS SM Transport (Authentication
Message) to the AMF 314. In step 2308d the AMF 324 then forwards the NAS SM Transport (Authentication Message)
to the UE 102 via the (R)AN 302. In step 2308e the UE 102 responds by transmitting a NAS SM Transport (Authentication
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Message) to the AMF 308 via the (R)AN 302, where the Authentication Message is intended for the AF 324. In step
2308f the AMF 308 transmits the NAS SM Transport (Authentication Message) to the SMF 310. Responsive to receiving
the NAS SM Transport (Authentication Message) in step 2308g the SMF 310 transmits an SMF Transport (Authentication
Message) to the NEF 314. Responsive to receiving the SMF Transport (Authentication Message), in step 2308h the
NEF 314 transmits an Authentication/Authorization Response to the AF 324. It should be understood that alternate
procedures comprised of different steps may also be suitable for use.
[0391] In step 2310 the AF 324 based on the Authentication Message of the UE 102 concludes the authentication/au-
thorization and sends an authentication/authorization response message to the NEF 314, to confirm the successful
authentication/authorization of the PDU session or a failure. The AF 324 may provide a SM PDU AF Response Container
to the NEF 314 to indicate successful authentication/authorization or failure. The SM PDU AF Response Container may
include the identifier(s) of application(s) with which the UE 102 is authorized to use the PDU session.
[0392] In step 2312 the NEF 314 sends a 3rd party authentication/authorization response message to the SMF 310
containing the SM PDU AF Response Container.
[0393] FIG. 24 is a call flow diagram illustration representative procedures for PDU session establishment authenti-
cation/authorization.
[0394] In step 2402 the SMF 310 selects a UPF 304. In step 2404 the SMF 310 transmits the SM PDU DN Request
Container in an N4 Data Forwarding message to the selected UPF 304. In some cases, this is referred to as the SMF
310 "triggering" the PDU session establishment procedure. In an embodiment, the SMF 310 provides the selected UPF
304 with traffic steering configuration information (which may, for instance, be a detailed configuration message or an
identifier pointing to pre-stored configuration information accessible to the UPF). The traffic steering configuration infor-
mation may be part of the N4 Data Forwarding message, or may be transmitted as a separate message to the UPF 304.
In step 2406 the UPF 304 relays to the DN 306 the SM PDU DN Request Container received from the SMF 310.
[0395] An authentication/authorization procedure 2408 takes place and is shown to include steps 2408a to 2408h
between the UE 102 and the DN 306 with messages transported via N4 and NAS. It should be understood that alternate
procedures comprised of different steps may also be suitable for use.
[0396] In step 2410, the DN confirms the successful authentication/authorization of the PDU session. The DN may
provide a SM PDU DN Response Container to the UPF to indicate successful authentication/authorization.
[0397] In step 2412, the UPF 304 returns an N4 Data Forwarding message to the SMF 310 containing the SM PDU
DN Response Container.
[0398] FIG. 25A is a message flow diagram illustrating representative procedures between the Application Function
(AF) 324 and elements of the 5G Core Network (5GC). These procedures may be used to maintain or configure an
efficient user plane path for traffic flows associated with applications that require the end-to-end user plane path efficiency.
[0399] At a first step 2500, the AF 324 may send an AF request message to the NEF 314. It is contemplated that the
request message may contain a plurality of fields, such as, for example: Request Identifier; Application Network Identifier;
Application External Identifier; Traffic Filter; Temporal Validity Condition; Spatial Validity Condition; Request Type; and
Request Content. The AF request message may also include information to indicate current or future sessions to which
the request may apply. In some such embodiments, a UE identifier, a group of UE identifiers, an identifier of a group of
UEs, or other such information may be included within the AF Request.
[0400] The Request Identifier may be used to uniquely identify the AF request message, and so may enable the AF
324 to modify or delete the AF request message or to correlate the AF request message with future AF request messages.
The request identifier may be generated by either the AF 324 itself of by the NEF 314. In embodiments in which the AF
324 generates the request identifier, it may be included in the AF request message send to the NEF 314, which may
record the request identifier for future use. In embodiments in which the NEF 314 generates the request identifier, it may
be conveyed to the AF 324 in an AF request response message, which will be described in greater detail below.
[0401] The Application Network Identifier may be used to indicate the network in which the application is located. In
this respect, the network in which the application is located may be a virtual network, a physical network, a domain
network, etc. The application network identifier can be in the form network name such as a domain name or a virtual
network name.
[0402] The Application External Identifier may be used to identify the application that the AF request is related to.
[0403] The Traffic Filter may be used to select the traffic to which the user plane path applies. In specific embodiments,
the traffic filter may have any valid combination of one or more of the following forms:

UE identifiers such as UE External Identifier or Mobile Station ISDN (MSISDN), e.g. for referring to future traffic of
particular UEs or non-IP traffic of particular UEs;

IP addresses/Prefixes, e.g. for referring to IP traffic associated to on-going PDU sessions;

AF request identifiers, e.g. for referring to the traffic filters defined in previous AF requests;
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an ANY UE indicator, for example for referring to the traffic of any UE.

[0404] The Temporal Validity Condition is an optional parameter which may be used to indicate a time period in which
the AF request function is valid. The temporal validity condition may include a set of time elements such as: start time;
end time; and frequency, where the frequency may, for example, indicate every day, every week, every month, non-
repeating, etc.
[0405] The Spatial Validity Condition is an optional parameter which may be used to indicate an area in which the AF
request message is valid. For example, the Spatial Validity Condition may be used to limit the validity of the AF request
message to the current location of the UE. The spatial validity condition may have the form of one or more zone or
domain identifiers. The zone or domain may refer to a geographic region or a network zone or domain. A geographic
zone may be defined in terms of a geographic boundary (and may be combined with a temporal validity condition) to
apply to any electronic device (e.g. a UE) within the defined boundary (or to a specified set of devices within the boundary),
or it may be defined in terms of the topology of a network (e.g. by specifying a that the request message applies to any
connection through a set of Access Nodes, or other such network nodes or functions) in place of the geographic coordinate
based boundary. As noted above the spatial validity condition may be combined with other validity conditions (e.g.
temporal validity or a specification of the UE or UEs to which the request applies) so that the request may be applied to
any session in a time window, where a UE in a specified set of UEs connects while in a spatial area defined by either a
geographic boundary, or defined by a network topological constraint (e.g. all sessions where the UE has connected to
at least one of a set of Access Nodes in a Radio Access Network). In embodiments where the AF provides a spatial
validity condition based on geographic locations, a network function within the 3GPP compliant network may be used
to map the geographic boundary definition to a set of network access nodes or other network functions that correspond
to the geographic boundary.
[0406] The Request Type parameter may be used to indicate whether the AF request message is an ’application
location notification’, a ’UP management event subscription request’, or a ’UE grouping request’, for example. If desired,
other request types may be defined and indicated by use of the request type parameter. In a further alternative, the
Request Type parameter may be used to indicate a combination of two or more request types. In such a case, the fields
required for those request types must be present in the message format.
[0407] The Request Content may be used to provide additional information related to the AF request. If desired, the
Request Content may also be used to provide information required to at least one of indicate and support two or more
request types, either alone or in combination with the Request Type parameter. In specific embodiments, this additional
information may be dependent on the request type. For example, in a scenario in which the request type parameter
indicates that the AF request is an application location notification, the Request Content may include any one or more
of: potential locations of the application; and respective N6 point-to-point tunnelling requirements of the UP path. The
potential locations of application may be in the form of transport addresses (e.g. server name, IP address, etc.) within
the application network. The N6 point-to-point tunnelling requirements may indicate a type of tunnel (e.g. no tunnel, IP
tunnel, IP/UDP tunnel, Ethernet tunnel, etc.) and related tunnelling protocol parameters (such as at least one of tunnel
end point address/identifier and a port number at the application location, for example). The absence of specific N6
point-to-point tunnelling requirements may be used to imply that a set of default tunnelling requirements may be used.
[0408] In some embodiments, the Request Content field may also include an Event/Notification Type parameter to
enable a given Request Type to be used in conjunction with two or more types of event. For example, in an AF request
message having a Request Type parameter indicative of a "UP management event subscription" request, the Event/No-
tification Type parameter may indicate whether the request is an Early Notification or Late Notification, or both. In other
embodiments, the Event/Notification Type parameter may, for example, indicate an anchor UPF change event, a traffic
steering change event, QoS change event, etc. In some embodiments, the AF may respond to different Event/Notification
Type parameters to perform respective different actions in the local DN, such as, for example, performing tunnelling
configuration, finalizing application relocation, or adjusting QoS provisioning.
[0409] In some embodiments, the Request Content field may also include a group identifier parameter. For example,
in an AF request message having a Request Type parameter indicative of a "UE grouping" request, the group identifier
parameter is the group ID referring to the group of UEs defined by the Traffic Filter field in the AF request. In some
embodiments, the group identifier parameter is absence, and the NEF is responsible for allocating a group identifier for
the UE group and providing it to the AF using the response message to. The group ID may be used by the AF to construct
traffic filer for subsequent AF requests.
[0410] In response to the AF request message, the NEF 314 may execute (at 2502) an authentication/authorization
process between the AF 324, an Authentication Server Function (AUSF) 312 and a User Data Repository (UDR) 322
or a Unified Data Management (UDM) 320 function. In some embodiments, the term UDR 322 may also be understood
to refer to a Unified Data Repository which provides unified data storage to user data and application-related data such
as the policy requirements provided by the AF (e.g. in the form of AF request).
[0411] In some embodiments, the AF 324 may register itself (using its own identity) and the applications (e.g. application
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identifiers, or application external identifiers) that it is managing with the network. This registration may also indicate the
application network identifier (or the DNN). The registration may be done through a management plane function such
as the service manager, network manager, domain manager, etc. The management function may allocate security
credentials to the AF and may store the registration data and security credentials into the Unified Data Management
(UDM) 320 or the UDR 322.
[0412] In the authentication/authorization process at step 2503, the NEF 314 may send at least one of AF identity
information, the application external identifier (or the application identifier), and the application network identifier (or the
DNN) to the AUSF 312, which may then interact with the UDM 320 (or UDR 322) for authentication and authorization.
The NEF 314 may also need to interact with the AF to obtain the AF identity information, if that information was not
already provided in AF request message, for example. Alternatively, the NEF 314 may provide the AF identifier to the
AUSF, which may then obtain the AF identity information from the AF.
[0413] The AUSF 312 may discover the AF address through a Network Function (NF) Repository Function (NRF)
using the AF identifier in order to communicate with the AF. Alternatively, the NEF may provide the AF addresses to the
AUSF, which the NEF may have obtained as part of its communication with the AF in step 2500. In other embodiments,
other AF address discovery methods may be employed.
[0414] Following completion of the authentication/authorization process, the NEF may return (at 2504) an AF request
response message including a result code to the AF. The result code may indicate the result of the authentication/au-
thorization process. If the result is a failure, the NEF 314 may terminate the AF request procedure after step 2504.
Otherwise, the NEF 314 may proceed to step 2506, and select a Policy Control Function (PCF) 316 using the NRF 318.
In some embodiments, the PCF 316 may be selected based on the service area of the PCF. For example, a PCF having
a service area that at least one of covers the local DN and overlaps the spatial validity condition in the AF request may
be selected at this step. In some embodiments, the PCF 316 may be selected based on the service area of the local
DN. For example, all the PCFs within the service area of the local DN may be selected. In another example, the PCF
316 may be selected based on the intersection of the service area of the PCF and that of the local DN. In some
embodiments, the application external identifier (or the application identifier) may be used for PCF selection. In some
embodiments, the PCF 316 may be pre-configured in the NEF 314, in which case the PCF selection step 2506 may be
omitted.
[0415] At step 2508, the NEF 314 may process the AF request message and send a policy update request message
to the PCF 316. The policy update request message may include any one or more of the following parameters: Request
Identifier; DNN; application identifier; traffic filter; temporal validity condition; spatial validity condition; request type; and
request content.
[0416] The Request Identifier may be used to uniquely identify the policy update request message, and so may enable
the NEF 314 to modify or delete the policy update request message or to correlate the policy update request message
with future policy update request messages. The request identifier may be generated by either the NEF 314 itself of by
the PCF 316. In embodiments in which the NEF 314 generates the request identifier, it may be included in the policy
update request message sent to the PCF 316, which may record the request identifier for future use. In embodiments
in which the PCF 316 generates the request identifier, it may be conveyed to the NEF 314 in a policy update request
response message, which will be described below. Preferably, the NEF 314 maintains a mapping between the policy
update request identifier and the AF request identifier received by the NEF in step 2500.
[0417] The DNN may be mapped from the application network identifier received by the NEF in step 2500. This mapping
may be pre-configured in the NEF 314. The application network identifier may also be used to identify relevant control
information such as S-NSSAI that the application is related to.
[0418] The application identifier may be mapped from the application external identifier received by the NEF in step
2500, and used within the 5GC and by the UE 102 to identify the control information (e.g. Single Network Slice Selection
Assistance Information (S-NSSAI), policies) that the application relates to. The mapping between the application external
identifier and the application identifier may be pre-configured in the NEF 314.
[0419] The Traffic Filter field of the policy update request message may contain policy update request identifiers, which
may be generated based on, or converted from AF request identifiers (if any) in the Traffic Filter field of the AF request
message received by the NEF. The traffic filter field may also contain UE group identifiers. The UE groups that the
identifiers refer to may be created or defined according to a pervious UE grouping request of the AF, and the group
membership is maintained within the UDM 320 (e.g. UDR 322). The UE group may be application specific.
[0420] The Spatial Validity Condition may take the form of RAN node identifiers or cell identifiers and any may be
mapped from the spatial validity condition of the AF request message received by the NEF in the step 2500. The mapping
between the spatial validity condition of the AF request message and that of the policy update request message may
be pre-configured in the NEF.
[0421] In a case in which the AF request is an application location notification, the request content container may
include Routing Profile IDs and respective N6 point-to-point tunnelling requirements. The Routing Profile IDs may be
mapped from information (such as the application network identifier, application external identifier, and potential locations
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of application) contained in the AF request message received by the NEF in step 2500. This mapping may be pre-
configured in the NEF by the management plane (MP) directly or through a Network Function (NF), such as PCF 316,
UDM 320 or DSF (e.g. UDR 322).
[0422] As may be appreciated, pre-configuration of mappings etc (whether the pre-configuration performed at this
step or at other steps described in this disclosure) may be done by a management plane function such as a network
manager, slice manager, or a service manager.
[0423] When the management plane function performs the pre-configuration, it may use an element management
system to install the pre-configuration information in the target network function. In some embodiments, the management
plane function may act as an Application Function and performs the pre-configuration through the PCF 316 or the NEF 314.
[0424] In some embodiments, pre-configuration is not performed directly to the target NF, but rather to a third NF such
as a UDM 320 or a DSF. The target NF may obtain the pre-configuration information from the third NF proactively (e.g.
periodically, or when needed) or reactively (e.g. upon receipt of a notification from the third NF). Those skilled in the art
will appreciate that the DSF may, in some embodiments, by a UDR 322.
[0425] In some embodiments, when a first NF (e.g. PCF) and a second NF (e.g. NEF) are to be pre-configured with
the same information (e.g. Routing Profiles), the pre-configuration may be performed only for the first NF, and the second
NF may subsequently obtain the pre-configuration information from the first NF.
[0426] In response to the policy update request message, the PCF 316 may generate (at 2510) one or more UP
management polices according to the information contained in the policy update request message. Depending on the
policy request type, the generated UP management policies may include at least one of traffic steering polices, UP
management event notification polices, and UE grouping policies.
[0427] If the traffic filter field of the received policy update request message contains policy update request identifiers,
those policy update request identifiers may be converted to corresponding traffic filters. The request message may also
contain UE group identifiers which may be converted to traffic filters (or may be used in conjunction with other data to
create traffic filters). For the conversion, the PCF may interact with the UDR to obtain related policy data. This conversion
may be performed before the PCF provisions policy data to the UDR. Alternatively, the conversion may be performed
later when the policy is sent to the SMF Performing the conversion later allows any update/modification to the traffic
filters in those police update requests (e.g. indicated by the policy update request identifiers) or the UE group membership
to be reflected when the SMF obtains the policy.
[0428] A traffic steering policy may include any one or more of: a DNN, application identifier, traffic filter, traffic steering
profile IDs, a Routing Profile ID, temporal validity condition, spatial validity condition, N6 point-to-point tunnelling require-
ments, and policy update request identifier. The traffic steering profile IDs may be mapped from the Routing Profile IDs
in the policy update request (at step 2508).
[0429] A UP management event notification policy may include any one or more of: a DNN, application identifier, traffic
filter, temporal validity condition, spatial validity condition, event type, notification type, event notification receiver identifier
(e.g. an NEF or an AF or an PCF), and policy update request identifier.
[0430] A UE grouping policy may include any one or more of: a DNN, application identifier, UE filter, and the policy
update request identifier. In this case, the traffic filter in the policy update request (and AF request) may serve as a UE
filter, and mapping/conversion may be performed to the UE filter at least one of at the NEF and the PCF as described above.
[0431] Once the UP management polices (or, equivalently, the UP management policy data) have been generated,
the PCF may select the UDR and provision (at 2512) the corresponding UP management policy data to the selected
UDR. The UDR may be selected using the DNN and the application identifier. The UE information in the traffic filter can
also be used for UDR selection, if desired. The UDR may notify any other PCFs that have subscribed to the policy data
change event. Alternatively, this can be based on the overlapping of any one or more of the DNN, application identifier,
and spatial validity condition (as desired) and the PCF’s service area.
[0432] Once the policy data has been provisioned to the UDR, the PCF returns (at 2514) a Policy Update Response
message to the NEF (or the AF) to acknowledge the receipt of the policy update request.
[0433] The PCF 316 may also notify (at 2516) any SMF’s 310 that have subscribed to notification of the policy update
event. Alternatively, the PCF 316 may identify target SMFs based on the overlapping of spatial validity condition (if any)
and the SMF’s service area and notify the identified SMFs. Upon receipt of the notification from the PCF 316, the
subscribing SMF 310 may obtain the UP management policies, identify the PDU sessions to which the policies apply,
and apply the policies to those PDU sessions.
[0434] In order to determine whether or not an SMF 310 has subscribed to notification of the policy update event, the
SMF 310 may send PDU session properties (such as at least one of: application, DNN, UE IP address, UE identifier,
and UE location information) to the PCF 316, and the PCF 316 may check the PDU session properties against the
updated polices. The PCF 316 may provide the updated policies that the PDU session is eligible for to the SMF 310
according to information available to it. The SMF 310 may further check the PDU session against the updated policies
using PDU session properties that the PCF 310 does not have. Thus, the information that has been used for checking
the PDU session by the PCF 316 does not need to be provided to the SMF 310. For example, if a temporal validity
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condition is checked by the PCF 316, then the SMF310 does not need to check it and thus the polices provided to the
SMF will not include it. In an embodiment in which the PCF does not check PDU session properties, all the information
may be provided to the SMF.
[0435] If desired, the spatial validity conditions may be verified by the PCF (in this case, the SMF needs to notify the
PCF about UE location for the spatial validity condition check) and trigger a policy update. In this case, at least one of
the traffic steering policy and the UP management event notification policy does not include those conditions, since the
policy is always spatially valid if it exits.
[0436] If desired, the temporal validity conditions may be verified by the PCF (in this case, the PCF periodically performs
the temporal validity condition check) and trigger a policy update. In this case, at least one of the traffic steering policy
and the UP management event notification policy does not include those conditions, since the policy is always temporally
valid if it exits.
[0437] The SMF may maintain the policy for individual PDU sessions. In this case, the policy may not include traffic
filter information and the binding between PDU session and policy may be indicated by the PCF (e.g. PCF checks the
PDU session against the policy and if a match is found, then the PCF notifies the SMF to obtain the policy). The policy
may contain traffic filter information. In this case, the SMF may check the traffic filter to determine whether or not to apply
it to a PDU session or to which portion of the traffic associated to the PDU session. In these two cases, the SMF
subscription to the policy update may be a general subscription or PDU session specific.
[0438] The PDU session may be subject to multiple traffic steering policies. The SMF selects which of the traffic
steering policies to apply. In some embodiments, the SMF first selects a traffic steering policy, then it identifies the UPFs
that supports the traffic steering specified in the policy (e.g. by the traffic steering profile IDs) and performs UPF selection
and traffic steering profile selection. The SMF provides the identifier of the selected traffic steering profile to the selected
UPF. The UPF uses the traffic steering profile identifier to identify the traffic steering parameters in its local configuration.
[0439] In some embodiments, based on the N6 point-to-point tunnelling requirements in the traffic steering policy, the
SMF calculates the N6 point-to-point tunnel information and configures it into the PDU session anchor. The N6 point-
to-point tunnel information may include Traffic Forwarding Template (TFT) for mapping N6 tunnel to UP path for DL
packets and packet handling instructions (e.g. tunnelling protocol header to be applied) for UL packets.
[0440] In the example of FIG. 25A, the PCF may be selected (at 2506) based on the service area of the PCF overlapping
the spatial validity condition in the AF request. FIG. 25B illustrates an alternative embodiment, in which the PCF is
selected based on a DNN and an application identifier. FIG. 25C illustrates another alternative embodiment, in which
the PCF is selected by the UDM (or UDR) rather than the NEF.
[0441] As may be seen in FIG. 25B, the call flow (also referred to as a message flow) process is broadly similar to
that of FIG. 25A, except that in this case, step 2512 is omitted and step 2506 (PCF selection) is replaced by an alternative
step (2518), in which the NEF 314 (or the AF 324) may map the application network identifier to a DNN and the application
external identifier to an application identifier, and provide the resulting DNN and application identifier information to the
NRF 318 for selecting the PCF 316. The UE information in the traffic filter can also be used for PCF selection. The
application identifier may be used within the 5GC and by the UE to identify the control information (e.g. S-NSSAI, policies)
that the application relates to. In some embodiments, multiple PCFs are selected and the NEF (or the AF) sends the
policy update request to all the selected PCFs. In some embodiments, the NEF 314 (or the AF 324) performs PCF
selection by selecting a PCF agency (which is network function) and sends the policy update request to the PCF agency,
which then send it to all the PCFs that it is serving or delegating. In some embodiments, the mappings may be pre-
configured in the NEF (or the AF). In some embodiments, the selection of the PCF may be pre-configured in the NEF
(or the AF), in which case the PCF selection step may be omitted.
[0442] Referring to FIG. 25C, in the illustrated alternative embodiment, the AF 324 and NEF 314 interact to perform
steps 2500, 2502 and 2504 as described above with reference to FIG. 3A. Next (at 2520), the NEF 314 (or the AF 324)
may map the application network identifier to a DNN and the application external identifier to an application identifier,
and use the resulting DNN and application identifier information to select a UDM 320. The UE information in the traffic
filter can also be used for UDM selection. The application identifier may be used within the 5GC and by the UE 102 to
identify the control information (e.g. S-NSSAI, policies) that the application relates to. In some embodiments, the mappings
may be pre-configured in the NEF (or the AF). In some embodiments, the selection of the UDM may be pre-configured
in NEF, in which case the UDM selection step 2520 may be omitted.
[0443] At step 2522, the NEF 314 may process the AF request message and send an Application Data Update request
message to the UDM 320. The application data update request message may include any one or more of the following
parameters: Request Identifier; DNN; application identifier; traffic filter; temporal validity condition; spatial validity con-
dition; request type; and request content.
[0444] The Request Identifier may be used to uniquely identify the application data update request, and so may enable
the NEF to modify or delete the application data update request or to correlate the application data update request with
future policy update requests. The request identifier may be generated by either the NEF 314 itself or by the UDM 320
(or UDR 322). In embodiments in which the NEF 314 generates the request identifier, it may be included in the application
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data update request message sent to the UDM 320 (or UDR 322), which may record the request identifier for future use.
In embodiments in which the UDM (or UDR) generates the request identifier, it may be conveyed to the NEF 314 in an
application data update response message, which will be described in greater detail below. Preferably, the NEF 314
maintains a mapping between the application data update request identifier and the AF request identifier received by
the NEF 314 in step 2500.
[0445] The DNN may be mapped from the application network identifier received by the NEF in step 2500. This mapping
may be pre-configured in the NEF.
[0446] The application identifier may be mapped from the application external identifier received by the NEF in step
2500, and used within the 5GC and by the UE to identify the control information (e.g. Single Network Slice Selection
Assistance Information (S-NSSAI), policies) that the application relates to. The mapping between the application external
identifier and the application identifier may be pre-configured in the NEF.
[0447] The Traffic Filter field of the policy update request message may contain policy update request identifiers, which
may be generated based on AF request identifiers (if any) in the Traffic Filter field of the AF request message received
by the NEF.
[0448] The Spatial Validity Condition may take the form of RAN node identifiers or cell identifiers and any may be
mapped from the spatial validity condition of the AF request message received by the NEF in the step 2500. The mapping
between the spatial validity condition of the AF request message and that of the policy update request message may
be pre-configured in the NEF.
[0449] At step 2524, the UDM 320 (or UDR) may return an Application Data Update Response message to the NEF 314.
[0450] Next, the UDM 320 (or UDR) may identify any PCFs that have subscribed to notification of application data
updates. Alternatively, the UDM 320 (or UDR) may identify any PCFs having a service area that includes the local DN
or intersects the service area of the local DN. The UDM 320 (or UDR) may then send (at 2526) corresponding Application
Data Change Notification messages to each identified PCF 316. Based on the information contained in received Appli-
cation Data Change Notification messages, a PCF 314 can generate Policies and forward corresponding Policy Update
Notifications to subscribing SMFs 310, as described above at steps 2510 and 2516. In some embodiments, the application
data change notification is a simple signal and does not include the change detail, and the PCF needs to interact with
the UDM (or UDR) to obtain the change detail and generate policies accordingly.
[0451] It will be noted that, in the example of FIG. 25C, since the UDM 320 is used to select the PCF 314, the UDM
320 (or UDR) selection and notification steps described above at 2512 and 2514 may be omitted.
[0452] As may be appreciated, an Application Function 324 that is trusted by the operator may interact directly with
the PCF 316. In such a case, the AF 324 may also perform the role of the NEF in the procedure. FIG. 26 illustrates an
example call flow diagram corresponding to the example of FIG. 25A, in which steps 2500, 2502 and 2504 of FIG. 25A
are either not performed or are performed by the AF 324, and steps 2506, 2508 and 2514 are replaced by steps 2600,
2602 and 2604 which are performed by the AF 324, but are otherwise identical to steps 2506, 2508 and 2514. It will be
appreciated that analogous variants exist for the embodiments of FIGs. 25B, 25C and 27A-27B, which, for the sake or
brevity are not be described in detail in this description.
[0453] FIG. 27A is a call flow diagram (also referred to as a message flow diagram) illustrating a process for UP path
management notification to an AF 324. It may be appreciated that an Application Function that is trusted by the operator
may interact directly with the PCF 316. In such a case, the AF 324 may take the role of the NEF 314 in this procedure.
The UP management event notification procedure may be performed at least one of before the UP management event
is initiated in the user plane and after it is completed, depending on the type of notification.
[0454] For the purposes of this procedure, the AF may subscribe (at 2700) to UP management event notifications
from the SMF 314 using any suitable process such as, for example, as described above, or as set out in an applicable
3GPP Technical Standard.
[0455] In a first step (at 2702) the SMF 310 may apply an operator policy, and identify (at 2704) each NEF (or AF)
that requested a corresponding policy update notification.
[0456] Then, the SMF 310 may send (at2706) a UP management event notification message to the (or each) identified
NEF (or AF). The UP management event notification message may include one or more of the following parameters:
Policy Update Request Identifier (or Application Data Update Request Identifier); Traffic Filter; Event Type; Notification
Type; and Event Notification Content.
[0457] The Policy Update Request Identifier (or Application Data Update Request Identifier) may be obtained by the
SMF from within the operator policy.
[0458] The Traffic Filter may indicate the traffic that the UP management event is related to, which is a portion of the
traffic specified by the Traffic Filter field in the policy update request. The absence of a Traffic Filter in the UP management
event notification message may be used to indicate that the UP management event is related to all the traffic specified
by the traffic filter in the policy update request. The traffic filter may include any suitable combination of: UE identifiers
such as UE External Identifier or MSISSDN; and IP addresses/Prefixes
[0459] The Notification Type may be used to indicate whether the UP management event notification is either Early
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Notification or Late Notification.
[0460] The Event Notification Content may be used to provide additional information related to the UP management
event. The Event Notification Content may include any one or more of: traffic filter; application location; anchor UPF
location; and N6 point-to-point tunnel information. The application location may take the form of a Routing Profile ID or
DNAI or traffic steering profile ID. The anchor UPF location may take the form of a network address, which may be
dependent on the tunnel type. For example, for an IP tunnel, it is in the form of IP address; for an Ethernet tunnel, it is
in the form of Ethernet address. In some embodiments, the Anchor UPF location information may be used for supporting
the N6 point-to-point tunneling in the local DN. The N6 point-to-point tunnel information may be provided to be configured
at the application location for binding DL traffic with N6 point-to-point tunnel so as to ensure proper DL packet delivery.
The N6 point-to-point tunnel information may include at least one of tunnel end point address/identifier and port number
at the anchor UPF side. The form of the tunnel end point address/identifier may be dependent on the tunnel type. For
example, for an IP tunnel, the tunnel end point address/identifier will preferably be in the form of IP address; for an
Ethernet tunnel, it will preferably be in the form of Ethernet address. In specific embodiments, the particular information
provided in the Event Notification Content may be dependent on the type of event referenced by the UP management
event notification. For example, in case of a QoS change event, the Event Notification Content may include new "QoS
rules". In a further example, if the event type is traffic steering change, then the Event Notification Content may include
application location, anchor UPF location, and N6 point-to-point tunnel information.
[0461] Based on the received UP management event notification message, the NEF 314 may send (at 2708) a cor-
responding UP management event notification message to the AF 324. The UP management event notification message
sent to the AF 324 may include any one or more of: AF request identifier; event type; notification type; and event
notification content. The AF request identifier may be mapped from the policy update request identifier contained in the
Policy Update Request message described above with reference to FIGs. 25 and 26. The event notification content may
be mapped from the Event Notification Content of the UP management event notification message received by the NEF
from the SMF (in step 2706). For example, the application location may be translated from in the form a Routing Profile
ID or DNAI or traffic steering profile ID to in the form of a network address that refers to a location where the application
is deployed.
[0462] Following receipt of the UP management event notification message from the NEF 310, the AF 324 may send
(at 2710) an acknowledgement message to the NEF 314. The acknowledgement may include N6 point-to-point tunnel
information that is to be configured in the anchor UPF 304.
[0463] The NEF 314 may then send (at 2712) an acknowledgement of the original UP management event notification
message to the SMF 310. In embodiments in which the AF provides N6 point-to-point tunnel information to the NEF
314, this information may be included in the acknowledgement message sent to the SMF 310.
[0464] Upon the receipt of the acknowledgement message from the NEF 314, the SMF 310 may configure (at 2714)
N6 point-to-point tunnel information in the anchor UPF.
[0465] As noted above, an Application Function that is trusted by the operator may interact directly with the SMF 310.
In such a case, the AF 324 may also perform the role of the NEF 314 in the procedure of FIG. 27A. Accordingly, steps
2708 and 2710 will not be performed, and steps 2706 and 2712 are performed by the AF 324.
[0466] FIG. 27B is a call flow diagram (also referred to as a message flow diagram) illustrating an alternative process
for UP path management notification to an AF 324. As in the embodiment of FIG. 27A, the UP management event
notification procedure may be performed at least one of before the UP management event is initiated in the user plane
and after it is completed, depending on the type of notification.
[0467] For the purposes of this procedure, the PCF 316 may subscribe (at 2716) to UP management event notifications
from the SMF 310 using any suitable process such as, for example, as described above, or as set out in an applicable
3GPP Technical Standard. Similarly, the AF may subscribe (at 2718) to UP management event notifications from the
PCF 316.
[0468] In a first step (at 2702) the SMF 310 may apply an operator policy, and identify (at 2720) each PCF 316 that
requested a corresponding policy update notification.
[0469] The SMF 310 may send (at 2722) a UP management event notification message to the (or each) identified
PCF 316. The UP management event notification message may be formatted as described above with reference to FIG.
27A.
[0470] Based on the received UP management event notification message, the PCF 316 may send (at 2724) a cor-
responding UP management event notification message to the NEF 314. Before sending the message, it may convert
the traffic steering profile ID or DNAI in the message to a routing profile ID. The UP management event notification
message sent to the NEF 314 may include any one or more of: AF request identifier; event type; notification type; and
event notification content. The AF request identifier may be mapped from the policy update request identifier contained
in the Policy Update Request message described above with reference to FIGs. 25 and 26. The event notification content
may be mapped from the Event Notification Content of the UP management event notification message received by the
NEF from the SMF (in step 2706). For example, the application location may be translated from in the form a Routing
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Profile ID to in the form of a network address that refers to a location where the application is deployed. The NEF 314
may forward (at 2726) the received UP management event notification message to the AF 324.
[0471] In some embodiments, the UP management event notification message sent to the NEF 314 or the PCF 316
may also include a content format field which provides information about how the data is structured to allow a network
function to properly interpret the information in the event notification content. For example, the event notification content
may be used to contain different types of information (such as routing profile ID, traffic steering profile ID, or event DNAI)
depending of the receiver function. In such a case, the content format field may be used to indicate the appropriate
format to be used to read the information in the event notification content field. The content format field may set by the
PCF when policy is created, or based on the content of the UP management even notification from the SMF (at step 2722).
[0472] Following receipt of the UP management event notification message from the NEF 314, the AF 324 may send
(at 2728) an acknowledgement message to the NEF 314. The acknowledgement may include N6 point-to-point tunnel
information that is to be configured in the anchor UPF 304.
[0473] The NEF 314 may send (at 2730) an acknowledgement of the original UP management event notification
message to the PCF 316. In embodiments in which the AF 324 provides N6 point-to-point tunnel information to the NEF
314, this information may be included in the acknowledgement message sent to the PCF 316.
[0474] Upon the receipt of the acknowledgement message from the NEF 314, the PCF 316 may forward (at 2732) the
acknowledgement message to the SMF 310.
[0475] Upon the receipt of the acknowledgement message from the PCF 316, the SMF 310 may configure (at 2714)
N6 point-to-point tunnel information in the anchor UPF 304.
[0476] As noted above, an Application Function that is trusted by the operator may interact directly with the PCF 316.
In such a case, the AF 324 may also perform the role of the NEF 314 in the procedure of FIG. 27B. Accordingly, steps
2726 and 2728 will not be performed, and steps 2725 and 2730 would be performed by the AF 324.
[0477] FIGs. 28A and 28B show a call flow diagram (also referred to as a message flow diagram) illustrating a process
for UE-requested PDU Session Establishment for non-roaming scenarios. The procedure of FIGs. 28A and 28B assumes
that the UE 102 has already registered on the AMF 308 thus the AMF 308 has already retrieved the user subscription
data from the UDM 320.
[0478] At a first step (at 2800) the UE 102 initiates the UE Requested PDU Session establishment procedure by
generating and sending a NAS message to the AMF 308. The NAS message may comprise S-NSSAI, DNN, application
identifier, PDU Session ID, and N1 SM information, and may contain a PDU Session Establishment Request within the
N1 SM information. The PDU Session Establishment Request may include a PDU Type, SSC mode, and Protocol
Configuration Options. The application identifier may be used for describing URSP as described in clause A.3.1.3.3 of
TS 23.501.
[0479] The NAS message may include an application identifier corresponding to an Edge Computing application. This
may occur, when the DNN points to a local DN. The presence of the application identifier indicates it is a request for a
PDU session whose use is intended or dedicated for the Edge Computing application.
[0480] The NAS message sent by the UE 102 may be encapsulated by the AN in a N2 message that may also include
User location information and Access technology Type Information.
[0481] The SM information may contain SM PDU DN Request Container containing information for the PDU session
authorization by the external DN.
[0482] Based on the information provided in the NAS message, the AMF 308 may determine that the message cor-
responds to a request for a new PDU Session based on the PDU Session ID that is not used for any existing PDU
Session(s) of the UE. The AMF may then select (at 2802) an SMF for the PDU Session.
[0483] At a next step (at 2804), the AMF 308 may send an SM request message to the selected SMF 310. The Request
message may include parameters such as: Subscriber Permanent ID, DNN, application identifier, S-NSSAI, PDU Session
ID, AMF ID, N1 SM information, User location information, and Access Technology Type). The AMF ID uniquely identifies
the AMF 308 serving the UE. The N1 SM information contains the PDU Session Establishment Request received from
the UE 102.
[0484] Based on the information provided in the SM request message, the SMF 310 may perform one or more checks
to determine whether or not the UE request is compliant with the user subscription and with local policies. This may
include sending (at 2806) a Subscription Data Request to the UDM 320, and receiving (at 2808) a Subscription Data
Response providing information of the user subscription. Subscription data may include the authorized PDU type(s),
authorized SSC mode(s), Default QoS profile, and subscription-defined group information (e.g. Group Identifiers). If the
SMF 310 has not yet retrieved the SM-related subscription data for the UE 102 related with the DNN, the SMF 310 may
also request this subscription data from the UDM 320.
[0485] If the UE request is not compliant with the user subscription and local policies, then the SMF 310 may reject
the UE request via NAS SM signalling to indicate to the AMF 308 that the PDU session ID is to be considered as released
and the procedure terminates.
[0486] In embodiments in which the SMF 310 needs to authorize/authenticate the establishment of the PDU session
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via a third party, the SMF may trigger the applicable third-party PDU session establishment authentication/authorization
process 2810. The triggering of the third party PDU session establishment process 2810 may include the SMF 310
transmitting a request to a third party authentication service, which may reside within the DN. This process 2810 may
be via the UPF or the NEF, as described elsewhere in this disclosure. If the PDU session establishment authentica-
tion/authorization fails, the SMF 310 may terminate the PDU session establishment procedure and indicates a rejection
to the UE 102.
[0487] In embodiments in which dynamic PCC is deployed, the SMF 310 may perform PCF selection (at 2812). The
SMF 310 may also initiate PDU-CAN Session Establishment (2814) with the PCF 316 to obtain the default PCC Rules
for the PDU Session. In embodiments in which dynamic PCC is deployed and the DNN points to a local DN, the SMF
310 may provide the DNN and the application identifier to the PCF 316. Additional information can be provided to the
PCF 316 to enable more detailed policy decisions. For example, UE information (such as location information, UE
identifier, subscription-defined group information, etc.) or traffic information (e.g. UE IP address) can be provided so that
the PCF may respond only with policy that tailored to the requirements of the specific UE or traffic. Other PDU session
related information can be provided, if desired. The PCF may use this information to obtain relevant policy data from
the UDR for policy decisions. This may trigger the PCF to subscribe to notifications of at least one of policy data change
related to the DN and the application from the UDR. The PCC Rules may include UP path management event notification
policies. The PCC Rules may include information of N6 Tunnel related to the DN (such as at least one of address and
port number of the tunnel end in the DN). It may be appreciated that the purpose of this step is to receive PCC rules
before selecting the UPF. If PCC rules are not needed as input for UPF selection, this step can be omitted.
[0488] The SMF 310 may select (at 2816) a UPF 304 and an SSC mode for the PDU Session. In embodiments in
which the PDU Type is either IPv4 or IPv6, the SMF 310 may allocate an IP address/prefix for the PDU Session. For
Unstructured PDU Type, the SMF 310 may allocate an IPv6 prefix for the PDU session and N6 point-to-point tunnelling
(based on UDP/IPv6). If traffic steering policies are provided, the SMF 310 may also select a traffic steering profile or
policy in this step.
[0489] In embodiments in which dynamic PCC is deployed and the PDU-CAN Session Establishment was not per-
formed at step 2514, the SMF 310 may initiate (at 2818) PDU-CAN Session Establishment towards the PCF 316 to
obtain the default PCC Rules for the PDU Session. If the DNN points to a local DN, in addition to the UE information
(e.g. UE identifier, subscription-defined group information) the SMF 310 may also provide the DNN and the application
identifier (if available) to the PCF 316. Otherwise, if dynamic PCC is deployed and the PDU Type is either IPv4 or IPv6,
the SMF 310 may initiate PDU-CAN Session Modification and provide the allocated UE IP address/prefix to the PCF
316. If dynamic PCC is deployed, for unstructured PDU type, the SMF 310 may provide the IPv6 prefix allocated for the
PDU session to the PCF 316.
[0490] At a next step (2820), the SMF 310 may select a traffic steering profile or policy.
[0491] In embodiments in which UP path management event notification polices are provided, the SMF may notify (at
622) the AF (or NEF) about the UP path selection. If the traffic steering policies indicate a need for dynamic configuration
on N6 Tunnel information between the SMF 310 and the AF 324, the negotiation may also be performed along with the
UP path selection notification. The notification may include N6 tunnel information related to the UPF (e.g. at least one
of the address and port number of the UPF) and an indication that this is an early notification.
[0492] At step 2824, the SMF 310 may send an N4 Session Establishment/Modification Request to the UPF 304 and
provide Packet detection, enforcement and reporting rules to be installed on the UPF 304 for this PDU Session. In
embodiments in which the PDU session authentication process is not performed (at 2810), the N4 Session Establish-
ment/Modification Request message may be used to initiate an N4 Session Establishment procedure with the selected
UPF 308, otherwise it may be used to initiate an N4 Session Modification procedure with the selected UPF 308: If CN
Tunnel Info is allocated by the SMF, the applicable CN Tunnel Info is provided to UPF 308 in this step. If N6 Tunnel is
to be supported, the applicable N6 Tunnel information is provided to UPF 304 in this step. It should be understood that
the N6 Tunnel information does not necessarily have to be provided to the UPF 304 in this step.
[0493] The UPF may acknowledge the N4 Session Establishment/Modification Request message by sending (at 2826)
an N4 Session Establishment/Modification Response message to the SMF. If CN Tunnel Info is allocated by the UPF
308, the applicable CN Tunnel Info may also be provided to SMF 310 in this step.
[0494] At step 2828, the SMF 310 may return an SM Request Acknowledgment message to the AMF 308. The SM
Request Acknowledgment message may contain parameters such as: N2 SM information (e.g. PDU Session ID, QoS
Profile, and CN Tunnel Info); N1 SM information (e.g. PDU Session Establishment Accept (including Authorized QoS
Rule, and SSC mode)). The N2 SM information may carry information that the AMF needs to provide to the (R)AN. The
CN Tunnel Info may correspond to the Core Network address of the N3 tunnel corresponding to the PDU session. The
QoS Profile may provide the AN with the mapping between QoS parameters and QoS Flow Identifiers. The PDU Session
ID may be used by AN signalling with the UE to indicate to the UE the association between AN resources and a PDU
session for the UE. The N1 SM information may contain the PDU Session Establishment Accept message that the AMF
needs to provide to the UE. Multiple Authorized QoS Rules may be included in the PDU Session Establishment Accept
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message within the N1 SM information and in the N2 SM information.
[0495] The SM Request Acknowledgement message may further contain information allowing the AMF to identify
which UE is the target of the SMF request as well to determine which access towards the UE to use. The access
information may be used to deal with the case where a UE is simultaneously connected over 3GPP and Non 3GPP access.
[0496] Referring now to FIG. 28B, at step 2830, the AMF may send an N2 PDU Session Request message to the
R(AN) 302. The N2 PDU Session Request message may contain parameters such as: N2 SM information; and PDU
Session Establishment Accept.
[0497] In response to the N2 PDU Session Request message, the R(AN) 302 may initiate (at 2832) AN specific
signalling exchange with the UE 102 to set up resources for the PDU session. For example, in the case of a 3GPP RAN,
an RRC Connection Reconfiguration may take place with the UE 102 establishing the necessary RAN resources related
to the Authorized QoS Rules for the PDU Session. Nodes within the (R)AN may also allocate (R)AN tunnel information
for the PDU Session. The (R)AN nodes may forward the NAS message (including the PDU Session Establishment
Accept) to the UE, if the necessary RAN resources are established and the allocation of (R)AN tunnel information are
successful.
[0498] Following set up of the resources for the PDU session, the (R)AN node 302 may send (at 2834) an N2 PDU
Session Request Acknowledgment message to the AMF 308. The N2 PDU Session Request Acknowledgment message
may also include (R)AN Tunnel Information corresponding to the Access Network address of the N3 tunnel for to the
PDU session. Following receipt of the N2 PDU Session Request Acknowledgment message by the AMF 304, the UE
102 may be able to begin transmitting (at 2836) Uplink data of the PDU session to the UPF 304.
[0499] At a next step (2838), the AMF 308 may forward the N2 SM information received from (R)AN to the SMF 310,
using an SM Request message that includes the N2 SM information.
[0500] Next, the SMF 310 may send (at 2840) an N4 Session Modification Request to the UPF 304 in order to provide
AN Tunnel Info and (optionally) CN Tunnel Info for the N4 session associated with the new PDU session. In a case in
which the N4 session for the new PDU Session has not already been established, the SMF 310 may initiate an N4
Session Establishment procedure with the UPF 304 to establish the N4 session with the AN Tunnel Info and (optionally)
CN Tunnel Info. Otherwise, the SMF 310 may initiate an N4 Session Modification procedure with the UPF 304 to add
the AN Tunnel Info and (optionally) CN Tunnel Info to the existing N4 session. Note that the CN Tunnel Info only needs
to be provided if the SMF 310 selected CN Tunnel Info in step 2816.
[0501] Following receipt of the N4 Session Establishment/Modification Response from the UPF (at 2842), the SMF
310 may notify (at 2844) the AF 324 (or NEF 314) about the UP path selection, if UP path management event notification
polices are provided and indicate the need of late notification. The notification may include N6 tunnel information related
to the UPF (e.g. at least one of the address and port number of the UPF) and an indication that this is a late notification.
If N6 Tunnel is to be used, this step may indicate to the AF that the N6 Tunnel is ready for use. Subsequently, the AMF
may forward relevant events to the SMF, for example at handover where the (R)AN Tunnel Info changes or the AMF is
relocated.
[0502] The SMF 310 then returns (at 2846) an SM Request Acknowledgement to the AMF 308 before generating and
sending (at 2848) an IP Router Advertisement to the UE 102 via the N4 session and the UPF 304. This step provides
the IP configuration information so that Downlink Data can be transmitted to the UE (at 2850).
[0503] During the lifetime of the PDU session, the AMF 308 stores an association of the PDU session ID and the SMF ID.
[0504] FIGs. 29A and 29B show a call flow diagram illustrating a process for UE-requested PDU Session Establishment
for roaming with local breakout. The procedure of FIGs. 29A and 29B is closely similar to that of FIGs. 28A and 28B,
except that in the case of roaming with local breakout, the SMF 310, UPF 304 and the PCF 316 are all located in the
visited network. This implies that steps 2820, 2822 and 2844 described above are not performed.
[0505] FIG. 30 is a flowchart illustrating a hand-off process in accordance with an example embodiment of the present
invention. It will be well understood that in the illustrated flow charts different entities are responsible for carrying out
different steps. It should be further understood that this is showing the interaction of multiple independent methods each
of which is carried out at a different node or function. A variation one of the methods will not necessarily require a change
in the other method. Furthermore, where reference is made to a first function sending a message to a second function,
it should be understood that this implies that the second function carries out the step of receiving the message transmitted
by the first function.
[0506] At a first step (3000) an AF may subscribe to notification of UE mobility events for some particular traffic
associated with an application. UE mobility events may, for example, include the UE moving out of the service area of
the current local DN.
[0507] Subsequently, an AMF may detect the UE mobility event (at 3002), and sends a corresponding notification to
the AF (at 3004). Alternatively, the AMF may notify the SMF, and the SMF in turn notifies the AF. The notification may
be sent via the NEF (e.g. when the AF is untrusted) or directly to the AF (e.g. when the AF is in the trust domain). The
notification may include the target local DNs (where the application is also deployed) that the UE is moving into.
[0508] Upon receipt of the notification, the AF may identify (at 3006) a second AF that is associated with the application
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in a target DN, and notifies the second AF about the application IDentifier, the traffic filter (indicating the impacted
application traffic) and the application context information. The AF may optionally notify the second AF about the AMF
notification identifier (carried in the AMF notification).
[0509] The second AF may then send a request (at 3012) to the 5GC (eg. The SMF) to trigger PDU session estab-
lishment or resumption after the UE enters the target local DN. The request sent to the 5GC (e.g. the SMF) for PDU
session establishment or resumption may include at least one of the AMF notification identifier and the traffic filter, so
that the 5GC can resume the correct PDU session or inform the UE to establish PDU sessions for the proper traffic.
[0510] Once the UE mobility event has occurred, the AMF may send a corresponding notification to the SMF (at 3008),
and the SMF may respond by deactivating or releasing (at 3010) the PDU session associated with the application.
[0511] In some cases, the same AF may be associated with the application in both the current and target DNs. In this
case, the "AF" and the "second AF" referenced above are in fact the same entity. Consequently, the interaction between
the two AFs at step 3006 becomes an internal procedure, and the step 3012 may be carried out by the response message
from the first AF to the AMF or to the SMF.
[0512] As may be appreciated, the process of FIG. 30 allows the UE’s application session to be preserved, because
the application context is transferred to the second AF, which controls the application in the target DN.
[0513] In some embodiments, the AF is an application server. In other embodiments, the AF is not an application
server, but rather operates to configure the application context into the application server for resuming/preserving ap-
plication sessions.
[0514] In some embodiments, the AF is an SDN controller which operates to configure forwarding rules in the transport
network to ensure packet delivery to correct UPF.
[0515] In some embodiments, the application is a video streaming application and the application context information
describes how (from where) to resume the dis-continued video stream. In some embodiments, the application is a gaming
application and the application context information describes how (from where) to reconstruct or recover the gaming
context.
[0516] The DNAI is an identifier that points to a node or function that provides access to the DN for user plane traffic.
A node or function in the UP transmitting traffic to the DN, can direct the traffic to a DNAI. In some embodiments, the
DNAI may be a network element such as router that is strategically deployed by the operator, in other embodiments the
DNAI may be gateway function providing access to a data centre within which virtual UPFs are instantiated. An application
location refers to a network element (e.g. a server, a data centre) upon which the application is deployed. Multiple
applications can be deployed at the same location.
[0517] It should be understood that when an application communicates with a UE through a 3GPP-compliant network,
the application location can be mapped or associated with a DNAI. In some embodiments, this association can be a part
of the routing profile (e.g. stored or otherwise indicated within the routing profile). In other embodiments the association
is external to the routing profile, and may be stored within a locally accessible table, or in a common reference point
within the network. In some embodiments the routing profile describes the routing parameters associated with the routing
of traffic to the application location. This may take the form of a combination of either or both a destination address and
a destination port number at the application location. Such embodiments are examples of situations in which the asso-
ciation may be external to the routing profile. It will be understood by those skilled in the art that routing profiles may, in
some embodiments, be application location specific. This allows traffic to be directed to the DNAI, and from there be
forwarded to the application. An application may be instantiated in different DNs. Within the same DN, an application
may be instantiated at multiple locations, and each application location may be associated with a plurality of DNAIs. In
implementations where a routing profile is per application location specific, the routing profile can indicate a transport
address such as IP address and port number or a network address such as Ethernet address, associated with the
application location and other traffic routing parameters to be used by the DNAIs associated with the application location
for routing traffic to the application location.
[0518] In some embodiments, both routing profiles and the association between the routing profile (or the corresponding
application location) and the DNAI can be configured into the NEF, by another network function (e.g. the AF) in coordination
with the NEF or by a management plane function such network manager, slice manager, service manager, etc. In
embodiments in which the AF is within a trusted domain, the routing profile and association between the routing profile
and the DNAI may be configured into the AF itself.
[0519] Because a DNAI identifies a data network access point, and each DN can support a plurality of different
applications and UPFs, a DNAI may be associated with a plurality of different UPFs. The traffic steering profile is typically
associated with the DNAI and then applied to each UPF associated with the DNAI. In some embodiments the PCF may
be configured with the information of the DNAI and the traffic steering profiles. In some embodiments, the association
between the traffic steering profile and UPFs can be configured into the SMF. In another embodiment, the traffic steering
profile may be configured into the UPF and the SMF. The configuration described above may be performed by a man-
agement plane function such as network manager, slice manager, service manager, etc. Other network functions,
including the SMF, the NEF or the PCF, may also have roles in the configuration of the UPF and the traffic steering
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profile. In implementations where a traffic steering profile is per DNAI specific, the traffic steering profile can indicate a
transport address such as IP address and port number or a network address such as Ethernet address, associated with
the DNAI and other traffic routing parameters to be used by the UPFs associated with the DNAI for routing traffic to the
DNAI. The traffic steering profile may also indicate the DNAI itself by means of an identifier.
[0520] FIG. 31 is a logical block diagram 3100 illustrating an example relationship between application location, DNAI
and UPF. A set of four UPFs, UPF1 3102, UPF2 3104, UPF3 3106, and UPF4 3108 are illustrated. A set of two application
locations, AS1 3120 and AS2 3126 are illustrated. Access to AS1 3120 can be through either DNAI 1 3110 or DNAI 2
3114. Access to AS2 3126 is through DNAI 2 3114. Traffic from UPF1 3120 and UPF2 3104 to AS1 3120 is subject to
traffic steering profile 1 3112 and routing profile 1 3122. Traffic from UPF2 3104, UPF3 3106 and UPF4 3108 to AS2
3126 is subject to traffic steering profile 2 3116 and routing profile 2 3124. Thus, traffic from UPF2 3104 may be subject
to different traffic steering profiles based on the application location targeted.
[0521] The routing profile 1 3122 corresponds to the application location AS1 3120, which is associated with both
DNAI1 3110 and DNAI2 3114. The routing profile 2 3124 corresponds to the application location AS2 1326, which is
associated with DNAI2 3114.
[0522] The association between a UPF and a DNAI may imply that the UPF may support traffic steering toward the
DNAI using the information specified in the traffic steering profile associated with the DNAI. For example, UPF2 3104
is associated with both DNAI1 3110 and DNAI2 3112. As such, UPF2 3104 is capable of steering traffic toward both DNAIs.
[0523] An information mapping configured in NEF, PCF and SMF is illustrated below:

@ NEF: Application location ←→ routing profiling ID
@ PCF: Routing profile ID → DNAIs; DNAI ←→ traffic steering profile ID
@ SMF: traffic steering profile ID → UPFs

[0524] The PCF does not necessarily need to know the content of routing profiles and similarly the SMF does not
necessarily need to know the content of traffic steering profiles.
[0525] In the illustrated embodiments of FIG. 31, there is a minimal set of information that is available to each of the
different types of network functions. An AF should have access to the Application location (e.g. in terms of a transport
address or network address of the application location). The DNAI should have access to routing profiles associated
with the application location that it is associated with. A UPF should have access to traffic steering profiles of the DNAIs
that it is associated with. The configuration of these nodes and functions so that they are provided with this information,
or provided with access to this information, can be performed by any of a number of different management plane functions,
such at least one of as network manager, slice manager, service manager, and the AF. For example, the AF may provide
the necessary information to the DNAI, while a management plan function provide the necessary information to the NEF,
the PCF, the SMF, and the UPF.
[0526] N6 Tunnel information, which may have been provided by the SMF, is used by a UPF to establishing an N6
tunnel, and for determining the processing applied to UL packets sent through the N6 tunnel. The N6 Tunnel information
may include tunnel type such as IP tunnel, Ethernet tunnel, IPv6/UDP tunnel, etc. It may include information of tunnel
end point identifier or address, port number, and other tunnel protocol parameters. The traffic steering parameters can
be obtained using a traffic steering profile ID (which itself may be obtained from a function such as the SMF). The traffic
steering parameters may be obtained from a local configuration. If the traffic steering parameters are not pre-configured
locally at the UPF, the UPF may obtain them from a function such as the SMF. If traffic steering parameters are provide
by the SMF to the UPF, the traffic steering profile ID may not be provided to the UPF by the SMF. Packets sent through
the N6 tunnel can be encapsulated, and traffic steering information can be embedded within the outer header. The outer
header can also include an identification of the processing to be applied for UL packets.
[0527] As will be understood, the manner in which traffic in the UP is routed and processed can be configured by CP
functions. For application-influenced traffic routing, the configuration process can commence with an AF performing a
request procedure to send an application location notification to the network. The AF can provide an application location
(e.g. in a transport address) and N6 Tunnel information (if any) to the NEF. The NEF can map the application location,
received from the AF, to a routing profile. The NEF can then send the routing profile ID and the N6 Tunnel information
to the PCF. The PCF can map the routing profile ID to at least one DNAI. The routing profile ID can also be mapped to
traffic steering profiles, for example, via the mapped at least one DNAI. Based on these mappings a traffic steering policy
can be generated. The traffic steering policy will typically specify one or multiple traffic steering profile IDs, a routing
profile ID, and N6 Tunnel information. Traffic steering policy may also contain other information such as validity conditions.
[0528] For non-IP traffic, N6 Tunnel information is typically required. For IP traffic, it may be optional. If N6 Tunnel is
not used when handling IP traffic, the traffic routing parameters in traffic steering profile and routing profile together may
describe how to route traffic end to end over N6.
[0529] An example of enforcing application influence on traffic routing during a session establishment procedure (or
a session modification procedure) is now discussed. The process may commence with the PCF sending a traffic steering
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policy to SMF. The SMP can then map traffic steering profile IDs (typically contained in the traffic steering policy, but
optionally provided along with the policy) to UPFs. The PCF can then perform a UPF/traffic steering selection process,
and provide the selected traffic steering profile ID and the N6 Tunnel information (carried by the policy) to a UPF selected
for the PDU session. The SMF may compile/process the N6 Tunnel information before sending it to the UPF, for example,
generating a tunnel header for the UPF to apply to UL packets. The SMF may also generate a Traffic Forwarding
Template. The TFT can be used by the UPF to map a N6 Tunnel to a path in the UP for DL traffic.
[0530] The SMF can send a notification to the NEF of any N6 Tunnel change (e.g. N6 tunnel end point change due
to UPF reselection). The SMF may also send a notification to the NEF to inform the NEF of a traffic steering change,
which may include changes in at least one of DNAI mappings and routing profile ID. The NEF can map the DNAI to a
transport address and the routing profile ID to a traffic address of the respective application location. The NEF can then
provide the information associated with an N6 Tunnel change and traffic steering change (after information mapping) to
the AF.
[0531] Based on the foregoing description, it may be appreciated that embodiments of the present invention may
provide:
[0532] A method for managing protocol data unit session data traffic on a network, the method comprising a control
plane entity available on the network:

receiving an application program interface (API)-based Application System (AS) location notification from an AS
controller, the API-based AS location notification identifying an AS location and data traffic to be associated with
the identified AS location; and,

transmitting an AS location notification to locate the AS.

[0533] In some embodiments, before the control plane entity transmits the AS location notification, the method further
comprises the control plane entity authenticating the AS controller.
[0534] In some embodiments, the authenticating the AS controller comprises transmitting an authentication request
to an authentication server function (AUSF) available on the network; and, receiving an authentication response from
the AUSF indicating an authentication result in response to the authentication request.
[0535] In some embodiments, the AS location notification comprises an AS relocation notification that changes an
existing location of a PDU session.
[0536] In some embodiments, the AS location notification comprises an AS location notification that establishes a
location of a future PDU session.
[0537] In some embodiments, the AS relocation notification is transmitted to a session management function (SMF)
to configure traffic steering for the data traffic to the relocated AS.
[0538] In some embodiments, the AS location notification is transmitted to a Policy Control Function (PCF) to generate
a User Plane (UP) selection policy and traffic steering policy for the data traffic.
[0539] A method for managing protocol data unit (PDU) session data traffic exchanged with a User Equipment (UE)
connected to a network, the method comprising a control plane entity available on the network:

receiving a PDU session request from the UE;

verifying the UE context and authorizing the session request based on user subscription data, and if authorized the
method further comprises:

selecting and setting up a user plane (UP) path for the requested PDU session;

transmitting a PDU session request response to the UE.

[0540] In some embodiments, the PDU session request includes a session ID.
[0541] In some embodiments, the PDU session request includes a preferred SSC mode for the requested PDU session.
[0542] In some embodiments, the PDU session request includes an application identifier indicating the PDU session
request is dedicated to an application associated with the application identifier.
[0543] A method for connecting a UE to network, comprising a session management function available on the network:

receiving a PDU session request from the UE;

selecting an end-to-end user plane (UP) path for the PDU session;
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notifying an application function available on the network of the selected end-to-end UP path;

sending to an access node (AN) a request to setup a PDU session connection for the UE corresponding to the
selected end-to-end UP path.

[0544] In some embodiments, the AN comprises a serving AN that received the PDU session request from the UE
and forwarded the PDU session request to the SMF.
[0545] In some embodiments, the PDU session request indicates an anchor user plane function (UPF) location and
an application location of the application function.
[0546] An electronic device comprising:

A network interface;

A processor;

A memory for storing instructions that when executed by the processor cause the electronic device to carry out the
method described herein.

[0547] A method for managing protocol data unit session data traffic on a network, the method comprising a Network
Exposure Function (NEF) available on the network:

selecting a Policy Control Function (PCF) available on the network;

transmitting to the PCF a User Plane (UP) selection notification policy update request; and,

receiving a UP selection notification policy update response.

[0548] In some embodiments, the selecting a Policy Control Function (PCF) available on the network is based on
receipt of a UP selection Notification Subscription Request, and wherein the method further comprises:
transmitting a UP selection Notification Subscription Response.
[0549] In some embodiments, the UP selection Notification Subscription Request is received from an Application
Function (AF) available on the network, and wherein the UP selection Notification Subscription Response is transmitted
to the AF.
[0550] A method of managing a network, the method comprising exchanging User Plane management information
between an Application Function entity supporting one or more applications and a Slice Management Function entity
configured to manage traffic flows in a respective slice of the network.
[0551] A Slice Management Function entity for managing traffic flows in a respective slice of a network, the Slice
Management Function entity configured to exchange User Plane management information with an Application Function
entity supporting one or more applications of the network.
[0552] An Application Function entity supporting one or more applications in a network, the Application Function entity
configured to exchange User Plane management information with a Slice Management Function entity configured to
manage traffic flows in a respective slice of the network.
[0553] In some embodiments, the User Plane management information comprises either one or both of:

operator policy information or events; and

traffic requirements of the applications supported by the Application Function entity.

[0554] A method for establishing a PDU session performed by a network entity executing on a processing unit of a
network node of a communication network, comprising the network entity performing the steps of:

receiving from a UE a session request including an application identifier;

transmitting to a Network Exposure Function (NEF) an authentication/authorization request on behalf of the UE;

receiving from the NEF an authentication/authorization response; and,

authorizing the PDU session based on the authentication/authorization response.
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[0555] In some embodiments, the network entity comprises a Session Management Function.
[0556] In some embodiments, the network entity transmits the authentication/authorization request to a third party
entity through the NEF.
[0557] In some embodiments, the network entity receives the authentication/authorization response from a third party
entity through the NEF.
[0558] A network node operative to establish a PDU session on a communication network, the network node comprising:
a processor operative to enable the network node to:

receive from a UE a session request including an application identifier;

transmit to a Network Exposure Function (NEF) an authentication/authorization request on behalf of the UE;

receive from the NEF an authentication/authorization response; and,

authorize the PDU session based on the authentication/authorization response.

[0559] In some embodiments, the network node is enabled to act as a Session Management Function.
[0560] In some embodiments, the network node transmits the authentication/authorization request to a third party
entity through the NEF.
[0561] In some embodiments, the network node receives the authentication/authorization response from a third party
entity through the NEF.
[0562] A method for establishing a PDU session performed by a network entity executing on a processing unit of a
network node of a communication network, comprising the network entity performing the steps of:

receiving from a UE a session request;

if the session request does not include an application identifier, detecting application traffic related to the session
request and transmitting a notification to a control plane entity indicating the application traffic detection and re-
questing reselection of the application traffic steering; and,

if the session request includes an application identifier, transmitting to the control plane entity a notification that the
PDU session is intended for the application traffic associated with the application identifier.

[0563] In some embodiments, the network entity comprises a Session Management Function.
[0564] In some embodiments, if the session request includes an application identifier, the method further comprising:
transmitting an authentication/authorization request to a third party entity through the NEF.
[0565] In some embodiments, if the session request includes an application identifier, the method further comprising:
receiving an authentication/authorization response from a third party entity through the NEF.
[0566] A network node operative to establish a PDU session on a communication network, the network node comprising:
a processor operative to enable the network node to:

receive from a UE a session request;

if the session request does not include an application identifier, the network node is operative to detect application
traffic related to the session request and to transmit a notification to a control plane entity indicating the application
traffic detection and requesting reselection of the application traffic steering; and,

if the session request includes an application identifier, the network node is operative to transmit to the control plane
entity a notification that the PDU session is intended for the application traffic associated with the application identifier.

[0567] In some embodiments, the network node is enabled to act as a Session Management Function.
[0568] In some embodiments, if the session request includes an application identifier, network node is further operative
to transmit the authentication/authorization request to a third party entity through the NEF.
[0569] In some embodiments, if the session request includes an application identifier, the network node is further
operative to receive the authentication/authorization response from a third party entity through the NEF.
[0570] A method for establishing a PDU session performed by a network entity executing on a processing unit of a
network node of a communication network, comprising the network entity performing the steps of:
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receiving from a UE a session request including an application identifier;

obtaining PCC rules associated with the application identifier; and,

configuring application traffic handling policies for the PDU session based on the obtained PCC rules.

[0571] In some embodiments, the network entity comprises a Session Management Function.
[0572] A network node operative to establish a PDU session on a communication network, the network node comprising:
a processor operative to enable the network node to:

receive from a UE a session request including an application identifier;

obtain PCC rules associated with the application identifier; and,

configure application traffic handling policies for the PDU session based on the obtained PCC rules.

[0573] In some embodiments, the network node is enabled to act as a Session Management Function.
[0574] A method for establishing a PDU session performed by a network entity executing on a processing unit of a
network node of a communication network, comprising the network entity performing the steps of:

receiving a third party authentication/authorization request including an application identifier from a session man-
agement entity;

selecting an Application Function (AF) based on the third party authentication/authorization request; and,

transmitting to the selected AF the third party authentication/authorization request.

[0575] In some embodiments, the network entity comprises a Network Exposure Function (NEF).
[0576] In some embodiments, the session management entity comprises a Session Management Function (SMF).
[0577] In some embodiments, the method further comprises:
receiving an authentication/authorization response from the selected AF.
[0578] In some embodiments, the method further comprises:
transmitting the authentication/authorization response to the session management entity.
[0579] In some embodiments, the AF is external to the session management entity, and is not operable to communicate
directly with the session management entity.
[0580] In some embodiments, the network entity and the session management entity are core network functions, and
wherein the selected AF is external to the core network.
[0581] It should be appreciated that one or more steps of the embodiment methods provided herein may be performed
by corresponding units or modules. For example, a signal may be transmitted by a transmitting unit or a transmitting
module. A signal may be received by a receiving unit or a receiving module. A signal may be processed by a processing
unit or a processing module. Other steps may be performed by modules or functional elements specific to those steps.
The respective units/modules may be implemented as specialized hardware, software executed on a hardware platform
that is comprised of general purpose hardware, or a combination thereof. For instance, one or more of the units/modules
may be implemented as an integrated circuit, such as field programmable gate arrays (FPGAs) or application-specific
integrated circuits (ASICs). It will be appreciated that where the modules are software, they may be stored in a memory
and retrieved by a processor, in whole or part as needed, individually or together for processing, in single or multiple
instances as required. The modules themselves may include instructions for further deployment and instantiation.

Embodiments

[0582]

Embodiment 1. A method of managing a subscribed notification, the method comprising:

obtaining, by a session management function (SMF), information associated with a user plane (UP) selection
or reselection notification subscription from an application function (AF); and
sending, by the SMF, a notification of a UP selection or reselection to the AF, the notification comprising a
notification type indicating that the notification is sent before or after a UP path is configured.
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Embodiment 2. The method according to embodiment 1, wherein the information from the AF indicates the notification
type.

Embodiment 3. The method according to any one of embodiments 1 and 2, wherein the notification comprises an
application location.

Embodiment 4. A function for managing a subscribed notification comprising a processor coupled with a memory,
the processor being configured to:

obtain information associated with one of a user plane (UP) selection notification subscription and a UP rese-
lection notification subscription from an application function (AF); and
send a notification of one of a UP selection and a UP reselection to the AF, the notification comprising a
notification type indicating that the notification is sent before or after a UP path is configured.

Embodiment 5. The function of embodiment 4 wherein the information obtained from the AF indicates the notification
type.

Embodiment 6. The function of any one of embodiments 4 and 5 wherein the notification comprises an application
location.

Embodiment 7. A method of managing a subscribed notification, the method comprising:

subscribing, by an application function (AF), to a notification about a user plane (UP) selection or reselection; and
receiving, by the AF, a message comprising a notification type indicating the message is before or after a UP
path is configured, wherein the message is associated with the notification about the UP selection or reselection.

Embodiment 8. The method according to embodiment 7, wherein the subscribing the notification comprising:
sending a request to subscribe to the notification, the request comprising the notification type.

Embodiment 9. The method according to any one of embodiments 7 and 8, wherein the message includes an
application location.

Embodiment 10. A function for managing a subscribed notification comprising a processor coupled with a memory,
the processor being configured to:

subscribe to a notification about one of a user plane (UP) selection and a UP reselection; and
receive a message comprising a notification type indicating that the message is before or after a UP path is
configured, wherein the message is associated with the notification about the UP selection or reselection.

Embodiment 11. The function of embodiment 10 wherein the the programming including instructions to send a
request to subscribe to the notification, the request comprising the notification type.

Embodiment 12. The function of any one of embodiments 10 and 11 wherein the received message comprises an
application location.

Embodiment 13. A method of a notification executed by a data repository function, comprising:

receiving, from a NEF, information associated with an AF request;

storing the information associated with the AF request, user data and policy data; and

notifying a PCF of an update to the information associated with the AF request in accordance with a subscription
from the PCF.

Embodiment 14. The method according to embodiment 13, wherein the information associated with the AF request
comprises application data, the application data comprising information, about an application, configured for policy
generation.
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Embodiment 15. The method according to embodiment 13 or 14, wherein the information associated with the AF
request comprises information carried in the AF request.

Embodiment 16. The method according to embodiment 13 or 14, wherein the information associated with the AF
request is mapped to information carried in the AF request.

Embodiment 17. The method according to any one of embodiments 13 to 16, further comprising:
receiving the subscription from the PCF wherein the subscription is to the notification of the information associated
with the AF request.

Embodiment 18. The method according to any one of embodiments 13 to 17, wherein the information associated
with the AF request is to influence SMF routing decisions for traffic of PDU sessions.

Embodiment 19. A data repository function, comprising a processor coupled with a memory, the processor being
configured to execute steps of:

receiving, from a NEF, information associated with an AF request;

storing the information associated with the AF request, user data and policy data; and

notifying a PCF of an update to the information associated with the AF request in accordance with a subscription
from the PCF.

Embodiment 20. The data repository function according to embodiment 19, wherein the information associated with
the AF request comprises application data, the application data comprising information, about an application, con-
figured for policy generation.

Embodiment 21. The data repository function according to embodiment 19 or 20, wherein the information associated
with the AF request comprises information carried in the AF request.

Embodiment 22. The data repository function according to embodiment 19 or 20, wherein the information associated
with the AF request is mapped to information carried in the AF request.

Embodiment 23. The data repository function according to any one of embodiments 19-22, further comprising
software instructions configured to control the processor to implement step of:
receiving the subscription from the PCF wherein the subscription is to the notification of the information associated
with the AF request.

Embodiment 24. The data repository function according to any one of embodiments 19 to 23, wherein the information
associated with the AF request is to influence SMF routing decisions for traffic of PDU sessions.

Embodiment 25. A method comprising:

receiving, by a SMF, a request for subscription of an UP management event notification from an AF; and

sending, by the SMF to the AF, a UP management event notification message including event notification
content related to the UP management event, wherein the event notification content comprises: N6 point-to-
point tunnel information, application location, and a traffic filter including a UE identifier.

Embodiment 26. The method according to embodiment 25, the UP management event notification message further
including a notification type indicating whether the UP management event notification is either early notification or
late notification.

Embodiment 27. A function, comprising a processor coupled with a memory, the processor being configured to
execute steps of:

receiving a request for subscription of an UP management event notification from an AF; and
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sending, to the AF, a UP management event notification message including event notification content related
to the UP management event, wherein the event notification content comprises: N6 point-to-point tunnel infor-
mation, application location, and a traffic filter including a UE identifier.

Embodiment 28. The function according to embodiment 27, the UP management event notification message further
including a notification type indicating whether the UP management event notification is either early notification or
late notification.

Embodiment 29. A method comprising:

receiving (308), by a PCF, a policy update request message including a request content, wherein the policy
update request content includes potential locations of application and respective N6 point-to-point tunnelling
requirements; and

notifying (316), by the PCF, a SMF of an updated traffic steering policy for configuring a PDU session anchor,
the updated traffic steering policy including the N6 point-to-point tunnelling requirements and indicating the
potential locations of application associated with the N6 point-to-point tunnelling requirements.

Embodiment 30. The method according to embodiment 29, wherein the N6 point-to-point tunnelling requirements
indicates a type of tunnel and related tunnelling protocol parameters.

Embodiment 31. The method according to embodiment 30, wherein the tunnelling protocol parameters include one
or more of: a tunnel end point address, a tunnel end point identifier, and a port number at the application location.

Embodiment 32. The method according to any one of embodiments 29 to 31, wherein the request content is received
by the PCF from an AF.

Embodiment 33. The method according to any one of embodiments 29 to 32, wherein the SMF is that has subscribed
to notification of a policy update event.

Embodiment 34. The method according to any one of embodiments 29 to 33, further comprising:

verifying, by the PCF, a spatial validity condition included in the policy update request based on UE location
information; and

updating, by the PCF, a traffic steering policy based on a result of the verification.

Embodiment 35. A function, comprising a processor coupled with a memory, the processor being configured to
execute steps of:

receiving a policy update request message including a request content, wherein the policy update request
content includes potential locations of application and respective N6 point-to-point tunnelling requirements; and

notifying a SMF of an updated traffic steering policy for configuring a PDU session anchor, the updated traffic
steering policy including the N6 point-to-point tunnelling requirements and indicating the potential locations of
application associated with the N6 point-to-point tunnelling requirements.

Embodiment 36. The function according to embodiment 35, wherein the N6 point-to-point tunnelling requirements
indicates a type of tunnel and related tunnelling protocol parameters.

Embodiment 37. The function according to embodiment 36, wherein the tunnelling protocol parameters include one
or more of: a tunnel end point address, a tunnel end point identifier, and a port number at the application location.

Embodiment 38. The function according to any one of embodiments 35 to 37, wherein the request content is received
from an AF.

Embodiment 39. The function according to any one of embodiments 35 to 36, wherein the SMF is that has subscribed
to notification of a policy update event.
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Embodiment 40. The function according to any one of embodiments 35 to 39, further comprising software instructions
configured to control the processor to implement step of:

verifying a spatial validity condition included in the policy update request based on UE location information; and

updating a traffic steering policy based on a result of the verification.

Embodiment 41. A method comprising:

receiving, by a SMF from a PCF, a traffic steering policy including N6 point-to-point tunnelling requirements;

calculating, by the SMF, N6 point-to-point tunnel information based on the N6 point-to-point tunnelling require-
ments; and

configuring, by the SMF, the N6 point-to-point tunnel information into a PDU session anchor.

Embodiment 42. The method according to embodiment 41, wherein the N6 point-to-point tunnelling requirements
indicates one or more of a type of tunnel and related tunnelling protocol parameters.

Embodiment 43. The method according to embodiment 41 or 42, the N6 point-to-point tunnel information including
one or more of:

Traffic Forwarding Template (TFT) for mapping a N6 tunnel to a UP path for DL packets, and

packet handling instructions for UL packets.

Embodiment 44. A function comprising a processor coupled with a memory, the processor being configured to
execute steps of:

receiving from a PCF a traffic steering policy including N6 point-to-point tunnelling requirements;

calculating N6 point-to-point tunnel information based on the N6 point-to-point tunnelling requirements; and

configuring the N6 point-to-point tunnel information into a PDU session anchor.

Embodiment 45. The function according to embodiment 44, wherein the N6 point-to-point tunnelling requirements
indicates one or more of a type of tunnel and related tunnelling protocol parameters.

Embodiment 46. The function according to embodiment 43 or 44, the N6 point-to-point tunnel information including
one or more of:

Traffic Forwarding Template (TFT) for mapping a N6 tunnel to a UP path for DL packets, and

packet handling instructions for UL packets.

Embodiment 47. A method for execution at a Policy Control Function, the method comprising:

receiving, from a network exposure function (NEF), an application selection notification setup request associated
with an Application Function; and

transmitting a policy change notification, to a session management function associated with the AF.

Embodiment 48. The method of embodiment 47, wherein the policy change notification transmitted to the session
management controller is associated with a policy updated in accordance with the received application selection
notification setup request.

Embodiment 49. The method of any one of embodiments 47 and 48, wherein application selection notification setup
request is application reselection notification setup request.
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Embodiment 50. The method of any one of embodiments 47 to 49, wherein the application selection notification
setup request received from the NEF comprises at least one of: an application identifier, application location infor-
mation, a temporal validity condition, a spatial validity condition, a traffic filter and a transaction identifier.

Embodiment 51. The method of embodiment 50, wherein the application identifier comprises an IP address.

Embodiment 52. The method of any one of embodiments 50 and 51, wherein the spatial validity condition comprises
an indication of locations within which the application selection notification applies.

Embodiment 53. The method of embodiment 52, further comprising receiving, from the SMF, UE location information;
and triggering a policy update procedure when the received UE location satisfies the spatial validity condition.

Embodiment 54. The method of any one of embodiments 50 to 53, wherein the temporal validity condition indicates
when the notified application location will proceed.

Embodiment 55. The method of any one of embodiments 50 to 54, wherein the traffic filter comprises at least one
of: a UE External Identifier; an MSISSDN; an IP address; and an IP address Prefix.

Embodiment 56. The method of any one of embodiments 47 to 55, wherein the application selection notification
setup request received from the NEF comprises N6 point-to-point tunnel information.

Embodiment 57. A method for execution at a Network Exposure Function, the method comprising:

receiving, from an Application Function (AF), an application selection notification setup request;

transmitting, towards a Policy Control Function (PCF), an application selection notification setup request; and

transmitting towards the AF an application location notification response.

Embodiment 58. The method of embodiment 57, wherein the application selection notification setup request trans-
mitted towards the PCF is determined in accordance with the application location notification received from the AF.

Embodiment 59. The method of any one of embodiments 57 and 58, wherein AF is connected to a core network
via the NEF.

Embodiment 60. The method of any one of embodiments 57 to 58, wherein the application selection notification
setup request received from the AF comprises at least one of: an application identifier; application location information;
a temporal validity condition; a spatial validity condition; a traffic filter; and a transaction identifier.

Embodiment 61. The method of embodiment 60, wherein the application identifier comprises an IP address.

Embodiment 62. The method of any one of embodiments 60 and 61, wherein the spatial validity condition comprises
an indication of locations within which the application location notification applies.

Embodiment 63. The method of any one of embodiments 60 to 62, wherein the temporal validity condition indicates
when the notified application location will proceed.

Embodiment 64. The method of any one of embodiments 60 to 63, further comprising transmitting, towards the PCF,
notification of a UE location associated with the spatial validity condition.

Embodiment 65. A network node comprising a processor coupled with a memory, the processor being configured
to execute steps of:

receiving, from a network exposure function (NEF), an application selection notification setup request associated
with an Application Function; and

transmitting a policy change notification, to a session management function associated with the AF.
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Embodiment 66. The network node of embodiment 65, wherein the non-transitory computer readable storage medium
further includes software instructions configured to control the at least one processor to implement steps of:

receiving, from the SMF, UE location information; and

triggering a policy update procedure when the received UE location satisfies a spatial validity condition of the
application selection notification setup request received from the NEF.

Embodiment 67. A network node comprising a processor coupled with a memory, the processor being configured
to execute steps of:

receiving, from an Application Function (AF), an application selection notification setup request;

transmitting, towards a Policy Control Function (PCF), an application selection notification setup request; and

transmitting towards the AF an application location notification response.

Embodiment 68. The network node of embodiment 67, wherein the non-transitory computer readable storage medium
further includes software instructions configured to control the at least one processor to implement a step of trans-
mitting, towards the PCF, notification of a UE location associated with a spatial validity condition of the application
selection notification setup request received from the AF.

Embodiment 69. A system comprising at least one of:

a function for managing a subscribed notification as embodimented in one of embodiments 4-6;

a function for managing a subscribed notification as embodimented in one of embodiments 10-12;

a data repository function as embodimented in one of embodiments 19-24;

a function as embodimented in one of embodiments 27-28;

a function as embodimented in one of embodiments 35-40;

a function as embodimented in one of embodiments 44-46;

a network node as embodimented in one of embodiments 65-66; and

a network node as embodimented in one of embodiments 67-68.

Embodiment 70. A non-transitory processor-readable medium storing instructions, when executed by one or more
processors, cause the one or more processors to perform a method according to at least one of embodiments 1-3,
7-9, 13-18, 25-26, 29-34, 41-43, and 47-64.

[0583] Although the present invention has been described with reference to specific features and embodiments thereof,
it is evident that various modifications and combinations can be made thereto without departing from the invention. The
specification and drawings are, accordingly, to be regarded simply as an illustration of the invention as defined by the
appended claims, and are contemplated to cover any and all modifications, variations, combinations or equivalents that
fall within the scope of the present invention.

Claims

1. A method of a notification executed by a data repository function, comprising:

receiving, from a NEF, information associated with an AF request;
storing the information associated with the AF request, user data and policy data; and
notifying a PCF of an update to the information associated with the AF request in accordance with a subscription
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from the PCF.

2. The method according to claim 1, wherein the information associated with the AF request comprises application
data, the application data comprising information, about an application, configured for policy generation.

3. The method according to claim 1 or 2, wherein the information associated with the AF request comprises information
carried in the AF request.

4. The method according to claim 1 or 2, wherein the information associated with the AF request is mapped to information
carried in the AF request.

5. The method according to any one of claims 1 to 4, further comprising:
receiving the subscription from the PCF wherein the subscription is to the notification of the information associated
with the AF request.

6. The method according to any one of claims 1 to 5, wherein the information associated with the AF request is to
influence SMF routing decisions for traffic of PDU sessions.

7. A data repository function, comprising a processor coupled with a memory, the processor being configured to execute
steps of:

receiving, from a NEF, information associated with an AF request;
storing the information associated with the AF request, user data and policy data; and
notifying a PCF of an update to the information associated with the AF request in accordance with a subscription
from the PCF.

8. The data repository function according to claim 7, wherein the information associated with the AF request comprises
application data, the application data comprising information, about an application, configured for policy generation.

9. The data repository function according to claim 7 or 8, wherein the information associated with the AF request
comprises information carried in the AF request.

10. The data repository function according to claim 7 or 8, wherein the information associated with the AF request is
mapped to information carried in the AF request.

11. The data repository function according to any one of claims 7-10, further comprising software instructions configured
to control the processor to implement step of:
receiving the subscription from the PCF wherein the subscription is to the notification of the information associated
with the AF request.

12. The data repository function according to any one of claims 7 to 11, wherein the information associated with the AF
request is to influence SMF routing decisions for traffic of PDU sessions.

13. A system comprising a data repository function as claimed in one of claims 7-12.

14. A non-transitory processor-readable medium storing instructions, when executed by one or more processors, cause
the one or more processors to perform a method according to at least one of claims 1-6.
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