EP 3 757 693 B9

Patent Office

(1 9) ’ e Hll‘l‘”“lm“m“mllHHH"NHM"" |m”|‘|lHHlHl‘”l‘Hll‘
Patentamt
0 European

Office européen
des brevets’ (11) EP 3 757 693 B9
(12) CORRECTED EUROPEAN PATENT SPECIFICATION
(15) Correction information: (51) IntCl.:
Corrected versionno 1 (W1 B1) G05B 19/042 (2006.01) G05B 19/048 (2006.07)
Corrections, see GO05B 23/02 (2006.01) GO05B 9/02 (2006.01)
Description Paragraph(s) 2, 32, 72
Claims EN 12

(48) Corrigendum issued on:
08.09.2021 Bulletin 2021/36

(45) Date of publication and mention
of the grant of the patent:
09.06.2021 Bulletin 2021/23

(21) Application number: 19183402.7

(22) Date of filing: 28.06.2019

(54) SYSTEM AND METHOD FOR OPERATING AN AUTOMATED MACHINE, AUTOMATED MACHINE,
AND COMPUTER-PROGRAM PRODUCT

SYSTEM UND VERFAHREN ZUM BETRIEB EINER AUTOMATISIERTEN MASCHINE,
AUTOMATISIERTE MASCHINE UND COMPUTERPROGRAMMPRODUKT

SYSTEME ET PROCEDE PERMETTANT DE FAIRE FONCTIONNER UNE MACHINE
AUTOMATIQUE, MACHINE AUTOMATIQUE ET PRODUIT-PROGRAMME D’ORDINATEUR

(84) Designated Contracting States: * VIVIANI, Paolo
AL AT BE BG CH CY CZDE DK EE ES FI FR GB 10046 Poirino (TO) (IT)
GRHRHUIEISITLILT LULV MC MK MT NL NO * YURCHENKO, Mariya
PL PT RO RS SE SI SK SM TR 5234 GM ’s-Hertogenbosch (NL)
(43) Date of publication of application: (74) Representative: Horn Kleimann Waitzhofer
30.12.2020 Bulletin 2020/53 Patentanwilte PartG mbB
Ganghoferstrasse 29a
(73) Proprietor: OMRON Corporation 80339 Miinchen (DE)
Shiokoji-dori, Shimogyo-ku
Kyoto-shi (56) References cited:
Kyoto 600-8530 (JP) EP-A1-2317 412 EP-A1-3 376 317

EP-A1-3 409425 WO-A1-2016/079211
(72) Inventors:
¢ NASER, Mohammad
5234 GM ’s-Hertogenbosch (NL)

Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)



1 EP 3 757 693 B9 2

Description

[0001] The present disclosure relates to systems,
methods and computer-program products for operating
automated machines, such as for operating factory au-
tomation systems, industrial networks, and the like. Fur-
ther, automated machines, automation systems and net-
works of interacting devices are disclosed. In particular,
safety aspects of automation systems including control-
led interacting devices are considered.

[0002] US 10,051,349 B2 discloses a system with plu-
ral sensor devices installed at a premises and a server
computer coupled to a network and in communication
with a gateway, which receives a risk profile for physical
premises, collect sensor information from the plural sen-
sor devices and receives data feeds relevant to alocation
of the physical premises. Learning models are executed
to analyze the collected sensor information and data
feeds to produce operational decisions based on the sen-
sor information and data feeds and to predict changes
to risk profiles. The system includes an engine for mon-
itoring the sensor devices to recognize occurrences of
events, and ask, through an interface to a human for ad-
ditional information to confirm an occurrence of the
events.

[0003] In US 2018/0157838 A1, an industrial asset
control system is disclosed, wherein a threat-detection
model creation computer receives a series of normal
monitoring node values (representing a normal operation
of the industrial asset control system) and generates a
set of normal feature vectors. The threat detection model
creation computer also receives a series of threatened
monitoring node values (representing a threatened op-
eration of the industrial asset control system) and gen-
erates a set of threatened feature vectors. A decision
boundary for a threat detection model is calculated based
on the set of normal feature vectors, the set of threatened
feature vectors, and an initial algorithm parameter. A per-
formance of the decision boundary is evaluated based
on a performance metric, and the initial algorithm param-
eter is tuned based on a result of the evaluation, so that
the decision boundary may be re-calculated.

[0004] WO 2016/079211 A1 discloses an electrome-
chanical drive system with atleast one electromechanical
drive unit to actuate a movable component. The electro-
mechanical drive unit comprises a drive unit interface for
receiving drive unit control signals, an electromechanical
motor controlled by actuation signals to actuate the com-
ponent, a safety module and a position sensor connected
to the safety module via a first data connection.

[0005] EP 2 317 412 A1 discloses a safety manage-
ment system for equipment adapted to operate autono-
mously in a real-time environment, in which both a de-
terministic processor and a non-deterministic processor
are provided for processing incoming alerts and gener-
ating control signals in response.

[0006] Itistherefore an object of the present disclosure
to provide improved methods and systems of operating
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automated machines, in particular to improve aspects
relating to the safety of such machines.

[0007] The above object is solved by a system for op-
erating an automated machine according to claims 1 to
13, an automated machine according to claim 14, a meth-
od for operating an automated machine according to
claim 15 and a computer program product according to
claim 16.

[0008] Thus, according to an aspect of this disclosure,
a system for operating an automated machine is present-
ed. The automated machine comprises a plurality of in-
teracting technical devices, wherein each technical de-
vice is implemented to perform an associated action, and
each technical device has associated technical-device
description data including parameters characterizing the
respective technical device and at least one safety-sen-
sor device implemented to detect an observable state of
a space in/or around the automated machine and imple-
mented to detect a safety issue in said space, a malfunc-
tion of the automated machine and/or the safety-sensor
device. Each safety-sensor device has associated safe-
ty-sensor device description data characterizing the de-
tection of the observable state of the space in and/or
around the automated machine by the respective safety-
sensor device.

[0009] The system for operating comprises:

a database device for storing a plurality of machine
safety rulesinterms of requirements between safety-
sensor device description data and technical-device
description data;

a control device implemented to:

receive the safety-sensor device description da-
ta and the technical-device description data as-
sociated to the technical devices and the safety-
sensor devices comprised in the automated ma-
chine;

retrieve from the database device safety rules
corresponding to the retrieved safety-sensor de-
vice description data and the technical-device
description data; and to

determine as to whether the retrieved safety-
sensor device description data and the techni-
cal-device description data comply with re-
trieved safety rules,

wherein the technical-device description data
and the safety-sensor device description data
include computer-readable information on the
respective device.

[0010] According to another aspect, a method for op-
erating an automated machine is disclosed, wherein the
automated machine comprises:

a plurality of interacting technical devices, each tech-
nical device being implemented to perform an asso-
ciated action, wherein each technical device has as-
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sociated technical-device description data including
parameters characterizing the respective technical
device; and

at least one safety-sensor device implemented to
detect an observable state of a space in/or around
the automated machine and implemented to detect
a safety issue in said space, a malfunction of the
automated machine and/or the safety-sensor de-
vice, wherein the safety-sensor device has associ-
ated safety-sensor device description data charac-
terizing the detection of the observable state of the
space in and/or around the automated machine by
the respective safety-sensor device.

[0011]
of:

The method for operating comprises the steps

retrieving, from a database storing a plurality of ma-
chine safety rules in terms of requirements between
safety-sensor device description data and technical-
device description data, the safety-sensor device de-
scription data and the technical-device description
data associated to the technical devices and the
safety-sensor devices comprised in the automated
machine;

retrieving from the database safety rules corre-
sponding to the retrieved safety-sensor device de-
scription data and the technical-device description
data; and

determining as to whether the retrieved safety-sen-
sor device description and the technical-device de-
scription data comply with the retrieved safety rules,
wherein the technical-device description data and
the safety-sensor device description data include
computer-readable information on the respective de-
vice.

[0012] Additionally, according to yet another aspect, a
computer program product is disclosed, including com-
puter-readable instructions causing a computing system
including one or more processing devices in response to
executing the computer-readable instructions, to:

retrieve from a database storing a plurality of ma-
chine safety rules in terms of requirements between
safety-sensor device description data and technical-
device description data, the safety-sensor device de-
scription data and the technical-device description
data associated to the technical devices and safety-
sensor devices comprisedin an automated machine;
retrieve, from a database, safety rules correspond-
ing to the retrieved safety-sensor device description
data and the technical-device description data; and
to

determine as to whether to retrieve safety-sensor
device description data and the technical-device de-
scription data comply with the retrieved safety rules.
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[0013]
prise:

The automated machine referred to may com-

a plurality of interacting technical devices, each tech-
nical device being implemented to perform an asso-
ciated action wherein each technical device has as-
sociated technical-device description data including
parameters characterizing the respective technical
device; and

at least one safety-sensor device implemented to
detect an observable state of a space in and/or
around the automated machine and implemented to
detect a safety issue in said space, a malfunction of
the automated machine and/or the safety-sensor de-
vice wherein each safety-sensor device has associ-
ated safety-sensor device description data charac-
terizing the detection of the observable state of the
space in and/or around the automated machine by
the respective safety-sensor device,

wherein the technical-device description data and
the safety-sensor device description data include
computer-readable information on the respective de-
vice.

[0014] In the systems and methods for operating an
automated machine, in particular a control device com-
prising a plurality of processing devices, may autono-
mously assess as to whether the automated machine
fulfills given safety rules that may be, for example, pre-
scribed by certain regulations or standards.

[0015] The control device may be implemented as an
artificially intelligent unit capable of machine learning as-
pects, data mining, feature extraction or pattern recog-
nition in an autonomous fashion.

[0016] Interacting technical devices can be, for exam-
ple, field devices in an automation network or production
units that are controlled to execute the associated ac-
tions.

[0017] Safety-sensor devices can be understood as
monitoring the interacting technical devices and issuing
safety warnings if, according to particular operational sit-
uations, a safety action needs to be taken. If, forexample,
personnel enter the particular observable state in a
space, a safety-sensor device may issue a warning or
an instruction to stop certain actions of the technical de-
vices.

[0018] Itis understood that the safety-sensor devices,
in particular, have a self-diagnosis function so that a mal-
function of the safety-sensor device is noticed and may
be remedied.

[0019] Generally, description data for technical devic-
es, sensor devices, safety-sensor devices or the auto-
mated machine include computer-readable information
on the respective entity. For example, safety-sensor de-
vice description data associated to a time-of-flight sensor
used as a safety-sensor device may include a list of prod-
uctfeatures and parameters how the time-of-flight sensor
can be used. Similarly, the technical devices used in the
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automated machine can be specified by certain descrip-
tion data, in particular in a standardized computer-read-
able fashion.

[0020] Itis understood that the description data can be
used to physically implement the automated machine,
and in particular safety functions within the automated
machine. In embodiments, the database device storing
a plurality of machine safety rules may comprise a data
repository containing safety standard recommendations
for machine configurations including technical devices
and sensor devices and/or publicly available information
documents.

[0021] In embodiments of the system and method for
operating an automated machine, the control device is
implemented to:

receive machine description data characterizing at
least the interaction of the technical devices; and to
determine as to whether to receive safety-sensor de-
vice description data, the technical-device descrip-
tion data and the machine description data comply
with the retrieved safety rules.

[0022] For example, the automated machine can be
described in terms of a specific profile, if certain technical
devices, forexample conveyor devices or specific robots,
are deployed. Safety standards may then prescribe that
safety sensors with specific properties should be used in
such a system.

[0023] In embodiments, the control device is imple-
mented to monitor the technical devices, the sensor de-
vices and/or the safety-sensor devices in particular de-
tect a change in the technical device, a sensor device, a
safety-sensor device and/or an amendment in the tech-
nical-device description data or safety-sensor device de-
scription data.

[0024] During the use of an automated machine, tech-
nical devices may be replaced or safety-sensor devices
change their behavior due to wear or aging effects. Fur-
ther, personnel may rearrange the interacting technical
devices so that the technical-device description data
and/or the machine description data is altered. Advanta-
geously, the control device monitors and detects such
amendments and can initiate actions to improve or rein-
state the proper safety of the automated machine.
[0025] In embodiments, a change may include a re-
placement. Wear, age, life cycle, operational times, op-
erational mode, operating range of the technical device,
a sensor device or a safety-sensor device.

[0026] Consequently, in embodiments, the control de-
vice is implemented to, in response to a detected change
or amendment, determine if the applicable safety rule is
complied with. For example, the control device issues a
warning message, if there is a breach of a safety rule due
to a change or amendment in the automated machine.
[0027] In embodiments, the system may further com-
prise a communications network implemented to com-
municatively couple the control device, technical devic-
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es, sensor devices and/or the safety-sensor devices. The
communications network may be used to retrieve de-
scription data and transmit control data within the auto-
mated machine. A communications network can be
based on an Ethernet standard or, for example, an 10-
link standard at the time of the priority date of this appli-
cation.

[0028] Inembodiments, the description data has a pre-
determined format. For example, the predetermined for-
mat for a technical device or a sensor device or a safety-
sensor device can be written as the device description
in terms of the 10-link standard.

[0029] Likewise, in embodiments, the machine safety
rules are received in a predetermined computer-readable
format, extracted from safety standard documents in text
form, scanned by means of a pattern or text recognition
and/or a by natural language processing. Retrieving the
machine safety rules and/or description data may include
receiving a manual input by an operator.

[0030] Inanotspecifically disclosed example, a control
device may be implemented to automatically analyze
safety standard documents and to generate the safety
rules in a computer-readable predetermined format.
Thus, the control device may extract the relevant content
of a safety standard document as a function of the ma-
chine description data to obtain the relevant safety rules.
Additionally, the control device may identify based on the
retrieved machine description, including the machine
configuration times and connections of sensor and tech-
nical devices, the correct applicable standard docu-
ments.

[0031] The control device may be implemented as a
not specifically disclosed machine learning device, e.g.
a neural network, which is specifically trained to extract
safety rules from safety standard documents. For exam-
ple, the standard documents considered are safeguard-
ing and risk assessment documents according to 1SO
12100 at the time this application is filed. The referred
safety standard documents are in particular ISO or IEC
standards referring to automation networks. As an ex-
ample, ISO standards 12100, 14120, 13854, 13857,
13855, 138491, 138492. 13856, 61496, 13851, 60204,
14119, 13850, IEC 61496 and the like are mentioned.
[0032] Thus, in a not specifically disclosed example,
determining if the retrieved data complies with the safety
rules may include a non-disclosed machine learning
process, an expert system, monitoring and/or retrieving
description data from an external environment of the au-
tomated machine and/or receiving manual input.

[0033] Ina not specifically disclosed example, the sys-
tem may further comprise a further database device im-
plemented to provide expert data for resolving conflicts
between safety-sensor device description data, techni-
cal-device description data, machine description data
and/or safety rules.

[0034] In the not specifically disclosed example, the
control device may further be implemented to:
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detect a conflict between the retrieved safety-sensor
device description data, the technical-device de-
scription data and the retrieved safety rules; and to
generate amended safety-sensor device description
data, amended technical-device description data
and/or amended machine description data.

[0035] In the not specifically disclosed example, the
amended safety-sensor device description data, amend-
ed technical-device description data and amended ma-
chine description data preferably comply with the re-
trieved safety rules.

[0036] Thus, the control device may continuously im-
prove the safety of the automated machine. In embodi-
ments, iteratively, amended description data is generat-
ed and tested to improve the safety of the system. Alter-
natively or additionally, amended device description data
can be generated to improve the efficiency of the auto-
mated machine.

[0037] In further embodiments, the automated ma-
chine further comprises a machine controller device im-
plemented to generate control data for controlling the plu-
rality of interacting technical devices and to receive sen-
sor data and/or safety sensor data generated by the safe-
ty-sensor device and/or a sensor device. The control data
is preferably generated as a function of the sensor data
and the safety sensor data and according to a predeter-
mined control algorithm. The control algorithm, for exam-
ple, defines the function of certain aspects within the au-
tomated machine. For example, an algorithm may cause
arobot to putitems from a conveyor into a basket, where-
in the basket, conveyor and robot may be considered a
technical device each.

[0038] In embodiments, the control device for operat-
ing the system is implemented to monitor the control data,
the sensor data and/or the safety sensor data during the
operation of the automated machine. In embodiments,
the control data sensor data and safety sensor data is
referred to as process data.

[0039] Monitoring an acquiring process data allows the
control device to analyze the operation of the automated
machine and potentially amend the machine configura-
tion data or safety rules in order to render the automated
process more efficient or safer. The control device for
operating the automated machine may issue messages
or reports, that include amended description data based
on the analysis of process data and/or changes in the
description data.

[0040] In embodiments, amended description data is
checked and eventually used to implement physically an
amended automated machine based on the amended
description data.

[0041] Ina notspecifically disclosed example, the con-
trol device may be implemented to calculate a safety per-
formance indicator (SPI) relating to the safety of the au-
tomated machine; and to amend the safety-sensor de-
vice description data, technical-device description data
and/or the machine description data such that the safety
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performance indicator is improved.

[0042] The safety performance indicator may be de-
fined as to provide a safety level or measure for the safety
of the automated machine. In embodiments, the safety
performance indicator has a low value for a low safety
level and a high value for a high safety level.

[0043] In embodiments of the automated machine, at
least one of the interacting technical devices is an actu-
ator device, a robotic device, a transport device, a con-
veyor device and/or a sensor device. One may contem-
plate other technical devices used within an automated
machine or network.

[0044] In embodiments, the at least one of the safety-
sensor devices includes a light curtain device, a time-of-
flight sensor device, a motion detector, a radar transmis-
sion and/or detection device, an ultrasonic transmission
and/or detection device, a laser scanner device, a pho-
toelectric device and/or a camera device. One may con-
template of other safety-sensor devices used within an
automated machine or network.

[0045] According to a further aspect of this disclosure,
an automated machine is disclosed. Embodiments of the
automated machine comprise:

a plurality of interacting technical devices, each tech-
nical device being implemented to perform an asso-
ciated action wherein each technical device has as-
sociated technical-device description data including
parameters characterizing the respective technical
device;

at least one safety-sensor device implemented to
detect an observable state of a space in/or around
the automated machine, an implementer to detect a
safety issue in said space and no function of the au-
tomated machine and/or the safety-sensor device
where each safety-sensor device has associated
safety-sensor device description data characterizing
the respective safety-sensor device.

[0046] The automated machine further comprises a
system according to the aspects above or below de-
scribed with respect to further embodiments.

[0047] It is understood that the actions performed by
the control device for controlling an automated machine
can alternatively be implemented by method steps in a
method for operating the automated machine. For exam-
ple, the function to retrieve the safety-sensor device de-
scription data may be translated into a step of retrieving
the safety-sensor device description data. It is under-
stood that aspects with regard to the functions of the sys-
tem for controlling are equally disclosed in terms of meth-
od steps herein.

[0048] According to a further aspect, this disclosure
relates to a computer program product comprising com-
puter-readable instructions causing a computing system
including one or more processing devices, in response
to executing the machine-readable instructions, to per-
form the above-described methods and functions for op-
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erating an automated machine.

[0049] In embodiments, computer-program product
comprises a program code for executing the above-de-
scribed methods and functions by a computerized control
device when run on atleast one control computer. Acom-
puter program product, such as a computer program
means, may be embodied as a memory card, USB stick,
CD-ROM, DVD or as a file which may be downloaded
from a server in a network. For example, such a file may
be provided by transferring the file comprising the com-
puter program product from a wireless communication
network.

[0050] Further possible implementations or alternative
solutions of the invention also encompass combinations
- that are not explicitly mentioned herein - of features
described above or below with regard to the embodi-
ments. The person skilled in the art may also add indi-
vidual or isolated aspects and features to the most basic
form of the invention.

[0051] Further embodiments, features and advantag-
es of the present invention will become apparent from
the subsequent description and dependent claims, taken
in conjunction with the accompanying drawings, in which:
Fig. 1 shows a schematic diagram of an embodiment
for an automated machine and a system for
operating the automated machine.

Fig. 2 shows a process flow involving method steps
of a first embodiment for a method for operat-
ing an automated machine.

Fig. 3 shows a schematic diagram of embodiments
for safety rules for an automated machine.
Fig. 4 shows a process flow involving method steps
of a second embodiment for a method for op-
erating an automated machine.

Fig. 5 shows a process flow involving method steps
of a third embodiment for a method for oper-
ating an automated machine.

Fig. 6 shows a schematic process flow for an aspect
of the third embodiment for a method for op-
erating an automated machine.

Fig. 7 shows a schematic process flow for another
aspect of the third embodiment for a method
for operating an automated machine.

Fig. 8 shows a schematic diagram of an embodiment
for a computer-implemented control device in
a system for operating the automated ma-
chine.

Fig. 9 shows a schematic diagram of a part of an
embodiment for an automated machine oper-
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ate according to embodiments of the disclosed
methods/systems.
Fig. 10  shows a schematic process flow for aspects
of a fourth embodiment for a method for oper-
ating an automated machine.
Fig. 11 shows a process flow involving method steps
of a fifth embodiment for a method for operat-
ing an automated machine.

[0052] In the Figures, like reference numerals desig-
nate like or functionally equivalent elements, unless oth-
erwise indicated.

[0053] Fig. 1 shows a schematic diagram of an em-
bodiment for an automated machine and a system for
operating the automated machine according to aspects
of this disclosure.

[0054] Intheorientation of Fig. 1,the upperpart 1refers
to an automated machine 1 comprising a plurality of in-
teracting technical devices 2, 3, 4, 5. The automated ma-
chine 1 can be implemented as an industrial automation
network or an automated factory floor, where production
units interact with each other and perform certain actions,
each. For example, a technical device 2 can be a con-
veyor for conveying items produced in the technical de-
vice 4 to a robot 3 performing another action with the
conveyed item. Thus, in embodiments, the interacting
technical devices 2, 3, 4, 5 wherein the interaction is in-
dicated by the dashed lines can be regarded as produc-
tion units or field devices in an automation network. As
an example, technical device 5 is implemented as a sen-
sor, for example, monitoring the items conveyed on the
conveyer device 2.

[0055] In the following, it is referred to production units
2, 3, 4 and a sensor 5 forming this example of an auto-
mated machine 1. The automated machine 1 also com-
prises a machine controller 10 which is communicatively
coupled to the production units 2, 3, 4 and the sensor 5
through a communications network 11. The machine
controller 10 receives a plurality of sensor signals or sen-
sor data SDi and generates control data CDi for the re-
spective production unit 2, 3, 4, wherein i indicates the i-
th production unit. Generally, the machine controller 10
coordinates the operations of the production units 2, 3,
4 according to a control algorithm CALG, for example to
perform the combined action of the interacting production
units 2, 3, 4. A specific adjustment of the operation of the
production units 2, 3, 4 can be realized by monitoring the
operation by the sensor 5. In Fig. 1, the production units
2, 3, 4 receive the control data CD2, CD3, CD4 and op-
erate accordingly. Further, a sensor 5 may also receive
control data CD5 and generates sensor data SD5 to be
used by the machine controller 10.

[0056] In order to ensure the safety of the automated
machine 1, safety-sensor devices 6, 7, 8, 9 are provided
that each or cooperatively monitor an observable state
in a space in or around the automated machine 1 or the
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interacting production units 2, 3, 4.

[0057] Safety-sensor devices 6, 7, 8, 9 can be imple-
mented to detect a malfunction of the or a part of the
alternated machine 1 and provide safety sensor data SS-
Di, e.g. transmitted through the communications network
11 to the machine controller 10. This is indicated by the
arrows referring to SSDi. For example, safety sensor data
SSD9 refers to the safety sensor 9.

[0058] There exist safety standards that should be
obeyed when automated systems, such as presented in
the upper part of Fig. 1, are configured. In the following,
it is referred to particular safety rules SRj for automated
systems or machines which may be derived for example
from safety standards, such as ISO 11161 specifying
safety requirements for integrated manufacturing sys-
tems in its present version at the time of filing this appli-
cation.

[0059] For example, a safety standard or a safety rule
(SR) may prescribe that the safety-sensor device 8
placed between the conveyor 2 and a robot 3, if imple-
mented as a camera, must have a certain visual field.
Other requirements contained in safety rules may relate
to the type of a sensor or performance indicators, such
as a response time or accuracy in sensing.

[0060] Fig. 3 shows a schematic diagram of embodi-
ments for safety rules for an automated machine in terms
of standards. For example, the ISO 12100 standard on
safeguarding a risk assessment in technical systems is
considered an A-type standard for safety. Further, B-type
safe rules or standards are shown in Fig. 3 below the
ISO 12100, which is written as a black box on top. The
plurality of standards e.g. shown as B-type standards
need to be assessed and analyzed with respect to the
configuration of the automated machine under consider-
ation. For example, aspects relate to fixed movable ele-
ments in an automated machine, such as fence barriers
or movable gates wherein safety is usually discussed in
ISO 14120. Itis understood that the Fig. 3 diagram is not
limiting the disclosure of this application. Rather, alter-
native or other safety rules, such as further specific C-
type safety rules which are only indicated as a lower box
in Fig. 3 may be considered as well.

[0061] Turning back to Fig. 1, a system 100 for oper-
ating the automated machine 1 is depicted on the lower
part of the figure. The system for operating 100 includes
a control device 102 including at least one processing
device 104. The control device 102 can be seen as a
computerized system, such as an industrial PC adapted
to execute a computer program provided, for example,
through a computer product 105 in terms of a data carrier
or a down-loadable file.

[0062] The control device 102 can be coupled to the
elements of the automated machine 1 through the com-
munications network 11 and retrieve and exchange data.
In particular, the process data in the automated machine
1 including the control data CDi, the sensor data SDi and
safety sensor data SSDi can be monitored by the control
device 102.
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[0063] Additionally, the control device 102 is imple-
mented and communicatively coupled to a database de-
vice 101. The database device 101 contains a data re-
pository including safety rules, for example in terms of
the standard documents shown in Fig. 3.

[0064] In the automated machine 1 to each of the de-
vices, i.e. the production units 2, 3, 4, the sensor 5 and
the safety-sensor devices 6, 7, 8, 9 associated descrip-
tion data in terms of a computer-readable file is associ-
ated. This is indicated in Fig. 1 by the dotted arrows re-
lating, for example, the technical-device description data
DD4 to the technical device 4. Analogously, safety sensor
description data DSDi is associated to the i-th safety sen-
sor. Sensor-device description data DD5 is associated
to the sensor device 5, and technical-device description
data DD2, DD3, DD4 is associated to the production unit
2, 3, 4, respectively.

[0065] The description data characterizes the respec-
tive device interms of parameters, forexample in a stand-
ardized fashion. For example, an 10-link profile for a cer-
tain field device used as a production unit can be used
or considered as description data.

[0066] The entire configuration of the automated ma-
chine 1 can be captured in terms of machine description
data MDD. The machine description data describes how
the technical devices 2, 3, 4, the sensor device 5 and the
safety devices6, 7, 8, 9 interact and work with each other.
For example, the layout of a factory automation system,
the operational modes and other details can be included
into the machine description data. In order to ensure a
proper safety according to safety standards, the system
for operating 100, in particular the control device 102,
retrieves the safety sensor data SSDi, the technical-de-
vice description data DDi and the machine description
data for further evaluation. The machine description data
MDD can be input manually through a user interface or,
for example, retrieved from a server or cloud service. The
same holds for the description data DSDi, DDi and further
retrieved or gathered safety rules SR;.

[0067] The mode of operation of the automated ma-
chine 1 through the system 100 can be depicted in terms
of a method for operating the automated system 1. The
method is in particular implemented by functions of the
controldevice 102 shown in Fig. 1. Fig. 2 shows a process
flow involving methods steps of a first embodiment for a
method for operating the automated machine 1, e.g.
through the control device 102. The method for operating
the automated machine 1 in particular takes into account
safety aspects and preferably leads to a fulfillment of all
safety standards required when the automated machine
1 is operated.

[0068] In step SO, the process for the automated ma-
chine operation 1 starts. First, the controller device 102
retrieves or gathers a description data DSDi (i =6, 7, 8,
9) for the safety sensors 6, 7, 8, 9. In the same step S1,
the technical-device description data DDi (i = 2, 3, 4, 5)
of the production units 2, 3, 4 and sensor 5 is retrieved.
Next, safety rules SRj applicable to the production units



13 EP 3 757 693 B9 14

2, 3, 4, sensor 5 and safety sensor devices 6, 7, 8, 9 are
retrieved from the database 101.

[0069] In step S3, the control device 102 determines
if the implemented safety-sensor devices 6, 7, 8, 9 in
terms of their description DSD6 - DSD9 fulfill the safety
requirements SRj. In particular, in step S31, the machine
configuration in terms of the machine description data
MDD is considered during the compliance check in step
S3.

[0070] If the configuration according to all description
data MDD, DSDi, DDi complies with the extracted safety
rules SRj from the relevant safety standard (see, for ex-
ample, Fig. 3) the process is ended in step S4.

[0071] Ifthere is a safety breach, for example an inap-
propriate safety sensor is present in the automated ma-
chine, a warning message is issued in step S5. Addition-
ally, the control device 102 may issue an instruction to
stop the operation of the automated machine 1. Gener-
ally, the warning message issued in step S5 may trigger
an action by maintenance personnel and leads to an end
of the method in step S6.

[0072] If it is decided or checked in step S3 that the
combined description data MDD, DSDi, DDi comply with
the security rules SRj, no particular action is taken and
the operation of the automated machine 1 may pursue
according to the control algorithm CALG. Hence, in step
S4, the method is ended.

[0073] The method steps shown in Fig. 2 may be ex-
ecuted, for example, when the automated machine 1 is
booted or at regular time intervals or if certain operational
issues occur. For example, a method depicted in Fig. 2
can be carried out after a shut-out due to a safety issue
detected by a safety sensordevice 6, 7, 8, 9 that occurred
in the automated machine 1.

[0074] Fig. 4 shows a process flow involving method
steps that can be executed additionally or alternatively
to the first embodiment of a method for operating an au-
tomated machine. In step SO0, the control process for op-
erating the automated machine 1 starts. First, in step
S11, in particular the control device 102 (see Fig. 1) re-
trieves the safety sensor description data DSDi. Hence,
the control device 102 obtains the safety sensor informa-
tionin terms of parameterfiles, for example |O-link device
description data. One can contemplate of alternative
computer-readable description data characterizing the
safety sensors.

[0075] Further, in step S2, safety rules SRj are re-
trieved from an available database, such as database
101 shown in Fig. 1.

[0076] In the following step S3, it is determined if the
safety sensors or the safety sensor description DSDi
comply with the relevant safety standards for the appli-
cation under consideration in the automated machine 1.
For example, in case of a synchronous link control (SLC),
the used safety sensors should comply with standards
ANSIB11.19, IEC 61496-1/-2, IEC TS62046, 1SO 13855
(EN 999). If the control device 102 determines that the
safety sensors according to the device description data
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DSDi do not comply with the relevant safety standards,
a warning message is issued in step S5. Hence, the rel-
evant device is marked as unsafe. However, if in step S2
itis determined that the safety sensor complies with safe-
ty rules in terms of the safety standards, the machine
profile or machine description data MDD is retrieved in
step S31.

[0077] The machine description data MDD provides
the technical specification of the machine so that in the
next step S32, the control device 102 determines if the
technical aspects in terms of the machine description da-
ta MDD and the suitable safety-sensor devices in terms
of the safety-sensor device description data DSDi that
passed the compliance test in step S1 match with each
other.

[0078] Instep S33, forexample, the controller 102 may
determine that the considered sensor device description
data for a specific safety-sensor device does not match
with the technical-device description data DDi prescribed
in the machine description data MDD. Then, a warning
message issued in step S5 and the process is ended in
step S6.

[0079] If, however, the compliance check in step S33,
results in a match between the machine description data
MDD, safety sensor description data DSDi and technical-
device description data DDi, a clearance message is is-
sued in step S34. Hence, it is concluded that a safety-
sensor device according to the safety sensor description
data check through the compliance checks S3 and S33
can be used in the automated machine, and the process
is ended in step S35. Eventually, the real safety-sensor
device can be placed and integrated into the automated
machine, thereby leading to a safe and secure operation
of the automated machine according to the relevant safe-
ty standards.

[0080] In further embodiments or alternatives of the
method for operating safely an automated machine, the
compliance checks in terms of steps S3 and S33 can be
triggered by a change in the automated machine in terms
of an environmental change or a change in the operation
mode, a change in the sensor or technical device prop-
erties. Forexample, ifan operator changes a certain safe-
ty-sensor device, the control device 102 will check if the
replacement safety sensor fulfills all safety requirements.
[0081] InFig. 5, aprocess flow involving method steps
of a third embodiment for a method or for operating the
automated system, e.g. of Fig. 1, is shown. The method
steps disclosed and described in Fig. 5 can be executed
additionally to the method steps shown in other embod-
iments.

[0082] In Fig. 5, further aspects of conflict checks and
compliance checks of safety relevant devices in auto-
mated system are shown. In a first step S11, the safety
sensor description data DSDi is obtained, for example
from a web service or a database or document charac-
terizing the safety-sensor devices. This can be, for ex-
ample, a database provided by a manufacturer of safety-
sensor devices.
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[0083] Next, as in the process of Fig. 4 in step S2, the
relevant safety rules SRj are retrieved. A safety standard
database 104 as shown in Fig. 1 can be used to retrieve
the relevant information regarding the retrieved safety-
sensor description data SDSi in step S11. The relevant
information can be extracted from the standard docu-
ments, for example, by a pattern or text recognition mod-
ule or by a natural language processing module in the
control device 102, if safety rules are recorded orally.
[0084] In step S21, the relevant safety rules SRj are
derived from the retrieved safety rules SRj so that instruc-
tions regarding the implementation of safety standards
are generated. An instruction may comprise a command
to implement a certain type of safety sensor for the au-
tomated machine.

[0085] Next, in step 22, it is determined if the combi-
nation of safety sensor description SDSi and machine
description MDD according to the instruction generated
in a step S21leads to conflict. Forexample, an instruction
may require a specific safety-sensor device to be em-
ployed in a position or range, which is unsuitable for the
automation process.

[0086] If there is a conflict detected in step S22, for
example the device description data DSDi, DDi and the
machine description data MDD can be amended. In par-
ticular, expert data EXD can be used in order to resolve
conflicts and provide conflict-free machine description
data MDD including the required safety sensor data DSDi
and technical-device description data DDi. For example,
the database 103 shown in Fig. 1 can be implemented
as an expert system for resolving those conflicts. The
database or expert system 103 may deploy machine
learning or other artificial intelligence algorithms.

[0087] In step S33, again a compliance check as re-
ferredtoin Fig.4 is performed. If the combination of safety
sensors, technical devices and their arrangement in
terms of the machine description data meet the safety
standard, a clearance message is issued in step S34.
Otherwise, a report is issued in step S51 referring to the
safety issues that occurred during the process of Fig. 5.
[0088] It is understood that a match or conflict-free
combination of machine description data MDD and de-
vice description data DSDi, DDi may form the basis for
implementing the actual automated system including the
technical devices and sensor devices.

[0089] Next, Fig. 6 and 7 show schematic process
flows for aspects of the third embodiment for the method
for operating the automated machine depicted in Fig. 5.
[0090] Fig.6 and 7 show processes 201 - 211 that may
be implemented by functional modules of the controller
102 (see Fig. 1). In particular, control processes may
continuously monitor the operation of the automated ma-
chine 1. To this extent, in Fig. 6, machine description
data MDD may include the type of the machine 1201,
machine schematics 202, for example CAD data or 2D
or 3D drawings of the machine.

[0091] Additionally, a machine condition monitoring
process 203 determines the health condition, forexample
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with respectto wear or aging effects in the machine parts.
[0092] A danger estimation process 204 considers the
machine type 201 together with the overall configuration
in terms of machine schematics 202 and identifies pos-
sible unsafe or danger-prone regions within the automat-
ed machine. The input gathered by those processes 201
- 204 are fed into an instruction generation process 205.
[0093] The instruction generation process may imple-
ment the method steps S21, S22 and S23 as shown in
Fig. 5 and require access to a standards database 206
providing, for example, all relevant standard documents
in a computer-readable format (see e.g. Fig. 3) on an
expertdatabase 207 that caninclude a process toresolve
conflicts between safety standards and the machine de-
scription MDD. The standard database process 206 and
expert database process 207, in particular, consider the
description data DSDi, safety rules SRj and generate
amended description data DSDi*, DDi*, which are com-
bined into security instructions SINST (208). The security
instructions SINST provide a draft for the automated ma-
chine according to the combined machine description da-
ta MDD* and device description data DSDi*, DDi* that
fulfill all safety requirements, in particular in the zones
estimated in the process 204.

[0094] The processes depicted in Fig. 6 and 7 can be
considered a simulation of an automated systemin terms
of the respective description data and safety rules.
[0095] Next, as shown in Fig. 7, the security instruc-
tions 208 are used in a matching process (see step S33
in Fig. 5). The matching process 209 determines if the
device description data DSDi, DDi and machine descrip-
tion data MDD proposed in the security instruction SINST
match with each other and can be implemented in a real
technical system.

[0096] Next, inthe safety sensorimplementation proc-
ess 210, the safety sensor devices according to the safe-
ty-sensor description data defined in the matching proc-
ess 209 are implemented and coupled within the auto-
mated machine 1.

[0097] Next, aself-test process 211 is executed where
the automated system and the safety-sensor devices are
self-tested and checked as to whether the safety sensors
are accepted by the system or do not properly interact.
Arespective report RPT is issued in the reporting process
212 to a user or operator.

[0098] As a result of the processes, the combination
of safety sensors, technical devices and sensor devices
according to the determined and chosen description data
may be deployed in the technical system according to
the automated machine. Next, the control device 102
may implement additional processes for monitoring the
operation of the automated machine 1 set up according
to the defined machine description and device descrip-
tions. This is depicted in Fig. 8 where further processes
implemented by the control device 102 (see Fig. 1) are
shown.

[0099] In a machine-monitoring process 301, the op-
eration of the automated machine 1 is monitored. For
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example, the process data including sensor and control
data is obtained and logged for a specific time. From
historical process data, deviations from proper function-
ing of the machine can be derived.

[0100] Further, a standards monitoring process 302
monitors if safety standards are changed, for example
by the issuance of a new version of a particular standard.
To this extent, the standard monitoring process 302, for
example, regularly couples to a data depository where
the relevant standard documents for automation systems
can be retrieved.

[0101] Further, a manual input monitoring process
303, for example in terms of a human machine interface,
or a computer interface, may receive manual input for
altering the configuration of the monitored automated
system.

[0102] The automated machine safety managing proc-
ess 304 performs risk assessment process 305, a ma-
chine learning process 306, and an optimization process
303. For example, if an anomaly of the monitored auto-
mated machine is detected, the safety managing process
304 may trigger a full analysis or self-test of the safety-
sensor devices included in the automated machine. Fur-
ther, if a new or updated security rule is obtained in the
standards monitoring process 302, an optimization of the
operating automated machine may be necessary. As a
result of the safety managing process 304, description
data is generated in process 308.

[0103] Hence, the safety managing process 304 pro-
vides machine description data MDD including referenc-
es to technical-device description data DDi and safety
sensor description data DSDi that preferably lead to an
efficient and safe operation of the automated machine
according to the control algorithm implemented in the
machine controller 10 (see Fig. 1).

[0104] Optimizing the parameters comprised in the de-
scription data may be based on a machine learning proc-
ess 306. For example, the occurrence of safety-relevant
situations in a technical system can be detected by mon-
itoring the process data. Fig. 9 shows an example of a
section within an automated system or machine where
a production unit 2 has an associated safety sensor 6 in
terms of a time-of-flight sensor 6. The time-of-flight sen-
sor 6 monitors the monitoring zone MZ indicated by the
dotted lines. Within the monitoring zone MZ, there is a
security zone SZ indicated by the section above the
dashed line and a warning zone WZ indicated between
the dashed line and the dashed-dotted line. Forexample,
it is determined that the automated system implemented
according to machine description data MDD, technical-
device description data DD2 and safety sensor descrip-
tion data DSDG6 reflecting the configuration of Fig. 9 fulfill
all safety rules.

[0105] Fig. 9 also shows an operator 11 passing the
monitored zone in a trajectory T1 or T2. The trajectory
T1 passes the warning zone WZ and the monitored zone
MZ. The trajectory T2 only crosses the monitored zone
MZ. The machine learning process 306 may use the data
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obtained by the machine monitoring process 301 and
observes that the user 11 is more frequently passing
through the monitored zone MZ for the directory D2 than
using route T1 entering the warning zone WZ.

[0106] In a standard configuration, the safety sensor 6
may issue a warning any time trajectory T1 is used. This
may result into an interruption of the technical device 2.
[0107] The safety managing process 306 using a ma-
chine learning module 306 may now decide that it is un-
necessary to extend the warning zone in the orientation
of Fig. 9 downwards until the dashed dotted line. The
safety managing process 304 may generate a safety in-
struction or proposal to reduce the warning zone WZ to-
wards the security zone SZ. As aresult, the user 11 pass-
ing trajectory T1 will not trigger a warning any more. The
safety managing process 304 determines if the proposed
improved description data MDD, DSDi and DDi still com-
ply with the relevant safety rules so that the optimized
description data can be generated and implemented.
[0108] A process flow involving method steps imple-
menting the processes depicted with respect to Figs. 8
and 9 is shown in Fig. 11. Fig. 10 shows processes in-
volved in a safety managing process 304 as indicated in
Fig. 8. In Fig. 10, a safety solution process starts in step
401. In a process 402, a safety solution is identified which
is fed into the safety solution matching process 403. The
safety solution matching process 403 obtains inputs from
a safety feature matching process 500 and a machine
configuration matching process 600. In the safety feature
matching process 500, the safety-related product fea-
tures in terms of a depository 501, safety-related product
functions 502 and an internal matching process 503 are
involved. In the machine configuration matching process
600, machine schematics, such as CAD data 601, ma-
chine types 602 and a solution database 603, are used
by an internal matching process 604.

[0109] In a step 404, a safety performance indicator
SPI is calculated and evaluated. If a safest solution for
the considered machine configuration is found, a solution
is communicated in step 405. Next, the safety devices,
in particular the safety-sensor devices, are implemented
or set up accordingly in step 406. In the next step 407, a
validation process is executed which results in a validat-
ed description data to be used in a respective automated
machine.

[0110] The validation includes inputfrom the safety so-
lution validation process 700. In this process 700, safety-
related productfunctions 701, safety-related product fea-
tures stored in a depository 702, the machine type 703
and the solution database 704 are involved in a matching
process for the validation 705. If no safety solution is
reached in step 404, various other matching processes
are repeated in steps 409, 410.

[0111] Fig. 11 shows a more detailed view of a process
flow involving method steps of a fifth embodiment of the
method for operating an automated machine. The fifth
embodiment comprises steps and aspects that can be
executed in addition to the method steps depicted with
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respect to other embodiments. Fig. 11 elaborates on the
steps involved in the safety managing process 304
shown in Fig. 8.

[0112] In a first step S8, safety sensor data SSDi is
monitored. Alternatively, or additionally, other process
data including the control data and/or the sensor data
can be monitored.

[0113] In particular, employing a machine learning
process, amended safety sensor description data DSDi*
is generated in step S81. This can be triggered, for ex-
ample, by the machine learning of more likely and unlikely
scenarios during the operation of the automated ma-
chine, as depicted in Fig. 9. In particular, referring to Fig.
9, the trajectory T1 occurring less frequent than trajectory
T2 does not necessarily need to trigger a shutdown of
the device 2. Hence, a proposal for amended safety sen-
sor description data DSDi* is produced.

[0114] In step S82, additional sensor information can
be retrieved, for example, from a database including de-
vice description data DDi according to a specific norm.
In parallel, the machine description data MDD is retrieved
in step S83. Retrieving may include inputting or down-
loading a respective description data file.

[0115] In steps S84 and S85, it is determined if the
optimized or amended safety sensor description data
DSDi* is compatible with security safety standards SR.
Further, in step S85, it is determined if the machine de-
scription data require certain safety aspects or safety
rules. If the machine description data MDD is incompat-
ible with safety standards, the amendment is rejected in
step S86. The same occurs, if in step S84 the proposed
or amended safety sensor description data DSDi* is not
compatible with the safety sensor parameters retrieved
in step S82.

[0116] However, if compatibility is ensured in steps
S84 and S85, the process may proceed and evaluate if
the proposed amendments regarding a safe use of the
system lead to improved or deteriorated safety. To this
extent, in step S87, a safety performance indicator SPI
is calculated. The safety performance indicated SPI, for
example, provides for a scale from 0 to 10, where 10 is
high safety and 0 refers to no safety.

[0117] If the SPI is increased by the amendment pro-
posed in step S81, an improvement is determined in step
S88. Thus, a safer or safe embodiment is achieved and
identified in step S90. As a result, the safety-sensor de-
vice can be changed in step S91 according to the amend-
ed DSDi*.

[0118] Finally, the userisinformedin step S92in terms
of a message or signal. If the improvement check in step
S88 determines that the SPI is decreased, the amend-
ment is rejected in step S89. Optionally, after rejecting
the proposed amendment of step S81, the process can
be reiterated indicated by the dashed arrow in Fig. 11.
[0119] The proposed methods, processes, systems
and computer products may lead to an improved safety
and/or efficiency of automated systems comprising safe-
ty devices in terms of safety-sensor devices and func-
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tional units in terms of technical devices.

[0120] In particular by automatically retrieving and an-
alyzing safety standard documents to derive safety rules
for the concrete automation system implementation, the
implementation of proper safety standards is ensured.
Further, the monitoring options for safety standards avoid
an infringement of regulations, because the respective
control or safety managing process automatically detects
if standards are changed. Thus, governmental regula-
tions are automatically obeyed and implemented in a
timely fashion.

[0121] In modified embodiments, the location of the
automated machine can be considered when download-
ing or retrieving the standard documents for the safety
rule derivation. Further, the disclosed methods and sys-
tems can be implemented in a distributed fashion, i.e.
the control device 102 (see Fig. 1) or the safety managing
process 304 (see Fig. 8) can be implemented as software
services or a cloud service. Alternatively, an industrial
PCIPC may be functionalized in terms of a computer pro-
gram product causing the IPC to execute any one of the
embodiments of the method for controlling an automated
machine.

[0122] It is understood that a reference in this disclo-
sure to anindustrial standard relates to the standard doc-
ument at the time of filing this application. However, one
may contemplate to apply the disclosed aspects to future
versions of the respective standards or devices.

REFERENCE SIGNS:

[0123]

CDi control data

DDi technical-device description data

DDi* amended technical-device description data
DSDi safety-sensor description data

DSDi* amended safety-sensor description data
EXD expert data

MDD machine description data

MDD* amended machine description data

Mz monitoring zone

RPT report

SRj safety rule (j=1...n)

SDi sensor data (i=1...)

SINST safety instructions

SPI safety performance indicator

SSDi safety-sensor data

Sz safety zone

T1, T2 trajectory

wz warning zome

SO0 start safety operation

S1 retrieving safety-sensor description data
and technical-device description data

S11 retrieving safety-sensor description data
S2 retrieving safety rules/standards
S21 deriving safety instructions/requirements

for machine configuration



S22

S23

S3

S31

S§32

S33

S34

S35

S4

S5

S51

S6

S8

S81

S82

S83

S84

S85

S86

S87

S88

S89

S90
S91

S92

o »

11
100

101
102
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determining/checking if derived safety in-
structions comply with safety rules/stand-
ards

amending machine and/or safety-sensor
description for resolving safety rule breach
determining/checking if safety sensors
comply with safety standards
retrieving/obtaining machine description
data/machine profile/machine configura-
tion

determining/checking compatibility of safe-
ty sensors with machine configuration
determining/checking if safety sensors and
machine configuration comply with safety
standards

issuing safety clearance message

end safety operation

end safety operation

issuing warning message

generating report on safety issues of the
automated machine

end safety operation

monitoring process data (control data, sen-
sor data and/or safety-sensor data) and/or
description data

amending parameters in description safety-
sensor description data and/or machine de-
scription data

retrieving/gathering safety sensor informa-
tion

retrieving/gathering machine information
determining/checking if amended safety-
sensor description data comply with safety
standards

determining/checking if amended machine
description data comply with safety stand-
ards

rejecting amendment

calculating safety-performance indicator
(SPI) based on amended description data
comparing SPI with SPI prior to the amend-
ment

rejecting amendment if SPI is deteriorated
accepting amendment if SPI is improved
implementing safety-sensor device accord-
ing to amended safety-sensor description
data

informing user/generating report on safety
improvement of the automated machine
automated machine

technical device

safety-sensor device

machine control device

operator

system for operating an automated ma-
chine

database device

control device
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103
201 - 203
204
205
206
207
208
209
210
211
212
301
302
303
304

305
306
307
401
402
403
404
405
406

407
408
409, 410
500
501

502
503
600
601
602
603
604
700
701
702

703
704

Claims
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database device for expert data/system
machine description data

danger estimation process

safety instruction generation process
safety standards database

expert database

safety instructions for operating area
matching process

safety-sensor implementation process
self-test process

report generation process

machine monitoring process

safety standard monitoring process
input monitoring process
automated-machine safety management
process

risk assessment section

machine learning section

safety optimization section

start safety solution process

identify safety solution

match safety solution

safest solution check

communicate safest solution

set-up safety devices according to safest
solution

set-up safety solution validation process
stop safety solution process

repeat safety solution process

safety feature matching process
depository of safety-related product fea-
tures

safety-related product function

matching process

machine configuration matching process
machine schematics

machine types

solution database

matching process

safety solution validation process
safety-related product function
depository of safety-related product fea-
tures

machine types

solution database

1. A system for operating an automated machine (1),
wherein the automated machine (1) comprises:

a plurality of interacting technical devices (2, 3,
4, 5), each technical device (2, 3, 4, 5) being
implemented to perform an associated action,
wherein each technical device (2, 3, 4, 5) has
associated technical-device description data
(DDi) including parameters characterizing the
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respective technical device (2, 3, 4, 5); and

at least one safety-sensor device (6, 7, 8, 9) im-
plemented to detect an observable state of a
space in and/or around the automated machine
(1) and implemented to detect a safety issue in
said space, a malfunction of the automated ma-
chine (1) and/or the safety-sensor device (6, 7,
8, 9), wherein each safety-sensor device (6, 7,
8, 9) has associated safety-sensor device de-
scription data (DSDi) characterizing the detec-
tion of the observable state ofthe space in and/or
around the automated machine (1) by the re-
spective safety-sensor device (6, 7, 8, 9);
wherein the system (100) comprises:

a database device (101) for storing a plu-
rality of machine safety rules (SRj) in terms
of requirements between safety-sensor de-
vice description data (DSDi) and technical-
device description data (DDi);

a control device (102) implemented:

to retrieve the safety-sensor device de-
scription data (DSDi) and the technical-
device description data (DDi) associat-
ed to the technical devices (2, 3, 4, 5)
and the safety-sensor devices (6, 7, 8,
9) comprised in the automated machine
(1);

to retrieve, from the database device
(101), safety rules (SRj) corresponding
to the retrieved safety-sensor device
description data (DSDi) and the techni-
cal-device description data (DDi); and
todetermine as to whether the retrieved
safety-sensor device description data
(DSDi) and the technical-device de-
scription data (DDi) comply with re-
trieved safety rules (SR));

wherein the technical-device description
data (DDi) and the safety-sensor device de-
scription data (DSDi) include computer-
readable information on the respective de-
vice.

2. The system of claim 1, wherein the control device is

further implemented to:

receive machine-description data (MDD) char-
acterizing at least the interaction of the technical
devices (2, 3, 4, 5); and

determine as to whether the retrieved safety-
sensor device description data (DSDi), the tech-
nical-device description data (DDi) and the ma-
chine-description data (MDD) comply with re-
trieved safety rules (SR)).
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10.

24

The system of claim 1 or 2 , wherein the control de-
vice (102) is implemented to monitor the technical
devices (2, 3, 4, 5), sensor devices and/or the safety-
sensor devices (6, 7, 8, 9), in particular to detect a
change in a technical device (2, 3, 4, 5), a sensor
device, a safety-sensor device (6, 7, 8, 9) and/or an
amendment in the technical-device description data
(DDi) or safety-sensor device description data (DC-
Di).

The system of claim 3, wherein a change includes a
replacement, wear, age, life cycle, operational time,
operational mode, operating range of the technical
device (2, 3, 4, 5), sensor device, or safety-sensor
device (6, 7, 8, 9).

The system of claim 3 or4, wherein the control device
(1) is implemented to, in response to a detected
change or amendment, determine if the applicable
safety rules (SRj) is complied with.

The system of any one of claims 1 - 5, further com-
prising a communications network (11), implement-
ed to communicatively couple the control device
(102), technical devices (2, 3, 4, 5), sensor devices
and/or the safety-sensor devices (6, 7 8, 9), in par-
ticular to retrieve description data (DSR;j, DDj), and
transmit control data (CDj).

The system of any one of claims 1 - 6, wherein the
description data (DSDi, DDi) has a predetermined
format.

The system of any one of claims 1 - 7, wherein the
machine safety rules (SRj) are received in a prede-
termined computer readable format, extracted from
safety-standard documents in text form, scanned by
means of a pattern or text recognition, and/or natural
language processing.

The system of any one of claims 1 - 8, wherein the
automated machine (1) further comprises a machine
controller device (10) implemented to

generate control data (CDi) for controlling the plural-
ity of interacting technical devices (2, 3, 4, 5), and to
receive sensor data (SD5) and/or safety sensor data
(SSD6, SSD7, SSD8, SSD9) generated by the safe-
ty-sensor device (6, 7, 8, 9) and/or sensor device (5);
wherein the control data (CDi)is generated as a func-
tion of the sensor data (SD5) and the safety sensor
data (SSD6, SSD7,SSD8, SSD9) accordingto a pre-
determined control algorithm (CALG).

The system of claim 9, wherein the control device
(102) is implemented to monitor the control data
(CDi), the sensor data (SDi) and the safety-sensor
data (SSDi).
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The system of claim 10, wherein the control device
(102) is implemented to generate amended safety-
sensor device description data (DSDi*), amended
technical-device description data (DDi*) and/or
amended machine-description data (MDD*) as a
function of the monitored control data (CDi), sensor
data (SDi), the safety sensor data (SSDi), the ma-
chine description data (MDD) and/or the safety rules
(SRY).

The system of any one of claims 1 - 11, wherein at
least one of the interacting technical devices (2, 3,
4, 5) is an actuator device, a robotic device, a trans-
port device, a conveyor device and/or a sensor de-
vice (5).

The system of any one of claims 1 - 12, wherein at
least one of the safety-sensor devices (6, 7, 8, 9)
includes a light-curtain device, a time-of-flight sensor
device, a motion detector, a radar transmission
and/or detection device, an ultrasonic transmission
and/or detection device, a laser scanner device, a
photoelectric device, and/or a camera device.

An automated machine (1) comprising:

a plurality of interacting technical devices (2, 3,
4, 5), each technical device (2, 3, 4, 5) being
implemented to perform an associated action,
wherein each technical device (2, 3, 4, 5) has
associated technical-device description data
(DDi) including parameters characterizing the
respective technical device (2, 3, 4, 5);

at least one safety-sensor device (6, 7, 8, 9) im-
plemented to detect an observable state of a
space in and/or around the automated machine
(1) and implemented to detect a safety issue in
said space, a malfunction of the automated ma-
chine (1) and/or the safety-sensor device (6, 7,
8, 9), wherein each safety-sensor device (6, 7,
8, 9) has associated safety-sensor device de-
scription data (DSDi) characterizing the respec-
tive safety-sensor device (6, 7, 8, 9); and

a system (100) according to any one of claims
1-13.

A method for operating an automated machine (1),
wherein the automated machine (1) comprises:

a plurality of interacting technical devices (2, 3,
4, 5), each technical device (2, 3, 4, 5) being
implemented to perform an associated action,
wherein each technical device (2, 3, 4, 5) has
associated technical-device description data
(DDi) including parameters characterizing the
respective technical device (2, 3, 4, 5); and

at least one safety-sensor device (6, 7, 8, 9) im-
plemented to detect an observable state of a
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space in and/or around the automated machine
(1) and implemented to detect a safety issue in
said space, a malfunction of the automated ma-
chine (1) and/or the safety-sensor device (6, 7,
8, 9), wherein each safety-sensor device (6, 7,
8, 9) has associated safety-sensor device de-
scription data (DSDi) characterizing the detec-
tion ofthe observable state of the space inand/or
around the automated machine (1) by the re-
spective safety-sensor device (6, 7, 8, 9);
wherein the method comprises:

retrieving, from a database (101) storing a
plurality of machine safety rules (SRj) in
terms of requirements between safety-sen-
sor device description data (DSDi) and
technical-device description data (DDi), the
safety-sensor device description data (DS-
Di) and the technical-device description da-
ta (DDi) associated to the technical devices
(2, 3, 4, 5) and the safety-sensor devices
(6,7, 8,9) comprised in the automated ma-
chine (1);

retrieving, from the database (10), safety
rules (SRj) corresponding to the retrieved
safety-sensor device description data (DS-
Di) and the technical-device description da-
ta (DDi); and

determining as to whether the retrieved
safety-sensor device description data (DS-
Di) and the technical-device description da-
ta (DDi) comply with the retrieved safety
rules (SRj);

wherein the technical-device description data
(DDi) and the safety-sensor device description
data (DSDi) include computer-readable infor-
mation on the respective device.

16. A computer program product (105) including com-

puter-readable instructions causing a computing
system (102) including one or more processing de-
vices (104), in response to executing the computer-
readable instructions, to:

retrieve, from a database (10) storing a plurality
of machine safety rules (SRj) in terms of require-
ments between safety-sensor device descrip-
tion data (DSDi) and technical-device descrip-
tion data (DDi), the safety-sensor device de-
scription data (DSDi) and the technical-device
description data (DDi) associated to technical
devices (2, 3, 4, 5) and safety-sensor devices
(6,7, 8, 9) comprised in an automated machine
(1)

retrieve, from the database (10), safety rules
(SRj) corresponding to the retrieved safety-sen-
sor device description data (DSDi) and the tech-
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nical-device description data (DDi); and to

determine as to whether the retrieved safety-
sensor device description data (DSDi) and the
technical-device description data (DDi) comply

28

7, 8, 9) zu detektieren, wobei jeder Sicherheits-
sensorvorrichtung (6, 7, 8, 9) Sicherheitssensor-
vorrichtungsbeschreibungsdaten (DSDi) zuge-
ordnet sind, die die Detektion des beobachtba-

with the retrieved safety rules (SRj); 5 ren Zustands des Raums in und/oder um die
wherein the automated machine (1) comprises: automatisierte Maschine (1) durch die jeweilige
Sicherheitssensorvorrichtung (6,7, 8,9) charak-
a plurality of interacting technical devices terisieren;
(2, 3, 4, 5), each technical device (2, 3, 4, wobei das System (100) umfasst:
5) being implemented to perform an asso- 10
ciated action, wherein each technical de- eine Datenbankvorrichtung (101) zum
vice (2, 3, 4, 5) has associated technical- Speichern mehrerer Maschinensicher-
device description data (DDi) including pa- heitsregeln (SRj) in Form von Anforderun-
rameters characterizing the respective gen zwischen Sicherheitssensorvorrich-
technical device (2, 3, 4, 5); and 15 tungsbeschreibungsdaten (DSDi) und tech-
at least one safety-sensor device (6, 7, 8, nischen Vorrichtungsbeschreibungsdaten
9) implemented to detect an observable (DDi);
state of a space in and/or around the auto- eine Steuervorrichtung (102), die geeignet
mated machine (1) and implemented to de- ist:
tect a safety issue in said space, a malfunc- 20
tion of the automated machine (1) and/or die Sicherheitssensorvorrichtungsbe-
the safety-sensordevice (6,7, 8,9), wherein schreibungsdaten (DSDi) und die tech-
each safety-sensor device (6, 7, 8, 9) has nischen Vorrichtungsbeschreibungs-
associated safety-sensor device descrip- daten (DDi) abzurufen, die den techni-
tion data (DSDi) characterizing the detec- 25 schen Vorrichtungen (2, 3, 4, 5) und
tion of the observable state of the space in den Sicherheitssensorvorrichtungen
and/or around the automated machine (1) (6, 7, 8, 9) zugeordnet sind, die in der
by the respective safety-sensor device (6, automatischen Maschine (1) enthalten
7,8,9); sind;

30 von der Datenbankvorrichtung (101)
wherein the technical-device description data Sicherheitsregeln (SRj) abzurufen, die
(DDi) and the safety-sensor device description den abgerufenen Sicherheitssensor-
data (DSDi) include computer-readable infor- vorrichtungsbeschreibungsdaten (DS-
mation on the respective device. Di) und den technischen Vorrichtungs-

35 beschreibungsdaten (DDi) entspre-

chen; und

Patentanspriiche zu bestimmen, ob die abgerufenen
Sicherheitssensorvorrichtungsbe-

schreibungsdaten (DSDi) und die tech-
nischen Vorrichtungsbeschreibungs-

daten (DDi) mit den abgerufenen Si-

1. System zum Betreiben einer automatisierten Ma-
schine (1), wobei die automatisierte Maschine (1) 40
umfasst:

mehrere interagierende technische Vorrichtun-
gen (2, 3, 4, 5), wobei jede technische Vorrich-
tung (2, 3, 4, 5) geeignet ist, eine zugehdrige
Aktion auszufiihren, wobei jeder technischen
Vorrichtung (2, 3, 4, 5) technische Vorrichtungs-
beschreibungsdaten (DDi) zugeordnet sind, die
Parameter enthalten, die die jeweilige techni-
sche Vorrichtung (2, 3, 4, 5) charakterisieren;
und

mindestens eine Sicherheitssensorvorrichtung
(6, 7, 8, 9), die geeignet ist, einen beobachtba-
ren Zustand eines Raums in und/oder um die
automatisierte Maschine (1) zu detektieren und
ein Sicherheitsproblem in diesem Raum, eine
Fehlfunktion der automatisierten Maschine (1)
und/oder der Sicherheitssensorvorrichtung (6,

45

50

55
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cherheitsregeln (SRj) Gibereinstimmen,;

wobei die technischen Vorrichtungsbe-
schreibungsdaten (DDi) und die
Sicherheitssensorvorrichtungsbeschrei-
bungsdaten (DSDi) computerlesbare Infor-
mationen Uber die jeweilige Vorrichtung
enthalten.

2. System nach Anspruch 1, wobei die Steuervorrich-
tung ferner geeignet ist:

Maschinenbeschreibungsdaten (MDD) zu emp-
fangen, die zumindest das Zusammenwirken
der technischen Vorrichtungen (2, 3, 4, 5) cha-
rakterisieren; und

zu bestimmen, ob die abgerufenen
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Sicherheitssensorvorrichtungsbeschreibungs-
daten (DSDi), die technischen Vorrichtungsbe-
schreibungsdaten (DDi) und die Maschinenbe-
schreibungsdaten (MDD) mit den abgerufenen
Sicherheitsregeln (SRj) ibereinstimmen.

System nach Anspruch 1 oder 2, wobei die Steuer-
vorrichtung (102) geeignet ist, die technischen Vor-
richtungen (2, 3, 4, 5), Sensorvorrichtungen
und/oder Sicherheitssensorvorrichtungen (6, 7, 8, 9)
zu Uberwachen, insbesondere um eine Anderung in
einer technischen Vorrichtung (2, 3, 4, 5), einer Sen-
sorvorrichtung, einer Sicherheitssensorvorrichtung
(6, 7, 8, 9) und/oder eine Anderung der technischen
Vorrichtungsbeschreibungsdaten (DDi) oder der
Sicherheitssensorvorrichtungsbeschreibungsdaten
(DCDi) zu erkennen.

System nach Anspruch 3, wobei eine Anderung ei-
nen Austausch, eine Abnutzung, ein Alter, einen Le-
benszyklus, eine Betriebszeit, einen Betriebsmo-
dus, einen Betriebsbereich der technischen Vorrich-
tung (2, 3, 4, 5), der Sensorvorrichtung oder der Si-
cherheitssensorvorrichtung (6, 7, 8, 9) umfasst.

System nach Anspruch 3 oder 4, wobei die Steuer-
vorrichtung (1) geeignet ist, als Reaktion auf eine
erkannte Anderung oder Ergénzung festzustellen,
ob die geltenden Sicherheitsregeln (SRj) eingehal-
ten werden.

System nach einem der Anspriiche 1 bis 5, ferner
umfassend ein Kommunikationsnetzwerk (11), das
geeignet ist, die Steuervorrichtung (102), die tech-
nischen Vorrichtungen (2, 3, 4, 5), die Sensorvor-
richtungen und/oder die Sicherheitssensorvorrich-
tungen (6, 7, 8, 9) kommunikativ zu koppeln, insbe-
sondere um Beschreibungsdaten (DSRj, DDj) abzu-
fragen und Steuerdaten (CDj) zu Ubertragen.

System nach einem der Anspriiche 1 bis 6, wobei
die Beschreibungsdaten (DSDi, DDi) ein vorgege-
benes Format aufweisen.

System nach einem der Anspriiche 1 bis 7, wobei
die Maschinensicherheitsregeln (SRj) in einem vor-
bestimmten computerlesbaren Format empfangen
werden, und aus Sicherheitsstandarddokumentenin
Textform extrahiert, mittels einer Muster- oder Tex-
terkennung und/oder natirlicher Sprachverarbei-
tung gescannt werden.

System nach einem der Anspriiche 1 bis 8, wobei
die automatisierte Maschine (1) ferner eine Maschi-
nensteuerungsvorrichtung (10) umfasst, die geeig-
netist,

Steuerdaten (CDi) zur Steuerung der mehreren zu-
sammenwirkenden technischen Vorrichtungen (2, 3,
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10.

1.

12.

13.

30

4, 5) zu erzeugen, und

Sensordaten (SD5) und/oder Sicherheitssensorda-
ten (SSD6, SSD7, SSD8, SSD9) zu empfangen, die
von der Sicherheitssensorvorrichtung (6, 7, 8, 9)
und/oder der Sensorvorrichtung (5) erzeugt wurden;
wobeidie Steuerdaten (CDi)in Abhangigkeit vonden
Sensordaten (SD5) und den Sicherheitssensorda-
ten (SSD6, SSD7, SSD8, SSD9) gemafl einem vor-
gegebenen Steueralgorithmus (CALG) erzeugt wer-
den.

System nach Anspruch 9, wobei die Steuervorrich-
tung (102) geeignet ist, die Steuerdaten (CDi), die
Sensordaten (SDi) und die Sicherheitssensordaten
(SSDi) zu Uberwachen.

System nach Anspruch 10, wobei die Steuervorrich-
tung (102) geeignet ist, in Abhangigkeit von den
Uberwachten Steuerdaten (CDi), Sensordaten
(SDi), Sicherheitssensordaten (SSDi), Maschinen-
beschreibungsdaten (MDD) und/oder Sicherheitsre-
geln (SRj) geanderte Sicherheitssensorvorrich-
tungsbeschreibungsdaten (DSDi*), gednderte tech-
nische Vorrichtungsbeschreibungsdaten (DDi*)
und/oder geanderte Maschinenbeschreibungsda-
ten (MDD*) zu erzeugen.

System nach einem der Anspriiche 1 bis 11, wobei
mindestens eine der interagierenden technischen
Vorrichtungen (2, 3, 4, 5) eine Aktuatorvorrichtung,
eine Robotervorrichtung, eine Transportvorrichtung,
eine Foérdervorrichtung und/oder eine Sensorvor-
richtung (5) ist.

System nach einem der Anspriiche 1 bis 12, wobei
mindestens eine der Sicherheitssensorvorrichtun-
gen (6, 7, 8, 9) eine Lichtvorhangvorrichtung, eine
Laufzeitsensorvorrichtung, einen Bewegungsmel-
der, eine Radar-Sende- und/oder Erfassungsvor-
richtung, eine Ultraschall-Sende- und/oder Erfas-
sungsvorrichtung, eine Laserscannervorrichtung,
eine photoelektrische Vorrichtung und/oder eine Ka-
meravorrichtung ist.

14. Automatisierte Maschine (1), umfassend:

mehrere interagierende technische Vorrichtun-
gen (2, 3, 4, 5), wobei jede technische Vorrich-
tung (2, 3, 4, 5) geeignet ist, eine zugehdrige
Aktion auszufiihren, wobei jeder technischen
Vorrichtung (2, 3, 4, 5) technische Vorrichtungs-
beschreibungsdaten (DDi) zugeordnet sind, die
Parameter enthalten, die die jeweilige techni-
sche Vorrichtung (2, 3, 4, 5) charakterisieren;
und

mindestens eine Sicherheitssensorvorrichtung
(6,7, 8,9), die geeignet ist, einen beobachtba-
ren Zustand eines Raums in und/oder um die
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automatisierte Maschine (1) zu detektieren und
ein Sicherheitsproblem in diesem Raum, eine
Fehlfunktion der automatisierten Maschine (1)
und/oder der Sicherheitssensorvorrichtung (6,

in der automatisierten Maschine (1) enthal-
ten sind;

Abrufen, aus der Datenbank (10), von Si-
cherheitsregeln (SRj), die den abgerufenen

17

Sicherheitssensorvorrichtungsbeschrei-
bungsdaten (DSDi) und den technischen
Vorrichtungsbeschreibungsdaten (DDi)
entsprechen; und

7, 8, 9) zu detektieren, wobei jeder Sicherheits- 5 Bestimmen, ob die abgerufenen
sensorvorrichtung (6, 7, 8, 9) Sicherheitssensor- Sicherheitssensorvorrichtungsbeschrei-
vorrichtungsbeschreibungsdaten (DSDi) zuge- bungsdaten (DSDi) und die technischen
ordnet sind, die die jeweilige Sicherheitssensor- Vorrichtungsbeschreibungsdaten (DDi) mit
vorrichtung (6, 7, 8, 9) charakterisieren; und den abgerufenen Sicherheitsregeln (SRj)
ein System (100) nach einem der Anspriiche 1 70 Ubereinstimmen;
bis 13.
wobei die technischen Vorrichtungsbeschrei-
15. Verfahren zum Betreiben einer automatisierten Ma- bungsdaten (DDi) und die Sicherheitssensor-
schine (1), wobei die automatisierte Maschine (1) vorrichtungsbeschreibungsdaten (DSDi) com-
umfasst: 15 puterlesbare Informationen Uber die jeweilige
Vorrichtung enthalten.
mehrere interagierende technische Vorrichtun-
gen (2, 3, 4, 5), wobei jede technische Vorrich- 16. Computerprogrammprodukt (105), das computer-
tung (2, 3, 4, 5) geeignet ist, eine zugehdrige lesbare Anweisungen enthalt, die ein Computersys-
Aktion auszufiihren, wobei jeder technischen 20 tem (102), das eine oder mehrere Verarbeitungsvor-
Vorrichtung (2, 3, 4, 5) technische Vorrichtungs- richtungen (104) enthalt, in Reaktion auf die Ausfiih-
beschreibungsdaten (DDi) zugeordnet sind, die rung der computerlesbaren Anweisungen dazu zu
Parameter enthalten, die die jeweilige techni- veranlassen:
sche Vorrichtung (2, 3, 4, 5) charakterisieren;
und 25 aus einer Datenbank (101), die mehrere Ma-
mindestens eine Sicherheitssensorvorrichtung schinensicherheitsregeln (SRj) in Form von An-
(6, 7, 8, 9), die geeignet ist, einen beobachtba- forderungen zwischen Sicherheitssensorvor-
ren Zustand eines Raums in und/oder um die richtungsbeschreibungsdaten (DSDi) und tech-
automatisierte Maschine (1) zu detektieren und nischen Vorrichtungsbeschreibungsdaten
ein Sicherheitsproblem in diesem Raum, eine 30 (DDi) speichert, Sicherheitssensorvorrich-
Fehlfunktion der automatisierten Maschine (1) tungsbeschreibungsdaten (DSDi) und techni-
und/oder der Sicherheitssensorvorrichtung (6, schen Vorrichtungsbeschreibungsdaten (DDi),
7, 8, 9) zu detektieren, wobei jeder Sicherheits- die den technischen Vorrichtungen (2, 3, 4, 5)
sensorvorrichtung (6, 7, 8, 9) Sicherheitssensor- und den Sicherheitssensorvorrichtungen (6, 7,
vorrichtungsbeschreibungsdaten (DSDi) zuge- 35 8, 9) zugeordnet sind, die in der automatisierten
ordnet sind, die die Detektion des beobachtba- Maschine (1) enthalten sind, abzurufen;
ren Zustands des Raums in und/oder um die aus der Datenbank (10) Sicherheitsregeln (SRj)
automatisierte Maschine (1) durch die jeweilige abzurufen, die den abgerufenen
Sicherheitssensorvorrichtung (6, 7, 8, 9) charak- Sicherheitssensorvorrichtungsbeschreibungs-
terisieren; 40 daten (DSDi) und den technischen Vorrich-
wobei das Verfahren umfasst: tungsbeschreibungsdaten (DDi) entsprechen;
und
Abrufen, aus einer Datenbank (101), die zu bestimmen, ob die abgerufenen
mehrere Maschinensicherheitsregeln (SRj) Sicherheitssensorvorrichtungsbeschreibungs-
in Form von Anforderungen zwischen 45 daten (DSDi) und die technischen Vorrichtungs-
Sicherheitssensorvorrichtungsbeschrei- beschreibungsdaten (DDi) mit den abgerufenen
bungsdaten (DSDi) und technischen Vor- Sicherheitsregeln (SRj) Ubereinstimmen;
richtungsbeschreibungsdaten (DDi) spei- wobei die automatisierte Maschine (1) umfasst:
chert, von Sicherheitssensorvorrichtungs-
beschreibungsdaten (DSDi) und techni- 50 mehrere interagierende technische Vor-
schen  Vorrichtungsbeschreibungsdaten richtungen (2, 3, 4, 5), wobei jede techni-
(DDi), die den technischen Vorrichtungen sche Vorrichtung (2, 3, 4, 5) geeignet ist,
(2, 3, 4, 5) und den Sicherheitssensorvor- eine zugehorige Aktion auszufiihren, wobei
richtungen (6, 7, 8, 9) zugeordnet sind, die jeder technischen Vorrichtung (2, 3, 4, 5)
55

technische Vorrichtungsbeschreibungsda-
ten (DDi) zugeordnet sind, die Parameter
enthalten, die die jeweilige technische Vor-
richtung (2, 3, 4, 5) charakterisieren; und
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mindestens eine Sicherheitssensorvorrich-
tung (6, 7, 8, 9), die geeignet ist, einen be-
obachtbaren Zustand eines Raums in

teur de sécurité (DSDi) et les données de
description du dispositif technique (DDi) ;
un dispositif de commande (102) configuré

und/oder um die automatisierte Maschine pour :
(1) zu detektieren und ein Sicherheitsprob- 5
lem in diesem Raum, eine Fehlfunktion der récupérer les données de description
automatisierten Maschine (1) und/oder der du dispositif capteur de sécurité (DSDi)
Sicherheitssensorvorrichtung (6, 7, 8, 9) zu etles données de description du dispo-
detektieren, wobeijeder Sicherheitssensor- sitif technique (DDi) associées aux dis-
vorrichtung (6, 7, 8, 9) Sicherheitssensor- 10 positifs techniques (2, 3, 4, 5) et aux
vorrichtungsbeschreibungsdaten  (DSDi) dispositifs capteur de sécurité (6, 7, 8,
zugeordnet sind, die die Detektion des be- 9) compris dans la machine automati-
obachtbaren Zustands des Raums in que (1) ;
und/oder um die automatisierte Maschine récupérer, a partir du dispositif de base
(1) durch die jeweilige Sicherheitssensor- 15 de données (101), des regles de sécu-
vorrichtung (6, 7, 8, 9) charakterisieren; rit¢ (SRj) correspondant aux données
de description du dispositif capteur de
wobei die technischen Vorrichtungsbeschrei- sécurité (DSDi) et auxdonnées de des-
bungsdaten (DDi) und die Sicherheitssensor- cription du dispositif technique (DDi) ;
vorrichtungsbeschreibungsdaten (DSDi) com- 20 et
puterlesbare Informationen Uber die jeweilige déterminer si les données de descrip-
Vorrichtung enthalten. tion du dispositif capteur de sécurité
(DSDi) et les données de description
du dispositif technique (DDi) récupé-
Revendications 25 rées sont conformes aux regles de sé-

curité (SRj) récupérées ;
1. Systéme pour faire fonctionner une machine auto-
matisée (1), dans lequel la machine automatisée (1) dans lequel les données de description du
comprend : dispositif technique (DDi) etles données de

30 description du dispositif capteur de sécurité
plusieurs dispositifs techniques (2, 3, 4, 5) en (DSDi) comprennent des informations lisi-
interaction, chaque dispositif technique (2, 3, 4, bles parordinateur surle dispositif respectif.
5) étant configuré pour exécuter une action as-
sociée, dans lequel chaque dispositif technique 2. Systeme selon larevendication 1, dans lequel le dis-
(2, 3, 4, 5) ades données de description du dis- 35 positif de commande est en outre configuré pour :
positif technique (DDi) associées comprenant
des paramétres caractérisant le dispositif tech- recevoir des données de description de machi-
nique (2, 3, 4, 5) respectif ; et ne (MDD) caractérisant au moins l'interaction
au moins un dispositif capteur de sécurité (6, 7, des dispositifs techniques (2, 3, 4, 5) ; et
8, 9) configuré pour détecter un état observable 40 déterminer siles données de description du dis-
d’'un espace dans et/ou autour de la machine positif capteur de sécurité (DSDi), les données
automatisée (1) et configuré pour détecter un de description du dispositif technique (DDi) et
probléme de sécurité dans cet espace, un dys- les données de description de machine (MDD)
fonctionnement de la machine automatisée (1) récupérées sont conformes aux régles de sécu-
et/ou du dispositif capteur de sécurité (6, 7, 8, 45 rité (SRj) récupérées.

9), dans lequel chaque dispositif de capteur de
sécurité (6,7, 8, 9) ades données de description 3. Systeme selon la revendication 1 ou 2, dans lequel
du dispositif capteur de sécurité (DSDi) asso- le dispositif de commande (102) est configuré pour
ciées caractérisant la détection de I'état obser- surveiller les dispositifs techniques (2, 3, 4, 5), les
vable de I'espace dans et/ou autour de la ma- 50 dispositifs capteur et/ou les dispositifs capteur de
chine automatisée (1) par le dispositif de capteur sécurité (6, 7, 8, 9), en particulier pour détecter un
de sécurité respectif (6, 7, 8, 9) ; changement dans un dispositif technique (2, 3, 4, 5),
dans lequel le systéeme (100) comprend : undispositif capteur, un dispositif capteur de sécurité
(6, 7, 8, 9) et/ou une modification des données de
un dispositif de base de données (101) pour 55 description du dispositif technique (DDi) ou des don-

stocker plusieurs regles de sécurité de ma-
chine (SRj) en termes d’exigences entre les
données de description du dispositif cap-

18

nées de description du dispositif capteur de sécurité
(DCDi).



10.

35

Systeme selon la revendication 3, dans lequel une
modification comprend un remplacement, une usu-
re, un age, un cycle de vie, un temps opérationnel,
un mode opérationnel, une plage de fonctionnement
du dispositif technique (2, 3, 4, 5), du dispositif cap-
teur ou du dispositif capteur de sécurité (6, 7, 8, 9).

Systeme selon la revendication 3 ou 4, dans lequel
le dispositif de commande (1) est configuré pour, en
réponse a un changement ou une modification dé-
tectée, déterminer si les régles de sécurité (SRj) ap-
plicables sont respectées.

Systeme selon I'une quelconque des revendications
1 a5, comprenant en outre un réseau de communi-
cation (11), configuré pour coupler de maniére com-
municative le dispositif de commande (102), les dis-
positifs techniques (2, 3, 4, 5), les dispositifs capteur
et/ou les dispositifs capteur de sécurité (6, 7 8, 9),
notamment pour récupérer des données de descrip-
tion (DSRj, DDj), et transmettre des données de
commande (CDj).

Systeme selon I'une quelconque des revendications
1a6, dans lequel les données de description (DSDi,
DDi) ont un format prédéterminé.

Systeme selon I'une quelconque des revendications
1 a 7, dans lequel les régles de sécurité machine
(SRj) sont regues dans un format lisible par ordina-
teur prédéterminé, extraites de documents de nor-
mes de sécurité sous forme de texte, numérisées au
moyen d’une reconnaissance de formes ou de texte,
et/ou d'un traitement du langage naturel.

Systeme selon I'une quelconque des revendications
1 a 8, dans lequel la machine automatisée (1) com-
prend en outre un dispositif de commande de ma-
chine (10) configurée pour

générer des données de commande (CDi) pour com-
mander les plusieurs dispositifs techniques (2, 3, 4,
5) en interaction, et pour

recevoir des données de capteur (SD5) et/ou des
données de capteur de sécurité (SSD6, SSD7,
SSD8, SSD9) générées par le dispositif capteur de
sécurité (6, 7, 8, 9) et/ou le dispositif capteur (5) ;
dans lequel les données de commande (CDi) sont
générées enfonction des données de capteur (SD5)
et des données de capteur de sécurité (SSDS6,
SSD7, SSD8, SSD9) selon un algorithme de com-
mande prédéterminé (CALG).

Systeme selon la revendication 9, dans lequel le dis-
positif de commande (102) est configuré pour sur-
veillerles données de commande (CDi), les données
de capteur (SDi) et les données de capteur de sé-
curité (SSDi).
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1.

12.

13.

14.

15.

36

Systeme selon la revendication 10, dans lequel le
dispositif de commande (102) est configuré pour gé-
nérer des données de description du dispositif cap-
teur de sécurité modifiées (DSDi*), des données de
description du dispositif technique modifiées (DDi*)
et/ou des données de description de machine mo-
difiees (MDD*) en fonction des données de comman-
de (CDi), des données de capteur (SDi), des don-
nées de capteur de sécurité (SSDi), des données de
description de machine (MDD) et/ou des regles de
sécurité (SRj) surveillées.

Systeme selon 'une quelconque des revendications
1a11, dans lequel au moins I'un des dispositifs tech-
niques (2, 3, 4, 5) en interaction est un dispositif ac-
tionneur, un dispositif robotique, un dispositif de
transport, un dispositif convoyeur et/ou un dispositif
capteur (5).

Systeme selon 'une quelconque des revendications
1a 12, dans lequel au moins I'un des dispositifs cap-
teurs de sécurité (6, 7, 8, 9) comprend un dispositif
arideau lumineux, un dispositif capteur de temps de
vol, un détecteur de mouvement, un dispositif de
transmission et/ou de détection radar, un dispositif
de transmission et/ou de détection ultrasonique, un
dispositif a scanner laser, un dispositif photoélectri-
que, et/ou un dispositif a caméra.

Machine automatisée (1) comprenant :

plusieurs dispositifs techniques (2, 3, 4, 5) en
interaction, chaque dispositif technique (2, 3, 4,
5) étant configuré pour exécuter une action as-
sociée, dans lequel chaque dispositif technique
(2, 3, 4, 5) ades données de description du dis-
positif technique (DDi) associées comprenant
des parameétres caractérisant le dispositif tech-
nique (2, 3, 4, 5) respectif ; et

au moins un dispositif capteur de sécurité (6, 7,
8, 9) configuré pour détecter un état observable
d’'un espace dans et/ou autour de la machine
automatisée (1) et configuré pour détecter un
probléme de sécurité dans cet espace, un dys-
fonctionnement de la machine automatisée (1)
et/ou du dispositif capteur de sécurité (6, 7, 8,
9), dans lequel chaque dispositif de capteur de
sécurité (6,7, 8,9) ades données de description
du dispositif capteur de sécurité (DSDi) asso-
ciées caractérisant le dispositif de capteur de
sécurité respectif (6, 7, 8, 9) ; et

un systeme (100) selon I'une quelconque des
revendications 1 a 13.

Procédé d’exploitation d’'une machine automatisée
(1), dans lequel la machine automatisée (1)
comprend :



37 EP 3 757 693 B9 38

plusieurs dispositifs techniques (2, 3, 4, 5) en
interaction, chaque dispositif technique (2, 3, 4,
5) étant configuré pour exécuter une action as-
sociée, dans lequel chaque dispositif technique

un systeme informatique (102) comprenant un ou
plusieurs dispositifs de traitement (104), en réponse
a I'exécution des instructions lisibles par ordinateur,
a:

(2, 3, 4, 5) ades données de description du dis- 5
positif technique (DDi) associées comprenant récupérer, a partir d’'une base de données (101)
des paramétres caractérisant le dispositif tech- stockant plusieurs regles de sécurité machine
nique (2, 3, 4, 5) respectif ; et (SRj) en termes d’exigences entre les données
au moins un dispositif capteur de sécurité (6, 7, de description du dispositif capteur de sécurité
8, 9) configuré pour détecter un état observable 170 (DSDi) et les données de description du dispo-
d'un espace dans et/ou autour de la machine sitif technique (DDi), les données de description
automatisée (1) et configuré pour détecter un du dispositif capteur de sécurité (DSDi) et les
probléme de sécurité dans cet espace, un dys- données de description du dispositif technique
fonctionnement de la machine automatisée (1) (DDi) associées aux dispositifs techniques (2,
et/ou du dispositif capteur de sécurité (6, 7, 8, 15 3, 4, 5) et aux dispositifs capteur de sécurité (6,
9), dans lequel chaque dispositif de capteur de 7, 8, 9) compris dans la machine automatisée
sécurité (6,7, 8, 9) ades données de description 1);
du dispositif capteur de sécurité (DSDi) asso- récupérer, a partir de la base de données (10),
ciées caractérisant la détection de I'état obser- des regles de sécurité (SRj) correspondant aux
vable de I'espace dans et/ou autour de la ma- 20 données de description du dispositif capteur de
chine automatisée (1) par le dispositif de capteur sécurité (DSDi) et aux données de description
de sécurité respectif (6, 7, 8, 9) ; du dispositif technique (DDi); et
dans lequel le procédé comprend : déterminer siles données de description du dis-
positif capteur de sécurité (DSDi) etles données
la récupération, a partir d’'une base de don- 25 de description du dispositif technique (DDi) ré-
nées (101) stockant plusieurs regles de sé- cupérées sont conformes auxrégles de sécurité
curité machine (SRj) en termes d’exigences (SRj) récupérées ;
entre les données de description du dispo- dans lequel la machine automatisée (1) com-
sitif capteur de sécurité (DSDi) et les don- prend
nées de description du dispositif technique 30 plusieurs dispositifs techniques (2, 3, 4, 5) en
(DDi), des données de description du dis- interaction, chaque dispositif technique (2, 3, 4,
positif capteur de sécurité (DSDi) et des 5) étant configuré pour exécuter une action as-
données de description du dispositif tech- sociée, dans lequel chaque dispositif technique
nique (DDi) associées aux dispositifs tech- (2, 3, 4, 5) ades données de description du dis-
niques (2, 3, 4, 5) et aux dispositifs capteur 35 positif technique (DDi) associées comprenant
de sécurité (6, 7, 8, 9) compris dans la ma- des parameétres caractérisant le dispositif tech-
chine automatisée (1) ; nique (2, 3, 4, 5) respectif ; et
la récupération, a partir de la base de don- au moins un dispositif capteur de sécurité (6, 7,
nées (10), des regles de sécurité (SRj) cor- 8, 9) configuré pour détecter un état observable
respondant aux données de description du 40 d’'un espace dans et/ou autour de la machine
dispositif capteur de sécurité (DSDi) et aux automatisée (1) et configuré pour détecter un
données de description du dispositif tech- probléme de sécurité dans cet espace, un dys-
nique (DDi); et fonctionnement de la machine automatisée (1)
la détermination si les données de descrip- et/ou du dispositif capteur de sécurité (6, 7, 8,
tion du dispositif capteur de sécurité (DSDi) 45 9), dans lequel chaque dispositif de capteur de
et les données de description du dispositif sécurité (6,7, 8,9) ades données de description
technique (DDi) récupérées sont confor- du dispositif capteur de sécurité (DSDi) asso-
mes aux régles de sécurité (SRj) ciées caractérisant la détection de I'état obser-
récupérées ; vable de I'espace dans et/ou autour de la ma-
50 chine automatisée (1) parle dispositif de capteur
dans lequel les données de description du dis- de sécurité respectif (6, 7, 8, 9) ;
positif technique (DDi) et les données de des- dans lequel les données de description du dis-
cription du dispositif capteur de sécurité (DSDi) positif technique (DDi) et les données de des-
comprennent des informations lisibles par ordi- cription du dispositif capteur de sécurité (DSDi)
nateur sur le dispositif respectif. 55 comprennent des informations lisibles par ordi-

nateur sur le dispositif respectif.

16. Produit de programme informatique (105) compre-
nant des instructions lisibles par ordinateur amenant

20
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