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Description
TECHNICAL FIELD

[0001] Embodiments of the present disclosure relate
to the field of wireless communication technologies, and
more specifically, to a method and apparatus for negoti-
ating security algorithms.

BACKGROUND

[0002] For mobility network, a user equipment device
or terminal device (collectively referred to as UE herein-
after) has mobility requirements. For example in long
term evolution (LTE) or fourth generation (4G) commu-
nication systems, the UE may trigger a resume proce-
dure, inthe fifth generation (5G) communication systems,
the UE may trigger a procedure from an INACTIVE to
CONNECTED state. The UE may move from a source
base station (the base station can be an eNB or a gNB)
to a target base station (eNB/gNB) when triggering these
procedures. Thus, the source eNB/gNB will have to send
the UE’s context to the target eNB/gNB. The UE’s context
includes old cipher and integrity protection algorithms
used between the UE and the source eNB/gNB.

[0003] Different eNB/gNB may configure different al-
gorithm priority list, or may not support the old algorithms.
Thus, when the UE moves from a source eNB/gNB to a
target eNB/gNB, the target eNB/gNB may not reuse the
old algorithm, and should negotiate the new algorithm
with the UE. However, for resume or INACTIVE to CON-
NECTED procedure, the message sentby the target gNB
should be ciphered, that means the UE could not know
the selected algorithms if the message is ciphered by the
selected algorithm, because the UE could not decipher
the message, and get the selected algorithm.

[0004] The current solution is to send the UE to an
IDLE state, and require a NAS recovery. Referring to Fig.
1, the current solution includes:

0. Source eNB/gNB decides to suspend the UE
(send the RRCConnectionRelease message with
suspend cause to the UE, for 4G), or send the UE
to INACTIVE (send the RRCConnectionlnactive
message to the UE, for 5G).

1. The UE sends MSG3 (RRCConnectionResumeR-
equest message) to the target eNB/gNB to trigger
resume procedure or INACTIVE to CONNECTED
procedure to resume RRC connection.

2. The target eNB/gNB sends Retrieve UE Context
Request message to the source eNB/gNB to fetch
UE context.

3. The source eNB/gNB sends Retrieve UE Context
Response message to the target eNB/gNB to re-
sponse the message above. The Retreive UE Con-
text Response may include UE security capability
and old ciphering and integrity algorithms used be-
tween UE and source eNB/gNB.
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4. If the target eNB/gNB could not support old algo-
rithms or if the target eNB/gNB prefers to use differ-
ent algorithms,

5. The target eNB/gNB sends RRC Connection Set-
up message to the UE to proceed with RRC connec-
tion establishment as if the UE was in RRC_IDLE
(fallback procedure).

6. The UE discards the stored UE AS context and
indicates to upper layers that the RRC connection
resume has been fallbacked.

7. The UE sends initial NAS message (e.g. Service
Request message) to the MME/AMF.

8. The MME/AMF derives KeNB/KgNB according to
current Kasme/Kamf and uplink NAS COUNT indi-
cated by initial NAS message, and sends the
KeNB/KgNB and UE security capability in Initial Con-
text Setup Request message to the target eNB/gNB.
9. The target eNB/gNB chooses the new ciphering
and integrity algorithm which has the highest priority
from its configured algorithm priority list and is also
present in the UE security capability. The chosen
algorithms are indicated to the UE in the access stra-
tum security mode command (AS SMC). The target
eNB/gNB derives Krrc-int according to the
KeNB/KgNB and new integrity algorithm. The AS
SMC is integrity protected by Krrc-int and new integ-
rity algorithm. Note that the UE could get the new
algorithms in AS SMC, because it is not ciphered.
10. The UE derives KeNB/KgNB according to current
Kasme/Kamf and uplink NAS COUNT indicated by
initial NAS message, and derives Krrc-int and Krrc-
enc according to KeNB/KgNB and new integrity and
ciphering algorithms indicated in AS SMC. The UE
verifies AS SMC message according Krrc-int and
new integrity algorithm. After successful verification,
the UE may cipher and integrity protect the AS SMP
message using Krrc-enc, Krrc-int, new ciphering and
integrity algorithm. The UE sends the AS SMP mes-
sage to the target gNB. Thus, UE and target gNB
have successfully negotiate the security algorithm.
11. The target gNB may send RRCConnection-
Reconfiguartion message to the UE to configurate
the DRB. The target gNB may suspend the UE (send
the RRCConnectionRelease message with suspend
causetothe UE, for4G), orsend the UE to INACTIVE
(send the RRCConnectionlnactive message to the
UE, for 5G).

[0005] Thus, according to figure 1, the UE will be fall-
back to the IDLE state. However, such a procedure costs
too much signalling overhead. HUAWEI ET AL, "Security
Negotiation for RRC INACTIVE", vol. SA WG3, no. La
Jolla (US); 20180521 - 20180525, 3GPP DRAFT;
S3-181693-SECURITY NEGOTIATION FOR RRC IN-
ACTIVE, 3RD GENERATION PARTNERSHIP
PROJECT (3GPP), discusses transitions from RRC-IN-
ACTIVE to RRC-CONNECTED states. HUAWEI ET AL,
"Key handling at RRC-INACTIVE state transitions", vol.
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SAWG3, no.La Jolla (US); 20180521 -20180525, 3GPP
DRAFT; 33501_CR0184R1_(REL-15)_S3-182060-KEY
HANDLING AT RRC STATE TRANSITIONS, 3RD GEN-
ERATION PARTNERSHIP PROJECT (3GPP), discuss-
es state transition from RRC-INACTIVE to RRC-CON-
NECTED to a new gNB.

SUMMARY

[0006] The invention is defined by the appended
claims. Embodiments of the present disclosure provide
a method for negotiating security method according to
independent claim 1 or 7, a UE according to independent
claim 10, and a base station according to independent
claim 14, which can reduce the signaling overhead. Ad-
ditional features of the disclosure are provided in the de-
pendent claims. In the following, parts of the description
and drawings referring to embodiments which are not
covered by the claims are not presented as embodiments
of the disclosure, but as examples useful for understand-
ing the disclosure.

[0007] According to a first aspect, a security algorithm
negotiation method is provided. The method comprises
receiving, by a user equipment (UE), a first request mes-
sage from a target base station; reserving, by the UE, a
first key which is derived for a source base station in
response to the first request message; receiving, by the
UE, a second request message from a target base sta-
tion, wherein the second request message comprise a
identity which is used to indicate an algorithm; deriving,
by the UE, a second key based on the first key and an
algorithm corresponding to the identity.

[0008] It is necessary to be pointed out that if a target
base station fails to support an old algorithm of the UE
and the source base station, normally, the target base
station will send an RRC Connection Setup message to
the UE to proceed with RRC connection establishment
as if the UE was in RRC_IDLE (fallback procedure), and
then the steps (6-11) described in the background will be
performed. Apparently, the steps (6-11) will cost several
signaling. While in the present disclosure, in order to re-
duce the signaling, the UE will take use of the first key
and an algorithm from the target base station to derive
secret keys for communicating with the target base sta-
tion. Because the first key was stored in the UE, so re-
using the first key will achieve the goal.

[0009] Optionally, whenthe UE receives a first request
message, the UE will send a first response message to
the target base station in response to the first request
message. In addition, after deriving the second key, the
UE will verify the second request message, protect a sec-
ond response message base on the second key and the
algorithm corresponding to the identity when the second
request message is verified successfully; and send the
protected second response message to the target base
station. Specially, the first request message can be a
RRC Connection Setup message, the first response
message can be a RRC Connection Setup Complete
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message, the second request message can be an AS
SMC message, and the second response message can
be an AS SMP message.

[0010] With reference to the first aspect, it should be
pointed out that the first request message comprises a
firstindicator. The UE can delete security keys which are
derived from the first key based on the first indicator and
in order to reduce the signaling, the UE will not trigger
Non-access stratum recovery process based on the first
indicator. Optionally, in another possible manner, the UE
will not trigger Non-access stratum recovery process in
response to the first request message.

[0011] With reference to the first aspect, because of
reusing the first key, the UE will not deriving a key for the
target base station based on the second indicator includ-
ed in the second request message.

[0012] With reference to the first aspect, in a first pos-
sible implementation manner of the first aspect, the per-
forming rotation processing on a preset precoding matrix
includes obtaining indication information, where the in-
dication information is used to instruct a base station to
perform the rotation processing on the preset precoding
matrix; and performing the rotation processing on the pre-
set precoding matrix according to the indication informa-
tion.

[0013] According to a second aspect, a security algo-
rithm negotiation method is provided. The method com-
prises: sending, by a target base station, a first request
message from a user equipment (UE); wherein the first
request message is used to indicate the UE to reserve a
first key which is derived for a source base station; send-
ing, by the targetbase station, a second request message
to the UE; wherein the second request message com-
prises an identity which is used to indicate an algorithm;
and receiving, by the target base station, a second re-
sponse message from the UE.

[0014] Optionally, the target base station will receive
a first response message. Specially, the first request
message can be a RRC Connection Setup message, the
first response message can be a RRC Connection Setup
Complete message, the second request message can
be an AS SMC message, and the second response mes-
sage can be an AS SMP message.

[0015] Further, it is necessary to be pointed out that,
in order to reduce signaling, the target base station will
indicate the UE to reuse the first key (that is, just keep
the first key, and no need to derive a key for the target
base station). Optionally, the target base station will in-
dicate the UE to delete security keys which are derived
from the first key, optionally the target base station may
indicate the UE not to trigger Non-access stratum recov-
ery process.

[0016] According to a third aspect, the present disclo-
sure provides a structure of user equipment including a
processor, a memory, a receiver circuit, and a transmitter
circuit. The processor, the memory, and the receiver cir-
cuit are connected using a bus system. The user equip-
ment may be configured to implement steps and methods
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in the first aspect.

[0017] According to a fourth aspect, the present dis-
closure provides a structure of a base station. The base
station includes a processor, a memory areceiver circuit,
and a transmitter circuit. The processor, the memory, and
the receiver circuit are connected using a bus system.
The base station may be configured to implement steps
and methods in the second aspect.

[0018] According to a fifth aspect, the present disclo-
sure provides a memory. The memory may provide an
instruction and data for a processor. When the instruction
was executed, the processor will perform the method in
the first aspect or in the second aspect.

[0019] In the embodiments of the present disclosure,
the first key is kept and reused in the process of deriving
a key for a target base station. A purpose of reducing
several signaling is achieved.

BRIEF DESCRIPTION OF DRAWINGS

[0020] The following briefly describes the accompany-
ing drawings used in describing the embodiments. The
accompanying drawings in the following description
show merely some embodiments of the present disclo-
sure, and a person of ordinary skill in the art may still
derive other drawings from these accompanying draw-
ings without creative efforts.

FIG 1is a schematic flowchart of a security algorithm
negotiation method in conventional art;

FIG 2is a schematic flowchart of a security algorithm
negotiation method according to embodiment 1 of
the present disclosure;

FIG 3 is a schematic flowchart of a security algorithm
negotiation method according embodiment 2 of the
present disclosure;

FIG 4 is a schematic flowchart of a security algorithm
negotiation method according embodiment 3 of the
present disclosure;

FIG 5is a schematic flowchart of a security algorithm
negotiation method according embodiment 4 of the
present disclosure;

FIG 6 is a simplified block diagram of a base station
according to an embodiment of the present disclo-
sure; and

FIG 7 is a simplified block diagram of a user equip-
ment device according to an embodiment of the
present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0021] The following describes the technical solutions
in the embodiments of the present disclosure with refer-
ence to the accompanying drawings.

[0022] It should be understood that, user equipment
(UE) mentioned in the embodiments of the present dis-
closure may be referred to as a mobile terminal (MT),
mobile user equipment, and the like, and may commu-
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nicate with one or more core networks using a radio ac-
cess network (RAN). The user equipment may be a mo-
bile terminal, such as a mobile phone (which is also re-
ferred to as a "cellular" phone) and a computer with a
mobile terminal. For example, the user equipment may
be a portable, pocket-sized, hand-held, computer built-
in, or in-vehicle mobile apparatus.

[0023] A base station may be a base station (NodeB)
in WCDMA, or may further be an evolved NodeB (eNB
or e-NodeB for short) in LTE, or may further be a New
Radio NodeB (gNodeB) in 5G This is not limited in the
present disclosure.

[0024] There are four embodiments in the present dis-
closure. Further, the related explanation of the words can
refer to Embodiment 1.

Embodiment 1

[0025] Referring to FIG 2, in order to reduce the sign-
aling, the target base station indicate the UE not to trigger
the Non-access stratum recovery process and reuse the
current KeNB/KgNB. Specially, please refer to the fol-
lowing steps.

[0026] 0. Source eNB/gNB decides to suspend the UE
(send the RRCConnectionRelease message with sus-
pend cause to the UE, for 4G), or send the UE to INAC-
TIVE (send the RRCConnectionlnactive message to the
UE, for 5G).

[0027] Itis should be understood that that source base
station can be a source eNB or a source gNB.

[0028] 1. The UE sends MSG3 (RRCConnectionRe-
sumeRequest message) to the target eNB/gNB to trigger
resume procedure or INACTIVE to CONNECTED pro-
cedure to resume RRC connection.

[0029] Itis should be understood that that target base
station can be a target eNB or a target gNB.

[0030] 2.ThetargeteNB/gNB sends Retreive UE Con-
text Request message to the source eNB/gNB to fetch
UE context.

[0031] 3. The source eNB/gNB sends Retreive UE
Context Response message to the source eNB/gNB to
response the message above. The Retreive UE Context
Response may include UE security capability and old
ciphering and integrity algorithms used between UE and
source eNB/gNB.

[0032] 4. If the target eNB/gNB could not support old
algorithms or if the target eNB/gNB prefers to use differ-
ent algorithms or if the old algorithm is not the best one,
the target eNB/gNB send RRC Connection Setup mes-
sage to the UE.

[0033] 5. RRC connection setup. There are three pos-
sible ways.

[0034] Option 1: The targeteNB/gNB sends RRC Con-
nection Setup message to the UE. The RRC Connection
Setup message includes NoNASRecovery indicator.
[0035] Option2: The targeteNB/gNB sends RRC Con-
nection Setup message to the UE. The RRC Connection
Setup message includes NASRecovery indicator.
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[0036] Option 3: The target eNB/gNB sends RRC Con-
nection Setup without NAS Recovery message to the UE.
[0037] 6. There are three possible solutions.

[0038] Option 1: When the NoNASRecovery indicator
is included or NoNASRecovery is set to TRUE, the UE
does notindicate to upper layers that the RRC connection
resume has been fallbacked. The UE also keep the cur-
rent KeNB/KgNB. The UE could optionally discard the
keys derived from the current KeNB/KgNB (Krrc-int, Krrc-
enc, Kup-int and Kup-enc (if exists) ) stored in UE AS
security context. Otherwise, the UE discards the stored
UE AS context and indicates to upper layers thatthe RRC
connection resume has been fallbacked.

[0039] It is necessary to point out that the Krrc-enc is
used for radio resource control (RRC) ciphering protec-
tion, the Krrc-int is used for RRC integrity protection, the
Kup-int is used for user plane (UP) integrity protection
and Kup-enc is used for UP ciphering protection.
[0040] Option 2: When the NASRecovery indicator is
included or NASRecovery is set to TRUE, the UE dis-
cards the stored UE AS context and indicates to upper
layers that the RRC connection resume has been fall-
backed. Otherwise, the UE does not indicate to upper
layers that the RRC connection resume has been fall-
backed, the UE also keep the current KeNB/KgNB, the
UE could optionally discard the Krrc-int, Krrc-enc, Kup-
int (if exists), and Kup-enc (if exists) stored in UE AS
security context.

[0041] Option 3: When the UE receives RRC Connec-
tion Setup without NAS Recovery message from target
eNB/gNB, the UE does not indicate to upper layers that
the RRC connection resume has been fallbacked. The
UE also keeps the current KeNB/KgNB. The UE could
optionally discard the Krrc-int, Krrc-enc, Kup-int (if ex-
ists), and Kup-enc (if exists) stored in UE AS security
context.

[0042] 7. (Optional) The UE sends RRC Connection
Setup Complete message to the target eNB/gNB.
[0043] 8.ThetargeteNB/gNB chooses the new cipher-
ing and integrity algorithm which has the highest priority
from its configured algorithm priority list and is also
present in the UE security capability, which can be re-
ceived from source eNB/gNB. The chosen algorithms are
indicated to the UE in RRC message. The target
eNB/gNB derives Krrc-int according to the KeNB/KgNB
and new integrity algorithm. The RRC message is integ-
rity protected by Krrc-int and new integrity algorithm.

[0044] There are four possible manners to perform the
step 8.
[0045] Option 1: the RRC message is AS SMC, and

does not include any indicator.

[0046] Option 2: the RRC message is AS SMC, and
includes NoRootKeyDerivation indicator.

[0047] Option 3: the RRC message is AS SMC, and
includes RootKeyDerivation indicator.

[0048] Option 4:the RRC message is AS SMC without
Root Key Derivation.

[0049] 9. There are four possible manner in response
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to the step 8.

[0050] Option 1: If NoNASRecovery indicator is includ-
ed or NoNASRecovery is setto TRUE or if NASRecovery
indicator is not included or NASRecovery is set to False,
orifthe UE receives RRC Connection Setup without NAS
Recovery message, the UE does not derive a new
KeNB/KgNB.

[0051] Option 2: If NoRootKeyDerivation indicator is
included or NoRootKeyDerivation is set to TRUE, the UE
does not derive a new KeNB/KgNB. Otherwise, the UE
derives a new KeNB/KgNB.

[0052] Option 3: If RootKeyDerivation indicator is not
included or RootKeyDerivation is set to FALSE, the UE
does not derive a new KeNB/KgNB. Otherwise, the UE
derives a new KeNB/KgNB.

[0053] Option 4: if the UE receives AS SMC without
Root Key Derivation message, the UE does not derive a
new KeNB/KgNB.

[0054] The UE derives Krrc-intand Krrc-enc according
to current KeNB/KgNB and new integrity and ciphering
algorithms indicated in AS SMC. The UE verifies AS SMC
message according Krrc-int and new integrity algorithm.
[0055] 10. After successful verification, the UE may ci-
pher and integrity protect the AS SMP message using
Krrc-enc, Krrc-int, new ciphering and integrity algorithm.
The UE sends the AS SMP message to the target gNB.
Thus, UE and target gNB have successfully negotiate
the security algorithm.

[0056] 11.Thetarget gNB may send RRCConnection-
Reconfiguartion message to the UE to configurate the
DRB. The target gNB may suspend the UE (send the
RRCConnectionRelease message with suspend cause
to the UE, for 4G), or send the UE to INACTIVE (send
the RRCConnectionlnactive message to the UE, for 5G).
[0057] Compared to current solution, this embodiment
1 adds new indicator in the current RRC message or
involves new RRC message to tell the UE does not per-
form NAS recovery, and that will reduce some signaling.

Embodiment 2

[0058] Referring to FIG 3, in order to reduce the sign-
aling, the target base station indicate the UE to reuse the
AS security context (e.g. Kasme/Kamf), and derive a new
key for the target base station base on the AS security
context and non-access stratum (NAS) count. Specially,
please refer to the following steps.

[0059] 0. Source eNB/gNB decides to suspend the UE
(send the RRCConnectionRelease message with sus-
pend cause to the UE, for 4G), or send the UE to INAC-
TIVE (send the RRCConnectionlnactive message to the
UE, for 5G).

[0060] 1. The UE sends MSG3 (RRCConnectionRe-
sumeRequest message) to the target eNB/gNB to trigger
resume procedure or INACTIVE to CONNECTED pro-
cedure to resume RRC connection.

[0061] 2.ThetargeteNB/gNB sends Retreive UE Con-
text Request message to the source eNB/gNB to fetch
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UE context.

[0062] 3. The source eNB/gNB sends Retreive UE
Context Response message to the source eNB/gNB to
response the message above. The Retreive UE Context
Response may include UE security capability and old
ciphering and integrity algorithms used between UE and
source eNB/gNB.

[0063] 4. If the target eNB/gNB could not support old
algorithms or if the target eNB/gNB prefers to use differ-
ent algorithms, target eNB/gNB send a RRC Connection
Setup message.

[0064] 5. There are three possible manners in sending
RRC Connection Setup message.

[0065] Option 1: The target eNB/gNB sends RRC Con-
nection Setup message to the UE. The RRC Connection
Setup message includes NoNASRecovery indicator.
[0066] Option 2: The target eNB/gNB sends RRC Con-
nection Setup message to the UE. The RRC Connection
Setup message includes NASRecovery indicator.
[0067] Option 3: The target eNB/gNB sends RRC Con-
nection Setup without NAS Recovery message to the UE.

[0068] 6. Corresponding to the step 5, there are three
solutions.
[0069] Option 1: When the NoNASRecovery indicator

is included or NoNASRecovery is set to TRUE, the UE
does notindicate to upper layers that the RRC connection
resume has been fallbacked, the UE keeps the current
AS context, the UE could optionally discard the KgNB,
Krrc-int, Krrc-enc, Kup-int (if exists), and Kup-enc (if ex-
ists) stored in UE AS context. Otherwise, the UE discards
the stored UE AS context and indicates to upper layers
that the RRC connection resume has been fallbacked.
[0070] Option 2: When the NASRecovery indicator is
included or NASRecovery is set to TRUE, the UE dis-
cards the stored UE AS context and indicates to upper
layers that the RRC connection resume has been fall-
backed. Otherwise, the UE does not indicate to upper
layers that the RRC connection resume has been fall-
backed, the UE keeps the current AS context, the UE
could optionally discard the KgNB, Krrc-int, Krrc-enc,
Kup-int (if exists), and Kup-enc (if exists) stored in UE
AS context.

[0071] Option 3: When the UE receives RRC Connec-
tion Setup without NAS Recovery message from target
eNB/gNB, the UE does not indicate to upper layers that
the RRC connection resume has been fallbacked. The
UE keeps the current AS context (e.g. Kasme/Kamf), the
UE could optionally discard the KgNB, Krrc-int, Krrc-enc,
Kup-int (if exists), and Kup-enc (if exists) stored in UE
AS context.

[0072] It should be pointed out that the Kasme is a key
in the 4G system, and the Kamfis akey in the 5G system.
[0073] 7. (Optional) The UE sends RRC Connection
Setup Complete message to the target eNB/gNB.
[0074] 8. The target eNB/gNB decides to send S1/N2
message to the MME/AMF to request UE context.
[0075] 9. The mobility management entity (MME)/ Ac-
cess and Mobility Management Function (AMF) derives
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KeNB/KgNB according to current Kasme/Kamf and cur-
rentuplink NAS COUNT, and sends the KeNB/KgNB and
UE security capability to the target eNB/gNB. Optionally,
the MME/AMF may send the NAS COUNT or least sig-
nificant bit (LSB) of NAS COUNT to the target eNB/gNB.
[0076] 10. The target eNB/gNB chooses the new ci-
phering and integrity algorithm which has the highest pri-
ority from its configured algorithm priority list and is also
present in the UE security capability. The chosen algo-
rithms are indicated to the UE in the AS SMC. The target
eNB/gNB derives Krrc-int according to the KeNB/KgNB
and new integrity algorithm. The AS SMC is integrity pro-
tected by Krrc-int and new integrity algorithm. Note that
the UE could get the new algorithms in AS SMC, because
it is not ciphered. Optionally, the target eNB/gNB may
include the NAS COUNT or LSB of NAS COUNT in AS
SMC.

[0077] 11. The UE derives KeNB/KgNB according to
current Kasme/Kamf and current uplink NAS COUNT
(Optionally, the UE may get NAS COUNT according to
NAS COUNT or LSB of NAS COUNT in AS SMC), and
derives Krrc-int and Krrc-enc according to KeNB/KgNB
and new integrity and ciphering algorithms indicated in
AS SMC. The UE verifies AS SMC message according
Krrc-intand new integrity algorithm. After successful ver-
ification, the UE may cipher and integrity protect the AS
SMP message using Krrc-enc, Krrc-int, new ciphering
and integrity algorithm. The UE sends the AS SMP mes-
sage to the target gNB. Thus, UE and target gNB have
successfully negotiate the security algorithm.

[0078] 12.Thetarget gNB may send RRCConnection-
Reconfiguartion message to the UE to configurate the
DRB. The target gNB may suspend the UE (send the
RRCConnectionRelease message with suspend cause
to the UE, for 4G), or send the UE to INACTIVE (send
the RRCConnectionlnactive message to the UE, for 5G).
[0079] Compared to the current solution, this embod-
iment 2 adds new indicator in the current RRC message
or involves new RRC message to tell the UE to reuse the
AS context, and that will reduce NAS signaling.

Embodiment 3

[0080] Referringto FIG 4, the method according to this
embodiment of the present disclosure includes the fol-
lowing steps.

[0081] 0. Source eNB/gNB decides to suspend the UE
(send the RRCConnectionRelease message with sus-
pend cause to the UE, for 4G), or send the UE to INAC-
TIVE (send the RRCConnectionlnactive message to the
UE, for 5G).

[0082] 1. The UE sends MSG3 (RRCConnectionRe-
sumeRequest message) to the target eNB/gNB to trigger
resume procedure or INACTIVE to CONNECTED pro-
cedure to resume RRC connection.

[0083] 2.ThetargeteNB/gNB sends Retreive UE Con-
text Request message to the source eNB/gNB to fetch
UE context.
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[0084] 3. The source eNB/gNB sends Retreive UE
Context Response message to the source eNB/gNB to
response the message above. The Retreive UE Context
Response may include UE security capability and old
ciphering and integrity algorithms used between UE and
source eNB/gNB.

[0085] 4. If the target eNB/gNB could not support old
algorithms or if the target eNB/gNB prefers to use differ-
ent algorithms, the target eNB/gNB chooses the new ci-
phering and integrity algorithm which has the highest pri-
ority from its configured algorithm priority list and is also
present in the UE security capability.

[0086] 5. Target gNB/eNB sends RRCConnectionRe-
ject message to the UE. The message includes the new
algorithms.

[0087] 6. The UE stores new algorithms, and sends
MSG3 again immediately if new algorithms are included.
[0088] 7. The UE sends MSG3 to the target eNB/gNB.
Optionally, the MSG3 could include new resume cause,
e.g. security negotiation complete.

[0089] 8. Option 1: When target eNB/gNB sends RRC-
ConnectionReject message to the UE, the target
eNB/gNB will maintain a state for the new algorithm, e.
g. 1, the target eNB/gNB start a timer, when the target
eNB/gNB receives MSG3, and the timer is not expired,
the target eNB/gNB uses new integrity and ciphering al-
gorithms to protect MSG4. E.g. 2, the target eNB/gNB
logs security negotiation indication in the UE context,
when the target eNB/gNB receives MSG3, the target
eNB/gNB uses new integrity and ciphering algorithms to
protect MSG4 if there is security negotiation indicator.
[0090] Option 2: If resume cause indicates security ne-
gotiation complete, the target eNB/gNB uses new integ-
rity and ciphering algorithms to protect MSG4.

[0091] Note that target eNB/gNB may not maintain UE
context when rejecting the UE, so, the target eNB/gNB
may need to perform step 2-3 again to fetch UE context.
It is also possible that the target eNB/gNB maintains the
UE context.

[0092] The target eNB/gNB derives Krrc-int and Krrc-
enc according to the KeNB/KgNB and new integrity and
ciphering algorithm. The MSG4 is integrity protected by
Krrc-int and new integrity algorithm and is ciphered by
Krrc-enc and new ciphering algorithm. MSG4 could be
RRCConnectionResume message, RRCConnectionRe-
lease message with suspend cause, and RRCConnec-
tionlnactive message, etc.

[0093] 9. The UE derives Krrc-int and Krrc-enc accord-
ing to KeNB/KgNB and stored new integrity and ciphering
algorithms indicated in RRCConnectionReject message.
The UE verifies and deciphers MSG4 according Krrc-int,
Krrc-enc and new integrity and ciphering algorithm.
[0094] Compared to the current solution, this embod-
iment 3 adds new algorithms in the RRCConnectionRe-
ject message to tell the UE the new algorithm, and that
will reduce AS signalling (3 RRC), NAS signalling (1
NAS), and S1/N2 signalling (2 S1/N2).
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Embodiment 4

[0095] Referringto FIG 5, the method according to this
embodiment of the present disclosure includes the fol-
lowing steps.

[0096] 0. Source eNB/gNB decides to suspend the UE
(send the RRCConnectionRelease message with sus-
pend cause to the UE, for 4G), or send the UE to INAC-
TIVE (send the RRCConnectionlnactive message to the
UE, for 5G).

[0097] 1. Optionally, the UE could compute short-
ResumeMAC-I according to old algorithms. Other inputs
may be needed, i.e. source physical cell identifier (PCI),
source cell radio network temporary identifier (C-RNTI),
target cell ID.

[0098] 2. The UE sends MSG3 (RRCConnectionRe-
sumeRequest message) to the target eNB/gNB to trigger
resume procedure or INACTIVE to CONNECTED pro-
cedure to resume RRC connection. The old algorithms
are included in MSG3.

[0099] 3. If the target eNB/gNB could not support the
old algorithms,
[0100] 4. The target eNB/gNB sends RRC Connection

Setup message to the UE to proceed with RRC connec-
tion establishment as if the UE was in RRC_IDLE (fall-
back procedure).

[0101] 5. The UE discards the stored UE AS context
and indicates to upper layers that the RRC connection
resume has been fallbacked. The UE sends initial NAS
message (e.g. Service Request message) to the
MME/AMF

[0102] 6. The MME/AMF derives KeNB/KgNB accord-
ing to current Kasme/Kamf and uplink NAS COUNT in-
dicated by initial NAS message, and sends the
KeNB/KgNB and UE security capability in Initial Context
Setup Request message to the target eNB/gNB.

[0103] 7.ThetargeteNB/gNB chooses the new cipher-
ing and integrity algorithm which has the highest priority
from its configured algorithm priority list and is also
present in the UE security capability. The chosen algo-
rithms are indicated to the UE in the AS SMC. The target
eNB/gNB derives Krrc-int according to the KeNB/KgNB
and new integrity algorithm. The AS SMC is integrity pro-
tected by Krrc-int and new integrity algorithm. Note that
the UE could get the new algorithms in AS SMC, because
it is not ciphered.

[0104] 8. The UE derives KeNB/KgNB according to
current Kasme/Kamf and uplink NAS COUNT indicated
by initial NAS message, and derives Krrc-int and Krrc-
enc according to KeNB/KgNB and new integrity and ci-
phering algorithms indicated in AS SMC. The UE verifies
AS SMC message according Krrc-int and new integrity
algorithm. After successful verification, the UE may ci-
pher and integrity protect the AS SMP message using
Krrc-enc, Krrc-int, new ciphering and integrity algorithm.
The UE sends the AS SMP message to the target gNB.
Thus, UE and target gNB have successfully negotiate
the security algorithm.
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[0105] 9. The target gNB may send RRCConnection-
Reconfiguartion message to the UE to configurate the
DRB. The target gNB may suspend the UE (send the
RRCConnectionRelease message with suspend cause
to the UE, for 4G), or send the UE to INACTIVE (send
the RRCConnectionlnactive message to the UE, for 5G).
[0106] Compared to current solution, this embodiment
4 adds new IE in the MSGS3 to tell the target eNB/gNB
the old algorithm, if it is not supported by the target
eNB/gNB, the target eNB/gNB will fallback UE to IDLE
directly, and that will reduce several signaling.

[0107] FIG 6 is a simplified block diagram of a base
station according to an embodiment of the present dis-
closure (the structure of a target base station or a source
base station thatis described in any one of embodiments
1 to 4 can be referred to the FIG 6). The base station 60
in FIG 6 may be configured to implement steps and meth-
ods in the foregoing method embodiments (embodi-
ments 1 to 4). The base station 60 in FIG 6 includes a
processor 61, a memory 62, a receiver circuit 63, and a
transmitter circuit 64. The processor 61, the memory 62,
and the receiver circuit 63 are connected using a bus
system 66.

[0108] In addition, the base station 60 may further in-
clude an antenna 65, and the like. The processor 61 con-
trols an operation of the base station 60. The memory 62
may include a read-only memory and a random access
memory, and may provide an instruction and data for the
processor 61. A part of the memory 62 may further in-
clude a nonvolatile random access memory (NVRAM).
In a specific application, the transmitter circuit 64 and the
receiver circuit 63 may be coupled to the antenna 65. All
components of the base station 60 are coupled together
using the bus system 66. In addition to a data bus, the
bus system 66 includes a power bus, a control bus, and
a status signal bus. However, for clarity of description,
various buses are marked as the bus system 66 in the
figure.

[0109] The processor 61 may be an integrated circuit
chip and has a signal processing capability. The forego-
ing processor 61 may be a general-purpose processor,
a digital signal processor (DSP), an application-specific
integrated circuit (ASIC), afield programmable gate array
(FPGA), or another programmable logic device, a dis-
crete gate or a transistor logic device, or a discrete hard-
ware component, which may implement or perform the
methods, the steps, and the logical block diagrams dis-
closed in the embodiments of the present disclosure. The
general-purpose processor may be a microprocessor, or
the processor may be any conventional processor, or the
like. The processor 61 reads information in the memory
62, and controls all parts of the base station 60 in com-
bination with hardware of the processor 61.

[0110] FIG 7 is a simplified block diagram of a user
equipment device according to an embodiment of the
present disclosure (the structure of a user equipment
which is described in any one of embodiments 1 to 4 can
be referred to the FIG 7). The user equipment 70 in FIG
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10 may be configured to implement steps and methods
in the foregoing method embodiments 1-4. The user
equipment 70in FIG 10 includes a processor 71, a mem-
ory 72, a receiver circuit 73, and a transmitter circuit 74.
The processor 71, the memory 72, and the receiver circuit
73 are connected using a bus system 76.

[0111] In addition, the user equipment 70 may further
include an antenna 75, and the like. The processor 71
controls an operation of the user equipment 70. The
memory 72 may include a read-only memory and a ran-
dom access memory, and may provide an instruction and
data for the processor 71. A part of the memory 72 may
further include a NVRAM. In a specific application, the
transmitter circuit 74 and the receiver circuit 73 may be
coupled to the antenna 75. All components of the user
equipment 70 are coupled together using the bus system
76. In addition to a data bus, the bus system 76 includes
a power bus, a control bus, and a status signal bus. How-
ever, for clarity of description, various buses are marked
as the bus system 76 in the figure.

[0112] The processor 71 may be an integrated circuit
chip and has a signal processing capability. The forego-
ing processor 71 may be a general-purpose processor,
aDSP,anASIC, aFPGA, or another programmable logic
device, a discrete gate or a transistor logic device, or a
discrete hardware component, which may implement or
perform the methods, the steps, and the logical block
diagrams disclosed in the embodiments of the present
disclosure. The general-purpose processor may be a mi-
croprocessor, or the processor may be any conventional
processor, or the like. The processor 71 reads informa-
tion in the memory 72, and controls all parts of the user
equipment 70 in combination with hardware of the proc-
essor 71.

[0113] It should be understood that "an embodiment"
mentioned in the whole specification does not mean that
particular features, structures, or features related to the
embodiment are included in at least one embodiment of
the present disclosure. Therefore, "in an embodiment"
appearing throughout the specification does not refer to
a same embodiment. In addition, these particular fea-
tures, structures, or features may be combined in one or
more embodiments using any appropriate manner. Se-
quence numbers of the foregoing processes do not mean
execution sequences in various embodiments of the
presentdisclosure. The execution sequences ofthe proc-
esses should be determined according to functions and
internal logic of the processes, and should not be con-
strued as any limitation on the implementation processes
of the embodiments of the present disclosure.

[0114] In addition, the terms "system" and "network"
may be used interchangeably in this specification. The
term "and/or" in this specification describes only an as-
sociation relationship for describing associated objects
and represents that three relationships may exist. For
example, A and/or B may represent the following three
cases: Only A exists, both A and B exist, and only B
exists. In addition, the character "/" in this specification
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generally indicates an "or" relationship between the as-
sociated objects.

[0115] Itshould be understood thatin the embodiments
of the present disclosure, "B corresponding to A" indi-
cates that B is associated with A, and B may be deter-
mined according to A. However, it should further be un-
derstood that determining A according to B does not
mean that B is determined according to A only; thatis, B
may also be determined according to A and/or other in-
formation.

[0116] A personofordinary skillinthe art may be aware
that, in combination with the examples described in the
embodiments disclosed in this specification, units and
algorithm steps may be implemented by electronic hard-
ware, computer software, or a combination thereof. To
clearly describe the interchangeability between the hard-
ware and the software, the foregoing has generally de-
scribed compositions and steps of each example accord-
ing to functions. Whether the functions are performed by
hardware or software depends on particular applications
and design constraint conditions of the technical solu-
tions. A person skilled in the art may use different meth-
ods to implement the described functions for each par-
ticular application, but it should not be considered that
the implementation goes beyond the scope of the present
disclosure.

[0117] It may be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, for a detailed working process of the forego-
ing system, apparatus, and unit, reference may be made
to a corresponding process in the foregoing method em-
bodiments, and details are not described herein again.
[0118] In the several embodiments provided in the
present application, it should be understood that the dis-
closed system, apparatus, and method may be imple-
mented in other manners. For example, the described
apparatus embodiment is merely an example. For exam-
ple, the unit division is merely logical function division
and may be other division in actual implementation. For
example, a plurality of units or components may be com-
bined or integrated into another system, or some features
may be ignored or not performed. In addition, the dis-
played or discussed mutual couplings or direct couplings
or communication connections may be implemented
through some interfaces. The indirect couplings or com-
munication connections between the apparatuses or
units may be implemented in electronic, mechanical, or
other forms.

[0119] With descriptions of the foregoing embodi-
ments, a person skilled in the art may clearly understand
that the present disclosure may be implemented by hard-
ware, firmware or a combination thereof. When the
present disclosure is implemented by software, the fore-
going functions may be stored in a computer-readable
medium or transmitted as one or more instructions or
code in the computer-readable medium. The computer-
readable medium includes a computer storage medium
and a communications medium, where the communica-
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10

tions medium includes any medium that enables a com-
puter program to be transmitted from one place to anoth-
er. The storage medium may be any available medium
accessible to a computer.

[0120] The following is used as an example but is not
limited: The computer readable medium may include a
random access memory (RAM), a read-only memory
(ROM), an electrically erasable programmable read-only
memory (EEPROM), a compact disc read-only memory
(CD-ROM) or other optical disk storage, a disk storage
medium or other disk storage, or any other medium that
can be used to carry or store expected program code in
a command or data structure form and can be accessed
by a computer. In addition, any connection may be ap-
propriately defined as a computer-readable medium.
[0121] For example, if software is transmitted from a
website, a server or another remote source using a co-
axial cable, an optical fiber/cable, a twisted pair, a digital
subscriber line (DSL) or wireless technologies such as
infrared ray, radio and microwave, the coaxial cable, op-
tical fiber/cable, twisted pair, DSL or wireless technolo-
gies such as infrared ray, radio and microwave are in-
cluded in fixation of a medium to which they belong.
[0122] For example, a disk and disc used by the
present disclosure includes a compact disc (CD), a laser
disc, an optical disc, a digital versatile disc (DVD), a flop-
py disk and a Blu-ray disc, where the disk generally cop-
ies data by a magnetic means, and the disc copies data
optically by a laser means. The foregoing combination
should also be included in the protection scope of the
computer-readable medium.

[0123] Insummary, what is described above is merely
an example of embodiments of the technical solutions of
the present disclosure, but is not intended to limit the
protection scope of the present disclosure. Any modifi-
cation, equivalent replacement, or improvement made
without departing from the principle of the present dis-
closure shall fall within the protection scope ofthe present
disclosure.

Claims

1. A method for security algorithm negotiation, com-
prising:

receiving, by a user equipment device, UE, a
firstrequest message from a target base station,
wherein the first request message indicates the
UE not to trigger a non-access stratum recovery
process;

reserving, by the UE, a first key which is derived
for a source base station in response to the first
request message;

receiving, by the UE, a second request message
from the target base station, wherein the second
request message comprise an identity which is
used to indicate an algorithm; and



17 EP 3 804 374 B9 18

deriving, by the UE, a second key based on the
first key and the algorithm corresponding to the
identity; wherein the method further comprises:
not triggering, by the UE, the non-access stra-
tum recovery process in response to the first re-
quest message.

The method according to claim 1, wherein the first
request message comprises afirst indicator; and the
method further comprises:

deleting, by the UE, security keys which are derived
from the first key based on the first indicator.

The method according to claim 2, wherein the first
indicator instructs the UE not to trigger the non-ac-
cess stratum recovery process, and not triggering
the non-access stratum recovery process in re-
sponse to the first request message comprises:
not triggering, by the UE, the non-access stratum
recovery process based on the first indicator.

The method according to claim 1, wherein the sec-
ond request message comprises a second indicator,
wherein the second indicator indicates the UE not to
derive a key for the target base station; and wherein
the method further comprises:

not deriving, by the UE, the key for the target base
station based on the second indicator.

The method according to claim 1, further comprising:
sending, by the UE, a first response message to the
target base station in response to the first request
message.

The method according to claim 1, further comprising:

verifying, by the UE, the second request mes-
sage;

protecting, by the UE, a second response mes-
sage base on the second key and the algorithm
corresponding to the identity when the second
request message is verified successfully; and
sending, by the UE, the protected second re-
sponse message to the target base station.

7. A method for security algorithm negotiation, com-

prising:

sending, by a target base station, a first request
message from a user equipment device, UE,
wherein the first request message indicates the
UE not to trigger a non-access stratum recovery
process, and the first request message instructs
the UE to reserve a first key which is derived for
a source base station;

sending, by the target base station, a second
request message to the UE; wherein the second
request message comprises an identity which
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10.

1.

12.

13.

14.

is used to indicate an algorithm; and
receiving, by the target base station, a second
response message from the UE.

The method according to claim 7, wherein the first
request message comprises a firstindicator; wherein
the first indicator instructs the UE to delete security
keys which are derived from the first key.

The method according to claim 8, wherein the first
indicator instructs the UE not to trigger the non-ac-
cess stratum recovery process.

A user equipment device, UE (70), comprising a re-
ceiver (73) and a processor (71);

whereinthereceiver(73)is configured toreceive
a first request message from a target base sta-
tion, wherein the firstrequest message indicates
the UE not to trigger a non-access stratum re-
covery process; and receive a second request
message from a target base station, wherein the
second request message comprise an identity
which is used to indicate an algorithm; and
wherein the processor (71) is configured to not
to trigger the non-access stratum recovery proc-
ess in response to the first request message,
reserve a first key which is derived for a source
base stationin response to the first request mes-
sage, and deriving a second key based on the
first key and an algorithm corresponding to the
identity.

The user equipment (70) according to claim 10,
wherein the first request message comprises a first
indicator; and the processor is further configured to
delete security keys which are derived from the first
key based on the first indicator.

The user equipment (70) according to claim 11,
wherein the first indicator instructs the UE not to trig-
ger the non-access stratum recovery process,
wherein the processor (71) is further configured to
not to trigger the non-access stratum recovery proc-
ess based on the first indicator.

The user equipment (70) according to claim 1,
wherein the second request message comprises a
second indicator, wherein the second indicator indi-
cates the UE not to derive a key for the target base
station; and the processor (71) is further configured
to:

not to derive the key for the target base station based
on the second indicator.

A base station (60), comprising a transmitter (64)
and a receiver (63);
wherein the transmitter (64) is configured to:
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send a first request message to a user equip-
ment device, UE, wherein the first request mes-
sage indicates the UE not to trigger a non-ac-
cess stratum recovery process, and the first re-
quest message instructs the UE to reserve afirst
key which is derived for a source base station;
and

send a second request message to the UE,
wherein the second request message compris-
es an identity which is used to indicate an algo-
rithm; and

wherein the receiver circuit (63) is configured to:
receive a second response message from the
UE.

15. The base station (60) according to claim 14, wherein

the first request message comprises a firstindicator;
wherein the first indicator instructs the UE to delete
security keys which are derived from the first key.

Patentanspriiche

Verfahren zur Sicherheitsalgorithmusverhandlung,
das Folgendes umfasst:

Empfangen, durch eine Benutzereinrichtungs-
vorrichtung (user equipment device - UE) einer
ersten Anforderungsnachricht von einer Zielba-
sisstation, wobei die erste Anforderungsnach-
richt der UE angibt, einen Nichtzugriffsschicht-
wiederherstellungsvorgang nicht auszulésen;
Empfangen, durch die UE, eines ersten Schlis-
sels, der fir eine Quellbasisstation als Reaktion
auf die erste Anforderungsnachricht abgeleitet
ist;

Empfangen, durch die UE, einer zweiten Anfor-
derungsnachricht von der Zielbasisstation, wo-
bei die zweite Anforderungsnachricht eine Iden-
titat umfasst, die verwendet wird, um einen Al-
gorithmus anzugeben; und

Ableiten, durch die UE, eines zweiten Schlis-
sels basierend auf dem ersten Schlissel und
dem Algorithmus, der der Identitat entspricht;
wobei das Verfahren ferner Folgendes umfasst:
Nichtauslosen, durch die UE, des
Nichtzugriffsschichtwiederherstellungsvor-
gangs als Reaktion auf die erste Anforderungs-
nachricht.

Verfahren nach Anspruch 1, wobei die erste Anfor-
derungsnachricht einen ersten Indikator umfasst;
und das Verfahren ferner Folgendes umfasst:
Loschen, durch die UE, von Sicherheitsschliisseln,
die von dem ersten Schllssel basierend auf dem
ersten Indikator abgeleitet sind.

Verfahren nach Anspruch 2, wobei der erste Indika-
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tor die UE anweist, den Nichtzugriffsschichtwieder-
herstellungsvorgang nicht auszulésen, und wobei
das Nichtauslésen des Nichtzugriffsschichtwieder-
herstellungsvorgangs als Reaktion auf die erste An-
forderungsnachricht Folgendes umfasst:
Nichtauslosen, durch die UE, des
Nichtzugriffsschichtwiederherstellungsvorgangs
basierend auf dem ersten Indikator.

Verfahren nach Anspruch 1, wobei die zweite Anfor-
derungsnachricht einen zweiten Indikator umfasst,
wobei der zweite Indikator der UE angibt, einen
Schlissel fir die Zielbasisstation nicht abzuleiten;
und wobei das Verfahren ferner Folgendes umfasst:
Nichtableiten, durch die UE, des Schlissels fir die
Zielbasisstation basierend auf dem zweiten Indika-
tor.

Verfahren nach Anspruch 1, das ferner Folgendes
umfasst:

Senden, durchdie UE, einer ersten Antwortnachricht
an die Zielbasisstation als Reaktion auf die erste An-
forderungsnachricht.

Verfahren nach Anspruch 1, das ferner Folgendes
umfasst:

Verifizieren, durch die UE, der zweiten Anforde-
rungsnachricht;

Schitzen, durch die UE, einer zweiten Antwort-
nachrichtenbasis auf dem zweiten Schllssel
und dem Algorithmus, der der Identitat ent-
spricht, wenn die zweite Anforderungsnachricht
erfolgreich verifiziert wird; und

Senden, durch die UE, der geschitzten zweiten
Antwortnachricht an die Zielbasisstation.

7. Verfahren zur Sicherheitsalgorithmusverhandlung,

das Folgendes umfasst:

Senden, durch eine Zielbasisstation, einer ers-
ten Anforderungsnachricht von einer Benutzer-
einrichtungsvorrichtung (UE), wobei die erste
Anforderungsnachricht der UE angibt, einen
Nichtzugriffsschichtwiederherstellungsvor-
gang nicht auszulésen, und die erste Anforde-
rungsnachricht die UE anweist, einen ersten
Schlissel zu reservieren, der fiir eine Quellba-
sisstation abgeleitet ist;

Senden, durch die Zielbasisstation, einer zwei-
ten Anforderungsnachricht an die UE; wobei die
zweite Anforderungsnachricht eine Identitat um-
fasst, die verwendet wird, um einen Algorithmus
anzugeben; und

Empfangen, durch die Zielbasisstation, einer
zweiten Antwortnachricht von der UE.

8. Verfahren nach Anspruch 7, wobei die erste Anfor-
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derungsnachricht einen ersten Indikator umfasst;
wobei der erste Indikator die UE anweist, Sicher-
heitsschlissel zu l6schen, die von dem ersten
Schlissel abgeleitet sind.

Verfahren nach Anspruch 8, wobei der erste Indika-
tor die UE anweist, den Nichtzugriffsschichtwieder-
herstellungsvorgang nicht auszuldsen.

Benutzereinrichtungsvorrichtung (UE) (70), die ei-
nen Empfanger (73) und einen Prozessor (71) um-
fasst;

wobei der Empfanger (73) konfiguriert ist, um
eine erste Anforderungsnachrichtvon einer Ziel-
basisstation zu empfangen, wobei die erste An-
forderungsnachricht der UE angibt, den
Nichtzugriffsschichtwiederherstellungsvor-
gang nicht auszulésen; und Empfangen einer
zweiten Anforderungsnachricht von einer Ziel-
basisstation, wobei die zweite Anforderungs-
nachricht eine Identitdt umfasst, die verwendet
wird, um einen Algorithmus anzugeben; und
wobei der Prozessor (71) konfiguriertist, um den
Nichtzugriffsschichtwiederherstellungsvor-
gang als Reaktion auf die erste Anforderungs-
nachricht nicht auszuldsen, einen ersten
Schlissel zu reservieren, der flir eine Quellba-
sisstation als Reaktion auf die erste Anforde-
rungsnachricht abgeleitetist, und einen zweiten
Schliussel basierend auf dem ersten Schlissel
und einem Algorithmus abzuleiten, der der Iden-
titat entspricht.

Benutzereinrichtung (70) nach Anspruch 10, wobei
die erste Anforderungsnachricht einen ersten Indi-
kator umfasst; und der Prozessor ferner konfiguriert
ist, um Sicherheitsschlissel zu |6schen, die basie-
rend auf dem ersten Indikator von dem ersten
Schlissel abgeleitet sind.

Benutzereinrichtung (70) nach Anspruch 11, wobei
der erste Indikator die UE anweist, den
Nichtzugriffsschichtwiederherstellungsvorgang
nicht auszulésen, wobei der Prozessor (71) ferner
konfiguriert ist, um den Nichtzugriffsschichtwieder-
herstellungsvorgang basierend auf dem ersten Indi-
kator nicht auszulésen.

Benutzereinrichtung (70) nach Anspruch 1, wobei
die zweite Anforderungsnachricht einen zweiten In-
dikator umfasst, wobei der zweite Indikator der UE
angibt, einen Schlissel fiir die Zielbasisstation nicht
abzuleiten; und der Prozessor (71) ferner zu Folgen-
dem konfiguriert ist:

Nichtableiten des Schllssels fiir die Zielbasisstation
basierend auf dem zweiten Indikator.
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14. Basisstation (60), die einen Sender (64) und einen

Empfanger (63) umfasst;
wobei der Sender (64) zu Folgendem konfiguriert ist:

Senden einer ersten Anforderungsnachricht an
eine Benutzereinrichtungsvorrichtung (UE), wo-
bei die erste Anforderungsnachricht der UE an-
gibt, einen Nichtzugriffsschichtwiederherstel-
lungsvorgang nicht auszulésen, und die erste
Anforderungsnachricht die UE anweist, einen
ersten Schlissel zu reservieren, der fiir eine
Quellbasisstation abgeleitet ist; und

Senden einer zweiten Anforderungsnachricht
an die UE, wobei die zweite Anforderungsnach-
richt eine ldentitat umfasst, die verwendet wird,
um einen Algorithmus anzugeben; und

wobei die Empfangerschaltung (63) zu Folgen-
dem konfiguriert ist:

Empfangen einer zweiten Antwortnachricht von
der UE.

15. Basisstation (60) nach Anspruch 14, wobei die erste

Anforderungsnachricht einen ersten Indikator um-
fasst; wobei der erste Indikator die UE anweist, Si-
cherheitsschliissel zu I6schen, die von dem ersten
Schlissel abgeleitet sind.

Revendications

Procédé de négociation d’algorithme de sécurité,
comprenant :

la réception, par un dispositif d’équipement uti-
lisateur, UE, d’'un premier message de demande
provenantd’une station de base cible, le premier
message de demande indiquant a 'UE de ne
pas déclencher de processus de récupération
de strate de non-acceés ;

la réserve, par 'UE, d’'une premiere clé qui est
dérivée pour une station de base source en ré-
ponse au premier message de demande ;

la réception, par I'UE, d’'un second message de
demande de la station de base cible, le second
message de demande comprenant une identité
qui est utilisée pour indiquer un algorithme ; et
la dérivation, par 'UE, d’'une seconde clé sur la
base de la premiére clé et de I'algorithme cor-
respondant a l'identité ; le procédé comprenant
en outre :

le fait de ne pas déclencher, par I'UE, le proces-
sus de récupération de strate de non-acces en
réponse au premier message de demande.

Procédé selon larevendication 1, danslequel le pre-
mier message de demande comprend un premier
indicateur ; et le procédé comprend en outre :

la suppression, par I'UE, des clés de sécurité qui
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sont dérivées de la premiére clé sur la base du pre-
mier indicateur.

Procédé selon la revendication 2, dans lequel le pre-
mier indicateur ordonne a 'UE de ne pas déclencher
le processus de récupération de strate de non-ac-
cés, et le fait de ne pas déclencher le processus de
récupération de strate de non-acces en réponse au
premier message de demande comprend :

le fait de ne pas déclencher, par 'UE, le processus
de récupération de strate de non-acces sur la base
du premier indicateur.

Procédé selon la revendication 1, dans lequel le se-
cond message de demande comprend un second
indicateur, le second indicateur indiquant a 'UE de
ne pas dériver de clé pour la station de base cible ;
et le procédé comprenant en outre :

le faitde ne pas dériver, par 'UE, la clé pour la station
de base cible sur la base du second indicateur.

Procédé selon la revendication 1, comprenant en
outre :

I'envoi, par 'UE, d’'un premier message de réponse
a la station de base cible en réponse au premier
message de demande.

Procédé selon la revendication 1, comprenant en
outre :

la vérification, par 'UE, du second message de
demande ;

la protection, par 'UE, d’'un second message de
réponse sur la base de la seconde clé et de I'al-
gorithme correspondant a l'identité lorsque le
second message de demande est vérifié avec
succes ; et

I'envoi, par 'UE, du second message de répon-
se protégé a la station de base cible.

Procédé de négociation d’algorithme de sécurité,
comprenant :

'envoi, par une station de base cible, d’'un pre-
mier message de demande a partir d’'un dispo-
sitif d’équipement utilisateur, UE, le premier
message de demande indiquant a 'UE de ne
pas déclencher de processus de récupération
de strate de non-acces, et le premier message
de demande ordonnant a I'UE de réserver une
premiére clé qui est dérivée pour une station de
base source ;

I'envoi, par la station de base cible, d’'un second
message de demande a I'UE ; le second mes-
sage de demande comprenant une identité qui
est utilisée pour indiquer un algorithme ; et

la réception, par la station de base cible, d’'un
second message de réponse de 'UE.
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Procédé selon larevendication 7, dans lequel le pre-
mier message de demande comprend un premier
indicateur ; le premier indicateur ordonnant a 'UE
de supprimer les clés de sécurité qui sont dérivées
de la premiere clé.

Procédé selon larevendication 8, dans lequel le pre-
mier indicateur ordonne a 'UE de ne pas déclencher
le processus de récupération de strate de non-ac-
ces.

Dispositif d’équipement utilisateur, UE (70), compre-
nant un récepteur (73) et un processeur (71) ;

le récepteur (73) étant configuré pour recevoir
un premier message de demande d’une station
de base cible, le premier message de demande
indiquant a 'UE de ne pas déclencher de pro-
cessus de récupération de strate de non-acces ;
et recevoir un second message de demande
d’une station de base cible, le second message
de demande comprenant une identité qui est uti-
lisée pour indiquer un algorithme ; et

le processeur (71) étant configuré pour ne pas
déclencher le processus de récupération de
strate de non-accés enréponse au premier mes-
sage de demande, réserver une premiére clé
qui est dérivée pour une station de base source
en réponse au premier message de demande,
et dériver une seconde clé sur la base de la pre-
miere clé et d’'un algorithme correspondant a
I'identité.

Equipement utilisateur (70) selon la revendication
10, dans lequel le premier message de demande
comprend un premier indicateur ; et le processeur
est en outre configuré pour supprimer les clés de
sécurité qui sont dérivées de la premiére clé sur la
base du premier indicateur.

Equipement utilisateur (70) selon la revendication
11, dans lequel le premier indicateur ordonne a I'UE
de ne pas déclencher le processus de récupération
de strate de non-acces, le processeur (71) étant en
outre configuré pour ne pas déclencher le processus
de récupération de strate de non-acces sur la base
du premier indicateur.

Equipement utilisateur (70) selon la revendication 1,
dans lequel le second message de demande com-
prend un second indicateur, le second indicateur in-
diquant al'UE de ne pas dériver de clé pour la station
de base cible ; et le processeur (71) étant en outre
configuré pour :

ne pas dériver la clé de la station de base cible sur
la base du second indicateur.

14. Station de base (60), comprenant un émetteur (64)
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et un récepteur (63) ;
I'émetteur (64) étant configuré pour :

envoyer un premier message de demande a un
dispositif d’équipement utilisateur, UE, le pre-
mier message de demande indiquant a I'UE de
ne pas déclencher de processus de récupéra-
tion de strate de non-acces, et le premier mes-
sage de demande ordonnant a I'UE de réserver
une premiere clé qui est dérivée pour une station
de base source ; et

envoyer un second message de demande a
I'UE, le second message de demande compre-
nant une identité qui est utilisée pour indiquer
un algorithme ; et

le circuit récepteur (63) étant configuré pour :
recevoir un second message de réponse de
I'UE.

15. Station de base (60) selon la revendication 14, dans
laquelle le premier message de demande comprend
un premier indicateur ; le premier indicateur ordon-
nanta 'UE de supprimer les clés de sécurité qui sont
dérivées de la premiére clé.
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