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(54) SCREEN-ANALYSIS BASED DEVICE SECURITY

(57) Systems and methods are provided for a con-
tent-based security for computing devices. An example
method includes identifying content rendered by a mobile
application, the content being rendered during a session,
generating feature vectors from the content and deter-
mining that the feature vectors do not match a classifi-
cation model. The method also includes providing, in re-
sponse to the determination that the feature vectors do
not match the classification model, a challenge config-
ured to authenticate a user of the mobile device. Another
example method includes determining a computing de-

vice is located at a trusted location, capturing information
from a session, the information coming from content ren-
dered by a mobile application during the session, gener-
ating feature vectors for the session, and repeating this
until a training criteria is met. The method also includes
training a classification model using the feature vectors
and authenticating a user of the device using the trained
classification model.
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