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Description
CROSS-REFERENCE TO RELATED APPLICATION

[0001] Thisapplication claims priority to and the benefit
of Korean Patent Application No. 2020-0012270, filed on
31,01, 2020, the disclosure of whichis incorporated here-
in by reference in its entirety.

BACKGROUND
1. Field of the Invention

[0002] The presentinvention relates to a terminal, an
operating method thereof, and a computer-readable re-
cording medium and, more specifically, to a terminal that
allows a video call user not to be exposed to an unpleas-
ant environment, an operating method thereof, and a
computer-readable recording medium.

2. Discussion of Related Art

[0003] With the development of communication tech-
nology and miniaturization of electronic devices, person-
al terminals are widely distributed to general consumers.
In particular, recently, portable personal terminals such
as smartphones or smart tablet computers are widely
distributed. Most terminals have communication func-
tions. Users may search the Internet or transmit or re-
ceive messages with other users using the terminals.
[0004] Further, with the development of small camera
technology, small microphone technology, small display
technology, and small speaker technology, most termi-
nals, such as smartphones have a camera, a micro-
phone, a display, and a speaker. A user may record a
voice or capture a video including a voice using a termi-
nal. The user may check a recorded voice through a
speaker included in the terminal or check a captured vid-
eo through a display.

[0005] Further, the user may share the recorded voice
or the captured video with another user using a commu-
nication function of the terminal. The user may transmit
a voice previously recorded or a video previously cap-
tured to another user. Further, the user may transmit a
voice currently being recorded by the terminal or a video
currently being captured to another user in real time.
[0006] Further, at the same time, another user may
transmit a voice currently being recorded by his or her
own terminal or a video currently being captured to the
user in real time. The display included in the terminal of
the user may simultaneously display the video currently
being captured by the terminal of the user and the video
currently being captured by the terminal of another user.
Further, the speaker included in the terminal of the user
may simultaneously play both of the voice currently being
recorded by the terminal of the user and a voice currently
being recorded by a terminal of another user. In other
words, the user and another user may make a video call
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with each other using their own terminals.

[0007] When a user makes a video call with a counter-
part, the user may be exposed to an inappropriate video
or sound which is provided from the counterpart. In par-
ticular, while a user makes a video call with a counterpart
in a relationship in which they do not know each other,
there may be a high possibility that the user is exposed
to obscene videos provided from the counterpart.
[0008] Various methods have been proposed to pro-
tect video call users from harmful environments. Howev-
er, there is a need for a method of reliably blocking harm-
ful elements while maintaining low latency in a process
of transmitting or receiving data in real time.

SUMMARY OF THE INVENTION

[0009] The presentinvention is directed to providing a
terminal that allows a video call user not to be exposed
to a harmful environment, an operating method thereof,
and a computer-readable recording medium.

[0010] According to an aspect of the presentinvention,
there is provided an operating method of a terminal,
which includes establishing a video call session between
a first terminal and a second terminal, receiving, by the
second terminal, data obtained by the first terminal, se-
quentially storing, by the second terminal, the data re-
ceived from the first terminal in a buffer size, performing,
by the second terminal, a validity check on the data stored
in the buffer, and processing, by the second terminal, the
data in response to a result of the validity check.

[0011] The method may further include decoding, by
the second terminal, the data, and in the decoding of the
data, the data for which the validity check is completed
in the performing of the validity check may be decoded.
Alternatively, the method may further include decoding,
by the second terminal, the data, and in the performing
of the validity check, the validity check may be performed
on the data decoded in the decoding of the data stored
in the buffer.

[0012] In the performing of the validity check, a ma-
chine learning model may be used to determine whether
the data includes an improper element.

[0013] In the processing of the data, it may be deter-
mined not to play data including an improper element as
a result of the validity check.

[0014] In the processing of the data, it may be deter-
mined to play alternative data for a period of time corre-
sponding to the data including an improper element.
[0015] Thedatamayinclude atleastone ofimage data,
audio data, and text data.

[0016] The performing of the validity check mayinclude
performing the validity check on a first data set stored in
the buffer, performing the validity check on a second data
set stored in the buffer, and performing the validity check
on a third data set stored in the buffer. The first to third
data sets may be data sets sequentially stored in the
buffer.

[0017] As a result of performing the validity check,
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when it is determined that the first data set and the third
data set do notinclude an improper element and the sec-
ond data set includes an improper element, in the
processing of the data, it may be determined to play the
first data set and the third data set and not to play the
second data set.

[0018] Inthe processing ofthe data, image datainclud-
ed in the second data set may be subjected to blurring
or mosaic processing, audio data included in the second
data set may be subjected to mute processing, and text
data included in the second data set may not be dis-
played.

[0019] Meanwhile, there is provided a computer-read-
able recording medium on which a program for perform-
ing the operating method of the terminal according to the
present invention is recorded.

[0020] According to still another aspect of the present
invention, there is provided a terminal including a com-
munication interface configured to establish a video call
session between the terminal and another terminal and
allow the terminal and another terminal to transmit or
receive data to or from each other, a data storage unit
configured to sequentially store data received from the
another terminal through the video call session according
to a time at which the data is received, a validity check
unit configured to perform a validity check on the data
stored in the data storage unit, and a control unit config-
ured to process the data in response to a result of the
validity check.

[0021] Further, the terminal may further include a de-
coder configured to decode the data, and the decoder
may decode the data for which the validity check is com-
pleted in the validity check unit.

[0022] Further, the validity check unit may use a ma-
chine learning model to determine whether the data in-
cludes an improper element.

[0023] The control unit may determine not to play the
data including an improper element as a result of the
validity check.

[0024] The control unit may determine to play alterna-
tive data for a period of time corresponding to the data
including the improper element.

[0025] Thedatamayinclude atleastone ofimage data,
audio data, and text data.

[0026] The validity check unit may perform a validity
check on a first data set, a second data set, and a third
data set which are stored in the data storage unit, and
the first to third data sets may be data sets sequentially
stored in the data storage unit.

[0027] As a result of performing the validity check,
when it is determined that the first data set and the third
data set do notinclude an improper element and the sec-
ond data set includes an improper element, the control
unit may determine to play the first data set and the third
data set and determines not to play the second data set.
[0028] The control unit may perform blurring or mosaic
processing on image data included in the second data
set, perform mute processing on audio data included in
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the second data set, and allow text data included in the
second data set not to be displayed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] The above and other objects, features and ad-
vantages of the present invention will become more ap-
parent to those of ordinary skill in the art by describing
exemplary embodiments thereof in detail with reference
to the accompanying drawings, in which:

FIG. 1 is a schematic diagram illustrating an envi-
ronment in which terminals operate according to the
present invention;

FIG. 2 is a flowchart schematically illustrating an op-
erating method of a terminal according to an embod-
iment of the present invention;

FIG. 3 is a schematic diagram illustrating an opera-
tion in which data is stored in a buffer according to
an embodiment of the present invention;

FIG. 4 is a flowchart schematically illustrating an op-
erating method of a terminal according to another
embodiment of the present invention;

FIG. 5 is a schematic diagram illustrating an operat-
ing method of a terminal according to a related art;
and

FIG. 6 is a schematic diagram illustrating a structure
of a terminal according to an embodiment of the
present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBOD-
IMENTS

[0030] Advantages and features of the present inven-
tion and methods of achieving the same will be clearly
understood with reference to the accompanying draw-
ings and embodiments described in detail below. How-
ever, the present invention is not limited to the embodi-
ments to be disclosed below but may be implemented in
various different forms. The embodiments are provided
in order to fully explain the present embodiments and
fully explain the scope of the present embodiments for
those skilled in the art. The scope of the present embod-
iments is only defined by the appended claims. Like ref-
erence numerals refer to like elements throughout the
specification.

[0031] It will be understood that, although the terms
"first," "second," etc. may be used herein to describe var-
ious elements, these elements should not be limited by
these terms. These terms are only used to distinguish
one element from another. Therefore, a first element de-
scribed below may be a second element within the tech-
nological scope of the present invention.

[0032] Terms used in this specification are considered
in a descriptive sense only and not for purposes of limi-
tation. In this specification, the singular forms include the
plural forms unless the context clearly indicates other-
wise. It will be understood that the terms "comprise" or
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"comprising," when used herein, specify some stated
components, steps, operations and/or elements but do
not preclude the presence or addition of one or more
other components and operations.

[0033] Unless otherwise defined, all terms (including
technical and scientific terms) used herein can be used
as is customary in the art to which the present invention
belongs. Also, it will be further understood that terms,
such as those defined in commonly used dictionaries,
will not be interpreted in an idealized or overly formal
sense unless expressly so defined herein.

[0034] FIG. 1is aschematic diagramillustrating an en-
vironment in which terminals operate according to the
present invention. Referring to FIG. 1, an environment,
in which a first terminal 10 and a second terminal 20
operate, may include a server 100, and the first terminal
10 and the second terminal 20 which are connected to
the server 100. Descriptions of terminals according to
the present invention may be replaced with descriptions
of the first terminal 10 and the second terminal 20 illus-
trated in FIG. 1. For convenience of description, only two
terminals, that is, the first terminal 10 and the second
terminal 20, are illustrated in FIG. 1, but more than two
terminals may be included. With respect to terminals that
may be added, the descriptions of the first terminal 10
and the second terminal 20 may be applied, except for
a description to be specifically described.

[0035] The server 100 may be connected to a commu-
nication network. The server 100 may be connected to
other external devices via the communication network.
The server 100 may transmit or receive data to or from
another device connected thereto.

[0036] The communication network connected to the
server 100 may include a wired communication network,
a wireless communication network, or a complex com-
munication network. The communication network may
include a mobile communication network using third-gen-
eration (3G) communication, Long-Term Evolution (LTE)
communication, LTE Advance (LTE-A) communication,
or the like. The communication network may include a
wired or wireless communication network using Wi-Fi,
Universal Mobile Telecommunications System (UMTS)
and/or General Packet Radio Service (GPRS), Ethernet,
or the like. The communication network may include a
short-range communication network using magnetic se-
cure transmission (MST), radio frequency identification
(RFID), near field communication (NFC), Zigbee, Z-
Wave, Bluetooth, Bluetooth Low Energy (BLE), infrared
(IR) communication, or the like. The communication net-
work may include a local area network (LAN), a metro-
politan area network (MAN), a wide area network (WAN),
or the like.

[0037] The server 100 may receive data from at least
one of the first terminal 10 and the second terminal 20.
The server 100 may perform an operation using the data
received from at least one of the first terminal 10 and the
second terminal 20. The server 100 may transmit a result
of the operation to at least one of the first terminal 10 and
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the second terminal 20.

[0038] The server 100 may receive a relay request
from at least one of the first terminal 10 and the second
terminal 20. The server 100 may select the terminal that
transmits the relay request. For example, the server 100
may select the first terminal 10 and the second terminal
20.

[0039] Theserver 100 may relay acommunication con-
nection between the selected first and second terminals
10 and 20. Forexample, the server 100 may relay a video
call connection between the first terminal 10 and the sec-
ond terminal 20 or relay a transmission or reception con-
nection for text. The server 100 may transmit connection
information about the first terminal 10 to the second ter-
minal 20 and transmit connection information about the
second terminal 20 to the first terminal 10.

[0040] The connection information about the first ter-
minal 10 may include, for example, an Internet protocol
(IP) address and a port number of the first terminal 10.
When the first terminal 10 receives the connection infor-
mation about the second terminal 20, the first terminal
10 may attempt to connect to the second terminal 20
using the received connection information.

[0041] When the connection attempt of the first termi-
nal 10 to the second terminal 20 or the connection attempt
of the second terminal 20 to the first terminal 10 is suc-
cessful, a video call session may be established between
the first terminal 10 and the second terminal 20. The first
terminal 10 may transmita video or a sound to the second
terminal 20 through the video call session. The first ter-
minal 10 may encode the video or the sound as a digital
signal and transmit the encoded result to the second ter-
minal 20.

[0042] Further, the firstterminal 10 may receive a video
or asound from the second terminal 20 through the video
call session. The first terminal 10 may receive a video or
a sound which is encoded as a digital signal and decode
the received video or sound.

[0043] The second terminal 20 may transmit the video
or the sound to the first terminal 10 through the video call
session. Further, the second terminal 20 may receive the
video or the sound from the first terminal 10 through the
video call session. Accordingly, a user of the first terminal
10 and a user of the second terminal 20 may make a
video call with each other.

[0044] Each of the first terminal 10 and the second ter-
minal 20 may include, for example, a desktop computer,
a laptop computer, a smartphone, a smart tablet compu-
ter, a smart watch, a mobile terminal, a digital camera, a
wearable device, a portable electronic device, or the like.
The first terminal 10 and the second terminal 20 may
execute programs or applications. Each of the first ter-
minal 10 and the second terminal 20 may be the same
type of device or may be different types of devices.
[0045] FIG. 2 is a flowchart schematically illustrating
an operating method of a terminal according to an em-
bodiment of the present invention.

[0046] Referringto FIG. 2, the operating method of the
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terminals according to the embodiment of the present
invention includes establishing a video call session be-
tween a first terminal and a second terminal (S 110),
transmitting data to the second terminal (S120), storing
received data in a buffer (S130), checking a validity of
the data (S 140), and processing the data (S 150).
[0047] In operation S110, a video call session is es-
tablished between two terminals, that is, the first terminal
10 and the second terminal 20. The video call session
may be established by the server 100 described with ref-
erence to FIG. 1 or may be actively established by the
first terminal 10 and the second terminal 20.

[0048] In operation S120, the data obtained by the first
terminal 10 is transmitted to the second terminal 20. The
first terminal 10 and the second terminal 20 transmit or
receive the data to or from each other through the video
call session. The data may include at least one of video,
voice, and text. When data generated by the first terminal
10 is transmitted to the second terminal 20, the data gen-
erated by the first terminal 10 may be encoded and trans-
mitted to the second terminal 20 and the encoded data
may be decoded in the second terminal 20. When data
generated by the second terminal 20 is transmitted to the
firstterminal 10, the data encoded by the second terminal
20 may be decoded in the first terminal 10.

[0049] In operation S130, the second terminal 20 se-
quentially stores data received from the first terminal 10
in a buffer size. For example, when the size of the buffer
is preset to n bytes, the data received from the first ter-
minal 10 may be stored in the buffer of the second ter-
minal 20 in units of n bytes. When data having 10 X n
bytes are transmitted from the first terminal 10 to the sec-
ond terminal 20 during a specific time interval, the data
may be sequentially stored in the buffer in units of n bytes
in the order in which the data are transmitted from the
first terminal 10. Meanwhile, here, the size of the buffer
may refer to a size of the entire buffer but may also refer
to a size of a unit buffer storing received data.

[0050] Meanwhile, the size of the unit buffer may be
determined to correspond to a predetermined period of
time. For example, the size of the unit buffer may be
determined as a size of the data corresponding to 1 ms.
In this case, in the unit buffer, the data corresponding to
1 ms may be sequentially stored in the entire buffer in
the order in which the data are received.

[0051] In operation S140, the second terminal 20 per-
forms a validity check on data stored in the buffer. The
validity check is to check whether the data received from
the first terminal 10 is valid and includes checking a va-
lidity of the data itself and whether the data includes an
improper element.

[0052] For example, the data may include at least one
of image data, audio data, and text data. In operation
S140, it may be checked whether the image data, the
audiodata, orthe textdata includes animproper element.
[0053] Inanembodiment, in operation S140, it may be
checked whether the image data included in the data
includes an improper element corresponding to at least

10

15

20

25

30

35

40

45

50

55

one of rude gestures, insulting gestures, racist gestures,
sexual content, nudity, genitalia, sexual activity, unsan-
itary content, excreta, acts of excreting, antisocial con-
tent, misanthropic content, illegal activity, criminal activ-
ity, hate crime, acts of violence, acts of abuse, acts of
self-harm, weapons, drugs, antisocial symbols, hateful
content, threatening content, phobia-inducing content,
and blood.

[0054] Further, in operation S140, it may be checked
whether the audio data or text data included in the data
includes an improper element corresponding to at least
one of abusive, intimidatory, hateful, anti-social, misan-
thropic, sexual, criminal, and offensive statements. Al-
ternatively, it may be checked whether the audio data
included in the data includes at least one improper ele-
ment among groaning, a gasping sound, screaming, and
shrieking. As another example, it may be checked wheth-
er the audio data included in the data includes at least
one improper element among a roaring sound, a gunfire
sound, a vomiting sound, a hitting sound, a whipping
sound, a knife sound, a swinging sound, a stabbing
sound, a sawing sound, a grating sound, a creaking
sound, a sound having a pitch greater than or equal to a
specific threshold value, and a sound having a loudness
greater than or equal to a specific threshold value.
[0055] Meanwhile, in another embodiment, in opera-
tion S140, a machine learning model may be used to
determine whether the data includes an improper ele-
ment. The machine learning model may be a neural net-
work including at least two layers. The machine learning
model may include an input layer and an output layer.
The machine learning model may further include at least
one hidden layer.

[0056] The machine learning model may be a classifi-
cation model trained using at least one video, voice, or
text and information on whether the at least one video,
voice, or text includes the improper element. The ma-
chine learning model may use at least one feature point
included in an arbitrary video, voice, or text as an input
value. The machine learning model may predict whether
the atleast one feature point corresponds to the improper
element.

[0057] The machinelearning model may be trained us-
ing a deep learning algorithm. The machine learning
model may include at least one of techniques of a deep
neural network (DNN), a convolutional neural network
(CNN), arecurrentneural network (RNN), aregion-based
convolutional neural network (R-CNN), a restricted Boltz-
mann machine (RBM), a deep belief network (DBN), and
a deep Q-network.

[0058] The machine learning model may include a
CNN. The machine learning model may include AlexNet,
ZFNet, GooglLeNet, VGGNet, ResNet, Inception-Res-
Net, Inception-v2, Inception-v3, or Inception- v4.

[0059] In an embodiment, a subject that determines
whether an improper element is included in the data re-
ceived using the machine learning model may be the
server 100 or the first terminal 10 or the second terminal
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20 that receives the data. That is, the receiving terminal
may determine whether the improper elementis included
in the data using the machine learning model.

[0060] Meanwhile, in another embodiment of the
present invention, operation S140 may include perform-
ing a validity check on a first data set stored in the buffer,
performing a validity check on a second data set stored
in the buffer, and performing a validity check on a third
data set stored in the buffer. Here, the first to third data
sets may be data sets sequentially stored in the buffer.

[0061] Therefore, it may be understood that, after the
video call session is established in operation S110, op-
erations S120 to S150 are repeatedly performed on the
data sets stored in the unit buffer.

[0062] When the video call session is established and
the data transmission is consecutively performed be-
tween the first terminal 10 and the second terminal 20 in
real time, the validity check may be consecutively per-
formed on the data sets sequentially stored in the buffer.
The data set for which the validity check is completed
may proceed to operation S150, and the validity check
may be performed on the data set stored after the cor-
responding data set.

[0063] In operation S150, the data is processed in re-
sponse to aresult ofthe validity check. In an embodiment,
in operation S150, when it is determined that the data
includes an improper element as a result of the validity
check in operation S140, it may be determined not to
play the corresponding data in the second terminal 20.

[0064] For example, the data sets sequentially stored
in the buffer may be checked in the order in which the
data are received, and it may be determined not to play
the data including the improper element. When it is de-
termined that the image data includes an improper ele-
ment, the corresponding data may not be played through
adisplay of the second terminal 20. When itis determined
that the audio data includes an improper element, the
corresponding data may not be played through a speaker
of the second terminal 20.

[0065] When it is determined that nth stored data (nt
data) includes an improper element, the nth data may not
be played and a validity check may be performed on
(n+1)th stored data ((n+1)t data). When it is determined
that the (n+1)t" data does not include an improper ele-
ment, the (n+1)" data may be normally played in the
second terminal 20 and a validity check may be per-
formed on (n+2)th stored data ((n+2)th data). Whether the
(n+2)th data is played may be determined in operation
S150 according to the result of the validity check in op-
eration S140.

[0066] Meanwhile, in operation S150, it may be deter-
mined to play alternative data for a period of time corre-
sponding to the data including the improper element. For
example, when it is determined that the image data in-
cludes animproper element, it may be determined to play
the image data included in the previous data set or to
play an image obtained by performing blurring or mosaic
processing on the image data including the improper el-
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ement as an alternative image. When it is determined
that the audio data includes an improper element, the
audio data included in the previous data set may be
played or the audio data including the improper element
may be muted. Alternatively, when it is determined that
the text data includes an improper element, it may be
determined not to play the corresponding text data or to
display a message indicating that the improper element
is included.

[0067] FIG.3is aschematicdiagram illustrating an op-
eration in which data is stored in a buffer according to an
embodiment of the present invention.

[0068] Referringto FIG. 3, data transmitted from a ter-
minal of a counterpart connected through a video call
session may be sequentially stored in a buffer of size m.
In this case, the size m of the buffer may correspond to
bytes of a predetermined size or to a predetermined time.
[0069] In FIG. 3, it may be understood that a (n-1)th
data set (data set n-1), a nth data set (data set n), and a
(n+1)th data set (data set n+1) are sequentially transmit-
ted from the terminal of the counterpart.

[0070] A validity check may be sequentially performed
on the (n-1)th data set (data set n-1) to the (n+1)th data
set (data set n+1) stored in the buffer. The validity check
corresponds to operation S140 described with reference
to FIG. 2, and a data processing operation corresponding
to operation S150 is performed on the data sets for which
the validity check is completed.

[0071] When the buffer illustrated in FIG. 3 is the com-
ponentincluded in the second terminal 20 described with
reference to FIGS. 1 and 2, it may be understood that
the (n-1)th data set (data set n-1) to the (n+1)! data set
(data set n+1) are sequentially transmitted from the first
terminal 10.

[0072] It may be understood that sizes of the (n-1)t
data set (data set n-1) to the (n+1)th data set (data set
n+1) are identical to each other. Alternatively, it may be
understood that play times of the (n-1)t" data set (data
set n-1) to the (n+1)th data set (data set n+1) are also
identical to each other.

[0073] That is, a space in which the (n-1)th data set
(data set n-1) to the (n+1)t" data set (data set n+1) are
stored may be defined as each unit buffer included in the
buffer, and data processing may be sequentially per-
formed in a first in first out (FIFO) manner. The validity
check and processing according to a result of the validity
check may be sequentially performed on the data (or the
data sets) stored in the buffer.

[0074] FIG. 4 is a flowchart schematically illustrating
an operating method of a terminal according to another
embodiment of the present invention.

[0075] Referringto FIG. 4, the operating method of the
terminal according to another embodiment of the present
invention includes establishing a video call session be-
tween a first terminal and a second terminal (S210),
transmitting data to the second terminal (S220), storing
received data in a buffer (S230), performing a validity
check on the data (S240), decoding the data (S250), and
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processing the data (S260). In the establishing of the
video call session between the first terminal and the sec-
ond terminal (S210), the transmitting of the data to the
second terminal (S220), the storing of the received data
in the buffer (S230), the performing of the validity check
on the data (S240), and the processing of the data
(S260), substantially the same operations as operations
S110to S150 described with reference to FIG. 2 are per-
formed, and thus detailed descriptions thereof will not be
repeated.

[0076] The data transmitted from the first terminal 10
is encoded as digital data and transmitted to the second
terminal 20 in a compressed form. In operation S250, an
operation of decoding the encoded data is performed. In
operation S250, data decoding is performed on the data
for which the validity check is completed, and in operation
S260, data processing is performed in response to a re-
sult of the validity check. The data that does not go
through the validity check in operation S240, that is, the
dataincluding the improper element, may notbe decoded
in operation S250.

[0077] Inanotherembodiment, the validity check in op-
eration S240 may be performed after the datais decoded.
Accordingly, after the encoded data transmitted to the
second terminal 20 is decoded, a validity check may be
performed. The data for which the validity check is com-
pleted may be processed in operation S260 in response
to a result of the validity check. After the data is decoded,
the data that does not go through the validity check in
operation S240, that is, the data including the improper
element, may be processed in operation S260 so that
the improper element is blocked for the user, such as by
determining not to play the data or playing alternative
data for a period of time corresponding to the data.
[0078] The second terminal 20 of the embodiment may
sequentially store image data sets received from the first
terminal 10 in the buffer and may perform a validity check
on each data set according to the stored order. Mean-
while, in an embodiment, the second terminal 20 may
decode the received image data sets and sequentially
store the decoded image data sets in the buffer. However,
it is possible to prevent inappropriate data from being
played by determining whether to play the data according
to the result of the validity check without determining
whether to play the data immediately after the decoding.
The second terminal 20 may determine whether to play
the data sets according to the result of the validity check.
In this way, it is possible to provide improved user con-
venience without the intervention of the server by per-
forming a validity check for checking inappropriate ele-
ments of the received data sets using the machine learn-
ing model in each terminal.

[0079] Like a structure of the buffer of FIG. 3, the data
decoding in operation S250 is performed in the order of
being stored in the buffer, and when decoding for one
piece of data (or one data set) is completed, the decoding
is performed on data (or a data set) stored in the buffer
after the decoding is performed on the corresponding
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data.

[0080] FIG.5isaschematicdiagram illustrating an op-
erating method of a terminal according to a related art.
[0081] Referringto FIG. 5, in the terminal according to
the related art, decoding and a validity check are simul-
taneously performed on received data. Since the decod-
ing and the validity check are simultaneously performed
on the same data, even when the data including an im-
proper element is found, the decoded data may be trans-
mitted to an input and output interface and displayed on
the terminal of a user. Therefore, there is a problem in
that even when playing of the data including the improper
element stops, some pieces of corresponding data are
inevitably exposed to the user.

[0082] In the terminal according to the related art, by
simultaneously performing the decoding and the validity
check, latency associated with data communication may
be reduced but such a method is not desirable in terms
of user health.

[0083] On the other hand, according to the operating
method of the terminal according to the embodiment of
the present invention, the decoding may not be per-
formed on the data that does not go through the validity
check, and even when the data is transmitted to the input
and output interface, the data may not be displayed nor-
mally to the user. Therefore, it is possible to expect an
effect of fundamentally blocking improper elements that
may harm the user experience.

[0084] FIG. 6 is a schematic diagram illustrating a
structure of a terminal according to an embodiment of
the present invention.

[0085] Referring to FIG. 6, a terminal 30 according to
the embodiment of the present invention includes a com-
munication interface 31, a data storage unit 32, a validity
check unit 33, and a control unit 34. Each of the first
terminal 10 and the second terminal 20 of FIG. 1 may
include substantially the same components as the termi-
nal 30 illustrated in FIG. 6. The control unit 34 includes
at least one processor. The communication interface 31
includes at least one transceiver. The data storage unit
32 includes at least one memory. The validity check unit
33 includes at least one processor.

[0086] The communication interface 31 may establish
avideo call session between the terminal 30 and another
terminal and allow the terminal 30 to transmit or receive
data to or from the another terminal. In the terminal 30,
an application for executing a video call may be installed
and the terminal 30 may make a video call with another
terminal on which the same application is installed. The
communication interface 31 may transmit a video call
request from the terminal 30 to a terminal of a counterpart
or receive a video call request from the terminal of the
counterpart. In addition, the communication interface 31
may transmit information about the terminal 30 to the
terminal of the counterpart or receive information about
the terminal of the counterpart and may establish a video
call session using the information about the terminals.
[0087] When the video call session is established, the
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communication interface 31 may transmit data obtained
by the terminal 30 to the another terminal. The data may
include at least one of video, a voice, and text. When the
data generated by the terminal 30 is transmitted to the
another terminal, the data generated by the terminal 30
may be encoded and transmitted to the another terminal
and the encoded data may be decoded in the another
terminal. When data generated by the another terminal
is transmitted to the terminal 30, the data encoded by the
another terminal may be decoded in the terminal 30.
Therefore, the terminal 30 may further include a decoder
for decoding encoded data. In addition, the decoder may
perform decoding on the data for which a validity check
is completed by the validity check unit 33. Alternatively,
the decoder may transmit the decoded data to the validity
check unit 33 to determine whether an improper element
is included in the decoded data.

[0088] The data storage unit 32 sequentially stores da-
ta received from the another terminal in a buffer having
a preset size. For example, when the size of the buffer
is preset to n bytes, the data received from the another
terminal may be stored in the buffer of the data storage
unit 32 in units of n bytes. When the data having 10 X n
bytes are transmitted from the another terminal to the
terminal 30 during a specific time interval, the data may
be sequentially stored in the buffer in units of n bytes in
the order in which the data are transmitted from the an-
other terminal. Meanwhile, here, the size of the buffer
may refer to a size of the entire buffer but may also refer
to a size of a unit buffer storing received data.

[0089] Meanwhile, the size of the unit buffer may be
determined to correspond to a predetermined period of
time. For example, the size of the unit buffer may be
determined as a size of data corresponding to 1 ms. In
this case, in the unit buffer, the data corresponding to 1
ms may be sequentially stored in the entire buffer in the
order in which the data are received.

[0090] The validity check unit 33 performs a validity
check on the data stored in the data storage unit 32. The
validity check is to check whether the data received from
the another terminal is valid and includes checking a va-
lidity of the data itself and whether the data includes an
improper element.

[0091] For example, the data may include at least one
of image data, audio data, and text data, and the validity
check unit 33 may check whether the image data, the
audiodata, orthe textdata includes animproper element.
[0092] In an embodiment, the validity check unit 33
may check whether the image data included in the data
includes an improper element corresponding to at least
one of rude gestures, insulting gestures, racist gestures,
sexual content, nudity, genitalia, sexual activity, unsan-
itary content, excreta, acts of excreting, antisocial con-
tent, misanthropic content, illegal activity, criminal activ-
ity, hate crime, acts of violence, acts of abuse, acts of
self-harm, weapons, drugs, antisocial symbols, hateful
content, threatening content, phobia-inducing content,
and blood.
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[0093] Further, the validity check unit 33 may check
whether the audio data or text data included in the data
includes an improper element corresponding to at least
one of abusive, intimidatory, hateful, anti-social, misan-
thropic, sexual, criminal, and offensive statements. Al-
ternatively, it may be checked whether the audio data
included in the data includes at least one improper ele-
ment among groaning, a gasping sound, screaming, and
shrieking. As another example, it may be checked wheth-
er the audio data included in the data includes at least
one improper element among a roaring sound, a gunfire
sound, a vomiting sound, a hitting sound, a whipping
sound, a knife sound, a swinging sound, a stabbing
sound, a sawing sound, a grating sound, a creaking
sound, a sound having a pitch greater than or equal to a
specific threshold value, and a sound having a loudness
greater than or equal to a specific threshold value.
[0094] Meanwhile, in another embodiment, the validity
check unit 33 may use a machine learning model to de-
termine whether the data includes an improper element.
The machine learning model may be a neural network
including atleasttwo layers. The machine learning model
may include an input layer and an output layer. The ma-
chine learning model may further include at least one
hidden layer.

[0095] The machine learning model may be a classifi-
cation model trained using at least one video, voice, or
text and information on whether the at least one video,
voice, or text includes the improper element. The ma-
chine learning model may use at least one feature point
included in an arbitrary video, voice, or the text as an
input value. The machine learning model may predict
whether the at least one feature point corresponds to the
improper element.

[0096] The machinelearning model may be trained us-
ing a deep learning algorithm. The machine learning
model may include at least one of a DNN, a CNN, an
RNN, an R-CNN, an RBM, aDBN, and adeep Q-network.
[0097] The machine learning model may be a CNN.
The machine learning model may include AlexNet, ZF-
Net, GoogLeNet, VGGNet, ResNet, Inception-ResNet,
Inception-v2, Inception-v3, or Inception- v4.

[0098] In this way, the validity check unit 33 may per-
form machine learning on the data received by the ter-
minal 30 so that the terminal 30 itself, which is not the
server, may determine whether an improper element is
included in the data. Since the terminal 30 receiving the
data performs a validity check, a result of the machine
learning may vary for each terminal 30, which may be
advantageous in providing a user-customized result.
[0099] Meanwhile, in another embodiment of the
presentinvention, the validity check unit 33 may perform
avalidity check on a first data setto a third data set stored
in the data storage unit 32. In this case, the first to third
data sets refer to data sets sequentially stored in the data
storage unit 32.

[0100] Therefore, after the video call session is estab-
lished, the validity check s performed on a data set stored
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first in time in the data storage unit 32 in the order of
being stored and the validity check is performed on the
data sets stored thereafter.

[0101] When the video call session is established and
the data transmission is consecutively performed be-
tween the terminal 30 and the another terminal in real
time, the validity check may be consecutively performed
on the data sets sequentially stored in the data storage
unit 32. The data set for which the validity check is com-
pleted may undergo a data processing process, and the
validity check may be performed on the data set stored
after the corresponding data set.

[0102] In an embodiment, the validity check unit 33
may perform a validity check on the decoded data. For
example, the data storage unit 32 may sequentially store
encoded data received from another terminal, the decod-
er may sequentially decode the stored data, and the va-
lidity check unit 33 may perform a validity check on the
decoded data. Alternatively, the data storage unit 32 may
sequentially store decoded data, and the validity check
unit 33 may perform a validity check on the decoded data
sequentially stored in the data storage unit 32.

[0103] The control unit 34 processes the data in re-
sponse to aresult ofthe validity check. In anembodiment,
when it is determined that the data includes an improper
element as a result of the validity check in the validity
check unit 33, the control unit 34 may determine not to
play the corresponding data in the terminal 30.

[0104] For example, the data sets sequentially stored
in the data storage unit 32 may be checked in the order
in which the data are received, and it may be determined
notto play the dataincluding the improper element. When
itis determined that the image data includes an improper
element, the corresponding data may not be played
through a display of the terminal 30. When it is deter-
mined that the audio data includes an improper element,
the corresponding data may not be played through a
speaker of the terminal 30. The display and the speaker
may constitute an input and output interface (not illus-
trated) included in the terminal 30.

[0105] When it is determined that nth stored data (nt
data) includes an improper element, the nth data may not
be played and a validity check may be performed on
(n+1)th stored data ((n+1)t data). When it is determined
that the (n+1)t" data does not include an improper ele-
ment, the (n+1)th data may be normally played in the
terminal 30 and a validity check may be performed on
(n+2)th stored data ((n+2)th data). Whether the (n+2)th
data is played may be determined in the control unit 34
according to a result of the validity check.

[0106] Meanwhile, the control unit 34 may determine
to play alternative data for a period of time corresponding
to the data including the improper element. For example,
when it is determined that the image data includes an
improper element, it may be determined to play the image
dataincluded in the previous data set or to play an image
obtained by performing blurring or mosaic processing on
the image data including the improper element as an al-
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ternative image. When it is determined that the audio
data includes an improper element, the audio data in-
cluded in the previous data set may be played or the
audio dataincluding the improper element may be muted.
Alternatively, when it is determined that the text data in-
cludes an improper element, it may be determined not
to play the corresponding text data or to display a mes-
sage indicating that the improper element is included.
[0107] The embodiments described above may also
be realized in the form of a recording medium including
instructions executable by a computer, such as a pro-
gram module executed by a computer. Computer-read-
able media may be any available media which may be
accessed by the computer and include any one of volatile
and non-volatile media and separable and non-separa-
ble media.

[0108] Further, the computer-readable media may in-
clude computer storage media. The computer storage
media may include any one of volatile and non-volatile
media and separable and non-separable media, which
are implemented using any method or technology for the
storage of information such as computer-readable in-
structions, data structures, program modules, or other
pieces of data.

[0109] According to the present invention, a terminal
thatallows a video call user not to be exposed to a harmful
environment, an operating method thereof, and a com-
puter-readable recording medium can be provided.
[0110] The embodiments ofthe presentinvention have
been described above with reference to the accompany-
ing drawings. However, it should be understood by those
skilled in the art that various modifications can be made
without departing from the scope of the presentinvention
and without changing essential features thereof. There-
fore, the above-described embodiments should be con-
sidered in a descriptive sense only and not for purposes
of limitation.

Claims

1. Anoperating method of a terminal, the method com-
prising:

establishing a video call session between a first
terminal and a second terminal;

receiving, by the second terminal, data obtained
at the first terminal;

sequentially storing, by the second terminal, the
data received from the first terminal in a buffer
size;

performing, by the second terminal, a validity
check on the data stored in the buffer; and
processing, by the second terminal, the data in
response to a result of the validity check.

2. The method of claim 1, wherein the performing of
the validity check includes decoding the data stored
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in the buffer and performing the validity check on the
data using a machine learning model to determine
whether the data includes an improper element.

The method of claim 1, wherein the sequentially stor-
ing of the data in the buffer includes decoding the
data received from the first terminal and sequentially
storing the data in the buffer.

The method of claim 1, wherein the processing of
the data comprises:

determining not to play data including an improp-
er element as a result of the validity check, or
determining to play alternative data for a period
of time corresponding to the data including the
improper element.

The method of claim 1, wherein the data includes at
least one of image data, audio data, and text data.

The method of claim 1, wherein the performing of
the validity check includes:

performing the validity check on a first data set
stored in the buffer;

performing the validity check on a second data
set stored in the buffer; and

performing the validity check on a third data set
stored in the buffer, and

the first to third data sets are data sets sequen-
tially stored in the buffer.

The method of claim 6, wherein, as a result of the
performing of the validity check, when it is deter-
mined that the first data set and the third data set do
notinclude animproper elementand the second data
set includes an improper element,

the processing of the data comprises, determining
to play the first data set and the third data set and
not to play the second data set.

The method of claim 7, wherein, in the processing
of the data, image data included in the second data
set is subjected to blurring or mosaic processing,
audio data included in the second data set is sub-
jected to mute processing, and text data included in
the second data set is not displayed.

A terminal comprising:

atransceiver configured to establish a video call
session between the terminal and another ter-
minal and allow the terminal and another termi-
nal to transmit or receive data to or from each
other;

a memory configured to sequentially store data
received from the another terminal through the
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10

10.

1.

12.

13.

14.

15.

video call session according to a time at which
the data is received;

a validity check processor configured to perform
a validity check on the data stored in the mem-
ory; and

a control processor configured to process the
data in response to a result of the validity check.

The terminal of claim 9, further comprising a decoder
configured to decode the data, wherein the decoder
decodes the data for which the validity check is com-
pleted in the validity check processor, and

wherein the validity check processor uses a machine
learning model to determine whether the data in-
cludes an improper element.

The terminal of claim 9, wherein, as a result of the
validity check, the control processor determines not
to play the data including an improper element, or
determines to play alternative data for a period of
time corresponding to the data including the improp-
er element.

The terminal of claim 9, wherein the data includes
at least one of image data, audio data, and text data.

The terminal of claim 9, wherein the validity check
processor performs a validity check on a first data
set, a second data set, and a third data set which
are stored in the memory, and

the first to third data sets are data sets sequentially
stored in the memory.

The terminal of claim 13, wherein, as a result of per-
forming the validity check, whenitis determined that
the first data set and the third data set do notinclude
an improper element and the second data set in-
cludes an improper element,

the control processor determines to play the first data
set and the third data set and determines not to play
the second data set.

The terminal of claim 14, wherein the control proc-
essor performs blurring or mosaic processing on im-
age data included in the second data set, performs
mute processing on audio data included in the sec-
ond data set, and allows text data included in the
second data set not to be displayed.
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