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(57)  This application provides a method for control-
ling disorder of downlink data and an apparatus thereof.
The method includes: A control plane network element
determines to perform data transmission path switching.
The control plane network element sends indication in-
formation to a path aggregation network element. The
indication information indicates the path aggregation net-
work element to send, after sending of downlink data of
afirst data transmission path is completed, downlink data
of a second data transmission path. The first data trans-
mission path is a data transmission path before switch-
ing, and the second data transmission path is a data
transmission path after switching. Based on this solution,
the control plane network element may indicate the path
aggregation network element to send, after sending of
the downlink data of the first data transmission path is
completed, the downlink data of the second data trans-
mission path, so that a problem of disorder of a downlink
data packet in an anchor change procedure or a user
plane connection activation procedure is resolved, there-
by improving user experience.
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Description
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Pat-
ent Application No. 201811354479.3, filed with the China
National Intellectual Property Administration on Novem-
ber 14, 2018 and entitled "METHOD AND APPARATUS
FOR CONTROLLING DISORDER OF DOWNLINK DA-
TA", which is incorporated herein by reference in its en-
tirety.

TECHNICAL FIELD

[0002] This application relates to the field of mobile
communications technologies, and in particular, to a
method for controlling disorder of downlink data and an
apparatus thereof.

BACKGROUND

[0003] Currently, in some application scenarios, a data
transmission path between a terminal and a data network
is switched due to reasons such as movement of the
terminal. Consequently, a common node (also referred
to as a path aggregation network element) on two data
transmission paths before and after path switching may
simultaneously receive downlink data on the two data
transmission paths within a specific time period. In addi-
tion, the path aggregation network element cannot dis-
tinguish a sending sequence of the downlink data on the
two data transmission paths, resulting in a problem of
disorder of a downlink data packet.

SUMMARY

[0004] This application provides a method for control-
ling disorder of downlink data and an apparatus thereof,
to resolve a problem of disorder of a downlink data pack-
et.

[0005] According to a first aspect, this application pro-
vides a method for controlling disorder of downlink data.
The method includes: A control plane network element
determines to perform data transmission path switching.
The control plane network element sends indication in-
formation to a path aggregation network element. The
indication information indicates the path aggregation net-
work element to send, after sending of downlink data of
afirst data transmission path is completed, downlink data
of a second data transmission path. The first data trans-
mission path is a data transmission path before switch-
ing, and the second data transmission path is a data
transmission path after switching. Based on this solution,
the control plane network element may indicate the path
aggregation network element to send, after sending of
the downlink data of the first data transmission path is
completed, the downlink data of the second data trans-
mission path, so that a problem of disorder of a downlink
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data packet is resolved, thereby improving user experi-
ence.

[0006] In a possible implementation, the indication in-
formation indicates the path aggregation network ele-
ment to send, until an end marker of the first data trans-
mission path is received, a downlink data packet of the
second data transmission path. The end markerindicates
that transmission of the downlink data of the first data
transmission path is completed.

[0007] In a possible implementation, that a control
plane network element determines to perform data trans-
mission path switching includes: The control plane net-
work element determines, in a session anchor change
procedure, to switch from a first session anchor to a sec-
ond session anchor. The first session anchor is located
on the first data transmission path, and the second ses-
sion anchor is located on the second data transmission
path.

[0008] In a possible implementation, wherein the first
data transmission path passes through a data network,
the first session anchor, and an access network device,
and the second data transmission path passes through
the data network, the second session anchor, and the
access network device, the path aggregation network el-
ementis the access network device. Alternatively, where-
in the first data transmission path passes through a data
network, the first session anchor, and a user plane net-
work element, and the second data transmission path
passes through the data network, the second session
anchor, and the user plane network element, the path
aggregation network element is the user plane network
element. Alternatively, wherein the first data transmis-
sion path passes through a data network, the first session
anchor, and the second session anchor, and the second
data transmission path passes through the data network
and the second session anchor, the path aggregation
network element is the second session anchor.

[0009] Inanother possible implementation, that a con-
trol plane network element determines to perform data
transmission path switching includes: The control plane
network element determines, in a user plane connection
activation procedure, to switch from a first user plane
network element to a second user plane network ele-
ment. Wherein the first data transmission path passes
through a data network, a session anchor, and the first
user plane network element, the second data transmis-
sion path passes through the data network, the session
anchor, and the second user plane network element, and
there is a connection between the first user plane network
elementand the second user plane network element after
user plane path switching, the path aggregation network
element is the second user plane network element.
[0010] According to a second aspect, this application
provides a method for controlling disorder of downlink
data. The method includes: A path aggregation network
element receives indication information from a control
plane network element. The path aggregation network
element sends, based on the indication information,
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downlink data of a second data transmission path after
sending of downlink data of a first data transmission path
is completed. The first data transmission path is a data
transmission path before switching, and the second data
transmission path is a data transmission path after
switching. Based on this solution, the control plane net-
work element may indicate the path aggregation network
element to send, after sending of the downlink data of
the first data transmission path is completed, the down-
link data of the second data transmission path, so that a
problem of disorder of a downlink data packetis resolved,
thereby improving user experience.

[0011] In a possible implementation, the indication in-
formation indicates the path aggregation network ele-
ment to send, until an end marker of the first data trans-
mission path is received, a downlink data packet of the
second data transmission path. The end markerindicates
that transmission of the downlink data of the first data
transmission path is completed.

[0012] In a possible implementation, in a session an-
chor change procedure, wherein the first data transmis-
sion path passes through a data network, a first session
anchor, and an access network device, and the second
data transmission path passes through the data network,
a second session anchor, and the access network de-
vice, the path aggregation network element is the access
network device. Alternatively, in a session anchor change
procedure, wherein the first data transmission path pass-
es through a data network, a first session anchor, and a
user plane network element, and the second data trans-
mission path passes through the data network, a second
session anchor, and the user plane network element, the
path aggregation network element is the user plane net-
work element. Alternatively, in a session anchor change
procedure, wherein the first data transmission path pass-
es through a data network, a first session anchor, and a
second session anchor, and the second data transmis-
sion path passes through the data network and the sec-
ond session anchor, the path aggregation network ele-
ment is the second session anchor.

[0013] In another possible implementation, in a user
plane connection activation procedure, wherein the first
data transmission path passes through a data network,
a session anchor, and afirst user plane network element,
the second data transmission path passes through the
data network, the session anchor, and a second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element after user plane path
switching, the path aggregation network element is the
second user plane network element.

[0014] Accordingto athird aspect, this application pro-
vides a method for controlling disorder of downlink data.
The method includes: A control plane network element
establishes a first user plane connection between a path
aggregation network element and an access network de-
vice in an access network device switching procedure.
The control plane network element establishes a second
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user plane connection between the path aggregation net-
work elementand the access network device in a session
anchor change procedure. The first user plane connec-
tion is used by the path aggregation network element to
send, to the access network device, downlink data re-
ceived from afirst data transmission path, and the second
user plane connection is used by the path aggregation
network element to send, to the access network device,
downlink data received from a second data transmission
path. The first data transmission path is a path before
session anchor changing in the session anchor change
procedure, and the second data transmission path is a
path after session anchor changing. Based on this solu-
tion, the control plane network element establishes the
two user plane connections between the path aggrega-
tion network element and the access network device, so
that the downlink data of the first data transmission path
and the downlink data of the second data transmission
path can be separately sent through different user plane
connections. In this way, the access network device can
distinguish between the downlink data of the first data
transmission path and the downlink data of the second
data transmission path. Further, the access network de-
vice may complete sending of the downlink data of the
first data transmission path, and then send the downlink
data of the second data transmission path, to resolve the
problem of disorder.

[0015] In a possible implementation, wherein the first
data transmission path passes through a data network,
afirst session anchor, and a user plane network element,
and the second data transmission path passes through
the data network, a second session anchor, and the user
plane network element, the path aggregation network el-
ement is the user plane network element. Alternatively,
wherein the first data transmission path passes through
a data network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second session
anchor, the path aggregation network element is the sec-
ond session anchor.

[0016] In a possible implementation, that the control
plane network element establishes a second user plane
connection between the path aggregation network ele-
ment and the access network device includes: The con-
trol plane network element sends first indication informa-
tion to the access network device. The first indication
information indicates the access network device to allo-
cate tunnel information of the second user plane connec-
tion. The control plane network element receives the tun-
nel information of the second user plane connection from
the access network device. The control plane network
element sends the tunnel information of the second user
plane connection to the path aggregation network ele-
ment.

[0017] In a possible implementation, the control plane
network element further sends second indication infor-
mation to the path aggregation network element. The
second indication information indicates the path aggre-
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gation network element to send, through a tunnel of the
second user plane connection, the downlink data of the
second data transmission path to the access network
device.

[0018] According to a fourth aspect, this application
provides a method for controlling disorder of downlink
data. The method includes: A control plane network el-
ement determines, in a user plane connection activation
procedure, to switch from a first user plane network ele-
ment to a second user plane network element. The con-
trol plane network element establishes a first user plane
connection between the second user plane network el-
ement and an access network device, and establishes a
second user plane connection between the second user
plane network element and the access network device.
The first user plane connection is used by a path aggre-
gation network element to send, to the access network
device, downlink data received from a first data trans-
mission path, and the second user plane connection is
used by the path aggregation network element to send,
to the access network device, downlink data received
from a second data transmission path. The first data
transmission path is a path before user plane network
element switching, and the second data transmission
path is a path after user plane network element switching.
Based on this solution, the control plane network element
establishes the two user plane connections between the
path aggregation network element and the access net-
work device, so that the downlink data of the first data
transmission path and the downlink data of the second
data transmission path can be separately sent through
different user plane connections. In this way, the access
network device can distinguish between the downlink da-
ta of the first data transmission path and the downlink
data of the second data transmission path. Further, the
access network device may complete sending of the
downlink data of the first data transmission path, and
then send the downlink data of the second data trans-
mission path, to resolve the problem of disorder.

[0019] In a possible implementation, the first data
transmission path passes through a data network, a ses-
sion anchor, and the first user plane network element,
the second data transmission path passes through the
data network, the session anchor, and the second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element.

[0020] In a possible implementation, that the control
plane network element establishes a second user plane
connection between the second user plane network el-
ement and the access network device includes: The con-
trol plane network element sends first indication informa-
tion to the access network device. The first indication
information indicates the access network device to allo-
cate tunnel information of the second user plane connec-
tion. The control plane network element receives the tun-
nelinformation of the second user plane connection from
the access network device. The control plane network
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element sends the tunnel information of the second user
plane connection to the second user plane network ele-
ment.

[0021] In a possible implementation, the control plane
network element further sends second indication infor-
mation to the second user plane network element. The
second indication information indicates the second user
plane network element to send, through the second user
plane connection, the downlink data of the second data
transmission path to the access network device.

[0022] According to a fifth aspect, this application pro-
vides a method for controlling disorder of downlink data.
The method includes: A path aggregation network ele-
ment receives downlink data of a first data transmission
path and downlink data of a second data transmission
path. The path aggregation network element sends the
downlink data of the first data transmission path to an
access network device through a first user plane connec-
tion between the path aggregation network element and
the access network device. The path aggregation net-
work element sends the downlink data of the second data
transmission path to the access network device through
a second user plane connection between the path ag-
gregation network element and the access network de-
vice. Based on this solution, the two user plane connec-
tions are established between the path aggregation net-
work element and the access network device, so that the
downlink data of the first data transmission path and the
downlink data of the second data transmission path can
be separately sent through different user plane connec-
tions. In this way, the access network device can distin-
guish between the downlink data of the first data trans-
mission path and the downlink data of the second data
transmission path. Further, the access network device
may complete sending of the downlink data of the first
data transmission path, and then send the downlink data
of the second datatransmission path, to resolve the prob-
lem of disorder.

[0023] In a possible implementation, before receiving
the downlink data of the first data transmission path and
the downlink data of the second data transmission path,
the path aggregation network element further receives
indication information from a control plane network ele-
ment. The indication information indicates the path ag-
gregation network element to send, through the second
user plane connection between the path aggregation net-
work element and the access network device, the down-
link data of the second data transmission path to the ac-
cess network device.

[0024] In a possible implementation, the path aggre-
gation network element receives tunnel information, of
the second user plane connection of the access network
device, sent by the control plane network element.
[0025] In a possible implementation, the first data
transmission path is a path before session anchor chang-
ing in a session anchor change procedure, and the sec-
ond data transmission path is a path after session anchor
changing.
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[0026] In a possible implementation, wherein the first
data transmission path passes through a data network,
afirst session anchor, and a user plane network element,
and the second data transmission path passes through
the data network, a second session anchor, and the user
plane network element, the path aggregation network el-
ement is the user plane network element. Alternatively,
wherein the first data transmission path passes through
a data network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second session
anchor, the path aggregation network element is the sec-
ond session anchor.

[0027] Inanother possible implementation, the first da-
ta transmission path is a path before user plane path
switching in a user plane connection activation proce-
dure, and the second data transmission path is a path
after user plane path switching in the user plane connec-
tion activation procedure.

[0028] In a possible implementation, wherein the first
data transmission path passes through a data network,
a session anchor, and afirst user plane network element,
the second data transmission path passes through the
data network, the session anchor, and a second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element after user plane path
switching, the path aggregation network element is the
second user plane network element.

[0029] Accordingto a sixth aspect, this application pro-
vides a method for controlling disorder of downlink data.
The method includes: An access network device receives
downlink data, of a first data transmission path, sent by
a path aggregation network element through a first user
plane connection between the path aggregation network
element and the access network device, and receives
downlink data, of a second data transmission path, sent
by the path aggregation network element through a sec-
ond user plane connection between the path aggregation
network element and the access network device. The
first data transmission path is a data transmission path
before path switching, and the second data transmission
path is a data transmission path after path switching. The
access network device sends the downlink data of the
second data transmission path after sending of the down-
link data of the first data transmission path is completed.
Based on this solution, the two user plane connections
are established between the path aggregation network
element and the access network device, so that the
downlink data of the first data transmission path and the
downlink data of the second data transmission path can
be separately sent through different user plane connec-
tions. In this way, the access network device can distin-
guish between the downlink data of the first data trans-
mission path and the downlink data of the second data
transmission path. Further, the access network device
may complete sending of the downlink data of the first
data transmission path, and then send the downlink data
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of the second data transmission path, to resolve the prob-
lem of disorder.

[0030] In a possible implementation, the access net-
work device receives indication information sent by a
control plane network element. The indication informa-
tion indicates the access network device to allocate tun-
nel information of the second user plane connection. The
access network device allocates the tunnel information
of the second user plane connection, and sends the tun-
nel information of the second user plane connection to
the control plane network element.

[0031] In a possible implementation, the first data
transmission path is a path before session anchor chang-
ing in a session anchor change procedure, and the sec-
ond data transmission path is a path after session anchor
changing.

[0032] In a possible implementation, wherein the first
data transmission path passes through a data network,
afirst session anchor, and a user plane network element,
and the second data transmission path passes through
the data network, a second session anchor, and the user
plane network element, the path aggregation network el-
ement is the user plane network element. Alternatively,
wherein the first data transmission path passes through
a data network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second session
anchor, the path aggregation network element is the sec-
ond session anchor.

[0033] Inanother possible implementation, the first da-
ta transmission path is a path before user plane path
switching in a user plane connection activation proce-
dure, and the second data transmission path is a path
after user plane path switching in the user plane connec-
tion activation procedure.

[0034] In a possible implementation, wherein the first
data transmission path passes through a data network,
asession anchor, and afirst user plane network element,
the second data transmission path passes through the
data network, the session anchor, and a second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element after user plane path
switching, the path aggregation network element is the
second user plane network element.

[0035] According to a seventh aspect, this application
provides an apparatus. The apparatus may be a control
plane network element, a path aggregation network ele-
ment, an access network device, or a chip. The apparatus
has a function of implementing any one of the first aspect
or the embodiments of the first aspect, or any one of the
second aspect or the embodiments of the second aspect,
or any one of the third aspect or the embodiments of the
third aspect, or any one of the fourth aspect or the em-
bodiments of the fourth aspect, or any one of the fifth
aspect or the embodiments of the fifth aspect, or any one
of the sixth aspect or the embodiments ofthe sixth aspect.
The function may be implemented by hardware, or may
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be implemented by hardware executing corresponding
software. The hardware or the software includes one or
more modules corresponding to the function.

[0036] According to an eighth aspect, an apparatus is
provided. The apparatus includes a processor and a
memory. The memory is configured to store computer-
executable instructions. When the apparatus runs, the
processor executes the computer-executable instruc-
tions stored in the memory, so that the apparatus per-
forms the method according to any one of the first aspect
or the embodiments of the first aspect, performs the
method according to any one of the second aspect or the
embodiments of the second aspect, performs the method
according to any one of the third aspect or the embodi-
ments of the third aspect, performs the method according
to any one of the fourth aspect or the embodiments of
the fourth aspect, performs the method according to any
one of the fifth aspect or the embodiments of the fifth
aspect, or performs the method according to any one of
the sixth aspect or the embodiments of the sixth aspect.
[0037] According to a ninth aspect, this application fur-
ther provides a computer-readable storage medium. The
computer-readable storage medium stores instructions.
When the instructions are run on a computer, the com-
puter is enabled to perform the method according to any
one of the first aspect or the embodiments of the first
aspect, perform the method according to any one of the
second aspect or the embodiments of the second aspect,
perform the method according to any one of the third
aspect or the embodiments of the third aspect, perform
the method according to any one of the fourth aspect or
the embodiments of the fourth aspect, perform the meth-
od according to any one of the fifth aspect or the embod-
iments of the fifth aspect, or perform the method accord-
ing to any one of the sixth aspect or the embodiments of
the sixth aspect.

[0038] Accordingto atenth aspect, this application fur-
ther provides a computer program product including in-
structions. When the computer program product runs on
acomputer, the computeris enabled to perform the meth-
od according to any one of the first aspect or the embod-
iments of the first aspect, perform the method according
to any one of the second aspect or the embodiments of
the second aspect, perform the method according to any
one of the third aspect or the embodiments of the third
aspect, perform the method according to any one of the
fourth aspect or the embodiments of the fourth aspect,
perform the method according to any one of the fifth as-
pect or the embodiments of the fifth aspect, or perform
the method according to any one of the sixth aspect or
the embodiments of the sixth aspect.

[0039] According to an eleventh aspect, this applica-
tion further provides a system. The system includes the
control plane network element in any one of the first as-
pect or the embodiments of the first aspect and the path
aggregation network element in any one of the second
aspect or the embodiments of the second aspect.
[0040] According to a twelfth aspect, this application
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further provides a system. The system includes the con-
trol plane network element in any one of the third aspect
or the embodiments of the third aspect, the path aggre-
gation network element in any one of the fifth aspect or
the embodiments of the fifth aspect, and the access net-
work device in any one of the sixth aspect or the embod-
iments of the sixth aspect.

[0041] Accordingtoathirteenth aspect, this application
further provides a system. The system includes the con-
trol plane network element in any one of the fourth aspect
or the embodiments of the fourth aspect, the path aggre-
gation network element in any one of the fifth aspect or
the embodiments of the fifth aspect, and the access net-
work device in any one of the sixth aspect or the embod-
iments of the sixth aspect.

BRIEF DESCRIPTION OF DRAWINGS
[0042]

FIG. 1 is a schematic diagram of a possible network
architecture according to this application;

FIG. 2 is a schematic diagram of a PSA change pro-
cedure according to this application;

FIG. 2(a) is a schematic diagram of another PSA
change procedure according to this application;
FIG. 2(b) is a schematic diagram of another PSA
change procedure according to this application;
FIG. 2(c) is a schematic diagram of another PSA
change procedure according to this application;
FIG. 3 is a schematic diagram of an application sce-
nario of a downlink-triggered user plane connection
activation procedure according to this application;
FIG. 4 is a flowchart of a method for controlling dis-
order of downlink data according to this application;
FIG.5is aflowchart of another method for controlling
disorder of downlink data according to this applica-
tion;

FIG.6is aflowchart of another method for controlling
disorder of downlink data according to this applica-
tion;

FIG.7A and FIG. 7B is a flowchart of another method
for controlling disorder of downlink data according
to this application;

FIG.8A and FIG. 8B is a flowchart of another method
for controlling disorder of downlink data according
to this application;

FIG.9A and FIG. 9B is a flowchart of another method
for controlling disorder of downlink data according
to this application;

FIG. 10A, FIG. 10B, and FIG. 10C is a flowchart of
another method for controlling disorder of downlink
data according to this application;

FIG. 11A, FIG. 11B, and FIG. 11C is a flowchart of
another method for controlling disorder of downlink
data according to this application;

FIG. 12A and FIG. 12B is a flowchart of another
method for controlling disorder of downlink data ac-
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cording to this application;

FIG. 13A and FIG. 13B is a flowchart of another
method for controlling disorder of downlink data ac-
cording to this application;

FIG. 14 is a schematic diagram of an apparatus ac-
cording to this application; and

FIG. 15 is a schematic diagram of another apparatus
according to this application.

DESCRIPTION OF EMBODIMENTS

[0043] Tomakethe objectives, technical solutions, and
advantages of this application clearer, the following fur-
ther describes this application in detail with reference to
the accompanying drawings. A specific operation meth-
od in a method embodiment may also be used in an ap-
paratus embodiment or a system embodiment. In the de-
scriptions of this application, unless otherwise specified,
"a plurality of means two or more than two.

[0044] FIG. 1 is a possible network architecture to
which this application is applicable. The network archi-
tecture includes an access network device (where an ex-
ample in which the access network device is a radio ac-
cess network (radio access network, RAN) device is used
in the figure), a user plane network element (where an
example in which the user plane network element is a
user plane function (user equipment function, UPF) net-
work element is used in the figure), a mobility manage-
ment network element (where an example in which the
mobility management network element is an access and
mobility management function (access and mobility man-
agement function, AMF) network element is used in the
figure), and a session management network element
(where an example in which the session management
network elementis a session management function (ses-
sion management function, SMF) network element is
used in the figure). An interface between a terminal and
the AMF network element may be referred to as an N1
interface, an interface between the AMF network element
and the RAN device may be referred to as an N2 inter-
face, an interface between the RAN device and the UPF
network element may be referred to as an N3 interface,
an interface between the SMF network element and the
UPF network element may be referred to as an N4 inter-
face, an interface between the AMF network element and
the SMF network element may be referred to as an N11
interface, and an interface between the UPF network el-
ement and a data network (data network, DN) may be
referred to as an N6 interface. Certainly, with evolution
of a communications standard, names of the foregoing
network elements may change, and names of the inter-
faces between the network elements may also change.
[0045] The user plane network element is mainly re-
sponsible for processing a user packet. The processing
is, for example, forwarding, charging, or lawful intercep-
tion. In 5th generation (5th generation, 5G) communica-
tion, the user plane network element may be the UPF
network element shown in FIG. 1. In future communica-
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tion such as 6th generation (6th generation, 6G) commu-
nication, the user plane network element may still be a
UPF network element, or may have another name. This
is not limited in this application.

[0046] The session management network element is
mainly configured to perform session management in a
mobile network, for example, session establishment,
session modification, and session release. Specific func-
tions include allocating an internet protocol (internet pro-
tocol, IP) address to the terminal, selecting a user plane
network element that provides a packet forwarding func-
tion, and the like. In the 5G communication, the session
management network element may be the SMF network
element shown in FIG. 1. In the future communication
such as the 6G communication, the session manage-
ment network element may still be an SMF network ele-
ment, or may have another name. This is not limited in
this application.

[0047] In this application, the session management
network element may also be referred to as a control
plane network element.

[0048] The mobility management network element is
mainly configured for registration, mobility management,
and a tracking area update procedure for the terminal in
the mobile network. The mobility management network
element terminates a non-access stratum (non access
stratum, NAS) message, completes registration man-
agement, connection management, reachability man-
agement, tracking area list (track area list, TA list) allo-
cation, mobility management, and the like, and transpar-
ently routes a session management (session manage-
ment, SM) message to the session management network
element. In the 5G communication, the mobility manage-
ment network element may be the AMF network element
shown in FIG. 1. In the future communication such as
the 6G communication, the mobility management net-
work element may still be an AMF network element, or
may have another name. This is not limited in this appli-
cation.

[0049] The data network (DN) is an operator network
that provides a data transmission service for a user, for
example, an IP multimedia service (IP Multi-media Serv-
ice, IMS) or the internet (Internet). The terminal accesses
the data network by establishing a session (protocol data
unit (protocol data unit, PDU) session (session)) between
the terminal, the access network device, the user plane
network element, and the data network.

[0050] Theterminalisadevice having a wireless trans-
ceiver function. The terminal may be deployed on land,
andincludes anindoor device, an outdoor device, a hand-
held device, or a vehicle-mounted device. The terminal
may alternatively be deployed on a water surface (for
example, on a ship), or may be deployed in air (for ex-
ample, inan aircraft, aballoon, or a satellite). The terminal
may be a mobile phone (mobile phone), a tablet (pad),
a computer having a wireless transceiver function, a vir-
tual reality (virtual reality, VR) terminal, an augmented
reality (augmented reality, AR) terminal, a wireless ter-
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minal in industrial control (industrial control), a wireless
terminal in self driving (self driving), a wireless terminal
in telemedicine (remote medical), a wireless terminal in
a smart grid (smart grid), a wireless terminal in transpor-
tation safety (transportation safety), a wireless terminal
in a smart city (smart city), or a wireless terminal in a
smart home (smart home), and may further include user
equipment (user equipment, UE) and the like. Alterna-
tively, the terminal may be a cellular phone, a cordless
phone, a session initiation protocol (session initiation pro-
tocol, SIP) phone, a wireless local loop (wireless local
loop, WLL) station, a personal digital assistant (personal
digital assistant, PDA), a handheld device having a wire-
less communication function, a computing device, anoth-
er processing device connected to a wireless modem, a
vehicle-mounted device, a wearable device, a terminal
device in afuture 5G network, a terminal device in a future
evolved public land mobile network (public land mobile
network, PLMN), or the like. The terminal sometimes may
also be referred to as a terminal device, user equipment
(user equipment, UE), an access terminal device, a ve-
hicle-mounted terminal, an industrial control terminal, a
UE unit, a UE station, a mobile station, a remote station,
a remote terminal device, a mobile device, a UE terminal
device, a wireless communications device, a UE agent,
a UE apparatus, or the like. The terminal may be fixed
or movable. This is not limited in this embodiment of this
application.

[0051] The access network device may also be re-
ferred to as the RAN device, and is a device that provides
a wireless communication function for the terminal. For
example, the access network device includes but is not
limited to: a next-generation base station (g nodeB, gNB)
in 5G, an evolved NodeB (evolved node B, eNB), a radio
network controller (radio network controller, RNC), a
NodeB (node B, NB), a base station controller (base sta-
tion controller, BSC), a base transceiver station (base
transceiver station, BTS), a home base station (for ex-
ample, a home evolved nodeB, or a home node B, HNB),
a baseband unit (baseBand unit, BBU), a transmission
point (transmitting and receiving point, TRP), a transmis-
sion point (transmitting point, TP), a mobile switching
center, and the like. Alternatively, the access network
device may be a radio controller, a centralized unit (cen-
tralized unit, CU), and/or a distributed unit (distributed
unit, DU) in a cloud radio access network (cloud radio
access network, CRAN) scenario, or the access network
device may be arelay station, an access point, a vehicle-
mounted device, a wearable device, a network device in
a future 5G network, a network device in a future evolved
PLMN network, or the like. The terminal may communi-
cate with a plurality of access network devices that use
different technologies. For example, the terminal may
communicate with an access network device that sup-
ports a long term evolution (long term evolution, LTE)
network, or may communicate with an access network
device that supports a 5G network, or may support dual
connectivity to an access network device in an LTE net-
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work and an access network device in a 5G network. This
is not limited in the embodiments of this application.
[0052] It may be understood that the foregoing func-
tions may be network elements in a hardware device,
software functions running on dedicated hardware, or vir-
tualized functions instantiated on a platform (for example,
a cloud platform).

[0053] For ease of description, in this application, an
example in which a user plane network element is a UPF
network element, an access network device is a RAN
device, a session management network element is an
SMF network element, a mobility management network
element is an AMF network element, and a terminal is
UE is used for subsequent description. Further, the UPF
network element is referred to as a UPF for short, the
RAN device is referred to as a RAN for short, the SMF
network element is referred to as an SMF for short, and
the AMF network element is referred to as an AMF for
short. To be specific, in subsequent descriptions of this
application, each UPF may be replaced with a user plane
network element, each RAN may be replaced with an
access network device, each SMF may be replaced with
an SMF, each AMF network element may be replaced
with an AMF, and each UE may be replaced with a ter-
minal.

[0054] The following describes some terms and back-
grounds in this application, to help understand content
of this application.

1. UE status

[0055] The UE status includes an idle (IDLE) state or
aconnected (CONNECTED) state. Certainly, the UE sta-
tus may alternatively include another state. This is not
limited in this application.

[0056] When the UE is in the idle state, from a per-
spective of a user plane, air interface connections corre-
sponding to all sessions of the UE, namely, a wireless
connection between the UE and the RAN and an N3 con-
nection between the RAN and the UPF, are all released;
or from a perspective of a control plane, an N2 signaling
connection between the RAN and the AMF is released,
and an N1 connection between the UE and the AMF is
released.

[0057] When the UE is in the connected state, from a
perspective of a user plane, there is a user plane con-
nection between the UE and the RAN, and there is a user
plane connection between the RAN and the UPF; or from
aperspective of acontrol plane, there is an N1 connection
between the UE and the AMF, and there is an N2 con-
nection between the RAN and the AMF

2. PDU session anchor (PDU session anchor, PSA)
change procedure

[0058] In this application, a PSA may also be referred
to as a session anchor. For example, in specific applica-
tion, the PSA may be a UPF network element having an
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IP anchor function, or may be a UPF network element
having a service anchor function. The IP anchor function
means that when an anchor point of a UE IP remains
unchanged, the UE IP remains unchanged. The service
anchor function means that service continuity is not af-
fected when the anchor point remains unchanged.
[0059] When the PSA changes, the IP changes. The
service anchor function means that the service continuity
is affected when the PSA changes.

[0060] PSA changing may also be referred to as PSA
switching, session anchor switching, or anchor redirec-
tion. The PSA changing indicates that a PSA on a data
transmission path changes or is switched.

[0061] FIG. 2is a schematic diagram of a PSA change
procedure. Before moving, UE accesses a DN through
a RAN 1, an I-UPF 1 (where the I-UPF 1 may not be
located on a path), and a PSA 1. To be specific, as shown
by a thin dashed line in FIG. 2, a data transmission path
(or referred to as a user plane path) of the UE passes
through the UE, the RAN 1, (the I-UPF 1), the PSA 1,
and the DN.

[0062] After moving, the UE accesses the DN through
a RAN 2, an I-UPF 2 (where the I-UPF 2 may be not
located on a path), and the PSA 1. To be specific, as
shown by a thick dashed line in FIG. 2, a data transmis-
sion path (or referred to as a user plane path) of the UE
passes through the UE, the RAN 2, (the I-UPF 2), the
PSA 1, and the DN. In this application, the data trans-
mission path is alsoreferred to as afirst data transmission
path, namely, a data transmission path before PSA
changing in a PSA change procedure.

[0063] In this case, because the path is not optimal, an
SMF may determine to perform anchor redirection, that
is, reselect a new anchor PSA 2 and change the data
transmission path. As shown by a thick solid line in FIG.
2, a changed data transmission path (or referred to as a
user plane path) of the UE passes through the UE, the
RAN 2, (the I-UPF 2), the PSA 2, and the DN. In this
application, the data transmission path is also referred
to as a second data transmission path, namely, a data
transmission path after PSA changing in the PSA change
procedure.

[0064] Based on the foregoing background, after PSA
changing is competed, an application server (application
server, AS) in the DN may start to send downlink data
(oradownlink packet)to the UE on the second data trans-
mission path. When the application server sends the
downlink data to the UE on the second data transmission
path, there is possibility that downlink data on the first
data transmission path has not been sent to the UE. In
addition, because the first data transmission path is not
optimal (for example, the path is relatively long), there is
possibility that the downlink data on the second data
transmission path arrives at the RAN 2 or the I-UPF 2
(when the I-UPF 2 is located on the path) before the
downlink data on the first data transmission path. The
RAN 2 or the I-UPF 2 cannot distinguish which downlink
data is sent first and which downlink data is sent later,
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resulting in disorder of downlink data. Consequently, user
experience may be reduced.

[0065] Therefore, the foregoing problem of disorder of
a downlink data packet in the PSA change procedure
shown in FIG. 2 is a problem to be resolved in this appli-
cation.

[0066] It should be noted that an I-UPF in this applica-
tion is an intermediate (intermediate) UPF.

[0067] Further,inthis application, the PSA change pro-
cedure shown in FIG. 2 may be further divided into the
following three specific application scenarios.

[0068] Application scenario 1: After the UE moves, no
I-UPF is located on the data transmission path, that is, a
RAN is simultaneously connected to a plurality of PSAs.
[0069] FIG. 2(a) is a schematic diagram of another
PSA change procedure according to this application. Af-
ter UE moves, a data transmission path before PSA
changing, namely, a first data transmission path, passes
through the UE, a RAN 2, a PSA 1, and a DN, and a data
transmission path after PSA changing, namely, a second
data transmission path, passes through the UE, the RAN
2, a PSA 2, and the DN.

[0070] In other words, after the UE moves, no I-UPF
is located on the first data transmission path and the sec-
ond data transmission path.

[0071] Application scenario 2: After the UE moves, an
I-UPF is located on a path, and the I-UPF cannot serve
as an anchor after PSA changing.

[0072] FIG. 2(b) is a schematic diagram of another
PSA change procedure according to this application. Af-
ter UE moves, a data transmission path before PSA
changing, namely, a first data transmission path, passes
through the UE, a RAN 2, an I-UPF 2, a PSA 1, and a
DN, and a data transmission path after PSA changing,
namely, a second data transmission path, passes
through the UE, the RAN 2, the I-UPF 2, a PSA 2, and
the DN.

[0073] In other words, after the UE moves, a same I-
UPF (namely, the I-UPF 2 in the figure) is located on the
first data transmission path and the second data trans-
mission path, and the I-UPF and the PSA 2 are different
nodes.

[0074] Application scenario 3: After the UE moves, an
I-UPF is located on a path, and the I-UPF can serve as
an anchor after PSA changing.

[0075] FIG.2(c)isaschematicdiagram of another PSA
change procedure according to this application. After UE
moves, a data transmission path before PSA changing,
namely, a first data transmission path, passes through
the UE, a RAN 2, an |-UPF 2/a PSA 2, a PSA 1, and a
DN. There is a user plane connection between the PSA
1 and the I-UPF 2/PSA 2. A data transmission path after
PSA changing, namely, a second data transmission path,
passes through the UE, the RAN 2, the I-UPF 2/PSA 2,
and the DN.

[0076] In other words, after the UE moves, a same I-
UPF (namely, the I-UPF 2 in the figure) is located on the
first data transmission path and the second data trans-
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mission path, and the I-UPF 2 and the PSA 2 are a same
node. In other words, the I-UPF 2 can serve as either an
I-UPF or a PSA.

3. Downlink-triggered user plane connection activation
procedure

[0077] FIG. 3 is a schematic diagram of an application
scenario of a downlink-triggered user plane connection
activation procedure.

[0078] Asshown by athin dashed line in FIG. 3, a data
transmission path (or referred to as a user plane connec-
tion) corresponding to a session 1 in UE passes through
the UE, a RAN 1, an |I-UPF 1, a PSA, and a DN. When
the UE isin anidle state, orwhen the UE is in a connected
state but the user plane connection corresponding to the
session 1 is deactivated, if there is downlink data in the
session 1, that is, there is downlink data to be sent from
a DN to the UE, the downlink data cannot be sent to the
UE. Specifically, the DN sends the downlink data to the
PSA, and then the PSA sends the downlink data to the
I-UPF 1. The I-UPF 1 cannot send the downlink data to
the RAN 1. In this case, on one hand, the I-UPF 1 buffers
the downlink data, or sends the downlink data to an SMF,
and the SMF buffers the downlink data. On the other
hand, the user plane connection activation procedure is
triggered. For example, when the UE is in the idle state,
the user plane connection activation procedure may be
a paging procedure. When the UE is in the connected
state but the user plane connection corresponding to the
session 1 is deactivated, the user plane connection ac-
tivation procedure is a procedure for activating the user
plane connection corresponding to the session 1.
[0079] Further, an application scenario considered in
this application is that the UE moves before the downlink
data triggers user plane connection activation. As shown
in FIG. 3, it is assumed that when transmission of the
downlink data starts, the UE has moved from coverage
of the RAN 1 to coverage of a RAN 2, and the RAN 2
cannot be directly connected to the I-UPF 1 and may be
connected to the I-UPF 1 through an I-UPF 2. Therefore,
in the user plane connection activation procedure, as
shown by a thick solid line in FIG. 3, an activated user
plane connection passes through the UE, the RAN 2, the
I-UPF 2, the PSA, and the DN. In this application, the
user plane connection is also referred to as a second
data transmission path. In addition, if downlink data that
is not sent to the UE is buffered in the I-UPF 1 before
user plane connection activation, a forwarding tunnel
may be established between the I-UPF 1 and the I-UPF
2 after user plane connection activation, to transmit the
buffered downlink data. As shown by a thick dashed line
in FIG. 3, after user plane connection activation, a data
transmission path (or referred to as a user plane connec-
tion) used to transmit the downlink data buffered in the
I-UPF 1 passes through the DN, the PSA, the I-UPF 1,
the I-UPF 2, the RAN 2, and the UE. There is a user plane
connection between the I-UPF 1 and the I-UPF 2. In this
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application, the data transmission path is also referred
to as a first data transmission path. It should be noted
that, if the downlink data that is not sent to the UE is
buffered on the SMF before user plane connection acti-
vation, the SMF may send the downlink data to the I-UPF
2 after user plane connection activation.

[0080] Based on the foregoing background, after user
plane connection activation, an application server in the
DN may start to send the downlink data (or a downlink
packet) to the UE on the second data transmission path.
When the application server sends the downlink data to
the UE on the second data transmission path, there is
possibility that downlink data on the first data transmis-
sion path has not been sent to the UE. For example, the
downlink data is buffered in the I-UPF 1. Therefore, the
downlink data needs to be transmitted to the UE through
the first data transmission path. In this case, the I-UPF
2 receives downlink data in two directions: (1) downlink
data sent by the PSA on the second data transmission
path; and (2) buffered downlink data sent by the I-UPF
1 on the first data transmission path.

[0081] Asaresult, the I-UPF 2 cannotdistinguish which
downlink data is sent first and which downlink data is sent
later, resulting in disorder of downlink data. Consequent-
ly, user experience may be reduced.

[0082] Therefore, the foregoing problem of disorder of
a downlink data packet in the user plane connection ac-
tivation procedure shown in FIG. 3 is also a problem to
be resolved in this application.

[0083] For the procedures shown in FIG. 2 and FIG.
3, generally, in the following cases, a problem that down-
link data needs to be sorted is relatively easy to occur.
[0084] Case 1: Continuous delivery of downlink data
does not depend on triggering/response of uplink data,
for example, there is only a service of a downlink (mobile
terminated only, MT-only) type.

[0085] When continuous delivery of the downlink data
depends on triggering/response of the uplink data, if the
DN does not receive uplink data sent by the UE, the DN
does not continuously send the downlink data. Therefore,
the downlink data is not sent on the second data trans-
mission path (namely, a newly established user plane
connection) shown in FIG. 2 or FIG. 3. In this way, the I-
UPF 2 does not receive the downlink data of the two data
transmission paths, so that the problem of disorder does
not occur. On the contrary, if continuous delivery of the
downlink data does not depend on triggering/response
of the uplink data, the downlink data may be sent after
establishment of a new user plane connection is com-
pleted, resulting in a problem of disorder on the I-UPF 2.
Therefore, this application is applicable to a scenario in
which continuous delivery of the downlink data does not
depend on triggering/response of the uplink data.
[0086] For example, in a specific example, a session
of an ethernet type may be used for transmitting only
downlink data, for example, an event control signal.
When an event occurs, the downlink data is sent to the
UE.



19 EP 3 869 861 A1 20

[0087] Case 2: Alarge amount of downlink data is buff-
ered, and the I-UPF 2 may fail to send the buffered down-
link data to the UE at one time.

[0088] Because a node on the first data transmission
path, such as the PSA 1in FIG. 2 or the I-UPF 1 in FIG.
3, buffers a relatively large amount of downlink data of
the first data transmission path, after receiving the down-
link data of the first data transmission path, the UE sends
uplink data to the DN. After the DN receives the uplink
data, since the second data transmission path has been
established, the DN continues to send the downlink data
to the UE on the second data transmission path. In ad-
dition, there is still downlink data to be sent to the UE on
the first data transmission path. Consequently, the I-UPF
2 in FIG. 2 or FIG. 3 receives both the downlink data
(namely, old downlink data) of the first data transmission
path and the downlink data (namely, new downlink data)
of the second data transmission path, resulting in a prob-
lem of disorder on the I-UPF 2. Therefore, this application
is also applicable to a scenario in which a large amount
of downlink data is buffered, and the I-UPF 2 fails to send
the buffered downlink data to the UE at one time.
[0089] It should be noted that the foregoing case 1 and
case 2 are merely examples. This application is not lim-
ited to the foregoing two cases. This application is also
applicable to another case in which the problem of dis-
order occurs in the procedure shown in FIG. 2 or FIG. 3.
[0090] For the foregoing problem of disorder of down-
link data in the PSA change procedure or the downlink-
triggered user plane connection activation procedure,
this application provides different solutions with refer-
ence to different application scenarios. Details are de-
scribed below.

[0091] For ease of description, in this application, an
example in which the control plane network element is
an SMF is used to describe the embodiments of this ap-
plication. This application is also applicable to a scenario
in which the control plane network element is another
network element.

[0092] In this application, in the PSA change proce-
dure, a PSA, an I-UPF, and a RAN on a first data trans-
mission path before PSA changing may be respectively
referred to as a first PSA, (a second UPF), a second
RAN, or may be referred to as a PSA 1, (an I-UPF 2),
and a RAN 2. A PSA, a UPF, and a RAN on a second
data transmission path after PSA changing may be re-
spectively referred to as a second PSA, (a second UPF),
and a second RAN, or may be referred to as a PSA 2,
(an I-UPF 2), and a RAN 2.

[0093] In this application, in the user plane connection
activation procedure, an I-UPF and a RAN on a first data
transmission path before UPF changing may be respec-
tively referred to as a first UPF and a second RAN, or
may be referred to as an I-UPF 1 and a RAN 2. An |I-UPF
and a RAN on a second data transmission path after UPF
changing may be respectively referred to as a second
UPF and a second RAN, or may be referred to as an I-
UPF 2 and a RAN 2.
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[0094] FIG. 4 shows a method for controlling disorder
of downlink data according to this application. In the
method, an idea for resolving the foregoing problem of
disorder of downlink data is as follows: An SMF indicates
a path aggregation network element to: send old data
(namely, downlink data of a first data transmission path),
and then send, after sending of the old data is completed,
new data (namely, downlink data of a second data trans-
mission path), thereby resolving the problem of disorder.
[0095] The path aggregation network elementis a net-
work node that aggregates the first data transmission
path and the second data transmission path.

[0096] This embodiment may be applied to the forego-
ing three application scenarios in the PSA change pro-
cedure, that is, may resolve the problem of disorder of
downlink data in the application scenarios shown in FIG.
2(a), FIG. 2(b), and FIG. 2(c). For FIG. 2(a), the path
aggregation network element is a RAN 2. For FIG. 2(b),
the path aggregation network element is an I-UPF 2. For
FIG. 2(c), the path aggregation network elementis a PSA
2/an I-UPF 2 (where the I-UPF 2 and the PSA 2 herein
are a same node, that is, the I-UPF 2 may serve as a
UPF or a PSA).

[0097] This embodiment may also be applied to an ap-
plication scenario in a user plane connection activation
procedure, that is, may resolve the problem of disorder
of downlink data in the application scenario shown in FIG.
3. For FIG. 3, the path aggregation network element is
an I-UPF 2.

[0098] The method includes the following steps.
[0099] Step401: The SMF determines to perform data
transmission path switching.

[0100] The data transmission path switching may be
data transmission path switching in the PSA change pro-
cedure. To be specific, in the PSA change procedure,
the SMF determines to switch from a PSA 1 to a PSA 2.
The PSA 1 is located on the first data transmission path,
and the PSA 2 is located on the second data transmission
path.

[0101] The data transmission path switching may al-
ternatively be data transmission path switching in the
foregoing user plane connection activation procedure.
The SMF determines to switch from an I-UPF 1 to an I-
UPF 2. The first data transmission path passes through
a DN, a PSA, and the I-UPF 1, the second data trans-
mission path passes through the DN, the PSA, and the
I-UPF 2, and there is a connection between the |I-UPF 1
and the I-UPF 2 after user plane path switching

[0102] In animplementation, the SMF may determine,
based on location information of UE, to perform data
transmission path switching. That is, when the UE
moves, the UE may determine, based on a latest location
of the UE, that data transmission path switching needs
to be performed.

[0103] Step 402: The SMF sends indication informa-
tion to the path aggregation network element. Corre-
spondingly, the path aggregation network element may
receive the indication information.
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[0104] The indication information indicates the path
aggregation network element to send, after sending of
downlink data of the first data transmission path is com-
pleted, downlink data of the second data transmission
path. The first data transmission path is a data transmis-
sion path before switching, and the second data trans-
mission path is a data transmission path after switching.
Another description of the indication information is that
the indication information indicates the path aggregation
network element to associate the first data transmission
path with the second data transmission path. In this way,
after sending of the downlink data of the first data trans-
mission path is completed, the path aggregation network
element sends the downlink data of the second data
transmission path.

[0105] Inanimplementation, the indication information
indicates the path aggregation network element to send,
until an end marker (end marker) of the first data trans-
mission path is received, a downlink data packet of the
second data transmission path. The end markerindicates
that transmission of the downlink data of the first data
transmission path is completed. That is, the path aggre-
gation network element may receive both the downlink
data of the first data transmission path and the downlink
data of the second data transmission path, and the path
aggregation network element buffers the downlink data
ofthe second data transmission path. If the downlink data
of the first data transmission path does not include the
end marker, the path aggregation network element sends
the downlink data of the first data transmission path to
the UE. If the downlink data of the first data transmission
path includes the end marker, it indicates that transmis-
sion of the downlink data of the first data transmission
path is completed. In this case, the path aggregation net-
work element obtains the downlink data of the second
data transmission path from a buffer, and sends the
downlink data of the second data transmission path to
the UE. After sending of the buffered downlink data of
the second data transmission path is completed, the path
aggregation network element may subsequently send
the downlink data of the second data transmission path
in a normal manner. That is, when the downlink data, of
the first data transmission path, received by the path ag-
gregation network element is the end marker, the path
aggregation network element starts to send the downlink
data of the second data transmission path.

[0106] During specificimplementation, the end marker
(end marker) may be a packet, and may be referred to
as an end marker packet. The end marker packet is a
last packet on a data transmission path.

[0107] Step 403: The path aggregation network ele-
ment sends, based on the indication information, the
downlink data of the second data transmission path after
sending of the downlink data of the first data transmission
path is completed.

[0108] Based on the embodiment shown in FIG. 4, a
control plane network element such as the SMF may in-
dicate the path aggregation network element to send,
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after sending of the downlink data of the first data trans-
mission path is completed, the downlink data of the sec-
ond data transmission path, so that a problem of disorder
of a downlink data packet in the PSA change procedure
or the user plane connection activation procedure is re-
solved, thereby improving user experience.

[0109] FIG.5showsanother method for controlling dis-
order of downlink data according to this application. In
the method, an idea for resolving the foregoing problem
of disorder of downlink data is as follows: An SMF indi-
cates to establish two user plane connections. Old data
(namely, downlink data of a first data transmission path)
is sent to a RAN 2 through a first user plane connection,
and new data (namely, downlink data of a second data
transmission path) is sent to the RAN 2 through a second
user plane connection, so that the RAN 2 can distinguish
between the downlink data of the first data transmission
path and the downlink data of the second data transmis-
sion path. Further, the RAN 2 may complete sending of
the downlink data of the first data transmission path, and
then send the downlink data of the second data trans-
mission path, to resolve the problem of disorder.

[0110] A path aggregation network element is a net-
work node that aggregates the first data transmission
path and the second data transmission path.

[0111] This embodiment may be applied to the forego-
ing application scenario 2 and the foregoing application
scenario 3 in the PSA change procedure, that is, may
resolve the problem of disorder of downlink data in the
application scenarios shown in FIG. 2(b) and FIG. 2(c).
For FIG. 2(b), the path aggregation network element is
an I-UPF 2. For FIG. 2(c), the path aggregation network
element is a PSA2/an I-UPF 2.

[0112] The method includes the following steps.
[0113] Step 501: The SMF establishes a first user
plane connection between the path aggregation network
element and a RAN in a RAN switching procedure.
[0114] After the RAN switching procedure is complet-
ed, a RAN accessed by UE may be switched from a RAN
1tothe RAN 2. The RAN in an embodiment 5 is the RAN
2 after RAN switching.

[0115] When the UE moves, the RAN switching pro-
cedure is triggered. In a process of the RAN switching
procedure, the first data transmission path is established,
and a user plane connection between the RAN and the
path aggregation network element is established and is
referred to as afirst user plane connection. For FIG. 2(b),
the first user plane connection is a user plane connection
between the RAN and the I-UPF 2. For FIG. 2(c), the first
user plane connection is a user plane connection be-
tween the RAN and the PSA 2/I-UPF 2.

[0116] The first user plane connection is used by the
path aggregation network element to send, to the RAN
2, the downlink data received from the first data trans-
mission path. The first data transmission path is a path
before PSA changing in a PSA change procedure after
the RAN switching procedure.

[0117] Step 502: The SMF establishes a second user
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plane connection between the path aggregation network
element and the RAN in the PSA change procedure.
[0118] After the RAN switching procedure is complet-
ed, when entering the PSA change procedure, the SMF
further establishes the second user plane connection be-
tween the path aggregation network element and the
RAN. The second user plane connection is used by the
path aggregation network element to send, to the RAN,
the downlink data received from the second data trans-
mission path. The second data transmission path is a
path obtained after PSA changing. The second user
plane connection may also be referred to as a forwarding
tunnel between the path aggregation network element
and the RAN.

[0119] In an implementation, the SMF establishes the
second user plane connection between the path aggre-
gation network element and the RAN by using the follow-
ing method. The SMF sends first indication information
to the RAN. The first indication information indicates the
RAN to allocate tunnel information of the second user
plane connection. The RAN allocates the tunnel informa-
tion of the second user plane connection, and sends the
tunnel information of the second user plane connection
to the SMF. After receiving the tunnel information, of the
second user plane connection, sentby the RAN, the SMF
sends the tunnel information of the second user plane
connection to the path aggregation network element. In
this way, the path aggregation network element may ob-
tain the tunnel information, of the second user plane con-
nection, sent by the RAN.

[0120] Further, the SMF may further send second in-
dication information to the path aggregation network el-
ement. The second indication information indicates the
path aggregation network element to send, through the
second user plane connection, the downlink data of the
second data transmission path to the RAN. In this way,
the path aggregation network element may subsequently
send the downlink data of the second data transmission
path to the RAN through the second user plane connec-
tion.

[0121] After step 502, the method may further include
the following steps.

[0122] Step 503: The path aggregation network ele-
ment receives the downlink data of the first data trans-
mission path and the downlink data of the second data
transmission path.

[0123] For FIG. 2(b), the path aggregation network el-
ement, namely, the I-UPF 2, receives the downlink data
of the first data transmission path from a PSA 1, and
receives the downlink data of the second data transmis-
sion path from a PSA 2.

[0124] For FIG. 2(c), the path aggregation network el-
ement, namely, the PSA 2/I-UPF 2, receives the downlink
data of the first data transmission path from a PSA 1, and
receives the downlink data of the second data transmis-
sion path from a DN.

[0125] Step 504: The path aggregation network ele-
ment sends the downlink data of the first data transmis-
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sion path to the RAN through the first user plane connec-
tion between the path aggregation network element and
the RAN.

[0126] Step 505: The path aggregation network ele-
ment sends the downlink data of the second data trans-
mission path to the RAN through the second user plane
connection between the path aggregation network ele-
ment and the RAN.

[0127] It should be noted that there is no strict se-
quence between step 504 and step 505, and the two
steps may alternatively be performed at the same time.
This is not limited in the present invention.

[0128] After step 505, the method may further include
the following steps.

[0129] Step 506: The RAN sends the downlink data of
the second data transmission path after sending of the
downlink data of the first data transmission path is com-
pleted.

[0130] Forexample, afterreceiving an end markerfrom
the first data transmission path, if the RAN determines
that sending of the downlink data of the first data trans-
mission path is completed, the RAN then sends the buff-
ered downlink data of the second data transmission path
to the UE.

[0131] According to the foregoing embodiment, the
SMF establishes the two user plane connections be-
tween the path aggregation network element and the
RAN, so that the downlink data of the first data transmis-
sion path and the downlink data of the second data trans-
mission path can be separately sent through different
user plane connections. In this way, the RAN can distin-
guish between the downlink data of the first data trans-
mission path and the downlink data of the second data
transmission path. Further, the RAN may complete send-
ing of the downlink data of the first data transmission
path, and then send the downlink data of the second data
transmission path, to resolve the problem of disorder.
[0132] FIG.6showsanother method forcontrolling dis-
order of downlink data according to this application. In
the method, an idea for resolving the foregoing problem
of disorder of downlink data is as follows: An SMF indi-
cates to establish two user plane connections. Old data
(namely, downlink data of a first data transmission path)
is sent to a RAN through a first user plane connection,
and new data (namely, downlink data of a second data
transmission path) is sent to the RAN through a second
user plane connection, so that the RAN can distinguish
between the downlink data of the first data transmission
path and the downlink data of the second data transmis-
sion path. Further, the RAN may complete sending of the
downlink data of the first data transmission path, and
then send the downlink data of the second data trans-
mission path, to resolve the problem of disorder.

[0133] This embodiment may be applied to an appli-
cation scenario in a user plane connection activation pro-
cedure, that is, may resolve the problem of disorder of
downlink data in the application scenario shownin FIG. 3.
[0134] The method includes the following steps.
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[0135] Step 601: The SMF determines to switch from
an I-UPF 1 to an I-UPF 2 in the user plane connection
activation procedure.

[0136] For example, the SMF determines, based on a
location of UE, that the UE moves, so that the SMF re-
selects the I-UPF 2 for the UE, that is, switches from the
I-UPF 1 to the I-UPF 2.

[0137] Step 602: The SMF establishes a first user
plane connection between the I-UPF 2 and a RAN, and
establishes a second user plane connection between the
I-UPF 2 and the RAN.

[0138] The RAN herein is a RAN to which the UE re-
accesses after moving, namely, the RAN 2 in FIG. 3.
[0139] The I-UPF 2 herein may also be referred to as
a path aggregation network element.

[0140] The first user plane connection is used by the
I-UPF 2 to send, to the RAN, the downlink data received
from the first data transmission path, and the second user
plane connection is used by the I-UPF 2 to send, to the
RAN, the downlink data received from the second data
transmission path. The first data transmission path is a
path before UPF switching, and the second data trans-
mission path is a path after UPF switching.

[0141] In an implementation, the SMF establishes the
second user plane connection between the I-UPF 2 and
the RAN by using the following method. The SMF sends
firstindication information to the RAN. The firstindication
information indicates the RAN to allocate tunnel informa-
tion of the second user plane connection. The RAN allo-
cates the tunnel information of the second user plane
connection, and sends the tunnel information of the sec-
ond user plane connection to the SMF. After receiving
the tunnel information, of the second user plane connec-
tion, sent by the RAN, the SMF sends the tunnel infor-
mation of the second user plane connection to the I-UPF
2. In this way, the I-UPF 2 may obtain the tunnel infor-
mation, of the second user plane connection, sent by the
RAN.

[0142] Further, the SMF may further send second in-
dication information to the I-UPF 2. The second indication
information indicates the I-UPF 2 to send, through the
second user plane connection, the downlink data of the
second data transmission path to the RAN. In this way,
the I-UPF 2 may subsequently send the downlink data
of the second data transmission path to the RAN through
the second user plane connection.

[0143] After step 602, the method may further include
the following steps.

[0144] Step 603: The I-UPF 2 receives the downlink
data of the first data transmission path and the downlink
data of the second data transmission path.

[0145] The I-UPF 2 receives the downlink data of the
first data transmission path from the I-UPF 1, and re-
ceives the downlink data of the second data transmission
path from a PSA.

[0146] Step 604: The I-UPF 2 sends the downlink data
of the first data transmission path to the RAN through the
first user plane connection between the I-UPF 2 and the
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RAN.

[0147] Step 605: The I-UPF 2 sends the downlink data
of the second data transmission path to the RAN through
the second user plane connection between the I-UPF 2
and the RAN.

[0148] After step 605, the method may further include
the following steps.

[0149] Step 606: The RAN sends the downlink data of
the second data transmission path after sending of the
downlink data of the first data transmission path is com-
pleted.

[0150] Forexample, afterreceiving anend markerfrom
the first data transmission path, if the RAN determines
that sending of the downlink data of the first data trans-
mission path is completed, the RAN then sends the buff-
ered downlink data of the second data transmission path
to the UE.

[0151] According to the foregoing embodiment, the
SMF establishes the two user plane connections be-
tween the |-UPF 2 and the RAN, so that the downlink
data of the first data transmission path and the downlink
data of the second data transmission path can be sepa-
rately sent through different user plane connections. In
this way, the RAN can distinguish between the downlink
data of the first data transmission path and the downlink
data of the second data transmission path. Further, the
RAN may complete sending of the downlink data of the
first data transmission path, and then send the downlink
data of the second data transmission path, to resolve the
problem of disorder.

[0152] For the foregoing embodiments for resolving
the problem of disorder of downlink data, specific em-
bodiments are provided for description.

[0153] It should be noted that, in the following embod-
iments, an example in which a UPF allocates tunnel in-
formation is used for description. Actually, the tunnel in-
formation may alternatively be allocated by an SMF.
[0154] FIG. 7A and FIG. 7B show a method for con-
trolling disorder of downlink data according to this appli-
cation. The method is used to resolve the problem of
disorder of downlink data in the PSA change procedure
shown in FIG. 2(a), and the method is specificimplemen-
tation of the method in the embodiment shown in FIG. 4.
[0155] Before steps shownin FIG. 7A and FIG. 7B are
performed, a transmission path of uplink/downlink data
passes through UE, a RAN 2, a PSA 1, and an AS.
[0156] The method includes the following steps.
[0157] Step 701: An SMF determines to perform an-
chor redirection and selects a new anchor PSA 2.
[0158] The SMF determines that a packet sequencing
function is located in the RAN 2. Therefore, the SMF
needs to indicate the RAN 2 to buffer, before an end
marker (end marker) is received fromthe PSA 1, downlink
data from the PSA 2.

[0159] That the SMF determines that a packet se-
quencing function is located in the RAN 2 may also be
described as follows: The SMF determines that the RAN
2 is a convergence point of a path before anchor redirec-
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tion and a path after anchor redirection. In other words,
in any one ofthe following scenarios, the SMF determines
that the packet sequencing function is located in the RAN
2.

(1) The RAN 2 is directly connected to a source PSA
(namely, the PSA 1), and the RAN 2 is directly con-
nected to a target PSA (namely, the PSA 2).

(2) The RAN 2 is directly connected to a source PSA
(namely, the PSA 1), and the RAN 2 is connected to
atarget PSA (namely, the PSA 2) through an I-UPF.
(3) The RAN 2 is connected to a source PSA (name-
ly, the PSA 1) through an I-UPF, and the RAN 2 is
directly connected to a target PSA (namely, the PSA
2).

(4) The RAN 2 is connected to a source PSA (name-
ly, the PSA 1) through an I-UPF, and the RAN 2 is
connected to a target PSA (namely, the PSA 2)
through another I-UPF.

[0160] The following step 702a and step 702b, and
step 703a and step 703d are used to establish a user
plane connection between the PSA 2 and the RAN 2.
[0161] Step 702a and step 702b: The SMF sends an
N4 session establishment request (N4 Session Establist
Request) to the PSA 2. The N4 session establishment
request carries RAN 2 tunnel information. The PSA 2
returns an N4 session establishment response (N4 Ses-
sion Establist Response) to the SMF. The N4 session
establishment response carries PSA 2 tunnel informa-
tion.

[0162] The tunnelinformation may include atleast one
of a tunnel endpoint identifier (tunnel endpoint identity,
TEID), an IP address, or the like.

[0163] The SMF may obtain the RAN 2 tunnel informa-
tion in a step of establishing a user plane connection
between the RAN 2 and the PSA 1 in a RAN switching
procedure.

[0164] Step 703a: The SMF sends a session update
request to an AMF. The session update request carries
the PSA 2 tunnel information and indication information.
[0165] The indication information indicates the RAN 2
to buffer, before the end marker is received from the PSA
1, the downlink data from the PSA 2. The indication in-
formation may be understood as a forwarding rule.
[0166] During specificimplementation, the session up-
date request may be, for example,
Nsmf_PDUSessionUpdateSMContext Request.

[0167] Step 703b: The AMF sends an N2 session re-
quest (N2 Session Request) to the RAN 2. The N2 ses-
sion request carries the PSA 2 tunnel information and
the indication information.

Step 703c: The RAN 2 returns an N2 session response
to the AMF

[0168] Step 703d: The AMF returns a session update
response to the SMF.
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[0169] During specificimplementation, the session up-
date response may be, for example,
Nsmf_PDUSessionUpdateSMContext Response.

[0170] The foregoing step 703c and step 703d are op-
tional steps.
[0171] A forwarding rule in a DN may be updated by

using the following step 704 to step 706. To be specific,
the downlink data is not sent to the UE through the PSA
1. Instead, the PSA 1 is updated to the PSA 2.

[0172] Step 704: The SMF sends an N4 network up-
date request (N4 DN Update request) to the PSA 2.
[0173] Step 705: The PSA 2 sends an uplink packet or
an address resolution protocol (Address Resolution Pro-
tocol, ARP) packet to the data network DN based on the
received N4 network update request, to update a for-
warding rule of a switch in the DN.

[0174] The ARP packet herein may be a normal ARP
packet or a gratuitous ARP packet. A destination address
of the normal ARP packet is an IP address of a peer
node, and a destination address of the gratuitous ARP
packet is a UE IP.

[0175] During specific implementation, the DN herein
may be an application server AS in the ethernet (Ether-
net) DN.

[0176] After updating of the forwarding rule is complet-
ed, the AS sends the downlink data to the PSA 2, and
then the PSA 2 sends the downlink data to the RAN 2.
In addition, the RAN 2 buffers the downlink data from the
PSA 2 based on the indication information before receiv-
ing the end marker sent by the PSA 1.

[0177] Step 706: The PSA 2 returns an N4 network
update response (N4 DN Update response) to the SMF.
[0178] This step is an optional step.

[0179] Inthe following step 707 and step 708, the PSA
1 is triggered to send the end marker.

[0180] Step707: The SMF sends an N4 anchor switch-
ing notification (N4 anchor change notification) to the
PSA 1.

[0181] After receiving the N4 anchor switching notifi-
cation, the PSA 1 learns that the anchor has been
switched, that is, switched from the PSA 1 to the PSA 2.
Therefore, the PSA 1 sends the end marker on an old
path, namely, a path on which the nodes PSA 1 and RAN
2 are located. After receiving the end marker, the RAN
2 learns that the end marker packet is a last packet on
the old path, so that the RAN 2 can send the buffered
downlink data from the PSA 2 to the UE.

[0182] In an example, the PSA 1 may be triggered, in
the following two manners, to send the end marker.
[0183] Manner 1: In step 704, the SMF starts a timer.
When the timer expires, the SMF notifies the PSA 1 to
send the end marker. Alternatively, in step 705, the PSA
2 starts a timer. When the timer expires, the PSA 2 no-
tifies, through the SMF, the PSA 1 to send the end marker.
[0184] Manner 2: When the PSA 1 receives the uplink
packet or the ARP packet broadcast by the PSA 2 in step
705, the PSA 1 triggers sending of the end marker.
[0185] Itshould be noted that, this application does not
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necessarily depend on sending of the end marker, and
a buffered downlink packet may also be sent by using a
timer mechanism. The timer indicates time when the for-
warding rule in the ethernet is updated. If the timer ex-
pires, it indicates that updating of the forwarding rule in
the ethernet is completed.

[0186] A manner of setting of a value of the timer is not
limited in this application either. For example, the value
of the timer may be set based on policy configuration. A
specific description is as follows: If the SMF or the PSA
2 starts the timer (if the SMF starts the timer, the timer
is started in step 704; or if the PSA 2 starts the timer, the
timer is started in step 705), when the timer expires, the
SMF or the PSA 2 notifies the RAN 2 to start to send the
buffered downlink data to the UE. In this case, the indi-
cation information in step 703a and step 703b indicates
the RAN 2 to buffer, before the RAN 2 receives an indi-
cation from the SMF, the downlink data from the PSA 2.
The indication is triggered when the timer expires.
[0187] Itshould be noted that, in the presentinvention,
the end marker may alternatively be sent by the applica-
tion server (Application server, AS). A manner of trigger-
ing the AS to send the end marker is similar to a manner
of triggering the PSA 1 to send the end marker. The fol-
lowing two manners may be included.

[0188] Manner 1: A timer mechanism is set. The timer
may be started by the SMF, the PSA 2, or the AS. If the
timer is started by the SMF or the PSA 2, when the timer
expires, the SMF indicates the AS to send the end marker
to the old path; or if the timer is started by the AS, when
the timer expires, the AS sends the end marker to the
old path. Manner 2: When the AS receives the uplink
packet or the ARP packet broadcast by the PSA 2 in step
705, the AS triggers sending of the end marker.

[0189] Step 708: The PSA 1 returns an N4 anchor
switching notification response (N4 anchor change noti-
fication Response).

[0190] This step is optional.

[0191] According to the embodiment shownin FIG. 7A
and FIG. 7B, the problem of disorder of downlink data in
the scenario shown in FIG. 2(a) is resolved, thereby im-
proving user experience.

[0192] FIG. 8A and FIG. 8B show a method for con-
trolling disorder of downlink data according to this appli-
cation. The method is used to resolve the problem of
disorder of downlink data in the PSA change procedure
shown in FIG. 2(b), and the method is specific implemen-
tation of the method in the embodiment shown in FIG. 4.
[0193] Before steps shownin FIG. 8A and FIG. 8B are
performed, a transmission path of uplink/downlink data
passes through UE, a RAN 2, an I-UPF 2, a PSA 1, and
an AS.

[0194] The method includes the following steps.
[0195] Step 801 isthe same as step 701 in the embod-
iment shown in FIG. 7A and FIG. 7B.

[0196] In step 801, the SMF determines that a packet
sequencing function is located in the I-UPF 2. Therefore,
the SMF needs to indicate the |-UPF 2 to buffer, before
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an end marker (end marker) is received from the PSA 1,
downlink data from a PSA 2.

[0197] That the SMF determines that a packet se-
quencing function is located in the I-UPF 2 may also be
described as follows: The SMF determines that the I-UPF
2 is a convergence point of a path before anchor redirec-
tion and a path after anchor redirection. Specifically, in
any one of the following scenarios, the SMF determines
that the packet sequencing function is located in the I-
UPF 2.

[0198] The RAN 2 is connected to a source PSA
(namely, the PSA 1) through the I-UPF 2, and the RAN
2 is directly connected to a target PSA (namely, the PSA
2) through the I-UPF 2.

[0199] The following step 802a and step 802b, and
step 803a and step 803b are used to establish a user
plane connection between the PSA 2 and the I-UPF 2.
[0200] Step 802a and step 802b: The SMF sends an
N4 session establishment request (N4 Session Establist
Request) to the PSA2. The N4 session establishment
request carries I-UPF 2 tunnel information. The PSA 2
returns an N4 session establishment response (N4 Ses-
sion Establist Response) to the SMF. The N4 session
establishment response carries PSA 2 tunnel informa-
tion.

[0201] Thel-UPF 2tunnelinformation may be obtained
by the SMF in a step of inserting the I-UPF 2 in a RAN
switching procedure of the UE.

[0202] The tunnel information may include at leastone
of a TEID, an IP address, or the like.

[0203] Step 803a: The SMF sends an N4 session mod-
ification request to the I-UPF 2. The N4 session modifi-
cation request carries the PSA 2 tunnel information and
indication information.

[0204] The indication information indicates the I-UPF
2 to buffer, before the end marker is received from the
PSA 1, the downlink data from the PSA 2. The indication
information may be understood as a forwarding rule.
[0205] Step 803b: The I-UPF 2 sends an N4 session
modification response to the SMF.

[0206] This step is optional.

[0207] Step 804 to step 806 are the same as step 704
to step 706 in the embodiment shown in FIG. 7A and
FIG. 7B. Refer to the foregoing descriptions.

[0208] After updating of the forwarding rule is complet-
ed, the AS may send the downlink data to the PSA 2,
and then the PSA 2 sends the downlink data to the I-UPF
2. In addition, the I-UPF 2 buffers the downlink data from
the PSA 2 based on the indication information before
receiving the end marker sent by the PSA 1.

[0209] Inthe following step 807 and step 808, the PSA
1 is triggered to send the end marker.

[0210] Step807: The SMF sends an N4 anchor switch-
ing notification (N4 anchor change notification) to the
PSA 1.

[0211] After receiving the N4 anchor switching notifi-
cation, the PSA 1 learns that the anchor has been
switched, that is, switched from the PSA 1 to the PSA 2.
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Therefore, the PSA 1 sends the end marker on an old
path, namely, a path on which the nodes PSA 1 and I-
UPF 2 are located. After receiving the end marker, the I-
UPF 2 learns that the end marker packet is a last packet
on the old path, so that the I-UPF 2 can send the buffered
downlink data from the PSA 2 to the RAN 2.

[0212] In an example, the PSA 1 may be triggered, in
the following two manners, to send the end marker.
[0213] Manner 1: In step 804, the SMF starts a timer.
When the timer expires, the SMF notifies the PSA 1 to
send the end marker. Alternatively, in step 805, the PSA
2 starts a timer. When the timer expires, the PSA 2 no-
tifies, through the SMF, the PSA 1 to send the end marker.
[0214] Manner 2: When the PSA 1 receives an uplink
packet, an ARP packet, or a gratuitous ARP packet
broadcast by the PSA 2 in step 805, the PSA 1 triggers
sending of the end marker.

[0215] It should be noted that, this application does not
necessarily depend on sending of the end marker, and
a buffered downlink packet may also be sent by using a
timer mechanism. The timer indicates time when the for-
warding rule in the ethernet is updated. If the timer ex-
pires, it indicates that updating of the forwarding rule in
the ethernet is completed.

[0216] A manner of setting of a value of the timer is not
limited in this application either. For example, the value
of the timer may be set based on policy configuration. A
specific description is as follows: If the SMF or the PSA
2 starts the timer (if the SMF starts the timer, the timer
is started in step 804; or if the PSA 2 starts the timer, the
timer is started in step 805), when the timer expires, the
SMF or the PSA 2 notifies the I-UPF 2 to start to send
the buffered downlink data to the RAN 2. In this case,
the indication information in step 803a and step 803b
indicates the I-UPF 2 to buffer, before the I-UPF 2 re-
ceives an indication from the SMF, the downlink data
fromthe PSA 2. The indication is triggered when the timer
expires.

[0217] Itshould be noted that, in the present invention,
the end marker may alternatively be sent by the AS. This
step is the same as step 708 in the embodiment shown
in FIG. 7A and FIG. 7B in which the AS sends the end
marker. For details, refer to the foregoing descriptions.
[0218] Step 808: The PSA 1 returns an N4 anchor
switching notification response (N4 anchor change noti-
fication Response).

[0219] This step is optional.

[0220] According to the embodiment shownin FIG. 8A
and FIG. 8B, the problem of disorder of downlink data in
the scenario shown in FIG. 2(b) is resolved, thereby im-
proving user experience.

[0221] FIG. 9A and FIG. 9B show a method for con-
trolling disorder of downlink data according to this appli-
cation. The method is used to resolve the problem of
disorder of downlink data in the PSA change procedure
shown in FIG. 2(c), and the method is specific implemen-
tation of the method in the embodiment shown in FIG. 4.
[0222] Before steps shownin FIG. 9A and FIG. 9B are
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performed, a transmission path of uplink/downlink data
passes through UE, aRAN 2, an I-UPF 2/aPSA 2,a PSA
1, and an AS.

[0223] The method includes the following steps.
[0224] Step 901 is the same as step 701 in the embod-
iment shown in FIG. 7A and FIG. 7B.

[0225] In step 901, the SMF determines that a packet
sequencing function is located in the PSA 2/I-UPF 2.
Therefore, the SMF needs to indicate the PSA 2/I-UPF
2tobuffer, before an end marker (end marker) is received
from the PSA 1, downlink data from the PSA 2.

[0226] That the SMF determines that a packet se-
quencing function is located in the PSA 2/I-UPF 2 may
also be described as follows: The SMF determines that
the PSA 2/I-UPF 2 is a convergence point of a path before
anchor redirection and a path after anchor redirection.
Specifically, in the following scenario, the SMF deter-
mines that the packet sequencing function is located in
the PSA 2/I-UPF 2. The RAN 2 is connected to a source
PSA (namely, the PSA 1) through the PSA 2/I-UPF 2,
and the RAN 2isdirectly connected to the PSA 2/I-UPF 2.
[0227] That the SMF indicates the PSA 2/I-UPF 2 to
buffer the downlink data from the PSA 2 may also be
described asindicating the PSA 2/I-UPF 2 to buffer down-
link data from the AS.

[0228] The following step 902a and step 902b are used
to indicate the I-UPF 2/PSA 2 to buffer, before the end
marker is received from the PSA 1, downlink data from
a DN.

[0229] Step 902a and step 902b: The SMF sends an
N4 session establishment request (N4 Session Establist
Request) to the PSA 2. The N4 session establishment
request carries indication information. The PSA 2 returns
an N4 session establishment response (N4 Session Es-
tablist Response) to the SMF.

[0230] The indication information indicates the I-UPF
2/PSA 2 to buffer, before the end marker is received from
the PSA 1, the downlink data from the DN. The indication
information may be understood as a forwarding rule.
[0231] Step 903 to step 905 are the same as step 704
to step 706 in the embodiment shown in FIG. 7A and
FIG. 7B. Refer to the foregoing descriptions.

[0232] After updating of the forwarding rule is complet-
ed, the AS may send the downlink data to the I-UPF
2/PSA 2. The I-UPF 2/PSA 2 buffers the downlink data
from the AS based on the indication information before
receiving the end marker sent by the PSA 1.

[0233] Inthe following step 906 and step 907, the PSA
1 is triggered to send the end marker.

[0234] Step907: The SMF sends an N4 anchor switch-
ing notification (N4 anchor change notification) to the
PSA 1.

[0235] After receiving the N4 anchor switching notifi-
cation, the PSA 1 learns that the anchor has been
switched, that is, switched from the PSA 1 to the PSA 2.
Therefore, the PSA 1 sends the end marker on an old
path. After receiving the end marker, the I-UPF 2/PSA 2
learns that the end marker is a last packet on the old
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path, so that the I-UPF 2/PSA 2 can send the buffered
downlink data from the AS to the RAN 2.

[0236] In an example, the PSA 1 may be triggered, in
the following two manners, to send the end marker.
[0237] Manner 1: In step 903, the SMF starts a timer.
When the timer expires, the SMF notifies the PSA 1 to
send the end marker. Alternatively, in step 904, the I-
UPF 2/PSA 2 starts a timer. When the timer expires, the
I-UPF 2/PSA 2 notifies, through the SMF, the PSA 1 to
send the end marker.

[0238] Manner 2: When the PSA 1 receives an uplink
packet, an ARP packet, or a gratuitous ARP packet
broadcast by the I-UPF 2/PSA 2 in step 904, the PSA 1
triggers sending of the end marker.

[0239] It should be noted that, this application does not
necessarily depend on sending of the end marker, and
a buffered downlink packet may also be sent by using a
timer mechanism. The timer indicates time when the for-
warding rule in the ethernet is updated. If the timer ex-
pires, it indicates that updating of the forwarding rule in
the ethernet is completed.

[0240] A manner of setting of a value of the timer is not
limited in this application either. For example, the value
of the timer may be set based on policy configuration. A
specific description is as follows: If the SMF or the I-UPF
2/PSA 2 starts the timer (if the SMF starts the timer, the
timer is started in step 903; or if the I-UPF 2/PSA 2 starts
the timer, the timer is started in step 904), when the timer
expires, the SMF or the I-UPF 2/PSA 2 notifies the I-UPF
2/PSA 2 to start to send the buffered downlink data to
the RAN 2. In this case, the indication information in step
902a indicates the I-UPF 2/PSA 2 to buffer, before the |-
UPF 2/PSA 2 receives an indication from the SMF, the
downlink data from the AS. The indication is triggered
when the timer expires.

[0241] It should be noted that, in the present invention,
the end marker may alternatively be sent by the applica-
tion server. This step is the same as step 708 in the em-
bodiment shown in FIG. 7A and FIG. 7B in which the
application server sends the end marker. For details, re-
fer to the foregoing descriptions.

[0242] Step 908: The PSA 1 returns an N4 anchor
switching notification response (N4 anchor change noti-
fication Response).

[0243] This step is optional.

[0244] According to the embodiment shownin FIG. 9A
and FIG. 9B, the problem of disorder of downlink data in
the scenario shown in FIG. 2(c) is resolved, thereby im-
proving user experience.

[0245] FIG. 10A, FIG. 10B,andFIG. 10C show a meth-
od for controlling disorder of downlink data according to
this application. The method is used to resolve the prob-
lem of disorder of downlink data in the PSA change pro-
cedure shown in FIG. 2(b), and the method is specific
implementation of the method in the embodiment shown
in FIG. 5.

[0246] Before steps shownin FIG. 10A, FIG. 10B, and
FIG. 10C are performed, a transmission path of up-
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link/downlink data passes through UE, a RAN 2, an I-
UPF 2,a PSA 1, and an AS.

[0247] The method includes the following steps.
[0248] Step 1001: An SMF determines to perform an-
chor redirection and selects a new anchor PSA 2.
[0249] It should be noted that, before step 1001, an N3
user plane connection between the I-UPF 2 and the RAN
2 has been established in a RAN switching procedure.
The N3 user plane connection may also be referred to
as a first user plane connection, and the first user plane
connection is used to transmit downlink data from the
PSA 1.

[0250] The SMF determines to perform anchor redi-
rection, selects the new anchor PSA 2, and determines
to establish an N3 forwarding tunnel between the I-UPF
2 and the RAN 2. The N3 forwarding tunnel may also be
referred to as a second user plane connection, and the
N3 forwarding tunnel is used to transmit downlink data
from the PSA 2.

[0251] The following step 1002a and step 1002b, and
step 1003a and step 1003b are used to establish a user
plane connection between the PSA2 and the I-UPF 2.
[0252] Step 1002a and step 1002b are the same as
step 802a and step 802b in the embodiment shown in
FIG. 8A and FIG. 8B. Refer to the foregoing descriptions.
[0253] Step 1003a: The SMF sends an N4 session
modificationrequestto the I-UPF 2. The N4 session mod-
ification request carries PSA 2 tunnel information and
indication information.

[0254] The indication information indicates the I-UPF
2 to send, through the second user plane connection (N3
forwarding tunnel), downlink data of a second data trans-
mission path to the RAN 2.

[0255] In this application, the indication information
may also be referred to as second indication information.
[0256] In an alternative implementation, the indication
information in step 1003a may alternatively be carried by
the SMF to the I-UPF 2 in step 1008a.

[0257] Step 1003b: The I-UPF 2 sends an N4 session
modification response to the SMF. Optionally, the N4
session modification response message carries |I-UPF 2
forwarding tunnel information.

[0258] This step is optional.

[0259] Step 1004: The SMF sends a session update
request to an AMF. The session update request carries
N2 session information, and the N2 session information
includes indication information.

[0260] The indication information indicates the RAN 2
to allocate forwarding tunnel information.

[0261] In this application, the indication information
may also be referred to as first indication information.
[0262] In an implementation, the session update re-
quest may be, for example, Nsmf PDUSession Update-
Context Request.

[0263] Step 1005: The AMF sends an N2 request to
the RAN 2. The N2 request carries the indication infor-
mation in step 1004.

[0264] Step 1006: The RAN 2 allocates RAN forward-
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ing tunnel information based on the indication informa-
tion, and returns an N2 response to the AMF. The N2
response carries the allocated RAN forwarding tunnel
information.

[0265] Step 1007: The AMF returns a session update
response to the SMF. The session update response car-
ries N2 session information, and the N2 session informa-
tion includes the RAN forwarding tunnel information.
[0266] In an implementation, the session update re-
sponse may be, for example, Nsmf PDUSession Update-
Context Response.

[0267] Step 1008a and step 1008b: The SMF sends
an N4 session modification request to the I-UPF 2. The
N4 session modification request carries the RAN for-
warding tunnel information. The I-UPF 2 returns an N4
session modification response to the SMF.

[0268] Step 1009 to step 1011 are the same as step
804 to step 806 in the embodiment shown in FIG. 8A and
FIG. 8B. Refer to the foregoing descriptions.

[0269] Downlink data of the AS may be sent to the new
anchor PSA 2. The PSA 2 sends the downlink data to
the I-UPF 2 through the user plane connection between
the PSA 2 and the I-UPF 2. The I-UPF 2 sends the down-
link data to the RAN 2 through the N3 forwarding tunnel
(namely, the second user plane connection) between the
I-UPF 2 and the RAN 2. The RAN 2 buffers the downlink
data before receiving an end marker from the N3 user
plane connection (namely, the first user plane connec-
tion).

[0270] In the following step 1012 and step 1013, the
PSA 1 is triggered to send the end marker.

[0271] Step 1012 is the same as step 807 in the em-
bodiment shown in FIG. 8A and FIG. 8B. Refer to the
foregoing descriptions.

[0272] ThePSA 1sendsthe end markeron anold path,
that is, the PSA 1 sends the end marker to the I-UPF 2
through a user plane connection between the PSA 1 and
the I-UPF 2. The I-UPF 2 sends the end marker to the
RAN 2 through the N3 user plane connection (namely,
the first user plane connection) between the I-UPF 2 and
the RAN 2. It should be noted that an action of the I-UPF
2 is also applicable to the downlink data from the PSA 1.
To be specific, the I-UPF 2 sends the downlink data from
the PSA 1 to the RAN 2 through the N3 user plane con-
nection between the |-UPF 2 and the RAN 2, and then
the RAN 2 sends the downlink data from the N3 user
plane connection to the UE through an air interface con-
nection.

[0273] Afterreceiving the end marker from the N3 user
plane connection, the RAN 2 may send the buffered
downlink data from the second user plane connection,
namely, the downlink data from the PSA 2, to the RAN 2.
[0274] According to the embodiment shown in FIG.
10A, FIG. 10B, and FIG. 10C, the problem of disorder of
downlink data in the scenario shown in FIG. 2(b) is re-
solved, thereby improving user experience.

[0275] FIG.11A,FIG.11B,andFIG. 11C show a meth-
od for controlling disorder of downlink data according to
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this application. The method is used to resolve the prob-
lem of disorder of downlink data in the PSA change pro-
cedure shown in FIG. 2(c), and the method is specific
implementation of the method in the embodiment shown
in FIG. 5.

[0276] Before steps shownin FIG. 11A, FIG. 11B, and
FIG. 11C are performed, a transmission path of up-
link/downlink data passes through UE, a RAN 2, an I-
UPF 2,a PSA 1, and an AS.

[0277] The method includes the following steps.
[0278] Step 1101: An SMF determines to perform an-
chor redirection and selects a new anchor PSA 2.
[0279] It should be noted that, before step 1001, in a
RAN switching procedure, a UPF reselected by the SMF
isthe I-UPF 2, and an N3 user plane connection between
the I-UPF 2 and the RAN 2 has been established. The
N3 user plane connection may also be referred to as a
first user plane connection, and the first user plane con-
nection is used to transmit downlink data from the PSA 1.
[0280] The SMF determines to perform anchor redi-
rection. In an anchor redirection procedure, the reselect-
ed new anchor PSA 2 is the |-UPF 2, that is, the I-UPF
2 and the PSA 2 are a same node.

[0281] After selecting the I-UPF 2/PSA 2, the SMF de-
termines to establish an N3 forwarding tunnel between
the I-UPF 2/PSA 2 and the RAN 2. The N3 forwarding
tunnel may also be referred to as a second user plane
connection, and the N3 forwarding tunnel is used to trans-
mit downlink data from the PSA 2.

[0282] The following step 1102a and step 1102b are
used toindicate the I-UPF 2/PSA 2 to send downlink data
from the DN to the RAN 2 through the second user plane
connection.

[0283] Step 1102a and step 1102b: The SMF sends
an N4 session establishment request (N4 Session Es-
tablist Request) to the I-UPF 2/PSA 2. The N4 session
establishmentrequest carries indication information. The
I-UPF 2/PSA 2 returns an N4 session establishment re-
sponse (N4 Session Establist Response) to the SMF.
Optionally, the N4 session establishment response car-
ries I-UPF 2/PSA 2 forwarding tunnel information.
[0284] The indication information indicates the I-UPF
2/PSA 2 to send, through the second user plane connec-
tion (N3 forwarding tunnel), downlink data of a second
data transmission path to the RAN 2.

[0285] In this application, the indication information
may also be referred to as second indication information.
[0286] In an alternative implementation, the indication
information in step 1102a may alternatively be carried by
the SMF to the I-UPF 2/PSA 2 in step 1107b.

[0287] The following step 1103 to step 1107b are used
to establish the forwarding tunnel between the RAN 2
and the I-UPF 2/PSA 2. The forwarding tunnel may also
be referred to as the N3 forwarding tunnel or the first user
plane connection.

[0288] Step 1103: The SMF sends a session update
request to an AMF. The session update request carries
N2 session information, and the N2 session information
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includes indication information.

[0289] The indication information indicates the RAN 2
to allocate forwarding tunnel information.

[0290] In this application, the indication information
may also be referred to as first indication information.
[0291] In an implementation, the session update re-
quest may be, for example, Nsmf PDUSession Update-
Context Request.

[0292] Step 1104: The AMF sends an N2 request to
the RAN 2. The N2 request carries the indication infor-
mation in step 1103.

[0293] Step 1105: The RAN 2 allocates RAN forward-
ing tunnel information based on the indication informa-
tion, and returns an N2 response to the AMF. The N2
response carries the allocated RAN forwarding tunnel
information.

[0294] Step 1106: The AMF returns a session update
response to the SMF. The session update response car-
ries N2 session information, and the N2 session informa-
tion includes the RAN forwarding tunnel information.
[0295] In an implementation, the session update re-
sponse may be, for example,
Nsmf_PDUSession_UpdateContext Response.

[0296] Step 1107a and step 1107b: The SMF sends
an N4 session modification request to the I-UPF 2/PSA
2. The N4 session modification request carries the RAN
forwarding tunnelinformation. The I-UPF 2/PSA 2 returns
an N4 session modification response to the SMF.
[0297] Step 1009 to step 1011 are the same as step
903 to step 905 in the embodiment shown in FIG. 9A and
FIG. 9B. Refer to the foregoing descriptions.

[0298] Downlink data of the AS may be sent to the new
anchor I-UPF 2/PSA 2. The I-UPF 2/PSA 2 sends the
downlink data to the RAN 2 through the N3 forwarding
tunnel (which may be referred to as the second user plane
connection) between the [-UPF 2/PSA 2 and the RAN 2.
The RAN 2 buffers the downlink data before receiving an
end marker from the N3 user plane connection (namely,
the first user plane connection).

[0299] In the following step 1111 and step 1112, the
PSA 1 is triggered to send the end marker.

[0300] Step 1111 is the same as step 906 in the em-
bodiment shown in FIG. 9A and FIG. 9B. Refer to the
foregoing descriptions.

[0301] ThePSA 1sendsthe end markeronanold path,
that is, the PSA 1 sends the end marker to the I-UPF
2/PSA 2 through a user plane connection between the
PSA 1 and the I-UPF 2/PSA 2. The I-UPF 2/PSA 2 sends
the end marker to the RAN 2 through the N3 user plane
connection (namely, the first user plane connection) be-
tween the I-UPF 2/PSA 2 and the RAN 2. It should be
noted that an action of the I-UPF 2/PSA 2 is also appli-
cable to the downlink data from the PSA 1. To be specific,
the I-UPF 2/PSA 2 sends the downlink data from the PSA
1 to the RAN 2 through the N3 user plane connection
between the I-UPF 2/PSA 2 and the RAN 2, and then the
RAN 2 sends the downlink data from the N3 user plane
connection to the UE through an air interface connection.
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[0302] Afterreceiving the end marker from the N3 user
plane connection, the RAN 2 may send the buffered
downlink data from the second user plane connection,
namely, the downlink data from the PSA 2, to the UE.
[0303] According to the embodiment shown in FIG.
11A, FIG. 11B, and FIG. 11C, the problem of disorder of
downlink data in the scenario shown in FIG. 2(c) is re-
solved, thereby improving user experience.

[0304] FIG. 12A and FIG. 12B show a method for con-
trolling disorder of downlink data according to this appli-
cation. The method is used to resolve the problem of
disorder of downlink data in the user plane connection
activation procedure shown in FIG. 3, and the method is
specificimplementation of the method in the embodiment
shown in FIG. 4.

[0305] An AS sends downlink data to a PSA. The PSA
forwards the downlink data to an I-UPF 1. The I-UPF 1
triggers the user plane connection activation procedure.
The following describes the method for controlling disor-
der of downlink data in the user plane connection activa-
tion procedure. The method includes the following steps.
[0306] When UE is in anidle state, the UE needs to be
found through paging, and then starts to perform step
1201; or when UE is in a connected state, the UE starts
to perform step 1203.

[0307] Before steps shown in FIG. 12A and FIG. 12B
are performed, the downlink data is sent by the AS to a
PSA 1, and the PSA 1 sends the downlink data to the I-
UPF 1 through a user plane connection between the PSA
1 and the I-UPF 1. Because a user plane connection
between the I-UPF 1 and a RAN 2 is not activated, the
I-UPF 1 buffers the downlink data.

[0308] Step1201: The UE thatis found through paging
sends a RAN message to the RAN 2. The RAN message
carries a service request message, and the service re-
quest message carries a session identifier (PDU session
ID), and the like.

[0309] Step 1202: The RAN 2 sends an N2 message
to an AMF. The N2 message carries the service request
message and location information of the UE.

[0310] Step 1203: If the AMF determines, based on
the location information of the UE and a service area of
the I-UPF 1, that the UE is not located in the service area
of the I-UPF 1, the AMF sends an N11 message to an
SMF. The N11 message carries information such as a
session identifier and an access type.

[0311] The N11 message may be used to trigger the
SMF to reselect a UPF.

[0312] During specific implementation, the N11 mes-
sage may be
Nsmf_PDUSession_UpdateSMContextRequest.

[0313] Step 1204: The SMF performs UPF selection
and selects an I-UPF 2. In addition, ifthe SMF determines
thatthe procedure is the user plane connection activation
procedure, the SMF specifies the I-UPF 2 to perform
downlink data sorting.

[0314] That the SMF specifies the I-UPF 2 to perform
downlink data sorting means that the SMF indicates the
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I-UPF 2 to: send the downlink data from the I-UPF 1, and
then send, after an end marker sent by the I-UPF 1 is
received, downlink data from the PSA to the RAN 2.
[0315] The SMF determines that a current procedure
is the user plane connection activation procedure by us-
ing the following methods.

[0316] Method 1: If the AMF determines, based on the
received service request message, that the current pro-
cedure is the user plane connection activation procedure,
the AMF sends an indicator to the SMF in step 1203.
Therefore, the SMF determines, based on the received
indicator, that the current procedure is the user plane
connection activation procedure.

[0317] Method 2: The SMF receives the N11 message
in step 1203, and learns, based on the foregoing steps,
that the I-UPF 1 buffers data. In other words, step 1203
is triggered by the buffered downlink data. In this case,
the SMF determines that the current procedure is the
user plane connection activation procedure.

[0318] The downlink data from the I-UPF 1 is the down-
link data buffered by the I-UPF 1. The end marker is also
referred to as an end marker and indicates that sending
of the downlink data on an old path is completed.
[0319] Step 1205: The SMF sends an N4 session es-
tablishment request to the I-UPF 2. The N4 session es-
tablishment request carries indication information and
PSA tunnel information.

[0320] The indication information indicates the I-UPF
2 to: send the downlink data from the I-UPF 1, and then
send, after the end marker sent by the I-UPF 1 isreceived,
the downlink data from the PSA to the RAN 2.

[0321] The PSA tunnel information sent to the I-UPF
2 is used to establish an uplink user plane connection
between the I-UPF 2 and the PSA.

[0322] Step 1206: The I-UPF 2 returns an N4 session
establishment response to the SMF. The N4 session es-
tablishment response carries first downlink tunnel infor-
mation (also referred to as DL CN Tunnel info for the
PSA), uplink tunnel information (UL CN Tunnel info for
the RAN), and second downlink tunnel information (DL
CN Tunnel info for data forwarding).

[0323] The DL CN tunnel info for the PSA is to be sent
tothe PSA, to establish a downlink user plane connection
(which may also be referred to as a downlink tunnel) be-
tween the PSA and the I-UPF 2. The UL CN tunnel info
for the RAN is to be sent to the RAN 2, to establish an
uplink user plane connection between the RAN 2 and the
I-UPF 2. The DL CN tunnel info for data forwarding is to
be sent to the I-UPF 1, to establish a forwarding tunnel
between the I-UPF 1 and the I-UPF 2.

[0324] Step 1207: The SMF sends an N4 session mod-
ification request to the PSA. The N4 session modification
request carries the first downlink tunnel information (DL
CN Tunnel info for the PSA).

[0325] Step 1208: The PSA returns an N4 session
modification response to the SMF.

[0326] In this case, establishment of the downlink user
plane connection between the I-UPF 2 and the PSA is
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completed. When the PSA receives the downlink data,
the PSA sends the downlink data to the I-UPF 2 instead
of the I-UPF 1. After receiving the downlink data sent by
the PSA, the I-UPF 2 buffers the downlink data based on
the indication information.

[0327] In addition, before updating the downlink user
plane connection, the PSA sends the end marker to the
I-UPF 1, to indicate that the end marker is a last packet
on the old path.

[0328] Step 1209: The SMF sends an N4 session mod-
ification request to the I-UPF 1. The N4 session modifi-
cation request carries the second downlink tunnel infor-
mation (DL CN Tunnel info for data forwarding).

[0329] Step 1210: The I-UPF 1 returns an N4 session
modification response to the SMF.

[0330] In this case, establishment of the forwarding
tunnel between the I-UPF 1 and the I-UPF 2 is completed.
The I-UPF 1 may send the buffered downlink data to the
I-UPF 2.

[0331] In the following step 1211 to step 1218, an air
interface connection between the UE and the RAN 2 and
an N3 connection between the RAN 2 and the I-UPF 2
are established.

[0332] Step 1211: The SMF sends an N11 acknowl-
edgment message to the AMF

[0333] Optionally, the N11 acknowledgment message
carries the uplink tunnel information (UL CN Tunnel info).
[0334] During specific implementation, the N11 ac-
knowledgment message may be
Nsmf_PDUSession_UpdateSMContext Response.
[0335] Step 1212: The AMF sends an N2 request mes-
sage to the RAN 2.

[0336] Optionally, the N2 request message carries the
uplink tunnelinformation (UL CN Tunnel info). Step 1213:
The RAN 2 initiates a process of establishing a radio
resource control (radio resource control, RRC) connec-
tion to the UE.

[0337] In this case, establishment of an uplink user
plane connection between the UE, the RAN 2 and the I-
UPF 2 is completed. In addition, establishment of an up-
link user plane connection between the I-UPF 2 and the
PSA has been completed in step 1205. In this case, the
UE may send uplink data to the PSA via the RAN 2 and
the I-UPF 2.

[0338] Step 1214: The RAN 2 returns an N2 request
acknowledgment. The N2 request acknowledgment car-
ries RAN tunnel information (RAN tunnel info).

[0339] The RAN tunnel info is used to be sent to the I-
UPF 2, to establish a downlink user plane connection
between the I-UPF 2 and the RAN 2.

[0340] Step 1215: The AMF sends an N11 message
to the SMF. The N11 message carries the RAN tunnel
information (RAN tunnel info).

[0341] During specific implementation, the N11 mes-
sage may be Nsmf PDUSession UpdateSMContext Re-
quest.

[0342] Step 1216: The SMF sends an N4 session mod-
ification request to the I-UPF 2. The N4 session modifi-
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cation request carries the RAN tunnel information (RAN
tunnel info).

[0343] Step 1217: The I-UPF 2 returns an N4 session
modification response to the AMF

[0344] Step 1218: The SMF returns an N11 acknowl-
edgment message to the AMF

[0345] During specific implementation, the N11 ac-
knowledgment message may be
Nsmf_PDUSession_UpdateSMContext Response.
[0346] The foregoing step 1217 and step 1218 are op-
tional.

[0347] According to the embodiment shown in FIG.
12A and FIG. 12B, the problem of disorder of downlink
data in the user plane connection activation procedure
is resolved. According to this solution, disorder of down-
link data can be avoided, thereby improving user expe-
rience.

[0348] FIG. 13A and FIG. 13B show a method for con-
trolling disorder of downlink data according to this appli-
cation. The method is used to resolve the problem of
disorder of downlink data in the user plane connection
activation procedure shown in FIG. 3, and the method is
specific implementation of the method inthe embodiment
shown in FIG. 6.

[0349] An AS sends downlink data to a PSA. The PSA
forwards the downlink data to an I-UPF 1. The I-UPF 1
triggers the user plane connection activation procedure.
The following describes the method for controlling disor-
der of downlink data in the user plane connection activa-
tion procedure. The method includes the following steps.
[0350] When UE isin anidle state, the UE needs to be
found through paging, and then starts to perform step
1301; or when UE is in a connected state, the UE starts
to perform step 1303.

[0351] Before steps shown in FIG. 13A and FIG. 13B
are performed, the downlink data is sent by the AS to a
PSA 1, and the PSA 1 sends the downlink data to the I-
UPF 1 through a user plane connection between the PSA
1 and the I-UPF 1. Because a user plane connection
between the I-UPF 1 and a RAN 2 is not activated, the
I-UPF 1 buffers the downlink data.

[0352] The method includes the following steps.
[0353] Step 1301 to step 1303 are the same as step
1201 to step 1203 in the embodiment shown in FIG. 12A
and FIG. 12B. Refer to the foregoing descriptions.
[0354] Step 1304: The SMF performs UPF selection
and selects an I-UPF 2. In addition, if the SMF determines
that a current procedure is the user plane connection
activation procedure, the SMF triggers establishment of
aforwarding tunnel between the RAN 2, the I-UPF 2, and
the I-UPF 1.

[0355] The following step 1305 to step 1308 are used
to establish a user plane connection between the I-UPF
2 and the PSA.

[0356] Step 1305: The SMF sends an N4 session es-
tablishment request to the I-UPF 2. The N4 session es-
tablishment request carries PSA tunnel information and
indication information.
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[0357] The PSA tunnelinformation is sent to the I-UPF
2, to establish an uplink user plane connection between
the I-UPF 2 and the PSA.

[0358] The indication information indicates the I-UPF
2 to send, through a second user plane connection (N3
forwarding tunnel), downlink data of a second data trans-
mission path to the RAN 2.

[0359] In this application, the indication information
may also be referred to as second indication information.
[0360] Step 1306: The I-UPF 2 returns an N4 session
establishment response to the SMF. The N4 session es-
tablishment response carries first downlink tunnel infor-
mation (also referred to as DL CN Tunnel info for the
PSA) and second downlink tunnel information (also re-
ferred to as DL CN Tunnel info for data forwarding). Op-
tionally, the N4 session establishment response further
carries first uplink tunnel information (UL CN Tunnel info
for the RAN) and second uplink tunnel information (UL
CN Tunnel info for RAN for new path).

[0361] The DL CN tunnel info for the PSA is used to
be sent to the PSA, to establish a downlink user plane
connection between the PSA and the I-UPF 2. The DL
CN tunnel info for data forwarding is used to be sent to
the I-UPF 1, to establish a forwarding tunnel between the
I-UPF 1 and the I-UPF 2. The UL CN tunnel info for the
RAN is used to be sent to the RAN 2, to establish a first
uplink user plane connection (also referred to as a first
uplink tunnel) between the RAN 2 and the I-UPF 2. The
UL CN tunnel info for RAN for new path is used to be
senttothe RAN 2, to establish a second uplink user plane
connection (also referred to as a second uplink tunnel)
between the RAN 2 and the I-UPF 2.

[0362] Afirstuserplane connection between the I-UPF
2 and the RAN 2 includes a first downlink user plane
connection (also referred to as an N3 forwarding tunnel)
and the first uplink user plane connection (also referred
to as the first uplink tunnel). The second user plane con-
nection between the I-UPF 2 and the RAN 2 includes a
second downlink user plane connection (also referred to
as an N3 user plane connection) and the second uplink
user plane connection (also referred to as the second
uplink tunnel).

[0363] Step 1307: The SMF sends an N4 session mod-
ification request to the PSA. The N4 session modification
request carries the first downlink tunnel information (DL
CN Tunnel info for the PSA).

[0364] Step 1308: The PSA returns an N4 session
modification response.

[0365] In this case, establishment of a downlink user
plane path between the I-UPF 2 and the PSA is complet-
ed. It should be noted that, before changing a sending
path of the downlink data, the PSA sends an end marker
on an old path (namely, a path on which the nodes PSA,
I-UPF 1, and I-UPF 2 are located). After PSA path chang-
ing, if the PSA further receives downlink data, the PSA
sends the downlink data to the I-UPF 2.

[0366] Step 1309: The SMF sends an N4 session mod-
ification request to the I-UPF 1. The N4 session modifi-
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cation request carries the second downlink tunnel infor-
mation (DL CN Tunnel info for data forwarding).

[0367] Step 1310: The I-UPF 1 returns an N4 session
modification response.

[0368] In this case, establishment of the forwarding
tunnel betweenthe I-UPF 1 and the I-UPF 2 is completed.
The I-UPF 1 may send the buffered downlink data (data
before step 1301) and the end marker to the I-UPF 2.
[0369] The following step 1311 to step 1317 are used
to establish the N3 user plane connection between the
RAN 2 and the I-UPF 2 and the N3 forwarding tunnel
between the RAN 2 and the I-UPF 2. The N3 user plane
connection is used to transmit downlink data from the I-
UPF 1, and the N3 forwarding tunnel is used to transmit
downlink data from the I-UPF 2.

[0370] Step 1311: The SMF sends an N11 acknowl-
edgment message to the AMF. The N11 acknowledg-
ment message carries indication information, and the in-
dication information indicates the RAN 2 to allocate for-
warding tunnel information.

[0371] In this application, the indication information
may also be referred to as first indication information.
Optionally, the N11 acknowledgment message further
carries the first uplink tunnel information (UL CN Tunnel
info for the RAN) and the second uplink tunnelinformation
(UL CN Tunnel info for RAN for new path).

[0372] Inanimplementation, the N11acknowledgment
message may be specifically
Nsmf_PDUSession_UpdateSMContext Response.
[0373] Step 1312: The AMF sends an N2 request to
the RAN 2. The N2 request carries the indication infor-
mation.

[0374] Optionally, the N2 request further carries the
first uplink tunnel information (UL CN Tunnel info for the
RAN) and the second uplink tunnel information (UL CN
Tunnel info for RAN for new path).

[0375] Step 1313: The RAN 2 initiates an RRC con-
nection between the RAN 2 and the UE, to establish an
air interface connection.

[0376] Step 1314: The RAN 2 allocates RAN tunnel
information (RAN tunnel info) and RAN forwarding tunnel
information (RAN tunnel info for data forwarding) based
on the indication information, and sends an N2 request
acknowledgment to the AMF. The N2 request acknowl-
edgment carries the RAN tunnel information (RAN tunnel
info) and the RAN forwarding tunnel information (RAN
tunnel info for data forwarding).

[0377] The RAN tunnel information (RAN tunnel info)
may also be referred to as N3 user plane connection
tunnel information, and is used to be sent to the I-UPF
2, to establish the N3 user plane connection between the
I-UPF 2 and the RAN 2. The N3 user plane connection
is used to transmit the downlink data (namely, the down-
link data from the I-UPF 1) of the old path (namely, a first
data transmission path).

[0378] The RAN forwarding tunnel information (RAN
tunnel info for data forwarding) may also be referred to
N3 forwarding tunnel information, and is used to be sent
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to the I-UPF 2, to establish the N3 forwarding tunnel be-
tween the I-UPF 2 and the RAN 2. The N3 forwarding
tunnel is used to transmit the downlink data (namely, the
downlink data from the I-UPF 2) of a new path (namely,
the second data transmission path). The RAN 2 allocates
the RAN forwarding tunnel information (RAN tunnel info
for data forwarding) based on the indication information
received in step 1312.

[0379] Step 1315: The AMF sends an N11 message
to the SMF. The N11 message carries the RAN tunnel
information (RAN tunnel info) and the RAN forwarding
tunnel information (RAN tunnel info for data forwarding).
[0380] During specific implementation, the N11 mes-
sage may be Nsmf_PDUSession_UpdateSMContext
Request.

[0381] Step 1316: The SMF sends an N4 session mod-
ification request to the I-UPF 2. The N4 session modifi-
cation request carries the RAN tunnel information (RAN
tunnel info) and the RAN forwarding tunnel information
(RAN tunnel info for data forwarding).

[0382] Step 1317: The I-UPF 2 returns an N4 session
modification response.

[0383] Step 1318: The SMF returns an N11 acknowl-
edgment message to the AMF

[0384] During specific implementation, the N11 ac-
knowledgment message may be
Nsmf_PDUSession_UpdateSMContext Response.

[0385] The foregoing step 1317 and step 1318 are op-
tional.
[0386] In this case, establishment of the N3 forwarding

tunnel between the RAN 2 and the I-UPF 2 is completed,
and establishment of the N3 user plane connection be-
tween the RAN 2 and the I-UPF 2 is also completed. In
this case, the I-UPF 2 can send the received data to the
RAN 2. Specifically, the I-UPF 2 sends, to the RAN 2
through the N3 user plane connection between the I-UPF
2 and the RAN 2, the downlink data received from the |-
UPF 1 and the end marker; and the I-UPF 2 sends, to
the RAN 2 through the N3 forwarding tunnel between the
I-UPF 2 and the RAN 2, the downlink data received from
the PSA.

[0387] According to the embodiment shown in FIG.
13A and FIG. 13B, the problem of disorder of downlink
data in the user plane connection activation procedure
is resolved. According to this solution, disorder of down-
link data can be avoided, thereby improving user expe-
rience.

[0388] For the foregoing embodiments shown in FIG.
10A, FIG. 10B, and FIG. 10C, FIG. 11A, FIG. 11B, and
FIG.11C,and FIG. 13Aand FIG. 13B, the first user plane
connection (also referred to as the N3 user plane con-
nection) is used to transmit data of the first data trans-
mission path, that is, used to transmit old data; and the
second user plane connection (also referred to as the N3
forwarding tunnel) is used to transmit data of the second
datatransmission path, thatis, used to transmit new data.
In an alternative implementation, the first user plane con-
nection (alsoreferred to as the N3 user plane connection)
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may be used to transmit data of the second data trans-
mission path, that is, used to transmit new data; and the
second user plane connection (also referred to as the N3
forwarding tunnel) may be used to transmit data of the
first data transmission path, that is, used to transmit old
data. This is not limited in this application.

[0389] It may be understood that, to implement the
foregoing functions, each network element includes a
corresponding hardware structure and/or software mod-
ule for implementing each function. A person skilled in
the art should easily be aware that, in combination with
the examples described in the embodiments disclosed
in this specification, units and algorithm steps may be
implemented by hardware or a combination of hardware
and computer software in the presentinvention. Whether
a function is performed by hardware or hardware driven
by computer software depends on a particular application
and a design constraint of the technical solutions. A per-
son skilled in the art may use different methods to imple-
ment the described functions for each particular applica-
tion, but it should not be considered that the implemen-
tation goes beyond the scope of the present invention.
[0390] FIG. 14 is a possible example block diagram of
an apparatus 1400 according to this application. The ap-
paratus 1400 may exist in a form of software. The appa-
ratus 1400 may include a processing unit 1402 and a
communications unit 1403. In an implementation, the
communications unit 1403 may include a receiving unit
and a sending unit. The processing unit 1402 is config-
ured to control and manage an action of the apparatus
1400. The communications unit 1403 is configured to
support the apparatus 1400 in communicating with an-
other network entity. The apparatus 1400 may further
include a storage unit 1401, configured to store program
code and data that are of the apparatus 1400.

[0391] The processing unit 1402 may be a processor
or a controller, for example, may be a general purpose
central processing unit (central processing unit, CPU), a
general purpose processor, digital signal processing
(digital signal processing, DSP), an application-specific
integrated circuit (application specific integrated circuits,
ASIC), a field programmable gate array (field program-
mable gate array, FPGA) or another programmable logic
device, a transistor logic device, a hardware component,
or any combination thereof. The processing unit 1402
may implement or execute various example logical
blocks, modules, and circuits described with reference
to content disclosed in the present invention. The proc-
essor may be a combination of processors implementing
a computing function, for example, a combination includ-
ing one or more microprocessors, or a combination of
the DSP and a microprocessor. The communications unit
1403 may be a communications interface, a transceiver,
a transceiver circuit, or the like. The communications in-
terface is a general name. During specific implementa-
tion, the communications interface may include a plurality
of interfaces. The storage unit 1401 may be a memory.
[0392] In the first application, the apparatus 1400 may
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be the access network device in any one of the foregoing
embodiments, or may be a chip that can be used for the
access network device. For example, when the appara-
tus 1400 is the access network device, the processing
unit may be, for example, a processor, and the commu-
nications unit may be, for example, a transceiver. Op-
tionally, the transceiver may include a radio frequency
circuit, and the storage unit may be, for example, a mem-
ory. For example, when the apparatus 1400 is the chip
that can be used for the access network device, the
processing unit may be, for example, a processor, and
the communications unit may be, for example, an in-
put/output interface, a pin, or a circuit. The processing
unit may execute computer-executable instructions
stored in the storage unit. Optionally, the storage unit is
a storage unit inside the chip, such as a register or a
buffer. Alternatively, the storage unit may be a storage
unit that is in the access network device and that is lo-
cated outside the chip, such as a read-only memory
(read-only memory, ROM), another type of static storage
device that can store static information and instructions,
or a random access memory (random access memory,
RAM).

[0393] In an embodiment, the receiving unit is config-
uredto: receive downlink data, of a first data transmission
path, sent by a path aggregation network element
through a first user plane connection between the path
aggregation network element and the access network
device; and receive downlink data, of a second data
transmission path, sent by the path aggregation network
element through a second user plane connection be-
tween the path aggregation network element and the ac-
cess network device. The first data transmission path is
a data transmission path before path switching, and the
second data transmission path is a data transmission
path after path switching. The sending unit is configured
to send the downlink data of the second data transmis-
sion path after sending of the downlink data of the first
data transmission path is completed.

[0394] In a possible implementation, the receiving unit
is further configured to receive indication information sent
by a control plane network element. The indication infor-
mation indicates the access network device to allocate
tunnel information of the second user plane connection.
The access network device allocates the tunnel informa-
tion of the second user plane connection, and sends the
tunnel information of the second user plane connection
to the control plane network element.

[0395] In a possible implementation, the first data
transmission path is a path before session anchor chang-
ing in a session anchor change procedure, and the sec-
ond data transmission path is a path after session anchor
changing.

[0396] In a possible implementation, wherein the first
data transmission path passes through a data network,
afirst session anchor, and a user plane network element,
and the second data transmission path passes through
the data network, a second session anchor, and the user
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plane network element, the path aggregation network el-
ement is the user plane network element. Alternatively,
wherein the first data transmission path passes through
a data network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second session
anchor, the path aggregation network element is the sec-
ond session anchor.

[0397] In a possible implementation, the first data
transmission path is a path before user plane path switch-
ing in a user plane connection activation procedure, and
the second data transmission path is a path after user
plane path switching in the user plane connection acti-
vation procedure.

[0398] In a possible implementation, wherein the first
data transmission path passes through a data network,
a session anchor, and afirst user plane network element,
the second data transmission path passes through the
data network, the session anchor, and a second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element after user plane path
switching, the path aggregation network element is the
second user plane network element.

[0399] In the second application, the apparatus 1400
may be the path aggregation network element (for ex-
ample, a user plane network element, an access network
device, or a session anchor) in any one of the foregoing
embodiments, or may be a chip that can be used for the
path aggregation network element. For example, when
the apparatus 1400 is the path aggregation network el-
ement, the processing unit may be, for example, a proc-
essor, and the communications unitmay be, forexample,
a transceiver. Optionally, the transceiver may include a
radio frequency circuit, and the storage unit may be, for
example, a memory. For example, when the apparatus
1400 is the chip that can be used for the path aggregation
network element, the processing unit may be, for exam-
ple, a processor, and the communications unit may be,
for example, an input/output interface, a pin, or a circuit.
The processing unit may execute computer-executable
instructions stored in the storage unit. Optionally, the
storage unit is a storage unit inside the chip, such as a
register or a buffer. Alternatively, the storage unit may
be a storage unit that is in the path aggregation network
element and that is located outside the chip, such as a
ROM, another type of static storage device that can store
static information and instructions, or a RAM

[0400] In an embodiment, the receiving unit is config-
ured to receive indication information from a control plane
network element. The sending unit is configured to send,
based on the indication information, downlink data of a
second data transmission path after sending of downlink
data of a first data transmission path is completed. The
first data transmission path is a data transmission path
before switching, and the second data transmission path
is a data transmission path after switching.

[0401] In a possible implementation, the indication in-
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formation indicates the path aggregation network ele-
ment to send, until an end marker of the first data trans-
mission path is received, a downlink data packet of the
second data transmission path. The end markerindicates
that transmission of the downlink data of the first data
transmission path is completed.

[0402] In a possible implementation, in a session an-
chor change procedure, wherein the first data transmis-
sion path passes through a data network, a first session
anchor, and an access network device, and the second
data transmission path passes through the data network,
a second session anchor, and the access network de-
vice, the path aggregation network element is the access
network device. Alternatively, in a session anchor change
procedure, wherein the first data transmission path pass-
es through a data network, a first session anchor, and a
user plane network element, and the second data trans-
mission path passes through the data network, a second
session anchor, and the user plane network element, the
path aggregation network element is the user plane net-
work element. Alternatively, in a session anchor change
procedure, wherein the first data transmission path pass-
es through a data network, a first session anchor, and a
second session anchor, and the second data transmis-
sion path passes through the data network and the sec-
ond session anchor, the path aggregation network ele-
ment is the second session anchor.

[0403] In a possible implementation, in a user plane
connection activation procedure, wherein the first data
transmission path passes through a data network, a ses-
sion anchor, and a first user plane network element, the
second data transmission path passes through the data
network, the session anchor, and a second user plane
network element, and there is a connection between the
first user plane network element and the second user
plane network element after user plane path switching,
the path aggregation network elementis the second user
plane network element.

[0404] In another embodiment, the receiving unit is
configured to receive downlink data of a first data trans-
mission path and downlink data of a second data trans-
mission path. The sending unit is configured to: send the
downlink data of the first data transmission path to an
access network device through a first user plane connec-
tion between the path aggregation network element and
the access network device; and send the downlink data
of the second data transmission path to the access net-
work device through a second user plane connection be-
tween the path aggregation network element and the ac-
cess network device.

[0405] In a possible implementation, before receiving
the downlink data of the first data transmission path and
the downlink data of the second data transmission path,
the receiving unit further receives indication information
from a control plane network element. The indication in-
formation indicates the path aggregation network ele-
ment to send, through the second user plane connection
between the path aggregation network element and the
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access network device, the downlink data of the second
data transmission path to the access network device.
[0406] In a possible implementation, the receiving unit
is configured to receive tunnel information, of the second
user plane connection of the access network device, sent
by the control plane network element.

[0407] In a possible implementation, the first data
transmission path is a path before session anchor chang-
ing in a session anchor change procedure, and the sec-
ond data transmission path is a path after session anchor
changing.

[0408] In a possible implementation, wherein the first
data transmission path passes through a data network,
afirst session anchor, and a user plane network element,
and the second data transmission path passes through
the data network, a second session anchor, and the user
plane network element, the path aggregation network el-
ement is the user plane network element. Alternatively,
wherein the first data transmission path passes through
a data network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second session
anchor, the path aggregation network element is the sec-
ond session anchor.

[0409] In a possible implementation, the first data
transmission path is a path before user plane path switch-
ing in a user plane connection activation procedure, and
the second data transmission path is a path after user
plane path switching in the user plane connection acti-
vation procedure.

[0410] In a possible implementation, wherein the first
data transmission path passes through a data network,
a session anchor, and afirst user plane network element,
the second data transmission path passes through the
data network, the session anchor, and a second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element after user plane path
switching, the path aggregation network element is the
second user plane network element.

[0411] Inthe third application, the apparatus 1400 may
be the control plane network element (for example, a
session management network element) in any one of the
foregoing embodiments, or may be a chip that can be
used for the control plane network element. Forexample,
when the apparatus 1400 is the control plane network
element, the processing unitmay be, forexample, a proc-
essor, and the communications unitmay be, forexample,
a transceiver. Optionally, the transceiver may include a
radio frequency circuit, and the storage unit may be, for
example, a memory. For example, when the apparatus
1400 is the chip that can be used for the control plane
network element, the processing unit may be, for exam-
ple, a processor, and the communications unit may be,
for example, an input/output interface, a pin, or a circuit.
The processing unit may execute computer-executable
instructions stored in the storage unit. Optionally, the
storage unit is a storage unit inside the chip, such as a
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register or a buffer. Alternatively, the storage unit may
be a storage unit that is in the control plane network el-
ement and that is located outside the chip, such as a
ROM or another type of static storage device that can
store static information and instructions, or a RAM
[0412] In an embodiment, the processing unit is con-
figured to determine to perform data transmission path
switching.

[0413] Thesendingunitis configuredto sendindication
information to a path aggregation network element. The
indication information indicates the path aggregation net-
work element to send, after sending of downlink data of
afirst data transmission path is completed, downlink data
of a second data transmission path. The first data trans-
mission path is a data transmission path before switch-
ing, and the second data transmission path is a data
transmission path after switching.

[0414] In a possible implementation, the indication in-
formation indicates the path aggregation network ele-
ment to send, until an end marker of the first data trans-
mission path is received, a downlink data packet of the
second data transmission path. The end markerindicates
that transmission of the downlink data of the first data
transmission path is completed.

[0415] In a possible implementation, the processing
unit is specifically configured to determine, in a session
anchor change procedure, to switch from a first session
anchor to a second session anchor. The first session
anchor is located on the first data transmission path, and
the second session anchor is located on the second data
transmission path.

[0416] In a possible implementation, wherein the first
data transmission path passes through a data network,
the first session anchor, and an access network device,
and the second data transmission path passes through
the data network, the second session anchor, and the
access network device, the path aggregation network el-
ementis the access network device. Alternatively, where-
in the first data transmission path passes through a data
network, the first session anchor, and a user plane net-
work element, and the second data transmission path
passes through the data network, the second session
anchor, and the user plane network element, the path
aggregation network element is the user plane network
element. Alternatively, wherein the first data transmis-
sion path passes through a data network, the first session
anchor, and the second session anchor, and the second
data transmission path passes through the data network
and the second session anchor, the path aggregation
network element is the second session anchor.

[0417] In a possible implementation, the processing
unitis specifically configured to determine, in auser plane
connection activation procedure, to switch from a first
user plane network element to a second user plane net-
work element. Wherein the first data transmission path
passes through a data network, a session anchor, and
the first user plane network element, the second data
transmission path passes through the data network, the
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session anchor, and the second user plane network el-
ement, and there is a connection between the first user
plane network element and the second user plane net-
work element after user plane path switching, the path
aggregation network element is the second user plane
network element.

[0418] In another embodiment, the processing unit is
configured to: establish a first user plane connection be-
tween a path aggregation network element and an ac-
cess network device in an access network device switch-
ing procedure; and establish a second user plane con-
nection between the path aggregation network element
and the access network device in a session anchor
change procedure. The first user plane connection is
used by the path aggregation network element to send,
to the access network device, downlink data received
from a first data transmission path, and the second user
plane connection is used by the path aggregation net-
work element to send, to the access network device,
downlink data received from a second data transmission
path. The first data transmission path is a path before
session anchor changing in the session anchor change
procedure, and the second data transmission path is a
path after session anchor changing.

[0419] In a possible implementation, wherein the first
data transmission path passes through a data network,
afirst session anchor, and a user plane network element,
and the second data transmission path passes through
the data network, a second session anchor, and the user
plane network element, the path aggregation network el-
ement is the user plane network element. Alternatively,
wherein the first data transmission path passes through
a data network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second session
anchor, the path aggregation network element is the sec-
ond session anchor.

[0420] In a possible implementation, the processing
unit is specifically configured to: control the sending unit
to send first indication information to the access network
device, where the first indication information indicates
the access network device to allocate tunnel information
of the second user plane connection; control the receiv-
ing unit to receive the tunnel information of the second
user plane connection from the access network device;
and

control the sending unit to send the tunnel information of
the second user plane connection to the path aggregation
network element.

[0421] In a possible implementation, the sending unit
is configured to send second indication information to the
path aggregation network element. The second indica-
tion information indicates the path aggregation network
element to send, through a tunnel of the second user
plane connection, the downlink data of the second data
transmission path to the access network device.

[0422] In another embodiment, the processing unit is
configured to: determine, in a user plane connection ac-
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tivation procedure, to switch from a first user plane net-
work element to a second user plane network element;
and establish a first user plane connection between the
second user plane network element and an access net-
work device, and establish a second user plane connec-
tion between the second user plane network elementand
the access network device. The first user plane connec-
tion is used by a path aggregation network element to
send, to the access network device, downlink data re-
ceived from afirst data transmission path, and the second
user plane connection is used by the path aggregation
network element to send, to the access network device,
downlink data received from a second data transmission
path. The first data transmission path is a path before
user plane network element switching, and the second
data transmission path is a path after user plane network
element switching.

[0423] In a possible implementation, the first data
transmission path passes through a data network, a ses-
sion anchor, and the first user plane network element,
the second data transmission path passes through the
data network, the session anchor, and the second user
plane network element, and there is a connection be-
tween the first user plane network element and the sec-
ond user plane network element.

[0424] In a possible implementation, the processing
unit is specifically configured to: control the sending unit
to send first indication information to the access network
device, where the first indication information indicates
the access network device to allocate tunnel information
of the second user plane connection; control the receiv-
ing unit to receive the tunnel information of the second
user plane connection from the access network device;
and control the sending unit to send the tunnel informa-
tion of the second user plane connection to the second
user plane network element.

[0425] In a possible implementation, the sending unit
is configured to send second indication information to the
second user plane network element. The second indica-
tion information indicates the second user plane network
element to send, through the second user plane connec-
tion, the downlink data of the second data transmission
path to the access network device.

[0426] FIG. 15is a schematic diagram of an apparatus
according to this application. The apparatus may be the
control plane network element, the path aggregation net-
work element, or the access network device. The appa-
ratus 1500 includes a processor 1502, acommunications
interface 1503, and a memory 1501. Optionally, the ap-
paratus 1500 may further include a bus 1504. The com-
munications interface 1503, the processor 1502, and the
memory 1501 may be connected to each other by using
a communications line 1504. The communications line
1504 may be a peripheral component interconnect (pe-
ripheral component interconnect, PCI for short) bus, an
extended industry standard architecture (extended in-
dustry standard architecture, EISA for short) bus, or the
like. The communications line 1504 may be classified
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into an address bus, a data bus, a control bus, and the
like. For ease of representation, only one thick line is
used to represent the bus in FIG. 15, but this does not
mean that there is only one bus or only one type of bus.
[0427] The processor 1502 may be a CPU, a micro-
processor, an ASIC, or one or more integrated circuits
configured to control program execution in the solutions
of this application.

[0428] The communications interface 1503 uses any
apparatus like a transceiver, and is configured to com-
municate with another device or a communications net-
work such as the ethernet, a radio access network (radio
access network, RAN), a wireless local area network
(wireless local area networks, WLAN), a wired access
network, or the like.

[0429] The memory 1501 may be a read-only memory
(read-only memory, ROM) or another type of static stor-
age device that can store static information and instruc-
tions, or a random access memory (random access
memory, RAM) or another type of dynamic storage de-
vice that can store information and instructions, or may
be an electrically erasable programmable read-only
memory (electrically erasable programmable read-only
memory, EEPROM), a compact disc read-only memory
(compact disc read-only memory, CD-ROM) or another
compact disc storage, or an optical disc storage (includ-
ing a compressed optical disc, a laser disc, an optical
disc, a digital versatile disc, a Blu-ray disc, and the like),
a magnetic disk storage medium or another magnetic
storage device, or any other medium that can be used
to carry or store expected program code in a form of
instructions or a data structure and that can be accessed
by a computer, but is not limited thereto. The memory
may exist independently, and is connected to the proc-
essor through the communications line 1504. Alterna-
tively, the memory may be integrated with the processor.
[0430] The memory 1501 is configured to store com-
puter-executable instructions for performing the solu-
tions in this application, and the processor 1502 controls
execution of the computer-executable instructions. The
processor 1502 is configured to execute the computer-
executable instructions stored in the memory 1501, to
implement the method for controlling disorder of downlink
data according to the foregoing embodiments of this ap-
plication.

[0431] Optionally, the computer-executable instruc-
tions in the embodiments of this application may also be
referred to as application program code. This is not spe-
cifically limited in this embodiment of this application.
[0432] All or some of the foregoing embodiments may
be implemented by using software, hardware, firmware,
or any combination thereof. When software is used for
implementation, all or some of the embodiments may be
implemented in a form of a computer program product.
The computer program product includes one or more
computer instructions. When the computer program in-
structions are loaded and executed on a computer, all or
some of the procedures or functions according to the
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embodiments of this application are generated. The com-
puter may be a general-purpose computer, a dedicated
computer, a computer network, or another programma-
ble apparatus. The computer instructions may be stored
in a computer-readable storage medium or may be trans-
mitted from a computer-readable storage medium to an-
other computer-readable storage medium. For example,
the computerinstructions may be transmitted from a web-
site, computer, server, or data center to another website,
computer, server, or data center in a wired (for example,
a coaxial cable, an optical fiber, or a digital subscriber
line (DSL)) or wireless (for example, infrared, radio, or
microwave) manner. The computer-readable storage
medium may be any usable medium accessible by the
computer, or a data storage device, such as a server or
adata center, integrating one or more usable media. The
usable medium may be a magnetic medium (for example,
a floppy disk, a hard disk, or a magnetic tape), an optical
medium (for example, a DVD), a semiconductor medium
(for example, a solid-state drive (Solid State Disk, SSD)),
or the like.

[0433] The various illustrative logical units and circuits
described in the embodiments of this application may
implement or operate the described functions through a
general-purpose processor, a digital signal processor,
an application-specific integrated circuit (ASIC), a field
programmable gate array (FPGA) or another program-
mable logical apparatus, a discrete gate or transistor log-
ic, a discrete hardware component, or a design of any
combination thereof. The general-purpose processor
may be a microprocessor. Optionally, the general-pur-
pose processor may alternatively be any conventional
processor, controller, microcontroller, or state machine.
The processor may alternatively be implemented by a
combination of computing apparatuses, such as a digital
signal processor and a microprocessor, a plurality of mi-
Croprocessors, one or more microprocessors in combi-
nation with a digital signal processor core, or any other
similar configuration.

[0434] Steps of the methods or algorithms described
in the embodiments of this application may be directly
embedded into hardware, a software unit executed by a
processor, or a combination thereof. The software unit
may be stored ina RAM memory, a flash memory, aROM
memory, an EPROM memory, an EEPROM memory, a
register, a hard disk, a removable magnetic disk, a CD-
ROM, or a storage medium of any other form in the art.
For example, the storage medium may be connected to
the processor, so that the processor can read information
from the storage medium and write information to the
storage medium. Optionally, the storage medium may
alternatively be integrated into the processor. The proc-
essor and the storage medium may be arranged in the
ASIC, and the ASIC may be arranged in a terminal de-
vice. Optionally, the processor and the storage medium
may alternatively be arranged in different components of
the terminal device.

[0435] The computer program instructions may alter-
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natively be loaded onto a computer or another program-
mable data processing device, so that a series of oper-
ations and steps are performed on the computer or an-
other programmable device, to generate computer-im-
plemented processing. Therefore, the instructions exe-
cuted on the computer or the another programmable de-
vice provide steps for implementing a specific function in
one or more procedures in the flowcharts and/or in one
or more blocks in the block diagrams.

[0436] Although this application is described with ref-
erence to specific features and the embodiments thereof,
it is clear that various modifications and combinations
may be made to this application without departing from
the spirit and scope of this application. Correspondingly,
the specification and the accompanying drawings are
merely example descriptions of this application defined
by the appended claims, and are intended to cover any
of or all modifications, variations, combinations, or equiv-
alents within the scope of this application. Obviously, a
person skilled in the art can make various modifications
and variations to this application without departing from
the spirit and scope of this application. This application
is intended to cover these modifications and variations
of this application provided that they fall within the scope
of the claims of this application and their equivalent tech-
nologies.

Claims

1. A method for controlling disorder of downlink data,
wherein the method comprises:

determining, by a control plane network ele-
ment, to perform data transmission path switch-
ing; and

sending, by the control plane network element,
indication information to a path aggregation net-
work element, wherein the indication informa-
tion indicates the path aggregation network el-
ement to send, after sending of downlink data
of a first data transmission path is completed,
downlink data of a second data transmission
path, wherein the first data transmission path is
a data transmission path before switching, and
the second data transmission path is a data
transmission path after switching.

2. The method according to claim 1, wherein the indi-
cation information indicates the path aggregation
network element to send, until an end marker of the
first data transmission path is received, a downlink
data packet of the second data transmission path,
wherein the end marker indicates that transmission
of the downlink data of the first data transmission
path is completed.

3. The method according to claim 1 or 2, wherein the
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determining, by a control plane network element, to
perform data transmission path switching compris-
es:

determining, by the control plane network ele-
ment in a session anchor change procedure, to
switch from a first session anchor to a second
session anchor, wherein the first session anchor
is located on the first data transmission path,
and the second session anchor is located on the
second data transmission path.

4. The method according to claim 3, wherein the first

data transmission path passes through a data net-
work, the first session anchor, and an access net-
work device, and the second data transmission path
passes through the data network, the second ses-
sion anchor, and the access network device, the path
aggregation network element is the access network
device; or

wherein the first data transmission path passes
through a data network, the first session anchor, and
a user plane network element, and the second data
transmission path passes through the data network,
the second session anchor, and the user plane net-
work element, the path aggregation network element
is the user plane network element; or

wherein the first data transmission path passes
through a data network, the first session anchor, and
the second session anchor, and the second data
transmission path passes through the data network
and the second session anchor, the path aggrega-
tion network element is the second session anchor.

5. The method according to claim 1 or 2, wherein the
determining, by a control plane network element, to
perform data transmission path switching compris-
es:

determining, by the control plane network ele-
ment in a user plane connection activation pro-
cedure, to switch from a first user plane network
element to a second user plane network ele-
ment, wherein the first data transmission path
passes through a data network, a session an-
chor, and the first user plane network element,
the second data transmission path passes
through the data network, the session anchor,
and the second user plane network element, and
there is a connection between the first user
plane network element and the second user
plane network element after user plane path
switching, the path aggregation network ele-
ment is the second user plane network element.

6. A method for controlling disorder of downlink data,
wherein the method comprises:
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receiving, by a path aggregation network ele-
ment, indication information from a control plane
network element; and

sending, by the path aggregation network ele-
ment based on the indication information, down-
link data of a second data transmission path af-
ter sending of downlink data of a first data trans-
mission path is completed, wherein the first data
transmission path is a data transmission path
before switching, and the second data transmis-
sion path is a data transmission path after
switching.

The method according to claim 6, wherein the indi-
cation information indicates the path aggregation
network element to send, until an end marker of the
first data transmission path is received, a downlink
data packet of the second data transmission path,
wherein the end marker indicates that transmission
of the downlink data of the first data transmission
path is completed.

The method according to claim 6 or 7, wherein in a
session anchor change procedure, wherein the first
data transmission path passes through a data net-
work, a first session anchor, and an access network
device, and the second datatransmission path pass-
es through the data network, a second session an-
chor, and the access network device, the path ag-
gregation network element is the access network de-
vice; or

in a session anchor change procedure, wherein the
first data transmission path passes through a data
network, a first session anchor, and a user plane
network element, and the second data transmission
path passes through the data network, a second ses-
sion anchor, and the user plane network element,
the path aggregation network element is the user
plane network element; or

in a session anchor change procedure, wherein the
first data transmission path passes through a data
network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second
session anchor, the path aggregation network ele-
ment is the second session anchor.

The method according to claim 6 or 7, wherein in a
user plane connection activation procedure, the first
data transmission path passes through a data net-
work, a session anchor, and a first user plane net-
work element, the second data transmission path
passes through the data network, the session an-
chor, and a second user plane network element, and
there is a connection between the first user plane
network element and the second user plane network
element after user plane path switching, the path ag-
gregation network element is the second user plane
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network element.

A method for controlling disorder of downlink data,
wherein the method comprises:

establishing, by a control plane network ele-
ment, a first user plane connection between a
path aggregation network element and an ac-
cess network device in an access network de-
vice switching procedure; and

establishing, by the control plane network ele-
ment, a second user plane connection between
the path aggregation network element and the
access network device in a session anchor
change procedure, wherein

the first user plane connection is used by the
path aggregation network element to send, to
the access network device, downlink data re-
ceived from a first data transmission path, and
the second user plane connectionis used by the
path aggregation network element to send, to
the access network device, downlink data re-
ceived from a second data transmission path,
wherein the first data transmission path is a path
before session anchor changing in the session
anchor change procedure, and the second data
transmission path is a path after session anchor
changing.

The method according to claim 10, wherein the first
data transmission path passes through a data net-
work, a first session anchor, and a user plane net-
work element, and the second data transmission
path passes through the data network, a second ses-
sion anchor, and the user plane network element,
the path aggregation network element is the user
plane network element; or

wherein the first data transmission path passes
through a data network, a first session anchor, and
a second session anchor, and the second data trans-
mission path passes through the data network and
the second session anchor, the path aggregation
network element is the second session anchor.

The method according to claim 10 or 11, wherein the
establishing, by the control plane network element,
a second user plane connection between the path
aggregation network element and the access net-
work device comprises:

sending, by the control plane network element,
firstindication information to the access network
device, wherein the first indication information
indicates the access network device to allocate
tunnelinformation of the second user plane con-
nection;

receiving, by the control plane network element,
the tunnel information of the second user plane
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connection from the access network device; and
sending, by the control plane network element,
the tunnel information of the second user plane
connection to the path aggregation network el-
ement.

A method for controlling disorder of downlink data,
wherein the method comprises:

determining, by a control plane network element
in a user plane connection activation procedure,
to switch from a first user plane network element
to a second user plane network element; and
establishing, by the control plane network ele-
ment, a first user plane connection between the
second user plane network element and an ac-
cess network device, and establishing a second
user plane connection between the second user
plane network element and the access network
device, wherein

the first user plane connection is used by a path
aggregation network element to send, to the ac-
cess network device, downlink data received
from a first data transmission path, and the sec-
ond user plane connection is used by the path
aggregation network element to send, to the ac-
cess network device, downlink data received
from a second data transmission path, wherein
the first data transmission path is a path before
user plane network element switching, and the
second data transmission path is a path after
user plane network element switching.

The method according to claim 13, wherein the first
data transmission path passes through a data net-
work, a session anchor, and the first user plane net-
work element, the second data transmission path
passes through the data network, the session an-
chor, and the second user plane network element,
and there is a connection between the first user plane
network element and the second user plane network
element.

The method according to claim 14, wherein the es-
tablishing, by the control plane network element, a
second user plane connection between the second
user plane network element and the access network
device comprises:

sending, by the control plane network element,
firstindication information to the access network
device, wherein the first indication information
indicates the access network device to allocate
tunnel information of the second user plane con-
nection;

receiving, by the control plane network element,
the tunnel information of the second user plane
connection from the access network device; and
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sending, by the control plane network element,
the tunnel information of the second user plane
connection to the second user plane network
element.

An apparatus, comprising:

a processing unit, configured to determine to
perform data transmission path switching; and
a sending unit, configured to send indication in-
formation to a path aggregation network ele-
ment, wherein the indication information indi-
cates the path aggregation network element to
send, after sending of downlink data of a first
data transmission path is completed, downlink
data of a second data transmission path, where-
inthe first data transmission path is a data trans-
mission path before switching, and the second
data transmission path is a data transmission
path after switching.

The apparatus according to claim 16, wherein the
indication information indicates the path aggregation
network element to send, until an end marker of the
first data transmission path is received, a downlink
data packet of the second data transmission path,
wherein the end marker indicates that transmission
of the downlink data of the first data transmission
path is completed.

The apparatus according to claim 16 or 17, wherein
the processing unit is specifically configured to de-
termine, in a session anchor change procedure, to
switch from a first session anchor to a second ses-
sion anchor, wherein the first session anchor is lo-
cated on the first data transmission path, and the
second session anchorislocated onthe second data
transmission path.

The apparatus according to claim 18, wherein the
first data transmission path passes through a data
network, the first session anchor, and an access net-
work device, and the second data transmission path
passes through the data network, the second ses-
sion anchor, and the access network device, the path
aggregation network element is the access network
device; or

wherein the first data transmission path passes
through a data network, the first session anchor, and
a user plane network element, and the second data
transmission path passes through the data network,
the second session anchor, and the user plane net-
work element, the path aggregation network element
is the user plane network element; or

wherein the first data transmission path passes
through a data network, the first session anchor, and
the second session anchor, and the second data
transmission path passes through the data network
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and the second session anchor, the path aggrega-
tion network element is the second session anchor.

The apparatus according to claim 16 or 17, wherein
the processing unit is specifically configured to de-
termine, in a user plane connection activation pro-
cedure, to switch from a first user plane network el-
ement to a second user plane network element,
wherein the first data transmission path passes
through a data network, a session anchor, and the
first user plane network element, the second data
transmission path passes through the data network,
the session anchor, and the second user plane net-
work element, and there is a connection between
the first user plane network element and the second
user plane network element after user plane path
switching, the path aggregation network element is
the second user plane network element.

An apparatus, comprising:

a receiving unit, configured to receive indication
information from a control plane network ele-
ment; and

a sending unit, configured to send, based on the
indication information, downlink data of a sec-
ond data transmission path after sending of
downlink data of a first data transmission path
is completed, wherein the first data transmission
path is a data transmission path before switch-
ing, and the second data transmission path is a
data transmission path after switching.

The apparatus according to claim 21, wherein the
indication information indicates the path aggregation
network element to send, until an end marker of the
first data transmission path is received, a downlink
data packet of the second data transmission path,
wherein the end marker indicates that transmission
of the downlink data of the first data transmission
path is completed.

The apparatus according to claim 21 or 22, wherein
in a session anchor change procedure, wherein the
first data transmission path passes through a data
network, a first session anchor, and an access net-
work device, and the second data transmission path
passes through the data network, a second session
anchor, and the access network device, the appara-
tus is the access network device; or

in a session anchor change procedure, wherein the
first data transmission path passes through a data
network, a first session anchor, and a user plane
network element, and the second data transmission
path passes through the data network, a second ses-
sion anchor, and the user plane network element,
the apparatus is the user plane network element; or
in a session anchor change procedure, wherein the
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first data transmission path passes through a data
network, a first session anchor, and a second ses-
sion anchor, and the second data transmission path
passes through the data network and the second
session anchor, the apparatus is the second session
anchor.

The apparatus according to claim 21 or 22, wherein
in a user plane connection activation procedure,
wherein the first data transmission path passes
through a data network, a session anchor, and a first
user plane network element, the second data trans-
mission path passes through the data network, the
session anchor, and a second user plane network
element, and there is a connection between the first
user plane network element and the second user
plane network element after user plane path switch-
ing, the apparatus is the second user plane network
element.

An apparatus, comprising:

a processing unit, configured to: establish a first
user plane connection between a path aggrega-
tion network elementand an access network de-
vice in an access network device switching pro-
cedure; and establish a second user plane con-
nection between the path aggregation network
element and the access network device in a ses-
sion anchor change procedure, wherein

the first user plane connection is used by the
path aggregation network element to send, to
the access network device, downlink data re-
ceived from a first data transmission path, and
the second user plane connectionis used by the
path aggregation network element to send, to
the access network device, downlink data re-
ceived from a second data transmission path,
wherein the first data transmission path is a path
before session anchor changing in the session
anchor change procedure, and the second data
transmission path is a path after session anchor
changing.

The apparatus according to claim 25, wherein the
first data transmission path passes through a data
network, a first session anchor, and a user plane
network element, and the second data transmission
path passes through the data network, a second ses-
sion anchor, and the user plane network element,
the path aggregation network element is the user
plane network element; or

wherein the first data transmission path passes
through a data network, a first session anchor, and
a second session anchor, and the second data trans-
mission path passes through the data network and
the second session anchor, the path aggregation
network element is the second session anchor.
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The apparatus according to claim 25 or 26, wherein
the apparatus further comprises a sending unit and
a receiving unit, wherein

the processing unit is specifically configured to:

control the sending unit to send first indication
information to the access network device,
wherein the first indication information indicates
the access network device to allocate tunnel in-
formation of the second user plane connection;
control the receiving unit to receive the tunnel
information of the second user plane connection
from the access network device; and

control the sending unit to send the tunnel infor-
mation of the second user plane connection to
the path aggregation network element.

An apparatus, comprising:

a processing unit, configured to: determine, in a
user plane connection activation procedure, to
switch from a first user plane network element
to a second user plane network element; and
establish a first user plane connection between
the second user plane network element and an
access network device, and establish a second
user plane connection between the second user
plane network element and the access network
device, wherein

the first user plane connection is used by a path
aggregation network element to send, to the ac-
cess network device, downlink data received
from a first data transmission path, and the sec-
ond user plane connection is used by the path
aggregation network element to send, to the ac-
cess network device, downlink data received
from a second data transmission path, wherein
the first data transmission path is a path before
user plane network element switching, and the
second data transmission path is a path after
user plane network element switching.

The apparatus according to claim 28, wherein the
first data transmission path passes through a data
network, a session anchor, and the first user plane
network element, the second data transmission path
passes through the data network, the session an-
chor, and the second user plane network element,
and there is a connection between the first user plane
network element and the second user plane network
element.

The apparatus according to claim 29, wherein the
apparatus further comprises a sending unit and a
receiving unit, wherein

the processing unit is specifically configured to:

control the sending unit to send first indication
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information to the access network device,
wherein the first indication information indicates
the access network device to allocate tunnel in-
formation of the second user plane connection;
control the receiving unit to receive the tunnel
information of the second user plane connection
from the access network device; and

control the sending unit to send the tunnel infor-
mation of the second user plane connection to
the second user plane network element.
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