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(54) AN APPARATUS, METHOD AND COMPUTER PROGRAM FOR ASSOCIATING A FIRST PARTY 
AND A SECOND PARTY

(57) A method of associating a first party and a sec-
ond party is provided, the method comprising: receiving
a first electronic message comprising information indic-
ative of the first party; generating a first electronic token
in response to receiving the information indicative of the
first party; sending the first electronic token to the first
party; receiving one or more second electronic messages
from the second party, the one or more second electronic
messages comprising the first electronic token and infor-
mation indicative of the second party; generating a sec-
ond electronic token in response to receiving the first
electronic token and the information indicative of the sec-
ond party from the second party; associating the infor-
mation indicative of the first party, the second party and
the second electronic token, the first party being identified
on the basis of the first electronic token; and sending the
second electronic token to the first party.
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Description

BACKGROUND

Field of the Disclosure

[0001] The present invention relates to an apparatus,
method and computer program for associating a first par-
ty and a second party.

Description of the Related Art

[0002] The "background" description provided herein
is for the purpose of generally presenting the context of
the disclosure. Work of the presently named inventors,
to the extent it is described in the background section,
as well as aspects of the description which may not oth-
erwise qualify as prior art at the time of filing, are neither
expressly or impliedly admitted as prior art against the
present invention.
[0003] Recent advances in technology, in particular
electronic communication technology, have led to an in-
crease in the volume of messages which are exchanged
between parties. In many situations, a certain number of
messages will be exchanged between the same two par-
ties. That is, the same two parties may exchange a series
of messages over a certain period of time. These mes-
sages may be directly linked with each other, or may be
representative of different exchanges between the two
parties. However, when two parties communicate in this
manner, it will be appreciated that there may be a certain
amount of persistent information which is repeated when-
ever there is an exchange of messages or information
between the two parties. Repeating the exchange of the
persistent information in this manner may increase the
volume of information which is communicated across the
network.
[0004] Furthermore, in certain situations, the informa-
tion which is exchanged between two parties may be
sensitive in nature. Accordingly, secure management of
the information can become difficult, both when transmit-
ting the sensitive information and once it has been re-
ceived. That is, once a party has sent a message com-
prising sensitive information, that party loses control of
the future management of that sensitive information. Ac-
cordingly, some parties may be reluctant to provide cer-
tain information in messages to other parties.
[0005] This issue may be exacerbated when a certain
level of trust between the parties has not been estab-
lished. That is, when two parties are exchanging mes-
sages for the first time, one or other of the parties may
be unwilling to provide certain requisite information to the
other party. This may lead to a certain reluctance in es-
tablishing connections with new parties.
[0006] It is an aim of the present disclosure to address
these issues.

SUMMARY

[0007] The present invention is defined by the append-
ed Claims.
[0008] According to embodiments of the disclosure, an
association between a first party and a second party can
be established without the exchange of sensitive infor-
mation between the parties, thus enhancing the level of
security when forming an association between the re-
spective parties.
[0009] Of course, it will be appreciated that the present
disclosure is not particularly limited to these effects, there
may be others.
[0010] The foregoing paragraphs have been provided
by way of general introduction, and are not intended to
limit the scope of the following claims. The described
embodiments, together with further advantages, will be
best understood by reference to the following detailed
description taken in conjunction with the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] A more complete appreciation of the disclosure
and many of the attendant advantages thereof will be
readily obtained as the same becomes better understood
by reference to the following detailed description when
considered in connection with the accompanying draw-
ings, wherein:

Figure 1 shows an apparatus for associating a first
party and a second party according to embodiments
of the disclosure;
Figure 2 shows a communication network for ex-
changing messages according to embodiments of
the disclosure;
Figure 3 shows an example situation of associating
a first party and a second party in accordance with
embodiments of the disclosure;
Figure 4 shows an example of an association be-
tween a first party and a second party in accordance
with embodiments of the disclosure;
Figure 5 shows an example situation of using the
association between a first party and a second party
in accordance with embodiments of the disclosure;
Figure 6 shows an example message flow between
a first party and a second party in accordance with
embodiments of the disclosure;
Figure 7 shows a method of associating a first party
and a second party according to embodiments of the
disclosure;
Figure 8 shows a method of associating a first party
and a second party according to embodiments of the
disclosure; and
Figure 9 shows a method of associating a first party
and a second party according to embodiments of the
disclosure.
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DESCRIPTION OF THE EMBODIMENTS

[0012] Referring now to the drawings, wherein like ref-
erence numerals designate identical or corresponding
parts throughout the several views.
[0013] Figure 1 illustrates an apparatus for associating
a first party and a second party according to embodi-
ments of the disclosure. Typically, an apparatus 1000
according to embodiments of the disclosure is a compu-
ter device such as a personal computer or a terminal
connected to a server. Indeed, in embodiments, the ap-
paratus may also be a server. The apparatus 1000 is
controlled using a microprocessor or other processing
circuitry 1006. More generally, the apparatus 1000 is a
data processing apparatus.
[0014] The processing circuitry 1006 may be a micro-
processor carrying out computer instructions or may be
an Application Specific Integrated Circuit. The computer
instructions are stored on storage medium 1010 which
may be a magnetically readable medium, optically read-
able medium or solid state type circuitry. The storage
medium 1010 may be integrated into the apparatus 1000
or may be separate to the apparatus 1000 and connected
thereto using either a wired or wireless connection. The
computer instructions may be embodied as computer
software that contains computer readable code which,
when loaded onto the processor circuitry 1006, config-
ures the processor circuitry 1006 to perform a method
according to embodiments of the disclosure.
[0015] Additionally connected to the processor circuit-
ry 1006, is a user input unit 1002. The user input unit
1002 may be a touch screen or may be a mouse or stylus
type input device. The user input 1002 may also be a
keyboard or any combination of these devices.
[0016] Communication circuitry 1004 is also coupled
to the processing circuitry 1006. The communication cir-
cuitry 1004 may provide a connection to a Local Area
Network or a Wide Area Network such as the Internet or
a Virtual Private Network or the like. For example, the
communication circuitry 1004 may be connected to in-
frastructure allowing the processor circuitry 1006 to com-
municate with other devices or infrastructure equipment
in order to obtain or provide relevant data. For example,
the communication circuitry 1004 may enable the appa-
ratus 1000 to communicate with financial institutions in
a banking network or the like. The communication cir-
cuitry 1004 may therefore be behind a firewall or some
other form of network security.
[0017] Additionally coupled to the processing circuitry
1006, is a display device 1008. The display device, al-
though shown integrated into the apparatus 1000, may
be separate to the apparatus 1000 and may be an elec-
tronic display (e.g. liquid crystal display (LCD) or the like)
or some kind of device allowing the user to visualise the
operation of the system. In addition, the display device
1008 may be a printer or some other device allowing
relevant information generated by the apparatus 1000 to
be viewed by the user or by a third party.

Communication Network:

[0018] The apparatus 1000 for associating a first party
and a second party according to embodiments of the dis-
closure may be applied to the exchange of messages,
and the formation of an association, between a consumer
and a merchant. That is, embodiments of the disclosure
enable a consumer to securely link an account, such as
a bank account, with a merchant, such that the account
may be used in future transactions with that merchant
without the need to supply sensitive information regard-
ing the account to the merchant. Accordingly, embodi-
ments of the disclosure will be described with reference
to this example situation. However, it will be appreciated
that the present disclosure is not particularly limited to
this specific example situation, and can be applied more
generally to the formation of an association between first
party and a second party as required. That is, the appa-
ratus 1000 for associating a first party and a second party
may be used in any situation whereby it is desired that
messages are securely exchanged between two parties
such that an association between two parties can be es-
tablished.
[0019] Figure 2 shows an example of a communication
network for exchanging messages between a merchant
and a consumer which can be used in accordance with
embodiments of the disclosure. In this example situation,
an apparatus 2002 is located between a distributor 2004
and a financial institution 2006. That is, the distributor
2004 can exchange messages with the apparatus 2002.
The financial institution 2006 can also exchange mes-
sages with the apparatus 2002. However, in this example
situation, the distributor 2004 and the financial institution
2006 typically only exchange messages with each other
through the common connection to apparatus 2002. It
will be appreciated that apparatus 2002 may be an ap-
paratus for associating a first party and a second party,
such as apparatus 1000 described with reference to Fig-
ure 1 of the present disclosure. It will also be appreciated
that processing steps carried out by the distributor 2004
and data received by or transmitted to the distributor 2004
are, in reality, carried out by and received by or transmit-
ted to a data processing apparatus controlled by the dis-
tributor 2004. The data processing apparatus controlled
by the distributor 2004 has the same components as the
apparatus 1000 and may take the form of a server, for
example. Similarly, processing steps carried out by the
financial institution 2006 and data received by or trans-
mitted to the financial institution 2006 are, in reality, car-
ried out by and received by or transmitted to a data
processing apparatus controlled by the financial institu-
tion 2006. The data processing apparatus controlled by
the financial institution 2006 has the same components
as the apparatus 1000 and may take the form of a server,
for example. The terms "distributor" and "financial insti-
tution" may therefore actually refer to the data processing
apparatus controlled by the distributor 2004 and financial
institution 2006, respectively. At least a portion of actions
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implemented by each of the apparatus 2002, distributor
2004 and financial institution 2006 may be controlled by
a consumer using a personal computing device (e.g. a
smart phone) which exchanges data with the apparatus
2002, distributor 2004 and/or financial institution 2006
over a network.
[0020] Now, it will be appreciated that details regarding
the type of financial institution 2006 are not particularly
limited in accordance with embodiments of the disclo-
sure. That is, financial institution may be any such insti-
tution which holds accounts for a party such as a con-
sumer. In this situation, for example, the financial insti-
tution 2006 may be a bank or other such institution with
which a consumer has an account. The account itself
can be used to store funds belonging to the consumer,
which can then be used by the consumer in transactions
with a merchant for the purchase of goods and services.
Of course, the financial institution 2006 may hold ac-
counts for a large number of consumers. Each account
held by the financial institution may therefore be identified
by a unique identifier such as an international bank ac-
count number (IBAN) or the like. In this manner, during
a transaction between a consumer and a merchant, the
account belonging to that consumer can be identified
through use of the unique identifier, such that funds from
that specific account belonging to the consumer can be
used in the transaction.
[0021] Furthermore, in this example situation, the dis-
tributor 2004 is a party on the merchant side of a trans-
action. That is, the distributor 2004 is a party, in commu-
nication with apparatus 2002, which allows certain goods
or services to be exchanged for funds received from a
consumer. In certain examples, the distributor 2004 may
be the merchant themselves. Alternatively, the distributor
may be a party which is acting on behalf of the merchant
during the transaction between the merchant and the
consumer.
[0022] In other words, in this example, the distributor
2004 communicates with apparatus 2002 on behalf of
the merchant and the financial institution 2006 commu-
nicates with apparatus 2002 on behalf of the consumer.
[0023] A known transaction between merchant and a
consumer may proceed as follows. First, the consumer
identifies certain goods offered by the merchant as goods
which the consumer would like to purchase. Then, the
consumer makes a request to the merchant to purchase
those goods in exchange for funds held in an account
belonging to the consumer in financial institution 2006.
That is, the consumer must provide information regarding
the account held with financial institution to the merchant,
such that the merchant can use those details in order to
secure funds in exchange for the goods. Then the mer-
chant supplies these details to the distributor 2004, who
exchanges messages with the financial institution 2006
indicating that a consumer has requested a transaction
to be completed between an account held by the con-
sumer in financial institution 2006 and an account held
by the merchant. The financial institution may then per-

form a sequence of steps to verify whether or not the
consumer has authorised the transaction. In the event
that authorisation is obtained, the financial institution will
then instruct a transaction between the accounts of the
consumer and the merchant to provide the merchant
funds in exchange for the goods. Upon receipt of these
funds, the merchant or the distributor 2004 may then dis-
tribute said goods to the consumer.
[0024] However, as noted above, the consumer may
be reluctant to provide the requisite information regarding
the account held at financial institution 2006 to the mer-
chant in order to complete the transaction. That is, owing
to the sensitivity of the information regarding the con-
sumer account information, the consumer may be reluc-
tant to provide the merchant with the information. This
may particularly be the case if a consumer has not pre-
viously engaged in transactions with a certain merchant,
and has thus not established a certain level of trust with
the merchant.
[0025] Furthermore, in this known transaction, it is nec-
essary for the consumer to provide the information re-
garding the account to the merchant each time the con-
sumer wishes to use funds directly from the account to
purchase goods from the merchant. Accordingly, the sen-
sitive information regarding the consumer will be trans-
mitted across the network a number of times, thus further
increasing the potential for said information to be inter-
cepted by a fraudulent party and subsequently used to
perform fraudulent transactions.
[0026] However, according to embodiments of the dis-
closure, the consumer can securely link a specific ac-
count to a merchant enabling the consumer to reduce
the sensitive information which needs to be transmitted
to the merchant in order to use an account to purchase
goods and services from the merchant in future transac-
tions. In other words, the method according to embodi-
ments of the disclosure allows a consumer to securely
link a specific bank account to the merchant in order to
simplify and streamline future transactions with that mer-
chant.
[0027] Figure 3 shows an example message flow be-
tween a first party and a second party in accordance
when generating an association between that first party
and second party in accordance with embodiments of
the disclosure. That is, Figure 3 shows an example of
the message flows between the distributor 2004, the ap-
paratus 2002 and the financial institution 2006 described
with reference to Figure 2, when generating an associa-
tion between a merchant and a consumer according to
embodiments of the disclosure.
[0028] In the example method shown in Figure 3, meth-
od steps S3000, S3002, S3008, S3024 and S3026 are
performed on the merchant side by the distributor 2004.
Method steps S3004, S3006, S3012, S3014, S3020 and
S3022 are performed by apparatus 2002. Finally, method
steps S3010, S3016 and S3018 are performed on the
consumer side by the financial institution 2006.
[0029] Consider that, in this example, a consumer
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wants to link a specific bank account with a merchant,
such that the consumer can use that bank account with
that merchant in future transactions. The method starts
at S3000 and proceeds to step S3002. In step S3002,
the merchant receives a request from a consumer to link
an account with the merchant. Upon receiving this re-
quest, the merchant informs the distributor 2004 who
sends a link request message to apparatus 2002 on be-
half of the merchant.
[0030] In step S3004, the apparatus 2002 may perform
series of verification and/or validation processes to the
message which is received from the distributor. These
processes are performed such that apparatus 2002 can
ascertain that the link request message is a genuine link
request messages originating from an authenticated
merchant. That is, the link request message comprises
information which uniquely identifies the merchant from
whom the message is sent (merchant identification infor-
mation), and the verification and/or validation processes
are performed in order to confirm that the request is a
genuine request received from that merchant. For exam-
ple, the method according to embodiments of the disclo-
sure may comprise verifying a digital signature of the link
request message. However, it will be appreciated that
the method of performing the verification and/or valida-
tion processes according to embodiments of the disclo-
sure is not particularly limited. For example, these proc-
esses could be performed through use of a digital signa-
ture, a public key/private key exchange, or the like.
[0031] Once apparatus 2002 has verified the link re-
quest message, the method proceeds to step S3006.
[0032] In step S3006, the apparatus 2002 is configured
to generate a first token on the basis of the link request
message received from the merchant. The first token is
generated by apparatus 2002 in response to the request
from the merchant, and is unique to that request. For
example, the link request may comprise a unique iden-
tifier (which distinguishes the link request from all previ-
ous link requests) and the first token may comprise a
cryptographic hash of the unique identifier. It will, how-
ever, be appreciated that the method of generating the
first token itself is not particularly limited, and any such
method may be used in accordance with embodiments
of the disclosure, as long as the first token is uniquely
associated with the link request message. For example,
the token may be a unique code generated by the appa-
ratus 2002 in response to receiving the link request mes-
sage (e.g. generated using a suitable one time code gen-
erator) which is then associated with the received link
request message. The token itself does not comprise any
sensitive information regarding the merchant or the con-
sumer.
[0033] Once generated, the first token is then sent, by
apparatus 2002, to the distributor 2004.
[0034] Accordingly, in step S3008, the distributor 2004
receives the first token from the apparatus 2002. At this
stage, the distributor 2004 may exchange a series of
messages with the apparatus 2002 in order to verify the

first token and/or to acknowledge receipt of the first token
from the apparatus 2002. Once the first token has been
received in this manner, the distributor 2004 is configured
to securely exchange the token 2004 with the financial
institution 2006. That is, the distributor 2004 passes the
first token to merchant who will pass the first token to the
consumer who has requested that the association be cre-
ated. The consumer will then pass the first token to fi-
nancial institution 2006. It will be appreciated that the
method in which the first token is exchanged with the
financial institution 2006 is not particularly limited, and
will vary in accordance with the situation. That is, in cer-
tain embodiments, the first token may be passed directly
to the financial institution 2006 without interaction from
the consumer (through use of push messages or the like,
for example).
[0035] Upon receipt of the token, in step S3010, the
financial institution 2006 sends the first token to appara-
tus 2002 in a series of one or more messages.
[0036] In step S3012, the apparatus 2002 may perform
verification and/or validation on the one or more messag-
es received from the financial institution 2006. Such
processing is performed in order to determine that the
series of one or more messages received from the finan-
cial institution 2006 are genuine messages. This is again
achieved through use of digital signatures, for example.
However, as described above, the method of performing
such verification and/or validation is not particularly lim-
ited, and any such method may be used in accordance
with the situation to which the embodiments of the dis-
closure are applied.
[0037] Furthermore, regarding the first token, it will be
appreciated that, according to embodiments of the dis-
closure, the token may be generated by apparatus 2002
at step 3006 with a certain expiry period. If the token is
received by the apparatus 2002 from the financial insti-
tution 2006 after this given time duration, then the appa-
ratus 2002 will reject the token and inform the financial
institution 2006 accordingly.
[0038] It will be appreciated that, since the first token
is unique, having been generated by the apparatus 2002
in response to the link request message from the distrib-
utor 2004 in step S3004 as described above, receipt of
this first token from the financial institution 2006 enables
the apparatus 2002 to securely identify the financial in-
stitution 2006 as acting on behalf of the consumer for
which the merchant has initiated a link request message.
That is, valid possession of the first token by financial
institution 2006 enables the apparatus to determine that
financial institution 2006 represents the party which
should be associated with the merchant who initiated the
link request in step S3002.
[0039] In step S3014, in response to determining that
the first token received by the apparatus 2002 from the
financial institution 2006 at step 3012 matches the first
token generated by the apparatus 2002 at step 3006,
apparatus 2002 accepts the first token received from the
financial institution 2006 and sends a confirmation mes-
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sage to the financial institution 2006. The form of the
confirmation message itself is not particularly limited, and
represents confirmation by the apparatus 2002 that the
first token has been accepted.
[0040] Upon receipt of the confirmation message, the
financial institution 2006 may, in step 3016, request that
the consumer provides authorisation of the request to
link. That is, for additional security, the financial institution
2006 may, at this stage, request that the consumer au-
thorises the linking of a specific bank account held by the
financial institution with the merchant. That is, while ac-
ceptance of the first token indicates that the merchant
has informed the financial institution that the consumer
wishes to link a bank account with that merchant, the
financial institution may wish to obtain independent au-
thorisation from the consumer that the consumer wishes
the association to be created. The means of obtaining
authorisation from the consumer is not particularly limit-
ed. That is, obtaining authorisation from the consumer
may comprise the use of biometric verification, password
verification or the like. However, it will be appreciated
that the consumer supplies this information directly to
their respective financial institution 2006. Accordingly,
consumer sensitive information, such as authorisation
information, is not exchanged with apparatus 2002 or
distributor 2004 in the formation of the merchant and bank
account link enabled by the acceptance of the first token.
[0041] Once the consumer has verified that they wish
the association to be formed, the financial institution 2006
sends consumer identification information to the appa-
ratus 2002 (step S3018). In other words, once the con-
sumer authorises the linking of their specific bank ac-
count with the merchant, the financial institution 2006
sends a confirmation message, including the consumer
identification information, to apparatus 2002.
[0042] The form of the consumer identification infor-
mation will vary in accordance with the situation to which
the embodiments of the disclosure are being applied.
However, in this specific example of forming an associ-
ation between a merchant and a consumer, the consum-
er identification information may comprise information
which identifies the bank account which the consumer
wishes to link with the merchant. Such information could,
for example, comprise an international bank account
number (IBAN) or the like representing the consumer’s
account with the financial institution 2006.
[0043] Now, while this consumer identification informa-
tion is sent by the financial institution 2006 to the appa-
ratus 2002, it will be appreciated that the consumer iden-
tification information remains in the domain of the appa-
ratus 2002, and is not passed to the merchant or the
distributor 2004. Accordingly, the consumer can be sat-
isfied that the sensitive consumer identification informa-
tion will remain secure.
[0044] Upon receipt, by apparatus 2002, of the one or
more messages providing the consumer identification in-
formation, the apparatus 2002 may again perform verifi-
cation and/or validation of said messages in step S3020.

That is, the apparatus 2002 can verify (via a digital sig-
nature or the like) that the consumer identification infor-
mation is genuine consumer identification information re-
ceived directly from the financial institution 2006.
[0045] At this stage in the process, it will be appreciated
that apparatus 2002 has securely obtained the requisite
information to establish a link or association between the
merchant and the consumer. That is, the apparatus 2002
has obtained the merchant identification information in
the link account request message in step S3004, and the
consumer identification information (such as the IBAN of
the account to be linked with the merchant) in step S3020.
Accordingly, the apparatus 2002 establishes the associ-
ation, or link, between the merchant and the consumer,
and securely stores this information in a storage unit
(such as element 1010 of apparatus 1000, for example).
[0046] Next, the apparatus 2002 generates a second
token in response to receiving the consumer identifica-
tion information. The method of generating the second
token is not particularly limited. That is, for example, the
apparatus 2002 may tokenise a combination of the mer-
chant identification information (which uniquely identifies
the merchant) and the consumer identification informa-
tion (which uniquely identifies the consumer) using a
cryptographic hash. Alternatively, the apparatus 2002
may generate a token uniquely representative of the mer-
chant identification information and consumer identifica-
tion information combination without use of the merchant
identification information and consumer identification in-
formation itself (e.g. using a one time token generator or
the like). In either case, the second token itself comprises
no information regarding either the merchant or consum-
er. That is, the second token is a piece of data that has
no meaning on its own, but is used to uniquely represent
the merchant and consumer association which has been
formed. Apparatus 2002 then securely stores the second
token with the association between the merchant and the
consumer.
[0047] Figure 4 shows an example of the association
between a specific merchant ID 4002 (an example of
merchant identification information), the IBAN 4004 (an
example of consumer identification information) and the
second token 4006 (which may be referred to as a mer-
chant reference token, in this example) which may be
securely stored by apparatus 2002 (e.g. in the form of a
look up table) in accordance with embodiments of the
disclosure. From this example, it can be seen that the
merchant reference token 4006 can be used as a refer-
ence to a specific merchant ID 4002 and consumer IBAN
4004. That is, each merchant reference token 4006
uniquely identifies a specific combination of merchant ID
4002 and consumer IBAN 4004 in table 4000. However,
as noted above, the merchant reference token 4006 itself
comprises no information regarding either the merchant
or the consumer. Rather, it is possession of the merchant
reference token 4006 which enables reference to the in-
formation in table 4000 to be performed. However, it will
be appreciated that the method of storing the association
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is not particularly limited in this respect. The association
of the merchant reference token with the merchant ID
4002 is possible because the apparatus 2002 records
the specific merchant ID included in the link request mes-
sage in response to which the first token and, upon ac-
ceptance of the first token at step 3014 and authorisation
of the consumer at step 3016, the second token, are gen-
erated. The association of the merchant reference token
with the IBAN 4004 is possible because the apparatus
2002 records the IBAN provided by the financial institu-
tion at step 3018. The merchant reference token is
uniquely associated with the merchant ID and IBAN com-
bination.
[0048] Once the merchant reference token and the as-
sociation between the merchant and consumer (or, more
specifically, a bank account of the consumer) have been
generated, the apparatus 2002 sends the merchant ref-
erence token to the distributor 2004.
[0049] The distributor 2004 passes the merchant ref-
erence token to the merchant, who thus stores the mer-
chant reference token alongside information indicating
the consumer for whom that merchant reference token
has been generated (step S3024). The method of forming
the association between the first party and the second
party ends with step S3026.
[0050] It will be appreciated that, according to embod-
iments of the disclosure, once the association between
the merchant and the consumer has been created, the
merchant can use the merchant reference token as a
reference to the association with the consumer (that is,
the link to the bank account of the consumer). For exam-
ple, the merchant can, on request of the consumer, sup-
ply the merchant reference token (as a request token) to
the apparatus 2002 along with information regarding the
merchant (such as merchant identification information)
and/or information regarding a requested transaction in
order to instruct a payment from the account the con-
sumer has associated with the merchant to the merchant.
[0051] Upon receiving the request, the apparatus 2002
will, according to embodiments of the disclosure, author-
ize the requested transaction between the merchant and
the consumer when it is determined that the merchant
identification information and the merchant reference to-
ken matches the association between the merchant iden-
tification information and merchant reference token
stored by apparatus 2002. If merchant reference token
supplied by the merchant when requesting a transaction
does not match a merchant reference token stored by
the apparatus 2002, or if that merchant reference token
exists but is received from a merchant with merchant
identification information other than the merchant identi-
fication information with which that merchant reference
token is associated, then apparatus 2002 will not author-
ise a transaction.
[0052] Furthermore, according to embodiments of the
disclosure, apparatus 2002 may send a message to at
least the request party (the merchant) comprising infor-
mation indicative of a refusal when the information indic-

ative of the request party and the request token do not
match an association.
[0053] Accordingly, only the merchant with whom the
consumer has created the association can validly request
a transaction using the merchant reference token.
[0054] In addition, according to embodiments of the
disclosure, at least one of the merchant, distributor 2004,
apparatus 2002 and/or financial institution 2006 may re-
quest specific authorisation of the requested transaction
from the consumer prior to the transaction being author-
ised by apparatus 2002 even in the event it is determined
that the merchant has valid possession of the merchant
reference token. This will be described in more detail
below.
[0055] From the above description, it will be appreci-
ated that the exchange of the first token from the distrib-
utor 2004 to the financial institution 2006 in step S3008
represents the only direct exchange of information be-
tween the distributor 2004 and the financial institution
2006 required to establish the association between these
parties in accordance with embodiments of the disclo-
sure. Moreover, as noted above, the first token itself does
not comprise any information regarding the parties them-
selves. Rather, the first token is used as a secure means
for authenticating the parties and establishing their inten-
tion to form an association. As such, the parties can es-
tablish an association without performing any exchange
of sensitive information, thus enhancing the level of se-
curity when forming an association between the respec-
tive parties.
[0056] Furthermore, the second token which is gener-
ated enables one or other of the parties to use that token
in subsequent exchanges in order to reference securely
held sensitive information regarding the parties, such that
the sensitive information need not be included in the fu-
ture exchanges. Moreover, because the sensitive infor-
mation is held by the apparatus 2002, the sensitive in-
formation regarding one or other of the parties need not
be exchanged with the other party, even in the subse-
quent exchanges. That is, in the above described exam-
ple, once the association has been created, the merchant
reference token enables the merchant to use the infor-
mation regarding the consumer’s account (such as the
IBAN) to process a transaction without the merchant hav-
ing direct access to that information at any stage.
[0057] A specific example of forming an association
between a first and second party will now be described
in more detail with reference to Figure 5 of the present
disclosure.

Linking an Account:

[0058] Figure 5 shows an example situation of associ-
ating a first party and a second party in accordance with
embodiments of the disclosure. The example situation
of Figure 5 is described from the consumer side of the
method of Figure 3 described above.
[0059] In this specific example, consider that a con-
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sumer (the second party) wishes to form an association
with a merchant (the first party). That is, the consumer
wishes to link an account, such as a bank account, with
the merchant, such that the consumer can use that ac-
count in future transactions with the merchant without
having to repeatedly provide the merchant with details
regarding the account in future transactions, or in fact
providing the merchant with details regarding the account
at any stage at all.
[0060] Consider that, in this example, a consumer is
using a browser on a consumer device, such as a per-
sonal computing device, a personal mobile telecommu-
nication device or the like, to navigate across pages of a
website offered by a merchant. In step S5000, the con-
sumer navigates the pages of the website offered by the
merchant in order to identify particular goods or services
which the consumer would like to purchase from the mer-
chant. In this example, once the consumer has identified
certain goods which they would like to purchase, the con-
sumer may select those items and provide an indication
that they would like to proceed to payment. Accordingly,
the browser of the consumer device may navigate to a
payment webpage provided by the merchant.
[0061] At this stage, the consumer may be requested
to log into the merchant website. That is, if the consumer
has previously registered with the merchant, then the
consumer may be requested to provide certain creden-
tials in order to log into the secure area of the merchant’s
website and view payment options specific to that con-
sumer. Alternatively, if the consumer has yet to register
for an account with the merchant, then the consumer may
be requested to create an account with the merchant. In
this manner, the merchant can create a specific record
for a given consumer. The record may comprise infor-
mation regarding payment options or delivery information
specific to that consumer.
[0062] Once the secure payment area of the mer-
chant’s website has been accessed, the consumer may
be presented with a number of distinct payment options.
That is, the consumer may select a method of payment
to use to provide the merchant with the required funds
to proceed with the transaction in exchange for the se-
lected goods. In this example the consumer may select
an option to pay by bank account. In other words, the
consumer selects an option on the payment webpage of
the merchant that indicates that the consumer wishes to
pay for the goods using funds from a bank account held
in a financial institution, such as financial institution 2006
described with reference to Figure 2 of the present dis-
closure.
[0063] Having made the selection to pay by an ac-
count, the consumer may be presented with options of
available bank accounts which have been linked to the
merchant. That is, a list of stored bank accounts may be
presented to the consumer for selection by the consumer
when proceeding with the transaction. Use of a previous-
ly stored bank account to proceed with the transaction
will be described later with reference to Figure 6. How-

ever, in this situation, it is assumed that there are no
previously linked accounts for that consumer available
with that merchant. Accordingly, assuming that the con-
sumer intends to proceed with using a bank account to
pay for the selected goods, the consumer may be pre-
sented with an option to initiate the functionality to link
an account with that merchant. In this example, in step
S5002, the consumer thus selects the option to link an
account with the merchant. When this selection is made,
a specific application, such as pay by bank application
or the like, may be initiated on the consumer’s personal
computing device in order to perform the processing re-
quired to securely link a bank account with the merchant.
Furthermore, according to embodiments of the disclo-
sure, the consumer may launch the pay by bank appli-
cation on a device other than the initial consumer per-
sonal computing device, if they wish to perform the linking
(and any subsequent transaction) on a device other than
the initial device which they used to navigate the website
of the merchant.
[0064] Now, while the initiation of the request to link an
account is described here as being performed after the
consumer has identified goods which they wish to pur-
chase, the present disclosure is not particularly limited
in this regard. That is, the request to link an account may,
alternatively, be initiated by the consumer prior to, and
independent of, any request to purchase goods. That is,
the consumer may request to link an account with a mer-
chant for use in future transactions which the consumer
may wish to make with the merchant, for example. The
timing of the request to link an account is therefore not
particularly limited, and will vary in accordance with the
situation to which the embodiments of the disclosure are
applied.
[0065] In response to the consumer selecting the link
account option in step S5002, the distributor 2004 (which
is in communication with the server (not shown) hosting
the merchant website) sends the link request message
to the apparatus 2002 on behalf of the merchant (as de-
scribed with reference to Figure 3). In this manner, the
message sent to the apparatus 2002 indicates that a re-
quest to link an account with the merchant has been in-
itiated. In response, the apparatus 2002 sends a first to-
ken back to the merchant In one example, the first token
is a MasterCard ® pay by bank application (PBBA) code.
The first token is generated by apparatus 2002 in re-
sponse to the request from the merchant, and is unique
to that request. However, the token does not comprise
any sensitive information regarding either the merchant
or the consumer. The distributor 2004 then passes the
first token to the merchant.
[0066] Once the merchant receives the first token from
the apparatus 2002, the merchant website may present
the token to the consumer on the consumer device. For
example, a display screen of the consumer device may
be utilized to display the token. Accordingly, in response
to initiating the functionality to link an account with the
merchant, the consumer is presented with (or otherwise
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receives) the first token.
[0067] Returning now to the consumer personal com-
puting device, once the consumer has initiated the func-
tionality to link an account, the consumer may be pre-
sented with options to select which account they would
like to link, or associate, with the merchant. It will be ap-
preciated that this is performed independently of the mer-
chant. For example, the identification of the bank ac-
counts which are available for linking with the merchant
may be performed by a specific banking application pro-
vided by the financial institution 2006 with which the con-
sumer has an account (or a suitable third party authorised
by that financial institution). This is installed on the con-
sumer’s personal computing device in advance and is
launched when the request to link a bank account has
been made in step S5002 on the merchant website. Ac-
cordingly, if the consumer has a number of accounts,
those accounts will be presented to the consumer. Within
this application, the consumer can then select an account
to link with the merchant.
[0068] Once the consumer has selected the account
which they wish to link, in step S5006 the consumer is
then presented with an option to enter the first token.
Upon correctly entering the first token (as displayed by
the merchant website), the link selection is complete.
[0069] In an embodiment, the merchant website may
be displayed on a separate device to the personal device
on which the banking application is installed (e.g. the
merchant website may be displayed on a desktop com-
puter whilst the banking application is installed on the
consumer’s smart phone). The process, however, works
in exactly the same way (as long as the server hosting
the merchant website and the banking application are
each able to communicate with the apparatus 2002). The
only difference is that the user will have to manually open
the banking application and select a suitable option (e.g.
a "PBBA" virtual button presented by the banking appli-
cation) to display the first token entry screen shown in
step S3006. In another embodiment, if the separate ap-
plication, such as the bank application, is initiated on the
same device that the consumer uses to navigate the mer-
chant website, then the token may be automatically re-
trieved from the web browser by the separate application.
In this case, the consumer does not have to manually
input the token once the bank account has been selected
(rather, the link selection is completed as soon as the
user selects the account they wish to link at step S5004
and step S5006 is skipped).
[0070] Once the account to be linked has been select-
ed, the banking application on the consumer’s computing
device sends at least one message to the apparatus
2002, the at least one message comprising the consumer
identification information (e.g. IBAN) and the first token
which was passed to the banking application (either au-
tomatically or by the user manually entering the first to-
ken). This message may be sent to the apparatus 2002
via the financial institution 2006 which holds the account
selected by the consumer in step S5004 (and which pro-

vides the banking application). In embodiments, the con-
sumer identification information is only transmitted once
the consumer has provided authorisation (e.g. through
entering a banking application passcode or providing a
biometric marker (e.g. facial photograph or fingerprint)
previously set up for use with the banking application (as
mentioned with reference to step S3016 in Figure 3)).
[0071] Since the first token is unique to the link request
message generated by the specific merchant identified
in the link request message, upon receipt of the first token
from the consumer, the apparatus 2002 realises that the
consumer wishes to form an association with the specific
merchant. In other words, the first token received from
the consumer, being the same as the first token which
was generated by the apparatus in response to the link
request from the merchant, can be subsequently used
by the apparatus 2002 in order to identify the merchant
with whom the consumer wishes to form an association.
[0072] As previously mentioned, in this example, the
consumer identification information indicative of the con-
sumer which is sent by the consumer in the at least one
message to the apparatus 2002 is information which
uniquely identifies the account, or accounts, the consum-
er would like to link with the merchant. The consumer
identification information may be an international bank
account number (IBAN) or the like. Such information
identifying the account which the consumer would like to
link with the merchant may be considered sensitive in
nature, since such information could be vulnerable to
fraudulent use. However, according to the embodiments
of the disclosure, the consumer does not need to provide
this information to the merchant at all. Rather, the infor-
mation is passed only to apparatus 2002 (which is oper-
ated by a party trusted by both merchants and consum-
ers, such as a party subjected to government and/or fi-
nancial institution network regulations). Moreover, it will
be appreciated that the messages and communication
between the consumer and the apparatus 2002 may be
encrypted in order to further improve security.
[0073] Following receipt and verification and/or valida-
tion of the consumer identification information, apparatus
2002 generates a second token on the basis of the con-
sumer identification information and merchant identifica-
tion information (as previously explained). This second
token is distinct from the first token. Moreover, as noted
for the first token, the second token itself comprises no
specific information regarding the consumer or mer-
chant. The apparatus 2002 then stores the second token
in association with the merchant identification informa-
tion and the consumer identification information, as pre-
viously discussed.
[0074] Once generated, the second token is then sent
to the merchant. As described above, the merchant then
retains the token for use in future transactions with the
consumer. In other words, the second token is represent-
ative of an association between the merchant and the
account of the consumer.
[0075] Returning to the consumer computing device,
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in step S5008, the consumer then receives an indication
that the account has been successfully linked with the
merchant. This indication may be received from the mer-
chant (in the browser of the computing device used to
navigate the merchant’s website) or in the pay by bank
application launched on the consumer’s device, for ex-
ample.
[0076] In summary, the above described example en-
ables a consumer to link their bank account to a specific
merchant for use with transactions with that merchant.
When the consumer initiates a link request, the consumer
is presented with a first token, such as a PBBA code,
which the consumer then passes to the apparatus 2002
along with information of the account which the consumer
wishes to link with the merchant (such as an IBAN). The
IBAN and specified merchant identification information
is then tokenised by the apparatus 2002 to form a second
token. An association between the second token, the
merchant and the IBAN is then created by the apparatus
2002 and securely stored by that apparatus. Then, the
second token is passed to the merchant to be stored
against the consumer’s merchant record.
[0077] In this manner, the consumer can securely cre-
ate an association between an account and the mer-
chant, such that the account can be used in future trans-
actions to supply funds to the merchant in exchange for
desired goods. The association can be created without
any sensitive information, such as the IBAN, being
passed from the consumer to the merchant. Accordingly,
the consumer can have confidence to create an associ-
ation with a merchant without compromising their sensi-
tive information.
[0078] A specific example of using the association be-
tween the merchant and the consumer which has been
created to purchase goods from the merchant will now
be described with reference to Figure 6.

Payment:

[0079] Once an account has been associated with a
merchant, as described with reference to Figure 5 above,
the consumer may use such an association, such as an
account on file, to securely purchase goods or services
provided by the merchant.
[0080] Figure 6 shows an example situation of using
the association between a first party and a second party
in accordance with embodiments of the disclosure.
[0081] Consider that, similar to the example described
with reference to Figure 5 of the present disclosure, a
consumer is again using a browser on a consumer de-
vice, such as a personal computing device, to navigate
pages of a website offered by a merchant. In this exam-
ple, the consumer navigates the pages of the website
offered by the merchant in order to identify particular
goods which the consumer would like to purchase from
the merchant. Once the consumer has identified certain
goods which they would like to purchase, the consumer
may select those items and provide an indication that

they would like to proceed to payment. Accordingly, the
browser of the consumer device may navigate to a pay-
ment webpage provided by the merchant. At this stage,
the consumer may be requested to provide certain au-
thentication credentials in order to securely log into the
payment area.
[0082] Now, in this example, when the website of the
merchant proceeds to a payment page, the consumer is
presented with the option to pay by using a linked account
(this account having been linked with the merchant in
accordance with a process such as that described with
reference to Figure 5 above). The consumer then selects
to pay for the goods by using a linked account in step
S6000. The option to pay using a linked account may be
presented as one of a plurality of different payment op-
tions (the others including a credit or debit card payment,
for example).
[0083] When the consumer makes this selection to pay
using a linked account, the consumer is presented with
a list of accounts which have been associated with the
merchant. If the consumer selects the option to pay using
a linked account without having previously associated an
account with that merchant, the consumer will be re-
quested to follow the steps described with reference to
Figure 5 of the present disclosure for creating an asso-
ciation between an account of the consumer and the mer-
chant. However, provided that the consumer has previ-
ously linked at least one account with the merchant, the
process will proceed to step S5004.
[0084] At this stage, the consumer is presented with
the list of accounts which have been previously linked
with the merchant. That is, the merchant has stored a list
of linked accounts for that consumer, and presents the
list of accounts to the consumer for selection. According
to embodiments of the disclosure, the list of accounts
may be stored against a pseudo-name chosen by the
consumer (e.g. via adjustable settings in a user account
area of the merchant’s website) to indicate the specific
account which the second token is associated with. In
this manner, in the case whereby the consumer has sev-
eral different accounts, the consumer can readily identify
the account with which they wish the payment to proceed.
However, it will be appreciated that, as described above
with reference to Figure 3 of the present disclosure, the
merchant does not store any sensitive information re-
garding the accounts which the consumer has linked
(such as the account number or the like). Rather, the
merchant only receives, and stores, the second token
(the merchant reference token) against the consumer
record in accordance with embodiments of the disclo-
sure.
[0085] In other words, according to embodiments of
the disclosure, the consumer can simply select a linked
account which they wish to use in a transaction with the
merchant, without entering the account number or pro-
viding the merchant with the account information. In step
S6002, the consumer selects an account of the accounts
on file (the accounts linked or associated with the mer-
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chant) for use for payment in the transaction to purchase
the selected goods.
[0086] It will be appreciated that, at this stage, the mer-
chant provides a merchant reference token stored in as-
sociation with the selected account to the apparatus 2002
along with information regarding the transaction. For ex-
ample, the merchant may provide information that a
transaction of certain value has been requested by the
consumer along with the merchant reference token which
has been selected by the consumer. Again, it will be ap-
preciated that the merchant does not provide, or receive,
any information regarding the consumer’s account. Rath-
er, the merchant simply provides the merchant reference
token to the apparatus 2002 along with details of the re-
quested transaction. It will be appreciated that the infor-
mation regarding the transaction is not particularly limited
to the value of the transaction. Other information regard-
ing the transaction may be provided to the apparatus
2002 by the merchant alongside the merchant reference
token. For example, the merchant may provided infor-
mation regarding the type of transaction which has been
requested, the goods which the transaction relates to,
time information regarding the transaction or the like. In
fact, any such information may be provided by the mer-
chant to the apparatus 2002 with the merchant reference
token in accordance with the situation to which the em-
bodiments of the disclosure are applied.
[0087] The apparatus 2002 can then identify, by virtue
of the merchant reference token (as described with ref-
erence to Figure 4 above) the consumer account from
which the funds to perform the requested transaction
should be retrieved. It should be noted that, at this stage,
a number of operations may be performed by the appa-
ratus 2002 prior to requesting the transaction from the
consumer’s account. That is, according to certain em-
bodiments, the apparatus can verify that the received
merchant reference token matches a merchant reference
token on record. Furthermore, the apparatus can verify
that the specific merchant from whom the merchant ref-
erence token is received matches the merchant with
which that merchant reference token is associated. That
is, if the merchant reference token is received from a
merchant who does not match the merchant associated
with the merchant reference token, then the apparatus
2002 may refuse to authorise the transaction. In this man-
ner, fraudulent use of a merchant reference token can
be reduced.
[0088] Once the apparatus 2002 is satisfied that the
received merchant reference token is a genuine mer-
chant reference token received from the merchant with
which that token is associated, the apparatus 2002 au-
thorises the transaction to proceed.
[0089] Accordingly, the apparatus 2002 can send at
least one message to the financial institution 2006 which
holds the account identified by the merchant reference
token requesting that a transaction is performed in order
to provide funds to the merchant.
[0090] As such, funds to perform the transaction are

taken from the consumer account once the consumer
has selected, in step S6002, an account on file which
has been linked with the merchant. In this example, no
further details are required to be provided by the con-
sumer and no specific authentication of the request by
the consumer is required. That is, provided the consumer
has logged in to the secure area of the merchant’s web-
site and selected the option to pay using a linked account,
then, when the apparatus has received the merchant ref-
erence token from the merchant, the apparatus will in-
struct a transaction to proceed without further instruction
from the consumer. This simplifies the consumer pur-
chase experience.
[0091] However, in certain examples, either the mer-
chant and/or the consumer may have provided an indi-
cation that a transaction should not be initiated without
further authentication from the consumer. Alternatively
or in addition, such additional authentication may be re-
quested on a random sample of transactions, or on trans-
actions which have been identified as a higher risk trans-
action. In these cases, when the merchant reference to-
ken has been identified, the consumer may have to pro-
vide further authorisation that the transaction is a genuine
transaction which should be initiated. In accordance with
embodiments of the disclosure, such additional authori-
sation may be provided in the form of secure password
authentication, biometric authentication or the like (e.g.
as implemented by the banking application on the con-
sumer’s personal computing device in combination with
suitable hardware included on the consumer’s personal
computing device in response to the financial institution
receiving the requested transaction). Receiving addition-
al authentication of the consumer in this manner further
improves the security of pay by bank transactions using
the merchant reference token.
[0092] Once the transaction between the merchant
and the consumer is complete, the consumer is present-
ed, in step S6004, with information that the purchase has
been completed. This confirmation of purchase may, in
examples, be provided by the merchant website. The
merchant will dispatch the requested goods to the con-
sumer.

Link and Pav:

[0093] While the above methods of associating or link-
ing an account and subsequently paying with an account
have been described as separate and distinct processes,
it will be appreciated that the present disclosure is not
particularly limited in this regard. That is, according to
embodiments of the disclosure, the consumer may per-
form the linking of an account and the subsequent use
of that account in a single interaction with the merchant.
[0094] In other words, it will be appreciated that the
purchase of goods using a linked account may be per-
formed directly after the link has been performed, or may,
alternatively, be performed at a certain time after the for-
mation of the link. The present disclosure is not particu-
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larly limited in this regard.

Technical Advantages:

[0095] According to the above described embodiments
of the disclosure, the consumer can securely link a spe-
cific account to a merchant enabling the consumer to
reduce the amount of sensitive information which needs
to be transmitted to the merchant in order to use an ac-
count to purchase goods and services from the merchant
in future transactions. That is, the consumer can store
an account on file such that the account can be easily
used in order to make a payment to the merchant without
having to enter sensitive information regarding the ac-
count at the time of payment. Moreover, sensitive infor-
mation regarding the consumer and the account is re-
tained in a secure domain, and need not be provided to
the merchant at all.
[0096] More generally, according to embodiments of
the disclosure, an association between a first party and
a second party can be established without the exchange
of sensitive information between the parties, thus en-
hancing the level of security when forming an association
between the respective parties.
[0097] Of course, the present disclosure is not partic-
ularly limited to these advantageous effects, there may
be others.

Additional Modifications:

[0098] While the method of associating a first party and
a second party has been described with reference to Fig-
ures 3 to 6 above, it will be appreciated that the present
disclosure is not particularly limited in this regard. In par-
ticular, the following adaptations and modifications may
be made to the method described with reference to Fig-
ures 3 to 6 in accordance with embodiments of the dis-
closure.
[0099] According to embodiments of the disclosure, an
association can be created between a merchant and a
consumer, such that the consumer can request to se-
curely store an account on file with the merchant without
the merchant storing any sensitive information regarding
the consumer and/or the account. Subsequently, the con-
sumer may request the merchant uses the association
in order to retrieve funds for a transaction, for example,
without supplying information regarding the account to
the merchant and without repeating the transmission of
secure information regarding the account. However, in
certain situations, the consumer may desire that a certain
degree of limitation is placed on the situations in which
the merchant may use the association, that is, the mer-
chant reference token, to request a transaction to pro-
ceed. That is, the consumer may desire an enhanced
level of control over subsequent use of the association
by the merchant to perform transactions.
[0100] As such, according to embodiments of the dis-
closure, the one or more messages sent by the financial

institution 2006 to the apparatus 2002 (comprising the
consumer identification information such as the IBAN)
may comprise information indicative of one or more limits,
and the method according to embodiments of the disclo-
sure may comprise further associating the identified lim-
it(s) with the merchant ID, IBAN and merchant reference
token stored by the apparatus 2002.
[0101] Consider an example whereby a consumer C
has created an association with a first merchant M. Mer-
chant M will store a merchant reference token which can
be used to request a transaction from a bank account of
consumer C. That is, when merchant M provides the mer-
chant reference token to apparatus 2002 with information
regarding a requested transaction, apparatus 2002 will
initiate a transaction from the account of consumer C to
merchant M. In order to increase the level of security, the
consumer C may indicate that all transactions which are
requested by merchant M using the merchant reference
token must also receive authentication from the consum-
er C. However, requesting authentication in each case
may be cumbersome and increase frustration of the con-
sumer C when requesting transactions with merchant M.
As such, according to embodiments of the disclosure,
consumer C may provide additional information when
creating the initial association regarding the situations,
values and/or types of transaction for which the merchant
M may use the association and merchant reference to-
ken. Then, if a transaction is received from that merchant
M which falls outside the authorised limits provided by
the consumer C, the apparatus 2002 will not initiate a
transaction from the consumer C’s account. In other
words, according to embodiments of the disclosure, the
apparatus 2002 will only authorize a transaction between
a merchant and a consumer when it is determined that
one or more parameters of the requested transaction are
within, or conform to, the respective predefined limits.
Additional information indicative of the predefined limits
is stored and associated with the merchant ID, IBAN and
merchant reference token stored by the apparatus 2002.
[0102] It will be appreciated that the form of the addi-
tional information is itself not particularly limited, and may
vary in accordance with the situation to which embodi-
ments of the disclosure are being applied. For example,
the additional information (also referred to as mandate
information, in certain examples) may comprise informa-
tion regarding at least one of a maximum value of the
transaction (such as transactions up to a value of £50) a
frequency of transactions (such as five transactions per
day), a number of transactions (such as ten transactions
since the association has been established or ten trans-
actions since authentication has previously been ob-
tained), certain types of goods the transaction may relate
to (such transactions to purchase groceries, but not to
purchase restricted items such as alcohol) or the like for
which the association can be used. Where necessary,
parameters of the transaction which are compared
against the additional information in order to determine
whether the transaction falls within the allowable limits

21 22 



EP 3 910 581 A1

13

5

10

15

20

25

30

35

40

45

50

55

(such as the types of goods the transaction relates to)
may be received from the merchant when the merchant
provides the apparatus 2002 with the merchant reference
token. It will be appreciated that this additional informa-
tion is likewise associated with the merchant identifier
(merchant identification information, e.g. merchant ID),
the consumer identifier (consumer identification informa-
tion, e.g. IBAN) and the merchant reference token by the
apparatus 2002. Accordingly, transaction information re-
ceived from the merchant M alongside the merchant ref-
erence token can be compared with the additional infor-
mation prior to instructing a transaction between the con-
sumer C and the merchant M.
[0103] In the case of a maximum value of the transac-
tion, for example, when the value of the transaction is
below that limit, then the transaction may be initiated by
apparatus 2002 without further interaction with the con-
sumer C (provided that the merchant reference token is
genuine, and matches the merchant M with which that
token is associated). However, when the value of the
transaction is above, or does not conform to, the trans-
action limit which has been set by the consumer C, then
the apparatus 2002 will seek further authorisation and/or
authentication from the consumer C prior to proceeding
with the transaction. In this case, one or more messages
may be sent to the merchant M and/or the consumer C
indicating that the requested transaction requires further
specific authorisation and/or authentication, or indicating
that the requested transaction has been refused, de-
pending on the situation.
[0104] Such limits do not prevent the consumer C from
purchasing the goods from the merchant M by an alter-
native payment method. Rather, the limits place restric-
tions on the ability of the merchant M to request a trans-
action using the merchant reference token. Thus, the lim-
its increase the level of security and control the consumer
C (or, more generally, the second party) has over the use
of the association by the merchant M (or, more generally,
the first party).
[0105] It will be appreciated that the actions taken by
the apparatus 2002 when a transaction is requested
which falls outside the limits defined by the additional
information are not particularly limited. That is, as de-
scribed above, in certain examples the apparatus 2002
may seek additional authorisation and/or authentication
from the consumer C prior to initiating a transaction. Al-
ternatively, the apparatus 2002 may automatically refuse
a transaction which falls outside the limits defined by the
additional information (when a transaction is requested
which exceeds the upper limit of the association, for ex-
ample). Alternatively or in addition, once a transaction
has been requested which falls outside the limits defined
by the additional information set by the consumer C, the
apparatus may refuse any subsequent transaction re-
quest from that merchant M, even if the subsequent trans-
action falls within the limits set by the consumer C, until
the consumer C has provided authorisation and/or au-
thentication to unblock the association. In this manner,

any subsequent transaction received after a potentially
fraudulent attempt to use the merchant reference token
can be blocked. This further improves the security of the
system.
[0106] In other words, according to embodiments of
the disclosure, the apparatus 2002 may send a further
message to the financial institution 2006, the further mes-
sage comprising information requesting specific author-
ization of the transaction, when the requesting merchant
and the request token match those of the association
stored by apparatus 2002 (e.g. in the form of the look up
table of Figure 4) and when a parameter of the requested
transaction exceeds one or more predefined limits indi-
cated by additional information stored with that associa-
tion (e.g. as one or more additional columns in the look
up table). In this case, apparatus 2002 will only authorize
a transaction between the consumer C and the merchant
M when specific authorization is received from the con-
sumer C.
[0107] Accordingly, the additional information may be
used to determine whether a consumer C will be required
to authorise certain future transactions. This provides an
enhanced level of security and control to the consumer C.
[0108] In an embodiment, if no additional information
is set when the association is created, then authorisation
and/or authentication of the consumer C may still be re-
quested in certain situations such as in high risk trans-
actions or when specifically requested by the financial
institution and/or merchant (e.g. a particular financial in-
stitution or merchant may require further authorisation of
all transactions for any of its customers exceeding a cer-
tain value). Moreover, it will be appreciated that specific
authorisation and/or authentication may be requested by
one or more of the parties to the transaction (e.g. the
merchant or the financial institution) even in the event
that the requested transaction falls within the limits of the
transactions set by the consumer C and stored by the
apparatus 2002. For example, limits may be independ-
ently defined by the merchant and/or financial institution
(e.g. the merchant’s website and/or banking application
may be programmed to seek further authorisation from
the user for transactions of a certain size, such as asking
the user to enter a password or provide a biometric mark-
er). It will furthermore be appreciated that, even when
limits determining when authorisation of a transaction is
required are defined centrally at the apparatus 2002 (e.g.
as additional columns in a look up table such as that of
Figure 4), the action of authorisation (e.g. prompting for
a password or biometric marker) may be implemented
via the merchant’s website and/or banking application
(which are in communication with the apparatus 2002).
The definition of the limits themselves may be provided
by the user to the apparatus 2002 via the banking appli-
cation (along with the consumer identification informa-
tion, e.g. the IBAN).
[0109] Additionally, according to embodiments of the
disclosure, the consumer C may request the creation or
modification of the additional information at a stage after
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the creation of the association between the merchant M
and consumer C. That is, the consumer C may send one
or more messages (e.g. via their banking application)
comprising a modification request to the apparatus 2002
requesting a change to the additional information stored
with the association. For example, the consumer C may
decide to increase the maximum value of the transaction
which the merchant M can request without authentica-
tion. In this case, any transaction request received after
the change in the additional information will be compared
against the updated additional information prior to allow-
ing a transaction to proceed. This provides a further in-
crease in the level of control the consumer C has over
the association.
[0110] In other words, according to embodiments of
the disclosure, the method may comprise receiving a
modification request from the consumer C and modifying
the association between the merchant identifier, the mer-
chant reference token, the consumer identifier and the
additional information (the information indicative of the
one or more limits) in accordance with the modification
request. Moreover, the modification request may com-
prise at least one of a request to modify the information
indicative of the one or more limits, or a request to delete
the association between the merchant M and the con-
sumer C. In this latter case, if any further transaction re-
quests are received from merchant M using the deleted
merchant reference token, those transactions will be re-
fused. This further enhances the level of control the con-
sumer C has over the association, since the consumer
C can remove the association at any time.
[0111] Alternatively or in addition, according to embod-
iments of the disclosure a consumer C can securely log
into a program or application linked to the apparatus 2002
in order to view a list of associations which have been
created. That is, a consumer C can provide information,
such as a password or the like, in order to access a secure
region of a program or application specific to that con-
sumer C on a consumer electronic device. Once the con-
sumer C has been authenticated in this manner, the ap-
paratus 2002 is configured to securely provide the elec-
tronic device with information regarding the links and as-
sociations between the consumer C and respective mer-
chants M which have been created. In this manner, the
consumer C can retain awareness of the associations
which have been created. Moreover, in certain embodi-
ments, the consumer C is able to request modifications
to the additional information and/or the association
through the application as required. In an embodiment,
the application is provided as part of the consumer’s
banking application. The banking application (which is in
secure communication with the financial institution pro-
viding the banking application) thus allows both the setup
of a new bank account link (by allowing the first token to
be received by the financial institution) and allows view-
ing and modification of that link at a later time. A suitable
application programming interface (API) may be provid-
ed to financial institutions who wish to participate in the

described merchant / bank account linking by the oper-
ator of the apparatus 2002. This allows each individual
banking application (different financial institutions typi-
cally have their own respective banking applications) to
be provided with the functionality to securely communi-
cate with the apparatus 2002 and to thus allow account
links to be viewed and modified. Furthermore, the use of
a suitable API allows this functionality to be implemented
in a way which works with the individual banking appli-
cation concerned (e.g. in terms of graphical user interface
requirements, etc.).
[0112] In certain examples, a consumer C may have
more than one association with a single merchant M
and/or may have a plurality of associations with a plurality
of merchants M. As such, it will be appreciated that the
consumer C may request modification of a single such
request, or may request universal modification of the as-
sociations (such as changing the upper allowable trans-
action value for all associations).
[0113] Now, while certain embodiments of the disclo-
sure have been described with reference to a transaction
between a merchant M and a consumer C, it will be ap-
preciated that the present disclosure is not particularly
limited in this regard. That is, embodiments of the disclo-
sure may be applied more generally to any exchange of
messages whereby a first party wishes to form an asso-
ciation with a second party. For example, embodiments
of the disclosure may be applied to a situation requiring
the secure exchange of certain messages or information
between a first party and a second party in a communi-
cation network or the like.
[0114] Hence, more generally, method of forming an
association between a first and second party is provided
by the present disclosure, as described with reference
to Figure 7 below.

Method:

[0115] Figure 7 illustrates a method of associating a
first party and a second party according to embodiments
of the disclosure. The method steps are performed by
the processor circuitry 1006 of device 1000 when device
1000 acts as device 2002, for example.
[0116] The method begins at step S7000 and proceeds
to step S7002.
[0117] In step S7002, the method comprises receiving
a first electronic message comprising information indic-
ative of the first party. It will be appreciated that the meth-
od of receiving the first electronic message and the in-
formation indicative of the first party is not particularly
limited, and may vary in accordance with the situation to
which the embodiments of the disclosure are applied.
However, the information is sufficient in order to enable
identification of the party who sent the first electronic
message. As such, the information indicative of the first
party may comprise the name of the first party, a code
representative of the first party, or any other suitable in-
dicator (such as a merchant identifier described above
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with reference to Figure 3, for example).
[0118] Once the electronic message comprising infor-
mation indicative of the first party has been received, the
method proceeds to step S7004.
[0119] In step S7004, the method comprises generat-
ing a first electronic token in response to receiving the
information indicative of the first party. It will be appreci-
ated that the method of generating the first electronic
token, and the form of the first electronic token itself, are
not particularly limited. That is, any such method of gen-
erating the first electronic token may be used in accord-
ance with embodiments of the disclosure.
[0120] Once the first electronic token has been gener-
ated in step S7004, the method proceeds to step S7006.
[0121] In step S7006, the method comprises sending
the first electronic token to the first party. That is, the first
electronic token which has been generated in step S7004
is sent to the first party (via communication circuitry 1004,
for example). The method of sending the first electronic
token to the first party is not particularly limited. That is,
the first electronic token may be sent to the first party
through any appropriate wired or wireless connection in
accordance with the situation.
[0122] Once the first electronic token has been sent to
the first party, the method proceeds to step S7008.
[0123] In step S7008, the method comprises receiving
one or more second electronic messages from the sec-
ond party, the one or more second electronic messages
comprising the first electronic token and information in-
dicative of the second party. The information indicative
of the second party may comprise an IBAN of a bank
account belonging to the second party, for example. That
is, in step S7008, the method comprises receiving the
first electronic token which was generated in step S7004
from the second party (the second party being the party
with which the first party wishes to form an association).
In other words, the fact that the second party supplies
the first electronic token along with the information indic-
ative of the second party enables the identification of that
party as the party with which the first party wishes to form
the association. However, the method by which the sec-
ond party receives the first electronic token from the first
party is not particularly limited in accordance with the
present disclosure.
[0124] Once the one or more second electronic mes-
sages have been received from the second party, the
method proceeds to step S7010.
[0125] In step S7010, the method comprises generat-
ing a second electronic token in response to receiving
the first electronic token and the information indicative of
the second party from the second party. The second elec-
tronic token is generated such that it does not comprise
any specific information regarding the first or the second
party which is understandable to an unauthorised party.
In particular, the information indicative of the second par-
ty (e.g. IBAN) cannot be determined using the second
token (even by the first party). In embodiments of the
disclosure, the second token is distinct from the first elec-

tronic token generated in step S7004.
[0126] Once the second electronic token has been
generated according to step S7010, the method pro-
ceeds to step S7012.
[0127] In step S7012, the method comprises associat-
ing the information indicative of the first party, the infor-
mation indicative of the second party and the second
electronic token, the first party being identified on the
basis of the first electronic token.
[0128] Once the association has been generated, the
method proceeds to step S7014.
[0129] In step S7014, the method comprises sending
the second electronic token to the first party. As noted
above, the information indicative of the second party (e.g.
IBAN) cannot be derived by the first party (or any other
unauthorised party) from the second electronic token
formed in step S7010. Accordingly, no sensitive informa-
tion regarding the second party is sent to the first party
when forming the association. However, the second elec-
tronic token is unique to the association between the first
and second party. Accordingly, the second electronic to-
ken enables the first party to reference the association
between the first and second party in any future exchange
between the first and second party.
[0130] The method then proceeds to, and ends with,
step S7016.

Method:

[0131] Figure 8 illustrates a method of associating a
first party and a second party according to embodiments
of the disclosure. The method steps are performed by
the processor circuitry 1006 of device 1000 when device
1000 is a data processing apparatus controlled by a dis-
tributor 2004, for example.
[0132] The method begins at step S8000 and proceeds
to step S8002.
[0133] In step S8002, the method comprises receiving
a request (e.g. via user input unit 1002 or communication
circuitry 1004) from the second party to form the associ-
ation. It will be appreciated that the method of receiving
the request from the second party is not particularly lim-
ited in accordance with embodiments of the disclosure
Moreover, the request may be received directly from the
second party or, alternatively, may be received having
been sent by a device on behalf of the second party. The
request itself may take any suitable form, such as the
request to link a consumer account with a merchant de-
scribed with reference to Figure 5 of the present disclo-
sure, provided the request received from the second par-
ty indicates the intention of the second party to form an
association with the first party.
[0134] Once the request has been received, the meth-
od proceeds to step S8004.
[0135] In step S8004, the method comprises sending
a first electronic message comprising the information in-
dicative of the first party. This request may, in certain
examples, be a link request electronic message or the
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like described with reference to the example of Figure 5
of the present disclosure. However, the present disclo-
sure is not particularly limited in this regard. That is, pro-
vided the first electronic message comprises information
enabling the first party to be identified, the present dis-
closure is not particularly limited. The first electronic mes-
sage may, according to certain embodiments of the dis-
closure, be sent by the communication circuitry 1004 of
device 1000, for example.
[0136] Once the first electronic message has been
sent, the method proceeds to step S8006.
[0137] In step 8006, the method comprises receiving
the first electronic token (e.g. via communication circuitry
1004) in response to sending the request.
[0138] Once the first electronic token has been re-
ceived, the method proceeds to step S8008.
[0139] In step S8008, the method comprises providing
the first electronic token to the second party. In certain
examples, the first electronic token may be provided to
the second party using communication circuitry 1004
(e.g. from distributor to financial institution via the server
hosting a merchant’s website and the banking application
executed on a user’s smart phone). However, the present
disclosure is not particularly limited in this regard, and
any suitable method of providing the first electronic token
to the second party may be used in accordance with the
situation to which the embodiments of the disclosure are
applied. Possession of the first electronic token by the
second party enables the intention to form the associa-
tion between the first and second party to be established
in accordance with embodiments of the disclosure.
[0140] Once the first electronic token has been provid-
ed to the second party, the method proceeds to step
S8010.
[0141] In step S8010, the method comprises receiving
the second electronic token (via communication circuitry
1004). As previously explained, the second electronic
token is unique to the association between the first party
and the second party, and can therefore be used in order
to reference the association which has been created.
[0142] Once the second electronic token has been re-
ceived, the method proceeds to step S8012.
[0143] In step S8012, the method comprises associat-
ing the second electronic token with the second party
and associated first party. According to certain embodi-
ments of the disclosure, the method of associating the
second electronic token with the second party may com-
prise secure storage of the second electronic token with
information indicative of the first and second parties (e.g.
in the form of a look up table like that of Figure 4 stored
in the storage medium 1010.
[0144] The method then proceeds to, and ends with,
step S8014.

Method:

[0145] Figure 9 illustrates a method of associating a
first party and a second party according to embodiments

of the disclosure. The method steps are performed by
the processor circuitry 1006 of device 1000 when device
1000 is a data processing apparatus controlled by a fi-
nancial institution 2006, for example.
[0146] The method begins at step S9000, and pro-
ceeds to step S9002.
[0147] In step S9002, the method comprises receiving
the first electronic token (e.g. via communication circuitry
1004), the first electronic token having been previously
provided to the second party.
[0148] Once the first electronic token has been re-
ceived, the method proceeds to step S9004.
[0149] In step S9004, the method according to embod-
iments of the disclosure comprises performing an author-
ization process to determine authorization of the second
party to form the association. According to embodiments
of the disclosure, the authorization is sought as a mech-
anism for establishing the intention of the second party
to form the association with the first party. The method
of performing the authorisation of the second party is not
particularly limited. For example, said authorisation could
be received from the second party through biometric ver-
ification, password verification or the like (e.g. as previ-
ously explained with respect to S3016 of Figure 3).
[0150] Once the authorisation process has been per-
formed, the method proceeds to step S9006.
[0151] In step S9006, the method comprises sending
one or more electronic messages comprising information
indicative of the first electronic token and information in-
dicative of the second party so as to allow generation of
the second electronic token for associating the second
party with the first party. In certain examples, the first
electronic token and the information indicative of the sec-
ond party may be sent in a single electronic message.
However, in other examples, the first electronic token
may be sent prior to sending the information indicative
of the second party, with the information indicative of the
second party being sent only once secure receipt of the
first electronic token has been established. The present
disclosure is not particularly limited in this regard.
[0152] Once the one or more electronic messages
have been sent, the method proceeds to, and ends with,
step S9008.

Computer Program:

[0153] Furthermore, according to embodiments of the
disclosure, the processing circuitry 1006 of the apparatus
1000 (acting as apparatus 2002 or as a data processing
apparatus controlled by a distributor 2004 or financial
institution 2006) may be a microprocessor carrying out
computer instructions, or may be a portion of an Appli-
cation Specific Integrated Circuit. In this situation, com-
puter instructions are stored on a storage medium which
may be a magnetically readable medium, optically read-
able medium or solid state type circuitry. The storage
medium may be integrated into the device 1000, such as
storage 1010, or may be separate to the device 1000 and

29 30 



EP 3 910 581 A1

17

5

10

15

20

25

30

35

40

45

50

55

connected thereto using either a wired or wireless con-
nection. The computer instructions may be embodied as
computer software that contains computer readable code
which, when executed by the processor circuitry 1006,
configures the processor circuitry 1006 to perform the
method according to embodiments of the disclosure de-
scribed with reference to Figures 7, 8 and 9 above.
[0154] Accordingly, in so far as embodiments of the
disclosure have been described as being implemented,
at least in part, by software-controlled data processing
apparatus, it will be appreciated that a non-transitory ma-
chine-readable medium carrying such software, such as
an optical disk, a magnetic disk, semiconductor memory
or the like, is also considered to represent an embodiment
of the present disclosure.

Clauses:

[0155] Aspects of the present disclosure may further
be arranged in accordance with the following numbered
clauses:

1. A method of associating a first party and a second
party, the method comprising:

receiving a first electronic message comprising
information indicative of the first party;

generating a first electronic token in response
to receiving the information indicative of the first
party;

sending the first electronic token to the first par-
ty;

receiving one or more second electronic mes-
sages from the second party, the one or more
second electronic messages comprising the first
electronic token and information indicative of the
second party;

generating a second electronic token in re-
sponse to receiving the first electronic token and
the information indicative of the second party
from the second party;

associating the information indicative of the first
party, the second party and the second electron-
ic token, the first party being identified on the
basis of the first electronic token; and

sending the second electronic token to the first
party.

2. The method according to Clause 1, further com-
prising: receiving an electronic transaction request
comprising information indicative of a transaction re-
questing party, an electronic token and a requested

transaction between the transaction requesting party
and the second party;
authorizing the requested transaction when it is de-
termined that the transaction requesting party and
the received electronic token match, respectively,
the first party and the second electronic token asso-
ciated with the second party.

3. The method according to Clause 1 or 2, wherein
the one or more second electronic messages com-
prise information indicative of one or more limits, and
the method comprises associating the information
indicative of the one or more limits with the associ-
ated information indicative of the first party, the sec-
ond party and the second electronic token.

4. The method according to Clause 3, further com-
prising: receiving an electronic transaction request
comprising information indicative of a transaction re-
questing party, an electronic token and a requested
transaction between the transaction requesting party
and the second party;
authorizing the requested transaction when it is de-
termined that the transaction requesting party and
the received electronic token match, respectively,
the first party and the second electronic token asso-
ciated with the second party and that the requested
transaction conforms to the one or more limits asso-
ciated with the first party, second party and second
electronic token.

5. The method according to Clause 3, wherein the
information indicative of the one or more limits com-
prises at least one of a limit on a transaction amount,
a limit of the frequency of transactions, a limit on the
number of transactions, or a limit of the type of goods
associated with the transaction..

6. The method according to Clause 3, further com-
prising:

receiving a modification request from the sec-
ond party; and

modifying the association between the informa-
tion indicative of the first party, the second party,
the second electronic token and the one or more
limits in accordance with the modification re-
quest.

7. The method according to Clause 6, wherein the
modification request comprises at least one of a re-
quest to modify the information indicative of the one
or more limits and a request to delete the association
between the first party, the second party, the second
electronic token and the information indicative of the
one or more limits.
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8. The method according to Clause 2 or 4, further
comprising:
sending a third electronic message to at least the
transaction requesting party comprising information
indicative of a refusal when the transaction request
party and the received electronic token do not match,
respectively, the first party and the second electronic
token associated with the second party.

9. The method according to Clause 4, further com-
prising:

sending a fourth electronic message to the sec-
ond party, the fourth electronic message com-
prising information requesting authorization of
the requested transaction, when the transaction
requesting party and the received electronic to-
ken match, respectively, the first party and the
second electronic token associated with the sec-
ond party and when the requested transaction
does not conform to the one or more limits;

receiving a fifth electronic message indicative of
authorization information from the second party;
and

authorizing the requested transaction when the
authorization information indicates that author-
ization has been granted by the second party.

10. The method according to any preceding Clause,
wherein, in response to receiving the first electronic
message, the method comprises verifying a digital
signature of the first electronic message prior to gen-
erating the first electronic token.

11. The method according to any preceding Clause,
wherein, in response to receiving the one or more
second electronic messages, the method comprises
verifying a digital signature of the one or more second
electronic message prior to generating the second
electronic token.

12. An apparatus for associating a first party and a
second party, the apparatus comprising:
circuitry configured to:

receive a first electronic message comprising in-
formation indicative of the first party;

generate a first electronic token in response to
receiving the information indicative of the first
party;

send a first electronic token to the first party;

receive one or more second electronic messag-
es from the second party, the one or more sec-

ond electronic messages comprising the first
electronic token and information indicative of the
second party;

generate a second electronic token in response
to receiving the first electronic token and the in-
formation indicative of the second party from the
second party;

associate the information indicative of the first
party, the second party and the second electron-
ic token, the first party being identified on the
basis of the first electronic token; and

send the second electronic token to the first par-
ty.

13. A computer program product comprising instruc-
tions which, when the program is executed by a com-
puter, cause the computer to carry out a method of
associating a first party and a second party, the meth-
od comprising:

receiving a first electronic message comprising
information indicative of the first party;

generating a first electronic token in response
to receiving the information indicative of the first
party;

sending the first electronic token to the first par-
ty;

receiving one or more second electronic mes-
sages from the second party, the one or more
second electronic messages comprising the first
electronic token and information indicative of the
second party;

generating a second electronic token in re-
sponse to receiving the first electronic token and
the information indicative of the second party
from the second party;

associating the information indicative of the first
party, the second party and the second electron-
ic token, the first party being identified on the
basis of the first electronic token; and

sending the second electronic token to the first
party.

14. A method of associating a first party and a second
party, the method comprising:

receiving a request from the second party to
form the association;
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sending a first electronic message comprising
information indicative of the first party;

receiving a first electronic token in response to
sending the request;

providing the first electronic token to the second
party;

receiving a second electronic token; and

associating the second electronic token with the
second party.

15. An apparatus for associating a first party and a
second party, the apparatus comprising circuitry
configured to:

receive a request from the second party to form
the association;

send a first electronic message comprising in-
formation indicative of the first party;

receive a first electronic token in response to
sending the request;

provide the first electronic token to the second
party;

receive a second electronic token; and

associate the second electronic token with the
second party.

16. A computer program product comprising instruc-
tions which, when the program is executed by a com-
puter, cause the computer to carry out a method of
associating a first party and a second party, the meth-
od comprising:

receiving a request from the second party to
form the association;

sending a first electronic message comprising
information indicative of the first party;

receiving a first electronic token in response to
sending the request;

providing the first electronic token to the second
party;

receiving a second electronic token; and

associating the second electronic token with the
second party.

17. A method of associating a first party and a second
party, the method comprising:

receiving a first electronic token, the first elec-
tronic token having been previously provided to
the second party;

performing an authorization process to deter-
mine authorization of the second party to form
the association; and

sending one or more electronic messages com-
prising information indicative of the first electron-
ic token and information indicative of the second
party so as to allow generation of a second elec-
tronic token for associating the second party with
the first party, the first party being identifiable on
the basis of the first electronic token.

18. An apparatus for associating a first party and a
second party, the apparatus comprising circuitry
configured to:

receive a first electronic token, the first electronic
token having been previously provided to the
second party;

perform an authorization process to determine
authorization of the second party to form the as-
sociation; and

send one or more electronic messages compris-
ing information indicative of the first electronic
token and information indicative of the second
party so as to allow generation of a second elec-
tronic token for associating the second party with
the first party, the first party being identifiable on
the basis of the first electronic token.

19. A computer program product comprising instruc-
tions which, when the program is executed by a com-
puter, cause the computer to carry out a method of
associating a first party and a second party, the meth-
od comprising:

receiving a first electronic token, the first elec-
tronic token having been previously provided to
the second party;

performing an authorization process to deter-
mine authorization of the second party to form
the association; and

sending one or more electronic messages com-
prising information indicative of the first electron-
ic token and information indicative of the second
party so as to allow generation of a second elec-
tronic token for associating the second party with
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the first party, the first party being identifiable on
the basis of the first electronic token.

[0156] Numerous modifications and variations of the
present disclosure are possible in light of the above
teachings. It is therefore to be understood that within the
scope of the appended claims, the disclosure may be
practiced otherwise than as specifically described herein.
[0157] It will be appreciated that the above description
for clarity has described embodiments with reference to
different functional units, circuitry and/or processors.
However, it will be apparent that any suitable distribution
of functionality between different functional units, circuit-
ry and/or processors may be used without detracting from
the embodiments.
[0158] Described embodiments may be implemented
in any suitable form including hardware, software,
firmware or any combination of these. Described embod-
iments may optionally be implemented at least partly as
computer software running on one or more data proces-
sors and/or digital signal processors. The elements and
components of any embodiment may be physically, func-
tionally and logically implemented in any suitable way.
Indeed the functionality may be implemented in a single
unit, in a plurality of units or as part of other functional
units. As such, the disclosed embodiments may be im-
plemented in a single unit or may be physically and func-
tionally distributed between different units, circuitry
and/or processors.
[0159] Although the present disclosure has been de-
scribed in connection with some embodiments, it is not
intended to be limited to the specific form set forth herein.
Additionally, although a feature may appear to be de-
scribed in connection with particular embodiments, one
skilled in the art would recognize that various features of
the described embodiments may be combined in any
manner suitable to implement the technique.

Claims

1. A method of associating a first party and a second
party, the method comprising:

receiving a first electronic message comprising
information indicative of the first party;
generating a first electronic token in response
to receiving the information indicative of the first
party;
sending the first electronic token to the first par-
ty;
receiving one or more second electronic mes-
sages from the second party, the one or more
second electronic messages comprising the first
electronic token and information indicative of the
second party;
generating a second electronic token in re-
sponse to receiving the first electronic token and

the information indicative of the second party
from the second party;
associating the information indicative of the first
party, the second party and the second electron-
ic token, the first party being identified on the
basis of the first electronic token; and
sending the second electronic token to the first
party.

2. The method according to Claim 1, further compris-
ing: receiving an electronic transaction request com-
prising information indicative of a transaction re-
questing party, an electronic token and a requested
transaction between the transaction requesting party
and the second party;
authorizing the requested transaction when it is de-
termined that the transaction requesting party and
the received electronic token match, respectively,
the first party and the second electronic token asso-
ciated with the second party.

3. The method according to Claim 1 or 2, wherein the
one or more second electronic messages comprise
information indicative of one or more limits, and the
method comprises associating the information indic-
ative of the one or more limits with the associated
information indicative of the first party, the second
party and the second electronic token.

4. The method according to Claim 3, further compris-
ing: receiving an electronic transaction request com-
prising information indicative of a transaction re-
questing party, an electronic token and a requested
transaction between the transaction requesting party
and the second party;
authorizing the requested transaction when it is de-
termined that the transaction requesting party and
the received electronic token match, respectively,
the first party and the second electronic token asso-
ciated with the second party and that the requested
transaction conforms to the one or more limits asso-
ciated with the first party, second party and second
electronic token.

5. The method according to Claims 3 or 4, wherein the
information indicative of the one or more limits com-
prises at least one of a limit on a transaction amount,
a limit of the frequency of transactions, a limit on the
number of transactions, or a limit of the type of goods
associated with the transaction..

6. The method according to Claim 3, further compris-
ing:

receiving a modification request from the sec-
ond party; and
modifying the association between the informa-
tion indicative of the first party, the second party,
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the second electronic token and the one or more
limits in accordance with the modification re-
quest.

7. The method according to Claim 6, wherein the mod-
ification request comprises at least one of a request
to modify the information indicative of the one or
more limits and a request to delete the association
between the first party, the second party, the second
electronic token and the information indicative of the
one or more limits.

8. The method according to Claims 2 or 4, further com-
prising:
sending a third electronic message to at least the
transaction requesting party comprising information
indicative of a refusal when the transaction request
party and the received electronic token do not match,
respectively, the first party and the second electronic
token associated with the second party.

9. The method according to Claim 4, further compris-
ing:

sending a fourth electronic message to the sec-
ond party, the fourth electronic message com-
prising information requesting authorization of
the requested transaction, when the transaction
requesting party and the received electronic to-
ken match, respectively, the first party and the
second electronic token associated with the sec-
ond party and when the requested transaction
does not conform to the one or more limits;
receiving a fifth electronic message indicative of
authorization information from the second party;
and
authorizing the requested transaction when the
authorization information indicates that author-
ization has been granted by the second party.

10. The method according to any preceding Claim,
wherein, in response to receiving the first electronic
message, the method comprises verifying a digital
signature of the first electronic message prior to gen-
erating the first electronic token.

11. The method according to any preceding Claim,
wherein, in response to receiving the one or more
second electronic messages, the method comprises
verifying a digital signature of the one or more second
electronic message prior to generating the second
electronic token.

12. An apparatus for associating a first party and a sec-
ond party, the apparatus comprising:
circuitry configured to:

receive a first electronic message comprising in-

formation indicative of the first party;
generate a first electronic token in response to
receiving the information indicative of the first
party;
send a first electronic token to the first party;
receive one or more second electronic messag-
es from the second party, the one or more sec-
ond electronic messages comprising the first
electronic token and information indicative of the
second party;
generate a second electronic token in response
to receiving the first electronic token and the in-
formation indicative of the second party from the
second party;
associate the information indicative of the first
party, the second party and the second electron-
ic token, the first party being identified on the
basis of the first electronic token; and
send the second electronic token to the first par-
ty.

13. A computer program product comprising instructions
which, when the program is executed by a computer,
cause the computer to carry out a method of asso-
ciating a first party and a second party, the method
comprising:

receiving a first electronic message comprising
information indicative of the first party;
generating a first electronic token in response
to receiving the information indicative of the first
party;
sending the first electronic token to the first par-
ty;
receiving one or more second electronic mes-
sages from the second party, the one or more
second electronic messages comprising the first
electronic token and information indicative of the
second party;
generating a second electronic token in re-
sponse to receiving the first electronic token and
the information indicative of the second party
from the second party;
associating the information indicative of the first
party, the second party and the second electron-
ic token, the first party being identified on the
basis of the first electronic token; and
sending the second electronic token to the first
party.

14. A method of associating a first party and a second
party, the method comprising:

receiving a request from the second party to
form the association;
sending a first electronic message comprising
information indicative of the first party;
receiving a first electronic token in response to
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sending the request;
providing the first electronic token to the second
party;
receiving a second electronic token; and
associating the second electronic token with the
second party.

15. A method of associating a first party and a second
party, the method comprising:

receiving a first electronic token, the first elec-
tronic token having been previously provided to
the second party;
performing an authorization process to deter-
mine authorization of the second party to form
the association; and
sending one or more electronic messages com-
prising information indicative of the first electron-
ic token and information indicative of the second
party so as to allow generation of a second elec-
tronic token for associating the second party with
the first party, the first party being identifiable on
the basis of the first electronic token.
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