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Description

Field of the Invention

[0001] The present disclosure generally relates to dis-
tributed control systems, fog computing networks, and in
particular, to managing fog applications in fog networks
which are implemented on an automation system.

Background of the Invention

[0002] The emergence of the Internet of Things (loT)
is extending the availability of network computing and
resources to a wide range of devices and systems that
have previously been excluded from data networking en-
vironments. Devices that has been working separately
from each other and have been programmed manually
can now work together and interact with each other. Com-
plex system include a plurality of devices and work to-
gether as an automation system which reacts and inter-
acts with its environment.

[0003] A goal of doing so is to enable higher levels of
automation by enabling machines of various complexity
and purposes to communicate without reliance on human
intervention and/or interaction through manually pro-
gramming of machines via interfaces. The majority of de-
vices, sensors, and actuators (the "things") that will be
network-enabled in this manner will typically be included
in much larger systems providing new forms of automa-
tion. Industrial automation systems become "smarter"
and fog computing may help to increase engineering ef-
ficiency.

[0004] Fog computing helps enable these larger sys-
tems by moving the computation, networking and storage
capabilities of the centralized cloud closer to the ma-
chines and devices. Given the projected scale of such
systems, the demand for fog node resources is expected
to be high.

[0005] Previously available cloud solutions (e.g., com-
puting and storage) have a number of drawbacks and
limitations that preclude previously available cloud solu-
tions from satisfying the performance demands of loT
applications. For example, previously available cloud so-
lutions provide insufficient performance in the areas of:
satisfying low latency thresholds; supporting for highly
mobile endpoint devices; and providing real-time data
analytics and decision making.

[0006] Fogcomputing networks (or fog networks or fog
environments) are being developed as a solution to sat-
isfy the performance demands of loT applications. Fog
networks provide computing and storage resources clos-
erto the edge of networks, as opposed to the remote and
centralized clustering of previously available cloud solu-
tions. Endpoint clientdevices and near-userendpointde-
vices of fog networks are configured to collaboratively
service client applications at the edge of a network close
to the things seeking resources.

[0007] Anindustrial fog environment enables easy de-
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ployment of fog applications on spare resources of the
networking and compute devices, so-called fog nodes,
of an industrial automation system. To ensure that the
application components, so-called foglets, have suffi-
cient resources available to fulfill their functions, resourc-
es are reserved for them based on declared estimated
resource usage model during hardware sizing. However,
failure of devices or software components may lead to
inefficacy of the fog network.

[0008] Accordingly, there is a need for a concept of
monitoring the execution of fog applications across the
fog network.

[0009] Allocation of applications in a fog network need
to be calculated based on a model. Usually, application
models are manually adapted if the fog network changes
or if the application is used on the network for the first
time. A fog network enables running distributed applica-
tions on the devices of the underlying automation system.
One key feature of fog computing is that deployment,
updating and removal of applications shall require mini-
mal manual effort.

[0010] Accordingly, there is a need to improve alloca-
tion of applications and automation in fog networks.

Brief Summary of the Invention

[0011] A method for detecting system problems in a
distributed control system comprising a plurality of com-
putational devices is suggested. The method comprises:
- deploying one or more software agents on one or more
devices of the system; - monitoring, via the one or more
software agents, a system configuration and/or a system
functionality; - detecting a problem in the monitored sys-
tem configuration and/or a system functionality; - adding
one or more new software agents and deploying the one
or more new software agents on one or more devices of
the system associated with the problem; - collecting data
associated with the problem, via the added software
agents.

[0012] A method for allocating foglets in a fog network
is suggested, wherein the fog network is implemented
on a distributed control system comprising a plurality of
devices. The method comprises: - providing a distributed
control system comprising a plurality of devices, wherein
one or more devices provide computational capacities; -
providing a fog network with a plurality of fog nodes im-
plemented on the system; - providing a first set of foglets
including at least one foglet; - allocating the first set of
foglets to one or more fog nodes, wherein the allocation
is based on a predetermined set of rules for allocation of
foglets; - monitoring key performance indicators of an
execution of the first set of foglets; - automatically creat-
ing or updating a dynamic set of rules for allocation of
foglets based on the allocation of the first set of foglets
and the monitored key performance indicators; - provid-
ing a second set of foglets including at least one foglet
and allocating the second set of foglets to one or more
fog nodes, wherein the allocation is based on the prede-
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termined set of rules for allocation of foglets and the dy-
namic set of rules for allocation of foglets, or moving the
execution of at least one foglet of the first set of foglets
from one fog node to another fog node of the plurality of
fog nodes based on the predetermined set of rules for
allocation of foglets and the dynamic set of rules for al-
location of foglets.

[0013] Those skilled in the art will recognise additional
features and advantages upon reading the following de-
tailed description, and upon viewing the accompanying
drawing.

Brief Description of the Drawings

[0014]
Fig. 1illustrates an example of an automation system
with a plurality of devices. A fog network is hosted

by the devices.

Fig. 2 illustrates an example of a method according
to the present disclosure.

Fig. 3 illustrates an example of a method according
to the present disclosure.

Detailed Description of the Invention

[0015] In the following detailed description, reference
is made to the accompanying drawings, which form a
part hereof, and in which are shown by way of illustration
specific embodiments of the invention.

[0016] As used herein, the terms "having", "contain-
ing", "including", "comprising" and the like are open end-
ed terms that indicate the presence of stated elements
or features, but do not preclude additional elements or
features.

[0017] It is to be understood that other embodiments
may be utilised, and structural or logical changes may
be made without departing from the scope of the present
invention. The following detailed description, therefore,
is not to be taken in a limiting sense, and the scope of
the present invention is defined by the appended claims.
The embodiments described herein use specific lan-
guage, which should not be construed as limiting the
scope of the appended claims. Each embodiment and
each aspect so defined may be combined with any other
embodiment or with any other aspect unless clearly in-
dicated to the contrary.

[0018] Fig. 1 shows an exemplary embodiment of a
distributed control system (DCS), or distributed automa-
tion system, or simply distributed system, implemented
on a plurality of devices. The DCS in Fig. 1 is a fog net-
work. Fog computing is also known as edge computing
or fogging. Fog computing facilitates the operation of
compute, storage, and networking services between end
devices and cloud computing data centers. Some prior
art documents describe differences between fog com-
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puting and edge computing. However, the present appli-
cation does not distinguish between the concept of fog
computing and edge computing and considers both to
be identical at least in the concept of the present inven-
tion. Accordingly, any reference to fog computing may
be areference to edge computing, any reference to a fog
application may be a reference to an edge application
and so on.

[0019] The physical system can be an automation sys-
tem. Any system which interacts with its environment via,
for example, sensors or actuators, is considered to be
an automation system. Automation systems can com-
prise a huge number of heterogeneous devices. The de-
vices are sometimes referred as the "things" and the con-
cept of the things being connected with each other and
communicating with each other is also referred as the
"internet of thinks".

[0020] Fig. 1 shows a plurality of devices which can
form an automation system. A fog network, an optional
remote service center and a cloud is shown. The fog net-
work may be connected to a cloud. The cloud can provide
additional computational resource capacities like mem-
ory or CPU capacity. The generated data of the devices
can be gathered and transferred to the cloud, where it is
analyzed. While the cloud offers ease of scalability the
approach of pushing more and more computation from
the automation systems into the cloud has limits, and
may often not be technically feasible or economically.
Huge data transfers generate problems with latency
thresholds, available bandwidth and delayed real-time
reactions of the automation system.

[0021] Devices can have computational resource ca-
pacities, for example a CPU capacity, a memory capac-
ity, and/or a bandwidth capacity. The resource capacities
of some devices is exemplary illustrated in Fig. 1 showing
a pie chart corresponding the device, wherein the full
resource capacity is the full circle, free resource capacity
is the unfilled part of the circle and the resource capacity
in use is the filled part of the circle.

[0022] Some devices are considered as "smart" devic-
es and some devices are considered as "dumb" devices.
Smart devices may host a fog node and/or may provide
resource capacities. Some examples for smart devices
are industry 4.0 devices, automation machines, robot
systems, user interfaces, network devices, routers,
switches, gateway devices, servers, and comparable de-
vices. Some devices may not host a fog node or may
only have very simple tasks like "read-only" devices or
"zeroresource capacity" devices. These "dumb" devices,
however, can still interact with the fog network although
they do not provide resource capacities for other tasks
than their primary functions, for example simple sensors,
simple actuators or other comparable devices.

[0023] Fig. 1 shows asimple example of an automation
system or distributed control system (DCS) for illustrative
propose with a small number of devices. However, other
automation system may include a much higher number
of devices. The automation system can be a factory or
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an industrial site in general including any number of de-
vices. Devices of the automation system may be heter-
ogeneous and may provide different resource capacities.
[0024] The fog network comprises a plurality of fog
nodes. The fog network in Fig. 1is a network of fog nodes,
which reside on a number of devices anywhere between
the field of devices and the cloud. The fog nodes offer
the execution environment for the fog runtime and the
foglets. The fog runtime is an administrative application
configured to validate foglets.

[0025] Moreover, the fog network contains the soft-
ware allocated and executed on the various components
to manage the fog network, and to achieve the function-
ality as described in the following. The fog network can
deploy and run potentially distributed fog applications.
Based on an application model, it can decide which ap-
plication part - so called foglet - should be deployed on
which fog node. Thereby it allocates application parts
(foglets) so as to adhere to given constraints and to op-
timize one or multiple objectives as per requirements of
the application, as further explained below. Furthermore,
the fog network can be able to incorporate fog nodes in
a cloud, but it shall not depend on a cloud.

[0026] Fog nodes are implemented on devices. A de-
vice can host one or more fog nodes. If fog applications
run on devices that are shared with non-fog applications,
the fog applications shall not interfere with those appli-
cations (the so called primary function). Accordingly, a
fog node may use a predetermined maximum resource
capacity of the hosting device. However, the maximum
resource capacity may also be variable in some exam-
ples. A fog node may be hosted parallel to the primary
functionality of the device. In some embodiments, fog
nodes can be hosted on a virtual machine (VM) on the
device.

[0027] The "fog orchestration" shown in Fig. 1is a con-
ceptionalillustration of basic software components which
may be included in the fog network and may run on one
or more fog nodes. The software components may in-
clude:

[0028] A Fog Monitor, which retrieves information on
fog nodes and deployed fog applications. The resulting
model of the fog network and application allocation may
be provided to one or both of the Fog Controller and the
Fog Manager;

[0029] A Fog Controller including a Fog Allocator,
which calculates a mapping of the application’s parts (fo-
glets) to fog nodes so that data transfer is minimized. It
then deploys the calculated mapping and foglets;
[0030] A Fog Manager, which may provide a user in-
terface for selection and configuration of fog applications,
allowing a user to deploy/update/remove applications,
displays information on fog network and deployed appli-
cations. The Fog Manager triggers the according func-
tionality of the Fog Controller upon deploy/update/re-
move requests by the user.

[0031] According to an aspect of the present disclo-
sure, a fogletis a unit of deployment, execution and man-
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agement in the fog network. Fog applications in general
consist of a set of foglets that together form an added
value functionality. In other words, a foglet is an applica-
tion component. A foglet refers to a particular function-
ality, for example, a module, of an application and how
to deploy and execute it, for example, the foglet config-
uration. Such an application module is the building block
for a fog application.

[0032] Allocation of foglets may use an allocation al-
gorithm which computes an allocation of foglets to fog
nodes based on a concrete application model. The algo-
rithm can for example implement a heuristic or exact lin-
ear program solution that targets specific optimization
goals, e.g. the minimization of data transfers across net-
work links. Based on models of the application and the
fog network onto which the application should be de-
ployed, an allocation algorithm (allocator) computes a
mapping of application parts (foglets) to fog nodes. The
allocation algorithm thereby can have multiple optimiza-
tion objectives, for example, it shall minimize the needed
network bandwidth, minimize latencies, satisfy network
bandwidth constraints and constraints on latencies of da-
ta flows, and fulfill specific requirements if indicated in
the application model.

[0033] Accordingtoan aspectofthe presentdisclosure
as shown in Fig. 2, a method for detecting system prob-
lems in a distributed control system comprising a plurality
of computational devices is suggested. The method com-
prises: - deploying one or more software agents on one
or more devices of the system; - monitoring, via the one
or more software agents, a system configuration and/or
a system functionality; - detecting a problem in the mon-
itored system configuration and/or a system functionality;
- adding one or more new software agents and deploying
the one or more new software agents on one or more
devices of the system associated with the problem; - col-
lecting data associated with the problem, via the added
software agents.

[0034] In a distributed control system (DCS) devices
may join or leave a running system, e.g. when a DCS is
equipped with new smartsensors. As aresult, itbecomes
harder to monitor all regions of the system from few pre-
selected fixed devices, e.g. gateways and firewalls. This
means that it is increasingly difficult to detect system
problems, e.g. security breaches and/or simple miscon-
figurations, which potentially lead to system malfunction-
ing and/or costly downtimes. The suggested method
solves this problem by providing software agents on one
or more devices of the system which monitor the system
configuration and/or a system functionality.

[0035] The present disclosure mitigates such prob-
lems by adaptively distributing software agents strategi-
cally across the system, which provides the required level
of system visibility at all times. In case of a suspected
issue (a problem in the monitored system configuration
and/or a system functionality) the number of monitoring
software agents is dynamically scaled up or down in the
affected region based on the current observability needs.
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For instance, when reconfiguring a part of the system,
the agent density can be temporarily increased to detect
any misconfigurations in that part of the system. The in-
vention thus enables more dynamic systems at less over-
all monitoring effort and thus lower cost.

[0036] According to an aspect, the monitoring of the
system configuration and/or the system functionality in-
cludes the monitoring of: a network traffic, an application
data, a system performance, or combinations thereof.
The group of active software agents constitutes the col-
laborative and distributed system that processes network
traffic, application/network data or system performance
data in real-time.

[0037] According to an aspect, monitoring of the sys-
tem is an on-the-fly observation of a running system, spe-
cifically in depth or breadth of a running system. Moni-
toring may be periodically in approximately real-time, for
example every second, every two seconds, or every five
seconds.

[0038] According to an aspect, detecting a problem in
the monitored system configuration and/or a system
functionality includes: - comparing the monitored system
configuration and/or a system functionality against a
known or desired system configuration and/or a system
functionality. A changed system configuration may result
from a change of the topology of the system, e.g., result-
ing from devices joining and leaving the system. Alarms
or events may be logged by comparing the monitored
system configuration and/or a system functionality (cur-
rent state of the system) against a known/desired/expect-
ed system model.

[0039] Collecting data associated with the problem, via
the added software agents, can be the same type of data
which was monitored during monitoring of the system
configuration and/or a system functionality but in more
detail. For example, software agents may monitor the
network traffic at a gateway and detect a problem. New
software agents may then be send to the devices con-
nected to the gateway to find out which device behind
the gateway has a problem.

[0040] The known or desired system configuration
and/or a system functionality can also be a defined sys-
tem configuration and/or a system functionality based on
(previous) monitored system configuration and/or sys-
tem functionality. The method can comprise: - defining a
normal system configuration and/or a normal system
functionality based on the monitored system configura-
tion and/or system functionality, wherein detecting a
problem in the monitored system configuration and/or a
system functionality includes: - detecting a problem in
the monitored system configuration and/or a system
functionality by comparing the monitored system config-
uration and/or the system functionality with the normal
system configuration and/or the normal system function-
ality.

[0041] Accordingtoan aspect, the normal system con-
figuration and/or a normal system functionality may be
continuously updated based on the monitoring. For ex-
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ample, minor changes of the system configuration and/or
system functionality may be considered as "normal”
which would lead to an update of the normal system con-
figuration and/or a normal system functionality. Abrupt
changes of the system configuration, or continuously de-
cline of functionality may be considered as a "detection
of a problem".

[0042] Specifically, updating the normal system con-
figuration and/or the normal system functionality may be
based on a machine-learning algorithm. The software
agents may "learn" the normal system configuration
and/or the normal system functionality of the given sys-
tem based on monitored data during operation or before.
Problem detection can also be based on a machine learn-
ing algorithm.

[0043] Insomeexamples,the probleminthe monitored
system configuration and/or a system functionality is as-
sociated with an addition or a removal of a device to or
from the system.

[0044] Software agents are software components
which are configured to monitor the system configuration
and/or the system functionality. Specifically, software
agents can be foglets of a "monitoring application" in a
fog network. The number of active software agents on
devices or fog nodes across the running system may
depend on the total number of devices of the system
and/or on the desired monitoring density.

[0045] In some examples, software agents are provid-
ed in a software agent repository and the method may
comprise: - providing a software agent repository includ-
ing a plurality of software agents, wherein deploying one
or more software agents on one or more devices of the
system includes choosing one or more of the plurality of
software agents in the software agent repository and de-
ploying the chosen one or more software agents on one
or more devices of the system. Each software agent may
be of a type. Types of software agents can be configured
to connect to different data sources and run monitoring
queries as complex event processing.

[0046] According to an aspect, the method may further
comprise: - reporting the collected data; and - removing
the added software agents. An engineer may use the
data to solve the problem manually after he has received
the data necessary to identify the exact problem. After
the data is collected, the software agents may be re-
moved or may be put to rest.

[0047] A software agent may be described as a stand-
ardized unit of software that can be stored in a repository
referred to as "software agent at rest", or downloaded to
a device belonging to the system and executed referred
to as "software agent in action".

[0048] The group of running software agents is scala-
ble and adaptable to the state/condition of the system.
In one mode of operation ("surveillance"), the software
agents may perform high-level monitoring with a mini-
mum number of agents and/or reduced agent function-
ality for reduced overhead. In another mode of operation
("deep inspection"), new agents can be temporarily add-



9 EP 3 933 594 A1 10

ed (or the existing ones replicated), to investigate prob-
lems that may appear in the system requiring increased
monitoring to better understand the problem. Once in ex-
ecution, the software agent consumes a predetermined
amount of resources in isolation on the physical device
it is assigned to.

[0049] According to an aspect, deploying one or more
software agents on one or more devices of the system
includes: - deploying at least a coordinator software
agent configured to create and deploy software agents
on one or more devices of the system; - creating and
deploying, by the coordinator software agent one or more
software agents on one or more devices of the system,
wherein the created and deployed software agents are
configured to report, to the coordinator software agent,
resource requirements of further software agents and/or
if a software agent should be terminated.

[0050] The coordinator software agent can be config-
ured to terminate software agents on one or more devices
of the system, wherein the method further includes: - ter-
minating, by the coordinator software agent, one of the
one or more software agents. Specifically, the coordina-
tor software agent manages the lifecycle of software
agents and their dispatch or replication thereof to differ-
ent regions of the system to increase observability in
those regions. The method includes a mechanism that
allows existing "software agents in action" to communi-
cate to the coordinator software agent the resource
needs of new software agents orwhether some "software
agents in action" should be put back to rest.

[0051] The coordinator software itself may be replicat-
ed for redundancy and high availability. Accordingly, de-
ploying at least a coordinator software agent configured
to create and deploy software agents on one or more
devices of the system can include: - deploying a plurality
of coordinator software agents each configured to create
and deploy software agents on one or more devices of
the system.

[0052] In some examples, software agents may be fog
agents, which is a type of a foglet. A fog network com-
prising a plurality of fog nodes may be implemented on
the system, wherein deploying a software agent on one
or more devices of the system includes deploying a soft-
ware agent (fog agent) on one or more of the fog nodes
implemented on the one or more devices.

[0053] Asystemisalsosuggested, whereinthe system
comprises a plurality of devices and wherein the system
is configured to perform the method as described herein.
[0054] The following examples show some embodi-
ments of the present disclosure:

Example 1

[0055] In this example, the system contains software
agentswhose role is to detectanomalies in network traffic
while keeping the overhead low by deploying specialized
agents only when needed. By default, the software
agents are observing and following simple communica-
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tion patterns, so that the introduced computation over-
head by these agents remains low. Once the software
agents observe that some communication is not fitting
the previously learned pattern, e.g., there is a sudden
increase in use of a particular Operation Technology (OT)
communication protocol, then there is a need for deeper
inspection. To do this a set of software agents at rest,
specialized and dedicated for inspecting the particular
OT communication protocol, are now awakened and de-
ployed on the devices (or fog nodes) that provide better
observability of the problem. The aim is to evaluate if the
observed behavior is indeed an intrusion or not. Once
the inspection is completed, these software agents are
removed from their physical devices and become "fog
agents at rest" again.

Example 2

[0056] In this example, the system contains software
agents whoserole is to detect anomalies in network traffic
with the goal of detecting and locating intrusions early
while keeping the overhead low by tuning the system
observability through the number and location of de-
ployed agents. To reduce the overhead, the agents are
deployed at the network aggregation points of the sys-
tem, such as edge routers, to observe all traffic that pass-
es between different parts of the system. By observing
the traffic, the agents learn the normal traffic patterns.
Once there is an anticipated change in traffic patterns
coming from one part of the system, for example there
is a sudden surge in traffic thatindicate a denial of service
attack or a few system nodes are suddenly using new
communication protocols, a deeper system inspection is
required in order to learn more about the anomaly and
to locate a potential intrusion. A set of new software
agents is then created or awakened from a rest status
and deployed deeper into that part of the system to iden-
tify the devices causing the anomaly and to investigate
if there was an intrusion or not. Once the investigation is
completed, these software agents get removed from
physical devices and become "software agents at rest"
again or are removed.

Example 3

[0057] In example 3, the system is a fog system in a
surveillance mode and software agents in the form of
network anomaly detection sensor (NADS) agents are
placed on the fog nodes so that at least one of the two
endpoints of each Ethernet connection is covered. The
agents monitor all network traffic at their location and
assess periodically, e.g. each second, whether the cur-
rent system functionality is normal. Whether the situation
is normal or not is assessed based on a model of nor-
mality, which is either engineered according to the sys-
tem configuration or learnt by a machine learning method
during operation or before, e.g., during commissioning.
In surveillance mode, the model of normality is based on
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simple key performance indicators (KPIs) such as the
number of packets per second and the number of distinct
source-destination pairs (in Ethernet and IP headers).
[0058] If a NADS agent detects an anomaly, it notifies
the coordinator software agents. The coordinator soft-
ware agents in turn initiates the deep inspection mode,
i.e., it calculates the set of additional software agents and
their locations at which they shall be placed. In particular,
at the device or fog node where the anomaly was detect-
ed and at each adjacent node, a NADS+ agent and a
DADS (device anomaly detection sensor) agent are
placed. The NADS+ agents perform a deeper network
anomaly detection than the NADS agents, i.e., they in-
spect more network traffic KPIs and may also do protocol
specific deep packet inspections. The DADS inspect the
logs available on the devices, e.g. security related sys-
logs, calculating cs. The NADS+ and the DADS agents
report back to the coordinator software agent. The coor-
dinator software agent uses the more detailed informa-
tion to do a root cause analysis and either issues actions
to mitigate the situation (e.g. cutting off a compromised
device from the network) and/or to provide a detailed
report, which is eventually made available to a human
supervisor (via a device HMI, or via e-mail or notification
in some dashboard) in order to take appropriate actions.
[0059] Inavariantof example 3, instead of adding sep-
arate NADS+ agents in addition to the NADS agents, the
coordinator software agent might be able to reconfigure
the NADS agents to upgrade them to NADS+ agents.
[0060] According to a further aspect of the present dis-
closure as shown in Fig. 3, a method for allocating foglets
in a fog network is suggested, wherein the fog network
is implemented on a distributed control system compris-
ing a plurality of devices. The method comprises: - pro-
viding a distributed control system comprising a plurality
of devices, wherein one or more devices provide com-
putational capacities; - providing a fog network with a
plurality of fog nodes implemented on the system; - pro-
viding a first set of foglets including at least one foglet; -
allocating the first set of foglets to one or more fog nodes,
wherein the allocation is based on a predetermined set
of rules for allocation of foglets; - monitoring key perform-
ance indicators of an execution of the first set of foglets;
- automatically creating or updating adynamic set of rules
for allocation of foglets based on the allocation of the first
set of foglets and the monitored key performance indica-
tors; - providing a second set of foglets including at least
one foglet and allocating the second set of foglets to one
or more fog nodes, wherein the allocation is based on
the predetermined set of rules for allocation of foglets
and the dynamic set of rules for allocation of foglets, or
moving the execution of at least one foglet of the first set
of foglets from one fog node to another fog node of the
plurality of fog nodes based on the predetermined set of
rules for allocation of foglets and the dynamic set of rules
for allocation of foglets.

[0061] In the prior art, resources (e.g. CPU capacity,
memory, storage) of distributed control systems (DCS)
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are statically allocated to specific functions, regardless
of the actual services’ (foglets) resource needs. Thus,
the performance of some functions may suffer from lim-
ited resources, while others might be not using the re-
sources allocated to them at all. The method as disclosed
herein solves the problem by introducing two sets of rules
on which the allocation of foglets is based.

[0062] A predetermined set of rules for allocation of
foglets can be provided during system engineering, po-
tentially in combination with a statically defined default
allocation. Machine-readable rules definitions can man-
ifest e.g. as a text file via a domain-specific scripting lan-
guage. Simple examples of rules take care about the
minimum required resources for running a specific serv-
ice (e.g. a control execution service may need a certain
amount of memory), or prerequisite from other services
(e.g. partial execution).

[0063] Insome examples, the method further compris-
es: - monitoring the current resource status of one or
more of the fog nodes; wherein the allocation of the first
set of foglets is further based on the current resource
status of one or more of the fog nodes and wherein the
allocating the second set of foglets or the moving of the
execution of the first set of foglets is further based on the
current resource status of one or more of the fog nodes.
Rules of both, the predetermined and the dynamic set of
rules for allocation of foglets may include resources avail-
ability of the current resource status of the system. Ac-
cordingly, the allocator is in that case capable of fetching
resource status of one or of each node (e.g. CPU, mem-
ory, disk space of nodes). Such information can for in-
stance be provided by the Fog Monitor.

[0064] Specifically, the resource status comprises one
of: a free CPU capacity, a free memory, or combinations
thereof.

[0065] Key performance Indicators of the system may
be performance data of network traffic or application da-
ta. For example, key performance indicators (KPIs) can
be the number of packets per second send in a network
of any kind or the number of distinct source-destination
pairs (in Ethernet and IP headers). Key performance In-
dicators may also be the time which is needed to execute
an application, a set of foglets or a foglet.

[0066] The dynamic set of rules is defined and can be
updated which enables the Allocation algorithm to rec-
ognize changed conditions of the system and to "learn”
the best way of allocating foglets in the system. The dy-
namic set of rules optimizes the load by moving the ex-
ecution of certain foglets from one node to another (al-
ways respecting the given predetermined rules).

[0067] Accordingtoan aspect, the dynamic setofrules
is automatically created or updated based on the moni-
tored key performance indicators of an execution of the
first set of foglets by an artificial intelligence algorithm.
Specifically, the artificial intelligence algorithm can be a
machine learning algorithm. The algorithm can improve
the dynamic set of rules over time during runtime of the
system.
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[0068] The second set of foglets is allocated based on
the predetermined set of rules for allocation of foglets
and the dynamic set of rules for allocation of foglets. The
second set of foglets can have one or more foglets of the
same type as the first set of foglets.

[0069] According to an aspect, the method may be
used in a continuously running system. First and second
setoffoglets may be continuously provided and allocated
or re-located based on the predetermined set of rules for
allocation of foglets and the dynamic set of rules for al-
location of foglets, wherein the key performance indica-
tors of the execution of the foglets are continuously mon-
itored, and wherein the dynamic set of rules is continu-
ously and automatically updated based on the allocation
of the first and second set of foglets and the monitored
key performance indicators.

[0070] Asystemisalsosuggested, whereinthe system
comprises a plurality of devices and wherein the system
is configured to perform the method as described herein.

Example

[0071] Services (foglets) may be ad-hocin nature, i.e.,
they shall be allocated and deployed to the system at a
given point in time, and removed again, once their task
is done. For such services, it is crucial to have a mech-
anism that can dynamically reconfigure the system in or-
der to make appropriate resources available in the ap-
propriate location of the DCS, for instance by the dis-
closed mix of predetermined and dynamic rule-based re-
allocation of other services.

[0072] One example of such an ad-hoc service type is
a distributed engineering service. These engineering
services in fact may be needed by humans (system en-
gineers) or by other services, e.g. a calculation service
may need to know when start up the frequency of the
calculations (that could be re-engineered by a central
engineering server). As system with the disclosed meth-
od could have engineering services containing these in-
formation spawned when necessary, deploying the
needed information on the nodes where our runtime serv-
ices runs, and clear those up when not necessary any-
more.

Claims

1. A method for detecting system problems in a distrib-
uted control system comprising a plurality of compu-
tational devices, the method comprising:

- deploying one or more software agents on one
or more devices of the system;

- monitoring, via the one or more software
agents, a system configuration and/or a system
functionality;

- detecting a problem in the monitored system
configuration and/or a system functionality;
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- adding one or more new software agents and
deploying the one or more new software agents
onone or more devices of the system associated
with the problem;

- collecting data associated with the problem,
via the added software agents.

The method of claim 1, wherein the monitoring of the
system configuration and/or the system functionality
includes the monitoring of: network traffic, applica-
tion data, system performance, or combinations
thereof.

The method of any of the preceding claims, wherein
detecting a problem in the monitored system config-
uration and/or a system functionality includes:

- comparing the monitored system configuration
and/or a system functionality against a known
or desired system configuration and/or a system
functionality.

The method of any of the preceding claims, further
comprising:

- providing a software agent repository including
a plurality of software agents,

wherein deploying one or more software agents on
one or more devices of the systemincludes choosing
one or more of the plurality of software agents in the
software agent repository and deploying the chosen
one or more software agents on one or more devices
of the system.

The method of any of the preceding claims, wherein
deploying one or more software agents on one or
more devices of the system includes:

- deploying at least a coordinator software agent
configured to create and deploy software agents
on one or more devices of the system,

- creating and deploying, by the coordinator soft-
ware agent one or more software agents on one
or more devices of the system, wherein the cre-
ated and deployed software agents are config-
ured to report, to the coordinator software agent,
resource requirements of further software
agents and/or if a software agent should be ter-
minated.

The method of claim 5, wherein the coordinator soft-
ware agent is further configured to terminate soft-
ware agents on one or more devices of the system,
wherein the method further includes:

- terminating, by the coordinator software agent,
one of the one or more software agents.
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The method of any of the claims 5 or 6, wherein de-
ploying at least a coordinator software agent config-
ured to create and deploy software agents on one
or more devices of the system includes:

- deploying a plurality of coordinator software
agents each configured to create and deploy
software agents on one or more devices of the
system.

The method of any of the preceding claims, wherein
a fog network comprising a plurality of fog nodes is
implemented on the system, wherein deploying a
software agent on one or more devices of the system
includes deploying a software agent on one or more
of the fog nodes implemented on the one or more
devices.

The method of any of the preceding claims, wherein
the problem in the monitored system configuration
and/or a system functionality is associated with an
addition or a removal of a device to or from the sys-
tem.

The method of any of the preceding claims, further
comprising:

- defining a normal system configuration and/or
anormal system functionality based on the mon-
itored system configuration and/or system func-
tionality;

wherein detecting a problemin the monitored system
configuration and/or a system functionality includes:
detecting a problem in the monitored system config-
uration and/or a system functionality by comparing
the monitored system configuration and/or the sys-
tem functionality with the normal system configura-
tion and/or the normal system functionality.

A method for allocating foglets in a fog network,
wherein the fog network is implemented on a distrib-
uted control system comprising a plurality of devices,
the method comprises:

- providing a distributed control system compris-
ing a plurality of devices, wherein one or more
devices provide computational capacities;

- providing a fog network with a plurality of fog
nodes implemented on the system;

- providing a first set of foglets including at least
one foglet;

- allocating the first set of foglets to one or more
fog nodes, wherein the allocation is based on a
predetermined set of rules for allocation of fo-
glets;

- monitoring key performance indicators of an
execution of the first set of foglets;
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12.

13.

14.

15.

- automatically creating or updating a dynamic
set of rules for allocation of foglets based on the
allocation of the first set of foglets and the mon-
itored key performance indicators;

- providing a second set of foglets including at
least one foglet and allocating the second set of
foglets to one or more fog nodes, wherein the
allocation is based on the predetermined set of
rules for allocation of foglets and the dynamic
set of rules for allocation of foglets, or moving
the execution of at least one foglet of the first
set of foglets from one fog node to another fog
node of the plurality of fog nodes based on the
predetermined set of rules for allocation of fo-
glets and the dynamic set of rules for allocation
of foglets.

The method of claim 11, wherein the dynamic set of
rules is automatically created or updated based on
the monitored key performance indicators of an ex-
ecution of the first set of foglets by an artificial intel-
ligence algorithm.

The method of any of the claims 11 or 12, wherein
first and second set of foglets are continuously pro-
vided and allocated based on the predetermined set
of rules for allocation of foglets and the dynamic set
of rules for allocation of foglets, and wherein the key
performance indicators of the execution of the foglets
are continuously monitored, and wherein the dynam-
ic set of rules is continuously and automatically up-
dated based on the allocation of the first and second
set of foglets and the monitored key performance
indicators.

The method of any of the claims 11 to 13, wherein
the method further contains:

- monitoring the current resource status of one
or more of the fog nodes,

and wherein the allocation of the first set of foglets
is further based on the currentresource status ofone
or more of the fog nodes and wherein the allocating
the second set of foglets or the moving of the exe-
cution of the first set of foglets is further based on
the current resource status of one or more of the fog
nodes.

The method of claim 14, wherein the resource status
comprise one of: a free CPU capacity, a free mem-
ory, or combinations thereof.
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of the first set of foglets

automatically creating or updating a dynamic set of
rules for allocation of foglets based on the allocation of
the first set of foglets and the monitored key
performance indicators

providing a second set of foglets including at least one
foglet and allocating the second set of foglets to one or
more fog nodes, wherein the allocation is based on the
predetermined set of rules for allocation of foglets and
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