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Description
BACKGROUND OF THE INVENTION
Field of the Invention

[0001] The presentinvention relates to a communica-
tion setting technique in wireless communication.

Description of the Related Art

[0002] In recent years, cases where a wireless com-
munication functionis provided in electronic devices such
as digital cameras, printers, mobile phones, and smart-
phones, and a service with communication is executed
by connecting these electronic devices to a wireless net-
work have increased. In order to connect an electronic
device to a wireless network, for example, communica-
tion parameters including at least any of an encryption
method, an encryption key, an authentication method,
and an authentication key need to be set. A Wi-Fi device
provisioning protocol (referred to as "DPP" hereinafter)
has been formulated as a technique to facilitate setting
these communication parameters. The specification of
US-2017-0295448 discloses a communication parame-
ter setting technique using DPP including detecting a
partner apparatus configured to set communication pa-
rameters using a mark such as a QR (quick response)
code. The specification of US-2017-0295448 discloses
that, with DPP, a providing apparatus (configurator) con-
figured to provide a communication parameter, provides,
using a public key, information required for connection
to an access point to a receiving apparatus (enrollee)
configured to receive a communication parameter.
[0003] With a parameter setting method such as DPP
with which a public key is obtained by reading a QR code
(registered trademark) and authentication is executed,
an apparatus configured to capture a QR code can iden-
tify an apparatus whose QR code is to be captured, but
the apparatus whose QR code is to be captured cannot
identify the apparatus configured to capture the QR code.
Thus, in the apparatus that is to be captured, the setting
of parameters may be executed between this apparatus
and an undesired apparatus.

SUMMARY OF THE INVENTION

[0004] The present invention enables a communica-
tion apparatus to execute the setting of communication
parameters between the communication apparatus and
an appropriate partner apparatus.

[0005] Thepresentinventioninits first aspect provides
acommunication apparatus as specifiedin claims 1to 12.
[0006] The presentinvention in its second aspect pro-
vides a control method as specified in claim 13.

[0007] The present invention in its third aspect pro-
vides a program as specified in claim 14.

[0008] Furtherfeatures of the presentinvention will be-
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come apparent from the following description of exem-
plary embodiments with reference to the attached draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings, which are incor-
porated in and constitute a part of the specification, illus-
trate embodiments of the invention, and together with the
description, serve to explain the principles of the inven-
tion.

FIG. 1is a diagram showing a configuration example
of a wireless communication system.

FIG. 2 is a diagram showing an example of a hard-
ware configuration of a communication apparatus.
FIG. 3 is a diagram showing an example of a func-
tional configuration of the communication apparatus.
FIG. 4 is a flowchart showing an example of a flow
of processing executed by a responder communica-
tion apparatus in DPP.

FIG. 5 is a flowchart showing an example of a flow
of processing executed by an initiator communica-
tion apparatus in DPP.

FIG. 6 is a diagram showing an example of a user
interface displayed by the communication appara-
tus.

FIG. 7 is a diagram showing an example of a user
interface displayed by the communication appara-
tus.

FIG. 8 is a diagram showing a first example of a flow
of processing executed by a wireless communication
system.

FIG. 9 is a diagram showing a second example of a
flow of processing executed by the wireless commu-
nication system.

FIG. 10 is a diagram showing a third example of a
flow of processing executed by the wireless commu-
nication system.

DESCRIPTION OF THE EMBODIMENTS

[0010] An exemplary embodiment of the present in-
vention will now be described in detail with reference to
the drawings. It should be noted that the relative arrange-
ment of the components, the numerical expressions, and
numerical values set forth in the embodiment do not limit
the scope of the present invention unless it is specifically
stated otherwise.

[0011] In the present embodiment, an example in
which a wireless LAN system conforming to IEEE 802.11
standard series is used will be described. However, the
present invention is not limited thereto, and the following
method can be applied to other wireless communication
systems that do not conform to IEEE 802.11 standard
series. Note that "IEEE" is an abbreviation for "The Insti-
tute of Electrical and Electronics Engineers, Inc."
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Configuration of wireless communication system

[0012] FIG. 1 shows a configuration of a wireless com-
munication system according to the present embodi-
ment. This wireless communication system includes an
access point 101, a smartphone 103, a printer 104, and
a network 102 of a wireless LAN. Note that the access
point 101, the smartphone 103, and the printer 104 are
shown in the example shown in FIG. 1 as communication
apparatuses included in the wireless communication sys-
tem, but the communication apparatuses included in the
wireless communication system are not limited thereto.
For example, these communication apparatuses may be
replaced with communication apparatuses in other
modes, such as mobile phones, cameras, personal com-
puters (PCs), video cameras, smart watches, and per-
sonal digital assistants (PDAs). Also, although the
number of communication apparatuses included in the
wireless communication system is three in the example
shown in FIG. 1, two, or four or more communication
apparatuses may be included in the wireless communi-
cation system.

[0013] In the present embodiment, processing per-
formed when the printer 104 joins the network 102 formed
by the access point 101 will be described. At this time,
for example, the smartphone 103 may operate as the
configurator of DPP, and provide information for connec-
tion to the access point 101 to the printer 104 that oper-
ates as the enrollee of DPP. Note that, as described
above, DPP is an abbreviation for WiFi Device Provision-
ing Protocol. Also, the configurator is a providing appa-
ratus configured to provide communication parameters,
and the enrollee is a receiving apparatus configured to
receive provided communication parameters. Commu-
nication parameters are pieces of information used for
connection to an apparatus that forms a network, such
as an access point, and are pieces of information such
as an SSID thatis a network identifier, an encryption key,
and an encryption method, for example.

[0014] In the present embodiment, the initiator config-
ured to start setting parameters using DPP captures an
image such as a QR code displayed on the responder
configured to execute the parameter setting together with
the initiator, obtains a public key, and executes the pa-
rameter setting using this public key. The initiator and
the responder are determined irrespective of roles in
communication parameter providing processing. That s,
the configurator can operate as either the initiator or the
responder, and similarly, the enrollee can also operate
as either the initiator or the responder. As described
above, in the parameter setting processing using DPP,
the initiator identifies the partner apparatus configured
to transmit and receive communication parameters, and
reads an image such as a QR code, while the responder
cannotidentify which communication apparatus hasread
this image. Thus, the responder may execute the param-
eter setting using DPP on an inappropriate partner ap-
paratus. To address this, in the present embodiment,
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when the responder receives a predetermined signal (a
DPP authentication request, for example) that is trans-
mitted by the initiator to the responder after an image
such as a QR code has been read, the responder enters
a state in which a user input can be accepted. For exam-
ple, the responder displays, on the screen, apparatus
information regarding the initiator that can be acquired
from a request signal, and accepts a user input as to
whether the partner apparatus in which parameters are
set is desired by the user. Then, the parameter setting
processing using DPP is continued in response to the
user input indicating that the initiator is approved of as
the partner apparatus in which parameters are set being
accepted by the responder. Accordingly, the communi-
cation apparatus can exchange parameters with the oth-
er apparatus that was confirmed by the user, and it is
possible to prevent the communication apparatus from
exchanging communication parameters with an inappro-
priate apparatus, and the like.

[0015] Hereinafter, examples of configurations of com-
munication apparatuses configured to execute such
processing and the flow of processing executed will be
described in detail.

Configurations of apparatuses

[0016] FIG. 2 shows an example of a hardware con-
figuration of communication apparatuses (the access
point 101, the smartphone 103, and the printer 104) ac-
cording to the present embodiment. A communication
apparatus includes a control unit 201, a storage unit 202,
a radio unit 203, a display unit 204, an image capturing
unit 205, an antenna control unit 206, an antenna 207,
and an input unit 208, as an example.

[0017] The control unit 201 performs overall control of
the communication apparatus by executing a control pro-
gram stored in the storage unit 202. The control unit 201
is constituted by one or more processors such as a CPU
(central processing unit) and an MPU (micro processing
unit). Also, the control unit 201 may be constituted by
hardware such as ASIC (application specific integrated
circuit) and a DSP (digital signal processor) and a gate
array circuit such as an FPGA (field programmable gate
array). The storage unit 202 stores various types of in-
formation such as a control program executed by the
control unit 201, image data, and communication param-
eters. Various operations, which will be described later,
may be realized by the control unit 201 executing the
control program stored in the storage unit 202. The stor-
age unit 202 may be constituted by a ROM (read only
memory), a RAM (random access memory), an HDD
(hard disk drive), or a flash memory, or a storage medium
such as a detachable SD (secure digital) card, for exam-
ple.

[0018] The radio unit 203 executes various processes
for performing wireless LAN communication conforming
to the IEEE 802.11 standard series. The radio unit 203
is constituted by a circuit chip provided with a wireless
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communication circuit such as a radio frequency (RF)
circuit or a baseband (BB) circuit. The display unit 204
presents various types of information to an external por-
tion using a function that can output information that can
be visually recognized, such as an LCD (liquid crystal
display) or an LED (light-emitting diode), or using a func-
tion that can output sound, such as a speaker. That is,
the display unit 204 has a function of outputting at least
one of visual information and sound information. Note
that, if the display unit 204 displays visual information,
the display unit 204 has a VRAM (video RAM) capable
of storing image data corresponding to visual information
to be displayed, for example, and may, in relation to an
LCD or LED, perform display control to continuously dis-
play image data stored in the VRAM

[0019] The image capturing unit 205 is constituted by
an image sensor, a lens, and the like, and captures a
photograph and a moving image. The image capturing
unit 205 can capture images such as a barcode, a two-
dimensional code, and a QR code (registered trade-
mark). The antenna control unit 206 controls the antenna
207, and the antenna 207 is any type of antenna having
an operation band in a 2.4 GHz band and/or a 5 GHz
band. The input unit 208 is an accepting apparatus con-
figured to accept various user inputs, and is used when
the user operates the communication apparatus. The in-
put unit 208 stores a flag corresponding to the accepted
user input in a memory such as the storage unit 202 or
the like.

[0020] Note that the configuration example shown in
FIG. 2 is an example, and a communication apparatus
may have another hardware configuration, or does not
necessarily have a part of the hardware. For example, if
the communication apparatus is a printer, the communi-
cation apparatus may have a printing unit, in addition to
the configuration shown in FIG. 2. Also, if the communi-
cation apparatus is the access point 101, the communi-
cation apparatus does not necessarily have the display
unit 204 or the image capturing unit 205. Also, the above-
described two or more blocks may be integrated into one.
For example, if the communication apparatus is the
smartphone 103, a touch panel obtained by integrating
at least portions of the display unit 204 and the input unit
208 may be used. Also, one block may be divided into
two or more blocks.

[0021] FIG. 3 is a diagram showing an example of a
functional configuration of the communication apparatus.
Note that FIG. 3 shows functions mainly for executing
processing, which will be described later, and the com-
munication apparatus may have functions other than the
functions shown in FIG. 3.

[0022] The communication apparatus includes a com-
munication parameter control unit 301, animage reading
control unit 302, an image generation control unit 303,
and a service control unit 304, as the functional config-
uration, for example. Also, the communication apparatus
includes a packet receiving unit 305, a packet transmit-
ting unit 306, a station function control unit 307, an access
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point function control unit 308, and a data storage unit
309, for example. These function blocks may be realized
by the control unit 201 executing the respective programs
stored in the storage unit 202. For example, as a result
of controlling hardware, and calculating and processing
information according to a control program, the control
unit 201 realizes functions. Note that some or all of the
functions may be realized by dedicated hardware such
as an ASIC.

[0023] The communication parameter control unit 301
executes communication parameter sharing processing
for sharing communication parameters between appara-
tuses. In the communication parameter sharing process-
ing, the providing apparatus provides communication pa-
rameters for executing wireless communication to the
receiving apparatus. Herein, communication parameters
include at least any one of wireless communication pa-
rameters required to perform wireless LAN communica-
tion, such as an SSID (service set identifier) that is a
network identifier, an encryption method, an encryption
key, an authentication method, and an authentication
key. Also, communication parameters may include acon-
nector defined in DPP, a MAC address, a PSK, a pass-
phrase, an IP address for performing communication in
an IP layer, information required for a higher-level serv-
ice, and the like. Note that "MAC" is an acronym for "Me-
dium Access Control", "PSK" is an acronym for "Pre
Shared Key", and "IP" is an acronym for "Internet Proto-
col". In the present embodiment, it is assumed that the
communication parameter control unit 301 executes
communication parameter sharing processing using
DPP. However, the communication parameter control
unit 301 may execute communication parameter sharing
processing using WPS (Wi-Fi protected setup), Wi-Fi Di-
rect, or the like, instead of using DPP.

[0024] Theimage reading control unit 302 analyzes an
image such as a barcode, a two-dimensional code, or a
QR code captured by the image capturing unit 205, and
obtains encoded information. The image reading control
unit 302 obtains, as the image captured by the image
capturing unit 205, code information including a public
key to be used to execute communication parameter
sharing processing. Note that code information may be
a two-dimensional code such as a CP (computer pur-
pose) code or a QR code, or a one-dimensional code
such as a barcode. The image reading control unit 302
analyzes the image of the obtained code information and
obtains encoded information. In the present embodi-
ment, code information may include information to be
used in communication parameter sharing processing.
Herein, information used in communication parameter
sharing processing includes information such as a public
key used in authentication processing and an identifier
of an apparatus, for example. Note that a public key is
one type of encryption key used in a public key encryption
method, and is information used to increase the security
of communication parameter sharing processing. Note
that information such as a certificate or a password may
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be used, instead of a public key. The image generation
control unit 303 generates an image such as a barcode,
a two-dimensional code, or a QR code, and executes
control for displaying the generated image on the display
unit 204. The image generation control unit 303 gener-
ates code information including information such as a
public key used to execute communication parameter
sharing processing and the identifier of a communication
apparatus. Note that as a result of attaching code infor-
mation that has been generated in advance to the body
of a communication apparatus, to a product instruction
manual of a communication apparatus, or packaging of
the product (for example, a box), for example, code in-
formation may be displayed in a communication appara-
tus without a screen display. This makes it possible to
execute processing according to the present embodi-
ment even if a communication apparatus does not in-
clude the display unit 204.

[0025] The service control unit 304 controls a service
inan applicationlayer. An "application layer" herein refers
to a service providing layer in an upper layer such as a
fifth layer or an upper layer in an OSI reference model.
The service control unit 304 executes control on printing
processing, image streaming processing, and file trans-
fer processing, using wireless communication performed
by the radio unit 203.

[0026] The packet receiving unit 305 and the packet
transmitting unit 306 control transmission and reception
of any packets including a communication protocol of an
upper layer. For example, the packet receiving unit 305
and the packet transmitting unit 306 control the radio unit
203 in order to transmit and receive packets conforming
to IEEE 802.11 standard series to/from a communication
partner apparatus.

[0027] The station function control unit 307 provides
an STA function for operating as a station (STA) in an
infrastructure mode of IEEE 802.11 standard series.
When the station function control unit 307 operates as
an STA, the station function control unit 307 executes
authentication/encryption processing, and the like. Also,
the access point function control unit 308 provides an AP
function for operating as an access point (AP) in an in-
frastructure mode of IEEE 802.11 standard series. The
access point function control unit 308 forms a wireless
network, and performs authentication/encryption
processing on the STA and manages the STA. The data
storage unit 309 performs control of writing and reading
out software and information regarding communication
parameters and barcodes to/from the storage unit 202.
[0028] Note that the communication apparatus does
not necessarily have a part of the configuration shown in
FIG. 3, and in some cases, the entire configuration may
be replaced with another configuration capable of exhib-
iting a function that is similar to the configuration shown
in FIG. 3. For example, if the communication apparatus
is the access point 101, the communication apparatus
does not necessarily have the image reading control unit
302 and the like. Also, as a result of attaching code in-
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formation thathas been generated in advance to the body
of the communication apparatus or the like, if code infor-
mation is displayed without a screen display, the image
generation control unit 303 may be omitted.

Flow of processing

[0029] Next, an example of a flow of processing exe-
cuted by the above-described communication appara-
tuses will be described. Hereinafter, first, the flow of
processing executed by the responder and the initiator
of DPP will be described, and then, an example of the
flow of processing executed by a wireless communication
system will be described.

Operations of responder communication apparatus

[0030] FIG.4 showsan example of the flow of process-
ing executed by the communication apparatus operating
as the responder (referred to as a "responder apparatus”
hereinafter). The responder apparatus first activates an
application for executing the communication parameter
setting using DPP via a user input, for example (step
S401). Then, the responder apparatus determines, via a
user operation, for example, which role of the communi-
cation parameter providing apparatus (the configurator)
and the communication parameter receiving apparatus
(the enrollee) to operate in (step S402). Note that the
responder apparatus may operate in a preset role, inde-
pendently of a user operation, for example. For example,
if the responder apparatus is an access point, the re-
sponder apparatus may always operate as the configu-
rator. Then, the responder apparatus displays an image
of the code information such as a QR code indicating
information regarding the responder apparatus, such as
the public key of the responder apparatus, via the display
unit 204, for example (step S403). Note that the respond-
er apparatus may display code information in a format in
which the printed image is attached to the body, for ex-
ample, and in this case, no special processing may be
executed in step S403. An image of code information is
captured by an initiator communication apparatus (re-
ferred to as an "initiator apparatus" hereinafter). The in-
itiator apparatus analyzes the captured image of code
information, obtains information regarding the responder
apparatus, and then transmits a DPP authentication re-
quest packet to the responder apparatus. The responder
apparatus then receives this DPP authentication request
packet (step S404).

[0031] The responder apparatus then checks the role
of the responder apparatus (the configurator or the en-
rollee) in the communication parameter providing
processing determined in step S402 (step S405). If it is
determined that the responder apparatus is operating as
the configurator, the responder apparatus displays a user
interface (Ul) for checking the settings (step S406). An
example of this Ul is shown in FIG. 6. In one example,
as shown in FIG. 6, the responder apparatus presents
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the device name of the initiator apparatus to the initiator
apparatus, and enters a state in which a user input re-
garding whether or not the execution of the communica-
tion parameter setting processing with this initiator ap-
paratus is permitted can be accepted. Note that a MAC
address of the initiator apparatus, information that has
been set in the DPP authentication request packet as
additional information and with which the initiator appa-
ratus can be identified, and the like are displayed in a
"Device Name" region shown in FIG. 6. Three options
"OK", "NQO", and "Mutual" are presented in the Ul shown
in FIG. 6, and a user selects one of these options. Herein,
"OK" is an option indicating that the communication pa-
rameter setting processing with the displayed initiator ap-
paratus is permitted, and "NO" is an option indicating that
the communication parameter setting processing with
the displayed initiator is not permitted. Also, "Mutual" is
an option indicating that mutual authentication process-
ing is executed by the responder apparatus capturing an
image of code information such as a QR code displayed
by the initiator apparatus, and the communication param-
eter setting processing is executed in a state in which
code information is obtained mutually. Note that, if the
responder apparatus permits the communication param-
eter setting processing with the initiator apparatus, the
responder apparatus may be designated to execute ei-
ther "OK" or "Mutual" as the initial setting. In this case,
only "OK" is displayed on the Ul shown in FIG. 6, for
example, and if this "OK" is selected as a user input, this
user input is interpreted as "OK" or "Mutual" based on
the initial setting.

[0032] When the user operation is accepted, the re-
sponder apparatus determines which option is selected
from these options by the user (step S407). If the re-
sponder apparatus has determined that "NO" was select-
ed in step S407, the responder apparatus transmits, to
the initiator apparatus, an error response as a DPP au-
thentication response packet (step S417), and ends
processing. If the responder apparatus has determined
that "OK" was selected in step S407, the responder ap-
paratus displays a Ul for allowing the user to input infor-
mation regarding the initiator apparatus, which is the part-
ner apparatus for the communication parameter setting
processing, and enters a user input accepting state (step
S408). An example of a Ul displayed in step S408 is
shown in FIG. 7. The user inputs information regarding
the initiator apparatus in an "Input Field" shown in FIG.
7. Information to be input herein may be information that
is similar to information that can be obtained in step S411,
which will be described later, for example. For example,
as a result of the responder apparatus obtaining a file
regarding information regarding the initiator apparatus
via the Internet or the like in advance and designating
this file, the information regarding the initiator apparatus
may be input. Also, information to be input may be dif-
ferent from information that can be obtained in step S411,
which will be described later. For example, the responder
apparatus may accept a manual input made by the user,
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such as information with which the initiator apparatus can
be identified. When the responder apparatus accepts an
input made by the user with regard to the information
regarding the partner apparatus in step S408 (NO in step
S409), the processing then proceeds to step S412.
[0033] On the other hand, if the responder apparatus
has determined that "Mutual" was selected in step S407,
the processing proceeds to step S410 without the
processing of step S408 being executed (YES in step
S409). In step S410, in order to prompt the initiator ap-
paratus to display code information such as a QR code,
the responder apparatus transmits an error response as
a DPP authentication response packet. The initiator ap-
paratus displays code informationin response to the error
response as this DPP authentication response packet.
The responder apparatus waits for the initiator apparatus
to display code information, and when code information
is displayed, the responder apparatus captures animage
of this code information (step S411) and obtains infor-
mation regarding the initiator apparatus. The information
obtained here may be information such as a public key
of the initiator apparatus, for example. When the re-
sponder apparatus obtains information regarding the in-
itiator apparatus, the responder apparatus then transmits
a normal response as a DPP authentication response
packet (step S412). Then, the responder apparatus ex-
ecutes parameter exchange based on the specification
of DPP, and executes processing for connection to the
initiator apparatus (steps S413 to S416).

Operations of initiator communication apparatus

[0034] Next, an example of a flow of processing exe-
cuted by the initiator apparatus will be described with
reference to FIG. 5. The initiator apparatus first activates
an application for executing the communication param-
eter setting using DPP via a user input, for example (step
S501). Then, the initiator apparatus determines, via a
user operation, for example, which role of the communi-
cation parameter providing apparatus (the configurator)
and the communication parameter receiving apparatus
(the enrollee) to operate in (step S502). The initiator ap-
paratus then captures animage of code information such
as a QR code including the public key displayed on the
responder apparatus (step S503), and obtains informa-
tion regarding the responder apparatus. The initiator ap-
paratus transmits a DPP authentication request packet
to the responder apparatus in response to this informa-
tion being obtained (step S508).

[0035] Note that the initiator apparatus may execute
processing similar to that of steps S405 to S408 before
transmitting a DPP authentication request packet to the
responder apparatus. However, for example, if it is
thought that the initiator apparatus can select, without
error, the partner apparatus on which the communication
parameter setting processing is executed, start reading
the code information, and reliably identify the responder
apparatus, these processes are not necessarily execut-



11 EP 3 955 552 A1 12

ed.

[0036] If the initiator apparatus is operating as the con-
figurator, the initiator apparatus may display the obtained
information regarding the partner apparatus using code
information (step S505), and accept a user input regard-
ing whether or not the communication parameter setting
processing with this partner apparatus is permitted. If
code information regarding an undesired partner appa-
ratus has been read, for example, as a result of "NO"
being selected in step S506, the communication param-
eter setting processing may end without transmission of
a DPP authentication request packet. Also, if "OK" has
been selected in step S506, the initiator apparatus may
display the Ul shown in FIG. 7, for example, and prompt
information regarding the partner apparatus to be input
(step S507). In one example, the initiator apparatus may
accept an input regarding information such as the name
of the partner apparatus. The initiator apparatus then
transmits a DPP authentication request packet. The ini-
tiator apparatus then receives a normal response from
the responder apparatus as a DPP authentication re-
sponse packet (step S511).

[0037] Also, if "Mutual" is selected in step S506, the
initiator apparatus transmits a DPP authentication re-
quest packet without executing the processing in step
S507. Then, the initiator apparatus displays code infor-
mation such as a QR code on the display unit 204 in
response to the reception of the error response from the
partner apparatus as a DPP authentication response
packet, for example (step S510). Also, if "Mutual" is se-
lected, the initiator apparatus may display code informa-
tion when a predetermined time period has elapsed after
a DPP authentication request packet is transmitted. The
initiator apparatus then receives the normal response as
a DPP authentication request packet after the responder
apparatus obtains this code information (step S511).
[0038] Then, the initiator apparatus executes param-
eter exchange based on the specification of DPP, and
executes processing for connection to the responder ap-
paratus (steps S512 to S515).

[0039] As described above, according to the present
embodiment, the communication parameter setting uti-
lizing code information such as a QR code enables the
user of the responder apparatus to identify the initiator
apparatus (the initiator apparatus checks the responder
apparatus as needed). Then, after the user permits the
initiator apparatus, communication parameters can be
provided and received between these communication
apparatuses.

Flow of processing in overall wireless communication
system

[0040] Next, an example of a flow of processing exe-
cuted in a wireless communication system including the
initiator apparatus and the responder apparatus de-
scribed above will be described. As described above, in
the wireless communication system according to the
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present embodiment, the network 102 is constructed by
the access point 101, and the smartphone 103 holds
communication parameters with which the smartphone
103 can be connected to the access point 101. For ex-
ample, if the access point 101 does not support DPP, the
smartphone 103 may obtain communication parameters
using an existing protocol such as a WPS or an AOSS
(AirStation One-Touch Secure System). Also, if the ac-
cess point 101 supports DPP, the smartphone 103 may
use automatic setting or the like using DPP. Note that,
although a case where the access point 101 provides the
smartphone 103 with communication parameters with re-
gard to the wireless communication system shown in
FIG. 1 will be described in the present embodiment, con-
figurations other than such a configuration may also be
used. For example, a group owner of Wi-Fi Direct (reg-
istered trademark) may operate in a similar manner to
the access point 101 according to the present embodi-
ment, provide a client with the communication parame-
ters, and this client may provide another client with the
communication parameters. Also, the user of the smart-
phone 103 may manually input communication parame-
ters via the input unit 208. It is assumed that, then, the
smartphone 103 executes, as the configurator of DPP,
communication parameter setting processing with the
enrollee (the printer 104). Atthis time, flows of processing
in a case where the smartphone 103 (the configurator)
is an initiator and mutual authentication is not performed,
a case where the smartphone 103 is a responder and
mutual authentication is not performed, and a case where
the smartphone 103 is a responder and mutual authen-
tication is performed will be described below.

[0041] FIG. 8 shows an example of the flow of process-
ing in the case where the configurator is the initiator and
mutual authentication is not performed. In this process-
ing, first, the responder apparatus displays a QR code,
and the initiator apparatus captures the QR code dis-
played on the responder apparatus. The initiator appa-
ratus transmits a DPP authentication request packet to
the responder apparatus, triggered by this QR code being
captured. When the responder apparatus receives the
DPP authentication request packet, the responder appa-
ratus displays a Ul screen as shown in FIG. 6 as needed.
Note that there are cases where communication param-
eter setting processing is permitted independent of the
partner apparatus (the initiator apparatus), such as a
case where the responder apparatus is an enrollee and
a case where it is sufficient to select whether or not the
received parameters are to be used later. In such cases,
the responder apparatus does not necessarily display
the Ul screen. Note that as a result of the responder ap-
paratus displaying the Ul screen and permitting the com-
munication parameter setting processing only with a spe-
cific initiator apparatus, it is possible to prevent the exe-
cution of unnecessary communication parameter setting
processing. If the Ul screen is displayed, the responder
apparatus transmits, to the initiator apparatus, a DPP
authentication response packet in response to "OK" be-
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ing pressed by the user on this Ul screen. Then, param-
eterexchange is executed and processing for connection
between the responder apparatus and the initiator appa-
ratus is executed based on the specification of DPP.
[0042] FIG.9showsanexample of the flow of process-
ing in the case where the enrollee is the initiator and
mutual authentication is not performed. In this process-
ing, first, the responder apparatus also displays a QR
code, and the initiator apparatus also captures the QR
code displayed on the responder apparatus. The initiator
apparatus transmits a DPP authentication request pack-
et to the responder apparatus, triggered by this QR code
being captured. When the responder apparatus receives
this DPP authentication request packet, the responder
apparatus displays the Ul screen as shown in FIG. 6.
The MAC address of the initiator apparatus and informa-
tion for identifying the initiator apparatus set as additional
information in the DPP authentication request packet are
displayed in "Device Name" shown in FIG. 6. In a case
where the responder apparatus is a communication pa-
rameter providing apparatus (the configurator), if the re-
sponder apparatus provides communication parameters
without identifying the initiator apparatus, a desired com-
munication apparatus may be allowed to join a network.
Thus, in this processing example, the responder appa-
ratus functioning as the configurator provides the user
with information for identifying the initiator apparatus,
which is an enrollee candidate, and accepts a user op-
eration regarding whether or not communication param-
eter setting processing with this initiator apparatus may
be executed. Accordingly, it is possible to execute com-
munication parameter setting processing only with the
partner apparatus on which the user has determined that
the communication parameter setting processing may be
executed. The responder apparatus displays the Ul
screen as shown in FIG. 7 in response to "OK" being
pressed by the user on the Ul screen, and accepts a user
input regarding information related to the partner appa-
ratus on which the communication parameter setting
processing is executed. The responder apparatus ac-
cepts this user input, and then transmits a DPP authen-
tication response packet to the initiator apparatus. Then,
parameter exchange is executed and processing for con-
nection between the responder apparatus and the initi-
ator apparatus is executed based on the specification of
DPP.

[0043] FIG. 10 shows an example of the flow of
processing in the case where mutual authentication is
performed. Note that, although the processing example
shown in FIG. 10 shows a processing example in a case
where the enrollee is the initiator, even if the configurator
is the initiator, similar processing may be executed. In
this processing, first, the responder apparatus also dis-
plays a QR code, and the initiator apparatus also cap-
tures the QR code displayed on the responder apparatus.
The initiator apparatus transmits a DPP authentication
request packet to the responder apparatus, triggered by
this QR code being captured. When the responder ap-
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paratus receives this DPP authentication request packet,
the responder apparatus displays the Ul screen as shown
in FIG 6. When "Mutual" is pressed by the user, the re-
sponder apparatus transmits an error response as a DPP
authentication response packet to the initiator apparatus,
and waits for the initiator apparatus to display a QR code.
Then, the initiator apparatus displays a QR code, and
the responder apparatus captures the QR code displayed
on the responder apparatus. When the responder appa-
ratus obtains information regarding the initiator appara-
tus, the responder apparatus then transmits a normal
response as a DPP authentication response packet to
the initiator apparatus. Then, parameter exchange is ex-
ecuted and processing for connection between the re-
sponder apparatus and the initiator apparatus is execut-
ed based on the specification of DPP.

[0044] As described above, the responder apparatus
of DPP allows the user to check the information regarding
the initiator apparatus, and displays the Ul screen for
allowing a user operation regarding whether the execu-
tion of communication parameter setting processing with
this initiator apparatus is permitted to be accepted, based
on the result of checking. In one example, the responder
apparatus displays this Ul screen based on reception of
a DPP authentication request packet. The responder ap-
paratus continues communication parameter setting
processing using DPP based on acceptance of a user
operation indicating that communication parameter set-
ting processing with the initiator apparatus is permitted.
On the other hand, if the responder apparatus accepts a
user operation indicating that communication parameter
setting processing with the initiator apparatus is not per-
mitted, the processing ends without continuing commu-
nication parameter setting processing using DPP. Ac-
cordingly, itis possible to prevent communication param-
eters from being exchanged between communication ap-
paratuses that are not desired by the user.

[0045] Note thatthe display of the Ul screen is not nec-
essarily used. For example, information regarding the
initiator apparatus may be presented using sounds, and
the above-described "OK" and "NO" selections may be
accepted using a key, a physical button, or the like pro-
vided in the responder apparatus. That is, an optional
information presenting method and operation accepting
method that allow the user to check the partner apparatus
and determine whether or not communication parameter
setting processing can be executed may be used.
[0046] Also, although an example in which information
for executing communication parameter setting process-
ing is transmitted and received between communication
apparatuses utilizing the image of a QR code (registered
trademark) was described in the above-described em-
bodiment, the present invention is not limited thereto. For
example, wireless communication such as Near Field
Communication (NFC) or Bluetooth (registered trade-
mark) may be used, instead of capturing a QR code (reg-
istered trademark). Also, wireless communication such
as IEEE 802.11ad or TransferJet (registered trademark)



15 EP 3 955 552 A1 16

may be used. Note that information that can be read by
a user may be used, instead of code information such as
a QR code. For example, a configuration may be adopted
in which predetermined character strings are displayed,
the user inputs these character strings after an applica-
tion is activated, and thus information that is similar to
information obtained by capturing a QR code described
above is obtained.

[0047] Although a case where communication is per-
formed between communication apparatuses through
wireless LAN conforming to IEEE 802.11 standard series
was described in the above-described embodiment, the
present invention is not limited thereto. For example,
UWB (Ultra Wide Band) such as wireless USB, wireless
1394, WINET, and a wireless communication technology
such as Bluetooth (registered trademark), ZigBee, and
NFC may be used.

Other Embodiments

[0048] Embodiment(s) of the present invention can al-
so be realized by a computer of a system or apparatus
that reads out and executes computer executable in-
structions (e.g., one or more programs) recorded on a
storage medium (which may also be referred to more
fully as a 'non-transitory computer-readable storage me-
dium’) to perform the functions of one or more of the
above-described embodiment(s) and/or that includes
one or more circuits (e.g., application specific integrated
circuit (ASIC)) for performing the functions of one or more
of the above-described embodiment(s), and by a method
performed by the computer of the system or apparatus
by, for example, reading out and executing the computer
executable instructions from the storage medium to per-
form the functions of one or more of the above-described
embodiment(s) and/or controlling the one or more circuits
to perform the functions of one or more of the above-
described embodiment(s). The computer may comprise
one or more processors (e.g., central processing unit
(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors
to read out and execute the computer executable instruc-
tions. The computer executable instructions may be pro-
vided to the computer, for example, from a network or
the storage medium. The storage medium may include,
for example, one or more of a hard disk, arandom-access
memory (RAM), a read only memory (ROM), a storage
of distributed computing systems, an optical disk (such
as a compact disc (CD), digital versatile disc (DVD), or
Blu-ray Disc (BD)™), a flash memory device, a memory
card, and the like.

[0049] Whilethe presentinvention has been described
with reference to exemplary embodiments, it is to be un-
derstood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following
claims is to be accorded the broadest interpretation so
as to encompass all such modifications and equivalent
structures and functions.
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[0050] A communication apparatus receives request
regarding a wireless communication parameter setting
from another apparatus that has obtained information re-
garding the communication apparatus by capturing an
image indicating information regarding the communica-
tion apparatus, accepts (S406, S407) a user input re-
garding whether the parameter setting is to be executed
with the other apparatus in a case where the request has
beenreceived, and executes (S413-S416) the parameter
setting with the other apparatus in a case where the user
inputindicating that a parameter setting is to be executed
with the other apparatus has been accepted.

[0051] This application is a divisional application of Eu-
ropean patent application no. 19 167 252.6 (the "parent
application"), also published under no. EP 3 562 125 A1.
The following items corresponding to the originally filed
claims of the parent application form part of the content
of this description as filed.

1. A communication apparatus comprising:

receiving means (203) for receiving a request
regarding a wireless communication parameter
setting from another apparatus that has ob-
tained information regarding the communication
apparatus by capturing an image indicating in-
formation regarding the communication appara-
tus;

accepting means (208) for, in a case where the
request has been received by the receiving
means, accepting a user input regarding wheth-
er the parameter setting is to be executed with
the other apparatus; and

executing means (201) for, in a case where the
user input indicating that a parameter setting is
to be executed with the other apparatus has
been accepted, executing the parameter setting
with the other apparatus.

2. The communication apparatus according to item
1,

wherein, in a case where the request has been re-
ceived by the receiving means, the accepting means
presents information regarding the other apparatus,
and accepts the user input.

3. The communication apparatus according to item
2,

wherein the accepting means controls whether in-
formation regarding the other apparatus is to be pre-
sented based on a role of the communication appa-
ratus in the parameter setting.

4. The communication apparatus according to item
3,

wherein, in a case where the communication appa-
ratus operates in a role of providing a parameter, the
accepting means presents information regarding the
other apparatus.

5. The communication apparatus according to any
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one of items 1 to 4,

wherein, in a case where the communication appa-
ratus operates in a role of providing a parameter and
the user input indicating that a parameter setting is
to be executed with the other apparatus has been
accepted, the acceptingmeans allows a user to input
information regarding the other apparatus.

6. The communication apparatus according to any
one of items 1 to 5,

wherein, in a case where the communication appa-
ratus operates in a role of providing a parameter, the
accepting means accepts, as the user input, a se-
lection regarding whether mutual authentication with
the other apparatus is to be performed.

7. The communication apparatus according to item
6,

wherein the mutual authentication includes obtaining
information regarding the communication apparatus
by the other apparatus and obtaining information re-
garding the other apparatus by the communication
apparatus.

8. The communication apparatus according to item
7,

wherein the request is transmitted from the other ap-
paratus based on the other apparatus obtaining in-
formation regarding the communication apparatus.
9. The communication apparatus according to item
7 or 8, further comprising:

display means (204) for displaying an image in-
dicating information regarding the communica-
tion apparatus,

wherein the other apparatus obtains information
regarding the communication apparatus by cap-
turing an image displayed by the display means.

10. The communication apparatus according to item
9, comprising:

image capturing means (205),

wherein, in a case where the mutual authenti-
cation is performed, as a result of transmitting
an error response in response to the request,
the other apparatus is caused to display an im-
age indicating information regarding the other
apparatus, and

information regarding the other apparatus is ob-
tained by capturing the image indicating infor-
mation regarding the other apparatus.

11. The communication apparatus according to any
one of items 7 to 10,

wherein, in a case where the mutual authentication
is performed, a normal response is transmitted in
response to the request based on obtainment of in-
formation regarding the other apparatus.

12. The communication apparatus according to any
one of items 1 to 11,
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10

wherein the parameter setting is a parameter
setting using a Device Provisioning Protocol
(DPP), and

the request is a DPP Authentication Request.

13. A method for controlling a communication appa-
ratus including receiving means for receiving a re-
quest regarding a wireless communication parame-
ter setting from another apparatus that has obtained
information regarding the communication apparatus
by capturing an image indicating information regard-
ing the communication apparatus, the method com-
prising:

accepting (S406, S407), in a case where the re-
quest has been received by the receiving
means, a user input regarding whether the pa-
rameter setting is to be executed with the other
apparatus; and

executing (S413-S416), in a case where the us-
er input indicating that a parameter setting is to
be executed with the other apparatus has been
accepted, the parameter setting with the other
apparatus.

14. A program for causing a computer to function as
means included in the communication apparatus ac-
cording to any one of items 1 to 12.

Claims

A communication apparatus comprising:

obtaining means (203) for obtaining a public key
regarding another apparatus via a wireless com-
munication with the other apparatus;

accepting means (208) for accepting a user in-
put;

transmitting means (203) for, in a case where
the user input indicating that a wireless commu-
nication parameter setting is to be executed with
the other apparatus has been accepted, trans-
mitting a request regarding authentication
processing for the wireless communication pa-
rameter setting to the other apparatus;
receiving means (203) for receiving a response
regarding the authentication processing from
the other apparatus; and

executing means (201) for executing the wire-
less communication parameter setting with the
other apparatus after receiving the response.

The communication apparatus according to claim 1,
wherein a wireless communication parameter which
is to be setin the wireless communication parameter
setting includes a connector compliant with Device
Provisioning Protocol.
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3. The communication apparatus according to claim 1
or 2,
wherein a wireless communication parameter which
is set in the wireless communication parameter set-
ting includes a Pre Shared Key. 5

4. The communication apparatus according to any one
of claims 1 to 3,
wherein the request is a DPP Authentication Re-
quest compliant with Device Provisioning Protocol 10
(DPP).

5. The communication apparatus according to any one
of claims 1 to 4,
wherein the response is a DPP Authentication Re- 75
sponse compliant with Device Provisioning Protocol
(DPP).

6. The communication apparatus according to any one
of claims 1 to 5, 20
wherein the executing means executes the wireless
communication parameter setting by receiving a
DPP Configuration Request compliant with Device
Provisioning Protocol (DPP) and transmitting a DPP
Configuration Response compliant with the DPP. 25

7. The communication apparatus according to any one
of claims 1 to 6,
wherein the obtaining means obtains an identifier of
the other apparatus. 30

8. A method for controlling a communication appara-
tus, comprising:

obtaining (S503) a public key regarding another 35
apparatus via awireless communication with the
other apparatus;

accepting (S506) a user input;

transmitting (S508), in a case where the user
input indicating that a wireless communication 40
parameter setting is to be executed with the oth-

er apparatus has been accepted, a request re-
garding authentication processing for the wire-
less communication parameter setting to the
other apparatus; 45
receiving (S511) a response regarding the au-
thentication processing from the other appara-

tus; and

executing (S512) the wireless communication
parameter setting with the other apparatus after 50
receiving the response.

9. A program for causing a computer to carry out the

method according to claim 8.
55
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