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(54) DYNAMIC ALARM PRIORITY SYSTEM AND METHOD

(57) A dynamic alarm priority system includes plural
kinds of alarm devices (11A, 11B, 11C), an alarm signal
being generated when the alarm device is triggered; a
plurality of image capture devices (12), correspondingly
coupled to the alarm devices respectively, the triggered
alarm device activating the corresponding image capture
device to capture an alarm image; an interface device
(13) that receives the alarm signal; an assignment device
(14) coupled to receive the alarm signals, which are as-

signed priorities in order of time, thereby generating an
initial alarm signal sequence; and an object detection de-
vice (15) that performs object detection on the alarm im-
age to determine whether an associated object is detect-
ed in the alarm image. The assignment device dynami-
cally modifies the initial alarm signal sequence according
to an object detection result from the object detection
device, thereby generating an updated alarm signal se-
quence.
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Description

BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION

[0001] The present invention generally relates to an
alarm system, and more particularly to a dynamical alarm
priority system and method.

2. DESCRIPTION OF RELATED ART

[0002] An alarm device gives an audible, visual or other
form of alarm signals when triggered, which warns a user
to do some actions for preventing or reducing danger. A
burglar alarm and a fire alarm (such as smoke detector)
are some common alarm devices.
[0003] The trigger threshold of the alarm device should
be considered comprehensively. A miss alarm may occur
if the trigger threshold is high, and, contrarily, a false
alarm may occur if the trigger threshold is low. The false
alarm may waste and bind resources, which cannot be
utilized in an event of a true alarm.
[0004] The conventional alarm control center may usu-
ally monitor tens or even thousands of alarm devices
distributed over a wide area. Therefore, the control cent-
er, in a period, may receive many alarm signals, which
are given priorities and processed in order of time when
the alarm signals are received. As false alarms are com-
mon, opportunity to process the true alarm will be lost.
[0005] A need has thus arisen to propose a novel
scheme to overcome drawbacks of the conventional
alarm system.

SUMMARY OF THE INVENTION

[0006] In view of the foregoing, it is an object of the
embodiment of the present invention to provide a dynam-
ic alarm priority system and method capable of dynami-
cally adjusting priorities of alarm signals. Therefore, a
true alarm may be processed first and a false alarm may
be deferred, thereby substantially enhancing overall ef-
ficiency of the alarm system.
[0007] According to one embodiment, a dynamic alarm
priority system includes plural kinds of alarm devices, a
plurality of image capture devices, an interface device,
an assignment device and an object detection device.
An alarm signal is generated when the alarm device is
triggered. The image capture devices are correspond-
ingly coupled to the alarm devices respectively, the trig-
gered alarm device activating the corresponding image
capture device to capture an alarm image. The interface
device receives the alarm signal. The assignment device
is coupled to receive the alarm signals, which are as-
signed priorities in order of time, thereby generating an
initial alarm signal sequence. The object detection device
performs object detection on the alarm image to deter-
mine whether an associated object is detected in the

alarm image. The assignment device dynamically mod-
ifies the initial alarm signal sequence according to an
object detection result from the object detection device,
thereby generating an updated alarm signal sequence.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008]

FIG. 1 shows a block diagram illustrating a dynamic
alarm priority system according to one embodiment
of the present invention;
FIG. 2 shows a flow diagram illustrating a dynamic
alarm priority method according to one embodiment
of the present invention;
FIG. 3 shows an example of a plurality of alarm de-
vices that transmit alarm signals to a control center
in order of time; and
FIG. 4 shows a block diagram illustrating a dynamic
alarm priority system according to another embodi-
ment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0009] FIG. 1 shows a block diagram illustrating a dy-
namic alarm priority system 100 according to one em-
bodiment of the present invention, and FIG. 2 shows a
flow diagram illustrating a dynamic alarm priority method
200 according to one embodiment of the present inven-
tion. The dynamic alarm priority system (system herein-
after) 100 of FIG. 1 or the dynamic alarm priority method
(method hereinafter) 200 of FIG. 2 may dynamically de-
termine priorities of alarms.
[0010] As shown in FIG. 1, the system 100 may include
plural kinds of alarm devices 11 (step 21). When the
alarm device 11 is triggered or actuated (step 22), an
alarm signal may be generated (step 23). In one embod-
iment, the alarm devices 11 may include (but not exclu-
sively) burglar alarm devices 11A, fire alarm devices 11B
and flood alarm devices 11C.
[0011] In the embodiment, the system 100 may include
image capture devices 12 (step 21) such as still cameras
or video cameras. The image capture devices 12 may
be correspondingly coupled (in wired or wireless manner)
to the alarm devices 11, respectively. When the alarm
device 11 is triggered (step 22), the triggered alarm de-
vice 11 may activate a corresponding image capture de-
vice 12 to capture an alarm image or video (step 23). In
one embodiment, some alarm devices 11 have no cor-
responding image capture deices 12.
[0012] In the embodiment, the system 100 may include
a (communication) interface device 13, which may in-
clude an alarm signal receiver 131 and an alarm image
receiver 132, which are configured to receive the alarm
signal (from the alarm device 11) and the alarm image
(from the image capture device 12), respectively (step
24). It is noted that the alarm signal and the correspond-
ing alarm image may have the same event identification
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(ID). In one embodiment, the interface device 13 may be
disposed in a control center (e.g., central monitor system
or CMS) of an alarm system.
[0013] In one embodiment, the alarm signal receiver
131 may include a first-in-first-out (FIFO) buffer 1311 for
storing the received alarm signals. The alarm image re-
ceiver 132 may include a database 1321 for storing the
received alarm images. It is noted that the alarm image
receiver 132 may receive the alarm image in a wired or
wireless manner. Moreover, the alarm image receiver
132 may receive the alarm image directly from the image
capture device 112, or may receive the alarm image in-
directly from the image capture device 12, for example,
via the Internet.
[0014] The system 100 of the embodiment may include
an assignment device 14 (for example, disposed in the
control center) coupled to receive the alarm signals from
the alarm signal receiver 131 (of the interface device 13),
and the received alarm signals are assigned priorities in
order of time, thereby generating an initial alarm signal
sequence (or queue) (step 25). The time mentioned
above may be the time when the interface device 13 (or
the assignment device 14) receives the alarm signals, or
the time when the alarm signals are generated by the
alarm devices 11. In another embodiment, the order of
the initial alarm signal sequence may be in order of time,
but may also be based on predetermined priorities of the
alarm devices 11. For example, the alarm device 11 in a
specific area may be given predetermined priority.
[0015] According to one aspect of the embodiment, the
system 100 may include an object detection device 15
(for example, disposed in the control center), coupled to
receive the alarm image from the alarm image receiver
132 (of the interface device 13), and performing object
detection on the received alarm image (step 26) to de-
termine whether an associated object is detected in the
alarm image. For example, the object detection device
15 determines whether a person is detected in the alarm
image captured by the burglar alarm device 11A, whether
smoke or fire is detected in the alarm image captured by
the fire alarm device 11B, or whether water is detected
in the alarm image captured by the flood alarm 11C.
[0016] The object detection device 15 of the embodi-
ment may perform object detection by a conventional
computer vision or image processing technique. In one
embodiment, the object detection device 15 adopts a ma-
chine learning-based technique to perform object detec-
tion according to feature. In another embodiment, the
object detection device 15 adopts a deep learning-based
technique, such as convolutional neural network (CNN),
to perform object detection.
[0017] According to another aspect of the embodi-
ment, the assignment device 14 may dynamically modify
the initial alarm signal sequence according to an object
detection result from the object detection device 15,
thereby generating an updated alarm signal sequence
(or queue) (step 27). For example, a high treat queue
(HTQ) is generated by modifying the FIFO queue. In the

embodiment, when the object detection result of the ob-
ject detection device 15 is positive (that is, an associated
object has been detected), the assignment device 14
may assign highest priority to the corresponding alarm
signal, and assign other alarm signals from the second-
highest priority. Accordingly, the system 100/method 200
may dynamically adjust priorities of alarm signals such
that a true alarm may be processed first and a false alarm
may be deferred, thereby substantially enhancing overall
efficiency of the alarm system.
[0018] FIG. 3 shows an example of a plurality of alarm
devices 11A-11C that respectively transmit alarm signals
1 to N to a control center in order of time. Specifically,
the assignment device 14 of the control center generates
an initial alarm signal sequence according to the alarm
signals 1 to N in order of time. Subsequently, the object
detection device 15 of the control center performs object
detection, and the assignment device 14 dynamically
modifies the initial alarm signal sequence according to
an object detection result from the object detection device
15, thereby generating an updated alarm signal se-
quence. In the example, a person is detected in the cap-
tured alarm image corresponding to the burglar alarm
device 2 (11A), and the assignment device 14 thus re-
assigns highest priority to the corresponding alarm signal
2, and re-assign second-highest priority to the alarm sig-
nal 1.
[0019] FIG. 4 shows a block diagram illustrating a dy-
namic alarm priority system 400 according to another
embodiment of the present invention. The dynamic alarm
priority system 400 is similar to the system 100 of FIG.
1 with the exception that (local) object detection devices
15 are correspondingly set with the alarm devices 11.
When the alarm device 11 is triggered, the corresponding
object detection device 15 receives and performs object
detection on the alarm image captured by the corre-
sponding image capture device 12. Subsequently, the
alarm device 11 transmits the alarm signal and the ob-
jection detection result (but not the alarm image) to the
interface device 13 (which requires no alarm image re-
ceiver 132).
[0020] According to a further embodiment (not shown)
of the invention, the system 100 of FIG. 1 and the system
400 of FIG. 4 are combined. Specifically, some alarm
devices 11 are associated with corresponding object de-
tection devices 15 to perform object detection; while other
alarm devices 11 are not associated with corresponding
object detection devices 15, in which the object detection
is performed by the object detection device 15 of the con-
trol center.

Claims

1. A dynamic alarm priority system, comprising:

plural kinds of alarm devices, an alarm signal
being generated when the alarm device is trig-
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gered;
a plurality of image capture devices, corre-
spondingly coupled to the alarm devices respec-
tively, the triggered alarm device activating the
corresponding image capture device to capture
an alarm image;
an interface device that receives the alarm sig-
nal;
an assignment device coupled to receive the
alarm signals, which are assigned priorities in
order of time, thereby generating an initial alarm
signal sequence; and
an object detection device that performs object
detection on the alarm image to determine
whether an associated object is detected in the
alarm image;
wherein the assignment device dynamically
modifies the initial alarm signal sequence ac-
cording to an object detection result from the
object detection device, thereby generating an
updated alarm signal sequence.

2. The system of claim 1, wherein the interface device
comprises an alarm signal receiver and an alarm im-
age receiver, which receive the alarm signal and the
alarm image, respectively.

3. The system of claim 2, wherein the alarm signal re-
ceiver comprises a first-in-first-out (FIFO) buffer for
storing the alarm signal.

4. The system of claim 2, wherein the alarm image re-
ceiver comprises a database for storing the alarm
image.

5. The system of claim 1, wherein the object detection
device adopts a machine learning-based technique
to perform object detection according to feature.

6. The system of claim 1, wherein the object detection
device adopts a deep learning-based technique to
perform object detection.

7. The system of claim 1, wherein the assignment de-
vice assigns highest priority to the alarm signal when
the associated object is detected in the correspond-
ing alarm image.

8. The system of claim 1, wherein the interface device,
the assignment device and the object detection de-
vice are disposed inside a control center, and the
interface device receives the alarm image.

9. The system of claim 1, wherein the interface device
and the assignment device are disposed inside a
control center, but the object detection device is dis-
posed outside the control center, and the interface
device does not receive the alarm image.

10. A dynamic alarm priority method, comprising:

providing plural kinds of alarm devices, an alarm
signal being generated when the alarm device
is triggered;
providing a plurality of image capture devices,
correspondingly coupled to the alarm devices
respectively, the triggered alarm device activat-
ing the corresponding image capture device to
capture an alarm image;
receiving the alarm signal and assigning priori-
ties in order of time, thereby generating an initial
alarm signal sequence;
performing object detection on the alarm image
to determine whether an associated object is de-
tected in the alarm image; and
dynamically modifying the initial alarm signal se-
quence according to an object detection result,
thereby generating an updated alarm signal se-
quence.

11. The method of claim 10, wherein the object detection
adopts a machine learning-based technique to per-
form object detection according to feature.

12. The method of claim 10, wherein the object detection
adopts a deep learning-based technique to perform
object detection.

13. The method of claim 10, wherein highest priority is
assigned to the alarm signal when the associated
object is detected in the corresponding alarm image.

14. The method of claim 10, wherein the object detection
is performed inside a control center, and the control
center receives the alarm image.

15. The method of claim 10, wherein the object detection
is performed outside a control center, and the control
center does not receive the alarm image.

Amended claims in accordance with Rule 137(2)
EPC.

1. A dynamic alarm priority system (100), comprising:

plural kinds of alarm devices (11), an alarm sig-
nal being generated when the alarm device is
triggered;
a plurality of image capture devices (12), corre-
spondingly coupled to the alarm devices respec-
tively, the triggered alarm device activating the
corresponding image capture device to capture
an alarm image;
an interface device (13) that receives the alarm
signal;
an assignment device (14) coupled to receive
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the alarm signals, which are assigned priorities
in order of time, thereby generating an initial
alarm signal sequence; and characterized in
that
an object detection device (15) that performs ob-
ject detection on the alarm image by image
processing technique to determine whether an
associated object is detected in the alarm image;
wherein the assignment device dynamically
modifies the initial alarm signal sequence ac-
cording to an object detection result from the
object detection device, thereby generating an
updated alarm signal sequence.

2. The system of claim 1, wherein the interface device
comprises an alarm signal receiver (131) and an
alarm image receiver (132), which receive the alarm
signal and the alarm image, respectively.

3. The system of claim 2, wherein the alarm signal re-
ceiver comprises a first-in-first-out (FIFO) buffer
(1311) for storing the alarm signal.

4. The system of claim 2, wherein the alarm image re-
ceiver comprises a database (1321) for storing the
alarm image.

5. The system of claim 1, wherein the object detection
device adopts a machine learning-based technique
to perform object detection according to feature.

6. The system of claim 1, wherein the object detection
device adopts a deep learning-based technique to
perform object detection.

7. The system of claim 1, wherein the assignment de-
vice assigns highest priority to the alarm signal when
the associated object is detected in the correspond-
ing alarm image.

8. The system of claim 1, wherein the interface device,
the assignment device and the object detection de-
vice are disposed inside a control center, and the
interface device receives the alarm image.

9. The system of claim 1, wherein the interface device
and the assignment device are disposed inside a
control center, but the object detection device is dis-
posed outside the control center, and the interface
device does not receive the alarm image.

10. A dynamic alarm priority method (200), comprising:

providing plural kinds of alarm devices (11), an
alarm signal being generated when the alarm
device is triggered; (21 and 22)
providing a plurality of image capture devices
(12), correspondingly coupled to the alarm de-

vices respectively, the triggered alarm device
activating the corresponding image capture de-
vice to capture an alarm image; (23)
receiving the alarm signal and assigning priori-
ties in order of time, thereby generating an initial
alarm signal sequence; (24 and 25) character-
ized in that
performing object detection on the alarm image
by image processing technique to determine
whether an associated object is detected in the
alarm image; (26) and
dynamically modifying the initial alarm signal se-
quence according to an object detection result,
thereby generating an updated alarm signal se-
quence. (27)

11. The method of claim 10, wherein the object detection
adopts a machine learning-based technique to per-
form object detection according to feature.

12. The method of claim 10, wherein the object detection
adopts a deep learning-based technique to perform
object detection.

13. The method of claim 10, wherein highest priority is
assigned to the alarm signal when the associated
object is detected in the corresponding alarm image.

14. The method of claim 10, wherein the object detection
is performed inside a control center, and the control
center receives the alarm image.

15. The method of claim 10, wherein the object detection
is performed outside a control center, and the control
center does not receive the alarm image.
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