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Description

[0001] Embodiments described herein generally relate to the field of computing systems and, more particularly, low
circuit depth homomorphic encryption evaluation.

[0002] Cryptographic computing may refer to solutions for computer system security that employ cryptographic mech-
anisms inside processor components. Some cryptographic computing systems may employ encryption and/or other
cryptographic mechanisms inside a processor core on memory pointers or user data before such data leaves the proc-
essor boundary and enters some external memory unit or is communicated to some other device. One type of crypto-
graphic computing is homomorphic encryption (HE). HE refers to a class of public encryption key encryption schemes
that performs evaluation (e.g., addition and multiplication) on homomorphically-encrypted data.

[0003] Embodiments described here are illustrated by way of example, and not by way of limitation, in the figures of
the accompanying drawings in which like reference numerals refer to similar elements.

FIG. 1 illustrates a computing device employing a homomorphic encryption (HE) low circuit depth (LCD) pipeline
evaluation component, according to implementations of the disclosure.

FIG. 2 illustrates HE LCD pipeline evaluation component, according to one implementation of the disclosure.

FIG. 3 is a block diagram depicting an example architectural diagram of an HE LCD pipeline evaluation component
in accordance with implementations of the disclosure.

FIG. 4 is a block diagram depicting an example architectural diagram of an HE LCD pipeline evaluation component
in accordance with implementations of the disclosure.

FIG. 5 illustrates an example flow for low circuit depth homomorphic encryption evaluations, in accordance with
certain implementations of the disclosure.

FIG. 6 is a schematic diagram of an illustrative electronic computing device to enable low circuit depth homomorphic
encryption evaluations, according to some implementations of the disclosure.

[0004] Various embodiments are directed to techniques for low circuit depth homomorphic encryption evaluation, for
instance.

[0005] Homomorphic encryption (HE) refers to a form of encryption that allows computation on ciphertexts, generating
an encrypted result which, when decrypted, matches the result of the operations as if they had been performed on the
plaintext. HE identifies a class of public key encryption schemes that performs evaluation (e.g., addition and multiplication)
on homomorphically-encrypted data. In modern HE schemes, ciphertexts can be organized as an algebraic ring with
high dimensionality and large coefficients. For example, ring learning with errors (LWE) is a typical choice of an algebraic
ring, in which a multiplication of two ciphertexts utilizes multiplying high-degree polynomials (e.g., of degree 8192), with
coefficients modulo ("mod" or "modulus") a large integer (e.g., 220-bit).

[0006] Example application domains for HE include healthcare, finance and, in general, fields that benefit from the
combined analysis of data contributed by multiple parties. Examples of workloads for HE applications include, but are
not limited to, Logistic Regression Training, Bayesian Inference, or Neural Network. Some applications for HE domain
can be considered "low circuit depth" applications. Low circuit depth applications refer to those applications that utilize
a small number (e.g., 1 or 2 nested multiplications) of operations on the ciphertext in order to generate a result. Some
examples of low circuit depth applications may include matrix multiplication, linear regression, where multiplicative depth
is 1. Another low circuit depth application may be an HE-friendly version of logistic regression with multiplicative depth
less than 5, for example.

[0007] One drawback of current HE applications is that evaluating a multiplication on homomorphically-encrypted data
can be 105 times slower compared to evaluating the same operation on plaintext. For example, as noted above, in HE
schemes, ciphertexts can be organized as an algebraic ring with high dimensionality and large coefficients. As such, a
result of the HE scheme is that a single native data type (e.g., integer, floating point, etc.) is encrypted into a more
complex data structure. This more complex data structure can be a polynomial with coefficients of a certain bit width.
[0008] As a result, performing equivalent computational operations, such as addition and multiplication, in a native
plaintext domain versus the HE domain, is also more complex. For example, performing multiplication of two 8-bit integers
in the native domain results in a 16-bit output. However, the equivalent multiplication of the two 8-bit integers once
encrypted in the HE domain can involve a few thousand element polynomials of coefficients that are a few hundred bits
as input. This can involve more than one hundred thousand multiplications in the HE domain. As such, latency and
throughout of coefficient multiplications in the HE domain are directly correlated to the overall performance of an HE
evaluation.

[0009] Embodiments of the disclosure address the above-noted challenges of computational complexity in the HE
domain for low circuit depth applications by providing low circuit depth homomorphic encryption evaluation. In imple-
mentations of the disclosure, an unrolled (not iterative) pipelined multiplier for evaluations of coefficients of HE ciphertext
is provided that utilizes a Mersenne prime structure for computing a reduction in the pipelined multiplier.
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[0010] The utilization of the pipelined multiplier for low circuit depth applications in the HE domain as described herein
improves performance of computing complex operations on encrypted data for neural networks and training machine
learning tasks including linear and logistic regression. As such, implementations of the disclosure improve overall com-
puting device performance including processing unit utilization and improved latency in the computing architecture.
[0011] FIG.1illustrates acomputing device 100 employing an HE low circuit depth (LCD) pipeline evaluation component
110 according to one implementation of the disclosure. Computing device 100 represents a communication and data
processing device including or representing (without limitations) smart voice command devices, intelligent personal
assistants, home / office automation system, home appliances (e.g., washing machines, television sets, etc.), mobile
devices (e.g., smartphones, tablet computers, etc.), gaming devices, handheld devices, wearable devices (e.g., smart-
watches, smart bracelets, etc.), virtual reality (VR) devices, head - mounted display (HMDs), Internet of Things (loT)
devices, laptop computers, desktop computers, server computers, set - top boxes (e.g., Internet based cable television
set - top boxes, etc.), global positioning system (GPS) - based devices, automotive infotainment devices, etc.

[0012] Insome embodiments, computing device 100 includes or works with or is embedded in or facilitates any number
and type of other smart devices , such as (without limitation) autonomous machines or artificially intelligent agents , such
as a mechanical agents or machines , electronics agents or machines , virtual agents or machines , electromechanical
agents or machines , etc. Examples of autonomous machines or artificially intelligent agents may include (without limi-
tation) robots, autonomous vehicles (e.g., self-driving cars, self - flying planes, self - sailing boats, etc.), autonomous
equipment self - operating construction vehicles, self - operating medical equipment, etc.) , and / or the like. Further,
"autonomous vehicles" are not limed to automobiles but that they may include any number and type of autonomous
machines, such as robots, autonomous equipment, household autonomous devices, and / or the like, and any one or
more tasks or operations relating to such autonomous machines may be interchangeably referenced with autonomous
driving.

[0013] Further, for example, computing device 100 may include a computer platform hosting an integrated circuit
("IC"), such as a system on a chip ("SOC" or "SOC"), integrating various hardware and / or software components of
computing device 100 on a single chip.

[0014] As illustrated, in one embodiment, computing device 100 may include any number and type of hardware and
/ or software components, such as (without limitation) graphics processing unit ("GPU" or simply "graphics processor")
114, graphics driver (also referred to as "GPU driver", "graphics driver logic", "driver logic", user - mode driver (UMD),
user - mode driver framework (UMDF), or simply "driver ") 115, central processing unit ("CPU" or simply "application
processor") 112, memory 108, network devices, drivers, or the like, as well as input/output (1/0) sources 104, such as
touchscreens, touch panels, touch pads, virtual or regular keyboards, virtual or regular mice, ports, connectors, etc.
Computing device 100 may include operating system (OS) 106 serving as an interface between hardware and / or
physical resources of the computing device 100 and a user.

[0015] Itistobe appreciated that a lesser or more equipped system than the example described above may be utilized
for certain implementations. Therefore, the configuration of computing device 100 may vary from implementation to
implementation depending upon numerous factors, such as price constraints, performance requirements, technological
improvements, or other circumstances.

[0016] Embodiments may be implemented as any or a combination of: one or more microchips or integrated circuits
interconnected using a parent board, hardwired logic, software stored by a memory device and executed by a micro-
processor, firmware, an application specific integrated circuit (ASIC), and / or a field programmable gate array (FPGA).
The terms "logic", "module”, "component”, "engine", "circuitry”, "element", and "mechanism" may include, by way of
example, software, hardware and / or a combination thereof, such as firmware.

[0017] In one embodiment, as illustrated, HE LCD pipeline evaluation component 110 may be hosted by memory 108
in communication with 1/0 source(s) 104, such as microphones, speakers, etc., of computing device 100. In another
embodiment, HE LCD pipeline evaluation component 110 may be part of or hosted by operating system 106. In yet
another embodiment, HE LCD pipeline evaluation component 110 may be hosted or facilitated by graphics driver 115.
In yet another embodiment, HE LCD pipeline evaluation component 110 may be hosted by or part of a hardware
accelerator 114; for example, HE LCD pipeline evaluation component 110 may be embedded in or implemented as part
of the processing hardware of hardware accelerator 114, such as in the form of HE LCD pipeline evaluation component
140. In yet another embodiment, HE LCD pipeline evaluation component 110 may be hosted by or part of graphics
processing unit ("GPU" or simply graphics processor") 116 or firmware of graphics processor 116; for example HE LCD
pipeline multiplication component may be embedded in or implemented as part of the processing hardware of graphics
processor 116, such as in the form of HE LCD pipeline evaluation component 130. Similarly, in yet another embodiment,
HE LCD pipeline evaluation component 110 may be hosted by or part of central processing unit ("CPU" or
simply "application processor") 112; for example, HE LCD pipeline evaluation component 120 may be embedded in or
implemented as part of the processing hardware of application processor 112, such as in the form of HE LCD pipeline
evaluation component 120. In some embodiments, HE LCD pipeline evaluation component 110 may be provided by
one or more processors including one or more of a graphics processor, an application processor, and another processor,
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wherein the one or more processors are co-located on a common semiconductor package.

[0018] It is contemplated that embodiments are not limited to certain implementation or hosting of HE LCD pipeline
evaluation component 110 and that one or more portions or components of HE LCD pipeline evaluation component 110
may be employed or implemented as hardware, software, or any combination thereof, such as firmware. In one embod-
iment, for example, the HE LCD pipeline evaluation component may be hosted by a machine learning processing unit
which is different from the GPU. In another embodiment, the HE LCD pipeline evaluation component may be distributed
between a machine learning processing unit and a CPU. In another embodiment, the HE LCD pipeline evaluation
component may be distributed between a machine learning processing unit, a CPU and a GPU. In another embodiment,
the HE LCD pipeline evaluation component may be distributed between a machine learning processing unit, a CPU, a
GPU, and a hardware accelerator.

[0019] Computing device 100 may host network interface device(s) to provide access to a network, such as a LAN,
a wide area network (WAN), a metropolitan area network (MAN), a personal area network (PAN) , Bluetooth , a cloud
network, a mobile network (e.g., 3rd Generation (3G), 4th Generation (4G), etc.), an intranet, the Internet, etc. Network
interface(s) may include, for example, a wireless network interface having antenna, which may represent one or more
antenna(s). Network interface(s) may also include, for example, a wired network interface to communicate with remote
devices via network cable, which may be, for example, an Ethernet cable, a coaxial cable, a fiber optic cable, a serial
cable, or a parallel cable.

[0020] Embodiments may be provided, for example, as a computer program product which may include one or more
machine - readable media having stored thereon machine executable instructions that, when executed by one or more
machines such as a computer, network of computers, or other electronic devices, may resultin the one or more machines
carrying out operations in accordance with embodiments described herein. A machine - readable medium may include,
but is not limited to, floppy diskettes , optical disks, CD - ROMs (Compact Disc - Read Only Memories), and magneto -
optical disks, ROMs, RAMS, EPROMSs (Erasable Programmable Read Only Memories), EEPROMs (Electrically Erasable
Programmable Read Only Memories) , magnetic or optical cards, flash memory, or other type of media / machine -
readable medium suitable for storing machine - executable instructions.

[0021] Moreover, embodiments may be downloaded as a computer program product, wherein the program may be
transferred from a remote computer (e.g., a server) to a requesting computer (e.g., a client) by way of one or more data
signals embodied in and / or modulated by a carrier wave or other propagation medium via a communication link (e.g.,
a modem and / or network connection).

[0022] Throughout the document, term "user" may be interchangeably referred to as "viewer", "observer", "speaker”,
"person”, "individual", "end - user", and / or the like. It is to be noted that throughout this document, terms like "graphics
domain" may be referenced interchangeably with "graphics processing unit", "graphics processor", or simply "GPU" and
similarly, "CPU domain" or "host domain" may be referenced interchangeably with "computer processing unit", "appli-
cation processor”, or simply "CPU".

[0023] Itis to be noted that terms like "node", "computing node", "server", "server device", "cloud computer", "cloud
server", "cloud server computer”, "machine”, "host machine", "device", "computing device", "computer", "computing
system", and the like, may be used interchangeably throughout this document. It is to be further noted that terms like
"application", "software application", "program”, "software program", "package", "software package", and the like, may
be used interchangeably throughout this document. Also, terms like "job", "input", "request”, "message ", and the like,
may be used interchangeably throughout this document.

[0024] FIG. 2 illustrates HE LCD pipeline evaluation component 110 of FIG. 1, according to one implementation of
the disclosure. For brevity, many of the details already discussed with reference to FIG. 1 are not repeated or discussed
hereafter. In one embodiment, HE LCD pipeline evaluation component 110 may be the same as any of HE LCD pipeline
evaluation components 110, 120, 130, 140 described with respect to FIG. 1 and may include any number and type of
components, such as (without limitations): combinatorial multiplier components 201; adder components 203; pipeline
register components 205; and Mersenne prime reduction components 207.

[0025] Computing device 100 is further shown to include user interface 219 (e.g., graphical user interface (GUI) based
user interface, Web browser, cloud-based platform user interface, software application-based user interface, other user
or application programming interfaces (APIs), etc.). Computing device 100 may further include I/O source(s) 104 having
input component (s) 231, such as camera(s) 242 (e.g., Intel® RealSenseTM camera), sensors, microphone(s) 241, etc.,
and output component(s) 233, such as display device(s) or simply display(s) 244 (e.g., integral displays, tensor displays,
projection screens, display screens, etc.), speaker devices(s) or simply speaker(s), etc.

[0026] Computing device 100 is further illustrated as having access to and/or being in communication with one or
more database(s) 225 and/or one or more of other computing devices over one or more communication medium(s) 230
(e.g., networks such as a proximity network, a cloud network, the Internet, etc.).

[0027] In some embodiments, database(s) 225 may include one or more of storage mediums or devices, repositories,
data sources, etc., having any amount and type of information, such as data, metadata, etc., relating to any number and
type of applications, such as data and/or metadata relating to one or more users, physical locations or areas, applicable
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laws, policies and/or regulations, user preferences and/or profiles, security and/or authentication data, historical and/or
other details, and/or the like.

[0028] As aforementioned, computing device 100 may host I/0O sources 104 including input component(s) 231 and
output component(s) 233. In one embodiment, input component(s) 231 may include a sensor array including, but not
limited to, microphone(s) 241 (e.g., ultrasound microphones), camera(s) 242 (e.g., two-dimensional (2D) cameras, three
- dimensional (3D) cameras, infrared (IR) cameras, depth-sensing cameras, etc.), capacitors, radio components, radar
components, scanners, and/or accelerometers, etc. Similarly, output component(s) 233 may include any number and
type of display device(s) 244, projectors, light - emitting diodes (LEDs), speaker(s) 243, and / or vibration motors, etc.

[0029] As aforementioned, terms like "logic", "module", "component", "engine", "circuitry”, "element", and "mechanism"
may include, by way of example, software or hardware and / or a combination thereof, such as firmware. For example,
logic may itself be or include or be associated with circuitry at one or more devices, such as HE LCD pipeline evaluation
component 120, HE LCD pipeline evaluation component 130, and/or HE LCD pipeline evaluation component 140 hosted
by application processor 112, graphics processor 116, and/or hardware accelerator 114, respectively, of FIG. 1 having
to facilitate or execute the corresponding logic to perform certain tasks.

[0030] For example, as illustrated, input component (s) 231 may include any number and type of microphone(s) 241,
such as multiple microphones or a microphone array, such as ultrasound microphones, dynamic microphones, fiber
optic microphones, laser microphones, etc. It is contemplated that one or more of microphone(s) 241 serve as one or
more input devices for accepting or receiving audio inputs ( such as human voice ) into computing device 100 and
converting this audio or sound into electrical signals . Similarly, it is contemplated that one or more of camera(s) 242
serve as one or more input devices for detecting and capturing of image and / or videos of scenes, objects, etc., and
provide the captured data as video inputs into computing device 100.

[0031] As previously described, conventional HE architectures for machine learning and deep learning solutions are
associated with computational complexity and latency issues. Embodiments provide for a novel technique for low circuit
depth homomorphic encryption evaluation. This novel technique is used to address the above-noted complexity and/or
performance issues in computing architectures seeking to implement HE. Implementations of the disclosure utilize an
HE LCD pipeline evaluation component 110 to provide an unrolled (not iterative) pipelined multiplier for evaluations of
coefficients of HE ciphertext, where the pipelined multiplier utilizes a Mersenne prime structure for computing a reduction
in the pipelined multiplier.

[0032] With respect to FIG. 2, the HE LCD pipeline evaluation component 110 includes combinatorial multiplier com-
ponents 201, adder components 203, pipeline register components 205, and Mersenne prime reduction components
207 to perform the LCD HE evaluations of the HE LCD pipeline evaluation component 110. In implementations of the
disclosure, the operations of units 201, 203, 205, 207 of HE LCD pipeline evaluation component 110 are based on
modular arithmetic and Mersenne structures. A Mersenne prime refers to a prime number that is one less than a power
of two. Thatis, it is a prime number of the form M, = 2"— 1 for some integer n. For example, HE LCD pipeline evaluation

component 110 may be based on a Mersenne prime structure or a Generalized Mersenne prime structure, where Modulus

to 4 [
= 2K PO 2X 1<i<), 0<x<k-1.
g = 2™ — 1 or Modulus gt Zt—l =1L UEXS " Such moduli can avoid expensive

division by g. In addition, the proposed mod g multiplication does not incorporate any addition error in Fully HE (FHE)
ciphertexts during their evaluation versus known latency optimization techniques of approximation in division with errors.
[0033] Further details of the combinatorial multiplier components 201, adder components 203, pipeline register com-
ponents 205, and Mersenne prime reduction components 207 are described below with respect to FIGS. 3-4.

[0034] In one implementation, the HE LCD pipeline evaluation component 110 implements an unrolled (not-iterative)
pipelined multiplier for coefficients that exploits the Mersenne structure. The unrolled pipelined multiplier may include,
but is not limited to, combinatorial multipliers components 201, adder components 203, pipeline register components
205, and Mersenne prime reduction components 207. For example, in one implementation, the HE LCD pipeline eval-
uation component 110 may perform multiplication of 224 bit x 224 bit coefficients of HE ciphertext. In the example, each
pipeline stage of HE LCD pipeline evaluation component 110 includes a combinatorial datapath of 224-bit (a) and 32-
bit (part of b). In the example, the HE LCD pipeline evaluation component 110 may include seven pipeline stages where
the entire 224 x 224 multiplication is computed using combinatorial multiplier components 201, adder components 203,
pipeline register components 205. The HE LCD pipeline evaluation component 110 may further include a small addition
datapath at a final pipeline stage for reducing 448-bit multiplication results to 224-bit using a Mersenne prime structure
or a Generalized Mersenne prime structure.

[0035] Combinatorial multipliers components 201, adder components 203, pipeline register components 205, and
Mersenne prime reduction components 207are described below with respect to FIGS. 3-4.

[0036] FIG. 3 is a block diagram depicting an example architectural diagram of an HE LCD pipeline evaluation com-
ponent 300 in accordance with implementations of the disclosure. In one implementation, the HE LCD pipeline evaluation
component 300 may be the same as HE LCD pipeline evaluation component 110 described with respectto FIGS. 1 and 2.
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[0037] In one implementation, the HE LCD pipeline evaluation component 300 includes 'N’ stages of datapaths 310,
320, 330, 350 having combinatorial multipliers 310, 322, 332, 352 and adders 324, 334, 354, pipeline registers 315,
325, 335, 345, 355, 370; and a final pipeline stage for reducing, using an adder 360, a result of the multiplications results
using a Mersenne structure. More or less components than those illustrated with respect to FIG. 3 may be implemented
in implementations of the disclosure.

[0038] The HE LCD pipeline evaluation component 300 can receive as operands a 301 and b 302 coefficients of an
HE ciphertext. In one implementations, operand a 301 is provided in its complete size to each datapath 310, 320, 330,
350 of the HE LCD pipeline evaluation component 300, while operand b 302 is broken in portions or "chunks" (e.g., of
equal size and in order from least significant bit to most significant bit) and provided to each datapath 310, 320, 330,
350. The multiplication by HE LCD pipeline evaluation component 300 is performed in a pipeline fashion (or pipeline
manner) so that in every clock can have 2 different operands a 301 and b 302 that can start evaluations on.

[0039] Each datapath 310, 320, 330, 350 may include a combinatorial multiplier 310, 322, 332, 352 to perform multi-
plication on the input operands 301, 302. Each datapath 320, 330, 350 after the first data path 1 310 can also include
an adder circuit 324, 334, 354 that accumulates the aligned results of the combinatorial multipliers 322, 332, 352 of the
respective datapaths 320, 330, 350 with the results of the immediate previous datapath multiplier 310, 322, 332, 352.
The accumulated results of each datapath 310, 320, 330, 350 are passed to a pipeline register 315, 325, 335, 345 for
storage to enable access by subsequent datapaths.

[0040] An output register 355 stores the final accumulated results of the combinatorial multipliers that is output from
the final datapath N 350. The result stored in output register 355 is twice the size of the each of the operands a 301 and
b 302. As such, the HE LCD pipeline evaluation component 300 includes an adder (Carry-propagation) 360 to add/subtract
for reduction with Mersenne prime modulus. As noted above, in implementations of the disclosure, the Mersenne prime
modulus is either a Mersenne prime or a generalized Mersenne prime. The utilization of a Mersenne prime or generalized
Mersenne prime allows for a reduction in pipeline stage size of 2 or 3 times to complete the reduction of the multiplication
result stored at output register 355.

[0041] In one implementation, determining which of the Mersenne prime or generalized Mersenne prime structure to
implement at adder 360 may be based on the bit length target. If it is determined that 2m -1 is a prime, then a Mersenne
prime may be utilized as a first choice. However, if 2m-1 is not a prime, then the generalized Mersenne prime may be
utilized. In some cases, utilization of a generalized Mersenne prime may add approximately 5 add/subtract operations,
which may add another 1 or 2 stages to the pipeline structure of HE LCD pipeline evaluation component 300 (as compared
to the Mersenne prime implementation of HE LCD pipeline evaluation component 300).

[0042] The result of the reduction using the Mersenne structure as performed by adder 360 is then stored in an output
register 370 as a reduced operand a 301 x operand b 302 mod q result.

[0043] FIG. 4 is a block diagram depicting an example architectural diagram of an HE LCD pipeline evaluation com-
ponent 400 in accordance with implementations of the disclosure. In one implementation, the HE LCD pipeline evaluation
component 400 may be the same as HE LCD pipeline evaluation component 110 described with respect to FIGS. 1 and
2 or the same as HE LCD pipeline evaluation component 300 described with respect to FIG. 3.

[0044] In one implementation, the HE LCD pipeline evaluation component 400 depicts a multiplication evaluation
performed on two 224-bit operands: 224-bit operand a 401 and 224-bit operand b 402. In one implementation, the HE
LCD pipeline evaluation component 400 includes '7’ stages of datapaths: datapath 1 410, datapath 2 420, datapath 3
430 through datapath 7 450 each having 224 X 32 combinatorial multipliers 410, 422, 432 through 452 and adders 424,
434, through 454; pipeline registers 415, 425, 435, 445, 455, 470; and a final pipeline stage for reducing, using an adder
460, a result of the multiplications results using a Mersenne structure. More or less components than those illustrated
with respect to FIG. 4 may be implemented in implementations of the disclosure.

[0045] The HE LCD pipeline evaluation component 400 can receive as operands a 401 and b 402 coefficients of an
HE ciphertext. The multiplication by HE LCD pipeline evaluation component 400 is performed in a pipeline fashion so
that in every clock can have 2 different operands a 401 and b 402 that can start evaluations on. In one implementations,
224-bit operand a 401 is provided in its complete size (i.e., full 224 bits) to each datapath 410, 420, 430, 450 of the HE
LCD pipeline evaluation component 400. Operand b 402 is broken into 7 32-bit portions or "chunks" and sequentially
provided to each datapath 410, 420, 430, 450 from least significant bits to most significant bits. As shown in FIG. 4, bits
31:0 403 of operand b 402 are provided to datapath 1 410, bits 63:32 404 of operand b 402 are provided to datapath 2
402, bits 95:64 405 of operand b 402 are provided to datapath 3 430, and so on until bits 223:196 406 of operand b 402
are provided to datapath 7 450.

[0046] Each datapath 410, 420, 430, 450 may include a 224 X 32 combinatorial multiplier 410, 422, 432, 452 to
perform multiplication on the input operands 401, 402 (as provided in portions 403-406). Each datapath 2-7 420, 430,
450 subsequent the datapath 1 410 can also include an adder circuit 424, 434, 454 that accumulates the aligned results
of the combinatorial multipliers 422, 432, 452 of the respective datapaths 2-7 420, 430, 450 with the results of the
immediate previous datapath multiplier 410, 422, 432, 452. The accumulated results of each datapath 1-7 410, 420,
430, 450 are iteratively passed to pipeline registers 415, 425, 435, 445 for storage to enable access by subsequent
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datapaths 420, 430 ,450.

[0047] An output register 455 stores the final accumulated results of the combinatorial multipliers that is output from
the final datapath 7 450. The result stored in output register 455 is the result of multiplying the 224-bit operand a 401
by the 224-bit operand b 402, which results in a 448-bit a X b. To reduce the 448-bit result to a 224-bit result, the HE
LCD pipeline evaluation component 400 includes an adder (carry-propagation) 460 to add/subtract for reduction with
Mersenne prime modulus. As noted above, in implementations of the disclosure, the Mersenne prime modulus is either
a Mersenne prime or a generalized Mersenne prime. The utilization of a Mersenne prime or generalized Mersenne prime
allows for a reduction in pipeline stage size of 2 or 3 times to complete the reduction of the multiplication result stored
at output register 455.

[0048] In one implementation, determining which of the Mersenne prime or generalized Mersenne prime structure to
implement at adder 460 may be based on the bit length target. If it is determined that 2m -1 is a prime, then a Mersenne
prime may be utilized as a first choice. However, if 2m-1 is not a prime, then the generalized Mersenne prime may be
utilized. In some cases, utilization of a generalized Mersenne prime may add approximately 5 add/subtract operations,
which may add another 1 or 2 stages to the pipeline structure of HE LCD pipeline evaluation component400 (as compared
to the Mersenne prime implementation of HE LCD pipeline evaluation component 400).

[0049] The result of the reduction using the Mersenne structure as performed by adder 460 is then stored in an output
register 470 as a reduced operand a 401 X operand b 402 mod q result.

[0050] FIG. 5illustrates an example flow 500 for low circuit depth homomorphic encryption evaluations, in accordance
with certain embodiments. The various operations of the flow may be performed by any suitable circuitry, such as a
hardware accelerator, a processor or processing unit of a computing device, a controller of a computing device, a
controller of a memory module, or other components of a computing device. The example flow 500 may be representative
of some or all the operations that may be executed by or implemented on one or more components of computing device
100 of FIGS. 1 and 2, the HE LCD pipeline evaluation component 300 of FIG. 3, and/or the HE LCD pipeline evaluation
component 400 of FIG. 4. The embodiments are not limited in this context.

[0051] Atblock 510, the computing device may receive a ciphertext generated by HE for evaluation. At block 520, the
computing device may determine two coefficients from the ciphertext for HE evaluation. At block 530, the computing
device may input the two coefficients as operands to a pipeline multiplier for low circuit depth HE evaluation. In one
implementation, the pipeline multiplier can be the same as HE LCD pipeline evaluation component 300, 400 described
with respect to FIGS. 3 and/or 4.

[0052] At block 540, the computing device may perform combinatorial multiplication between the first operand and
portions of the second operand. In one implementation, the portions of the second operand differ with each stage of the
pipeline multiplier. In one implementation, the second operand is broken into equal portions or chunks that are provided
from least significant bits to most significant bits to the increasing stages of the pipeline multiplier.

[0053] At block 550, the computing device may accumulate results of the combinatorial multipliers at each stage of
the pipeline multiplier. In one implementation, pipeline registers are implemented to store results of previous pipeline
stages to be accumulated with combinatorial multiplier results of subsequent stages in the pipeline multiplier. Lastly, at
block 560, the computing device may perform reduction with Mersenne prime modulus on a resulting accumulated output
(i.e., output of the last datapath stage) of the combinatorial multipliers of the pipeline multiplier. In one implementation,
the Mersenne prime modulus is either a Mersenne prime or a generalized Mersenne prime.

[0054] FIG. 6 is a schematic diagram of an illustrative electronic computing device to enable low circuit depth homo-
morphic encryption evaluations, according to some embodiments. In some embodiments, the computing device 600
includes one or more processors 610 including one or more processors cores 618 including an HE LCD pipeline evaluation
component (HLPEC) 615, such as HE LCD pipeline evaluation component 110-140 described with respect to FIGS. 1
and 2, HE LCD pipeline evaluation component 300 described with respect to FIG. 3, or HE LCD pipeline evaluation
component 400 described with respect to FIG. 4. In some embodiments, the computing device 600 includes a hardware
accelerator 668, the hardware accelerator including an HE LCD pipeline evaluation component 682, such as HE LCD
pipeline evaluation component 110-140 described with respect to FIG. 1, HE LCD pipeline evaluation component 300
described with respect to FIG. 3, or HE LCD pipeline evaluation component 400 described with respect to FIG. 4. In
some embodiments, the computing device is to provide low circuit depth homomorphic encryption evaluations, as pro-
vided in FIGS. 1-5.

[0055] The computing device 600 may additionally include one or more of the following: cache 662, a graphical
processing unit (GPU) 612 (which may be the hardware accelerator in some implementations), a wireless input/output
(I/O) interface 620, a wired I/O interface 630, system memory 640 (e.g., memory circuitry), power management circuitry
650, non-transitory storage device 660, and a network interface 670 for connection to a network 672. The following
discussion provides a brief, general description of the components forming the illustrative computing device 600. Example,
non-limiting computing devices 600 may include a desktop computing device, blade server device, workstation, or similar
device or system.

[0056] In embodiments, the processor cores 618 are capable of executing machine-readable instruction sets 614,
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reading data and/or instruction sets 614 from one or more storage devices 660 and writing data to the one or more
storage devices 660. Those skilled in the relevant art will appreciate that the illustrated embodiments as well as other
embodiments may be practiced with other processor-based device configurations, including portable electronic or hand-
held electronic devices, for instance smartphones, portable computers, wearable computers, consumer electronics,
personal computers ("PCs"), network PCs, minicomputers, server blades, mainframe computers, and the like.

[0057] The processor cores 618 may include any number of hardwired or configurable circuits, some or all of which
may include programmable and/or configurable combinations of electronic components, semiconductor devices, and/or
logic elements that are disposed partially or wholly in a PC, server, or other computing system capable of executing
processor-readable instructions.

[0058] The computing device 600 includes a bus or similar communications link 616 that communicably couples and
facilitates the exchange of information and/or data between various system components including the processor cores
618, the cache 662, the graphics processor circuitry 612, one or more wireless /O interfaces 620, one or more wired
I/O interfaces 630, one or more storage devices 660, and/or one or more network interfaces 670. The computing device
600 may be referred to in the singular herein, but this is not intended to limit the embodiments to a single computing
device 600, since in certain embodiments, there may be more than one computing device 600 thatincorporates, includes,
or contains any number of communicably coupled, collocated, or remote networked circuits or devices.

[0059] The processorcores 618 mayinclude any number, type, or combination of currently available or future developed
devices capable of executing machine-readable instruction sets.

[0060] The processor cores 618 may include (or be coupled to) but are not limited to any current or future developed
single- or multi-core processor or microprocessor, such as: on or more systems on a chip (SOCs); central processing
units (CPUs); digital signal processors (DSPs); graphics processing units (GPUs); application-specific integrated circuits
(ASICs), programmable logic units, field programmable gate arrays (FPGAs), and the like. Unless described otherwise,
the construction and operation of the various blocks shown in FIG. 6 are of conventional design. Consequently, such
blocks are not described in further detail herein, as they should be understood by those skilled in the relevant art. The
bus 616 that interconnects at least some of the components of the computing device 600 may employ any currently
available or future developed serial or parallel bus structures or architectures.

[0061] The system memory 640 may include read-only memory ("ROM") 642 and random access memory ("RAM")
646. A portion of the ROM 642 may be used to store or otherwise retain a basic input/output system ("BIOS") 644. The
BIOS 644 provides basic functionality to the computing device 600, for example by causing the processor cores 618 to
load and/or execute one or more machine-readable instruction sets 614. In embodiments, at least some of the one or
more machine-readable instruction sets 614 cause at least a portion of the processor cores 618 to provide, create,
produce, transition, and/or function as a dedicated, specific, and particular machine, for example a word processing
machine, a digital image acquisition machine, a media playing machine, a gaming system, a communications device,
a smartphone, or similar.

[0062] The computing device 600 may include at least one wireless input/output (I/O) interface 620. The at least one
wireless 1/O interface 620 may be communicably coupled to one or more physical output devices 622 (tactile devices,
video displays, audio output devices, hardcopy output devices, etc.). The at least one wireless 1/O interface 620 may
communicably couple to one or more physical input devices 624 (pointing devices, touchscreens, keyboards, tactile
devices, etc.). The atleast one wireless I/O interface 620 may include any currently available or future developed wireless
I/0 interface. Example wireless 1/O interfaces include, but are not limited to: BLUETOOTH®, near field communication
(NFC), and similar.

[0063] The computing device 600 may include one or more wired input/output (1/O) interfaces 630. The at least one
wired I/O interface 630 may be communicably coupled to one or more physical output devices 622 (tactile devices, video
displays, audio output devices, hardcopy output devices, etc.). The at least one wired I/O interface 630 may be com-
municably coupled to one or more physical input devices 624 (pointing devices, touchscreens, keyboards, tactile devices,
etc.). The wired I/O interface 630 may include any currently available or future developed I/O interface. Example wired
I/O interfaces include, but are not limited to: universal serial bus (USB), IEEE 1394 ("FireWire"), and similar.

[0064] The computing device 600 may include one or more communicably coupled, non-transitory, data storage
devices 660. The data storage devices 660 may include one or more hard disk drives (HDDs) and/or one or more solid-
state storage devices (SSDs). The one or more data storage devices 660 may include any current or future developed
storage appliances, network storage devices, and/or systems. Non-limiting examples of such data storage devices 660
may include, but are not limited to, any current or future developed non-transitory storage appliances or devices, such
as one or more magnetic storage devices, one or more optical storage devices, one or more electro-resistive storage
devices, one or more molecular storage devices, one or more quantum storage devices, or various combinations thereof.
In some implementations, the one or more data storage devices 660 may include one or more removable storage devices,
such as one or more flash drives, flash memories, flash storage units, or similar appliances or devices capable of
communicable coupling to and decoupling from the computing device 600.

[0065] The one or more data storage devices 660 may include interfaces or controllers (not shown) communicatively
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coupling the respective storage device or system to the bus 616. The one or more data storage devices 660 may store,
retain, or otherwise contain machine-readable instruction sets, data structures, program modules, data stores, databases,
logical structures, and/or other data useful to the processor cores 618 and/or graphics processor circuitry 612 and/or
one or more applications executed on or by the processor cores 618 and/or graphics processor circuitry 612. In some
instances, one or more data storage devices 660 may be communicably coupled to the processor cores 618, for example
via the bus 616 or via one or more wired communications interfaces 630 (e.g., Universal Serial Bus or USB); one or
more wireless communications interfaces 620 (e.g., Bluetooth®, Near Field Communication or NFC); and/or one or more
network interfaces 670 (IEEE 802.3 or Ethernet, IEEE 802.11, or Wi-Fi®, etc.).

[0066] Processor-readable instruction sets 614 and other programs, applications, logic sets, and/or modules may be
stored in whole or in part in the system memory 640. Such instruction sets 614 may be transferred, in whole or in part,
from the one or more data storage devices 660. The instruction sets 614 may be loaded, stored, or otherwise retained
in system memory 640, in whole or in part, during execution by the processor cores 618 and/or graphics processor
circuitry 612.

[0067] The computing device 600 may include power management circuitry 650 that controls one or more operational
aspects of the energy storage device 652. In embodiments, the energy storage device 652 may include one or more
primary (i.e., non-rechargeable) or secondary (i.e., rechargeable) batteries or similar energy storage devices. In embod-
iments, the energy storage device 652 may include one or more supercapacitors or ultracapacitors. In embodiments,
the power management circuitry 650 may alter, adjust, or control the flow of energy from an external power source 654
to the energy storage device 652 and/or to the computing device 600. The power source 654 may include, but is not
limited to, a solar power system, a commercial electric grid, a portable generator, an external energy storage device, or
any combination thereof.

[0068] For convenience, the processor cores 618, the graphics processor circuitry 612, the wireless 1/0 interface 620,
the wired I/O interface 630, the storage device 660, and the network interface 670 are illustrated as communicatively
coupled to each other via the bus 616, thereby providing connectivity between the above-described components. In
alternative embodiments, the above-described components may be communicatively coupled in a different manner than
illustrated in FIG. 6. For example, one or more of the above-described components may be directly coupled to other
components, or may be coupled to each other, via one or more intermediary components (not shown). In another
example, one or more of the above-described components may be integrated into the processor cores 618 and/or the
graphics processor circuitry 612. In some embodiments, all or a portion of the bus 616 may be omitted and the components
are coupled directly to each other using suitable wired or wireless connections.

[0069] The following examples pertain to further embodiments. Example 1 is an apparatus to facilitate low circuit depth
homomorphic encryption evaluations. The apparatus of Example 1 comprises a hardware accelerator to: receive a
ciphertext generated by homomorphic encryption (HE) for evaluation; determine two coefficients of the ciphertext for
HE evaluation; input the two coefficients as a first operand and a second operand to a pipeline multiplier for low circuit
depth HE evaluation; perform combinatorial multiplication between the first operand and portions of the second operand;
accumulate results of the combinatorial multiplication at each stage of the pipeline multiplier; and perform reduction with
Mersenne prime modulus on a resulting accumulated output of combinatorial multipliers of the pipeline multiplier.
[0070] In Example 2, the subject matter of Example 1 can optionally include wherein the pipeline multiplier comprises
a plurality of stages, and wherein a number of the plurality of stages is based on an input size of the first operand and
the second operand. In Example 3, the subject matter of any one of Examples 1-2 can optionally include wherein the
Mersenne prime modulus is at least one a Mersenne prime structure or a generalized Mersenne prime structure. In
Example 4, the subject matter of any one of Examples 1-3 can optionally include wherein the pipeline multiplier comprises
additional stages to accommodate performing the reduction with Mersenne prime modulus that is the generalized
Mersenne prime structure.

[0071] In Example 5, the subject matter of any one of Examples 1-4 can optionally include wherein the portions of the
second operand differ with each stage of the pipeline multiplier, and wherein the portions of the second operand are
inputted from least significant bits to most significant bits to stages of the pipeline multiplier. In Example 6, the subject
matter of any one of Examples 1-5 can optionally include wherein the hardware accelerator further comprises a set of
combinatorial multiplier circuits, adder circuits, pipeline registers, and a reduction adder circuit.

[0072] In Example 7, the subject matter of any one of Examples 1-6 can optionally include wherein the HE evaluation
is provided for a low circuit depth application. In Example 8, the subject matter of any one of Examples 1-7 can optionally
include wherein the hardware accelerator to accumulate results of the combinatorial multiplication further comprises
accumulating aligned results of a current combinatorial multiplier in the pipeline multiplier with a result of an immediately-
previous datapath in the pipeline multiplier.

[0073] In Example 9, the subject matter of any one of Examples 1-8 can optionally include wherein combinatorial
multiplication by the pipeline multiplier is performed in a pipeline manner so that in every clock cycle of the pipeline
multiplier there are two different operands that are input into the pipeline multiplier.

[0074] Example 10 is a method for facilitating low circuit depth homomorphic encryption evaluations. The method of
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Example 10 can optional include receiving, by a hardware accelerator of a computing device, a ciphertext generated by
homomorphic encryption (HE) for evaluation; determining two coefficients of the ciphertext for HE evaluation; inputting
the two coefficients as a first operand and a second operand to a pipeline multiplier for low circuit depth HE evaluation;
performing, by the hardware accelerator, combinatorial multiplication between the first operand and portions of the
second operand; accumulating results of the combinatorial multiplication at each stage of the pipeline multiplier; and
performing, by the hardware accelerator, reduction with Mersenne prime modulus on a resulting accumulated output of
combinatorial multipliers of the pipeline multiplier.

[0075] InExample 11, the subject matter of Example 10 can optionally include wherein the pipeline multiplier comprises
a plurality of stages, and wherein a number of the plurality of stages is based on an input size of the first operand and
the second operand. In Example 12, the subject matter of any one of Examples 10-11 can optionally include wherein
the Mersenne prime modulus is at least one a Mersenne prime structure or a generalized Mersenne prime structure. In
Example 13, the subject matter of any one of Examples 10-12 can optionally include wherein the portions of the second
operand differ with each stage of the pipeline multiplier, and wherein the portions of the second operand are inputted
from least significant bits to most significant bits to stages of the pipeline multiplier.

[0076] In Example 14, the subject matter of any one of Examples 10-13 can optionally include wherein the hardware
accelerator comprises a set of combinatorial multiplier circuits, adder circuits, pipeline registers, and a reduction adder
circuit. In Example 15, the subject matter of any one of Examples 10-14 can optionally include wherein the HE evaluation
is provided for a low circuit depth application. In Example 16, the subject matter of any one of Examples 10-15 can
optionally include wherein combinatorial multiplication by the pipeline multiplier is performed in a pipeline manner so
that in every clock cycle of the pipeline multiplier there are two different operands that are input into the pipeline multiplier.
[0077] Example 17 is a system to facilitate low circuit depth homomorphic encryption evaluations. The system of
Example 17 comprises a memory; and a hardware accelerator communicably coupled to the memory, the hardware
accelerator to implement a pipeline multiplier comprising a set of a set of combinatorial multiplier circuits, adder circuits,
pipeline registers, and a reduction adder circuit, the set to: receive a ciphertext generated by homomorphic encryption
(HE) for evaluation; determine two coefficients of the ciphertext for HE evaluation; input the two coefficients as a first
operand and a second operand to a pipeline multiplier for low circuit depth HE evaluation; perform combinatorial multi-
plication between the first operand and portions of the second operand; accumulate results of the combinatorial multi-
plication at each stage of the pipeline multiplier; and perform reduction with Mersenne prime modulus on a resulting
accumulated output of combinatorial multipliers of the pipeline multiplier.

[0078] InExample 18, the subject matter of Example 17 can optionally include wherein the pipeline multiplier comprises
a plurality of stages, and wherein a number of the plurality of stages is based on an input size of the first operand and
the second operand. In Example 19, the subject matter of any one of Examples 17-18 can optionally include wherein
the Mersenne prime modulus is at least one a Mersenne prime structure or a generalized Mersenne prime structure. In
Example 20, the subject matter of any one of Examples 17-19 can optionally include wherein the HE evaluation is
provided for a low circuit depth application.

[0079] Example 21 isanon-transitory computer-readable storage medium for facilitating low circuit depth homomorphic
encryption evaluations. The non-transitory computer-readable storage medium of Example 21 comprises executable
computer program instructions that, when executed by one or more processors, cause the one or more processors to
perform operations comprising: receiving, by a hardware accelerator of a computing device, a ciphertext generated by
homomorphic encryption (HE) for evaluation; determining two coefficients of the ciphertext for HE evaluation; inputting
the two coefficients as a first operand and a second operand to a pipeline multiplier for low circuit depth HE evaluation;
performing, by the hardware accelerator, combinatorial multiplication between the first operand and portions of the
second operand; accumulating results of the combinatorial multiplication at each stage of the pipeline multiplier; and
performing, by the hardware accelerator, reduction with Mersenne prime modulus on a resulting accumulated output of
combinatorial multipliers of the pipeline multiplier.

[0080] InExample 22, the subject matter of Example 21 can optionally include wherein the pipeline multiplier comprises
a plurality of stages, and wherein a number of the plurality of stages is based on an input size of the first operand and
the second operand. In Example 23, the subject matter of any one of Examples 21-22 can optionally include wherein
the Mersenne prime modulus is at least one a Mersenne prime structure or a generalized Mersenne prime structure. In
Example 24, the subject matter of any one of Examples 21-23 can optionally include wherein the portions of the second
operand differ with each stage of the pipeline multiplier, and wherein the portions of the second operand are inputted
from least significant bits to most significant bits to stages of the pipeline multiplier.

[0081] In Example 25, the subject matter of any one of Examples 21-24 can optionally include wherein the hardware
accelerator comprises a set of combinatorial multiplier circuits, adder circuits, pipeline registers, and a reduction adder
circuit. In Example 26, the subject matter of any one of Examples 21-25 can optionally include wherein the HE evaluation
is provided for a low circuit depth application. In Example 27, the subject matter of any one of Examples 21-26 can
optionally include wherein combinatorial multiplication by the pipeline multiplier is performed in a pipeline manner so
that in every clock cycle of the pipeline multiplier there are two different operands that are input into the pipeline multiplier.
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[0082] Example 28 is an apparatus for facilitating low circuit depth homomorphic encryption evaluations, according to
implementations of the disclosure. The apparatus of Example 28 can comprise means for receiving, by a hardware
accelerator of a computing device, a ciphertext generated by homomorphic encryption (HE) for evaluation; means for
determining two coefficients of the ciphertext for HE evaluation; means for inputting the two coefficients as a first operand
and a second operand to a pipeline multiplier for low circuit depth HE evaluation; means for performing, by the hardware
accelerator, combinatorial multiplication between the first operand and portions of the second operand; means for ac-
cumulating results of the combinatorial multiplication at each stage of the pipeline multiplier; and means for performing,
by the hardware accelerator, reduction with Mersenne prime modulus on a resulting accumulated output of combinatorial
multipliers of the pipeline multiplier.

[0083] In Example 29, the subject matter of Example 28 can optionally include the apparatus further configured to
perform the method of any one of the Examples 11 to 16.

[0084] Example 30 is at least one machine readable medium comprising a plurality of instructions that in response to
being executed on a computing device, cause the computing device to carry out a method according to any one of
Examples 10-16. Example 31 is an apparatus for facilitating low circuit depth homomorphic encryption evaluations,
configured to perform the method of any one of Examples 10-16. Example 32 is an apparatus for facilitating low circuit
depth homomorphic encryption evaluations comprising means for performing the method of any one of claims 10 to 16.
Specifics in the Examples may be used anywhere in one or more embodiments.

[0085] In the description above, for the purposes of explanation, numerous specific details are set forth in order to
provide a thorough understanding of the described embodiments. It can be apparent, however, to one skilled in the art
that embodiments may be practiced without some of these specific details. In other instances, well-known structures
and devices are shown in block diagram form. There may be intermediate structure between illustrated components.
The components described or illustrated herein may have additional inputs or outputs that are not illustrated or described.
[0086] Various embodiments may include various processes. These processes may be performed by hardware com-
ponents or may be embodied in computer program or machine-executable instructions, which may be used to cause a
general-purpose or special-purpose processor or logic circuits programmed with the instructions to perform the processes.
Alternatively, the processes may be performed by a combination of hardware and software.

[0087] Portions of various embodiments may be provided as a computer program product, which may include a
computer-readable medium having stored thereon computer program instructions, which may be used to program a
computer (or other electronic devices) for execution by one or more processors to perform a process according to certain
embodiments. The computer-readable medium may include, but is not limited to, magnetic disks, optical disks, read-
only memory (ROM), random access memory (RAM), erasable programmable read-only memory (EPROM), electrically-
erasable programmable read-only memory (EEPROM), magnetic or optical cards, flash memory, or other type of com-
puter-readable medium suitable for storing electronic instructions. Moreover, embodiments may also be downloaded as
a computer program product, wherein the program may be transferred from a remote computer to a requesting computer.
[0088] Many of the methods are described in their basic form, but processes can be added to or deleted from any of
the methods and information can be added or subtracted from any of the described messages without departing from
the basic scope of the present embodiments. It may be apparent to those skilled in the art that many further modifications
and adaptations can be made. The particular embodiments are not provided to limit the concept but to illustrate it. The
scope of the embodiments is not to be determined by the specific examples provided above but by the claims below.
[0089] I[fitis said that an element "A" is coupled to or with element "B," element A may be directly coupled to element
B or be indirectly coupled through, for example, element C. When the specification or claims state that a component,
feature, structure, process, or characteristic A "causes" a component, feature, structure, process, or characteristic B, it
means that"A" is at least a partial cause of "B" but that there may also be at least one other component, feature, structure,
process, or characteristic that assists in causing "B." If the specification indicates that a component, feature, structure,
process, or characteristic "may", "might", or "could" be included, that particular component, feature, structure, process,
or characteristic is not required to be included. If the specification or claim refers to "a" or "an" element, this does not
mean there is one of the described elements.

[0090] An embodiment is an implementation or example. Reference in the specification to "an embodiment," "one
embodiment," "some embodiments," or "other embodiments" means that a particular feature, structure, or characteristic
described in connection with the embodiments is included in at least some embodiments. The various appearances of
"an embodiment," "one embodiment," or "some embodiments" are not all referring to the same embodiments. It should
be appreciated that in the foregoing description of example embodiments, various features are sometimes grouped
together in a single embodiment, figure, or description thereof for the purpose of streamlining the disclosure and aiding
in the understanding of one or more of the various novel aspects. This method of disclosure, however, is not to be
interpreted as reflecting an intention that the claimed embodiments utilize more features than are expressly recited in
each claim. Rather, as the following claims reflect, novel aspects lie in less than all features of a single foregoing disclosed
embodiment. Thus, the claims are hereby expressly incorporated into this description, with each claim standing on its
own as a separate embodiment.
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Claims

1.

10.

1.

12.

An apparatus comprising:
a hardware accelerator to:

receive a ciphertext generated by homomorphic encryption (HE) for evaluation;

determine two coefficients of the ciphertext for HE evaluation;

input the two coefficients as a first operand and a second operand to a pipeline multiplier for low circuit depth
HE evaluation;

perform combinatorial multiplication between the first operand and portions of the second operand;
accumulate results of the combinatorial multiplication at each stage of the pipeline multiplier; and

perform reduction with Mersenne prime modulus on a resulting accumulated output of combinatorial multipliers
of the pipeline multiplier.

The apparatus of claim 1, wherein the pipeline multiplier comprises a plurality of stages, and wherein a number of
the plurality of stages is based on an input size of the first operand and the second operand.

The apparatus of any one of claims 1-2, wherein the Mersenne prime modulus is at least one a Mersenne prime
structure or a generalized Mersenne prime structure.

The apparatus of any one of claims 1-3, wherein the pipeline multiplier comprises additional stages to accommodate
performing the reduction with Mersenne prime modulus that is the generalized Mersenne prime structure.

The apparatus of any one of claims 1-4, wherein the portions of the second operand differ with each stage of the
pipeline multiplier, and wherein the portions of the second operand are inputted from least significant bits to most
significant bits to stages of the pipeline multiplier.

The apparatus of any one of claims 1-5, wherein the hardware accelerator further comprises a set of combinatorial
multiplier circuits, adder circuits, pipeline registers, and a reduction adder circuit.

The apparatus of any one of claims 1-6, wherein the HE evaluation is provided for a low circuit depth application.

The apparatus of any one of claims 1-7, wherein the hardware accelerator to accumulate results of the combinatorial
multiplication further comprises accumulating aligned results of a current combinatorial multiplier in the pipeline
multiplier with a result of an immediately-previous datapath in the pipeline multiplier.

The apparatus of any one of claims 1-8, wherein combinatorial multiplication by the pipeline multiplier is performed
in a pipeline manner so that in every clock cycle of the pipeline multiplier there are two different operands that are
input into the pipeline multiplier.

A method comprising:

receiving, by a hardware accelerator of a computing device, a ciphertext generated by homomorphic encryption
(HE) for evaluation;

determining two coefficients of the ciphertext for HE evaluation;

inputting the two coefficients as a first operand and a second operand to a pipeline multiplier for low circuit depth
HE evaluation;

performing, by the hardware accelerator, combinatorial multiplication between the first operand and portions of
the second operand;

accumulating results of the combinatorial multiplication at each stage of the pipeline multiplier; and
performing, by the hardware accelerator, reduction with Mersenne prime modulus on a resulting accumulated
output of combinatorial multipliers of the pipeline multiplier.

The method of claim 10, wherein the pipeline multiplier comprises a plurality of stages, and wherein a number of
the plurality of stages is based on an input size of the first operand and the second operand.

The method of any one of claims 10-11, wherein the Mersenne prime modulus is at least one a Mersenne prime
structure or a generalized Mersenne prime structure.
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13. The method of any one of claims 10-12, wherein the portions of the second operand differ with each stage of the
pipeline multiplier, and wherein the portions of the second operand are inputted from least significant bits to most

significant bits to stages of the pipeline multiplier.

14. The method of any one of claims 10-13, wherein the hardware accelerator comprises a set of combinatorial multiplier
circuits, adder circuits, pipeline registers, and a reduction adder circuit.

15. Atleast one machine readable medium comprising a plurality of instructions that in response to being executed on
a computing device, cause the computing device to carry out a method according to any one of claims 10-14.

13
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