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Description
Technical Field

[0001] The present disclosure relates to an authenti-
cation system, an authentication method, and a program.

Background Art

[0002] Hitherto, there has been known a technology
with which authentication is executed based on first in-
formation registered in advance and second information
associated with the first information. In Patent Literature
1, there is described an information processing device
configured to register, in a database, for each user, a pair
of a piece of biometric information, which is an example
of the first information, and a group, which is an example
of the second information. The authentication in Patent
Literature 1 is executed based on the pair of the piece of
biometric information and the group which is registered
in the database.

[0003] When the same group is assigned to each of a
plurality of users similar to one another in biometric in-
formation, the technology of Patent Literature 1 may have
trouble with distinguishing one user from another user
among the plurality of users. The information processing
device therefore calculates, when registering a user’'s
group, for every registered group, a degree of similarity
between the user’s biometric information and the group’s
biometric information to search for a group in which every
piece of biometric information has a degree of similarity
lower than a threshold value. In Patent Literature 1, there
is also included description that the information process-
ing device selects one group at a time and keeps calcu-
lating the degree of similarity until a group in which every
piece of biometric information is lower than the threshold
value is found.

Citation List
Patent Literature

[0004] [PTL 1] JP 2017-215894 A

Summary of Invention
Technical Problem

[0005] The technology of PatentLiterature 1, however,
requires calculation of the degree of similarity of every
piece of biometric information for every group, and con-
sequently applies a heavy processing load on the infor-
mation processing device. Even with the information
processing device selecting one group at a time, the
processing load on the information processing device is
still heavy because the search of biometric information
requires numerous repeating of transmission of a query
to the database until a group in which every piece of
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biometric information has a degree of similarity lower
than the threshold value is found.

[0006] An object of the present disclosure is to lighten
a processing load.

Solution to Problem

[0007] According to one aspect of the present disclo-
sure, there is provided an authentication system includ-
ing: authentication means for executing authentication
based on pieces of firstinformation registered in advance
and pieces of second information associated with the
pieces of first information; selection means for selecting,
when a piece of the second information is to be assigned
to a user, a plurality of candidates that are some of a
plurality of registered pieces of the second information;
and assignment means for assigning, as the user’s piece
of the second information, one of the plurality of candi-
dates that is unassociated with pieces of the first infor-
mation that are the same as or similar to a user’s piece
of the first information.

[0008] According to one aspect of the present disclo-
sure, there is provided an authentication method includ-
ing the steps of: executing authentication based on piec-
es of first information registered in advance and pieces
of second information associated with the pieces of first
information; selecting, when a piece of the second infor-
mation is to be assigned to a user, a plurality of candi-
dates that are some of a plurality of registered pieces of
the second information; and assigning, as the user’s
piece of the second information, one of the plurality of
candidates that is unassociated with pieces of the first
information that are the same as or similar to a user’s
piece of the first information.

[0009] According to one aspect of the present disclo-
sure, there is provided a program for causing a computer
to function as: selection means for selecting, in authen-
tication executed based on pieces of firstinformation reg-
istered in advance and pieces of second information as-
sociated with the pieces of first information, when a piece
of the second information is to be assigned to a user, a
plurality of candidates that are some of a plurality of reg-
istered pieces of the second information; and assignment
means for assigning, as the user’s piece of the second
information, one of the plurality of candidates that is un-
associated with pieces of the first information that are the
same as or similar to a user’s piece of the firstinformation.
[0010] According to one aspect of the present disclo-
sure, the authentication is executed based on similarity
between pieces of the first information, and the assign-
ment means is configured to assign, when the plurality
of candidates include a plurality of candidates that are
unassociated with pieces of the first information that are
similar to the user’s piece of the first information, one of
the plurality of candidates as the user’s piece of the sec-
ond information, based on each piece of the first infor-
mation that is associated with one of the plurality of can-
didates, and on the user’s piece of the first information.
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[0011] According to one aspect of the present disclo-
sure, the assignment means is configured to: identify, for
each of the plurality of candidates that are unassociated
with pieces of the first information that are similar to the
user’s piece of the first information, a piece of the first
information most similar to the user’s piece of the first
information, out of pieces of the first information that are
associated with the candidate; and acquire, as the user’'s
piece of the second information, one of the plurality of
candidates that is associated with the identified piece of
the firstinformation that is least similar to the user’s piece
of the first information, out of the identified piece of the
firstinformation of every one of the plurality of candidates.
[0012] According to one aspect of the present disclo-
sure, the authentication system further includes acquisi-
tion means for acquiring, for each of the plurality of reg-
istered pieces of the second information, a count indicat-
ing how many pieces of the first information are associ-
ated with the registered piece of the second information,
and the selection means is configured to select the plu-
rality of candidates by selecting a plurality of pieces of
the second information out of the plurality of registered
pieces of the second information, in ascending order of
the acquired count.

[0013] According to one aspect of the present disclo-
sure, the selection means is configured to select, at ran-
dom, a plurality of candidates that are some of the plu-
rality of candidates selected in ascending order of the
acquired count, the assignment means is configured to
determine whether a piece of the first information that is
the same as or similar to the user’s piece of the first in-
formation is associated with the plurality of randomly se-
lected candidates, and the random selection by the se-
lection means and the determination by the assignment
means are repeated until the one of the plurality of can-
didates that is unassociated with a piece of the first in-
formation thatis the same as or similar to the user’s piece
of the first information is found.

[0014] According to one aspect of the present disclo-
sure, the selection means is configured to select, when
the plurality of candidates selected in ascending order of
the acquired count include no candidate that is unasso-
ciated with a piece of the firstinformation that is the same
as or similar to the user’s piece of the first information,
at least one next candidate by selecting at least one next
piece of the second information in ascending order of the
acquired count.

[0015] According to one aspect of the present disclo-
sure, the selection means is configured to select the can-
didates at random until a total count indicating a sum of
the acquired count acquired for every one of the plurality
of registered pieces of the second information reaches
a predetermined count.

[0016] According to one aspect of the present disclo-
sure, the selection means is configured to select the plu-
rality of candidates by selecting a plurality of pieces of
the second informationin ascending order of the acquired
count, until the total count reaches a predetermined
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count.

[0017] According to one aspect of the present disclo-
sure, the assignment means is configured to assign a
piece of the second information to the user based on a
result of a search of a database, the database storing
the first information and the second information for each
of a plurality of other users, the search using one query
including the plurality of candidates.

[0018] According to one aspect of the present disclo-
sure, the authentication system further includes recep-
tion means for receiving an assignment request for re-
questing assignment of a new piece of the second infor-
mation, from a user terminal of the user, each time a
predetermined application recorded in the user terminal
is activated, the selection means is configured to select
the plurality of candidates when the assignment request
is received, and the assignment means is configured to
assign a new piece of the second information to the user
from the plurality of candidates.

[0019] According to one aspect of the present disclo-
sure, the authentication system further includes: setting
means for setting an expiration date to a piece of the
second information that is recorded in the user terminal;
and transmission means for transmitting an activation
request for requesting activation of the predetermined
application to the user when the expiration date passes
or expiration of the expiration date approaches.

[0020] According to one aspect of the present disclo-
sure, the piece of the second information that is assigned
to the user is recorded in the user terminal of the user,
and the authentication means is configured to execute
the authentication based on the user’s piece of the first
information that is acquired with use of an authentication
terminal configured to perform wireless communication
to and from the user terminal, a piece of the second in-
formation that is transmitted from the user terminal to the
authentication terminal through wireless communication,
the user’s piece of the first information that is registered
in advance, and a piece of the second information that
is associated with the user’s registered piece of the first
information.

[0021] According to one aspect of the present disclo-
sure, the user terminal is configured to transmit the piece
of the second information to the authentication terminal
by using an advertising packet in a predetermined wire-
less communication standard, and the authentication
means is configured to execute the authentication based
on the piece of the second information transmitted by
using the advertising packet.

[0022] According to one aspect of the present disclo-
sure, the first information is biometric information, the
second information is identification information to be as-
sociated with the biometric information, and the authen-
tication means is configured to execute the authentica-
tion based on a piece of the biometric information that is
registered in advance and a piece of the identification
information that is associated with the registered piece
of the biometric information.
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Advantageous Effects of Invention

[0023] According to the present disclosure, it is possi-
ble to lighten a processing load.

Brief Description of Drawings
[0024]

FIG. 1 is a diagram for illustrating an example of an
overall configuration of an authentication system.
FIG. 2 is a diagram for illustrating an example of
scenes in which the authentication system is used.
FIG. 3 is a diagram for illustrating an example of a
flow of authentication in the authentication system.
FIG. 4 is a function block diagram for illustrating an
example of functions implemented in the authenti-
cation system.

FIG. 5is a table for showing a data storage example
of a user database.

FIG. 6 is a table for showing a data storage example
of an ID database.

FIG. 7 is a graph for showing an example of a case
in which there are a plurality of candidates qualified
to be determined as a wireless communication ID to
be assigned to a user.

FIG. 8 is a flow chart for illustrating an example of
assignment processing.

FIG. 9 is a flow chart for illustrating the example of
the assignment processing.

FIG. 10 is a flow chart for illustrating an example of
authentication processing.

FIG. 11 is a function block diagram of Modification
Example (3) of the present disclosure.

Description of Embodiments
[1. Overall Configuration of Authentication System]

[0025] Description is now given of an example of an
embodiment of an authentication system according to
the present disclosure. FIG. 1 is a diagram for illustrating
an example of an overall configuration of the authentica-
tion system. As illustrated in FIG. 1, an authentication
system S includes a server 10, a user terminal 20, and
an authentication terminal 30. Those parts can be con-
nected to a network N, for example, the Internet. In FIG.
1, one server 10, one user terminal 20, and one authen-
tication terminal 30 are illustrated, but there may be a
plurality of servers 10, user terminals 20, and authenti-
cation terminals 30.

[0026] The server 10 is a server computer. The server
10 includes a control unit 11, a storage unit 12, and a
communication unit 13. The control unit 11 includes at
least one microprocessor. The control unit 11 executes
processing as programmed by programs and data stored
in the storage unit 12. The storage unit 12 includes a
main memory unit and an auxiliary memory unit. For ex-
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ample, the main memory unit is a volatile memory, for
example, a RAM. Further, for example, the auxiliary
memory unit is a non-volatile memory such as a ROM,
an EEPROM, a flash memory, or a hard disk drive. The
communication unit 13 is a communication interface for
wired communication or wireless communication.
[0027] The user terminal 20 is a computer to be oper-
ated by a user. For example, the user terminal 20 is a
mobile phone (including a smart phone), a personal dig-
ital assistant (including a tablet-type computer and a
wearable device), a personal computer, or the like. In this
embodiment, the user terminal 20 includes a control unit
21, a storage unit 22, a communication unit 23, an oper-
ation unit 24, a display unit 25, and a photographing unit
26. Physical components of the control unit 21, the stor-
age unit 22, and the communication unit 23 may be sim-
ilar to those of the control unit 11, the storage unit 12,
and the communication unit 13, respectively.

[0028] The operation unit 24 is an input device. For
example, the operation unit 24 includes a touch panel, a
mouse, a keyboard, or buttons. For example, the display
unit 25 is a liquid crystal display or an organic EL display.
The photographing unit 26 includes at least one camera.
For example, the photographing unit 26 includes an im-
age pickup element such as a CCD image sensor or a
CMOS image sensor. The photographing unit 26 is con-
figured to record, as digital data, an image taken by the
imaging element. The image may be a still image or a
moving image taken at a predetermined frame rate.
[0029] The authentication terminal 30 is a computer to
be used for authentication. For example, the authentica-
tion terminal 30 is a mobile phone, a personal digital as-
sistant, a personal computer, or the like. In this embod-
iment, the authentication terminal 30 includes a control
unit 31, a storage unit 32, a communication unit 33, an
operation unit 34, a display unit 35, and a photographing
unit 36. Physical components of the control unit 31, the
storage unit 32, the communication unit 33, the operation
unit 34, the display unit 35, and the photographing unit
36 may be similar to those of the control unit 11, the
storage unit 12, the communication unit 13, the operation
unit 24, the display unit 25, and the photographing unit
26, respectively.

[0030] Programs and data described as being stored
into the storage units 12, 22, and 32 may be supplied
thereto via the network N. Further, the respective hard-
ware configurations of the server 10, the user terminal
20, and the authentication terminal 30 are not limited to
the above-mentioned examples, and various types of
hardware can be applied thereto. For example, the hard-
ware configuration may include at least one of a reading
unit (e.g., an optical disc drive or a memory card slot)
configured to read a computer-readable information stor-
age medium, and an input/output unit (e.g., a USB port)
configured to input and output data to/from an external
device. For instance, at least one of the program and the
data that are stored on the information storage medium
may be supplied via at least one of the reading unit and
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the input/output unit.
[2. Outline of Authentication System]

[0031] The authentication system S executes authen-
tication in order to check authenticity of a user at any
scene. This embodiment takes biometric authentication
as an example, but the authentication system S can ex-
ecute various types of authentication. For example, the
authentication system S may execute two-dimensional
code authentication, passcode authentication, password
authentication, electronic stamp authentication, personal
identification number authentication, or countersign au-
thentication. To give another example, the authentication
system S may execute multi-stage authentication by
combining a plurality of types of authentication.

[0032] Biometric authentication is an authentication
method utilizing physical features or behavioral features
of humans. Examples of biometric authentication utilizing
physical features include face authentication, fingerprint
authentication, DNA authentication, palm authentication,
retina authentication, iris authentication, vein authentica-
tion, and voice authentication. Examples of biometric in-
formation utilizing behavioral features include handwrit-
ing authentication, keystroke authentication, lip move-
ment authentication, blink authentication, and gait au-
thentication.

[0033] In this embodiment, description is given on
processing of the authentication system S taking, as an
example, a scene in which a user attempts to pass a
security gate. Face authentication is described as an ex-
ample of biometric authentication. The authentication
system S is applicable to various scenes as in modifica-
tion examples described later. Scenes to which the au-
thentication system S is applied are not limited to the
example of this embodiment.

[0034] FIG. 2 is a diagram for illustrating an example
of scenes in which the authentication system S is used.
As illustrated in FIG. 2, the authentication terminal 30 is
connected to a security gate SG. A door of the security
gate SG is locked by a locking mechanism. When the
user is successfully authenticated, the door is unlocked.
The security gate SGis placed in any facility, forexample,
a company at which the user works or a public facility.
Only persons authorized to enter the facility can pass the
security gate SG.

[0035] In order to use an authentication service pro-
vided by the authentication system S, the user operates
the user terminal 20 to perform predetermined operation
of user registration. When the user completes the user
registration, a user ID by which the user is uniquely iden-
tified is issued. A name and other pieces of information
input by the user are registered in the server 10. At the
time of user registration or any point in time subsequent
to the user registration, the user uploads his or her face
photograph to the server 10.

[0036] The face photograph may be stored in the stor-
age unit 22 in advance, or may be a face photograph
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photographed by the photographing unit 26 on the spot
and uploaded. The user may upload a plurality of face
photographs. The server 10 calculates a facial feature
amount of the user based on the uploaded face photo-
graph. The facial feature amount is registered in the serv-
er 10 to be used in authentication.

[0037] In this embodiment, an ID assigned to the user
is also used in authentication in addition to the facial fea-
ture amount. This ID is transmitted from the user terminal
20 to the authentication terminal 30 with the use of wire-
less communication when the user approaches the se-
curity gate SG. This ID may be the user ID but, in this
embodiment, is information different from the user ID.
This ID is hereinafter referred to as "wireless communi-
cation ID."

[0038] The wireless communication ID may semi-per-
manently be kept the same without being updated. The
wireless communication ID in this embodiment is updat-
ed each time an application installed in the user terminal
20 is activated. The wireless communication ID in this
embodiment can also be duplicated among users where-
as duplication of a user ID among users is prohibited.
When the uploading of a face photograph and the as-
signing of the wireless communication ID are completed,
the user is ready to pass the security gate SG.

[0039] FIG. 3 is a diagram for illustrating an example
of a flow of authentication in the authentication system
S. As illustrated in FIG. 3, an effective communication
area A1 and an effective authentication area A2 are set
around the authentication terminal 30. The effective com-
munication area A1 and the effective authentication area
A2, which are each circularin FIG. 3, may have any shape
and size, for example, a semi-circle, an ellipse, or a pol-
ygon.

[0040] The effective communication areaA1isanarea
indicating a communication range of the communication
unit 33 of the authentication terminal 30. The effective
communication area A1 varies depending on a commu-
nication standard to be used and a communication envi-
ronment. In this embodiment, a case in which Bluetooth
Low Energy (BLE) is used is described, but any other
communication standard is usable. For example, Wi-Fi
(trademark) or a Bluetooth (trademark) standard other
than BLE may be used.

[0041] The effective communication area A1 is, for ex-
ample, from approximately 3 meters to approximately 5
meters in radius. When the user terminal 20 enters the
effective communication area A1, the user terminal 20
can hold direct communication to and from the authenti-
cation terminal 30. Pairing between the user terminal 20
and the authentication terminal 30 may be executed, but
is not executed in this embodiment.

[0042] The effective authentication area A2 is an area
in which the execution of authentication is permitted. The
effective authentication area A2 is smaller than the ef-
fective communication area A1. In other words, the ef-
fective authentication area A2 is included in the effective
communication area A1, and an edge portion of the ef-
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fective authentication area A2 is closer to the authenti-
cation terminal 30 than an edge portion of the effective
communication area A1 is. For example, the effective
authentication area A2 is from approximately 1 meter to
approximately 2 meters in radius. When the user enters
the effective communication area A1, communication be-
tween the user terminal 20 and the authentication termi-
nal 30 becomes possible, but authentication is not exe-
cuted until the user enters the effective authentication
area A2.

[0043] An example in which the user approaches the
authentication terminal 30 with the user terminal 20 kept
in a pocket or a bag is discussed. When the user enters
the effective communication area A1, direct communica-
tion between the user terminal 20 and the authentication
terminal 30 becomes possible. In this embodiment, the
user terminal 20 uses an advertising packet to transmit
the wireless communication ID stored in the storage unit
22 to the authentication terminal 30. The user ID is not
transmitted to the authentication terminal 30 even when
the user ID is stored in the storage unit 22.

[0044] The authenticationterminal 30 recordsthe wire-
less communication ID received from the user terminal
20 in the storage unit 32. In this embodiment, the authen-
tication terminal 30 calculates a distance to the user ter-
minal 20 by scanning an intensity (received signal
strength indication: RSSI) of a wireless communication
signal in order to identify the user’s location. The authen-
tication terminal 30 can identify from this distance wheth-
er the useris located in the effective communication area
A1 or the effective authentication area A2. The authen-
tication terminal 30 filters only the wireless communica-
tion ID received from the user terminal 20 that is within
a predetermined distance.

[0045] When the user comes closer to the authentica-
tion terminal 30 and enters the effective authentication
area A2, the execution of authentication is permitted. The
authentication terminal 30 uses the photographing unit
36 to photograph the user’s face. The authentication ter-
minal 30 transmits, to the server 10, its own authentica-
tion terminal ID, the wireless communication ID received
from the user terminal 20 that is within the effective au-
thentication area A2, and an image photographed by the
photographing unit 36.

[0046] The server 10 receives the authentication ter-
minal ID, the wireless communication ID, and the image
from the authentication terminal 30, and calculates a fea-
ture amount of the face photographed in the image. The
server 10 acquires, from pieces of information indicating
a facial feature amount registered in advance, a facial
feature amount that is associated with the wireless com-
munication ID received from the authentication terminal
30. The server 10 executes authentication by determin-
ing whether the acquired facial feature amount and the
calculated facial feature amount are similar to each other.
[0047] When authentication is a success, the server
10 transmits a notification indicating the success of the
authentication to the authentication terminal 30, and the
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security gate SG is unlocked. Authentication in this em-
bodiment is thus executed based on a facial feature
amount and a wireless communication ID that are regis-
tered in the server 10, a wireless communication ID re-
corded in the user terminal 20, and an image photo-
graphed by the authentication terminal 30.

[0048] As described above, duplication of a wireless
communication ID among usersis allowed, and itis there-
fore a possibility that users resembling one another in
facial features may not be distinguished from one another
when a wireless communication ID is duplicated among
the users. The server 10 is accordingly required to pre-
vent duplication of a wireless communication ID among
users resembling one another in facial features. With the
method of the related art, however, a heavy processing
load may be applied to the server 10 as described in the
description of the related art.

[0049] The server 10 addresses this by selecting, as
candidates for a wireless communication ID to be as-
signed to one user, only some of, not all of, wireless com-
munication IDs that are being used by other users. In
addition, the server 10 selects a plurality of candidates
at once, instead of one candidate at a time, to determine
whether there is a candidate that is not being used by
another user resembling the current user in facial fea-
tures. The processing load on the server 10 is lightened
in this manner. The following is description on details of
this technology.

[3. Functions implemented in Authentication System]

[0050] FIG.4 is afunction block diagram for illustrating
an example of the functions implemented in the authen-
tication system S. Here, functions implemented in the
server 10, the user terminal 20, and the authentication
terminal 30 are described.

[3-1. Functions implemented in Server]

[0051] Asillustrated in FIG. 4, a data storage unit 100,
an authentication unit 101, a reception unit 102, an ac-
quisition unit 103, a selection unit 104, an assignment
unit 105, and a transmission unit 106 are implemented
in the server 10.

[Data Storage Unit]

[0052] The data storage unit 100 is mainly implement-
ed by the storage unit 12. The data storage unit 100 is
configured to store the data required for authentication.
Here, as an example of the data stored in the data storage
unit 100, there are described a user database DB1 and
an |ID database DB2.

[0053] FIG. 5 is atable for showing a data storage ex-
ample of the user database DB1. As shown in FIG. 5,
the user database DB1 is a database in which various
types of information on each of a plurality of users are
stored. For example, a user ID, a name of a user, a pass-
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word, data of an uploaded face photograph, a facial fea-
ture amount calculated from the face photograph, and a
wireless communication ID are stored in the user data-
base DB1.

[0054] In this embodiment, the password is not used
in authentication using the authentication terminal 30,
but is used for other purposes including modification of
information that is registered in the user database DB1.
The user can modify information about himself or herself
when logging in to the server 10 by inputting the user ID
and the password to the user terminal 20.

[0055] Thefacialfeature amountisinformation created
by quantifying a facial feature. For example, the facial
feature amount indicates a relative position, size, shape,
orotherfeatures of afacial part. The facial feature amount
may be calculated at the time of authentication on the
spot, with only a face photograph registered in the user
database DB1 in advance. When a plurality of face pho-
tographs are registered, the facial feature amount is cal-
culated for each of the plurality of face photographs.
[0056] Various methods are applicable to the face au-
thentication itself . As the face authentication, for exam-
ple, principal component analysis, linear discriminant
analysis, elastic matching, a hidden Markov model, or
other methods are applicable. The feature amount may
be calculated with a formula corresponding to one of
those methods. In this embodiment, a case in which the
facial feature amountis expressed by a multidimensional
vector is described, but the facial feature amount may be
expressed in other forms such as an array or a single
numerical value.

[0057] The wireless communication ID stored in the
user database DB1 is a wireless communication ID as-
signed to the user. In other words, the wireless commu-
nication ID being used by the user is stored in the user
database DB1. This wireless communication ID is the
same as a wireless communication ID that is stored in
the data storage unit200 described later. Although a case
of expressing the wireless communication ID by a four-
digit numerical value is described in the example of FIG.
5, the wireless communication ID can be expressed in
any format. For instance, the wireless communication ID
may be expressed by a single-digit numerical value, a
two-digit numerical value, a three-digit numerical value,
a five or higher-digit numerical value, characters, a com-
bination of characters and numerical values, or a vector.
[0058] When a user executes user registration, for ex-
ample, anew record is created in the user database DB1.
A name, data of a face photograph, and a facial feature
amount calculated from the face photograph are stored
in the new record in association with a user ID. A wireless
communication ID assigned at the time of user registra-
tion or uploading of the face photograph are stored in this
record as well. In this embodiment, the wireless commu-
nication ID stored in the user database DB1 is updated
each time the application of the user terminal 20 is acti-
vated.

[0059] FIG. 6 is a table for showing a data storage ex-
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ample of the ID database DB2. As shown in FIG. 6, the
ID database DB2 is a database for managing each of a
plurality of wireless communication IDs. For example, for
each of the plurality of wireless communication IDs, a
user count indicating the number of users who uses the
wireless communication ID is stored in the ID database
DB2.

[0060] The user count of a wireless communication ID
used by at least one user is stored in the ID database
DB2. The user count of a wireless communication ID
used by no one (that is, 0 users) may be stored in the ID
database DB2. The user count of a wireless communi-
cation ID can also be expressed as the number of pieces
of information indicating a facial feature amount that are
associated with the wireless communication ID, or the
number of records that hold the wireless communication
ID in the user database DB1, or the number of user ter-
minals 20 each having the wireless communication ID
recorded therein.

[0061] When, for example, a new wireless communi-
cation ID is issued or a wireless communication ID as-
signed to a user is updated, the contents of the ID data-
base DB2 are updated as well. When a wireless commu-
nication ID is assigned to a user, the user count of the
wireless communication ID increases. When the wireless
communication ID of a user is updated and is no longer
assigned to the user, the user count of the wireless com-
munication ID decreases. The server 10 counts the
number of records for each wireless communication 1D
stored in the user database DB1, to thereby acquire the
user count of the wireless communication ID and update
the ID database DB2.

[Authentication Unit]

[0062] The authentication unit 101 is implemented
mainly by the control unit 11. The authentication unit 101
is configured to execute authentication based on a facial
feature amount registered in advance and a wireless
communication |ID associated with the facial feature
amount. "Registering" means recording of data in the da-
ta storage unit 100. In this embodiment, a facial feature
amount and a wireless communication ID are registered
in the user database DB1 in association with each other.
"Associated" means a state in which one piece of infor-
mation can be traced to another piece of information.
Storage of a plurality of pieces of information in the same
record of a database corresponds to the plurality of piec-
es of information being associated with one another.

[0063] In this embodiment, the facial feature amount
is an example of first information, and the wireless com-
munication ID is an example of second information. The
facial feature amount is also an example of biometric
information, and the wireless communication ID is an ex-
ample of identification information to be associated with
the biometric information. Accordingly, in the description
of this embodiment, "facial feature amount" can be read
as the first information or the biometric information, and
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"wireless communication ID" can be read as the second
information or the identification information. The authen-
tication system S may be configured so that, instead of
a facial feature amount calculated from a face photo-
graph uploaded by the user, the face photograph itself
corresponds to the first information or the biometric in-
formation.

[0064] Thefirstinformationand the secondinformation
are each authentication information. The authentication
information is information used in authentication. The first
information and the second information may each be ex-
pressed as information that serves as a correct answer
or an index in authentication. It is sufficient for each of
the first information and the second information to be
information suited to an authentication method to be
used. For example, the firstinformation may be biometric
information other than the facial feature amount, a user
ID, a password, a passcode, a two-dimensional code, a
multi-touch pattern of an electronic stamp, a countersign,
a birthdate and year, a phone number, or an e-mail ad-
dress. The second information is only required to be au-
thentication information of a type different from the first
information, and may be a type of authentication infor-
mation that is one of the pieces of authentication infor-
mation given above as an example and that is not the
first information.

[0065] In this embodiment, a wireless communication
ID assigned to a user is recorded in the user terminal 20
of the user. As described with reference to FIG. 3, the
authentication unit 101 executes authentication based
on the user’s facial feature amount acquired with the use
of the authentication terminal 30, which can hold wireless
communication to and from the user terminal 20, the wire-
less communication ID transmitted from the user terminal
20 to the authentication terminal 30 via wireless commu-
nication, the user’s facial feature amount registered in
advance, and a wireless communication ID associated
with the registered facial feature amount.

[0066] The user’s facial feature amount acquired with
the use of the authentication terminal 30 is a facial feature
amount to serve as a query in authentication. It is suffi-
cientfor this facial feature amount to be acquired by using
the authentication terminal 30 in some way. In this em-
bodiment, a case of executing calculation of the facial
feature amount on the server 10 is described, but the
calculation may be executed on the authentication ter-
minal 30. When authentication information that is not the
facial feature amountis to be used as the firstinformation,
and it is required to have the user input the first informa-
tion, the first information may be acquired by using the
operating unit 34 of the authentication terminal 30.
[0067] In another example in which authentication us-
es a two-dimensional code including the first information,
the first information may be acquired by using the pho-
tographing unit 36 of the authentication terminal 30 or a
code reader. In still another example in which the first
information is recorded in the user terminal 20 to be trans-
mitted, in addition to the second information, with the use
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of wireless communication, the first information may be
acquired with the use of the communication unit 33 of
the authentication terminal 30. In this embodiment, it is
sufficient to use some piece of hardware of the authen-
tication terminal 30 in acquisition of the first information.
The same applies to the second information.

[0068] In this embodiment, the user terminal 20 uses
an advertising packet in a predetermined wireless com-
munication standard to transmit the wireless communi-
cation ID to the authentication terminal 30. An advertising
packet having a format regulated by a known communi-
cation standard can be used. The authentication unit 101
executes authentication based on the wireless commu-
nication ID transmitted with the use of the advertising
packet. That is, the authentication unit 101 executes au-
thentication based on the wireless communication ID that
is contained in the advertising packet transmitted from
the user terminal 20 to the authentication terminal 30.
This wireless communication ID is a wireless communi-
cation ID to serve as a query in authentication.

[Reception Unit]

[0069] The reception unit 102 is implemented mainly
by the control unit 11. The reception unit 102 is configured
to receive any data from the user terminal 20 or the au-
thentication terminal 30. For example, the reception unit
102 receives a request to assign a new wireless commu-
nication ID from the user terminal 20 each time a prede-
termined application recorded in the user terminal 20 of
the user is activated. This application is an application to
be used in authentication. The application is installed in
the user terminal 20 in advance. The wireless communi-
cation ID assigned to the user may be recorded as part
of the application in the user terminal 20.

[0070] An assignment request is notification for re-
questing assignment of a new wireless communication
ID. The assignment is requested by transmitting data
having a predetermined format. The assignment request
may also be expressed as notification of the activation
of the application, or notification for requesting update of
the wireless communication ID. The reception unit 102
receives, from the user terminal 20, the assignment re-
quest transmitted when the application is activated.

[Acquisition Unit]

[0071] The acquisition unit 103 is implemented mainly
by the control unit 11. The acquisition unit 103 is config-
ured to acquire, for each of a plurality of registered wire-
less communication IDs, the number of pieces of infor-
mation indicating a facial feature amount that are asso-
ciated with the wireless communication ID. This number
can be paraphrased as the number of users to which the
wireless communication ID is assigned.

[0072] A registered wireless communication ID is a
wireless communication ID with which at least one piece
ofinformation indicating a facial feature amount has been
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associated. In other words, a registered wireless com-
munication ID is a wireless communication ID that has
been associated with at least one user, a wireless com-
munication ID that has been used by at least one user,
or a wireless communication 1D that has been recorded
in atleastone user terminal 20. For example, a registered
wireless communication ID is a wireless communication
ID that has been registered in at least one of the user
database DB1 and the ID database DB2.

[0073] There can be a wireless communication ID that
has once been assigned to one of the users but is no
longer assigned to any user after update resulting from
the activation of the application. A record of this wireless
communication ID may remain in the ID database DB2,
and this wireless communication ID may therefore qualify
as a registered wireless communication ID. In this em-
bodiment, a wireless communication ID stored in at least
one of the user database DB1 and the ID database DB2
corresponds to a registered wireless communication ID.
[0074] When one wireless communication ID is as-
signed per user as in this embodiment, the number ac-
quired by the acquisition unit 103 is a user count indicat-
ing the number of users who are using the wireless com-
munication ID. A plurality of wireless communication IDs
may be assigned per user. In this embodiment, a rela-
tionship between the wireless communication ID and the
user count is stored in the ID database DB2, and the
acquisition unit 103 accordingly acquires the user count
by referring to the ID database DB2.

[Selection Unit]

[0075] The selection unit 104 is implemented mainly
by the control unit 11. The selection unit 104 is configured
to select a plurality of candidates that are some of a plu-
rality of registered wireless communication IDs, when a
user is to be assigned a wireless communication ID.

[0076] A case in which a user is to be assigned a wire-
less communication ID equals satisfaction of a condition
for executing processing of selecting candidates. In this
embodiment, reception of the assignment request at the
reception unit 102 corresponds to the case in which a
user is to be assigned a wireless communication ID. The
selection unit 104 accordingly selects a plurality of can-
didates when the assignment request is received. The
condition described above can be any condition and may
be, for example, the arrival of a predetermined date and
time, or an act of accessing the server 10 that is per-
formed by the user terminal 20. To give another example,
the execution of authentication executed a predeter-
mined number of times with the use of the same wireless
communication ID may correspond to the condition.

[0077] The candidates are wireless communication
IDs that may be assigned to the user. In other words, the
candidates are a population of a wireless communication
ID to be assigned to the user. In this embodiment, a case
in which the candidates are registered wireless commu-
nication IDs is described. However, a new wireless com-
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munication ID may be included as a candidate. That is,
the candidates may include not only a wireless commu-
nication ID that has been assigned to at least one user
but also a wireless communication ID that has not been
assigned to anyone.

[0078] The selection unit 104 selects, as a plurality of
candidates, a plurality of wireless communication IDs that
are some of all registered wireless communication IDs.
For example, when there are "n" ("n" is an integer equal
to or more than 2) registered wireless communication
IDs, the selection unit 104 selects "k" ("k" is an integer
equal to or more than 2 and less than "n") wireless com-
munication IDs as the plurality of candidates. In this em-
bodiment, a case in which "k" has a numerical value of
"10" and the selection unit 104 selects ten candidates is
described. However, the number of candidates to be se-
lected is not limited to ten. The selection unit 104 may
select any number of candidates, for example, a number
of candidates between two candidates and nine candi-
dates, or eleven or more candidates. The number of can-
didates to be selected by the selection unit 104 (the nu-
merical value of "k") may be a fixed value or a variable.
For instance, this number may vary depending on the
user count stored in the ID database DB2.

[0079] The selection unit 104 selects a plurality of can-
didates by, for example, selecting a plurality of wireless
communication IDs in ascending order of the user count
from the plurality of registered wireless communication
IDs. In this embodiment, a case in which the selection
unit 104 selects "k" wireless communication IDs in as-
cending order of the user count stored in the ID database
DB2 is described. The selection unit 104, however, may
select as many candidates as possible until a total user
count reaches a predetermined count as in modification
examples described later. The selection unit 104 may
also select "k" wireless communication IDs at random
from the plurality of registered wireless communication
IDs without taking the user count into consideration.
[0080] In this embodiment, the selection unit 104 se-
lects, at random, a plurality of candidates that are some
of a plurality of candidates selected in ascending order
of the user count. For example, the selection unit 104
selects "m" ("m" is an integer equal to and more than 2
and less than "k") candidates at random out of "k" can-
didates selected in the manner described above. Thatis,
the temporarily selected "k" candidates are narrowed
down to "m" candidates to be processed by determination
of the assignment unit 105 described later. Various
known methods can be used as the method of random
selection. For example, the selection unit 104 may use
arandom number to select "m" candidates out of "k" can-
didates.

[0081] When the plurality of candidates selected in as-
cending order of the user count do not include candidates
that are not associated with a facial feature amount that
is the same as or similar to the user’s facial feature
amount, the selection unit 104 selects at least one wire-
less communication ID thatis in the next place in ascend-



17 EP 4 002 167 A1 18

ing order of the user count, to thereby select at least one
next candidate. That is, when a candidate to be assigned
to the user is not found among the initially selected "k"
candidates, the selection unit 104 selects a next candi-
date. It is sufficient to select at least one next candidate,
and the selection unit 104 is not always required to select
a plurality of next candidates. It is sufficient for the selec-
tion unit 104 to select, as the next candidate, at least one
wireless communication ID in ascending order from
among wireless communication IDs that have not been
selected.

[Assignment Unit]

[0082] The assignmentunit105isimplemented mainly
by the control unit 11. The assignment unit 105 is con-
figured to assign, as the user’s wireless communication
ID, a candidate that is not associated with a facial feature
amount that is the same as or similar to the user’s facial
feature amount, out of a plurality of candidates selected
by the selection unit 104. That is, the assignment unit
105 assigns, as the user’s wireless communication ID, a
candidate that is not being used by another user who
resembles the user in facial features out of a plurality of
candidates. The assignment unit 105 assigns one of a
plurality of candidates as the user’s wireless communi-
cation ID so that duplication of a wireless communication
ID among users who resemble one another in facial fea-
tures is avoided.

[0083] Assignment of a wireless communication ID to
a user equals determination of the wireless communica-
tion ID as a wireless communication ID to be used by the
user. That is, storing of a wireless communication ID in
a user’s record of the user database DB1 corresponds
to assignment of the wireless communication ID to the
user. In this embodiment, the wireless communication ID
is recorded in the user terminal 20 and determination of
a wireless communication ID as a wireless communica-
tion ID to be recorded in the user terminal 20 accordingly
corresponds to assignment of the wireless communica-
tion ID to the user.

[0084] Authentication in this embodiment is executed
based on similarity in facial feature amount. Accordingly,
when a plurality of candidates are not associated with a
facial feature amount similar to the user’s facial feature
amount, the assignment unit 105 assigns one of the plu-
rality of candidates as the user’s wireless communication
ID based on each facial feature amount associated with
one of the plurality of candidates and on the user’s facial
feature amount. There is a possibility of coincidence in
which one user and another user have the same facial
feature amount, and a candidate associated with a facial
feature amount that is the same as the user’s facial fea-
ture amount is therefore not assigned to the user.
[0085] The assignment unit 105 refers to the user da-
tabase DB1 to acquire, for each candidate selected by
the selection unit 104, a facial feature amount associated
with the candidate. The assignment unit 105 determines,
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for each candidate, whether the facial feature amount
associated with the candidate is similar to the user’s facial
feature amount. When a candidate is associated with
even one piece of information indicating a facial feature
amount that is similar to the user’s facial feature amount,
the assignment unit 105 does not determine the candi-
date as a wireless communication ID to be assigned to
the user. The assignment unit 105 determines, as a wire-
less communication ID to be assigned to the user, a can-
didate that is associated with not even one piece of in-
formation indicating a feature amount that is similar to
the user’s facial feature amount.

[0086] When there are a plurality of candidates quali-
fied to be determined as a wireless communication ID to
be assigned to the user, the assignment unit 105 may
select one of the plurality of candidates at random. In this
embodiment, however, the assignment unit 105 identi-
fies, for each candidate that is not associated with a facial
feature amount similarto the user’s facial feature amount,
a facial feature amount most similar to the user’s facial
feature amount out of pieces of information indicating a
facial feature amount that are associated with the candi-
date. The assignment unit 105 compares the identified
facial feature amount of one candidate and the identified
facial feature amount of another candidate to acquire, as
the user’s wireless communication ID, a candidate asso-
ciated with the facial feature amount that is least similar
to the user’s facial feature amount.

[0087] FIG. 7 is a graph for showing an example of a
case in which there are a plurality of candidates qualified
to be determined as a wireless communication ID to be
assigned to a user. Coordinate axes shown in FIG. 7 are
coordinate axes of a vector space in which afacial feature
amount is plotted. In the example of FIG. 7, a case in
which three candidates "3145", "1751", and "7534" qual-
ify to be determined as a wireless communication ID to
be assigned to User A, who have activated the applica-
tion, is shown.

[0088] For example, the assignment unit 105 acquires
a distance D1 to User X whose face resembles the face
of User A most among users to whom the candidate
"3145" is assigned. This distance is a distance between
one facial feature amount and another facial feature
amount. The assignment unit 105 also acquires, for ex-
ample, a distance D2 to User Y whose face resembles
the face of User A most among users to whom the can-
didate "1751" is assigned. Further, for example, the as-
signment unit 105 acquires a distance D3 to User Z
whose face resembles the face of User A most among
users to whom the candidate "7534" is assigned.
[0089] The assignment unit 105 determines, out of the
three candidates, the candidate "7534" related to the
longest distance of the distances D1 to D3 as a wireless
communication ID to be assigned to the user. Although
each of the three candidates is a candidate suitable as
a wireless communication ID to be assigned to User A,
a situation in which User A is authenticated as another
user can more reliably be prevented by assigning the
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candidate "7534" to User A.

[0090] In this embodiment, the assignment unit 105
determines whether a facial feature amount that is the
same as or similar to the user’s facial feature amount is
associated with a plurality of candidates ("m" candidates)
selected at random by the selection unit 104. The random
selection by the selection unit 104 and the determination
by the assignment unit 105 are repeated until a candidate
that is not associated with a facial feature amount that is
the same as or similar to the user’s facial feature amount
is found.

[0091] Forexample, the assignmentunit 105 searches
the user database DB1 in which a facial feature amount
and wireless communication ID of each of a plurality of
other users are stored, based on one query that includes
a plurality of candidates selected by the selection unit
104. The assignment unit 105 assigns a wireless com-
munication ID to the user based on a result of the search
of the user database DB1. The assignment unit 105
searches the user database DB1 based not on a plurality
of queries respectively corresponding to the plurality of
candidates selected by the selection unit 104, but on one
query with a plurality of candidates as elements of an OR
condition. In this embodiment, "'m" candidates out of "k"
candidates are selected at random, and the one query
is accordingly a string of "m" candidates arranged in a
pattern of an OR condition.

[0092] In this embodiment, a request to assign a new
wireless communication ID is transmitted when the user
activates the application, and the assignment unit 105
accordingly assigns a new wireless communication ID to
the user from among a plurality of candidates. When a
suitable candidate is not found among "k" candidates se-
lected by the selection unit 104, the assignment unit 105
determines whether newly selected candidates include
a suitable candidate. When the determination performed
on all registered wireless communication IDs still fails to
present a suitable candidate, the assignment unit 105
may assign a newly created wireless communication 1D
to the user.

[0093] In the case of authentication information for
password authentication and the like that determines
success or failure by whether pieces of authentication
information match instead of similarity between pieces
of authentication information, the assignment unit 105
assigns the user a candidate (in this embodiment, a wire-
less communication ID) that is not associated with the
same first information as the user’s first information (a
password or the like) . In this case, a candidate associ-
ated with the first information that is similar to but is not
a match to the user’s first information (a password or the
like) may be assigned to the user.

[Transmission Unit]
[0094] Thetransmission unit106isimplemented main-

ly by the control unit 11. The transmission unit 106 is
configured to transmit any data to the user terminal 20
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or the authentication terminal 30. For example, the trans-
mission unit 106 transmits a wireless communication 1D
assigned by the assignment unit 105 to the user terminal
20. To give another example, the transmission unit 106
transmits a result of authentication by the authentication
unit 101 to the authentication terminal 30.

[3-2. Functions implemented in User Terminal]

[0095] As illustrated in FIG. 4, a data storage unit 200,
a transmission unit 201, and a reception unit 202 are
implemented in the user terminal 20.

[Data Storage Unit]

[0096] The data storage unit200 is implemented main-
ly by the storage unit 22. The data storage unit 200 is
configured to store data required for registration applica-
tion and authentication. For example, the data storage
unit 200 stores data of the user’s face photograph. The
data storage unit 200 stores the user’s wireless commu-
nication ID.

[Transmission Unit]

[0097] Thetransmissionunit201isimplemented main-
ly by the control unit 21. The transmission unit 201 is
configured to transmit any data to the server 10 or the
authentication terminal 30. For example, the transmis-
sion unit201 transmits an assignmentrequest to the serv-
er 10. The transmission unit 201 also transmits to the
authentication terminal 30, for example, the wireless
communication ID stored in the data storage unit 200
with the use of wireless communication. In this embodi-
ment, the transmission unit 201 transmits an advertising
packet in which the wireless communication ID is stored.

[Reception Unit]

[0098] The reception unit 202 is implemented mainly
by the control unit21. The reception unit 202 is configured
to receive any data from the server 10 or the authentica-
tion terminal 30. For example, the reception unit 202 re-
ceives a wireless communication ID assigned to the user
from the server 10. The wireless communication ID is
recorded in the data storage unit 200.

[3-3. Functions implemented in Authentication Terminal]

[0099] As illustrated in FIG. 4, a data storage unit 300,
a transmission unit 301, a reception unit 302, and a
processing execution unit 303 are implemented in the
authentication terminal 30. In this embodiment, a case
in which the authentication terminal 30 is included in the
authentication system S is described. The authentication
terminal 30, however, may be an external device that can
hold communication to and from the authentication sys-
tem S.
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[Data Storage Unit]

[0100] The data storage unit 300 is mainly implement-
ed by the storage unit 32. The data storage unit 300 is
configured to store data required for authentication. For
example, the data storage unit 300 stores the IP address
of the server 10 and other information. The data storage
unit 300 also stores, for example, a wireless communi-
cation ID received from the user terminal 20. The data
storage unit 300 may store, for example, for each wireless
communication ID received from the user terminal 20, a
distance to the user terminal 20. To give another exam-
ple, the data storage unit 300 stores the authentication
terminal ID by which the authentication terminal 30 is
uniquely identified.

[Transmission Unit]

[0101] Thetransmission unit301isimplemented main-
ly by the control unit 31. The transmission unit 301 is
configured to transmit any data to the server 10 or the
user terminal 20. For example, the transmission unit 301
transmits the authentication terminal ID as well as a wire-
less communication ID received from the user terminal
20 to the server 10.

[Reception Unit]

[0102] The reception unit 302 is implemented mainly
by the control unit 31. The reception unit 302 is configured
toreceive any data from the server 10 or the user terminal
20. For example, the reception unit 302 receives a wire-
less communication ID from the user terminal 20 with the
use of wireless communication. In this embodiment, the
reception unit 302 receives an advertising packet in
which the wireless communication ID is stored. The re-
ception unit 302 also receives, for example, a result of
authentication from the server 10.

[Processing Execution Unit]

[0103] The processing execution unit 303 is imple-
mented mainly by the control unit 31. The processing
execution unit 303 is configured to execute predeter-
mined processing when authentication succeeds. The
predetermined processing is as described above, and is
processing allowed to be executed when authentication
is a success. In this embodiment, when authentication
succeeds, the security gate SGis unlocked. The process-
ing execution unit 303 accordingly unlocks the security
gate by, for example, causing a motor of a lock mecha-
nism to rotate, when a notification indicating success of
authentication is received, and does not unlock the se-
curity gate when a notification indicating success of au-
thentication is notreceived. The predetermined process-
ing is not limited to the example of this embodiment, and
may be any processing.
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[4. Processing executed in This Embodiment]

[0104] Processing executed in the authentication sys-
tem S is described next. Here, assignment processing
for assigning a wireless communication ID to a user and
authentication processing for executing authentication of
a user are described. Processing described below is an
example of processing executed by the function blocks
that are illustrated in FIG. 4.

[4-1. Assignment Processing]

[0105] FIG. 8 and FIG. 9 are flow charts for illustrating
an example of the assignment processing. The assign-
ment processing illustrated in FIG. 8 and FIG. 9 is exe-
cuted by the control unit 11 and the control unit 21 by
operating in accordance with a program that is stored in
the storage unit 12 and a program that is stored in the
storage unit 22, respectively. Prior to the execution of the
assignment processing, the user finishes user registra-
tion.

[0106] As illustratedin FIG. 8, the user terminal 20 ac-
tivates the application stored in the storage unit 22, based
on the user’s operation (Step S100), and transmits an
assignment request for assignment of a new wireless
communication ID to the server 10 (Step S101) . In this
embodiment, the user ID is stored in the storage unit 22
and is included in the assignment request.

[0107] The server 10 receives the assignment request
from the user terminal 20 (Step S102) and, based on the
ID database DB2, selects ten candidates in ascending
order of the user count out of all registered wireless com-
munication IDs (Step S103). The number of registered
wireless communication IDs is more than ten. It is as-
sumed here that there are, for example, several ten to
several thousand registered wireless communication
IDs, or more.

[0108] The server 10 determines whetherevery select-
ed candidate has been checked (Step S104). In Step
S104, the server 10 determines, for every candidate se-
lectedin Step S103, or Step S111 described later, wheth-
er processing of Step S105 and subsequent steps have
been executed.

[0109] When it is determined that not every selected
candidate has been checked (Step S104: N), that is,
when even one candidate is left unchecked, the server
10 selects three candidates at random from candidates
that have not been checked (Step S105). In Step S105,
the server 10 narrows the unchecked candidates down
to candidates to be processed by processing of Step
S106 and subsequent steps. When the number of un-
checked candidates is equal to or less than three, the
server 10 selects all candidates that have not been
checked.

[0110] The server 10 searches the user database DB1
based on the three candidates selected in Step S105
(Step S106). In Step S106, the server 10 creates one
query including all of the candidates selected in Step
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S105. The server 10 sends the created query to the user
database DB1 to execute the search. That is, the server
10 searches with the use of a query in which the three
candidates are compiled into one, instead of three que-
ries that correspond to the three candidates selected in
Step S105, respectively. This query is created by con-
necting the three candidates by an OR condition. The
server 10 acquires, as a result of the search, each facial
feature amount that is associated with one of the candi-
dates selected in Step S105.

[0111] The server 10 checks each facial feature
amount found in the search of Step S106 to determine
whether another user resembles the user in facial fea-
tures (that is, whether there is a facial feature amount
that is the same as or similar to the user’s facial feature
amount) (Step S107) . In Step S107, the server 10 de-
termines whether records found in the search of Step
S106 include a record of another user who resembles
the user in facial features. The server 10 calculates, for
each facial feature found in the search of Step S106, a
distance between the facial feature amount and the facial
feature amount of the user who has activated the appli-
cation (a facial feature amount stored in the user data-
base DB1 in association with the user ID included in the
assignment request). The server 10 determines whether
there is at least one distance less than a threshold value.
When not even one calculated distance is less than the
threshold value, this corresponds to the absence of an-
other user whose face resembles the user’s face.
[0112] When it is determined in Step S107 that one
candidate is not associated with another user whose face
resembles the user’s face (Step S107: one candidate),
the server 10 assigns this candidate as a wireless com-
munication ID of the user (Step S108). In Step S108, the
server 10 stores the wireless communication ID in the
user’s record in the user database DB1 to update the ID
database DB2.

[0113] When it is determined in Step S107 that a plu-
rality of candidates are not associated with another user
whose face resembles the user’s face (Step S107: plu-
rality of candidates), the server 10 assigns one of the
plurality of candidates as a wireless communication 1D
of the user (Step S109) . In Step S109, the server 10
stores the wireless communication ID in the user’s record
inthe user database DB1 to update the ID database DB2.
For example, as described with reference to FIG. 7, the
server 10 may assign a candidate associated with a facial
feature amount thatis farthest in distance from the user’s
facial feature amount, out of the plurality of candidates
that are not associated with another user whose face
resembles the user’s face.

[0114] When it is determined in Step S107 that there
is no candidate that is not associated with a user having
a similar face (Step S107: N), the processing returns to
processing of Step S104. When there is a candidate that
has not been checked, the result of the determination of
Step S104 is negative, and processing of Step S105 and
subsequent steps is executed for the candidate that has
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not been checked.

[0115] When it is determined in Step S104 that every
candidate has been checked (Step S104: Y), the
processing proceeds to a step illustrated in FIG. 9, and
the server 10 determines whether there are still wireless
communication IDs that can be selected (Step S110).
When it is determined that there are selectable wireless
communication IDs (Step S110:Y), the server 10 selects
next ten candidates in ascending order of the user count
based on the ID database DB2 (Step S111), and the
processing proceeds to the processing of Step S104. In
this case, the next ten candidates in ascending order of
the user count are candidates to be checked.

[0116] When it is determined in Step S110 that there
are no selectable wireless communication IDs (Step
S110: N), the server 10 newly issues a wireless commu-
nication ID and assigns the issued ID as a wireless com-
munication ID of the user (Step S112). In Step S112, the
server 10 newly creates a wireless communication ID.
The server 10 stores the wireless communication ID in
the user’s record in the user database DB1, and updates
the ID database DB2.

[0117] The server 10 transmits the wireless communi-
cation ID assigned to the user in Step S108, Step S109,
or Step S112 to the user terminal 20 (Step S113) . The
user terminal 20 receives the new wireless communica-
tion ID (Step S114), and overwrites the wireless commu-
nication ID stored in the storage unit 22 (Step S115), at
which point this processing is ended. The old wireless
communication ID is deleted from the user terminal 20.

[4-2. Authentication Processing]

[0118] FIG. 10is aflow chartforillustrating an example
of the authentication processing. The authentication
processingillustratedin FIG. 10is executed by the control
unit 11, the control unit 21, and the control unit 31 by
operating in accordance with a program that is stored in
the storage unit 12, a program that is stored in the storage
unit 22, and a program that is stored in the storage unit
32, respectively. Prior to the execution of the authentica-
tion processing, the user finishes user registration. When
the assignment processing is complete, there is the latest
wireless communication ID recorded in the user terminal
20.

[0119] As illustrated in FIG. 10, the user terminal 20
uses wireless communication to transmit the wireless
communication ID stored in the storage unit 22 (Step
S200). In Step S200, the user terminal 20 stores the wire-
less communication ID in an advertising packet and
transmits the advertising packet to surroundings of the
user terminal 20. The communication unit 23 is powered
on in advance. When the power of the communication
unit 23 is off, the communication unit 23 may be powered
on in response to the user’s operation, or may automat-
ically be powered on upon detection of approach to the
authentication terminal 30 with the use of position infor-
mation of GPS or the like.



25 EP 4 002 167 A1 26

[0120] The authentication terminal 30 uses wireless
communication to receive the wireless communication
ID transmitted from the user terminal 20 (Step S201) . In
Step S201, the authentication terminal 30 records the
received wireless communication ID in the storage unit
32. The wireless communication ID is deleted from the
storage unit 32 at discretionary timing. This timing is suc-
cess of authentication, the elapse of a fixed length of
time, cessation of reception of a wireless communication
ID through wireless communication, or the like.

[0121] The authentication terminal 30 acquires an im-
age based on a detection signal of the photographing
unit 36 (Step S202) . In Step S202, the authentication
terminal 30 acquires an image when detecting, from a
decrease of distance to the user terminal 20 to a value
less than a threshold value, that the user has entered the
effective authentication area A2. The authentication ter-
minal 30 transmits an authentication request including
the wireless communication ID to the server 10 (Step
S203). The authentication request is issued by transmis-
sion of data having a predetermined format, and includes,
for example, the authentication terminal ID, the wireless
communication ID, and the image.

[0122] The server 10 receives the authentication re-
quest from the authentication terminal 30 (Step S204),
and calculates a facial feature amount based on the im-
age included in the authentication request (Step S205).
The server 10 acquires each facial feature amount with
which the wireless communication ID included in the au-
thentication requestis associated, based on the user da-
tabase DB1 (Step S206) .

[0123] The server 10 executes authentication based
on the feature amount calculated in Step S205 and each
feature amount acquired in Step S206 (Step S207). In
Step S207, the server 10 calculates, for each feature
amount acquired in Step S206, a distance from the fea-
ture amount calculated in Step S205 to the acquired fea-
ture amount. When the distance to some feature amount
acquired in Step S206 is less than a threshold value,
authentication is a success. When no feature amount
acquired in Step S206 is at a distance less than the
threshold value, authentication is a failure.

[0124] When authentication fails (Step S207: failure),
the server 10 transmits an error message to the authen-
tication terminal 30 (Step S208), and this processing is
ended. In this case, the error message is displayed on
the display unit 35 of the authentication terminal 30 to
notify the user that authentication has not succeeded.
[0125] When authentication succeeds (Step S207:
success), on the other hand, the server 10 transmits suc-
cess notification indicating that authentication has suc-
ceeded to the authentication terminal 30 (Step S209).
The success notification is issued by transmission of data
having a predetermined format. The authentication ter-
minal 30 receives the success notification and unlocks
the security gate SG (Step S210), at which point this
processing is ended.

[0126] Accordingto the authentication system S of this
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embodiment, when a user is to be assigned a wireless
communication ID, a processing load on the server 10
can be lightened by selecting some of a plurality of reg-
istered wireless communication IDs as a plurality of can-
didates, and assigning a candidate that is not associated
with a facial feature amount that is the same as or similar
to the user’s facial feature amount as the user’s wireless
communication ID. The processing load on the server 10
can be lightened by, for example, reducing the number
of pieces of information indicating a facial feature amount
tobe compared, because comparison between the user’s
facial feature amount and another user’s facial feature
amount that is associated with a wireless communication
ID is not required for every wireless communication ID
in the user database DB1. A processing load on the serv-
er 10 for, for example, database search can also be light-
ened because selection of one candidate at a time and
transmission of one query at a time to the user database
DB1 are not required. In addition, the security of the au-
thentication system S can be enhanced by reliably dis-
tinguishing users who have similar facial features from
one another and thus preventing false authentication or
impersonation.

[0127] The authentication system S can also prevent
depletion of wireless communication IDs by assigning,
when there are a plurality of candidates that are not as-
sociated with a facial feature amount similar to the user’s
facial feature amount, one of the plurality of candidates
as the user’s wireless communication 1D, based on each
facial feature amount associated with one of the plurality
of candidates and on the user’s facial feature amount. A
shortage of wireless communication IDs available for use
by the authentication system S overall may be caused
by, for example, assigning a plurality of wireless commu-
nication IDs to the user. Depletion of wireless communi-
cation IDs can be prevented by assigning one suitable
wireless communication ID per user.

[0128] The authentication system S identifies, for each
candidate that is not associated with a facial feature
amount similarto the user’s facial feature amount, a facial
feature amount most similar to the user’s facial feature
amount out of pieces of information indicating a facial
feature amount that are associated with the candidate,
and compares the identified facial feature amount of one
candidate and the identified facial feature amount of an-
other candidate to acquire, as the user’'s wireless com-
munication ID, a candidate associated with the facial fea-
ture amountthatis least similar to the user’s facial feature
amount. The authentication system S can thus more re-
liably distinguish users who have similar facial features
from one another and more reliably prevent false authen-
tication or impersonation, with the result that the security
of the authentication system S is effectively enhanced.
[0129] The authentication system S acquires, for each
of a plurality of registered wireless communication IDs,
the number of pieces of information indicating a facial
feature amount that are associated with the wireless
communication ID, and selects a plurality of wireless
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communication IDs in ascending order of the acquired
number out of the plurality of registered wireless com-
munication IDs, to thereby select a plurality of candi-
dates. The authentication system S thus decreases the
number of items to be compared to the user’s facial fea-
ture amountand can consequently lighten the processing
load on the server 10 more effectively.

[0130] The authentication system S uses the selection
unit 104 to select, at random, some of a plurality of can-
didates selected in ascending order of the user count,
and repeats the random selection by the selection unit
104 and determination by the assignment unit 105 until
a candidate that is not associated with a facial feature
amount that is the same as or similar to the user’s facial
feature amount is found. The authentication system S
can thus assign a wireless communication ID suitable for
the user as well as lighten the processing load on the
server 10. The random selection also simplifies the
processing of selecting "m" candidates from "k" candi-
dates and, accordingly, the processing load on the server
10 can effectively be lightened.

[0131] When a plurality of candidates selected in as-
cending order of the user count does not include a can-
didate that is not associated with a facial feature amount
that is the same as or similar to the user’s facial feature
amount, the authentication system S selects at least one
wireless communication ID thatis nextin ascending order
of the user count, to thereby select at least one next can-
didate. The authentication system S can thus assign a
wireless communication ID suitable for the user as well
as lighten the processing load on the server 10.

[0132] The authentication system S searches the user
database DB1 in which a facial feature amount and wire-
less communication ID of each of a plurality of other users
are stored, based on one query including a plurality of
candidates, and assigns a wireless communication ID to
the user based on a result of the search of the user da-
tabase DB1. The authentication system S can thus light-
en a processing load on the server 10 for database
search.

[0133] The authentication system S receives, each
time a predetermined application recorded in the user
terminal 20 of the user is activated, an assignment re-
quest to assign a new wireless communication 1D from
the user terminal. When receiving the assignment re-
quest, the authentication system S selects a plurality of
candidates and assigns a new wireless communication
ID to the user from the plurality of candidates, to thereby
increase the frequency of updating the wireless commu-
nication ID. As a result, the user is prevented from con-
tinuing to use an old wireless communication ID, and the
security of the authentication system S can thus be en-
hanced.

[0134] The authentication system S records a wireless
communication ID assigned to the user in the user ter-
minal 20 of the user, and acquires information required
for authentication with the use of the authentication ter-
minal 30, to thereby enhance user-friendliness. For in-
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stance, asin FIG. 3, authentication can be executed with-
out requiring the user to take out the user terminal 20 or
input some information to the authentication terminal 30.
In addition, the risk of leakage of the user ID is reduced
because authentication is executable without transmit-
ting the user ID from the user terminal 20 to the authen-
tication terminal 30 as in FIG. 3.

[0135] Intheauthenticationsystem S, the userterminal
20 uses an advertising packet in a predetermined wire-
less communication standard to transmit the wireless
communication ID to the authentication terminal 30, to
thereby enable authentication without pairing. As aresult,
user-friendliness is effectively enhanced.

[0136] The authentication system S can also lighten a
processing load applied to the server 10 when biometric
authentication is executed, by using the first information
that is biometric information and the second information
that is identification information associated with the bio-
metric information.

[5. Modification Examples]

[0137] The present disclosure is not limited to the em-
bodiment described above, and can be modified suitably
without departing from the spirit of the present disclosure.

(1) For example, although a case of selecting "m"
candidates at random after selecting "k" candidates
in ascending order of the user count is described in
the embodiment, the method of selecting candidates
is not limited to the example of the embodiment. The
selection unit 104 may select candidates at random
until the total user count reaches a predetermined
count. The predetermined count may be any
number, and may be a fixed value or a variable. For
example, the selection unit 104 may select as many
candidates as possible at random after selecting "k"
candidates in ascending order of the user count, until
the total user countindicating the sum of user counts
stored in the ID database DB2 reaches a predeter-
mined count. In this modification example, the value
of "m" is variable.

[0138] Each time at least one candidate is selected at
random from the "k" candidates, the selection unit 104
adds the user count of the selected candidate to obtain
the sum of the user counts of the candidates that have
been selected. The selection unit 104 determines wheth-
er the total user count has reached the predetermined
count. Wheniitis determined that the total user count has
not reached the predetermined count, the selection unit
104 selects at least one candidate from candidates that
have not been selected. The selection of a candidate is
repeated from then on until the total user count reaches
the predetermined count. When it is determined that the
total user count has reached the predetermined count,
the selection unit 104 stops selecting a candidate.
Processing executed after the candidates are selected
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is as described in the embodiment.

[0139] According to Modification Example (1) of the
present disclosure, candidates are selected in a large
number that is not so large as to increase the processing
load on the server 10, by selecting candidates at random
until the total user count reaches a predetermined count,
and the search for a wireless communication 1D suitable
for the user is consequently facilitated. For example, as
described with reference to FIG. 7, this facilitates the
search for a wireless communication ID associated with
a facial feature amount that is longer in distance to the
user’s facial feature amount. As a result, false authenti-
cation or impersonation is more reliably prevented, and
the security of the authentication system S is effectively
enhanced.

[0140] (2) For example, although a case in which "k"
wireless communication IDs are selected as candidates
in ascending order of the user count is described in the
embodiment, the selection unit 104 may select a plurality
of candidates by selecting a plurality of wireless commu-
nication IDs in ascending order of the user count until the
total user count reaches a predetermined count. The pre-
determined count may be any number, and may be a
fixed value or a variable. That is, as many candidates as
possible may be selected in ascending order of the user
count in the manner of Modification Example (1) in the
first candidate selection by the selection unit 104 as well.
In this modification example, the value of "k" is variable.
The value of "m" may be variable as in Modification Ex-
ample (1) or may be fixed as in the embodiment.
[0141] The selection unit 104 refers to the ID database
DB2 to select at least one candidate in ascending order
of the user count. Each time a candidate is selected, the
selection unit 104 adds the user count of the selected
candidate to obtain the sum of the user counts of the
candidates that have been selected. The selection unit
104 determines whether the total user count has reached
the predetermined count. When it is determined that the
total user count has not reached the predetermined
count, the selection unit 104 selects at least one candi-
date from candidates that have not been selected in as-
cending order of the user count. The selection of a can-
didate is repeated from then on until the total user count
reaches the predetermined count. When it is determined
that the total user count has reached the predetermined
count, the selection unit 104 stops selecting a candidate.
Processing executed after the candidates are selected
is as described in the embodiment.

[0142] According to Modification Example (2) of the
present disclosure, candidates are selected in a large
number that is not so large as to increase the processing
load on the server 10, by selecting, as a plurality of can-
didates, a plurality of wireless communication IDs in as-
cending order of the user count until the total user count
reaches a predetermined count, and the search for a
wireless communication 1D suitable for the user is con-
sequently facilitated. For example, as described with ref-
erence to FIG. 7, this facilitates the search for a wireless
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communication ID associated with a facial feature
amount that is longer in distance to the user’s facial fea-
ture amount. As a result, false authentication or imper-
sonation is more reliably prevented, and the security of
the authentication system S is effectively enhanced.
[0143] (3) For example, although a case of enhancing
security by updating the wireless communication ID each
time the application is activated is described in the em-
bodiment, some users may not often activate the appli-
cation. An expiration date may therefore be set to a wire-
less communication ID so that the user is notified of ex-
piration of the expiration date, or approach to expiration
of the expiration date.

[0144] FIG. 11 is a function block diagram of Modifica-
tion Example (3) of the present disclosure. As illustrated
in FIG. 11, a setting unit 107 is implemented in Modifica-
tion Example (3) in addition to the functions described in
the embodiment. The setting unit 107 is implemented
mainly by the control unit 11. The setting unit 107 is con-
figured to set an expiration date to the wireless commu-
nication ID recorded in the user terminal 20. The expira-
tion date is stored in the user database DB1. The expi-
ration date can have any length, for example, from sev-
eral hours to several weeks. The length of the expiration
date may vary from user to user. When a wireless com-
munication ID is assigned by the assignment unit 105,
the setting unit 107 sets, as the expiration date, a point
in time that is after a predetermined length of time since
the time of assignment.

[0145] In a case in which the expiration date has
passed or a case in which expiration of the expiration
date approaches, the transmission unit 106 transmits an
activation request for requesting to activate the applica-
tion to the user. The case in which the expiration date
has passed is a case in which the current date is after
the expiration date. The case in which expiration of the
expiration date approaches is a case in which a length
from the current date to the expiration date is less than
a threshold value (for example, from several hours to
several days or so) . The current date may be acquired
by using a real-time clock, a GPS signal, or the like.
[0146] The activation request is notification for re-
questing activation of the application. The activation re-
quest is issued by transmission of data having a prede-
termined format. When receiving the activation request,
the user terminal 20 displays predetermined notification
on the display unit 25. The notification may use any meth-
od, for example, push notification, banner notification,
badge notification, or audio notification. The activation
request includes a message prompting activation of the
application. The activation request may use other media
including electronic mail, an SNS, or messaging applica-
tions.

[0147] According to Modification Example (3), an ex-
piration date is set to the wireless communication ID re-
corded in the user terminal 20 and, when the expiration
date passes or expiration of the expiration date ap-
proaches, the activation requestfor requesting to activate
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the application is transmitted to the user. The frequency
of updating the wireless communication ID can thus be
increased and, as a result, the security of the authenti-
cation system S is enhanced.

[0148] (4)Further, for example, the modification exam-
ples described above may be combined.

[0149] For example, in the description given above, a
facial feature amountis an example of the firstinformation
and a wireless communication ID is the second informa-
tion. The combination of the first information and the sec-
ond information, however, is not limited to the example
of the embodiment. A combination of any types of au-
thentication information can be employed as the first in-
formation and the second information. For instance, au-
thentication may be executed by using the first informa-
tion that is a facial feature amount and the second infor-
mation that is a passcode. To give another example, au-
thentication may be executed by using the first informa-
tion that is a fingerprint pattern and the second informa-
tion that is a wireless communication ID. To give still an-
other example, authentication may be executed by using
the first information that is a two-dimensional code and
the second information that is a personal identification
number.

[0150] Further, for example, although the embodiment
takes as an example a scene in which a user attempts
to pass the security gate SG, the authentication system
S is also applicable to a scene in which a user purchases
an article for sale or uses a service. In this case, the
authentication terminal 30 is, for example, a vending ma-
chine, a ticket vending machine, a POS terminal, or a
payment terminal at a store. When the user is success-
fully authenticated, settlement processing is executed to
allow the user to purchase an article for sale or use a
service. The application installed in the user terminal 20
in this case may be an application for electronic settle-
ment. This application is capable of various types of elec-
tronic settlement including two-dimensional code settle-
ment.

[0151] In this modification example, settlement infor-
mation may be registered in the user database DB1 in
advance so that, when one user is successfully authen-
ticated, the processing execution unit executes settle-
ment processing based on the user’s settlement infor-
mation. The settlement information referred to in the set-
tlement processing is settlement information associated
with the successfully authenticated user.

[0152] The settlement information is information re-
quired to perform settlement, for example, credit card
information, account information of an electronic value
(for example, electronic money or electronic reward
points), account information of a virtual currency, bank
account information, or debit card information. The set-
tlement information is registered at the time of user reg-
istration, or other times, and is stored in, for example, the
user database DB1 in association with the user ID. The
settlement information may be stored in a database that
is not the user database DB1.
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[0153] The server 10 is only required to execute set-
tlement processing depending on the settlement infor-
mation, for example, credit processing based on credit
card information, processing of subtracting from the bal-
ance of an electronic value, processing of subtracting
from the balance of a virtual currency, processing of with-
drawing from or depositing to abank account, or process-
ing of subtracting from the balance of an account that is
indicated by the debit card information. The server 10
does not execute the settlement processing when au-
thentication fails, and executes the settlement process-
ing when authentication succeeds.

[0154] When the settlement processing is executed, a
message to that effect is displayed on the display unit 35
of the authentication terminal 30, a terminal at the store,
or the like, and the user receives an item for sale or use
aservice. For example, when the authentication terminal
30 is a digital signage device installed at a store or a
similar location, and successful authentication notifica-
tion is received from the server 10, a message indicating
a success of authentication is displayed on the display
unit 35. A clerk at the store checks the message and then
hands over an article for sale to the user or provides a
service to the user. The message may be forwarded to
and displayed on a computer other than the authentica-
tion terminal 30, for example, a terminal operated by a
store clerk. To give another example, when the authen-
tication terminal 30 is a vending machine and successful
authentication notification is received from the server 10,
the authentication terminal 30 discharges an article for
sale specified by the user, prepares a coffee or a similar
drink, or cooks an instant or similar food product.
[0155] According to the modification examples de-
scribed above, aprocessing load on the server 10 in elec-
tronic settlement and other services can be lightened. In
addition, false authentication or impersonation among
users who resemble one another in facial features is pre-
vented, and security can accordingly be enhanced to a
more than satisfactory level.

[0156] Inanotherexample, the authentication terminal
30 is not included and a wireless communication ID may
be transmitted directly from the user terminal 20 to the
server 10. The user terminal 20 in this case uses the
photographing unit 26 to photograph the user’s face
when authentication is executed. The user terminal 20
transmits the wireless communication ID registered in
the user terminal 20 itself and the image photographed
by the photographing unit 26 to the server 10. The flow
of processing subsequent to the reception of those by
the server 10 is as described in the embodiment. When
authentication succeeds, the server 10 transmits suc-
cess notification to the user terminal 20. The user terminal
20 receives the success notification and executes pre-
determined processing. This processing can be any
processing, for example, processing of logging in to the
user terminal 20 or settlement processing.

[0157] In still another example, description has been
given of the case in which main functions are implement-
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ed in the server 10, but the functions may be shared by
a plurality of computers. For example, the functions may
be shared among the server 10, the user terminal 20,
and the authentication terminal 30. For example, the au-
thentication processing may be executed in the user ter-
minal 20 or the authentication terminal 30 instead of the
server 10. Further, for example, when the authentication
system S includes a plurality of server computers, the
functions may be shared among the plurality of server
computers. Still further, for example, the data described
as being storedin the data storage unit 100 may be stored
by a computer other than the server 10.

Claims
1. An authentication system, comprising:

authentication means for executing authentica-
tion based on pieces of first information regis-
tered in advance and pieces of second informa-
tion associated with the pieces of first informa-
tion;

selection means for selecting, when a piece of
the second information is to be assigned to a
user, a plurality of candidates that are some of
a plurality of registered pieces of the second in-
formation; and

assignment means for assigning, as the user’s
piece of the second information, one of the plu-
rality of candidates that is unassociated with
pieces of the first information that are the same
as or similar to a user’s piece of the first infor-
mation.

2. The authentication system according to claim 1,

wherein the authentication is executed based
on similarity between pieces of the first informa-
tion, and

wherein the assignment means is configured to
assign, when the plurality of candidates include
a plurality of candidates that are unassociated
with pieces of the firstinformation that are similar
to the user’s piece of the first information, one
of the plurality of candidates as the user’s piece
of the second information, based on each piece
ofthe firstinformation that is associated with one
of the plurality of candidates, and on the user’s
piece of the first information.

3. The authentication system according to claim 2,
wherein the assignment means is configured to:

identify, for each of the plurality of candidates
that are unassociated with pieces of the first in-
formation that are similar to the user’s piece of
the first information, a piece of the first informa-
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tion most similar to the user’s piece of the first
information, out of pieces of the first information
that are associated with the candidate; and
acquire, as the user’s piece of the second infor-
mation, one of the plurality of candidates that is
associated with the identified piece of the first
information that is least similar to the user’s
piece of the first information, out of the identified
piece of the first information of every one of the
plurality of candidates.

The authentication system according to any one of
claims 1 to 3, further comprising acquisition means
for acquiring, for each of the plurality of registered
pieces of the second information, a count indicating
how many pieces of the first information are associ-
ated with the registered piece of the second infor-
mation,

wherein the selection means is configured to select
the plurality of candidates by selecting a plurality of
pieces of the second information out of the plurality
of registered pieces of the second information, in as-
cending order of the acquired count.

The authentication system according to claim 4,

wherein the selection means is configured to se-
lect, at random, a plurality of candidates that are
some of the plurality of candidates selected in
ascending order of the acquired count,
wherein the assignment means is configured to
determine whether a piece of the first informa-
tion that is the same as or similar to the user’s
piece of the first information is associated with
the plurality of randomly selected candidates,
and

wherein the random selection by the selection
means and the determination by the assignment
means are repeated until the one of the plurality
of candidates that is unassociated with a piece
of the first information that is the same as or
similar to the user’s piece of the first information
is found.

The authentication system according to claim 4 or
5, wherein the selection means is configured to se-
lect, when the plurality of candidates selected in as-
cending order of the acquired count include no can-
didate that is unassociated with a piece of the first
information thatis the same as or similar to the user’s
piece of the first information, at least one next can-
didate by selecting at least one next piece of the
second information in ascending order of the ac-
quired count.

The authentication system according to claim 5 or
6, wherein the selection means is configured to se-
lect the candidates at random until a total count in-
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dicating a sum of the acquired count acquired for
every one of the plurality of registered pieces of the
second information reaches a predetermined count.

The authentication system according to any one of
claims 4 to 7, wherein the selection means is con-
figured to select the plurality of candidates by select-
ing a plurality of pieces of the second information in
ascending order of the acquired count, until the total
count reaches a predetermined count.

The authentication system according to any one of
claims 1 to 8, wherein the assignment means is con-
figured to assign a piece of the second information
to the user based on a result of a search of a data-
base, the database storing the first information and
the second information for each of a plurality of other
users, the search using one query including the plu-
rality of candidates.

The authentication system according to any one of
claims 1 to 9, further comprising reception means
for receiving an assignment request for requesting
assignment of a new piece of the second information,
from a user terminal of the user, each time a prede-
termined application recorded in the user terminal is
activated,

wherein the selection means is configured to se-
lect the plurality of candidates when the assign-
ment request is received, and

wherein the assignment means is configured to
assign a new piece of the second information to
the user from the plurality of candidates.

The authentication system according to claim 10, fur-
ther comprising:

setting means for setting an expiration date to a
piece of the second information that is recorded
in the user terminal; and

transmission means for transmitting an activa-
tion request for requesting activation of the pre-
determined application to the user when the ex-
piration date passes or expiration of the expira-
tion date approaches.

The authentication system according to any one of
claims 1 to 11,

wherein the piece of the second information that
is assigned to the user is recorded in the user
terminal of the user, and

wherein the authentication means is configured
to execute the authentication based on the us-
er's piece of the first information that is acquired
with use of an authentication terminal configured
to perform wireless communication to and from
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the user terminal, a piece of the second infor-
mation that is transmitted from the user terminal
to the authentication terminal through wireless
communication, the user’s piece of the first in-
formation that is registered in advance, and a
piece of the second information that is associ-
ated with the user’s registered piece of the first
information.

13. The authentication system according to claim 12,

wherein the user terminal is configured to trans-
mit the piece of the second information to the
authentication terminal by using an advertising
packetin a predetermined wireless communica-
tion standard, and

wherein the authentication means is configured
to execute the authentication based on the piece
of the second information transmitted by using
the advertising packet.

14. The authentication system according to any one of

claims 1 to 13,

wherein the first information is biometric infor-
mation,

wherein the second information is identification
information to be associated with the biometric
information, and

wherein the authentication means is configured
to execute the authentication based on a piece
of the biometric information that is registered in
advance and a piece of the identification infor-
mation that is associated with the registered
piece of the biometric information.

15. An authentication method, comprising the steps of:

executing authentication based on pieces of first
information registered in advance and pieces of
second information associated with the pieces
of first information;

selecting, when a piece of the second informa-
tion is to be assigned to a user, a plurality of
candidates that are some of a plurality of regis-
tered pieces of the second information; and
assigning, as the user’s piece of the second in-
formation, one of the plurality of candidates that
is unassociated with pieces of the first informa-
tion that are the same as or similar to a user’s
piece of the first information.

16. A program for causing a computer to function as:

selection means for selecting, in authentication
executed based on pieces of first information
registered in advance and pieces of second in-
formation associated with the pieces of first in-
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formation, when a piece of the second informa-
tion is to be assigned to a user, a plurality of
candidates that are some of a plurality of regis-
tered pieces of the second information; and
assignment means for assigning, as the user’s
piece of the second information, one of the plu-
rality of candidates that is unassociated with
pieces of the first information that are the same
as or similar to a user’s piece of the first infor-
mation.
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