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(54) BACKUP PROCESSING METHOD AND SERVER

(57) A backup processing method and a server are
provided. The method is applied to a backup system, and
the backup system includes a plurality of backup servers.
The method includes: dividing, by a master backup serv-
er in the plurality of backup servers, a backup task into
a plurality of child backup tasks; allocating, by the master
backup server, each child backup task to each of the
plurality of backup servers; and sending, by the master
backup server, the plurality of child backup tasks to re-
spective corresponding backup servers. According to
this method, a data backup rate can be improved.
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Description

TECHNICAL FIELD

[0001] The present invention relates to the field of data backup technologies, and in particular, to a backup processing
method and a server.

BACKGROUND

[0002] In the cloud computing and big data era, data that needs to be backed up has more various forms, for example,
a to-be-backed-up 256 TB ultra-large logical unit number (logical unit number, LUN) on a storage array, a to-be-backed-
up multi-server active-active cluster system based on shared storage, such as an Oracle real application cluster (Oracle
real application cluster, Oracle RAC), and a to-be-backed-up distributed data system serving a big data system, such
as a Cassandra (Cassandra) database. Characteristics of these production systems include: (1) There is a large amount
of data to be backed up for a single object at a time. (2) A production system of a to-be-backed-up object is a multi-
server system. (3) To-be-backed-up data is distributed differently on a plurality of servers. (4) Servers in the production
system correspond to different load.
[0003] For example, for an existing data backup method, refer to FIG. 1. FIG. 1 is a schematic diagram of an architecture
of a system applicable to an existing backup method. It can be learned from FIG. 1 that, there are different amounts of
data on all production servers, but in the existing backup method, an equal amount of to-be-backed-up data is simply
required to be obtained from each production server for backup. This leads to internal data forwarding between production
servers in a production system, and increases processing load of the production server and affects a data backup rate.
In addition, it can be further learned from FIG. 1 that, in the existing backup method, only one backup server in a backup
system is used to back up data in the production system, and other backup servers are idle. This causes a waste of
resources and a low backup rate.
[0004] In conclusion, how to fully use resources to improve a data backup rate is a problem that needs to be resolved
by a person skilled in the art.
[0005] Embodiments of the present invention disclose a backup processing method and a server, to avoid a waste of
resources and improve a data backup rate.
[0006] According to a first aspect, an embodiment of the present invention provides a backup processing method. The
method is applied to a backup system, and the backup system includes one or more master backup servers and one
or more slave backup servers. The method includes:
[0007] A master backup server in a plurality of backup servers divides a backup task into a plurality of child backup
tasks. The master backup server allocates each child backup task to each of the plurality of backup servers. The master
backup server sends the plurality of child backup tasks to respective corresponding backup servers.
[0008] In a possible implementation, the master backup server obtains first preset information, where the first preset
information includes one or more of first data distribution information and first resource consumption information, the
first data distribution information includes a first distribution status of to-be-backed-up data in a production system, the
production system includes a plurality of production servers, and the first resource consumption information includes
first resource consumption statuses respectively corresponding to the plurality of production servers. The master backup
server obtains the plurality of child backup tasks through division based on the first preset information, where the child
backup task corresponds to a backup execution server and a production execution server and is used to indicate the
backup execution server to back up to-be-backed-up data in a target range in the production execution server, the
backup execution server includes a backup server in the backup system, and the production execution server includes
one or more production servers in the production system. The master backup server sends the plurality of child backup
tasks to respective corresponding backup execution servers.
[0009] Compared with the conventional technology in which when information about the production system is unknown,
according to a simple balancing policy, an equal amount of to-be-backed-up data is required to be obtained from each
production server for backup, in this embodiment of this application, the backup task of the data in the entire production
system is divided into the plurality of child backup tasks based on analysis results/an analysis result of pre-obtained
data distribution information and/or pre-obtained resource consumption information in the production system, where
each child backup task corresponds to a range of data that the child backup task is responsible for backing up. Then,
the child backup tasks are distributed to the respective corresponding backup execution server for data backup. Therefore,
backup efficiency can be improved and load of the production server can be reduced. In addition, compared with the
conventional technology in which only one backup server in the backup system is used to back up the data in the entire
production system, in this embodiment of this application, each backup server in the backup system is fully used to back
up the data, so that backup efficiency is greatly improved.
[0010] In a possible implementation, the first preset information includes the first data distribution information, and
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that the master backup server obtains the plurality of child backup tasks through division based on the first preset
information includes: The master backup server obtains the plurality of child backup tasks through division based on the
first data distribution information, where the to-be-backed-up data in the target range includes data determined based
on a distribution status that is of the to-be-backed-up data in the production execution server and that is in the first data
distribution information.
[0011] In this embodiment of this application, because information about to-be-backed-up data on each production
server in the production system is obtained, when the to-be-backed-up data is obtained, only to-be-backed-up data in
a target production server may be required to be obtained from the server. This avoids a problem in the conventional
technology in which to-be-backed-up data that is not in the target server needs to be obtained from another production
server to be sent to the backup server, so that internal forwarding between the production servers is avoided, and
processing load of the production server is reduced. In addition, a backup rate can be improved because information
does not need to be obtained from another server.
[0012] In a possible implementation, the first preset information includes the first resource consumption information,
and that the master backup server obtains the plurality of child backup tasks through division based on the first preset
information includes: The master backup server obtains the plurality of child backup tasks through division based on the
first resource consumption information, where the child backup task includes information about one or more initial backup
rates, the one or more initial backup rates are initial backup rates that are correspondingly set based on one or more
resource consumption statuses that are of one or more production servers corresponding to the child backup task and
that are in the first resource consumption information, and the information about the initial backup rate is used to indicate
to obtain, at the initial backup rate, data from a production server corresponding to the initial backup rate.
[0013] In this embodiment of this application, a rate at which the backup server obtains the to-be-backed-up data from
the production server may be set based on a resource consumption status of the production server. A lower rate may
be set when a larger quantity of resources of the production server are consumed. A higher rate may be set when a
smaller quantity of resources of the production server are consumed. Therefore, in this embodiment of this application,
it can be effectively ensured that a backup task is completed without affecting a production service of the production server.
[0014] In a possible implementation, after the master backup server sends the plurality of child backup tasks to the
respective corresponding backup execution servers, the method further includes: The master backup server obtains
second preset information, where the second preset information includes one or more of second data distribution infor-
mation, second resource consumption information, and health status information of a server, the second data distribution
information includes a second distribution status of to-be-backed-up data in the production system, the second resource
consumption information includes second resource consumption statuses respectively corresponding to the plurality of
production servers, and the health status information of the server includes one or more of a health status of the production
server in the production system and a health status of the backup server in the backup system. The master backup
server generates adjustment information for a target child backup task based on the second preset information when
learning, through analysis based on the second preset information, that the target child backup task in the plurality of
child backup tasks needs to be adjusted, where the adjustment information is used to indicate a backup execution server
corresponding to the target child backup task to back up data based on the adjustment information. The master backup
server sends the adjustment information to the backup execution server corresponding to the target child backup task.
[0015] In this embodiment of this application, the master backup server may obtain information such as a data distri-
bution status and a resource consumption status in the production system in real time, and then analyze a change
relationship between the newly obtained information and previously obtained information. If information about the cor-
responding production server changes, the master backup server may corresponding generate adjustment information,
so that the corresponding backup execution server adjusts a backup parameter (for example, a range of to-be-backed-
up data or a backup rate) based on the adjustment information. According to this embodiment of this application, the
backup parameter in a backup process can be adjusted in real time, to ensure that both a production process and a
backup process can be successively performed.
[0016] In a possible implementation, the second preset information includes the second data distribution information,
and that the master backup server generates adjustment information for a target child backup task based on the second
preset information when learning, through analysis based on the second preset information, that the target child backup
task in the plurality of child backup tasks needs to be adjusted includes: When learning, through analysis based on the
second data distribution information, that a range that is of to-be-backed-up data and that corresponds to the target child
backup task changes, the master backup server generates, based on a data distribution status that is of a production
execution server corresponding to the target child backup task and that is in the second data distribution information,
an adjusted range that is of the to-be-backed-up data and that corresponds to the target child backup task.
[0017] In this embodiment of this application, the range that is of the to-be-backed-up data and that corresponds to
the child backup task may be adjusted based on the newly obtained data distribution information, to ensure that the to-
be-backed-up data can be completely obtained.
[0018] In a possible implementation, the second preset information includes the second resource consumption infor-
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mation, and that the master backup server generates adjustment information for a target child backup task based on
the second preset information when learning, through analysis based on the second preset information, that the target
child backup task in the plurality of child backup tasks needs to be adjusted includes: When learning, through analysis
based on the second resource consumption information, that a resource consumption status of a production execution
server corresponding to the target child backup task changes, the master backup server generates an adjusted back
rate for the target child backup task based on a resource consumption status that is of the production execution server
corresponding to the target child backup task and that is in the second resource consumption information.
[0019] In this embodiment of this application, the backup rate for the child backup task may be adjusted based on the
newly obtained resource consumption information. If the backup rate is decreased, it is ensured that the data is backed
up without affecting production. If the backup rate is increased, resources can be fully used to improve the backup rate.
[0020] In a possible implementation, the second preset information includes the health status information of the server,
and that the master backup server generates adjustment information for a target child backup task based on the second
preset information when learning, through analysis based on the second preset information, that the target child backup
task in the plurality of child backup tasks needs to be adjusted includes: If the health status information of the server
includes the health status of the production server in the production system, when learning, through analysis based on
the health status of the production server in the production system, that the production execution server corresponding
to the target child backup task is faulty, the master backup server generates, based on the health status of the production
server in the production system, information about an adjusted production execution server corresponding to the target
child backup task. If the health status information of the server includes the health status of the backup server in the
backup system, when learning, through analysis based on the health status of the backup server in the backup system,
that the backup execution server corresponding to the target child backup task is faulty, the master backup server
generates, based on the health status of the backup server in the backup system, information about a corresponding
adjusted backup execution server corresponding to the target child backup task.
[0021] In this embodiment of this application, when the production execution server or the backup execution server
is faulty, a production server or a backup server that normally runs may be replaced to continue to complete a corre-
sponding backup task, so as to ensure that a backup task of data can be successively completed, and avoid incomplete
data backup caused by the fault.
[0022] In a possible implementation, after the master backup server sends the plurality of child backup tasks to the
respective corresponding backup execution servers, the method further includes: The master backup server sends,
based on a first child backup task, a request for obtaining to-be-backed-up data to a first production execution server,
where the request for obtaining to-be-backed-up data includes information about a range of the to-be-backed-up data,
a backup execution server corresponding to the first child backup task is the master backup server, and a production
execution server corresponding to the first child backup task is the first production execution server. The master backup
server receives the to-be-backed-up data sent by the first production execution server.
[0023] In this embodiment of this application, the master backup server may also execute the child backup task to
obtain the to-be-backed-up data from the production server for backup, so that resources of the server are fully used,
and a backup rate is improved.
[0024] In a possible implementation, the request for obtaining to-be-backed-up data further includes information about
a first initial backup rate, the information about the first initial backup rate is initial backup rate information included in
the first child backup task, and that the master backup server receives the to-be-backed-up data sent by the first production
execution server includes: The master backup server receives, at the first initial backup rate, the to-be-backed-up data
sent by the first production execution server.
[0025] In a possible implementation, after the master backup server sends, based on the first child backup task, the
request for obtaining to-be-backed-up data to the first production execution server, the method further includes: The
master backup server correspondingly adjusts, based on first adjustment information, the request for obtaining to-be-
backed-up data, where an adjusted request for obtaining to-be-backed-up data includes one or more of information
about an adjusted range of to-be-backed-up data, information about an adjusted backup rate, and address information
of an adjusted production execution server, and the first adjustment information is used to indicate the master backup
server to back up data based on the first adjustment information. The master backup server sends the adjusted request
for obtaining to-be-backed-up data to the production execution server corresponding to the first child backup task.
[0026] According to a second aspect, an embodiment of the present invention provides a backup processing method.
The method is applied to a backup system, and the backup system includes one or more master backup servers and
one or more slave backup servers. The method includes:
[0027] A first backup server receives a child backup task sent by the master backup server, where the child backup
task corresponds to a production execution server and is used to indicate the first backup server to back up to-be-backed-
up data in a target range in the production execution server, the production execution server is a server in a production
system, and the first backup server is a server in the backup system. The first backup server sends, based on the child
backup task, a request for obtaining to-be-backed-up data to the production execution server, where the request for
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obtaining to-be-backed-up data includes information about a range of the to-be-backed-up data. The first backup server
receives the to-be-backed-up data sent by the production execution server.
[0028] In a possible implementation, the request for obtaining to-be-backed-up data further includes information about
an initial backup rate, and that the first backup server receives the to-be-backed-up data sent by the production execution
server includes: The first backup server receives, at the initial backup rate, the to-be-backed-up data sent by the production
execution server.
[0029] In a possible implementation, after the first backup server receives the child backup task sent by the master
backup server, the method further includes: The first backup server receives adjustment information for the child backup
task sent by the master backup server, where the adjustment information is used to indicate the first backup server to
back up data based on the adjustment information. The first backup server correspondingly adjusts, based on the
adjustment information, the request for obtaining to-be-backed-up data, where an adjusted request for obtaining to-be-
backed-up data includes one or more of information about an adjusted range of to-be-backed-up data, information about
an adjusted backup rate, and address information of an adjusted production execution server. The first backup server
sends the adjusted request for obtaining to-be-backed-up data to the production execution server corresponding to the
child backup task.
[0030] The second aspect is an embodiment corresponding to the backup execution server in the first aspect. For
beneficial effects of the second aspect, correspondingly refer to the descriptions in the first aspect. Details are not
described herein again.
[0031] According to a third aspect, an embodiment of the present invention provides a backup processing method.
The method is applied to a production system, and the production system includes a plurality of production servers. The
method includes:
[0032] A first production server obtains first preset information, where the first preset information includes one or more
of first data distribution information and first resource consumption information, the first data distribution information
includes a first distribution status of to-be-backed-up data on the first production server, and the first resource consumption
information includes a first resource consumption status of the first production server. The first production server sends
the first preset information to a master backup server, where the first preset information is used to enable the master
backup server to obtain a plurality of child backup tasks through division based on the first preset information, the child
backup task corresponds to a backup execution server and a production execution server and is used to indicate the
backup execution server to back up to-be-backed-up data in a target range in the production execution server, the master
backup server is a server in a backup system, and the backup system includes one or more master backup servers and
one or more slave backup servers that are configured to back up data in the production system.
[0033] In a possible implementation, after the first production server sends the first preset information to the master
backup server, the method further includes: The first production server receives a request for obtaining to-be-backed-
up data that is sent by a second backup server, where the request for obtaining to-be-backed-up data includes information
about a range of the to-be-backed-up data, and the second backup server is a backup server included in the backup
system. The first production server obtains the to-be-backed-up data based on the information about the range of the
to-be-backed-up data. The first production server sends the obtained to-be-backed-up data to the second backup server.
[0034] In a possible implementation, the first preset information includes the first resource consumption information,
the request for obtaining to-be-backed-up data further includes information about an initial backup rate, and the initial
backup rate is an initial backup rate that is set by the master backup server based on the obtained resource consumption
status of the first production server; and that the first production server sends the obtained to-be-backed-up data to the
second backup server includes: The first production server sends the obtained to-be-backed-up data to the second
backup server at the initial backup rate.
[0035] In a possible implementation, after the first production server sends the first preset information to the master
backup server, the method further includes: The first production server obtains second preset information, where the
second preset information includes one or more of second data distribution information, second resource consumption
information, and health status information of a server, the second data distribution information includes a second distri-
bution status of to-be-backed-up data in the production system, the second resource consumption information includes
second resource consumption statuses respectively corresponding to the plurality of production servers, and the health
status information of the server includes a health status of the first production server. The first production server sends
the second preset information to the master backup server, where the second preset information is used to enable the
master backup server to adjust, based on the second preset information, one or more of a range of to-be-backed-up
data, a backup rate, and a backup execution server that correspond to a child backup task corresponding to the first
production server.
[0036] In a possible implementation, after the first production server sends the second preset information to the master
backup server, the method further includes: The first production server receives an adjusted request for obtaining to-
be-backed-up data that is sent by a third backup server, where the adjusted request for obtaining to-be-backed-up data
includes one or more of an adjusted range of to-be-backed-up data and an adjusted backup rate, the one or more of
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the adjusted range of the to-be-backed-up data and the adjusted backup rate are sent by the master backup server to
the third backup server, and the third backup server is a backup server included in the backup system. The first production
server sends the to-be-backed-up data to the third backup server based on the adjusted request for obtaining to-be-
backed-up data.
[0037] The third aspect is an embodiment corresponding to the production execution server in the first aspect. For
beneficial effects of the third aspect, correspondingly refer to the descriptions in the first aspect. Details are not described
herein again.
[0038] According to a fourth aspect, an embodiment of the present invention provides a backup and restoration process-
ing method. The method is applied to a backup system, and the backup system includes one or more master backup
servers and one or more slave backup servers. The method includes:
[0039] A master backup server in a plurality of backup servers divides a backup and restoration task into a plurality
of child backup and restoration tasks. The master backup server allocates each child backup and restoration task to
each of the plurality of backup servers. The master backup server sends the plurality of child backup and restoration
tasks to respective corresponding backup servers.
[0040] In a possible implementation, the master backup server obtains first information, where the first information
includes third resource consumption statuses respectively corresponding to a plurality of production servers in a pro-
duction system. The master backup server obtains the plurality of child backup and restoration tasks through division
based on the first information, where the child backup and restoration task corresponds to a backup execution server
and a production execution server and is used to indicate the backup execution server to send data in a target range to
the production execution server, the backup execution server includes a backup server in the backup system, and the
production execution server includes one or more production servers in the production system. The master backup
server sends the plurality of child backup and restoration tasks to respective corresponding backup execution servers.
[0041] In this embodiment of this application, a range of to-be-restored data sent to a corresponding production server
is determined based on a resource consumption status of each of the production servers, and the backup and restoration
task is divided into a plurality of child tasks and the plurality of child tasks are distributed to a plurality of servers in the
backup system for execution. Therefore, backup and restoration efficiency is improved without affecting production.
[0042] In a possible implementation, that the master backup server obtains the plurality of child backup and restoration
tasks through division based on the first information includes: The master backup server determines load statuses of
the plurality of production servers based on the third resource consumption statuses. The master backup server sets,
based on the load statuses of the plurality of production servers, ranges of data that needs to be respectively sent to
the plurality of production servers. The master backup server obtains the plurality of child backup and restoration tasks
through division based on the ranges of the data.
[0043] In this embodiment of this application, the child backup and restoration task is obtained through division based
on the load status of the production server, to ensure that backup data can be restored without affecting production.
[0044] In a possible implementation, that the master backup server obtains the plurality of child backup and restoration
tasks through division based on the first information includes: The master backup server determines, based on the first
information, initial backup and restoration rates respectively corresponding to the plurality of production servers, where
the initial backup and restoration rate is an initial rate at which the backup execution server sends data to the corresponding
production execution server. The master backup server allocates the initial backup and restoration rates respectively
corresponding to the plurality of production servers to the child backup and restoration tasks respectively corresponding
to the plurality of production servers.
[0045] In this embodiment of this application, an initial backup and restoration rate at which a child backup and
restoration task corresponding to the production server sends data to the production server is determined based on a
resource consumption status of the production server, to effectively ensure that a backup and restoration task is completed
without affecting a production service of the production server.
[0046] In a possible implementation, after the master backup server sends the plurality of child backup and restoration
tasks to the respective corresponding backup execution servers, the method further includes: The master backup server
obtains second information, where the second information includes one or more of fourth resource consumption infor-
mation and health status information of a server, the fourth resource consumption information includes fourth resource
consumption statuses respectively corresponding to the plurality of production servers in the production system, and
the health status information of the server includes one or more of a health status of the production server in the production
system and a health status of the backup server in the backup system.
[0047] The master backup server generates adjustment information for a target child backup and restoration task
based on the second information when learning, through analysis based on the second information, that the target child
backup and restoration task in the plurality of child backup and restoration tasks needs to be adjusted, where the
adjustment information is used to indicate a backup execution server corresponding to the target child backup and
restoration task to send data to a corresponding production execution server based on the adjustment information. The
master backup server sends the adjustment information to the backup execution server corresponding to the target child
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backup and restoration task.
[0048] In this embodiment of this application, the master backup server may obtain a resource consumption status of
the production server, health status information of the production server, health status information of the backup server,
and the like in real time, and adjust a parameter of a corresponding child task in real time based on the information, to
ensure that a backup and restoration process is more effectively completed without affecting production.
[0049] In a possible implementation, the second information includes the fourth resource consumption information;
and that the master backup server generates adjustment information for a target child backup and restoration task based
on the second information when learning, through analysis based on the second information, that the target child backup
and restoration task in the plurality of child backup and restoration tasks needs to be adjusted includes:
[0050] When learning, through analysis based on the fourth resource consumption information, that a range that is of
data to be sent to the corresponding production execution server and that corresponds to the target child backup and
restoration task needs to be adjusted, the master backup server generates, based on the fourth resource consumption
information, an adjusted range that is of the data to be sent to the corresponding production execution server and that
corresponds to the target child backup and restoration task.
[0051] In a possible implementation, the second information includes the fourth resource consumption information;
and that the master backup server generates adjustment information for a target child backup and restoration task based
on the second information when learning, through analysis based on the second information, that the target child backup
and restoration task in the plurality of child backup and restoration tasks needs to be adjusted includes:
[0052] When learning, through analysis based on the fourth resource consumption information, that an initial backup
and restoration rate corresponding to the target child backup and restoration task needs to be adjusted, the master
backup server generates, based on the fourth resource consumption information, an adjusted backup and restoration
rate corresponding to the target child backup and restoration task.
[0053] In a possible implementation, the second information includes the health status of the server; and that the
master backup server generates adjustment information for a target child backup and restoration task based on the
second information when learning, through analysis based on the second information, that the target child backup and
restoration task in the plurality of child backup and restoration tasks needs to be adjusted includes:
[0054] If the health status information of the server includes the health status of the production server in the production
system, when learning, through analysis based on the health status of the production server in the production system,
that the production execution server corresponding to the target child backup and restoration task is faulty, the master
backup server generates, based on the health status of the production server in the production system, information
about an adjusted production execution server corresponding to the target child backup and restoration task.
[0055] If the health status information of the server includes the health status of the backup server in the backup
system, when learning, through analysis based on the health status of the backup server in the backup system, that the
backup execution server corresponding to the target child backup and restoration task is faulty, the master backup server
generates, based on the health status of the backup server in the backup system, information about an adjusted backup
execution server corresponding to the target child backup and restoration task.
[0056] In this embodiment of this application, when the production execution server or the backup execution server
is faulty, a production server or a backup server that normally runs may be replaced to continue to complete a corre-
sponding backup and restoration task, so as to ensure that data backup and restoration can be successively completed,
and avoid incomplete data backup and restoration caused by the fault.
[0057] In a possible implementation, after the master backup server sends the plurality of child backup and restoration
tasks to the respective corresponding backup execution servers, the method further includes: The master backup server
sends first data to a first production execution server based on a first child backup and restoration task, where the first
data includes data restored from the backup system to the first production execution server, and a backup execution
server corresponding to the first child backup and restoration task is the master backup server.
[0058] In this embodiment of this application, the master backup server may also be used as the backup execution
server to execute the corresponding child backup and restoration task.
[0059] In a possible implementation, the first child backup and restoration task includes a first initial backup and
restoration rate, and that the master backup server sends data to a first production execution server based on a first
child backup and restoration task includes: The master backup server sends the first data to the first production execution
server at the first initial backup and restoration rate based on the first child backup and restoration task.
[0060] In a possible implementation, after the master backup server sends the first data to the first production execution
server based on the first child backup and restoration task, the method further includes: The master backup server
sends, based on first adjustment information, the data to the production execution server corresponding to an adjusted
first child backup and restoration task, where the adjusted first child backup and restoration task includes the first
adjustment information, and the first adjustment information includes one or more of an adjusted range of the sent data,
an adjusted backup and restoration rate, and address information of an adjusted production execution server.
[0061] According to a fifth aspect, an embodiment of the present invention provides a backup and restoration processing
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method. The method is applied to a backup system, and the backup system includes one or more master backup servers
and one or more slave backup servers. The method includes:
[0062] A first backup server receives a child backup and restoration task sent by the master backup server, where the
child backup and restoration task corresponds to a production execution server and is used to indicate the first backup
server to send data in a preset range to the production execution server, the production execution server is a server in
a production system, and the first backup server is a slave backup server in the backup system. The first backup server
sends the data in the preset range to the production execution server based on the child backup and restoration task.
[0063] In a possible implementation, the child backup and restoration task includes an initial backup and restoration
rate, and that the first backup server sends the data in the preset range to the production execution server based on the
child backup and restoration task includes: The first backup server sends the data in the preset range to the production
execution server at the initial backup and restoration rate based on the child backup and restoration task.
[0064] In a possible implementation, after the first backup server sends the data in the preset range to the production
execution server based on the child backup and restoration task, the method further includes: The first backup server
receives adjustment information for the child backup and restoration task sent by the master backup server, where the
adjustment information is used to indicate the master backup server to send data to the production execution server
based on the adjustment information, and the adjustment information includes one or more of an adjusted range of data
to be sent to the production execution server, an adjusted backup and restoration rate, and address information of an
adjusted production execution server. The first backup server sends, based on the adjustment information, the data to
a production execution server corresponding to an adjusted child backup and restoration task.
[0065] The fifth aspect is an embodiment corresponding to the backup execution server in the fourth aspect. For
beneficial effects of the fifth aspect, correspondingly refer to the descriptions in the first aspect. Details are not described
herein again.
[0066] According to a sixth aspect, an embodiment of the present invention provides a backup and restoration process-
ing method. The method is applied to a production system, and the production system includes a plurality of production
servers. The method includes:
[0067] A first production server obtains first information, where the first information includes third resource consumption
statuses respectively corresponding to the plurality of production servers. The first production server sends the first
information to a master backup server, where the first information is used to enable the master backup server to obtain
a plurality of child backup and restoration tasks through division based on the first information, the child backup and
restoration task corresponds to a backup execution server and a production execution server and is used to indicate
the backup execution server to send data in a preset range to the production execution server, the master backup server
is a server in a backup system, and the backup system includes one or more master backup servers and one or more
slave backup servers.
[0068] In a possible implementation, after the first production server sends the first information to the master backup
server, the method further includes: The first production server receives data that is in the preset range and that is sent
by a second backup server, where the second backup server is a backup server included in the backup system.
[0069] In a possible implementation, that the first production server receives data that is in the preset range and that
is sent by a second backup server includes: The first production server receives, at an initial backup and restoration
rate, the data that is in the preset range and that is sent by the second backup server, where the initial backup and
restoration rate is an initial backup and restoration rate that is set by the master backup server based on a resource
consumption status of the first production server.
[0070] In a possible implementation, after the first production server sends the first information to the master backup
server, the method further includes: The first production server obtains second information, where the second information
includes one or more of fourth resource consumption information and health status information of a server, the fourth
resource consumption information includes fourth resource consumption statuses respectively corresponding to the
plurality of production servers in the production system, and the health status information of the server includes one or
more of a health status of the production server in the production system and a health status of the backup server in the
backup system.
[0071] The first production server sends the second information to the master backup server, where the second
information is used to enable the master backup server to adjust, based on the second information, one or more of a
backup and restoration rate, a backup execution server, and a range of data that needs to be sent to the first production
server that correspond to a child backup and restoration task corresponding to the first production server.
[0072] In a possible implementation, after the first production server sends the second information to the master backup
server, the method further includes: The first production server receives data sent by a third backup server, where the
data sent by the third backup server is data sent by the third backup server to the first production server based on
adjustment information for the child backup and restoration task corresponding to the first production server, and the
adjustment information for the child backup and restoration task corresponding to the first production server includes
one or more of an adjusted range of data to be sent to the production execution server and an adjusted backup and
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restoration rate.
[0073] The sixth aspect is an embodiment corresponding to the production execution server in the fourth aspect. For
beneficial effects of the sixth aspect, correspondingly refer to the descriptions in the first aspect. Details are not described
herein again.
[0074] According to a seventh aspect, an embodiment of the present invention provides a backup processing server.
The backup processing server is a master backup server in a backup system, the backup system further includes one
or more slave backup servers, and the backup processing server includes a processor, a memory, and a communications
module. The memory and the communications module are coupled to the processor, the memory stores a computer
program, and when executing the computer program, the processor performs the following operations:
obtaining first preset information, where the first preset information includes one or more of first data distribution infor-
mation and first resource consumption information, the first data distribution information includes a first distribution status
of to-be-backed-up data in a production system, the production system includes a plurality of production servers, and
the first resource consumption information includes first resource consumption statuses respectively corresponding to
the plurality of production servers; obtaining a plurality of child backup tasks through division based on the first preset
information, where the child backup task corresponds to a backup execution server and a production execution server
and is used to indicate the backup execution server to back up to-be-backed-up data in a target range in the production
execution server, the backup execution server includes a backup server in the backup system, and the production
execution server includes one or more production servers in the production system; and sending the plurality of child
backup tasks to respective corresponding backup execution servers by using the communications module.
[0075] In a possible implementation, the first preset information includes the first data distribution information, and the
obtaining a plurality of child backup tasks through division based on the first preset information is specifically: obtaining
the plurality of child backup tasks based on the first data distribution information, where the to-be-backed-up data in the
target range includes data determined based on a distribution status that is of the to-be-backed-up data in the production
execution server and that is in the first data distribution information.
[0076] In a possible implementation, the first preset information includes the first resource consumption information,
and the obtaining a plurality of child backup tasks through division based on the first preset information is specifically:
obtaining the plurality of child backup tasks based on the first resource consumption information, where the child backup
task includes information about one or more initial backup rates, the one or more initial backup rates are initial backup
rates that are correspondingly set based on one or more resource consumption statuses that are of one or more production
servers corresponding to the child backup task and that are in the first resource consumption information, and the
information about the initial backup rate is used to indicate to obtain, at the initial backup rate, data from a production
server corresponding to the initial backup rate.
[0077] In a possible implementation, after sending the plurality of child backup tasks to the respective corresponding
backup execution servers by using the communications modules, the processor further includes:
obtaining second preset information, where the second preset information includes one or more of second data distribution
information, second resource consumption information, and health status information of a server, the second data
distribution information includes a second distribution status of to-be-backed-up data in the production system, the
second resource consumption information includes second resource consumption statuses respectively corresponding
to the plurality of production servers, and the health status information of the server includes one or more of a health
status of the production server in the production system and a health status of the backup server in the backup system;
generating adjustment information for a target child backup task based on the second preset information when learning,
through analysis based on the second preset information, that the target child backup task in the plurality of child backup
tasks needs to be adjusted, where the adjustment information is used to indicate a backup execution server corresponding
to the target child backup task to back up data based on the adjustment information; and sending, by using the commu-
nications module, the adjustment information to the backup execution server corresponding to the target child backup task.
[0078] In a possible implementation, the second preset information includes the second data distribution information,
and the generating adjustment information for a target child backup task based on the second preset information when
learning, through analysis based on the second preset information, that the target child backup task in the plurality of
child backup tasks needs to be adjusted is specifically: when learning, through analysis based on the second data
distribution information, that a range that is of to-be-backed-up data and that corresponds to the target child backup task
changes, generating, based on a data distribution status that is of a production execution server corresponding to the
target child backup task and that is in the second data distribution information, an adjusted range that is of the to-be-
backed-up data and that corresponds to the target child backup task.
[0079] In a possible implementation, the second preset information includes the second resource consumption infor-
mation, and the generating adjustment information for a target child backup task based on the second preset information
when learning, through analysis based on the second preset information, that the target child backup task in the plurality
of child backup tasks needs to be adjusted is specifically: when learning, through analysis based on the second resource
consumption information, that a resource consumption status of a production execution server corresponding to the
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target child backup task changes, generating an adjusted back rate for the target child backup task based on a resource
consumption status that is of the production execution server corresponding to the target child backup task and that is
in the second resource consumption information.
[0080] In a possible implementation, the second preset information includes the health status information of the server,
and the generating adjustment information for a target child backup task based on the second preset information when
learning, through analysis based on the second preset information, that the target child backup task in the plurality of
child backup tasks needs to be adjusted is specifically:
if the health status information of the server includes the health status of the production server in the production system,
when learning, through analysis based on the health status of the production server in the production system, that the
production execution server corresponding to the target child backup task is faulty, generating, based on the health
status of the production server in the production system, information about an adjusted production execution server
corresponding to the target child backup task; and if the health status information of the server includes the health status
of the backup server in the backup system, when learning, through analysis based on the health status of the backup
server in the backup system, that the backup execution server corresponding to the target child backup task is faulty,
generating, based on the health status of the backup server in the backup system, information about a corresponding
adjusted backup execution server corresponding to the target child backup task.
[0081] In a possible implementation, after sending the plurality of child backup tasks to the respective corresponding
backup execution servers by using the communications module, the processor further includes: sending, based on a
first child backup task by using the communications module, a request for obtaining to-be-backed-up data to a first
production execution server, where the request for obtaining to-be-backed-up data includes information about a range
of the to-be-backed-up data, a backup execution server corresponding to the first child backup task is the backup
processing server, and a production execution server corresponding to the first child backup task is the first production
execution server; and receiving, by using the communications module, the to-be-backed-up data sent by the first pro-
duction execution server.
[0082] In a possible implementation, the request for obtaining to-be-backed-up data further includes information about
a first initial backup rate, the information about the first initial backup rate is initial backup rate information included in
the first child backup task, and the receiving, by using the communications module, the to-be-backed-up data sent by
the first production execution server is specifically: receiving, at the first initial backup rate by using the communications
module, the to-be-backed-up data sent by the first production execution server.
[0083] In a possible implementation, after sending, based on the first child backup task, the request for obtaining to-
be-backed-up data to the first production execution server, the processor further includes: correspondingly adjusting,
based on first adjustment information, the request for obtaining to-be-backed-up data, where an adjusted request for
obtaining to-be-backed-up data includes one or more of information about an adjusted range of to-be-backed-up data,
information about an adjusted backup rate, and address information of an adjusted production execution server, and
the first adjustment information is used to indicate the backup processing server to back up data based on the first
adjustment information; and sending, by using the communications module, the adjusted request for obtaining to-be-
backed-up data to the production execution server corresponding to the first child backup task.
[0084] According to an eighth aspect, an embodiment of the present invention provides a backup processing server.
The backup processing server is a slave backup server in a backup system, the backup system includes one or more
master backup servers and one or more slave backup servers, and the backup processing server includes a processor,
a memory, and a communications module. The memory and the communications module are coupled to the processor,
the memory stores a computer program, and when executing the computer program, the processor performs the following
operations:
[0085] receiving, by using the communications module, a child backup task sent by the master backup server, where
the child backup task corresponds to a production execution server and is used to indicate the processor to back up to-
be-backed-up data in a target range in the production execution server, and the production execution server is a server
in a production system; sending, based on the child backup task by using the communications module, a request for
obtaining to-be-backed-up data to the production execution server, where the request for obtaining to-be-backed-up
data includes information about a range of the to-be-backed-up data; and receiving, by using the communications module,
the to-be-backed-up data sent by the production execution server.
[0086] In a possible implementation, the request for obtaining to-be-backed-up data further includes information about
an initial backup rate, and the receiving, by using the communications module, the to-be-backed-up data sent by the
production execution server is specifically: receiving, at the initial backup rate by using the communications module, the
to-be-backed-up data sent by the production execution server.
[0087] In a possible implementation, after receiving, by using the communications module, the child backup task sent
by the master backup server, the processor further includes: receiving, by using the communications module, adjustment
information for the child backup task sent by the master backup server, where the adjustment information is used to
indicate the processor to back up data based on the adjustment information; correspondingly adjusting, based on the
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adjustment information, the request for obtaining to-be-backed-up data, where an adjusted request for obtaining to-be-
backed-up data includes one or more of information about an adjusted range of to-be-backed-up data, information about
an adjusted backup rate, and address information of an adjusted production execution server; and sending, by using
the communications module, the adjusted request for obtaining to-be-backed-up data to the production execution server
corresponding to the child backup task.
[0088] According to a ninth aspect, an embodiment of the present invention provides a backup processing server. The
backup processing server is a production server in a production system, and the backup processing server includes a
processor, a memory, and a communications module. The memory and the communications module are coupled to the
processor, the memory stores a computer program, and when executing the computer program, the processor performs
the following operations:
obtaining first preset information, where the first preset information includes one or more of first data distribution infor-
mation and first resource consumption information, the first data distribution information includes a first distribution status
of to-be-backed-up data on the backup processing server, and the first resource consumption information includes a
first resource consumption status of the backup processing server; and sending the first preset information to a master
backup server by using the communications module, where the first preset information is used to enable the master
backup server to obtain a plurality of child backup tasks through division based on the first preset information, the child
backup task corresponds to a backup execution server and a production execution server and is used to indicate the
backup execution server to back up to-be-backed-up data in a target range in the production execution server, the master
backup server is a server in a backup system, and the backup system includes one or more master backup servers and
one or more slave backup servers that are configured to back up data in the production system.
[0089] In a possible implementation, after sending the first preset information to the master backup server by using
the communications module, the processor further includes: receiving, by using the communications module, a request
for obtaining to-be-backed-up data that is sent by a second backup server, where the request for obtaining to-be-backed-
up data includes information about a range of the to-be-backed-up data, and the second backup server is a backup
server included in the backup system; obtaining the to-be-backed-up data based on the information about the range of
the to-be-backed-up data; and sending the obtained to-be-backed-up data to the second backup server by using the
communications module.
[0090] In a possible implementation, the first preset information includes the first resource consumption information,
the request for obtaining to-be-backed-up data further includes information about an initial backup rate, and the initial
backup rate is an initial backup rate that is set by the master backup server based on the obtained resource consumption
status of the backup processing server; and the sending the obtained to-be-backed-up data to the second backup server
by using the communications module is specifically: sending the obtained to-be-backed-up data to the second backup
server at the initial backup rate by using the communications module.
[0091] In a possible implementation, after sending the first preset information to the master backup server by using
the communications module, the processor further includes: obtaining second preset information, where the second
preset information includes one or more of second data distribution information, second resource consumption informa-
tion, and health status information of a server, the second data distribution information includes a second distribution
status of to-be-backed-up data in the production system, the second resource consumption information includes second
resource consumption statuses respectively corresponding to a plurality of production servers, and the health status
information of the server includes a health status of the backup processing server; and sending the second preset
information to the master backup server by using the communications module, where the second preset information is
used to enable the master backup server to adjust, based on the second preset information, one or more of a range of
to-be-backed-up data, a backup rate, and a backup execution server that correspond to a child backup task corresponding
to the backup processing server.
[0092] In a possible implementation, after sending the second preset information to the master backup server by using
the communications module, the processor further includes: receiving, by using the communications module, an adjusted
request for obtaining to-be-backed-up data that is sent by a third backup server, where the adjusted request for obtaining
to-be-backed-up data includes one or more of an adjusted range of to-be-backed-up data and an adjusted backup rate,
the one or more of the adjusted range of the to-be-backed-up data and the adjusted backup rate are sent by the master
backup server to the third backup server, and the third backup server is a backup server included in the backup system;
and sending, by using the communications module, the to -be-backed-up data to the third backup server based on the
adjusted request for obtaining to-be-backed-up data.
[0093] According to a tenth aspect, an embodiment of the present invention provides a backup processing server.
The backup processing server is a master backup server in a backup system, the backup system further includes one
or more slave backup servers, and the backup processing server includes:
a division unit, configured to divide a backup task into a plurality of child backup tasks; an allocation unit, configured to
allocate each child backup task to each of a plurality of backup servers; and a sending unit, configured to send the
plurality of child backup tasks to respective corresponding backup servers.
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[0094] In a possible implementation, the backup processing server further includes an obtaining unit, configured to
obtain first preset information, where the first preset information includes one or more of first data distribution information
and first resource consumption information, the first data distribution information includes a first distribution status of to-
be-backed-up data in a production system, the production system includes a plurality of production servers, and the first
resource consumption information includes first resource consumption statuses respectively corresponding to the plurality
of production servers. The division unit is further configured to obtain the plurality of child backup tasks through division
based on the first preset information, where the child backup task corresponds to a backup execution server and a
production execution server and is used to indicate the backup execution server to back up to-be-backed-up data in a
target range in the production execution server, the backup execution server includes a backup server in the backup
system, and the production execution server includes one or more production servers in the production system.
[0095] In a possible implementation, the first preset information includes the first data distribution information, and
that the division unit is configured to obtain the plurality of child backup tasks through division based on the first preset
information is specifically: obtaining the plurality of child backup tasks based on the first data distribution information,
where the to-be-backed-up data in the target range includes data determined based on a distribution status that is of
the to-be-backed-up data in the production execution server and that is in the first data distribution information.
[0096] In a possible implementation, the first preset information includes the first resource consumption information,
and the division unit is configured to obtain the plurality of child backup tasks through division based on the first preset
information is specifically: obtaining the plurality of child backup tasks based on the first resource consumption information,
where the child backup task includes information about one or more initial backup rates, the one or more initial backup
rates are initial backup rates that are correspondingly set based on one or more resource consumption statuses that
are of one or more production servers corresponding to the child backup task and that are in the first resource consumption
information, and the information about the initial backup rate is used to indicate to obtain, at the initial backup rate, data
from a production server corresponding to the initial backup rate.
[0097] In a possible implementation, the backup processing server further includes a generation unit. The obtaining
unit is further configured to obtain second preset information after the sending unit sends the plurality of child backup
tasks to respective corresponding backup execution servers, where the second preset information includes one or more
of second data distribution information, second resource consumption information, and health status information of a
server, the second data distribution information includes a second distribution status of to-be-backed-up data in the
production system, the second resource consumption information includes second resource consumption statuses re-
spectively corresponding to the plurality of production servers, and the health status information of the server includes
one or more of a health status of the production server in the production system and a health status of the backup server
in the backup system. The generation unit is configured to generate adjustment information for a target child backup
task based on the second preset information when learning, through analysis based on the second preset information,
that the target child backup task in the plurality of child backup tasks needs to be adjusted, where the adjustment
information is used to indicate a backup execution server corresponding to the target child backup task to back up data
based on the adjustment information. The sending unit is further configured to send the adjustment information to the
backup execution server corresponding to the target child backup task.
[0098] In a possible implementation, the second preset information includes the second data distribution information,
and that the generation unit is configured to generate adjustment information for a target child backup task based on
the second preset information when learning, through analysis based on the second preset information, that the target
child backup task in the plurality of child backup tasks needs to be adjusted is specifically: when learning, through analysis
based on the second data distribution information, that a range that is of to-be-backed-up data and that corresponds to
the target child backup task changes, generating, based on a data distribution status that is of a production execution
server corresponding to the target child backup task and that is in the second data distribution information, an adjusted
range that is of the to-be-backed-up data and that corresponds to the target child backup task.
[0099] In a possible implementation, the second preset information includes the second resource consumption infor-
mation, and that the generation unit is configured to generate adjustment information for a target child backup task based
on the second preset information when learning, through analysis based on the second preset information, that the
target child backup task in the plurality of child backup tasks needs to be adjusted is specifically: when learning, through
analysis based on the second resource consumption information, that a resource consumption status of a production
execution server corresponding to the target child backup task changes, generating an adjusted back rate for the target
child backup task based on a resource consumption status that is of the production execution server corresponding to
the target child backup task and that is in the second resource consumption information.
[0100] In a possible implementation, the second preset information includes the health status information of the server,
and that the generation unit is configured to generate adjustment information for a target child backup task based on
the second preset information when learning, through analysis based on the second preset information, that the target
child backup task in the plurality of child backup tasks needs to be adjusted is specifically: if the health status information
of the server includes the health status of the production server in the production system, when learning, through analysis
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based on the second preset information, that the production execution server corresponding to the target child backup
task is faulty, generating, based on the health status of the production server in the production system, information about
a corresponding adjusted production execution server corresponding to the target child backup task; and if the health
status information of the server includes the health status of the backup server in the backup system, when learning,
through analysis based on the second preset information, that the backup execution server corresponding to the target
child backup task is faulty, generating, based on the health status of the backup server in the backup system, information
about a corresponding adjusted backup execution server corresponding to the target child backup task.
[0101] In a possible implementation, the backup processing server further includes a receiving unit. The sending unit
is further configured to: after sending the plurality of child backup tasks to the respective corresponding backup execution
servers, send, based on a first child backup task, a request for obtaining to-be-backed-up data to a first production
execution server, where the request for obtaining to-be-backed-up data includes information about a range of the to-be-
backed-up data, a backup execution server corresponding to the first child backup task is the backup processing server,
and a production execution server corresponding to the first child backup task is the first production execution server.
The receiving unit is configured to receive the to-be-backed-up data sent by the first production execution server.
[0102] In a possible implementation, the request for obtaining to-be-backed-up data further includes information about
a first initial backup rate, the information about the first initial backup rate is initial backup rate information included in
the first child backup task, and that the receiving unit is configured to receive the to-be-backed-up data sent by the first
production execution server is specifically: receiving, at the first initial backup rate, the to-be-backed-up data sent by the
first production execution server.
[0103] In a possible implementation, the backup processing server further includes an adjustment unit, configured to:
after the sending unit sends, based on the first child backup task, the request for obtaining to-be-backed-up data to the
first production execution server, correspondingly adjust, based on first adjustment information, the request for obtaining
to-be-backed-up data, where an adjusted request for obtaining to-be-backed-up data includes one or more of information
about an adjusted range of to-be-backed-up data, information about an adjusted backup rate, and address information
of an adjusted production execution server, and the first adjustment information is used to indicate the backup processing
server to back up data based on the first adjustment information. The sending unit is further configured to send the
adjusted request for obtaining to-be-backed-up data to the production execution server corresponding to the first child
backup task.
[0104] According to an eleventh aspect, an embodiment of the present invention provides a backup processing server.
The backup processing server is a slave backup server in a backup system, and the backup system includes one or
more master backup servers and one or more slave backup servers. The backup processing server includes: a receiving
unit, configured to receive a child backup task sent by the master backup server, where the child backup task corresponds
to a production execution server and is used to indicate the backup processing server to back up to-be-backed-up data
in a target range in the production execution server, and the production execution server is a server in a production
system; and a sending unit, configured to send, based on the child backup task, a request for obtaining to-be-backed-
up data to the production execution server, where the request for obtaining to-be-backed-up data includes information
about a range of the to-be-backed-up data. The receiving unit is further configured to receive the to-be-backed-up data
sent by the production execution server.
[0105] In a possible implementation, the request for obtaining to-be-backed-up data further includes information about
an initial backup rate, and the receiving unit is further configured to receive the to-be-backed-up data sent by the
production execution server is specifically: receiving, at the initial backup rate, the to-be-backed-up data sent by the
production execution server.
[0106] In a possible implementation, the backup processing server further includes an adjustment unit. The receiving
unit is further configured to: after receiving the child backup task sent by the master backup server, receive adjustment
information for the child backup task sent by the master backup server, where the adjustment information is used to
indicate the backup processing server to back up data based on the adjustment information. The adjustment unit is
configured to correspondingly adjust, based on the adjustment information, the request for obtaining to-be-backed-up
data, where an adjusted request for obtaining to-be-backed-up data includes one or more of information about an adjusted
range of to-be-backed-up data, information about an adjusted backup rate, and address information of an adjusted
production execution server. The sending unit is further configured to send the adjusted request for obtaining to-be-
backed-up data to the production execution server corresponding to the child backup task.
[0107] According to a twelfth aspect, an embodiment of the present invention provides a backup processing server.
The backup processing server is a production server in a production system, and the backup processing server includes:
an obtaining unit, configured to obtain first preset information, where the first preset information includes one or more
of first data distribution information and first resource consumption information, the first data distribution information
includes a first distribution status of to-be-backed-up data on the backup processing server, and the first resource
consumption information includes a first resource consumption status of the backup processing server; and a sending
unit, configured to send the first preset information to a master backup server, where the first preset information is used
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to enable the master backup server to obtain a plurality of child backup tasks through division based on the first preset
information, the child backup task corresponds to a backup execution server and a production execution server and is
used to indicate the backup execution server to back up to-be-backed-up data in a target range in the production execution
server, the master backup server is a server in a backup system, and the backup system includes one or more master
backup servers and one or more slave backup servers that are configured to back up data in the production system.
[0108] In a possible implementation, the backup processing server further includes a receiving unit, configured to:
after the sending unit sends the first preset information to the master backup server, receive a request for obtaining to-
be-backed-up data that is sent by a second backup server, where the request for obtaining to-be-backed-up data includes
information about a range of the to-be-backed-up data, and the second backup server is a backup server included in
the backup system. The obtaining unit is further configured to obtain the to-be-backed-up data based on the information
about the range of the to-be-backed-up data. The sending unit is further configured to send the obtained to-be-backed-
up data to the second backup server.
[0109] In a possible implementation, the first preset information includes the first resource consumption information,
the request for obtaining to-be-backed-up data further includes information about an initial backup rate, and the initial
backup rate is an initial backup rate that is set by the master backup server based on the obtained resource consumption
status of the backup processing server; and that the sending unit is further configured to send the obtained to-be-backed-
up data to the second backup server is specifically: sending the obtained to-be-backed-up data to the second backup
server at the initial backup rate.
[0110] In a possible implementation, the obtaining unit is further configured to obtain second preset information after
the sending unit sends the first preset information to the master backup server, where the second preset information
includes one or more of second data distribution information, second resource consumption information, and health
status information of a server, the second data distribution information includes a second distribution status of to-be-
backed-up data in the production system, the second resource consumption information includes second resource
consumption statuses respectively corresponding to the plurality of production servers, and the health status information
of the server includes a health status of the backup processing server. The sending unit is further configured to send
the second preset information to the master backup server, where the second preset information is used to enable the
master backup server to adjust, based on the second preset information, one or more of a range of to-be-backed-up
data, a backup rate, and a backup execution server that correspond to a child backup task corresponding to the backup
processing server.
[0111] In a possible implementation, the backup processing server further includes a receiving unit, configured to:
after the sending unit sends the second preset information to the master backup server, receive an adjusted request for
obtaining to-be-backed-up data that is sent by a third backup server, where the adjusted request for obtaining to-be-
backed-up data includes one or more of an adjusted range of to-be-backed-up data and an adjusted backup rate, the
one or more of the adjusted range of the to-be-backed-up data and the adjusted backup rate are sent by the master
backup server to the third backup server, and the third backup server is a backup server included in the backup system.
The sending unit is further configured to send the to-be-backed-up data to the third backup server based on the adjusted
request for obtaining to-be-backed-up data.
[0112] According to a thirteenth aspect, an embodiment of the present invention provides a backup and restoration
processing server. The backup and restoration processing server is a master backup server in a backup system, the
backup system includes one or more master backup servers and one or more slave backup servers, and the backup
and restoration processing server includes a processor, a memory, and a communications module. The memory and
the communications module are coupled to the processor, the memory stores a computer program, and when executing
the computer program, the processor performs the following operations:

obtaining first information, where the first information includes third resource consumption statuses respectively
corresponding to a plurality of production servers in a production system;
obtaining a plurality of child backup and restoration tasks through division based on the first information, where the
child backup and restoration task corresponds to a backup execution server and a production execution server and
is used to indicate the backup execution server to send data in a preset range to the production execution server,
the backup execution server includes a backup server in the backup system, and the production execution server
includes one or more production servers in the production system; and
sending the plurality of child backup and restoration tasks to respective corresponding backup execution servers
by using the communications modules.

[0113] In a possible implementation, the obtaining a plurality of child backup and restoration tasks through division
based on the first information includes:

determining load statuses of the plurality of production servers based on the third resource consumption statuses;
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setting, based on the load statuses of the plurality of production servers, ranges of data that needs to be respectively
sent to the plurality of production servers; and
obtaining, by the master backup server, the plurality of child backup and restoration tasks through division based
on the ranges of the data.

[0114] In a possible implementation, the obtaining a plurality of child backup and restoration tasks through division
based on the first information includes:

determining, based on the first information, initial backup and restoration rates respectively corresponding to the
plurality of production servers, where the initial backup and restoration rate is an initial rate at which the backup
execution server sends data to the corresponding production execution server; and
allocating the initial backup and restoration rates respectively corresponding to the plurality of production servers
to child backup and restoration tasks respectively corresponding to the plurality of production servers.

[0115] In a possible implementation, after sending the plurality of child backup and restoration tasks to the respective
corresponding backup execution servers by using the communications modules, the processor further includes:

obtaining second information, where the second information includes one or more of fourth resource consumption
information and health status information of a server, the fourth resource consumption information includes fourth
resource consumption statuses respectively corresponding to the plurality of production servers in the production
system, and the health status information of the server includes one or more of a health status of the production
server in the production system and a health status of the backup server in the backup system;
generating adjustment information for a target child backup and restoration task based on the second information
when learning, through analysis based on the second information, that the target child backup and restoration task
in the plurality of child backup and restoration tasks needs to be adjusted, where the adjustment information is used
to indicate a backup execution server corresponding to the target child backup and restoration task to send data to
a corresponding production execution server based on the adjustment information; and
sending, by using the communications modules, the adjustment information to the backup execution server corre-
sponding to the target child backup and restoration task.

[0116] In a possible implementation, the second information includes the fourth resource consumption information,
and the generating adjustment information for a target child backup and restoration task based on the second information
when learning, through analysis based on the second information, that the target child backup and restoration task in
the plurality of child backup and restoration tasks needs to be adjusted includes:
when learning, through analysis based on the fourth resource consumption information, that a range that is of data to
be sent to the corresponding production execution server and that corresponds to the target child backup and restoration
task needs to be adjusted, generating, based on the fourth resource consumption information, an adjusted range that
is of the data to be sent to the corresponding production execution server and that corresponds to the target child backup
and restoration task.
[0117] In a possible implementation, the second information includes the fourth resource consumption information,
and the generating adjustment information for a target child backup and restoration task based on the second information
when learning, through analysis based on the second information, that the target child backup and restoration task in
the plurality of child backup and restoration tasks needs to be adjusted includes:
when learning, through analysis based on the fourth resource consumption information, that an initial backup and res-
toration rate corresponding to the target child backup and restoration task needs to be adjusted, generating, based on
the fourth resource consumption information, an adjusted backup and restoration rate corresponding to the target child
backup and restoration task.
[0118] In a possible implementation, the second information includes the health status information of the server, and
the generating adjustment information for a target child backup and restoration task based on the second information
when learning, through analysis based on the second information, that the target child backup and restoration task in
the plurality of child backup and restoration tasks needs to be adjusted includes:

if the health status information of the server includes the health status of the production server in the production
system, when learning, through analysis based on the health status of the production server in the production system,
that the production execution server corresponding to the target child backup and restoration task is faulty, generating,
based on the health status of the production server in the production system, information about an adjusted production
execution server corresponding to the target child backup and restoration task; and
if the health status information of the server includes the health status of the backup server in the backup system,
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when learning, through analysis based on the health status of the backup server in the backup system, that the
backup execution server corresponding to the target child backup and restoration task is faulty, generating, based
on the health status of the backup server in the backup system, information about an adjusted backup execution
server corresponding to the target child backup and restoration task.

[0119] In a possible implementation, after sending the plurality of child backup and restoration tasks to the respective
corresponding backup execution servers by using the communications modules, the processor further includes:
sending first data to a first production execution server based on a first child backup and restoration task by using the
communications module, where the first data includes data restored from the backup system to the first production
execution server, and a backup execution server corresponding to the first child backup and restoration task is the
backup and restoration processing server.
[0120] In a possible implementation, the first child backup and restoration task includes a first initial backup and
restoration rate, and the sending data to a first production execution server based on a first child backup and restoration
task by using the communications module includes:
sending the first data to the first production execution server at the first initial backup and restoration rate based on the
first child backup and restoration task by using the communications module.
[0121] In a possible implementation, after sending the first data to the first production execution server based on the
first child backup and restoration task by using the communications module, the processor further includes:
sending, based on first adjustment information by using the communications module, the data to the production execution
server corresponding to an adjusted first child backup and restoration task, where the adjusted first child backup and
restoration task includes the first adjustment information, and the first adjustment information includes one or more of
an adjusted range of the sent data, an adjusted backup and restoration rate, and address information of an adjusted
production execution server.
[0122] According to a fourteenth aspect, an embodiment of the present invention provides a backup and restoration
processing server. The backup and restoration processing server is a slave backup server in a backup system, the
backup system includes one or more master backup servers and one or more slave backup servers, and the backup
and restoration processing server includes a processor, a memory, and a communications module. The memory and
the communications module are coupled to the processor, the memory stores a computer program, and when executing
the computer program, the processor performs the following operations:

receiving, by using the communications module, a child backup and restoration task sent by the master backup
server, where the child backup and restoration task corresponds to a production execution server and is used to
indicate the backup and restoration processing server to send data in a preset range to the production execution
server, the production execution server is a server in a production system, and the backup and restoration processing
server is a slave backup server in the backup system; and
sending the data in the preset range to the production execution server based on the child backup and restoration
task by using the communications module.

[0123] In a possible implementation, the child backup and restoration task includes an initial backup and restoration
rate, and the sending the data in the preset range to the production execution server based on the child backup and
restoration task by using the communications module includes:
sending the data in the preset range to the production execution server at the initial backup and restoration rate based
on the child backup and restoration task by using the communications module.
[0124] In a possible implementation, after sending the data in the preset range to the production execution server
based on the child backup and restoration task by using the communications module, the processor further includes:

receiving, by using the communications module, adjustment information for the child backup and restoration task
sent by the master backup server, where the adjustment information is used to indicate the master backup server
to send the data to the production execution server based on the adjustment information, and the adjustment
information includes one or more of an adjusted range of data to be sent to the production execution server, an
adjusted backup and restoration rate, and address information of an adjusted production execution server; and
sending, based on the adjustment information by using the communications module, the data to a production exe-
cution server corresponding to an adjusted child backup and restoration task.

[0125] According to a fifteenth aspect, an embodiment of the present invention provides a backup and restoration
processing server. The backup and restoration processing server is a production server in a production system, and the
backup and restoration processing server includes a processor, a memory, and a communications module. The memory
and the communications module are coupled to the processor, the memory stores a computer program, and when



EP 4 016 305 A1

17

5

10

15

20

25

30

35

40

45

50

55

executing the computer program, the processor performs the following operations:

obtaining first information, where the first information includes third resource consumption statuses respectively
corresponding to a plurality of production servers; and
sending the first information to a master backup server by using the communications module, where the first infor-
mation is used to enable the master backup server to obtain a plurality of child backup and restoration tasks through
division based on the first information, the child backup and restoration task corresponds to a backup execution
server and a production execution server and is used to indicate the backup execution server to send data in a
preset range to the production execution server, the master backup server is a server in a backup system, and the
backup system includes one or more master backup servers and one or more slave backup servers.

[0126] In a possible implementation, after sending the first information to the master backup server by using the
communications module, the processor further includes: receiving, by using the communications module, data that is
in the preset range and that is sent by a second backup server, where the second backup server is a backup server
included in the backup system.
[0127] In a possible implementation, the receiving, by using the communications module, data that is in the preset
range and that is sent by a second backup server includes: receiving, at an initial backup and restoration rate by using
the communications module, the data that is in the preset range and that is sent by the second backup server, where
the initial backup and restoration rate is an initial backup and restoration rate that is set by the master backup server
based on a resource consumption status of the backup and restoration processing server.
[0128] In a possible implementation, after sending the first information to the master backup server by using the
communications module, the processor further includes:

obtaining second information, where the second information includes one or more of fourth resource consumption
information and health status information of a server, the fourth resource consumption information includes fourth
resource consumption statuses respectively corresponding to the plurality of production servers in the production
system, and the health status information of the server includes one or more of a health status of the production
server in the production system and a health status of the backup server in the backup system; and
sending the second information to the master backup server by using the communications module, where the second
information is used to enable the master backup server to adjust, based on the second information, one or more of
a backup and restoration rate, a backup execution server, and a range of data that needs to be sent to the backup
and restoration processing server that correspond to a child backup and restoration task corresponding to the backup
and restoration processing server.

[0129] In a possible implementation, after sending the second information to the master backup server by using the
communications module, the processor further includes: receiving, by using the communications module, data sent by
a third backup server, where the data sent by the third backup server is data sent by the third backup server to the
backup and restoration processing server based on adjustment information for the child backup and restoration task
corresponding to the backup and restoration processing server, and the adjustment information for the child backup and
restoration task corresponding to the backup and restoration processing server includes one or more of an adjusted
range of data to be sent to the production execution server and an adjusted backup and restoration rate.
[0130] According to a sixteenth aspect, an embodiment of the present invention provides a backup and restoration
processing server. The backup and restoration processing server is a master backup server in a backup system, the
backup system includes one or more master backup servers and one or more slave backup servers, and the backup
and restoration processing server includes:
a division unit, configured to divide a backup and restoration task into a plurality of child backup and restoration tasks;
an allocation unit, configured to allocate each child backup and restoration task to each of a plurality of backup servers;
and a sending unit, configured to send the plurality of child backup and restoration tasks to respective corresponding
backup servers.
[0131] In a possible implementation, the backup and restoration processing server further includes an obtaining unit,
configured to obtain first information, where the first information includes third resource consumption statuses respectively
corresponding to a plurality of production servers in a production system; and
the division unit is further configured to obtain the plurality of child backup and restoration tasks through division based
on the first information, where the child backup and restoration task corresponds to a backup execution server and a
production execution server and is used to indicate the backup execution server to send data in a preset range to the
production execution server, the backup execution server includes a backup server in the backup system, and the
production execution server includes one or more production servers in the production system.
[0132] In a possible implementation, the division unit further includes a determining unit, a setting unit, and a unit for
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obtaining a child task through division. The determining unit is configured to determine load statuses of the plurality of
production servers based on the third resource consumption statuses. The setting unit is configured to set, based on
the load statuses of the plurality of production servers, ranges of data that needs to be respectively sent to the plurality
of production servers. The unit for obtaining a child task through division is configured to obtain, by the master backup
server, the plurality of child backup and restoration tasks through division based on the ranges of the data.
[0133] In a possible implementation, the division unit further includes a determining unit and an allocation unit.
[0134] The determining unit is configured to determine, based on the first information, initial backup and restoration
rates respectively corresponding to the plurality of production servers, where the initial backup and restoration rate is
an initial rate at which the backup execution server sends data to the corresponding production execution server.
[0135] The allocation unit is configured to allocate the initial backup and restoration rates respectively corresponding
to the plurality of production servers to child backup and restoration tasks respectively corresponding to the plurality of
production servers.
[0136] In a possible implementation, the backup and restoration processing server further includes a generation unit.
[0137] The obtaining unit is further configured to obtain second information after the sending unit sends the plurality
of child backup and restoration tasks to the respective corresponding backup execution servers, where the second
information includes one or more of fourth resource consumption information and health status information of a server,
the fourth resource consumption information includes fourth resource consumption statuses respectively corresponding
to the plurality of production servers in the production system, and the health status information of the server includes
one or more of a health status of the production server in the production system and a health status of the backup server
in the backup system.
[0138] The generation unit is configured to generate adjustment information for a target child backup and restoration
task based on the second information when learning, through analysis based on the second information, that the target
child backup and restoration task in the plurality of child backup and restoration tasks needs to be adjusted, where the
adjustment information is used to indicate a backup execution server corresponding to the target child backup and
restoration task to send data to a corresponding production execution server based on the adjustment information.
[0139] The sending unit is further configured to send the adjustment information to the backup execution server
corresponding to the target child backup and restoration task.
[0140] In a possible implementation, the second information includes the fourth resource consumption information,
and that the generation unit is configured to generate adjustment information for a target child backup and restoration
task based on the second information when learning, through analysis based on the second information, that the target
child backup and restoration task in the plurality of child backup and restoration tasks needs to be adjusted includes:
when learning, through analysis based on the fourth resource consumption information, that a range that is of data to
be sent to the corresponding production execution server and that corresponds to the target child backup and restoration
task needs to be adjusted, generating, based on the fourth resource consumption information, an adjusted range that
is of the data to be sent to the corresponding production execution server and that corresponds to the target child backup
and restoration task.
[0141] In a possible implementation, the second information includes the fourth resource consumption information,
and that the generation unit is configured to generate adjustment information for a target child backup and restoration
task based on the second information when learning, through analysis based on the second information, that the target
child backup and restoration task in the plurality of child backup and restoration tasks needs to be adjusted includes:
when learning, through analysis based on the fourth resource consumption information, that an initial backup and res-
toration rate corresponding to the target child backup and restoration task needs to be adjusted, generating, based on
the fourth resource consumption information, an adjusted backup and restoration rate corresponding to the target child
backup and restoration task.
[0142] In a possible implementation, the second information includes the health status information of the server, and
that the generation unit is configured to generate adjustment information for a target child backup and restoration task
based on the second information when learning, through analysis based on the second information, that the target child
backup and restoration task in the plurality of child backup and restoration tasks needs to be adjusted includes:

if the health status information of the server includes the health status of the production server in the production
system, the generation unit is configured to: when learning, through analysis based on the health status of the
production server in the production system, that the production execution server corresponding to the target child
backup and restoration task is faulty, generate, based on the health status of the production server in the production
system, information about an adjusted production execution server corresponding to the target child backup and
restoration task; and
if the health status information of the server includes the health status of the backup server in the backup system,
the generation unit is configured to: when learning, through analysis based on the health status of the backup server
in the backup system, that the backup execution server corresponding to the target child backup and restoration
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task is faulty, generate, based on the health status of the backup server in the backup system, information about
an adjusted backup execution server corresponding to the target child backup and restoration task.

[0143] In a possible implementation, the sending unit is further configured to send first data to a first production
execution server based on a first child backup and restoration task after sending the plurality of child backup and
restoration tasks to the respective corresponding backup execution servers, where the first data includes data restored
from the backup system to the first production execution server, and a backup execution server corresponding to the
first child backup and restoration task is the backup and restoration processing server.
[0144] In a possible implementation, the first child backup and restoration task includes a first initial backup and
restoration rate, and that the sending unit is further configured to send data to a first production execution server based
on a first child backup and restoration task is specifically: sending the first data to the first production execution server
at the first initial backup and restoration rate based on the first child backup and restoration task.
[0145] In a possible implementation, the sending unit is further configured to: after sending the first data to the first
production execution server based on the first child backup and restoration task, send, based on first adjustment infor-
mation, the data to the production execution server corresponding to an adjusted first child backup and restoration task,
where the adjusted first child backup and restoration task includes the first adjustment information, and the first adjustment
information includes one or more of an adjusted range of the sent data, an adjusted backup and restoration rate, and
address information of an adjusted production execution server.
[0146] According to a seventeenth aspect, an embodiment of the present invention provides a backup and restoration
processing server. The backup and restoration processing server is a slave backup server in a backup system, the
backup system includes one or more master backup servers and one or more slave backup servers, and the backup
processing server includes:

a receiving unit, configured to receive a child backup and restoration task sent by the master backup server, where
the child backup and restoration task corresponds to a production execution server and is used to indicate the
backup and restoration processing server to send data in a preset range to the production execution server, the
production execution server is a server in a production system, and the backup and restoration processing server
is a slave backup server in the backup system; and
a sending unit, configured to send the data in the preset range to the production execution server based on the child
backup and restoration task.

[0147] In a possible implementation, the child backup and restoration task includes an initial backup and restoration
rate, and that a sending unit is configured to send the data in the preset range to the production execution server based
on the child backup and restoration task is specifically: send the data in the preset range to the production execution
server at the initial backup and restoration rate based on the child backup and restoration task.
[0148] In a possible implementation, the receiving unit is further configured to: after the sending unit sends the data
in the preset range to the production execution server based on the child backup and restoration task, receive adjustment
information for the child backup and restoration task sent by the master backup server, where the adjustment information
is used to indicate the master backup server to send data to the production execution server based on the adjustment
information, and the adjustment information includes one or more of an adjusted range of data to be sent to the production
execution server, an adjusted backup and restoration rate, and address information of an adjusted production execution
server.
[0149] The sending unit is further configured to send, based on the adjustment information, the data to a production
execution server corresponding to an adjusted child backup and restoration task.
[0150] According to an eighteenth aspect, an embodiment of the present invention provides a backup and restoration
processing server. The backup and restoration processing server is a production server in a production system, and the
backup and restoration processing server includes:

an obtaining unit, configured to obtain first information, where the first information includes third resource consumption
statuses respectively corresponding to the plurality of production servers; and
a sending unit, configured to send the first information to a master backup server, where the first information is used
to enable the master backup server to obtain a plurality of child backup and restoration tasks through division based
on the first information, the child backup and restoration task corresponds to a backup execution server and a
production execution server and is used to indicate the backup execution server to send data in a preset range to
the production execution server, the master backup server is a server in a backup system, and the backup system
includes one or more master backup servers and one or more slave backup servers.

[0151] In a possible implementation, the backup and restoration processing server further includes a receiving unit,
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configured to: after the sending unit sends the first information to the master backup server, receive data that is in the
preset range and that is sent by a second backup server, where the second backup server is a backup server included
in the backup system.
[0152] In a possible implementation, that a receiving unit is configured to receive data that is in the preset range and
that is sent by a second backup server is specifically: receiving, at an initial backup and restoration rate, the data that
is in the preset range and that is sent by the second backup server, where the initial backup and restoration rate is an
initial backup and restoration rate that is set by the master backup server based on a resource consumption status of
the backup and restoration processing server.
[0153] In a possible implementation, the obtaining unit is further configured to obtain second information after the
sending unit sends the first information to the master backup server, where the second information includes one or more
of fourth resource consumption information and health status information of a server, the fourth resource consumption
information includes fourth resource consumption statuses respectively corresponding to the plurality of production
servers in the production system, and the health status information of the server includes one or more of a health status
of the production server in the production system and a health status of the backup server in the backup system.
[0154] The sending unit is further configured to send the second information to the master backup server, where the
second information is used to enable the master backup server to adjust, based on the second information, one or more
of a backup and restoration rate, a backup execution server, and a range of data that needs to be sent to the backup
and restoration processing server that correspond to a child backup and restoration task corresponding to the backup
and restoration processing server.
[0155] In a possible implementation, the receiving unit is further configured to: after the sending unit sends the second
information to the master backup server, receive data sent by a third backup server, where the data sent by the third
backup server is data sent by the third backup server to the backup and restoration processing server based on adjustment
information for the child backup and restoration task corresponding to the backup and restoration processing server,
and the adjustment information for the child backup and restoration task corresponding to the backup and restoration
processing server includes one or more of an adjusted range of data to be sent to the production execution server and
an adjusted backup and restoration rate.
[0156] According to a nineteenth aspect, an embodiment of the present invention provides a backup processing
system. The system includes a production system and a backup system, the production system includes a plurality of
production servers, and the backup system includes one or more master backup servers and one or more slave backup
servers. The master backup server is the server according to any one of the seventh aspect and the possible imple-
mentations of the seventh aspect, the slave backup server is the server according to any one of the eighth aspect and
the possible implementations of the eighth aspect, and the production server is the server according to any one of the
ninth aspect and the possible implementations of the ninth aspect.
[0157] According to a twentieth aspect, an embodiment of the present invention provides a backup processing system.
The system includes a production system and a backup system, the production system includes a plurality of production
servers, and the backup system includes one or more master backup servers and one or more slave backup servers.
The master backup server is the server according to any one of the tenth aspect and the possible implementations of
the tenth aspect, the slave backup server is the server according to any one of the eleventh aspect and the possible
implementations of the eleventh aspect, and the production server is the server according to any one of the twelfth
aspect and the possible implementations of the twelfth aspect.
[0158] According to a twenty-first aspect, an embodiment of the present invention provides a backup and restoration
processing system. The system includes a production system and a backup system, the production system includes a
plurality of production servers, and the backup system includes one or more master backup servers and one or more
slave backup servers. The master backup server is the server according to any one of the thirteenth aspect and the
possible implementations of the thirteenth aspect, the slave backup server is the server according to any one of the
fourteenth aspect and the possible implementations of the fourteenth aspect, and the production server is the server
according to any one of the fifteenth aspect and the possible implementations of the fifteenth aspect.
[0159] According to a twenty-second aspect, an embodiment of the present invention provides a backup and restoration
processing system. The system includes a production system and a backup system, the production system includes a
plurality of production servers, and the backup system includes one or more master backup servers and one or more
slave backup servers. The master backup server is the server according to any one of the sixteenth aspect and the
possible implementations of the sixteenth aspect, the slave backup server is the server according to any one of the
seventeenth aspect and the possible implementations of the seventeenth aspect, and the production server is the server
according to any one of the eighteenth aspect and the possible implementations of the eighteenth aspect.
[0160] According to a twenty-third aspect, an embodiment of the present invention provides a computer readable
storage medium. The computer readable storage medium stores a computer program, and the computer program is
executed by a processor to implement the method according to any one of the first aspect and the possible implemen-
tations of the first aspect.
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[0161] According to a twenty-fourth aspect, an embodiment of the present invention provides a computer readable
storage medium. The computer readable storage medium stores a computer program, and the computer program is
executed by a processor to implement the method according to any one of the second aspect and the possible imple-
mentations of the second aspect.
[0162] According to a twenty-fifth aspect, an embodiment of the present invention provides a computer readable
storage medium. The computer readable storage medium stores a computer program, and the computer program is
executed by a processor to implement the method according to any one of the third aspect and the possible implemen-
tations of the third aspect.
[0163] According to a twenty-sixth aspect, an embodiment of the present invention provides a computer readable
storage medium. The computer readable storage medium stores a computer program, and the computer program is
executed by a processor to implement the method according to any one of the fourth aspect and the possible imple-
mentations of the fourth aspect.
[0164] According to a twenty-seventh aspect, an embodiment of the present invention provides a computer readable
storage medium. The computer readable storage medium stores a computer program, and the computer program is
executed by a processor to implement the method according to any one of the fifth aspect and the possible implemen-
tations of the fifth aspect.
[0165] According to a twenty-eighth aspect, an embodiment of the present invention provides a computer readable
storage medium. The computer readable storage medium stores a computer program, and the computer program is
executed by a processor to implement the method according to any one of the sixth aspect and the possible implemen-
tations of the sixth aspect.
[0166] According to a twenty-ninth aspect, an embodiment of the present invention provides a computer program
product. The computer program product is read and executed by a computer to implement the method according to any
one of the first aspect and the possible implementations of the first aspect, the method according to any one of the
second aspect and the possible implementations of the second aspect, or the method according to any one of the third
aspect and the possible implementations of the third aspect.
[0167] According to a thirtieth aspect, an embodiment of the present invention provides a computer program product.
The computer program product is read and executed by a computer to implement the method according to any one of
the fourth aspect and the possible implementations of the fourth aspect, the method according to any one of the fifth
aspect and the possible implementations of the fifth aspect, or the method according to any one of the sixth aspect and
the possible implementations of the sixth aspect.
[0168] According to a thirty-first aspect, an embodiment of the present invention provides a computer program. When
the computer program is executed on a computer, the computer is enabled to implement the method according to any
one of the first aspect and the possible implementations of the first aspect, the method according to any one of the
second aspect and the possible implementations of the second aspect, or the method according to any one of the third
aspect and the possible implementations of the third aspect.
[0169] According to a thirty-second aspect, an embodiment of the present invention provides a computer program.
When the computer program is executed on a computer, the computer is enabled to implement the method according
to any one of the fourth aspect and the possible implementations of the fourth aspect, the method according to any one
of the fifth aspect and the possible implementations of the fifth aspect, or the method according to any one of the sixth
aspect and the possible implementations of the sixth aspect.
[0170] According to a thirty-third aspect, an embodiment of the present invention provides an apparatus. The apparatus
includes a processor and a communications interface, and the apparatus is configured to perform the method according
to any one of the first aspect and the possible implementations of the first aspect, the method according to any one of
the second aspect and the possible implementations of the second aspect, or the method according to any one of the
third aspect and the possible implementations of the third aspect.
[0171] In a possible implementation, the apparatus is a chip or a system on chip SoC.
[0172] According to a thirty-fourth aspect, an embodiment of the present invention provides an apparatus. The appa-
ratus includes a processor and a communications interface, and the apparatus is configured to perform the method
according to any one of the fourth aspect and the possible implementations of the fourth aspect, the method according
to any one of the fifth aspect and the possible implementations of the fifth aspect, or the method according to any one
of the sixth aspect and the possible implementations of the sixth aspect.
[0173] In a possible implementation, the apparatus is a chip or a system on chip SoC.
[0174] In conclusion, embodiments of this application provide a backup processing method. Compared with the con-
ventional technology in which when information about a production system is unknown, according to a simple balancing
policy, an equal amount of to-be-backed-up data is required to be obtained from each production server for backup, and
consequently internal consumption caused by forwarding between production servers is heavy and performance of the
server deteriorates, in the embodiments of this application, a backup task of data in an entire production system is divided
into a plurality of child backup tasks based on analysis results/an analysis result of pre-obtained data distribution infor-
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mation and/or pre-obtained resource consumption information in the production system, where each child backup task
corresponds to a range of data that the child backup task is responsible for backing up. Then, the child backup tasks
are distributed to respective corresponding backup execution server for data backup. Therefore, backup efficiency can
be improved and load of the production server can be reduced. In addition, compared with the conventional technology
in which only one backup server in a backup system is used to back up the data in the entire production system, in this
embodiment of this application, each backup server in the backup system is fully used to back up the data, so that
backup efficiency is greatly improved.
[0175] In addition, embodiments of this application further provide a backup and restoration processing method. In
the embodiments of this application, a range of to-be-restored data sent to a corresponding production server is deter-
mined based on a resource consumption status of each of production servers, and the backup and restoration task is
divided into a plurality of child tasks and the plurality of child tasks are distributed to a plurality of servers in a backup
system for execution. Therefore, backup and restoration efficiency is improved without affecting production.

BRIEF DESCRIPTION OF DRAWINGS

[0176] Accompanying drawings used in embodiments of the present invention are described below.

FIG. 1 is a schematic diagram of an architecture of a backup system in the conventional technology;
FIG. 2 is a schematic diagram of an architecture of a backup system according to an embodiment of the present
invention;
FIG. 3 is a schematic interaction flowchart of a backup processing method according to an embodiment of the
present invention;
FIG. 4 is a schematic interaction flowchart of a backup processing method according to an embodiment of the
present invention;
FIG. 5 is a schematic diagram of an architecture of a backup system according to an embodiment of the present
invention;
FIG. 6 is a schematic interaction flowchart of a backup and restoration processing method according to an embod-
iment of the present invention;
FIG. 7 is a schematic interaction flowchart of a backup and restoration processing method according to an embod-
iment of the present invention;
FIG. 8 is a schematic diagram of an architecture of a backup and restoration system according to an embodiment
of the present invention;
FIG. 9 is a schematic diagram of a logical structure of a master backup server according to an embodiment of the
present invention;
FIG. 10 is a schematic diagram of a hardware structure of a master backup server according to an embodiment of
the present invention;
FIG. 11 is a schematic diagram of a logical structure of a slave backup server according to an embodiment of the
present invention;
FIG. 12 is a schematic diagram of a hardware structure of a slave backup server according to an embodiment of
the present invention;
FIG. 13 is a schematic diagram of a logical structure of a production server according to an embodiment of the
present invention; and
FIG. 14 is a schematic diagram of a hardware structure of a production server according to an embodiment of the
present invention.

DESCRIPTION OF EMBODIMENTS

[0177] The following describes the embodiments of the present invention with reference to the accompanying drawings
in the embodiments of the present invention.
[0178] The following first describes a system architecture used in a backup processing method in the embodiments
of the present invention, to better understand the backup processing method and a related server that are provided in
the embodiments of the present invention. An architecture of a system shown in FIG. 2 may include a production system
201 and a backup system 202. The production system 201 includes a plurality of production servers, and the backup
system 202 includes a plurality of backup servers.
[0179] The production system 201 in this embodiment of this application may be each of production systems in various
industries, and these production systems may be used to produce data, store data, or the like. The plurality of production
servers included in the production system 201 may have respective tasks, and may produce or store different data. A
storage type of data in the production system 201 may be a shared storage type or a dispersed storage type.
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[0180] The backup system 202 in this embodiment of this application is configured to obtain the data from the production
system 201 for backup. The plurality of backup servers included in the backup system 202 may separately back up the
data in the production system 201.
[0181] It should be noted that the system architecture used in the backup processing method provided in the embod-
iments of this application is not limited to the architecture of the system shown in FIG. 2.
[0182] The following describes, in detail with reference to the accompanying drawings, a backup processing method
provided in an embodiment of this application.
[0183] FIG. 3 shows a backup processing method according to an embodiment of the present invention. The method
may be implemented based on the architecture of the system shown in FIG. 2. The method includes but is not limited
to the following steps.
[0184] Step 301: A production server in a production system obtains first preset information.
[0185] Step 302: The production system sends the first preset information to a master backup server.
[0186] In a specific embodiment, the production system usually includes a plurality of production servers. Before
backing up data in the production system, the production server may first obtain the first preset information in the
production system, learn of one or more of a data distribution status in the production system and a resource consumption
status of the production server through analysis based on the first preset information, and the like.
[0187] In addition, a backup system includes a plurality of backup servers, where one or more backup servers are
master backup servers, and other backup servers are slave backup servers. The master backup server is mainly con-
figured to execute a parent backup task. The slave backup server is mainly configured to execute a child backup task.
Certainly, the master backup server can also execute the child backup task. The parent backup task is mainly used to
obtain the first preset information in the production system, obtain a plurality of child backup tasks through division based
on the first preset information, and distribute the plurality of child backup tasks to corresponding backup servers. The
child backup task is mainly used to indicate a corresponding backup server to obtain to-be-backed-up data from a
corresponding production server for storage and backup. The parent backup task and the child backup task are described
in detail below. Details are not described herein.
[0188] In a possible implementation, the one or more master backup servers may be any one or more of the plurality
of backup servers in the backup system, and a specific master backup server may be determined based on a specific
situation. This is not limited in this solution.
[0189] It should be noted that the following describes, by using one master backup server as an example, the backup
processing method provided in this embodiment of the present invention. If there are a plurality of master backup servers
in the backup system, a function implemented by another master backup server may be the same as a function imple-
mented by the one master backup server. Details are not described in this specification.
[0190] In a possible implementation, the first preset information may include first data distribution information; the first
preset information may include first resource consumption information; or the first preset information may include first
data distribution information and first resource consumption information.
[0191] The first data distribution information may include a distribution status of to-be-backed-up data in the production
system at a moment at which the first data distribution information is generated. The first data distribution information
may indicate information such as a capacity of data that needs to be backed up in each production server in the production
system and a file name of the data that needs to be backed up in each production server in the production system.
[0192] The first resource consumption information may include a resource consumption status of each production
server in the production system at a moment at which the first resource consumption information is generated. The
resource consumption status may include processor CPU usage, memory usage, and network bandwidth, and may
further include a status of transactions per second (Transactions Per Second, TPS).
[0193] In a possible implementation, the first preset information may further include storage type information of data
in the production system, for example, dispersed storage information or shared storage information.
[0194] In a possible implementation, the first preset information obtained by the production server in the production
system may indicate that the production servers in the production system obtain respective information after receiving
an obtaining instruction of the master backup server, and then send the respective information to the master backup
server, or may indicate that a device or an apparatus outside the production system centrally collects information from
a production server in the production system, and finally obtains the first preset information, and a production server in
the production system centrally sends the first preset information to the master backup server.
[0195] Step 303: The master backup server obtains the plurality of child backup tasks through division based on the
first preset information, where the child backup task corresponds to a backup execution server and a production execution
server.
[0196] In a specific embodiment, the child backup task is used to indicate the corresponding backup execution server
to back up to-be-backed-up data in a target range in the corresponding production execution server. A backup execution
server corresponding to each child backup task may include one backup server in the backup system, and a production
execution server corresponding to each child backup task may include one or more production servers in the production
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system.
[0197] In a specific embodiment, the master backup server analyzes the obtained first preset information, and obtains
the plurality of child backup tasks through division based on the analysis result. Each child backup task obtained through
division may correspond to a child task identifier (identifier, ID), information about a backup server (that is, the backup
execution server) that executes the child task, information about a production server (that is, the production execution
server) on which to-be-backed-up data that needs to be obtained based on the child task is located, and information
about a range of the to-be-backed-up data that needs to be obtained based on the child task (for example, information
such as a capacity of the to-be-backed-up data and a corresponding file name). Optionally, each child backup task
obtained through division may further correspond to information about an initial backup rate for the child task and the
like. The initial backup rate may be used to indicate a backup execution server corresponding to the child task to obtain
the to-be-backed-up data from a corresponding production execution server at the initial backup rate.
[0198] Optionally, the information about the production server may include one or more of a name, a media access
control address, and an internet protocol address of the server. The information about the backup server may include
one or more of a name, a media access control address, and an internet protocol address of the server.
[0199] In a possible implementation, there may be one backup execution server corresponding to each child backup
task obtained through division. There may be one or more production execution servers corresponding to each child
backup task obtained through division, that is, the child task may be responsible for obtaining data that needs to be
backed up from only one production server for backup, or the child task may be responsible for respectively obtaining
to-be-backed-up data in a plurality of production servers from the plurality of production servers for backup.
[0200] Step 304: The master backup server sends the plurality of child backup tasks to respective corresponding
backup execution servers.
[0201] In a specific embodiment, because each of the plurality of child backup tasks obtained by the master backup
server through division corresponds to a backup execution server, the master backup server sends the plurality of child
backup tasks to corresponding backup execution servers based on information about the backup execution server
corresponding to each of the plurality of child backup tasks. The backup execution server herein may be a slave backup
server.
[0202] Step 305: Each of slave backup servers in the backup system receives a corresponding child backup task.
[0203] Step 306: The slave backup server in the backup system sends, based on the received child backup task, a
request for obtaining to-be-backed-up data to a corresponding production execution server, where the request for ob-
taining to-be-backed-up data includes information about a range of the to-be-backed-up data.
[0204] For ease of understanding, the following describes, by using one backup execution server (which may be a
slave backup server) as an example, a specific operation performed by the backup execution server after the backup
execution server receives the child backup task. A specific operation performed by another backup execution server
after the backup execution server receives a child backup task may be the same as the specific operation performed
by the backup execution server.
[0205] In a specific embodiment, there may be one or more child backup tasks received by the backup execution
server. To be specific, if each child backup task corresponds to one production execution server, the backup execution
server needs to obtain to-be-backed-up data from one or more production execution servers for backup. An example in
which the backup execution server receives a child backup task is used below for description.
[0206] After receiving the child backup task, the backup execution server may obtain, from the child backup task, the
information about the corresponding production execution server and the information about the range of the to-be-
backed-up data that needs to be obtained from the corresponding production execution server. After obtaining the
information, the backup execution server generates, based on the information, a request for obtaining to-be-backed-up
data, where the request may carry the information about the range of the to-be-backed-up data that needs to be obtained
from the corresponding production execution server, and then the backup execution server sends the request to the
corresponding production execution server.
[0207] Optionally, the child backup task received by the backup execution server may further include information about
an initial backup rate, and the information is used to indicate the backup execution server to obtain the to-be-backed-
up data from the corresponding production execution server at the initial backup rate for backup. In this case, the request
for obtaining to-be-backed-up data that is generated by the backup execution server may further carry the information
about the initial backup rate, so that the corresponding production execution server sends the to-be-backed-up data to
the backup execution server based on the initial backup rate.
[0208] Optionally, if one child backup task corresponds to a plurality of production execution servers, the one child
backup task also correspondingly includes information about ranges of to-be-backed-up data that needs to be obtained
from the plurality of production execution servers, and/or correspondingly includes a plurality of initial backup rates at
which to-be-backed-up data is obtained from the plurality of production execution servers.
[0209] Step 307: The production servers in the production system receive respective corresponding requests for
obtaining to-be-backed-up data.
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[0210] Step 308: The production servers in the production system obtain the to-be-backed-up data based on respective
corresponding information about ranges of the to-be-backed-up data.
[0211] Step 309: The production server in the production system sends the obtained to-be-backed-up data to respective
corresponding backup servers.
[0212] An example in which one production server performs an operation after receiving the request for obtaining to-
be-backed-up data is used below for description. An operation performed by another production server after the production
server receives the request for obtaining to-be-backed-up data is the same as the operation performed by the one
production server.
[0213] After receiving the request for obtaining to-be-backed-up data, the production server parses the request to
obtain information about a range of the to-be-backed-up data, obtains the to-be-backed-up data based on the information
about the range, and then sends the obtained to-be-backed-up data to the corresponding backup server.
[0214] In a possible implementation, if the request for obtaining to-be-backed-up data further carries the information
about the initial backup rate, the production server parses the request and then obtains the information about the backup
rate, and sends the obtained to-be-backed-up data to the corresponding backup server at the backup rate.
[0215] Optionally, if data in the production system in which the production server is located is of a shared storage type,
the production server may obtain data in a corresponding range in the request from a shared memory in the production
system, and send the data to the corresponding backup execution server.
[0216] Optionally, if data in the production system in which the production server is located is of a dispersed storage
type, that is, the data in the production system is stored in each production server in a distributed manner, the production
server may obtain data in a corresponding range in the request from a memory of the production execution server, and
send the data to the corresponding backup execution server.
[0217] In a possible implementation, the master backup server may also be used as a backup execution server
corresponding to a child backup task. To be specific, the master backup server distributes one or more child backup
tasks to the master backup server for execution. After step 304 of sending the plurality of child backup tasks to the
respective corresponding backup execution servers, the master backup server sends, based on the one or more child
backup tasks, the request for obtaining to-be-backed-up data to the corresponding production execution server, where
the request for obtaining to-be-backed-up data includes information about a range of the to-be-backed-up data, and
then receives the to-be-backed-up data sent by the corresponding production execution server for backup. For a specific
implementation of obtaining the to-be-backed-up data from the production server in this embodiment of this application,
refer to the corresponding specific descriptions in step 305 to step 309. Details are not described herein again.
[0218] In a possible implementation, the first preset information includes the first data distribution information, and
that the master backup server obtains the plurality of child backup tasks through division based on the first preset
information includes: The master backup server obtains the plurality of child backup tasks through division based on the
first data distribution information, where the to-be-backed-up data in the target range includes data determined based
on a distribution status that is of the to-be-backed-up data in the production execution server and that is in the first data
distribution information.
[0219] In a specific embodiment, if the first preset information includes the first data distribution information, that is,
includes information such as a capacity and a file name that are of corresponding to-be-backed-up data in each production
server in the production system, the master backup server may determine, based on the information such as the capacity
and the file name that are of the corresponding to-be-backed-up data in each production server in the production system,
ranges of data that the plurality of child backup tasks are responsible for backing up.
[0220] For ease of understanding, an example is used for description. For details, refer to Table 1.

[0221] Table 1 shows, in a form of a table, an example of information about the capacity and the file name that are of
the corresponding to-be-backed-up data in each production server in the production system. It is assumed that the
production system includes four production servers: the production server 1, the production server 2, the production
server 3, and the production server 4, and the four production servers respectively correspond to capacities 100G, 300G,
500G, and 200G of the to-be-backed-up data. In addition, Table 1 further correspondingly shows file names of to-be-

Table 1

Name of a production server Capacity of to-be-backed-up data File names of the to-be-backed-up data

Production server 1 100G File_1, File_2, ...

Production server 2 300G File_3, File_4, ...

Production server 3 500G File_5, File_6, ...

Production server 4 800G File_7, File_8, ...
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backed-up data in the four production servers. For example, file names of to-be-backed-up data in the production server
1 include File_1 and File_2. Because there may be many file names, the file names are not listed one by one.
[0222] It should be noted that the to-be-backed-up data may be a file, or may be all other data that needs to be backed
up, such as record information or cache information. A format and a form that are of the to-be-backed-up data are not
limited, and data in various formats and forms is backed up based on a specific situation. This is not limited in this solution.
[0223] Assuming that the first preset information includes the information in Table 1, the master backup server may
obtain the plurality of child backup tasks through division based on the information in Table 1 and determine a range of
data for which each child task is responsible. The following provides examples of manners of obtaining the child tasks
through division based on the information in Table 1.
[0224] Manner 1: The master backup server may obtain four child backup tasks through division based on the infor-
mation in Table 1. It is assumed that child task IDs allocated by the master backup server to the four child tasks may
be respectively a child task 1, a child task 2, a child task 3, and a child task 4. Then, the master backup server respectively
correspondingly allocates to-be-backed-up data in a production server 1, a production server 2, a production server 3,
and a production server 4 to the child task 1, the child task 2, the child task 3, and the child task 4 for backup. To be
specific, production execution servers that are in a one-to-one correspondence with the child task 1, the child task 2,
the child task 3, and the child task 4 are respectively the production server 1, the production server 2, the production
server 3, and the production server 4. Assuming that the backup system includes a backup server 1, a backup server
2, a backup server 3, a backup server 4, and the like, the master backup server may allocate the child task 1, the child
task 2, the child task 3, and the child task 4 to the backup server 1, the backup server 2, the backup server 3, and the
backup server 4 in a one-to-one correspondence manner for execution. To be specific, backup execution servers cor-
responding to the child task 1, the child task 2, the child task 3, and the child task 4 are respectively the backup server
1, the backup server 2, the backup server 3, and the backup server 4. For information included in each child task obtained
after the allocation, refer to Table 2.

[0225] In manner 1, each child task corresponds to one backup execution server and one production execution server.
When backup servers in the backup system are sufficient, a manner of obtaining child tasks through division in manner
1 may be used, to fully use the backup server and avoid a waste of resources. However, when the backup servers are
not in a one-to-one correspondence with production servers to perform data backup, one backup server may correspond
to a plurality of production servers to perform data backup. For example, for details, refer to a manner of obtaining child
tasks through division in Manner 2.
[0226] Manner 2: Assuming that the backup system includes only three backup servers: a backup server 1, a backup
server 2, and a backup server 3, the master backup server may obtain three child backup tasks through division based
on the information in Table 1. It is assumed that child task IDs allocated by the master backup server to the three child
tasks may be respectively a child task 1, a child task 2, and a child task 3. Then, the master backup server respectively
correspondingly allocates to-be-backed-up data in a production server 1 and a production server 2 to the child task 1
and the child task 2 for backup, and allocates to-be-backed-up data in a production server 3 and a production server 4
to the child task 3 for backup. To be specific, production execution servers respectively corresponding to the child task
1 and the child task 2 are the production server 1 and the production server 2, and production execution servers
corresponding to the child task 3 are the production server 3 and the production server 4. Then, the master backup
server may correspondingly allocate the child task 1, the child task 2, and the child task 3 to the backup server 1, the
backup server 2, and the backup server 3 for execution. To be specific, backup execution servers corresponding to the
child task 1, the child task 2, and the child task 3 are respectively the backup server 1, the backup server 2, and the

Table 2

Child 
task 
ID

Corresponding backup 
execution server

Corresponding production execution 
server

Range of to-be-backed-up data that 
needs to be obtained

Child 
task 1 Backup server 1 Production server 1 100G, File_1, File_2, ...

Child 
task 2 Backup server 2 Production server 2 300G, File_3, File_4, ...

Child 
task 3 Backup server 3 Production server 3 500G, File_5, File_6, ...

Child 
task 4 Backup server 4 Production server 4 800G, File_7, File_8, ...
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backup server 3. For information included in each child task obtained after the allocation, refer to Table 3.

[0227] It should be noted that the manner of obtaining child tasks through division in Manner 2 is not necessarily used
when the backup servers are not in the one-to-one correspondence with the production servers to perform data backup,
or may be used in another case, for example, when the production server 3 and the production server 4 have relatively
small amounts of data that needs to be backed up. The manner of obtaining child tasks through division in Manner 2 is
used when a backup server 3 can completely implement data backup quickly. Certainly, the manner of obtaining child
tasks through division in Manner 2 may also be used in another case. Details are not described herein.
[0228] If a production server has a relatively large amount of to-be-backed-up data, one backup server may not be
able to back up all the data. In this case, a plurality of backup servers may be allocated to correspondingly back up the
data in the production server. For example, for details, refer to a manner of obtaining child tasks through division in
Manner 3.
[0229] Manner 3: The master backup server may obtain five child backup tasks through division based on the infor-
mation in Table 1. It is assumed that child task IDs allocated by the master backup server to the five child tasks may be
respectively a child task 1, a child task 2, a child task 3, a child task 4, and a child task 5. Then, the master backup
server respectively correspondingly allocates to-be-backed-up data in a production server 1, a production server 2, and
a production server 3 to the child task 1, the child task 2, and the child task 3 for backup, and allocates to-be-backed-
up data in a production server 4 to the child task 4 and the child task 5 for backup. To be specific, production execution
servers that are in a one-to-one correspondence with the child task 1, the child task 2, the child task 3, the child task 4,
and the child task 5 are respectively the production server 1, the production server 2, the production server 3, the
production server 4, and the production server 4. Assuming that the backup system includes a backup server 1, a backup
server 2, a backup server 3, a backup server 4, a backup server 5, and the like, the master backup server may corre-
spondingly allocate the child task 1, the child task 2, the child task 3, the child task 4, and the child task 5 to the backup
server 1, the backup server 2, the backup server 3, the backup server 4, and the backup server 5 for execution. To be
specific, backup execution servers respectively corresponding to the child task 1, the child task 2, the child task 3, the
child task 4, and the child task 5 are the backup server 1, the backup server 2, the backup server 3, the backup server
4, and the backup server 5. For information included in each child task obtained after the allocation, refer to Table 4.

Table 3

Child 
task 
ID

Corresponding backup 
execution server

Corresponding production execution 
server

Range of to-be-backed-up data that 
needs to be obtained

Child 
task 1 Backup server 1 Production server 1 100G, File_1, File_2, ...

Child 
task 2 Backup server 2 Production server 2 300G, File_3, File_4, ...

Child 
task 3 Backup server 3

Production server 3 and production 
server 4

500G, File_5, File_6, ..., and 800G, 
File_7, File_8, ...

Table 4

Child 
task 
ID

Corresponding backup 
execution server

Corresponding production execution 
server

Range of to-be-backed-up data that 
needs to be obtained

Child 
task 1

Backup server 1 Production server 1 100G, File_1, File_2, ...

Child 
task 2

Backup server 2 Production server 2 300G, File_3, File_4, ...

Child 
task 3

Backup server 3 Production server 3 500G, File_5, File_6, ...

Child 
task 4

Backup server 4 Production server 4 300G, File_7, ...

Child 
task 5

Backup server 5 Production server 4 500G, File_8, ...
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[0230] For how to determine ranges of to-be-backed-up data for which the child task 4 and the child task 5 are
responsible, in one manner, the ranges may be determined based on performance of backup execution servers respec-
tively corresponding to the child task 4 and the child task 5. For example, performance of the backup server 4 is worse
(CPU usage is 80% and memory usage is 70%), and performance of the backup server 5 is better (CPU usage is 20%
and memory usage is 30%). In this case, a smaller part (for example, 300G) of the to-be-backed-up data in the production
server 4 may be allocated to the child task 4 for backup, and a larger part (for example, 500G) of the to-be-backed-up
data in the production server 4 may be allocated to the child task 5 for backup. In the other manner, random allocation
or even allocation may also be performed. Herein, only an example is used for description. An allocation manner in a
specific embodiment may be determined based on a specific situation. This is not limited in this solution.
[0231] In Manner 3, the child task 4 corresponds to two backup execution servers. To be specific, two backup servers
are used to back up to-be-backed-up data in one production server, to fully use resources to improve backup efficiency.
[0232] It should be noted that the foregoing describes only an example of the manner of obtaining child tasks through
division. Specifically, a backup execution server corresponding to the child task, a production execution server corre-
sponding to the child task, and a range of data that needs to be backed up for the child task may be determined based
on a specific situation. This is not limited in this solution.
[0233] In a possible implementation, the first preset information includes the first resource consumption information,
and that the master backup server obtains the plurality of child backup tasks through division based on the first preset
information includes: The master backup server obtains the plurality of child backup tasks through division based on the
first resource consumption information, where the child backup task includes information about one or more initial backup
rates, the one or more initial backup rates are initial backup rates that are correspondingly set based on one or more
resource consumption statuses that are of one or more production servers corresponding to the child backup task and
that are in the first resource consumption information, and the information about the initial backup rate is used to indicate
to back up, at the initial backup rate, data from a production server corresponding to the initial backup rate.
[0234] In a specific embodiment, the first preset information obtained by the master backup server includes only the
first resource consumption information, that is, includes processor CPU usage, memory usage, and network bandwidth
that correspond to each production server in the production system when the first resource consumption information is
obtained, and may further include a status of transactions per second (Transactions Per Second, TPS) and the like. In
this case, the master backup server may obtain the child backup tasks through division based on the obtained first
resource consumption information.
[0235] Specifically, if a production server occupies more CPUs and/or uses more memory, it indicates that load of the
production server is heavier. If a production server has lower network bandwidth and/or fewer transactions per second,
it indicates that performance of the production server is worse. If the master backup server knows a range and a total
amount of data that needs to be backed up in the production system, but does not know a range and an amount of to-
be-backed-up data in each production server in the production system, when obtaining the child backup tasks through
division, the master backup server may correspondingly allocate a smaller range and a smaller amount of to-be-backed-
up data to a production server with heavier load and/or worse performance, and may correspondingly allocate a larger
range and a larger amount of to-be-backed-up data to a production server with lighter load and/or better performance.
[0236] For ease of understanding, an example is used below for description. Table 5 shows an example of a resource
consumption status of each production server in the production system.

[0237] It may be found by analyzing the information in Table 5 that the production server 1, the production server 2,
the production server 3, and the production server 4 correspond to load in ascending order and performance in descending
order. It is assumed that a known amount of data that needs to be backed up in the production system is 1000G, and
1000G includes 1000 files, such as File-1, File-2, File-3, ..., and File-1000. Assuming that a capacity of each file is 1G,
the master backup server may obtain the child backup tasks through division based on the analysis result. For information
included in each child task obtained after the division, refer to Table 6.

Table 5

Name of a production server CPU usage Memory usage Network bandwidth Transactions per second

Production server 1 10% 50% 100M 2000

Production server 2 35% 40% 50M 1000

Production server 3 50% 55% 20M 500

Production server 4 75% 65% 10M 200
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[0238] In Table 6, the master backup server may obtain four child tasks through division, where each child task
corresponds to one production server. It is assumed that task IDs of the four child tasks are respectively the child task
1, the child task 2, the child task 3, and the child task 4. Production execution servers corresponding to the child task 1,
the child task 2, the child task 3, and the child task 4 may be respectively the production server 1, the production server
2, the production server 3, and the production server 4. Backup execution servers corresponding to the child task 1, the
child task 2, the child task 3, and the child task 4 may be respectively the backup server 1, the backup server 2, the
backup server 3, and the backup server 4. Because the production server 1, the production server 2, the production
server 3, and the production server 4 correspond to load in ascending order and performance in descending order, when
the master backup server obtains the child backup tasks through division, to-be-backed-up data that is allocated to the
child task 1, the child task 2, the child task 3, and the child task 4 and that is obtained from the production server 1, the
production server 2, the production server 3, and the production server 4 that respectively correspond to the child task
1, the child task 2, the child task 3, and the child task 4 corresponds to ranges in descending order, for example, may
respectively correspond to "450G, File_1, File_2, ..., and File_450", "300G, File_451, File_452, ..., and File_750", "200G,
File_751, File_752, ..., and File_950", and "50G, File_951, File_952, ..., and File_1000".
[0239] It should be noted that a range of to-be-backed-up data that needs to be obtained based on each child task
obtained through division in Table 6 is merely an example, or may be obtained through division in another proportion.
For example, ranges of to-be-backed-up data that needs to be obtained that respectively correspond to the child task
1, the child task 2, the child task 3, and the child task 4 may be "500G, File_1, File_2, ..., and File_500", "250G, File_501,
File_452, ..., and File_750", "200G, File_751, File_752, ..., and File_950", and "50G, File_951, File_952, ..., and
File_1000". A specific division proportion is determined based on a specific situation. This is not limited in this solution.
[0240] In a possible embodiment, the master backup server may obtain, through division based on the first resource
consumption information, a range of data that the child backup task is responsible for backing up, and may further
determine an initial backup rate for each child backup task based on the first resource consumption information.
[0241] For ease of understanding of this embodiment of this application, an example is used below for description.
[0242] Still refer to Table 5 and Table 6. In Table 5, the production server 1, the production server 2, the production
server 3, and the production server 4 correspond to load in ascending order and performance in descending order.
Therefore, when initial backup rates for the corresponding Child task 1, the corresponding Child task 2, the corresponding
Child task 3, and the corresponding Child task 4 in Table 6 are determined, the initial backup rates for the child task 1,
the child task 2, the child task 3, and the child task 4 may be gradually slowed down in an order of the child task 1, the
child task 2, the child task 3, and the child task 4.
[0243] For example, an initial backup rate for the child task 1 may be set to 1 megabit per second, an initial backup
rate for the child task 2 may be set to 500 bits per second, an initial backup rate for the child task 3 may be set to 200
bits per second, and an initial backup rate for the child task 4 may be set to 100 bits per second.
[0244] Alternatively, an initial backup rate for each child backup task may be determined by setting a threshold. For
example, if CPU usage of the production server is less than or equal to 20%, and network bandwidth of the production
server is greater than or equal to 100M, an initial rate for a child backup task corresponding to the production server
may be set to 1 megabit per second. If CPU usage of the production server is greater than 20% and less than or equal
to 40%, and network bandwidth of the production server is less than 100M and greater than or equal to 50M, an initial
rate for a child backup task corresponding to the production server may be set to 500 bits per second. If CPU usage of
the production server is greater than 40% and less than 60%, and network bandwidth of the production server is less
than 50M and greater than or equal to 20M, an initial rate for a child backup task corresponding to the production server
may be set to 200 bits per second. If CPU usage of the production server is greater than 60%, and network bandwidth

Table 6

Child 
task 
ID

Corresponding backup 
execution server

Corresponding production execution 
server

Range of to-be-backed-up data that 
needs to be obtained

Child 
task 1

Backup server 1 Production server 1 450G, File_1, File_2, ..., and File_
450

Child 
task 2

Backup server 2 Production server 2 300G, File_451, File_452, ..., and 
File_750

Child 
task 3

Backup server 3 Production server 3 200G, File_751, File_752, ..., and 
File_950

Child 
task 4

Backup server 4 Production server 4 50G, File_951, File_952, ..., and 
File_1000
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of the production server is less than 20M, an initial rate for a child backup task corresponding to the production server
may be set to 100 bits per second. Herein, only an example is used to describe a manner of determining a backup and
restoration rate. There is another embodiment of determining the backup and restoration rate. A specific determining
manner is determined based on a specific situation. This is not limited in this solution.
[0245] It should be noted that the example of setting the initial backup rate described above is described when one
child backup task corresponds to one production server. If one child backup task corresponds to a plurality of production
servers, respective initial backup rates may be set based on respective resource consumption statuses of the plurality
of production servers. To be specific, the child backup task corresponds to a plurality of initial backup rates.
[0246] In a specific embodiment, if the first preset information obtained by the master backup server includes the first
data distribution information and the first resource consumption information, the master backup server may obtain,
through division based on the first data distribution information, a range of data that each child backup task is responsible
for backing up, and then determine an initial backup rate for each child backup task based on the first resource consumption
information. For a specific implementation of obtaining, through division based on the first data distribution information,
the range of the data that each child backup task is responsible for backing up, refer to the specific descriptions in Table
1 to Table 4. Details are not described herein again. For a specific implementation of determining the initial backup rate
for each child backup task based on the first resource consumption information, refer to the specific descriptions in Table
5 to Table 6. Details are not described herein again.
[0247] In a possible implementation, after the master backup server receives the first preset information, before an
entire backup process is completed, the master backup server obtains latest preset information at an interval of first
preset duration, where the latest preset information may include one or more of latest data distribution information and
latest resource consumption information in the production system, and may further include a latest health status of each
production server in the production system and/or a latest health status of each backup server in the backup system.
Then, the master backup server analyzes the information to generate adjustment information for a corresponding child
backup task, where the adjustment information is used to adjust some parameters in a backup process, to ensure that
a production service of the production server and a backup operation of the backup server can be performed at the
same time without affecting production of the production server.
[0248] In a specific embodiment, because production in the production system is always being performed, distribution
information of to-be-backed-up data may continuously change, and a resource consumption status also continuously
changes. Therefore, in an entire backup process, the master backup server may obtain one or more of a latest data
distribution status and a latest resource consumption status from the production system at an interval of first preset
duration, to adjust some parameters in the backup process, so as to implement both backup and production. Specifically,
the first preset duration may be 5 minutes, 10 minutes, half an hour, or the like. Specific first preset duration is determined
based on a specific situation. This is not limited in this solution.
[0249] Optionally, the information obtained by the master backup server at an interval of first preset duration may be
obtained through direct interaction with the production system, or may be sent by another device to the master backup
server after the another device first obtains the information from the production system.
[0250] The following describes, with reference to FIG. 4 by using an example in which the master backup server
obtains second preset information at an interval of the first preset duration after obtaining the first preset information,
how to generate adjustment information for a corresponding child backup task based on the information. The second
preset information includes one or more of second data distribution information, second resource consumption informa-
tion, and health status information of a server.
[0251] The second data distribution information may include latest data distribution information in the production
system, and the information may be data distribution information in the production system at a moment at which the
second data distribution information is generated. The second resource consumption information may include latest
resource consumption information in the production system, and the information may be resource consumption infor-
mation in the production system at a moment at which the second resource consumption information is generated. The
health status information of the server may include a latest health status of each production server in the production
system and/or a latest health status of each backup server in the backup system, and the status may be a health status
of each production server in the production system and/or a health status of each backup server in the backup system
at a moment at which the health status information of the server is obtained.
[0252] It should be noted that a manner of processing information such as the latest data distribution status and the
latest resource consumption status in the production system that are obtained at an interval of the first preset duration
after the second preset information is obtained may be the same as this manner.
[0253] In FIG. 4, the method may include but is not limited to the following steps.
[0254] Step 401: The production system obtains second preset information.
[0255] Step 402: The production system sends the second preset information to a master backup server.
[0256] In a specific embodiment, a manner in which the production system obtains the second preset information may
be the same as a manner in which the production system obtains the first preset information. When the second preset
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information includes a health status of each production server in the production system and/or a health status of each
backup server in the backup system, each production server in the production system may obtain a health status of
each production server and send the health status to the master backup server, or a server or a device (for example, a
server dedicated to monitoring a health status of each production server in the production system) collects health status
information in the production system, and then a server in the production system centrally sends the health status
information to the master backup server. In addition, the master backup server may actively collect a health status of
each backup server in the backup system. For example, the master backup server may send a health status obtaining
request to a backup server, and after receiving the request, the backup server obtains health status information of the
backup server and sends the health status information to the master backup server. Alternatively, if the backup system
includes a server dedicated to monitoring a health status of each backup server, the master backup server may obtain
the health status of each backup server from the server.
[0257] Step 403: The master backup server generates adjustment information for a target child backup task based
on the second preset information when the master backup server learns, through analysis based on the second preset
information, that the target child backup task in a plurality of child backup tasks needs to be adjusted.
[0258] Step 404: The master backup server sends the adjustment information to a backup execution server corre-
sponding to the target child backup task.
[0259] In a possible implementation, the obtained second preset information includes the second data distribution
information, for example, may include information such as a capacity and a file name of to-be-backed-up data in each
production server in the production system at a moment at which the second data distribution information is generated.
In this case, the master backup server may compare the information with the first data distribution information. Specifically,
the master backup server correspondingly compares, by using a production server as an object, information about each
production server that is included in the second data distribution information with information about each production
server that is included in the first data distribution information, that is, compares data obtained by a same production
server at different moments, for example, compares information about a first production server that is included in the
second data distribution information with information about the first production server that is included in the first data
distribution information, and compares information about a second production server that is included in the second data
distribution information with information about the second production server that is included in the first data distribution
information.
[0260] If it is found, after the comparison, that a range (a capacity, a file, and/or the like) of to-be-backed-up data in a
production server changes, the master backup server may generate, based on a change status, adjustment information
for a child backup task corresponding to the production server, and send the generated adjustment information to a
corresponding backup execution server.
[0261] For example, in the first data distribution information, a range of to-be-backed-up data in the first production
server is a data range with a capacity of 100G and file names of File_1 and File_2, but in the second data distribution
information, a range of to-be-backed-up data in the first production server is a data range with a capacity of 90G and
file names of File_2 and File_3. To be specific, after the first data distribution information is obtained, before the second
data distribution information is obtained, the first production server also generates File_3 that needs to be backed up,
and File_1 has been backed up in this period of time. Therefore, the master backup server may generate an adjusted
range of to-be-backed-up data for the child backup task corresponding to the first production server, that is, a data range
with a capacity of 90G and file names of File_2 and File_3. Then, the master backup server sends the adjusted range
of the data to a corresponding backup execution server. Herein, only an example is used for description. There is another
possible implementation of a range change status. The generated adjusted range of the data may be determined based
on a specific situation. This is not limited in this solution.
[0262] In a possible implementation, the obtained second preset information includes the second resource consumption
information, that is, includes processor CPU usage, memory usage, and network bandwidth that correspond to each
production server in the production system when the second resource consumption information is obtained, and may
further include a status of transactions per second (Transactions Per Second, TPS) and the like. In this case, the master
backup server may compare the information with the first resource consumption information. Specifically, the master
backup server correspondingly compares, by using a production server as an object, information about each production
server that is included in the second resource consumption information with information about each production server
that is included in the first preset resource consumption information, that is, compares data obtained by a same production
server at different moments, for example, compares information about a first production server that is included in the
second resource consumption information with information about the first production server that is included in the first
resource consumption information, and compares information about a second production server that is included in the
second resource consumption information with information about the second production server that is included in the
first resource consumption information.
[0263] If it is found, after the comparison, that a resource consumption status (one or more of CPU usage, memory
usage, and network bandwidth) of a production server changes, the master backup server may generate, based on a
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change status, adjustment information for a child backup task corresponding to the production server, and send the
generated adjustment information to a corresponding backup execution server.
[0264] For example, in the first resource consumption information, CPU usage of the first production server is 10%,
and memory usage of the first production server is 20%, but in the second resource consumption information, CPU
usage of the first production server is 50%, and memory usage of the first production server is 60%. To be specific, after
the first resource consumption information is obtained, before the second resource consumption information is obtained,
the CPU usage of the first production server increases by 50%, and the memory usage of the first production server
increases by 40%. In other words, production load of the first production server increases in this period of time. In this
case, to avoid affecting a production service of the first production server, that is, to avoid preempting a resource with
the production service, the master backup server may decrease a rate at which the first production server sends to-be-
backed-up data to a corresponding backup execution server, then generate an adjusted backup rate for a child backup
task corresponding to the first production server, and send the adjusted backup rate to the corresponding backup
execution server. Herein, only an example is used for description. There is another possible embodiment. The adjusted
backup rate may be determined based on a specific situation. This is not limited in this solution.
[0265] In addition, if it is found, after the comparison, that load of the first production server is reduced, to fully use
resources of the production server and improve utilization, the master backup server may increase a rate at which the
first production server sends to-be-backed-up data to a corresponding backup execution server, then generate an
adjusted backup rate for a child backup task corresponding to the first production server, and send the adjusted backup
rate to the corresponding backup execution server.
[0266] Optionally, an adjusted backup rate may be determined by setting a threshold. For example, after the master
backup server compares the two obtained resource consumption statuses, if CPU usage of the production server in-
creases by 10% to 20%, and memory usage of the production server increases by 10% to 20%, the master backup
server may decrease a rate at which the first production server sends to-be-backed-up data to a corresponding backup
execution server by 20%. To be specific, assuming that an initial backup rate is 1 megabit per second, the initial backup
rate is 800 bits per second after the initial backup rate decreases by 20%. If CPU usage of the production server decreases
by 10% to 20%, and memory usage of the production server decreases by 10% to 20%, the master backup server may
increase a rate at which the first production server sends to-be-backed-up data to a corresponding backup execution
server by 20%. To be specific, assuming that an initial backup rate is 1 megabit per second, the initial backup rate is
1.2 megabits per second after the initial backup rate increases by 20%. It should be specially noted that herein, only an
example is used for description. There is another threshold setting case. A specific setting manner is determined based
on a specific situation. This is not limited in this solution.
[0267] In a possible implementation, if the second preset information includes a health status of each production server
in the production system, when a production server in the production system is faulty, the master backup server may
obtain, from another production server that normally runs, to-be-backed-up data that needs to be obtained from the
production server, to continue backup. Specifically, the master backup server adjusts a production execution server
corresponding to a child backup task corresponding to the production server to another production server that normally
runs, then generates information about an adjusted production server, and sends the information about the adjusted
production server to a backup execution server corresponding to the child backup task. It should be noted that the
adjusted production execution server has sufficient performance to replace the faulty production server to send the to-
be-backed-up data to the backup server.
[0268] In a possible implementation, if the second preset information includes a health status of each backup server
in the backup system, when a backup execution server in the backup system is faulty, the master backup server may
allocate a child backup task for which the faulty backup execution server is responsible to another backup execution
server that normally runs for continuous execution, to ensure that an entire backup process is successively completed
on time. Specifically, the master backup server adjusts a backup execution server corresponding to a child backup task
corresponding to the backup execution server to another backup server that normally runs, then generates information
about an adjusted backup server, and sends the information about the adjusted backup server and the child backup
task to the backup execution server corresponding to the child backup task.
[0269] Step 405: The backup execution server receives the adjustment information.
[0270] Step 406: The backup execution server adjusts, based on the adjustment information, a request for obtaining
to-be-backed-up data.
[0271] Step 407: The backup execution server sends an adjusted request for obtaining to-be-backed-up data to a
production execution server corresponding to the target child backup task.
[0272] In a specific embodiment, after receiving the adjustment information for the child task sent by the master backup
server, the corresponding backup execution server generates, based on the adjustment information, the adjusted request
for obtaining to-be-backed-up data. If the adjustment information includes information about an adjusted range of to-be-
backed-up data, the generated adjusted request for obtaining to-be-backed-up data carries the information about the
adjusted range of the to-be-backed-up data. If the adjustment information includes information about an adjusted to-be-
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backed-up rate, the generated adjusted request for obtaining to-be-backed-up data carries the information about the
adjusted to-be-backed-up rate. If the adjustment information includes information about an adjusted production server,
the generated adjusted request for obtaining to-be-backed-up data carries address information of the adjusted production
server, and the address information is used to indicate a specific production server to which the request is sent.
[0273] Step 408: The production execution server receives the adjusted request for obtaining to-be-backed-up data.
[0274] Step 409: The production execution server obtains the to-be-backed-up data based on the adjusted request
for obtaining to-be-backed-up data.
[0275] Step 410: The production execution server sends the obtained to-be-backed-up data to the backup execution
server.
[0276] In a specific embodiment, after receiving the adjusted request for obtaining to-be-backed-up data that is sent
by the corresponding backup execution server, the corresponding production execution server obtains the to-be-backed-
up data based on the request. If the request carries information about an adjusted range of to-be-backed-up data, the
corresponding production execution server obtains the to-be-backed-up data based on the adjusted range of the to-be-
backed-up data, and then sends the obtained to-be-backed-up data to the corresponding backup execution server. If
the request carries information about an adjusted to-be-backed-up rate, the corresponding production execution server
sends the obtained to-be-backed-up data to the corresponding backup execution server at the adjusted to-be-backed-
up rate.
[0277] For ease of understanding of the solution of this application, the following implementation is provided. The
implementation is an optimal embodiment provided based on an idea of the method in FIG. 3 and/or FIG. 4.
[0278] FIG. 5 is a schematic diagram of a framework of a system library applicable to a backup processing method
according to an embodiment of this application. The schematic diagram of the framework of the system shown in FIG.
5 may be a schematic diagram of a specific framework of the framework of the system shown in FIG. 1.
[0279] As shown in FIG. 5, the system includes a production system and a backup system. The production system
may include three production servers (a production server 1, a production server 2, and a production server 3). Each
production server includes a monitoring module, a production layer, an obtaining module, and a transmission module.
The backup system may include three backup servers (a backup server 1, a backup server 2, and a backup server 3),
a scheduler, and a backup memory. Each backup server includes a parent task creation module, an analysis module,
a child task distribution module, a child task creation module, a transmission module, a processing module, and a backup
module.
[0280] In addition, in FIG. 5, the backup server 1 is a master backup server, and the backup server 2 and the backup
server 3 are slave backup servers. It should be noted that the master backup server may be any one or more of a plurality
of backup servers in the backup system, and may be determined by the scheduler.
[0281] The following describes functions of the modules in the production server, the modules in the backup server,
and the scheduler in a data backup process.
[0282] The monitoring module in the production server is configured to: monitor and obtain a data distribution status
of the production server and a resource consumption status of the production server in real time, and send the obtained
status information to the master backup server.
[0283] The production layer in the production server is mainly configured to produce data, where to-be-backed-up
data may be obtained from the production layer.
[0284] The obtaining module in the production server is configured to obtain to-be-backed-up data in the production
server.
[0285] The transmission module in the production server is configured to transmit, to a corresponding backup server,
the to-be-backed-up data obtained by the obtaining module.
[0286] The scheduler in the backup system is configured to schedule each backup server to back up data in the
production system.
[0287] The parent task creation module in the backup server is configured to create a parent backup task, where the
parent backup task is mainly used to complete two tasks. One task is to write, to a backup memory, a current backup
object, that is, a name and an ID of the production system, a current backup timestamp, and a current backup type, for
example, incremental backup or full backup. The other task is to analyze the data distribution status of the production
server and the resource consumption status of the production server that are obtained from the production system, and
then obtain child tasks through division and distribute the child tasks.
[0288] The analysis module in the backup server is configured to: receive and analyze the information sent by the
monitoring module in the production server, and may determine, based on load and a data distribution status, distribution
of the child tasks, a correspondence between each child task and a production server, a production data obtaining range
of each child task, a range of responsibility for adjusting each child task in real time, a life cycle of the child task, and
the like. The analysis module in the backup server may be further configured to: analyze, in real time, the information
sent by the monitoring module in the production server, and generate adjustment information for a corresponding child
task.
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[0289] The child task distribution module in the backup server is configured to correspondingly distribute the child
tasks obtained through division to the backup servers in the backup system, and may further send the adjustment
information for the child task to a corresponding backup server in real time.
[0290] The child task creation module in the backup server is configured to: create a child backup task according to
a received child backup task creation instruction, and then send a request for obtaining to-be-backed-up data to a
corresponding production server, and may be further configured to: receive real-time adjustment information for the child
task, and adjust execution of the child task based on the adjustment information.
[0291] The transmission module in the backup server is configured to receive the to-be-backed-up data from the
corresponding production server.
[0292] The processing module in the backup server is configured to process the to-be-backed-up data received by
the transmission module, for example, perform an operation such as compression or deduplication on the data.
[0293] The backup module in the backup server is configured to store, in the backup memory, the data processed by
the processing module.
[0294] The following describes, with reference to FIG. 5, an example of a procedure of a backup processing method
provided in an embodiment of this application. The method may include the following steps.
[0295] h The parent task creation module in the backup server 1 receives a backup instruction sent by the scheduler,
where the backup instruction is used to indicate to deliver a backup task of data in the production system to the backup
server 1. To be specific, the backup server 1 is used as a master backup server and other servers (the backup server
2 and the backup server 3) are used as slave servers to assist the master backup server in backing up the data in the
production system.
[0296] 2After receiving the backup instruction, the parent task creation module generates a parent backup task
according to the instruction, triggers the analysis module to obtain data distribution information and resource consumption
information in the production system, and may further trigger the analysis module to obtain storage type information of
data in the production system.
[0297] 3The analysis module sends an information obtaining instruction to each production server in the production
system in response to the trigger of the parent task creation module, where the information obtaining instruction is used
to trigger the monitoring module to obtain the data distribution information and the resource consumption information of
the production server, and may further trigger the monitoring module to obtain the storage type information of the data
in the production system.
[0298] 4After receiving the information obtaining instruction sent by the analysis module, each production server
triggers the monitoring module to obtain data distribution information and resource consumption information of the
production server and send the data distribution information and the resource consumption information to the analysis
module, and may further trigger the monitoring module to obtain the storage type information of the data in the production
system and send the data storage type information to the analysis module.
[0299] 5The analysis module may further obtain a plurality of child backup tasks through division based on the received
data distribution information and resource consumption information of the production server, the received storage type
information of the data in the production system, and a status of each backup server (for example, a quantity of backup
servers and performance of eachbackup server). Each child backup task corresponds to information such as an identifier,
information about a backup execution server, information about a production execution server, a range of data that the
child backup task is responsible for backing up, and an initial performance indicator such as an initial backup rate.
[0300] 6After obtaining the plurality of child backup tasks through division, the analysis module triggers the child task
distribution module to send child task creation instructions to backup execution servers (that is, the backup server 1, the
backup server 2, and the backup server 3) corresponding to the child backup tasks, where the instruction may carry
information included in a corresponding child backup task, such as an identifier, information about a backup execution
server, information about a production execution server, a range of data that the child backup task is responsible for
backing up, and an initial performance indicator such as an initial backup rate.
[0301] 7After receiving the child task creation instruction sent by the child task distribution module in the master
backup server, each backup execution server triggers a child task creation module to create a child task and generate
a request for obtaining to-be-backed-up data, where the request is used to request a corresponding production server
to obtain the to-be-backed-up data, and the request may carry information about a data range of the to-be-backed-up
data in the corresponding production server and information about an initial backup rate.
[0302] 8After generating the request for obtaining to-be-backed-up data, the child task creation module in the backup
execution server triggers the transmission module in the backup execution server to send the request to a transmission
module in a corresponding production execution server.
[0303] 9After receiving the request for obtaining to-be-backed-up data, the corresponding production execution server
triggers an obtaining module in the production execution server to obtain the to-be-backed-up data from the production
layer based on information about a data range of the to-be-backed-up data, and then transmits the obtained to-be-
backed-up data to the transmission module.
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[0304] :The corresponding production execution server sends, by using the transmission module, the obtained to-
be-backed-up data to the transmission module in the corresponding backup execution server at the initial backup rate
carried in the request.
[0305] ; After receiving the to-be-backed-up data sent by the production execution server, the transmission module
in the corresponding backup execution server transmits the data to the processing module, and the processing module
performs a processing operation such as compression or deduplication on the data.
[0306] < The processing module transmits a processed data to the backup module.
[0307] = The backup module stores the received data in a backup memory.
[0308] In a possible implementation, in an entire backup process, the analysis module in the master backup server
may obtain data distribution information and resource consumption information from each production server in the
production system at an interval of first preset duration, and then the analysis module analyzes newly obtained information.
If the newly obtained information changes compared with the previously obtained information, the analysis module may
generate adjustment information for a corresponding child backup task based on these changes, the child task distribution
modules send the adjustment information to the child task creation module in the corresponding backup execution server,
then the child task creation module in the corresponding backup execution server generates, based on the adjustment
information, an adjusted request for obtaining to-be-backed-up data, and the transmission module sends the request to
the corresponding production execution server, so that the corresponding production server obtains the to-be-backed-
up data based on the request and sends the to-be-backed-up data to the corresponding backup execution server for
backup.
[0309] For specific descriptions and beneficial effects of the steps and the possible embodiments that are of the method
described with reference to FIG. 5, correspondingly refer to the descriptions of the methods in FIG. 3 and FIG. 4. Details
are not described herein again.
[0310] The following describes, in detail with reference to the accompanying drawings, a backup and restoration
processing method provided in an embodiment of this application.
[0311] FIG. 6 shows a backup and restoration processing method according to an embodiment of the present invention.
The method may be implemented based on the architecture of the system shown in FIG. 2. The method includes but is
not limited to the following steps.
[0312] Step 601: A production server in a production system obtains first information.
[0313] Step 602: The production system sends the first information to a master backup server.
[0314] In a specific embodiment, the first information may include first resource consumption statuses respectively
corresponding to a plurality of production servers in the production system. The first resource consumption status of the
production server may be a resource consumption status of the production server at a moment at which the first resource
consumption status is generated, and the resource consumption status may include processor CPU usage, memory
usage, and external memory usage of the production server.
[0315] A specific manner of obtaining the first information herein may be the same as the manner of obtaining the first
preset information in step 301. For details, refer to the corresponding descriptions. The details are not described herein
again.
[0316] Step 603: The master backup server obtains a plurality of child backup and restoration tasks through division
based on the first information, where the child backup and restoration task corresponds to a backup execution server
and a production execution server.
[0317] Step 604: The master backup server sends the plurality of child backup and restoration tasks to respective
corresponding backup execution servers.
[0318] Specifically, the child backup and restoration task corresponds to the backup execution server and the production
execution server and is used to indicate the backup execution server to send data in a preset range to the production
execution server, to restore data in a backup system to the production system.
[0319] In a specific embodiment, the master backup server analyzes the obtained first information, and obtains the
plurality of child backup and restoration tasks through division based on the analysis result. Each child backup and
restoration task obtained through division may correspond to a child task identifier (identifier, ID), information about a
backup server (that is, the backup execution server) that executes the child task, information about a production server
(that is, the production execution server) that receives to-be-restored data sent based on the child task, and information
about a range of the data that needs to be sent to the production execution server based on the child task (for example,
information such as a capacity of the to-be-restored data and a corresponding file name). Optionally, each child backup
and restoration task obtained through division may further correspond to information about an initial backup and resto-
ration rate for the child task and the like. The initial backup and restoration rate may be used to indicate a backup
execution server corresponding to the child task to send the to-be-restored data to a corresponding production execution
server at the initial backup and restoration rate.
[0320] Optionally, the information about the production server may include one or more of a name, a media access
control address, and an internet protocol address of the server. The information about the backup server may include
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one or more of a name, a media access control address, and an internet protocol address of the server.
[0321] In a possible implementation, there may be one backup execution server corresponding to each child backup
and restoration task obtained through division. There may be one or more production execution servers corresponding
to each child backup and restoration task obtained through division, that is, the child task may be responsible for sending,
to only one production server, data that needs to be restored, or the child task may be responsible for respectively
sending to-be-restored data to a plurality of production servers.
[0322] Step 605: Each of slave backup servers in the backup system receives a corresponding child backup and
restoration task.
[0323] Step 606: The slave backup server in the backup system sends data to a corresponding production execution
server based on the received child backup and restoration task.
[0324] In a specific embodiment, because each of the plurality of child backup and restoration tasks obtained by the
master backup server through division corresponds to a backup execution server, the master backup server sends the
plurality of child backup and restoration tasks to corresponding backup execution servers based on information about
the backup execution server corresponding to each of the plurality of child backup and restoration tasks. The backup
execution server herein may be a slave backup server.
[0325] After receiving the child backup and restoration task sent by the master backup server, the backup execution
server may obtain, from a memory in the backup system based on the child backup and restoration task, the data that
needs to be sent to the corresponding production execution server based on the child backup and restoration task, and
then send the data to the corresponding production execution server.
[0326] Optionally, the child backup and restoration task received by the backup execution server may further include
information about an initial backup and restoration rate. In this case, the backup execution server sends the to-be-
restored data to the production execution server based on the initial backup and restoration rate.
[0327] Optionally, if one child backup and restoration task corresponds to a plurality of production execution servers,
the one child backup and restoration task also correspondingly includes information about ranges of to-be-restored data
that needs to be sent to the plurality of production execution servers, and/or correspondingly includes a plurality of initial
backup and restoration rates at which to-be-restored data is sent to the plurality of production execution servers.
[0328] In a possible implementation, the master backup server may also be used as a backup execution server
corresponding to a child backup and restoration task. To be specific, the master backup server distributes one or more
child backup and restoration tasks to the master backup server for execution. After step 604 of sending the plurality of
child backup and restoration tasks to the respective corresponding backup execution servers, the master backup server
sends the to-be-restored data to the corresponding production execution server based on the one or more child backup
and restoration tasks. For a specific implementation of sending the to-be-restored data to the production server in this
embodiment of this application, refer to the corresponding specific descriptions in step 605 and step 606. Details are
not described herein again.
[0329] In a possible implementation, that the master backup server obtains a plurality of child backup and restoration
tasks through division based on the first information includes: The master backup server determines load statuses of
the plurality of production servers based on the first information. The master backup server determines, based on the
load statuses of the plurality of production servers, ranges of data that needs to be respectively sent to the plurality of
production servers. The master backup server obtains the child backup and restoration tasks through division based on
the ranges of the data that needs to be respectively sent to the plurality of production servers.
[0330] In a specific embodiment, heavier load of the production server indicates less to-be-restored data sent by the
backup server to the production server, and lighter load of the production server indicates more to-be-restored data sent
by the backup server to the production server. The to-be-restored data that needs to be sent to each production server
may be allocated based on a load status of each production server.
[0331] For ease of understanding of this embodiment of this application, an example is used below for description.
Table 7 shows an example of a resource consumption status of each production server in the production system.

[0332] It may be found by analyzing the information in Table 7 that the production server 1, the production server 2,

Table 7

Name of a production server CPU usage Memory usage External memory usage

Production server 1 10% 50% 30%

Production server 2 35% 40% 45%

Production server 3 50% 55% 50%

Production server 4 75% 65% 60%
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the production server 3, and the production server 4 correspond to load in ascending order and used external memory
space in ascending order. It is assumed that 100G data needs to be restored to the production system, and file names
corresponding to the 100G data may be, for example, File_1, File_2, File_3, and File_4. Data amounts corresponding
to the files File_1, File_2, File_3, and File_4 may be respectively, for example, 40G, 30G, 20G, and 10G. It is assumed
that the backup system includes a backup server 1, a backup server 2, a backup server 3, a backup server 4, and the
like. Based on the foregoing analysis, the master backup server may divide a backup and restoration task of data in the
production system into four child backup and restoration tasks, where each child task corresponds to one production
server.
[0333] It is assumed that task IDs of the four child tasks are respectively a child task 1, a child task 2, a child task 3,
and a child task 4. Production execution servers corresponding to the child task 1, the child task 2, the child task 3, and
the child task 4 may be respectively the production server 1, the production server 2, the production server 3, and the
production server 4. Backup execution servers corresponding to the child task 1, the child task 2, the child task 3, and
the child task 4 may be respectively the backup server 1, the backup server 2, the backup server 3, and the backup
server 4. Because the production server 1, the production server 2, the production server 3, and the production server
4 correspond to load in ascending order and used external memory space in ascending order, when the master backup
server obtains the child backup and restoration tasks through division, to-be-restored data that is allocated to the child
task 1, the child task 2, the child task 3, and the child task 4 and that is respectively correspondingly sent to the production
server 1, the production server 2, the production server 3, and the production server 4 corresponds to ranges in descending
order, for example, may respectively correspond to "40G and File_1", "30G and File_2", "20G and File_3", and "10G
and File_4". For information included in each child task obtained after the division, refer to Table 8.

[0334] Optionally, in the foregoing embodiment of obtaining the child backup and restoration tasks through division,
the child backup and restoration tasks may be first obtained through division based on a load status of the production
server, regardless of external memory usage of the production server. Lighter load of the production server indicates
more data that needs to be sent to the production server based on the child backup and restoration task corresponding
to the production server. If load statuses of two production servers are the same, external memory usage of the production
servers is considered. When the load statuses of the two production servers are the same, less used external memory
of the production server indicates more data that needs to be sent to the production server based on the child backup
and restoration task corresponding to the production server. A specific range of to-be-sent data may be determined
based on a specific situation. In the foregoing embodiments, an example in which one child backup and restoration task
corresponds to one production execution server is used for description.
[0335] Optionally, in the foregoing embodiment of obtaining the child backup and restoration tasks through division,
one child task may alternatively correspond to a plurality of production servers. For example, the master backup server
may obtain three child backup and restoration tasks through division based on Table 7, where information included in
each of the child task 1 and the child task 2 remains unchanged as shown in Table 8, a backup execution server
corresponding to the child task 3 may be the backup server 3, and production execution servers corresponding to the
child task 3 may be the production server 3 and the production server 4. In this case, ranges of to-be-restored data that
needs to be sent based on the child task 3 include "20G and File_3 " and "10G and File_4". Certainly, this is merely an
example for description. Specific division may be determined based on a specific situation. This is not limited in this
solution.
[0336] In a possible implementation, that the master backup server obtains a plurality of child backup and restoration
tasks through division based on the first information includes: The master backup server determines, based on the first
information, initial backup and restoration rates respectively corresponding to the plurality of production servers, where
the initial backup and restoration rate is an initial rate at which the backup execution server sends data to the corresponding
production execution server. The master backup server allocates the initial backup and restoration rates respectively
corresponding to the plurality of production servers to the child backup and restoration tasks respectively corresponding
to the plurality of production servers.

Table 8

Child task 
ID

Corresponding backup 
execution server

Corresponding production 
execution server

Range of to-be-restored data that 
needs to be sent

Child task 1 Backup server 1 Production server 1 40G and File_1

Child task 2 Backup server 2 Production server 2 30G and File_2

Child task 3 Backup server 3 Production server 3 20G and File_3

Child task 4 Backup server 4 Production server 4 10G and File_4
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[0337] For ease of understanding of this embodiment of this application, an example is used below for description.
[0338] Still refer to Table 7 and Table 8. In Table 7, the production server 1, the production server 2, the production
server 3, and the production server 4 correspond to load in ascending order. Therefore, when initial backup and restoration
rates for the corresponding Child task 1, the corresponding Child task 2, the corresponding Child task 3, and the corre-
sponding Child task 4 in Table 8 are determined, the initial backup and restoration rates for the child task 1, the child
task 2, the child task 3, and the child task 4 may be gradually slowed down in an order of the child task 1, the child task
2, the child task 3, and the child task 4.
[0339] For example, an initial backup and restoration rate for the child task 1 may be set to 1 megabit per second, an
initial backup and restoration rate for the child task 2 may be set to 500 bits per second, an initial backup and restoration
rate for the child task 3 may be set to 200 bits per second, and an initial backup and restoration rate for the child task 4
may be set to 100 bits per second.
[0340] Alternatively, an initial backup and restoration rate for each child backup and restoration task may be determined
by setting a threshold. For example, if CPU usage of the production server is less than or equal to 20%, an initial rate
for a child backup and restoration task corresponding to the production server may be set to 1 megabit per second. If
CPU usage of the production server is greater than 20% and less than or equal to 40%, an initial rate for a child backup
and restoration task corresponding to the production server may be set to 500 bits per second. If CPU usage of the
production server is greater than 40% and less than 60%, an initial rate for a child backup and restoration task corre-
sponding to the production server may be set to 200 bits per second. If CPU usage of the production server is greater
than 60%, an initial rate for a child backup and restoration task corresponding to the production server may be set to
100 bits per second. Herein, only an example is used to describe a manner of determining a backup and restoration
rate. There is another embodiment of determining the backup and restoration rate. For example, a corresponding backup
and restoration rate is determined based on memory usage of a production server. A specific determining manner is
determined based on a specific situation. This is not limited in this solution.
[0341] It should be noted that the example of setting the initial backup and restoration rate described above is described
when one child backup and restoration task corresponds to one production server. If one child backup and restoration
task corresponds to a plurality of production servers, respective initial backup and restoration rates may be set based
on respective resource consumption statuses of the plurality of production servers. To be specific, the child backup and
restoration task corresponds to a plurality of initial backup and restoration rates.
[0342] In a possible implementation, after the master backup server receives the first information, before an entire
backup and restoration process is completed, the master backup server obtains latest information at an interval of second
preset duration, where the latest information may include latest resource consumption information in the production
system, and may further include a latest health status of each production server in the production system and/or a latest
health status of each backup server in the backup system. Then, the master backup server analyzes the information to
generate adjustment information for a corresponding child backup and restoration task, where the adjustment information
is used to adjust some parameters in a backup and restoration process, to ensure that a production service of the
production server and a backup and restoration operation of the backup server can be performed at the same time
without affecting production of the production server.
[0343] In a specific embodiment, because production in the production system is always being performed, a resource
consumption status continuously changes. Therefore, in an entire backup and restoration process, the master backup
server may obtain a latest resource consumption status from the production system at an interval of second preset
duration, to adjust some parameters in the backup and restoration process, so as to implement both backup and pro-
duction. Specifically, the preset duration may be 5 minutes, 10 minutes, half an hour, or the like. Specific preset duration
is determined based on a specific situation. This is not limited in this solution. The second preset duration may be the
same as or different from the first preset duration.
[0344] Optionally, the information obtained by the master backup server at an interval of second preset duration may
be obtained through direct interaction with the production system, or may be sent by another device to the master backup
server after the another device first obtains the information from the production system.
[0345] The following describes, with reference to FIG. 7 by using an example in which the master backup server
obtains second information at an interval of the second preset duration after obtaining the first information, how to
generate adjustment information for a corresponding child backup and restoration task based on the information. The
second information includes one or more of second resource consumption information and health status information of
a server.
[0346] The second resource consumption information may include latest resource consumption information in the
production system, and the information may be a resource consumption status corresponding to each production server
in the production system at a moment at which the second resource consumption information is generated. The health
status information of the server may include a latest health status of each production server in the production system
and/or a latest health status of each backup server in the backup system, and the status may be a health status of each
production server in the production system and/or a health status of each backup server in the backup system at a
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moment at which the health status information of the server is obtained.
[0347] It should be noted that a manner of processing information such as the latest resource consumption status that
is in the production system and that is obtained at an interval of the second preset duration after the second information
is obtained may be the same as this manner.
[0348] In FIG. 7, the method may include but is not limited to the following steps.
[0349] Step 701: The production system obtains second information.
[0350] Step 702: The production system sends the second information to a master backup server.
[0351] In a specific embodiment, a manner in which the production system obtains the second information may be
the same as a manner in which the production system obtains the first information. When the second information includes
a health status of each production server in the production system and/or a health status of each backup server in the
backup system, each production server in the production system may obtain a health status of each production server
and send the health status to the master backup server, or a server or a device (for example, a server dedicated to
monitoring a health status of each production server in the production system) collects health status information in the
production system, and then a server in the production system centrally sends the health status information to the master
backup server. In addition, the master backup server may actively collect a health status of each backup server in the
backup system. For example, the master backup server may send a health status obtaining request to a backup server,
and after receiving the request, the backup server obtains health status information of the backup server and sends the
health status information to the master backup server. Alternatively, if the backup system includes a server dedicated
to monitoring a health status of each backup server, the master backup server may obtain the health status of each
backup server from the server.
[0352] Step 703: The master backup server generates adjustment information for a target child backup and restoration
task based on the second information when the master backup server learns, through analysis based on the second
information, that the target child backup and restoration task in a plurality of child backup and restoration tasks needs
to be adjusted.
[0353] Step 704: The master backup server sends the adjustment information to a backup execution server corre-
sponding to the target child backup and restoration task.
[0354] In a possible implementation, the obtained second preset information includes the second resource consumption
information, that is, includes processor CPU usage, memory usage, external memory usage, and the like that correspond
to each production server in the production system when the second resource consumption information is obtained. In
this case, the master backup server may compare the information with the first information. Specifically, the master
backup server correspondingly compares, by using a production server as an object, information about each production
server that is included in the second resource consumption information with information about each production server
that is included in the first information, that is, compares data obtained by a same production server at different moments,
for example, compares information about a first production server that is included in the second resource consumption
information with information about the first production server that is included in the first information, and compares
information about a second production server that is included in the second resource consumption information with
information about the second production server that is included in the first information.
[0355] If it is found, after the comparison, that a resource consumption status (one or more of CPU usage, memory
usage, and external memory usage) of a production server changes, the master backup server may generate, based
on a change status, adjustment information for a child backup and restoration task corresponding to the production
server, and send the generated adjustment information to a corresponding backup execution server.
[0356] Optionally, the master backup server may determine, through analysis by comparing the second resource
consumption information with the first information, whether to adjust a range of data that needs to be sent to a corre-
sponding production execution server based on the child backup and restoration task. For example, in the first information,
CPU usage of the first production server is 10%, but in the second resource consumption information, CPU usage of
the first production server is 50%. To be specific, after the first information is obtained, before the second resource
consumption information is obtained, the CPU usage of the first production server increases by 50%. In other words,
production load of the first production server increases in this period of time. In this case, to avoid affecting a production
service of the first production server, that is, to avoid preempting a resource with the production service, the master
backup server may decrease a range of to-be-restored data to be sent to the first production server, then generate an
adjusted range that is of the data to be sent to the first production server and that corresponds to a child backup and
restoration task corresponding to the first production server, and send information about the adjusted range of the data
to the corresponding backup execution server. Herein, only an example is used for description. There is another possible
embodiment. The adjusted range of the data may be determined based on a specific situation. This is not limited in this
solution.
[0357] In addition, if it is found, after the comparison, that load of the first production server is lightened, to fully utilize
resources of the production server and improve utilization, the master backup server may increase a range of to-be-
restored data to be sent to the first production server, then generate an adjusted range that is of the data to be sent to
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the first production server and that corresponds to a child backup and restoration task corresponding to the first production
server, and send information about the adjusted range of the data to the corresponding backup execution server.
[0358] It should be noted that the adjusted range of the data may also be determined based on memory usage of the
server. More used memory indicates heavier load, and in this case, a smaller range of to-be-restored data received by
the corresponding production server may be set, and less used memory indicates lighter load, and in this case, a larger
range of to-be-restored data received by the corresponding production server may be set.
[0359] Certainly, the adjusted range needs to ensure that an amount of the to-be-restored data received by the pro-
duction server is not greater than remaining external memory space of the production server.
[0360] Optionally, the master backup server may determine, through analysis by comparing the second resource
consumption information with the first information, whether to adjust a backup and restoration rate for the child backup
and restoration task. For example, in the first information, CPU usage of the first production server is 10%, but in the
second resource consumption information, CPU usage of the first production server is 50%. To be specific, after the
first information is obtained, before the second resource consumption information is obtained, the CPU usage of the first
production server increases by 50%. In other words, production load of the first production server increases in this period
of time. In this case, to avoid affecting a production service of the first production server, that is, to avoid preempting a
resource with the production service, the master backup server may decrease a rate at which the first production server
receives to-be-restored data sent by a corresponding backup execution server, that is, decrease a rate at which the
corresponding backup execution server sends the to-be-restored data to the first production server, then generate an
adjusted backup and restoration rate for a child backup and restoration task corresponding to the first production server,
and send the adjusted backup and restoration rate to the corresponding backup execution server. Herein, only an
example is used for description. There is another possible embodiment. The adjusted backup and restoration rate may
be determined based on a specific situation. This is not limited in this solution.
[0361] In addition, if it is found, after the comparison, that load of the first production server is reduced, to fully use
resources of the production server and improve utilization, the master backup server may increase a rate at which the
first production server receives to-be-restored data sent by a corresponding backup execution server, that is, increase
a rate at which the corresponding backup execution server sends the to-be-restored data to the first production server,
then generate an adjusted backup and restoration rate for a child backup and restoration task corresponding to the first
production server, and send the adjusted backup and restoration rate to the corresponding backup execution server.
[0362] Optionally, an adjusted backup and restoration rate may be determined by setting a threshold. For example,
after the master backup server compares the two obtained resource consumption statuses, if CPU usage of the production
server increases by 10% to 20%, the master backup server may decrease a rate at which the first production server
sends to-be-backed-up data to a corresponding backup execution server by 20%. To be specific, assuming that an initial
backup and restoration rate is 1 megabit per second, the initial backup and restoration rate is 800 bits per second after
the initial backup and restoration rate decreases by 20%. If CPU usage of the production server decreases by 10% to
20%, the master backup server may increase a rate at which the first production server sends to-be-backed-up data to
a corresponding backup execution server by 20%. To be specific, assuming that an initial backup and restoration rate
is 1 megabit per second, the initial backup and restoration rate is 1.2 megabits per second after the initial backup and
restoration rate increases by 20%. It should be specially noted that herein, only an example is used for description.
There is another threshold setting case. A specific setting manner is determined based on a specific situation. This is
not limited in this solution.
[0363] It should be noted that the adjusted and determined backup and restoration rate may also be determined based
on memory usage of the server. More used memory indicates heavier load, and in this case, a lower backup and
restoration rate of the corresponding production server may be set, and less used memory indicates lighter load, and
in this case, a higher backup and restoration rate of the corresponding production server may be set.
[0364] In a possible implementation, if the second information includes a health status of each production server in
the production system, when a production server in the production system is faulty, the master backup server may send,
to another production server that normally runs, to-be-restored data sent to the production server, to ensure that an
entire data restoration process is completed. Specifically, the master backup server adjusts a production execution
server corresponding to a child backup and restoration task corresponding to the production server to another production
server that normally runs, then generates information about an adjusted production server, and sends the information
about the adjusted production server to a backup execution server corresponding to the child backup and restoration
task. It should be noted that the adjusted production execution server has sufficient performance and storage space to
receive the to-be-restored data in the faulty production server.
[0365] In a possible implementation, if the second information includes a health status of each backup server in the
backup system, when a backup execution server in the backup system is faulty, the master backup server may allocate
a child backup and restoration task for which the faulty backup execution server is responsible to another backup
execution server that normally runs for continuous execution, to ensure that an entire backup process is successively
completed on time. Specifically, the master backup server adjusts a backup execution server corresponding to a child
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backup and restoration task corresponding to the backup execution server to another backup server that normally runs,
then generates information about an adjusted backup server, and sends the information about the adjusted backup
server and the child backup and restoration task to the backup execution server corresponding to the child backup and
restoration task.
[0366] Step 705: The corresponding backup execution server receives the adjustment information.
[0367] Step 706: The corresponding backup execution server sends, based on the adjustment information, data to
the adjusted production execution server corresponding to the target child backup and restoration task.
[0368] In a specific embodiment, after receiving the adjustment information, the corresponding backup execution
server analyzes the adjustment information. If the adjustment information includes information about an adjusted range
of to-be-restored data sent to the corresponding production execution server, the backup server sends the data to the
corresponding production execution server based on the information about the range. If the adjustment information
includes information about an adjusted backup and restoration rate, the backup server sends data to the corresponding
production execution server at the backup and restoration rate. If the adjustment information includes information about
an adjusted corresponding production execution server, the backup server sends data to the adjusted production exe-
cution server based on the information.
[0369] For ease of understanding of the solution of this application, the following implementation is provided. The
implementation is an optimal embodiment provided based on an idea of the method in FIG. 6 and/or FIG. 7.
[0370] FIG. 8 is a schematic diagram of a framework of a system library applicable to a backup processing method
according to an embodiment of this application. The schematic diagram of the framework of the system shown in FIG.
8 may be a schematic diagram of a specific framework of the framework of the system shown in FIG. 1. The framework
of the system shown in FIG. 8 may be the same as the framework of the system shown in FIG. 5. A procedure shown
in FIG. 5 is a process of completing data backup based on the framework, and a procedure shown in FIG. 8 is a process
of completing backup and restoration based on the framework.
[0371] As shown in FIG. 8, the system includes a production system and a backup system. The production system
may include three production servers (a production server 1, a production server 2, and a production server 3). Each
production server includes a monitoring module, a production layer, an obtaining module, and a transmission module.
The backup system may include three backup servers (a backup server 1, a backup server 2, and a backup server 3),
a scheduler, and a backup memory. Each backup server includes a parent task creation module, an analysis module,
a child task distribution module, a child task creation module, a transmission module, a processing module, and a backup
module.
[0372] In addition, in FIG. 8, the backup server 1 is a master backup server, and the backup server 2 and the backup
server 3 are slave backup servers. It should be noted that the master backup server may be any one or more of a plurality
of backup servers in the backup system, and may be determined by the scheduler.
[0373] The following describes functions of the modules in the production server, the modules in the backup server,
and the scheduler in a data backup and restoration process.
[0374] The monitoring module in the production server is configured to: monitor and obtain a resource consumption
status of the production server in real time, and send the obtained status information to the master backup server.
[0375] The production layer in the production server is mainly configured to produce data.
[0376] The transmission module in the production server is configured to receive to-be-restored data sent by the
backup server.
[0377] The scheduler in the backup system is configured to schedule each backup server to perform backup and
restoration on data in the production system.
[0378] The parent task creation module in the backup server is configured to create a parent backup task, where the
parent backup task is mainly used to complete two tasks. One task is to write, to a backup memory, a current backup
and restoration object, that is, a name and an ID of the production system, and a current backup and restoration timestamp.
The other task is to analyze the resource consumption status that is of the production server and that is obtained from
the production system, and then obtain child tasks through division and distribute the child tasks.
[0379] The analysis module in the backup server is configured to: receive and analyze the information sent by the
monitoring module in the production server, and may determine, based on load and external memory usage of the
production server, distribution of the child tasks, a correspondence between each child task and a production server, a
range of data that each child task is responsible for sending, a range of responsibility for adjusting each child task in
real time, a life cycle of the child task, and the like. The analysis module in the backup server may be further configured
to: analyze, in real time, the information sent by the monitoring module in the production server, and generate adjustment
information for a corresponding child task.
[0380] The child task distribution module in the backup server is configured to correspondingly distribute the child
tasks obtained through division to the backup servers in the backup system, and may further send the adjustment
information for the child task to a corresponding backup server in real time.
[0381] The child task creation module in the backup server is configured to: create a child backup and restoration task
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according to a received child backup and restoration task creation instruction, and then send to-be-restored data to a
corresponding production server, and may be further configured to: receive real-time adjustment information for the child
task, and adjust execution of the child task based on the adjustment information.
[0382] The transmission module in the backup server is configured to: obtain the to-be-restored data from the backup
memory and transmit the to-be-restored data to the transmission module in corresponding production server.
[0383] A module other than the foregoing modules whose specific functions are described may be temporarily not
used in a data backup and restoration process.
[0384] The following describes, with reference to FIG. 8, an example of a procedure of a backup and restoration
processing method provided in an embodiment of this application. The method may include the following steps.
[0385] h The parent task creation module in the backup server 1 receives a backup and restoration instruction sent
by the scheduler, where the backup and restoration instruction is used to indicate to deliver a backup and restoration
task of data in the production system to the backup server 1. To be specific, the backup server 1 is used as a master
backup server and other servers (the backup server 2 and the backup server 3) are used as slave servers to assist the
master backup server in completing backup and restoration on the data in the production system.
[0386] h After receiving the backup and restoration instruction, the parent task creation module generates a parent
backup and restoration task according to the instruction, triggers the analysis module to obtain resource consumption
information in the production system, and may further trigger the analysis module to obtain storage type information of
data in the production system.
[0387] h The analysis module sends an information obtaining instruction to each production server in the production
system in response to the trigger of the parent task creation module, where the information obtaining instruction is used
to trigger the monitoring module to obtain the resource consumption information of the production server, and may further
trigger the monitoring module to obtain the storage type information of the data in the production system.
[0388] h After receiving the information obtaining instruction sent by the analysis module, each production server
triggers the monitoring module to obtain resource consumption information of the production server and send the resource
consumption information to the analysis module, and may further trigger the monitoring module to obtain the storage
type information of the data in the production system and send the storage type information of the data to the analysis
module.
[0389] h The analysis module may further obtain a plurality of child backup and restoration tasks through division
based on the received resource consumption information of the production server, the received storage type information
of the data in the production system, and a status of each backup server (for example, a quantity of backup servers and
performance of each backup server). Each child backup and restoration task corresponds to information such as an
identifier, information about a backup execution server, information about a production execution server, a range of data
that the child backup and restoration task is responsible for backing up, and an initial performance indicator such as an
initial backup and restoration rate.
[0390] h After obtaining the plurality of child backup and restoration tasks through division, the analysis module triggers
the child task distribution module to send child task creation instructions to backup execution servers (that is, the backup
server 1, the backup server 2, and the backup server 3) corresponding to the child backup and restoration tasks, where
the instruction may carry information included in a corresponding child backup and restoration task, such as an identifier,
information about a backup execution server, information about a production execution server, a range of data that the
child backup and restoration task is responsible for backing up and restoring, and an initial performance indicator such
as an initial backup and restoration rate.
[0391] h After receiving the child task creation instruction sent by the child task distribution module in the master
backup server, each backup execution server triggers the child task creation module in each backup execution server
to create a child task, and then triggers the transmission module in each backup execution server to obtain to-be-restored
data from the backup memory based on the child task created by the backup execution server.
[0392] h The transmission module in each backup execution server obtains the to-be-restored data from the backup
memory based on the child task created by the backup execution server.
[0393] h The transmission module in each backup execution server sends the obtained data to the transmission
module in the corresponding production execution server.
[0394] Then, if a storage type of the data in the production system is a dispersed type, the transmission module in
each production server stores the corresponding received data in a corresponding memory. If a storage type of the data
in the production system is a shared type, the transmission module in each production server stores the corresponding
received data in a shared memory.
[0395] In a possible implementation, in an entire backup and restoration process, the analysis module in the master
backup server may obtain resource consumption information from each production server in the production system at
an interval of second preset duration, and then the analysis module analyzes newly obtained information. If the newly
obtained information changes compared with the previously obtained information, the analysis module may generate
adjustment information for a corresponding child backup and restoration task based on these changes, the child task
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distribution module sends the adjustment information to the child task creation module in the corresponding backup
execution server, and then the child task creation module in the corresponding backup execution server sends the to-
be-restored data to the corresponding production execution server based on the adjustment information by using the
transmission module, so that the corresponding production server restores backup data.
[0396] For specific descriptions and beneficial effects of the steps and the possible embodiments that are of the method
described with reference to FIG. 8, correspondingly refer to the descriptions of the methods in FIG. 6 and FIG. 7. Details
are not described herein again.
[0397] The foregoing mainly describes, from perspectives of interaction between the master backup server and the
slave backup server, interaction between the master backup server and the production server, and interaction between
the slave backup server and the production server, the solutions provided in the embodiments of this application. It may
be understood that, to implement the foregoing functions, servers, such as a master backup server, a slave backup
server, and a production server, each include a corresponding hardware structure and/or software module for performing
each function. A person skilled in the art should be easily aware that servers, methods, and steps in the examples
described with reference to the embodiments disclosed in this specification can be implemented in a form of hardware
or a combination of hardware and computer software in this application. Whether a function is performed by hardware
or hardware driven by computer software depends on particular applications and design constraints of the technical
solutions. A person skilled in the art may use different methods to implement the described functions for each particular
application, but it should not be considered that the implementation goes beyond the scope of this application.
[0398] In the embodiments of this application, the master backup server, the slave backup server, the production
server, and the like each may be divided into functional modules based on the method examples. For example, each
functional module may be obtained through division based on each corresponding function, or two or more functions
may be integrated into one processing module. The integrated module may be implemented in a form of hardware, or
may be implemented in a form of a software functional module. It should be noted that in the embodiments of this
application, division into the modules is an example and is merely logical function division, and may be other division in
an actual implementation.
[0399] When each functional module is obtained through division based on each corresponding function, FIG. 9 is a
possible schematic diagram of a logical structure of a master backup server related to the foregoing embodiment. The
master backup server 900 includes a sending unit 901, a receiving unit 902, and a processing unit 903. For example,
the sending unit 901 is configured to support the master backup server in performing the step of sending information by
the master backup server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations
thereof. The receiving unit 902 is configured to support the master backup server in performing the step of receiving or
obtaining information by the master backup server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and
the possible implementations thereof. The processing unit 903 is configured to support the master backup server in
performing the step of obtaining a child backup task through division, generating information, or adjusting information
by the master backup server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implemen-
tations thereof, a step other than the steps performed by the sending unit 901 and the receiving unit 902, and the like.
[0400] Optionally, the master backup server 900 may further include a storage unit, configured to store a computer
program or data. In a possible manner, the processing unit 903 may invoke the computer program or the data in the
storage unit, so that the master backup server 900 obtains first preset information, where the first preset information
includes one or more of first data distribution information and first resource consumption information, the first data
distribution information includes a first distribution status of to-be-backed-up data in a production system, the production
system includes a plurality of production servers, and the first resource consumption information includes first resource
consumption statuses respectively corresponding to the plurality of production servers. Then, the master backup server
900 obtains a plurality of child backup tasks through division based on the first preset information, where the child backup
task corresponds to a backup execution server and a production execution server and is used to indicate the backup
execution server to back up to-be-backed-up data in a target range in the production execution server, the backup
execution server includes a backup server in a backup system, and the production execution server includes one or
more production servers in the production system; and sends the plurality of child backup tasks to respective corre-
sponding backup execution servers.
[0401] Optionally, the master backup server 900 may further include a storage unit, configured to store a computer
program or data. In a possible manner, the processing unit 903 may invoke the computer program or the data in the
storage unit, so that the master backup server 900 obtains first information, where the first information includes third
resource consumption statuses respectively corresponding to a plurality of production servers in a production system;
obtains a plurality of child backup and restoration tasks through division based on the first information, where the child
backup and restoration task corresponds to a backup execution server and a production execution server and is used
to indicate the backup execution server to send data in a target range to the production execution server, the backup
execution server includes a backup server in a backup system, and the production execution server includes one or
more production servers in the production system; and then sends the plurality of child backup and restoration tasks to
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respective corresponding backup execution servers.
[0402] In hardware implementation, the processing unit 903 may be a processor, a processing circuit, or the like. The
sending unit 901 and the receiving unit 902 may be coupled as a transceiver, a transceiver circuit, an interface circuit,
or the like. The storage unit may be a memory. The processing unit, the sending unit, the receiving unit, and the storage
unit may be integrated or separated.
[0403] FIG. 10 is a possible schematic diagram of a hardware structure of a master backup server related to the
foregoing embodiment according to an embodiment of this application. As shown in FIG. 10, the master backup server
1000 may include one or more processors 1001, one or more memories 1002, and a communications module 1003 (for
example, may be one or more transceivers). These components may be connected through a bus 1004 or in another
manner. In FIG. 10, an example in which the components are connected through a bus is used.
[0404] The communications module 1003 may be configured to send information or a request generated by the
processor 1001, for example, a generated child backup task or a generated request for obtaining to-be-backed-up data.
The communications module 1003 may be further configured to receive data, for example, data distribution information
or to-be-backed-up data in a production system.
[0405] The memory 1002 may be coupled to the processor 1001 through the bus 1004 or an input/output port, or the
memory 1002 may be integrated with the processor 1001. The memory 1002 is configured to store various software
programs and/or a plurality of groups of instructions or data. Specifically, the memory 1002 may include a high-speed
random access memory, and may further include a nonvolatile memory, for example, one or more magnetic disk storage
devices, a flash memory device, or another nonvolatile solid-state storage device. The memory 1002 may store an
operating system (which is briefly referred to as a system below), for example, an embedded operating system such as
uCOS, VxWorks, or RTLinux.
[0406] The processor 1001 may be a central processing unit, a general-purpose processor, a digital signal processor,
an application-specific integrated circuit, a field programmable gate array or another programmable logic device, a
transistor logic device, a hardware component, or any combination thereof. The processor may implement or execute
various example logical blocks, modules, and circuits described with reference to content disclosed in this application.
Alternatively, the processor may be a combination of processors implementing a determining function, for example, a
combination of one or more microprocessors or a combination of a digital signal processor and a microprocessor.
[0407] In this embodiment of this application, the processor 1001 may be configured to: read and execute computer
readable instructions. Specifically, the processor 1001 may be configured to: invoke a program stored in the memory
1002, for example, a program for implementing, on a side of the master backup server 1000, the backup processing
method provided in one or more embodiments of this application, and execute instructions included in the program.
[0408] It should be noted that the master backup server 1000 shown in FIG. 10 is merely an implementation of this
embodiment of this application. In actual application, the master backup server 1000 may further include more or fewer
components. This is not limited herein. For specific implementation of the master backup server 1000, refer to the related
descriptions in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations thereof.
Details are not described herein again. Alternatively, for specific implementation of the master backup server 1000, refer
to the related descriptions in the method embodiment shown in FIG. 6, FIG. 7, or FIG. 8 and the possible implementations
thereof. Details are not described herein again.
[0409] When each functional module is obtained through division based on each corresponding function, FIG. 11 is
a possible schematic diagram of a logical structure of a slave backup server related to the foregoing embodiment. The
slave backup server 1100 includes a sending unit 1101, a receiving unit 1102, and a processing unit 1103. For example,
the sending unit 1101 is configured to support the slave backup server in performing the step of sending information by
the slave backup server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations
thereof. The receiving unit 1102 is configured to support the slave backup server in performing the step of receiving
information by the slave backup server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible
implementations thereof. The processing unit 1103 is configured to support the slave backup server in performing the
step of adjusting information by the slave backup server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5
and the possible implementations thereof, a step other than the steps performed by the sending unit 1101 and the
receiving unit 1102, and the like.
[0410] Optionally, the slave backup server 1100 may further include a storage unit, configured to store a computer
program or data. In a possible manner, the processing unit 1103 may invoke the computer program or the data in the
storage unit, so that the slave backup server 1100 receives a child backup task sent by a master backup server, where
the child backup task corresponds to a production execution server and is used to indicate a first backup server to back
up to-be-backed-up data in a target range in the production execution server, and the production execution server is a
server in a production system; sends, based on the child backup task, a request for obtaining to-be-backed-up data to
the production execution server, where the request for obtaining to-be-backed-up data includes information about a
range of the to-be-backed-up data; and then receives the to-be-backed-up data sent by the production execution server.
[0411] Optionally, the slave backup server 1100 may further include a storage unit, configured to store a computer
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program or data. In a possible manner, the processing unit 1103 may invoke the computer program or the data in the
storage unit, so that the slave backup server 1100 receives a child backup and restoration task sent by a master backup
server, where the child backup and restoration task corresponds to a production execution server and is used to indicate
a first backup server to send data in a preset range to the production execution server, the production execution server
is a server in a production system, and the first backup server is a slave backup server in the backup system; and then
sends the data in the preset range to the production execution server based on the child backup and restoration task.
[0412] In hardware implementation, the processing unit 1103 may be a processor, a processing circuit, or the like.
The sending unit 1101 and the receiving unit 1102 may be coupled as a transceiver, a transceiver circuit, an interface
circuit, or the like. The storage unit may be a memory. The processing unit, the sending unit, the receiving unit, and the
storage unit may be integrated or separated.
[0413] FIG. 12 is a possible schematic diagram of a hardware structure of a slave backup server related to the foregoing
embodiment according to an embodiment of this application. As shown in FIG. 12, the slave backup server 1200 may
include one or more processors 1201, one or more memories 1202, and a communications module 1203 (for example,
may be one or more transceivers). These components may be connected through a bus 1204 or in another manner. In
FIG. 12, an example in which the components are connected through a bus is used.
[0414] The communications module 1203 may be configured to send a request generated by the processor 1201, for
example, a generated request for obtaining to-be-backed-up data. The communications module 1203 may be further
configured to receive information and data, for example, information about a child backup task and to-be-backed-up data.
[0415] The memory 1202 may be coupled to the processor 1201 through the bus 1204 or an input/output port, or the
memory 1202 may be integrated with the processor 1201. The memory 1202 is configured to store various software
programs and/or a plurality of groups of instructions or data. Specifically, the memory 1202 may include a high-speed
random access memory, and may further include a nonvolatile memory, for example, one or more magnetic disk storage
devices, a flash memory device, or another nonvolatile solid-state storage device. The memory 1202 may store an
operating system (which is briefly referred to as a system below), for example, an embedded operating system such as
uCOS, VxWorks, or RTLinux.
[0416] The processor 1201 may be a central processing unit, a general-purpose processor, a digital signal processor,
an application-specific integrated circuit, a field programmable gate array or another programmable logic device, a
transistor logic device, a hardware component, or any combination thereof. The processor may implement or execute
various example logical blocks, modules, and circuits described with reference to content disclosed in this application.
Alternatively, the processor may be a combination of processors implementing a determining function, for example, a
combination of one or more microprocessors or a combination of a digital signal processor and a microprocessor.
[0417] In this embodiment of this application, the processor 1201 may be configured to: read and execute computer
readable instructions. Specifically, the processor 1201 may be configured to: invoke a program stored in the memory
1202, for example, a program for implementing, on a side of the slave backup server 1200, the backup processing
method provided in one or more embodiments of this application, and execute instructions included in the program.
[0418] It should be noted that the slave backup server 1200 shown in FIG. 12 is merely an implementation of this
embodiment of this application. In actual application, the slave backup server 1200 may further include more or fewer
components. This is not limited herein. For specific implementation of the slave backup server 1200, refer to the related
descriptions in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations thereof.
Details are not described herein again. Alternatively, for specific implementation of the slave backup server 1200, refer
to the related descriptions in the method embodiment shown in FIG. 6, FIG. 7, or FIG. 8 and the possible implementations
thereof. Details are not described herein again.
[0419] When each functional module is obtained through division based on each corresponding function, FIG. 13 is
a possible schematic diagram of a logical structure of a production server related to the foregoing embodiment. The
production server 1300 includes a sending unit 1301, a receiving unit 1302, and a processing unit 1303. For example,
the sending unit 1301 is configured to support the production server in performing the step of sending information by
the production server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations
thereof. The receiving unit 1302 is configured to support the production server in performing the step of receiving
information by the production server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible
implementations thereof. The processing unit 1303 is configured to support the production server in performing the step
of obtaining to-be-backed-up data, obtaining distribution information of to-be-backed-up data, or obtaining a resource
consumption status of the production server in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the
possible implementations thereof, a step other than the steps performed by the sending unit 1301 and the receiving unit
1302, and the like.
[0420] Optionally, the production server 1300 may further include a storage unit, configured to store a computer
program or data. In a possible manner, the processing unit 1303 may invoke the computer program or the data in the
storage unit, so that the production server 1300 obtains first preset information, where the first preset information includes
one or more of first data distribution information and first resource consumption information, the first data distribution
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information includes a first distribution status of to-be-backed-up data on a first production server, and the first resource
consumption information includes a first resource consumption status of the first production server; and then sends the
first preset information to a master backup server, where the first preset information is used to enable the master backup
server to obtain a plurality of child backup tasks through division based on the first preset information, the child backup
task corresponds to a backup execution server and a production execution server and is used to indicate the backup
execution server to back up to-be-backed-up data in a target range in the production execution server, the master backup
server is a server in a backup system, and the backup system includes one or more master backup servers and one or
more slave backup servers that are configured to back up data in a production system.
[0421] Optionally, the production server 1300 may further include a storage unit, configured to store a computer
program or data. In a possible manner, the processing unit 1303 may invoke the computer program or the data in the
storage unit, so that the production server 1300 obtains first information, where the first information includes first resource
consumption statuses respectively corresponding to the plurality of production servers.
[0422] Then, the production server 1300 sends the first information to a master backup server, where the first information
is used to enable the master backup server to obtain a plurality of child backup and restoration tasks through division
based on the first information, the child backup and restoration task corresponds to a backup execution server and a
production execution server and is used to indicate the backup execution server to send data in a preset range to the
production execution server, the master backup server is a server in a backup system, and the backup system includes
one or more master backup servers and one or more slave backup servers.
[0423] In hardware implementation, the processing unit 1303 may be a processor, a processing circuit, or the like.
The sending unit 1301 and the receiving unit 1302 may be coupled as a transceiver, a transceiver circuit, an interface
circuit, or the like. The storage unit may be a memory. The processing unit, the sending unit, the receiving unit, and the
storage unit may be integrated or separated.
[0424] FIG. 14 is a possible schematic diagram of a hardware structure of a production server related to the foregoing
embodiment according to an embodiment of this application. As shown in FIG. 14, the production server 1400 may
include one or more processors 1401, one or more memories 1402, and a communications module 1403 (for example,
may be one or more transceivers). These components may be connected through a bus 1404 or in another manner. In
FIG. 14, an example in which the components are connected through a bus is used.
[0425] The communications module 1403 may be configured to send a request generated by the processor 1401, for
example, a generated request for obtaining to-be-backed-up data. The communications module 1403 may be further
configured to receive information and data, for example, information about a child backup task and to-be-backed-up data.
[0426] The memory 1402 may be coupled to the processor 1401 through the bus 1404 or an input/output port, or the
memory 1402 may be integrated with the processor 1401. The memory 1402 is configured to store various software
programs and/or a plurality of groups of instructions or data. Specifically, the memory 1402 may include a high-speed
random access memory, and may further include a nonvolatile memory, for example, one or more magnetic disk storage
devices, a flash memory device, or another nonvolatile solid-state storage device. The memory 1402 may store an
operating system (which is briefly referred to as a system below), for example, an embedded operating system such as
uCOS, VxWorks, or RTLinux.
[0427] The processor 1401 may be a central processing unit, a general-purpose processor, a digital signal processor,
an application-specific integrated circuit, a field programmable gate array or another programmable logic device, a
transistor logic device, a hardware component, or any combination thereof. The processor may implement or execute
various example logical blocks, modules, and circuits described with reference to content disclosed in this application.
Alternatively, the processor may be a combination of processors implementing a determining function, for example, a
combination of one or more microprocessors or a combination of a digital signal processor and a microprocessor.
[0428] In this embodiment of this application, the processor 1401 may be configured to: read and execute computer
readable instructions. Specifically, the processor 1401 may be configured to: invoke a program stored in the memory
1402, for example, a program for implementing, on a side of the production server 1400, the backup processing method
provided in one or more embodiments of this application, and execute instructions included in the program.
[0429] It should be noted that the production server 1400 shown in FIG. 14 is merely an implementation of this
embodiment of this application. In actual application, the production server 1400 may further include more or fewer
components. This is not limited herein. For specific implementation of the production server 1400, refer to the related
descriptions in the method embodiment shown in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations thereof.
Details are not described herein again. Alternatively, for specific implementation of the production server 1400, refer to
the related descriptions in the method embodiment shown in FIG. 6, FIG. 7, or FIG. 8 and the possible implementations
thereof. Details are not described herein again.
[0430] An embodiment of the present invention further provides a backup processing system, including a production
system and a backup system. The production system includes a plurality of production servers, and the backup system
includes one or more master backup servers and one or more slave backup servers. The master backup server may
be the server in FIG. 9 or FIG. 10, the slave backup server may be the server in FIG. 11 or FIG. 12, and the production



EP 4 016 305 A1

47

5

10

15

20

25

30

35

40

45

50

55

server may be the server in FIG. 13 or FIG. 14.
[0431] An embodiment of the present invention further provides a computer readable storage medium. The computer
readable storage medium stores a computer program, and the computer program is executed by a processor to implement
the method embodiments in FIG. 3, FIG. 4, or FIG. 5 and the possible implementations thereof.
[0432] An embodiment of the present invention further provides a computer readable storage medium. The computer
readable storage medium stores a computer program, and the computer program is executed by a processor to implement
the method embodiments in FIG. 6, FIG. 7, or FIG. 8 and the possible implementations thereof.
[0433] An embodiment of the present invention further provides a computer program product. The computer program
product is read and executed by a computer to implement the method embodiments in FIG. 3, FIG. 4, or FIG. 5 and the
possible implementations thereof.
[0434] An embodiment of the present invention further provides a computer program product. The computer program
product is read and executed by a computer to implement the method embodiments in FIG. 6, FIG. 7, or FIG. 8 and the
possible implementations thereof.
[0435] An embodiment of the present invention further provides a computer program. When the computer program is
executed on a computer, the computer is enabled to implement the method embodiments in FIG. 3, FIG. 4, or FIG. 5
and the possible implementations thereof.
[0436] An embodiment of the present invention further provides a computer program. When the computer program is
executed on a computer, the computer is enabled to implement the method embodiments in FIG. 6, FIG. 7, or FIG. 8
and the possible implementations thereof.
[0437] In conclusion, compared with the conventional technology in which when information about the production
system is unknown, according to a simple balancing policy, an equal amount of to-be-backed-up data is required to be
obtained from each production server for backup, and consequently internal consumption caused by forwarding between
the production servers is heavy and performance of the server deteriorates, in the embodiments of this application, a
backup task of data in an entire production system is divided into a plurality of child backup tasks based on analysis
results/an analysis result of pre-obtained data distribution information and/or pre-obtained resource consumption infor-
mation in the production system, where each child backup task corresponds to a range of data that the child backup
task is responsible for backing up. Then, the child backup tasks are distributed to respective corresponding backup
execution server for data backup. Therefore, backup efficiency can be improved and load of the production server can
be reduced. In addition, compared with the conventional technology in which only one backup server in a backup system
is used to back up the data in the entire production system, in the embodiments of this application, each backup server
in the backup system is fully used to back up the data, so that backup efficiency is greatly improved.
[0438] In conclusion, the foregoing descriptions are merely example embodiments of the present invention, but are
not intended to limit the protection scope of the present invention. Any modification, equivalent replacement, or improve-
ment made without departing from the spirit and principle of the present invention shall fall within the protection scope
of the present invention.

Claims

1. A backup processing method, applied to a backup system, wherein the backup system comprises a plurality of
backup servers; and the method comprises:

dividing, by a master backup server in the plurality of backup servers, a backup task into a plurality of child
backup tasks;
allocating, by the master backup server, each child backup task to each of the plurality of backup servers; and
sending, by the master backup server, the plurality of child backup tasks to respective corresponding backup
servers.

2. The method according to claim 1, further comprising:

obtaining, by the master backup server, first preset information, wherein the first preset information comprises
distribution information of data in a plurality of production devices and/or resource consumption statuses of the
plurality of production devices; and
the dividing, by a master backup server, a backup task into a plurality of child backup tasks comprises: dividing
the backup task into the plurality of child backup tasks based on the first preset information, wherein each child
backup task corresponds to one production device.

3. The method according to claim 1 or 2, further comprising:
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setting, by the master backup server, a backup rate corresponding to each child backup task, to indicate each
backup server to back up data at the specified backup rate.

4. A backup and restoration processing method, applied to a backup system, wherein the backup system comprises
a plurality of backup servers; and the method comprises:

dividing, by a master backup server in the plurality of backup servers, a backup and restoration task into a
plurality of child backup and restoration tasks;
allocating, by the master backup server, each child backup and restoration task to each of the plurality of backup
servers; and
sending, by the master backup server, the plurality of child backup and restoration tasks to respective corre-
sponding backup servers.

5. The method according to claim 4, further comprising:

obtaining, by the master backup server, second preset information, wherein the second preset information
comprises resource consumption statuses of a plurality of production devices; and
the dividing, by a master backup server, a backup and restoration task into a plurality of child backup and
restoration tasks comprises: dividing the backup and restoration task into the plurality of child backup and
restoration tasks based on the second preset information, wherein each child backup and restoration task
corresponds to one production device.

6. The method according to claim 4 or 5, further comprising:
setting, by the master backup server, a backup and restoration rate corresponding to each child backup and resto-
ration task, to indicate each backup server to restore data at the specified backup and restoration rate.

7. A backup processing server, wherein the backup processing server is a master backup server in a backup system,
and the backup processing server comprises:

a division unit, configured to divide a backup task into a plurality of child backup tasks;
an allocation unit, configured to allocate each child backup task to each of a plurality of backup servers; and
a sending unit, configured to send the plurality of child backup tasks to respective corresponding backup servers.

8. The backup processing server according to claim 7, wherein the backup processing server further comprises an
obtaining unit, configured to obtain first preset information, wherein the first preset information comprises distribution
information of data in a plurality of production devices and/or resource consumption statuses of the plurality of
production devices; and
that a division unit is configured to divide a backup task into a plurality of child backup tasks is specifically: dividing
the backup task into the plurality of child backup tasks based on the first preset information, wherein each child
backup task corresponds to one production device.

9. The backup processing server according to claim 7 or 8, wherein the backup processing server further comprises
a setting unit, configured to set a backup rate corresponding to each child backup task, to indicate each backup
server to back up data at the specified backup rate.

10. A backup and restoration processing server, wherein the backup and restoration processing server is a master
backup server in a backup system, and the backup and restoration processing server comprises:

a division unit, configured to divide a backup and restoration task into a plurality of child backup and restoration
tasks;
an allocation unit, configured to allocate each child backup and restoration task to each of a plurality of backup
servers; and
a sending unit, configured to send the plurality of child backup and restoration tasks to respective corresponding
backup servers.

11. The backup and restoration processing server according to claim 10, wherein the backup and restoration processing
server further comprises an obtaining unit, configured to obtain second preset information, wherein the second
preset information comprises resource consumption statuses of a plurality of production devices; and
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that a division unit is configured to divide a backup and restoration task into a plurality of child backup and restoration
tasks is specifically: dividing the backup and restoration task into the plurality of child backup and restoration tasks
based on the second preset information, wherein each child backup and restoration task corresponds to one pro-
duction device.

12. The method according to claim 10 or 11, wherein the backup and restoration processing server further comprises
a setting unit, configured to set a backup and restoration rate corresponding to each child backup and restoration
task, to indicate each backup server to restore data at the specified backup and restoration rate.
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