
Processed by Luminess, 75001 PARIS (FR)

(19)
EP

4 
02

4 
76

5
A

1
*EP004024765A1*

(11) EP 4 024 765 A1
(12) EUROPEAN PATENT APPLICATION

published in accordance with Art. 153(4) EPC

(43) Date of publication: 
06.07.2022 Bulletin 2022/27

(21) Application number: 20865768.4

(22) Date of filing: 16.09.2020

(51) International Patent Classification (IPC):
H04L 12/24 (2006.01) G06F 16/901 (2019.01)

(52) Cooperative Patent Classification (CPC): 
G06F 16/901 

(86) International application number: 
PCT/CN2020/115701

(87) International publication number: 
WO 2021/052380 (25.03.2021 Gazette 2021/12)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME
Designated Validation States: 
KH MA MD TN

(30) Priority: 17.09.2019 CN 201910877916

(71) Applicant: Huawei Technologies Co., Ltd.
Longgang District
Shenzhen,
Guangdong 518129 (CN)

(72) Inventors:  
• XIAO, Xin

Shenzhen, Guangdong 518129 (CN)
• XIE, Yuming

Shenzhen, Guangdong 518129 (CN)
• WANG, Zhongyu

Shenzhen, Guangdong 518129 (CN)
• GAO, Yunpeng

Shenzhen, Guangdong 518129 (CN)
• MA, Kai

Shenzhen, Guangdong 518129 (CN)

(74) Representative: Gill Jennings & Every LLP
The Broadgate Tower 
20 Primrose Street
London EC2A 2ES (GB)

(54) METHOD AND APPARATUS FOR EXTRACTING FAULT PROPAGATION CONDITION, AND 
STORAGE MEDIUM

(57) This application discloses a fault propagation
condition extraction method and apparatus, and a stor-
age medium, belongs to the field of communications
technologies, and further relates to application of AI in
the field of the communications technologies. The meth-
od includes: A network device obtains, at different time,
a plurality of event-object connection graphs correspond-
ing to a communications network; determines a plurality
of subgraphs based on the plurality of event-object con-
nection graphs; updates an object in each of the plurality
of subgraphs to a corresponding object type based on a
correspondence between an object and an object type,
to obtain a plurality of updated subgraphs; and deter-
mines a fault propagation condition based on the plurality
of updated subgraphs, where the fault propagation con-
dition is used to indicate a path through which a fault is
propagated in the communications network. In this ap-
plication, the fault propagation condition does not need
to be manually summarized, so that labor costs can be
reduced, and efficiency of extracting the fault propagation
condition can be improved. Moreover, the extracted fault
propagation condition has a relatively high fault coverage

rate, and the method is reproducible and extensible, and
can be widely applied.
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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 201910877916.8, filed with the China
National Intellectual Property Administration on Septem-
ber 17, 2019 and entitled "FAULT PROPAGATION CON-
DITION EXTRACTION METHOD AND APPARATUS
AND STORAGE MEDIUM", which is incorporated herein
by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of commu-
nications technologies, further, to application of artificial
intelligence (artificial intelligence, AI) in the field of the
communications technologies, and in particular, to a fault
propagation condition extraction method and apparatus,
and a storage medium.

BACKGROUND

[0003] As complexity of a communications network
system increases, operation and maintenance costs
caused by fault locating of a communications network
continuously increase. For example, in a data center net-
work, reasons of faults such as device restart and a router
identity (identity, ID) conflict are very complex, and op-
eration and maintenance costs caused by locating these
faults continuously increase. To reduce the operation and
maintenance costs, a fault propagation condition usually
needs to be extracted, and the faults are located by using
the fault propagation condition.
[0004] In a related technology, the fault propagation
condition is usually manually summarized, and may also
be referred to as a fault determining rule. Then, the faults
may be located based on the fault propagation condition
summarized manually. However, in actual implementa-
tion, the fault propagation condition can be usually man-
ually summarized for only a type of fault. The related
technology has a low fault coverage rate, is time-con-
suming, laborious, unreproducible and inextensible, and
cannot be widely applied.

SUMMARY

[0005] This application provides a fault propagation
condition extraction method and apparatus, and a stor-
age medium, to resolve a problem that a related technol-
ogy has a low fault coverage rate, is time-consuming,
laborious, unreproducible and inextensible, and cannot
be widely applied. Technical solutions are as follows:
[0006] According to a first aspect, a fault propagation
condition extraction method is provided. The method in-
cludes:
[0007] A network device obtains, at different time, a
plurality of event-object connection graphs correspond-
ing to a communications network. The different time is in
a one-to-one correspondence with the plurality of event-

object connection graphs, and each of the plurality of
event-object connection graphs is used to describe a
fault-related event that occurs in the communications net-
work and a connection relationship between objects re-
lated to the event.
[0008] The network device determines a plurality of
subgraphs based on the plurality of event-object connec-
tion graphs. The plurality of subgraphs are in a one-to-
one correspondence with the plurality of event-object
connection graphs, and each of the plurality of subgraphs
is a subset of a corresponding event-object connection
graph. A quantity of hops between an object that gener-
ates a first event in each of the plurality of subgraphs and
any object related to the first event is not greater than N,
the event includes the first event, and N is an integer
greater than or equal to 1.
[0009] The network device updates an object in each
of the plurality of subgraphs to a corresponding object
type based on a correspondence between an object and
an object type, to obtain a plurality of updated subgraphs.
The plurality of updated subgraphs are in a one-to-one
correspondence with the plurality of subgraphs.
[0010] The network device determines a fault propa-
gation condition based on the plurality of updated sub-
graphs. The fault propagation condition is used to indi-
cate a path through which a fault is propagated in the
communications network.
[0011] It should be noted that the different time may
be a plurality of different moments, or may be a plurality
of different time periods. Certainly, the different time may
alternatively include both a moment and a time period.
To be specific, the plurality of event-object connection
graphs may all be event-object connection graphs cor-
responding to different moments, or may all be event-
object connection graphs corresponding to different time
periods. Alternatively, some of the plurality of event-ob-
ject connection graphs may be event-object connection
graphs corresponding to different moments, and others
of the plurality of event-object connection graphs are
event-object connection graphs corresponding to differ-
ent time periods.
[0012] In addition, in this embodiment of this applica-
tion, the event-object connection graph may be repre-
sented in a form of a graph, or may be represented in
another form, for example, may be represented in a form
of an entry. A representation form of the event-object
connection graph is not limited in this embodiment of this
application.
[0013] It should be noted that a quantity of fault prop-
agation conditions extracted by the network device based
on a frequent subgraph mining algorithm from an updated
subgraph included in a subgraph set may be 0 or 1, or
certainly, may be greater than 1. Moreover, no fault prop-
agation condition may be extracted from some updated
subgraphs, one or more fault propagation conditions may
be extracted from some updated subgraphs, and a same
fault propagation condition may also be extracted from
two or more updated subgraphs.
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[0014] Optionally, that the network device determines
a fault propagation condition based on the plurality of
updated subgraphs includes:
[0015] The network device separately converts the plu-
rality of updated subgraphs into graph embedding vec-
tors based on a graph embedding algorithm, to obtain a
plurality of graph embedding vectors that are in a one-
to-one correspondence with the plurality of updated sub-
graphs.
[0016] The network device determines a plurality of
subgraph sets based on the plurality of graph embedding
vectors and a clustering algorithm. Each of the plurality
of subgraph sets includes at least one of the plurality of
updated subgraphs.
[0017] The network device extracts, based on the fre-
quent subgraph mining algorithm, the fault propagation
condition from the updated subgraph included in each of
the plurality of subgraph sets.
[0018] Optionally, that the network device determines
a plurality of subgraph sets based on the plurality of graph
embedding vectors and a clustering algorithm includes:
[0019] The network device determines a similarity be-
tween every two of the plurality of graph embedding vec-
tors.
[0020] The network device clusters the plurality of up-
dated subgraphs based on the similarity and the cluster-
ing algorithm, to obtain the plurality of subgraph sets.
[0021] Because the graph embedding vector may rep-
resent the updated subgraph, the network device may
cluster the plurality of updated subgraphs based on the
similarity between every two of the plurality of graph em-
bedding vectors and the clustering algorithm, to obtain
the plurality of subgraph sets.
[0022] Optionally, that the network device determines
a fault propagation condition based on the plurality of
updated subgraphs includes:
The network device extracts the fault propagation con-
dition from the plurality of updated subgraphs based on
the frequent subgraph mining algorithm.
[0023] Optionally, after the network device determines
the fault propagation condition based on the plurality of
updated subgraphs, the method further includes:
[0024] The network device determines fault propaga-
tion time corresponding to the fault propagation condi-
tion.
[0025] The method further includes:
The network device filters a fault propagation condition
that meets a condition from the fault propagation condi-
tion based on an object on which a fault alarm currently
occurs, an updated subgraph of the communications net-
work at current time, and the fault propagation time cor-
responding to the fault propagation condition.
[0026] When a quantity of the fault propagation condi-
tions that meet the condition is 1, the network device
determines a start point of the fault propagation condition
that meets the condition as a fault source of the current
fault alarm.
[0027] Optionally, that the network device determines

fault propagation time corresponding to the fault propa-
gation condition includes:
The network device determines alarm occurrence time
at a start point and alarm occurrence time at an end point
of a first fault propagation condition. The first fault prop-
agation condition is a fault propagation condition extract-
ed from a first subgraph set, and the plurality of subgraph
sets include the first subgraph set.
[0028] The network device determines a difference be-
tween the alarm occurrence time at the start point and
the alarm occurrence time at the end point of the first
fault propagation condition as fault propagation time cor-
responding to the first fault propagation condition.
[0029] Optionally, that the network device filters a fault
propagation condition that meets a condition from the
fault propagation condition based on an object on which
a fault alarm currently occurs, an updated subgraph of
the communications network at current time, and the fault
propagation time corresponding to the fault propagation
condition includes:
The network device selects, from the fault propagation
condition, a second fault propagation condition whose
end point is the object on which the fault alarm currently
occurs and that can match the updated subgraph of the
communications network at the current time.
[0030] The network device selects, from the second
fault propagation condition based on the updated sub-
graph of the communications network at the current time,
a third fault propagation condition with a start point at
which a fault alarm occurs before the current time.
[0031] The network device determines, based on the
updated subgraph of the communications network at the
current time, current alarm propagation time correspond-
ing to the third fault propagation condition. The current
alarm propagation time is a difference between alarm
occurrence time at the start point of the third fault prop-
agation condition and alarm occurrence time of the cur-
rent fault alarm, and the alarm occurrence time at the
start point of the third fault propagation condition is de-
termined from the updated subgraph of the communica-
tions network at the current time.
[0032] The network device selects, from the third fault
propagation condition, a fault propagation condition in
which a difference between the corresponding current
alarm propagation time and the fault propagation time is
less than a time threshold, and uses the selected fault
propagation condition as the fault propagation condition
that meets the condition.
[0033] When the difference between the current alarm
propagation time corresponding to the third fault propa-
gation condition and the fault propagation time is less
than the time threshold, it may indicate that there is a
relatively high probability that the current fault alarm is
the same as the fault alarm corresponding to the third
fault propagation condition. Therefore, the selected fault
propagation condition may be used as the fault propa-
gation condition that meets the condition.
[0034] Optionally, the method further includes:
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The network device determines an occurrence probabil-
ity of the fault propagation condition.
[0035] When a quantity of the fault propagation condi-
tions that meet the condition is greater than 1, the network
device determines a start point of a fault propagation con-
dition that has a highest occurrence probability in the fault
propagation conditions that meet the condition as a fault
source of the current fault alarm
[0036] Each fault propagation condition corresponds
to one probability, and generally, there is only one fault
source. Therefore, when the quantity of the fault propa-
gation conditions that meet the condition is greater than
1, the fault propagation condition that has the highest
probability may be selected from the fault propagation
conditions that meet the condition, and the start point of
the fault propagation condition that has the highest prob-
ability may be determined as the fault source of the cur-
rent fault alarm.
[0037] Optionally, the fault propagation condition is ex-
tracted by the network device based on the frequent sub-
graph mining algorithm from the updated subgraph in-
cluded in each of the plurality of subgraph sets.
[0038] That the network device determines an occur-
rence probability of the fault propagation condition in-
cludes:
The network device determines a quantity of updated
subgraphs in which a first fault propagation condition oc-
curs in a first subgraph set. The first fault propagation
condition is a fault propagation condition extracted from
the first subgraph set, and the plurality of subgraph sets
include the first subgraph set.
[0039] The network device determines an occurrence
probability of the first fault propagation condition based
on a ratio of the quantity to a total quantity of updated
subgraphs in the first subgraph set.
[0040] Optionally, that the network device determines
an occurrence probability of the fault propagation condi-
tion includes:
The network device determines a quantity of times that
a first fault propagation condition occurs in the plurality
of updated subgraphs, to obtain a first quantity of times.
The fault propagation condition includes the first fault
propagation condition.
[0041] The network device determines a quantity of
times that a connection relationship between a start point
of the first fault propagation condition and a second event
occurs in the plurality of updated subgraphs, to obtain a
second quantity of times. The event includes the second
event, and the second event is an event corresponding
to the first fault propagation condition.
[0042] The network device determines an occurrence
probability of the first fault propagation condition based
on a ratio of the first quantity of times to the second quan-
tity of times.
[0043] In the foregoing content, the fault propagation
condition that meets the condition is first determined
based on the fault propagation time, and then the fault
source of the current fault alarm is determined based on

the probability. Certainly, the fault propagation condition
that meets the condition may alternatively be first deter-
mined based on the probability, and then the fault source
of the current fault alarm is determined based on the fault
propagation time.
[0044] To be specific, the network device selects, from
the extracted fault propagation condition, the second fault
propagation condition whose end point is the object on
which the fault alarm currently occurs and that can match
the updated subgraph of the communications network at
the current time; selects, from the second fault propaga-
tion condition based on the updated subgraph of the com-
munications network at the current time, the third fault
propagation condition with the start point at which the
fault alarm occurs before the current time; and selects a
fault propagation condition whose probability is greater
than a probability threshold from the third fault propaga-
tion condition, and uses the selected fault propagation
condition as the fault propagation condition that meets
the condition. When the quantity of the fault propagation
conditions that meet the condition is 1, the network device
determines the start point of the fault propagation condi-
tion that meets the condition as the fault source of the
current fault alarm. When the quantity of the fault prop-
agation conditions that meet the condition is greater than
1, the network device determines, based on the updated
subgraph of the communications network at the current
time, the current alarm propagation time corresponding
to the fault propagation condition that meets the condi-
tion; and determines a start point of a fault propagation
condition in which a difference between the correspond-
ing current alarm propagation time and the fault propa-
gation time is smallest in the fault propagation conditions
that meet the condition as the fault source of the current
fault alarm
[0045] Regardless of whether the fault source of the
current fault alarm is first determined based on the fault
propagation time and then based on the probability or
the fault source of the current fault alarm is first deter-
mined based on the probability and then based on the
fault propagation time, after extracting the fault propaga-
tion condition, the network device needs to determine
both the occurrence probability and the corresponding
fault propagation time of the fault propagation condition.
However, the network device may alternatively deter-
mine only the fault propagation time corresponding to the
fault propagation condition, or determine only the occur-
rence probability of the fault propagation condition. In this
case, the network device may determine the fault source
of the current fault alarm only based on the fault propa-
gation time, or determine the fault source of the current
fault alarm only based on the probability.
[0046] An implementation process in which the net-
work device determines the fault source of the current
fault alarm only based on the fault propagation time may
be: The second fault propagation condition whose end
point is the object on which the fault alarm currently oc-
curs and that can match the updated subgraph of the
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communications network at the current time is selected
from the extracted fault propagation condition. The third
fault propagation condition with the start point at which
the fault alarm occurs before the current time is selected
from the second fault propagation condition based on the
updated subgraph of the communications network at the
current time. The current alarm propagation time corre-
sponding to the third fault propagation condition is deter-
mined based on the updated subgraph of the communi-
cations network at the current time. The fault propagation
condition in which the difference between the corre-
sponding current alarm propagation time and the fault
propagation time is less than the time threshold is select-
ed from the third fault propagation condition, and the se-
lected fault propagation condition is used as the fault
propagation condition that meets the condition. When
the quantity of the fault propagation conditions that meet
the condition is 1, the network device determines the start
point of the fault propagation condition that meets the
condition as the fault source of the current fault alarm.
When the quantity of the fault propagation conditions that
meet the condition is greater than 1, the network device
determines the start point of the fault propagation condi-
tion in which the difference between the corresponding
current alarm propagation time and the fault propagation
time is smallest in the fault propagation conditions that
meet the condition as the fault source of the current fault
alarm
[0047] An implementation process in which the net-
work device determines the fault source of the current
fault alarm only based on the probability may be: The
second fault propagation condition whose end point is
the object on which the fault alarm currently occurs and
that can match the updated subgraph of the communi-
cations network at the current time is selected from the
extracted fault propagation condition. The third fault prop-
agation condition with the start point at which the fault
alarm occurs before the current time is selected from the
second fault propagation condition based on the updated
subgraph of the communications network at the current
time. The current alarm propagation time corresponding
to the third fault propagation condition is determined
based on the updated subgraph of the communications
network at the current time. A fault propagation condition
whose probability is greater than a probability threshold
is selected from the third fault propagation condition, and
the selected fault propagation condition is used as the
fault propagation condition that meets the condition.
When the quantity of the fault propagation conditions that
meet the condition is 1, the network device determines
the start point of the fault propagation condition that
meets the condition as the fault source of the current fault
alarm. When the quantity of the fault propagation condi-
tions that meet the condition is greater than 1, the network
device determines the start point of the fault propagation
condition that has the highest probability in the fault prop-
agation conditions that meet the condition as the fault
source of the current fault alarm

[0048] Optionally, after the network device determines
the fault propagation condition based on the plurality of
updated subgraphs, the method further includes:
The network device predicts a fault-affected object based
on the object on which the fault alarm currently occurs,
the updated subgraph of the communications network at
the current time, and the fault propagation condition. The
fault-affected object is an object on which a fault alarm
occurs due to impact of the current fault alarm
[0049] Optionally, that the network device predicts a
fault-affected object based on the object on which the
fault alarm currently occurs and the fault propagation
condition includes:
The network device selects, from the fault propagation
condition, a fourth fault propagation condition whose start
point is the object on which the fault alarm currently oc-
curs and that can match the updated subgraph of the
communications network at the current time.
[0050] The network device determines an end point of
the fourth fault propagation condition as the fault-affected
object.
[0051] Optionally, the method further includes:
The network device determines the fault propagation
time corresponding to the fault propagation condition.
[0052] The network device predicts, based on fault
propagation time corresponding to the fourth fault prop-
agation condition and the alarm occurrence time of the
current fault alarm, time at which the fault alarm occurs
on the fault-affected object.
[0053] According to a second aspect, a fault propaga-
tion condition extraction apparatus is provided. The fault
propagation condition extraction apparatus has a func-
tion of implementing behavior of the fault propagation
condition extraction method in the first aspect. The fault
propagation condition extraction apparatus includes at
least one module, and the at least one module is config-
ured to implement the fault propagation condition extrac-
tion method provided in the first aspect.
[0054] According to a third aspect, a network device is
provided. The network device includes a processor and
a memory. The memory is configured to: store a program
for performing the fault propagation condition extraction
method provided in the first aspect; and store data used
to implement the fault propagation condition extraction
method provided in the first aspect. The processor is con-
figured to execute the program stored in the memory. An
operation apparatus of a storage device may further in-
clude a communications bus, and the communications
bus is configured to establish a connection between the
processor and the memory.
[0055] According to a fourth aspect, a network device
is provided. The network device includes a processor
and a network interface. The network interface is config-
ured to obtain data in implementing the method according
to the first aspect, and the processor is configured to
perform, based on the data obtained by the network in-
terface, steps of the method according to the first aspect.
[0056] According to a fifth aspect, a computer-reada-
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ble storage medium is provided. The computer-readable
storage medium stores instructions, and when the in-
structions are run on a computer, the computer is enabled
to perform the fault propagation condition extraction
method according to the first aspect.
[0057] According to a sixth aspect, a computer pro-
gram product including instructions is provided. When
the computer program product runs on a computer, the
computer is enabled to perform the fault propagation con-
dition extraction method according to the first aspect.
[0058] Technical effects achieved in the second as-
pect, the third aspect, the fourth aspect, the fifth aspect,
and the sixth aspect are similar to technical effects
achieved by using corresponding technical means in the
first aspect. Details are not described herein again.
[0059] The technical solutions provided in this applica-
tion may bring at least the following beneficial effects: In
this application, the network device may extract the fault
propagation condition by using the plurality of event-ob-
ject connection graphs that are in the one-to-one corre-
spondence with the different time, without manually sum-
marizing the fault propagation condition, so that labor
costs can be reduced, and efficiency of extracting the
fault propagation condition can be improved. Moreover,
faults that occur in the communications network at the
different time may basically cover all fault types. There-
fore, it is ensured that the extracted fault propagation
condition has a relatively high fault coverage rate, and
the method is reproducible and extensible, and can be
widely applied.

BRIEF DESCRIPTION OF DRAWINGS

[0060]

FIG. 1 is an architectural diagram of a data center
network according to an embodiment of this appli-
cation;
FIG. 2 is a diagram of a fault transmission condition
extraction system architecture according to an em-
bodiment of this application;
FIG. 3 is a schematic diagram of a structure of a
computer device according to an embodiment of this
application;
FIG. 4 is a flowchart of a fault propagation condition
extraction method according to an embodiment of
this application;
FIG. 5 is a schematic diagram in which a quantity of
hops between objects is 1 according to an embodi-
ment of this application;
FIG. 6 is a schematic diagram in which a quantity of
hops between objects is 2 according to an embodi-
ment of this application;
FIG. 7 is a schematic diagram of an updated sub-
graph according to an embodiment of this applica-
tion;
FIG. 8 is a flowchart of a fault source determining
method according to an embodiment of this applica-

tion;
FIG. 9 is a flowchart of a fault propagation range
prediction method according to an embodiment of
this application; and
FIG. 10 is a schematic diagram of a structure of a
fault propagation condition extraction apparatus ac-
cording to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0061] To make the objectives, technical solutions, and
advantages of this application clearer, the following fur-
ther describes the implementations of this application in
detail with reference to the accompanying drawings.
[0062] The method provided in the embodiments of this
application may be applied to various communications
networks, for example, a data center network and a mo-
bile communications network. Devices in these commu-
nications networks may be connected to a network de-
vice, and then a fault propagation condition that can be
used to locate faults occurring in these communications
networks is extracted by using the network device. In
other words, the network device configured to extract the
fault propagation condition may be a device independent
of the communications network. Certainly, the network
device configured to extract the fault propagation condi-
tion may alternatively be the device in the communica-
tions network, that is, the device in the communications
network may also extract the fault propagation condition
that can be used to locate the fault occurring in the com-
munications network.
[0063] FIG. 1 is an architectural diagram of a data cent-
er network according to an embodiment of this applica-
tion. The data center network includes a plurality of com-
puter nodes 101, a plurality of tunnel endpoints 102, and
a plurality of intermediate nodes 103. A communication
connection is established between one computer node
101 and one tunnel endpoint 102, and a communication
connection is established between each tunnel endpoint
102 and each intermediate node 103. Optionally, to im-
prove communication reliability between the computer
node 101 and the tunnel endpoint 102, one computer
node 101 may alternatively establish communication
connections to two or more tunnel endpoints 102. In this
case, the two or more tunnel endpoints 102 may be back-
up nodes for each other. The plurality of computer nodes
101 may be servers, firewalls, load balancers, or the like.
The server may be a virtual machine, or may be a bare
machine, namely, a machine that does not include an
operating system.
[0064] For the data center network shown in FIG. 1,
the tunnel endpoint 102 or the intermediate node 103
may be used as a network device for extracting a fault
propagation condition. To be specific, the tunnel endpoint
102 or the intermediate node 103 may obtain events that
occur in the data center network and a connection rela-
tionship between objects related to these events, and
then, generate an event-object connection graph, to ex-
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tract the fault propagation condition. For example, when
a structure of the data center network is a spine-leaf
(Spine-Leaf) structure, the tunnel endpoint 102 may be
a leaf node, and the intermediate node 103 may be a
spine node. To be specific, the leaf node and the spine
node each may be used as the network device for ex-
tracting the fault propagation condition.
[0065] Optionally, refer to FIG. 2. The data center net-
work is further connected to a network device 104. In
some embodiments, the network device 104 may estab-
lish communication connections to each computer node
101, each tunnel endpoint 102, and each intermediate
node 103. In some other embodiments, because the
communication connection is established between the
computer node 101, the tunnel endpoint 102, and the
intermediate node 103, the network device 104 may es-
tablish the communication connection only to the inter-
mediate node 103. In FIG. 2, an example in which the
network device 104 establishes the communication con-
nection to the intermediate node 103 is used. In this case,
the network device 104 may obtain, by interacting with
the connected device, the events that occur in the data
center network and the connection relationship between
the objects related to these events, and then, generate
the event-object connection graph, to extract the fault
propagation condition.
[0066] It should be noted that, because data transmis-
sion in the data center network is implemented through
a tunnel, the tunnel endpoint 102 may be an ingress end-
point of the tunnel, or may be an egress endpoint of the
tunnel, and the intermediate node 103 may be a network
node through which the tunnel passes.
[0067] FIG. 3 is a schematic diagram of a structure of
a computer device according to an embodiment of this
application. The computer device may be any device in
content described in FIG. 1 and FIG. 2, for example, the
computer node 101, the tunnel endpoint 102, the inter-
mediate node 103, the network device 104, or the like.
The computer device includes at least one processor
301, a communications bus 302, a memory 303, and at
least one communications interface 304.
[0068] The processor 301 may be a general-purpose
central processing unit (central processing unit, CPU), a
network processor (NP), or a microprocessor, or may be
one or more integrated circuits configured to implement
the solutions of this application, for example, an applica-
tion-specific integrated circuit (application-specific inte-
grated circuit, ASIC), a programmable logic device (pro-
grammable logic device, PLD), or a combination thereof.
The PLD may be a complex programmable logic device
(complex programmable logic device, CPLD), a field-pro-
grammable gate array (field-programmable gate array,
FPGA), a generic array logic (generic array logic, GAL),
or any combination thereof.
[0069] The communications bus 302 is configured to
transmit information between the foregoing components.
The communications bus 302 may be classified into an
address bus, a data bus, a control bus, and the like. For

ease of representation, only one thick line is used to rep-
resent the bus in the figure, but it does not mean that
there is only one bus or only one type of bus.
[0070] The memory 303 may be a read-only memory
(read-only memory, ROM) or another type of static stor-
age device that can store static information and instruc-
tions, or a random access memory (random access
memory, RAM) or another type of dynamic storage de-
vice that can store information and instructions. Alterna-
tively, the memory 303 may be an electrically erasable
programmable read-only memory (electrically erasable
programmable read-only memory, EEPROM), a com-
pact disc read-only memory (compact disc read-only
memory, CD-ROM) or another compact disc storage, an
optical disc storage (including a compact optical disc, a
laser disc, an optical disc, a digital versatile disc, a Blu-
ray disc, and the like), a magnetic disk storage medium
or another magnetic storage device, or any other medium
that can be configured to carry or store expected program
code in a form of an instruction or a data structure and
that can be accessed by a computer. However, the mem-
ory 303 is not limited thereto. The memory 303 may exist
independently, and be connected to the processor 301
through the communications bus 302. Alternatively, the
memory 303 may be integrated with the processor 301.
[0071] The communications interface 304 is config-
ured to communicate with another device or a commu-
nications network by using any apparatus such as a
transceiver. The communications interface 304 includes
a wired communications interface, and may further in-
clude a wireless communications interface. The wired
communications interface may be, for example, an Eth-
ernet interface. The Ethernet interface may be an optical
interface, an electrical interface, or a combination there-
of. The wireless communications interface may be a wire-
less local area network (wireless local area network,
WLAN) interface, a cellular network communications in-
terface, a combination thereof, or the like.
[0072] In a specific implementation, in an embodiment,
the processor 301 may include one or more CPUs, for
example, a CPU 0 and a CPU 1 shown in FIG. 3.
[0073] In a specific implementation, in an embodiment,
the computer device may include a plurality of proces-
sors, for example, the processor 301 and a processor
305 shown in FIG. 3. Each of the processors may be a
single-core processor (single-CPU) or a multi-core proc-
essor (multi-CPU). The processor herein may refer to
one or more devices, circuits, and/or processing cores
configured to process data (for example, computer pro-
gram instructions).
[0074] In a specific implementation, in an embodiment,
the computer device may further include an output device
306 and an input device 307. The output device 306 com-
municates with the processor 301, and may display in-
formation in a plurality of manners. For example, the out-
put device 306 may be a liquid crystal display (liquid crys-
tal display, LCD), a light-emitting diode (light emitting di-
ode, LED) display device, a cathode ray tube (cathode
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ray tube, CRT) display device, or a projector (projector).
The input device 307 communicates with the processor
301, and may receive a user input in a plurality of man-
ners. For example, the input device 307 may be a mouse,
a keyboard, a touchscreen device, or a sensor device.
[0075] In some embodiments, the memory 303 is con-
figured to store program code 310 for executing the so-
lutions in this application, and the processor 301 may
execute the program code 310 stored in the memory 303.
To be specific, the computer device may implement, by
using the processor 301 and the program code 310 in
the memory 303, a method provided in the following em-
bodiments in FIG. 4, FIG. 5, and FIG. 6.
[0076] FIG. 4 is a flowchart of a fault propagation con-
dition extraction method according to an embodiment of
this application. The method includes the following sev-
eral steps.
[0077] Step 401: A network device obtains, at different
time, a plurality of event-object connection graphs cor-
responding to a communications network, where the dif-
ferent time is in a one-to-one correspondence with the
plurality of event-object connection graphs, and each of
the plurality of event-object connection graphs is used to
describe a fault-related event that occurs in the commu-
nications network and a connection relationship between
objects related to the event.
[0078] Different types of faults often occur in the com-
munications network, and different faults may be caused
by different reasons. For example, some faults are
caused by a hardware reason of a physical device, and
some faults are caused by a protocol deployed on the
physical device. Therefore, when the fault-related event
occurs in the communications network, the objects relat-
ed to the event may be physical nodes such as the phys-
ical device, a board, and a physical port, or may be logical
nodes related to protocols such as open shortest path
first (open shortest-path first, OSPF) and a border gate-
way protocol (border gateway protocol, BGP), or may be
virtual nodes such as an L3link, an alarm, and a log. In
addition, different faults may occur in the communica-
tions network at different time. When the different faults
occur, events related to the faults are different, and ob-
jects related to the events are also different. Therefore,
an event-object connection graph of the communications
network may change with time. In this case, the plurality
of event-object connection graphs corresponding to the
communications network may be obtained at the different
time.
[0079] In some embodiments, the network device may
obtain a fault alarm that occurs in the communications
network and a log in a running process of the communi-
cations network, extract the fault-related event and the
objects related to the event from the log, and then gen-
erate the event-object connection graph based on the
extracted event and the relationship between the objects
related to the event. For a specific implementation proc-
ess, refer to a related technology.
[0080] It should be noted that the different time may

be a plurality of different moments, or may be a plurality
of different time periods. Certainly, the different time may
alternatively include both a moment and a time period.
To be specific, the plurality of event-object connection
graphs may all be event-object connection graphs cor-
responding to different moments, or may all be event-
object connection graphs corresponding to different time
periods. Alternatively, some of the plurality of event-ob-
ject connection graphs may be event-object connection
graphs corresponding to different moments, and others
of the plurality of event-object connection graphs are
event-object connection graphs corresponding to differ-
ent time periods.
[0081] In addition, in this embodiment of this applica-
tion, the event-object connection graph may be repre-
sented in a form of a graph, or may be represented in
another form, for example, may be represented in a form
of an entry. A representation form of the event-object
connection graph is not limited in this embodiment of this
application.
[0082] Step 402: The network device determines a plu-
rality of subgraphs based on the plurality of event-object
connection graphs, where the plurality of subgraphs are
in a one-to-one correspondence with the plurality of
event-object connection graphs, each of the plurality of
subgraphs is a subset of a corresponding event-object
connection graph, a quantity of hops between an object
that generates a first event in each of the plurality of sub-
graphs and any object related to the first event is not
greater than N, the fault-related event includes the first
event, and N is an integer greater than or equal to 1.
[0083] In some embodiments, for each of the plurality
of event-object connection graphs, the network device
may obtain, from the event-object connection graph, a
connection relationship in which the quantity of hops be-
tween the object that generates the first event and any
object related to the first event is less than or equal to N.
Because the first event is any fault-related event, after a
connection relationship in which a quantity of hops be-
tween an object generating each event and any object
related to each event is less than or equal to N is obtained,
a subgraph corresponding to the event-object connection
graph may be obtained.
[0084] In some other embodiments, for each of the plu-
rality of event-object connection graphs, the network de-
vice may obtain, from the event-object connection graph,
a connection relationship in which the quantity of hops
between the object that generates the first event and any
object related to the first event is equal to N. Because
the first event is any fault-related event, after a connection
relationship in which a quantity of hops between an object
generating each event and any object related to each
event is equal to N is obtained, a subgraph corresponding
to the event-object connection graph may be obtained.
[0085] It should be noted that, in each of the plurality
of subgraphs, a path connected to two objects that gen-
erate the fault-related event does not include an object
on which the fault alarm occurs. For example, as shown
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in FIG. 5, the two objects that generate the fault-related
event are both OsNetworks. A path connected to the two
objects does not include the object on which the fault
alarm occurs. To be specific, the path connected to the
two objects does not include the fault-related event.
Moreover, the two objects are directly connected, and
therefore, a quantity of hops between the two objects is
equal to 1. As shown in FIG. 6, the two objects that gen-
erate the fault-related event are a BGP peer and an Os-
Network. A path connected to the two objects does not
include the object on which the fault alarm occurs. To be
specific, the path connected to the two objects does not
include the fault-related event. Moreover, the two objects
are connected through an L3link. Therefore, a quantity
of hops between the two objects is equal to 2.
[0086] Step 403: The network device updates an object
in each of the plurality of subgraphs to a corresponding
object type based on a correspondence between an ob-
ject and an object type, to obtain a plurality of updated
subgraphs, where the plurality of updated subgraphs are
in a one-to-one correspondence with the plurality of sub-
graphs.
[0087] In some embodiments, for each of the plurality
of subgraphs, the network device may obtain, from the
correspondence between an object and an object type,
the object type corresponding to the object in the sub-
graph, and replace the object in the subgraph with the
corresponding object type, to obtain an updated sub-
graph.
[0088] For example, the correspondence between an
object and an object type may be shown in the following
Table 1. After an object in a subgraph is updated to a
corresponding object type by using the following Table
1, an updated subgraph shown in FIG. 7 may be obtained.

[0089] It should be noted that Table 1 is an example
correspondence provided in this embodiment of this ap-
plication, and the correspondence shown in Table 1 con-
stitutes no limitation on this embodiment of this applica-
tion.
[0090] Step 404: The network device determines a
fault propagation condition based on the plurality of up-
dated subgraphs, where the fault propagation condition
is used to indicate a path through which a fault is prop-
agated in the communications network.

Table 1

Object Object type

Alarm, log Alarm

OSPF network segment OsNetwork

OSPF router OsRouter

BGP peer BGP peer

VXLAN tunnel table Tunnel

... ...

[0091] In some embodiments, the network device may
separately convert the plurality of updated subgraphs into
graph embedding vectors based on a graph embedding
algorithm, to obtain a plurality of graph embedding vec-
tors that are in a one-to-one correspondence with the
plurality of updated subgraphs; determine a plurality of
subgraph sets based on the plurality of graph embedding
vectors and a clustering algorithm, where each of the
plurality of subgraph sets includes at least one of the
plurality of updated subgraphs; and extract, based on a
frequent subgraph mining algorithm, the fault propaga-
tion condition from the updated subgraph included in
each of the plurality of subgraph sets.
[0092] In an example, an implementation process in
which the network device determines the plurality of sub-
graph sets based on the plurality of graph embedding
vectors and the clustering algorithm may be: determining
a similarity between every two of the plurality of graph
embedding vectors; and clustering the plurality of updat-
ed subgraphs based on the similarity and the clustering
algorithm, to obtain the plurality of subgraph sets.
[0093] Because the graph embedding vector may rep-
resent the updated subgraph, the network device may
cluster the plurality of updated subgraphs based on the
similarity between every two of the plurality of graph em-
bedding vectors and the clustering algorithm, to obtain
the plurality of subgraph sets.
[0094] In some other embodiments, the network de-
vice may extract the fault propagation condition from the
plurality of updated subgraphs based on the frequent
subgraph mining algorithm. To be specific, the network
device does not need to convert the updated subgraphs
into the graph embedding vectors or cluster the updated
subgraphs, but directly extracts the fault propagation
condition from the plurality of updated subgraphs based
on the frequent subgraph mining algorithm. Certainly, the
frequent subgraph mining algorithm is used as an exam-
ple for description in this embodiment of this application.
Alternatively, the network device may extract the fault
propagation condition from the plurality of updated sub-
graphs based on other algorithms, which are not enu-
merated one by one in this embodiment of this applica-
tion.
[0095] It should be noted that a quantity of fault prop-
agation conditions extracted by the network device based
on the frequent subgraph mining algorithm may be 0 or
1, or certainly, may be greater than 1. Moreover, no fault
propagation condition may be extracted from some up-
dated subgraphs, one or more fault propagation condi-
tions may be extracted from some updated subgraphs,
and a same fault propagation condition may also be ex-
tracted from two or more updated subgraphs.
[0096] It should be noted that the graph embedding
algorithm may be an algorithm, for example, graph2vec
or a graph neural network (GNN), the clustering algorithm
may be an algorithm, for example, Kmeans or AP, and
the frequent subgraph mining algorithm may be an algo-
rithm, for example, gSpan or CloseGraph. This is not
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limited in this embodiment of this application.
[0097] In addition, the fault propagation condition may
be expressed in a form of text or in a form of a graph.
For example, for a fault propagation condition "OsNet-
work-L3link-BGPpeer" in a text form, the fault propaga-
tion condition is used to indicate that an IP address of a
BGP loopback interface is unreachable (L3link) due to a
neighbor protocol status fault in an OSPF network seg-
ment (OsNetwork), and finally, a BGP peer is disconnect-
ed (BGP Peer).
[0098] Further, after determining the fault propagation
condition based on the plurality of updated subgraphs,
the network device may further determine an occurrence
probability and/or fault propagation time of the extracted
fault propagation condition. In other words, the network
device may determine the occurrence probability of the
extracted fault propagation condition, or determine the
fault propagation time corresponding to the extracted
fault propagation condition, or may determine the occur-
rence probability and the corresponding fault propaga-
tion time of the extracted fault propagation condition.
[0099] In some embodiments, an implementation proc-
ess in which the network device determines the fault
propagation time corresponding to the extracted fault
propagation condition may be: The network device de-
termines alarm occurrence time at a start point and alarm
occurrence time at an end point of a first fault propagation
condition, where the first fault propagation condition is a
fault propagation condition extracted from a first sub-
graph set, and the plurality of subgraph sets include the
first subgraph set. The network device determines a dif-
ference between the alarm occurrence time at the start
point and the alarm occurrence time at the end point of
the first fault propagation condition as fault propagation
time corresponding to the first fault propagation condi-
tion.
[0100] Based on the foregoing description, the event-
object connection graph includes the fault-related event,
the fault-related event generates a fault alarm, and the
fault alarm generally has alarm occurrence time. In this
embodiment of this application, the fault-related event in
the event-object connection graph may carry the alarm
occurrence time, and then, the updated subgraph may
carry the alarm occurrence time. Therefore, an imple-
mentation process in which the network device deter-
mines the alarm occurrence time at the start point and
the alarm occurrence time at the end point of the first
fault propagation condition may be: An updated subgraph
in which the first fault propagation condition occurs is
determined from the first subgraph set, and alarm occur-
rence time carried in an event connected to the start point
and alarm occurrence time carried in an event connected
to the end point of the first fault propagation condition are
obtained from the determined updated subgraph. An av-
erage value of the alarm occurrence time carried in the
events connected to these start points is determined as
the alarm occurrence time at the start point of the first
fault propagation condition, and an average value of the

alarm occurrence time carried in the events connected
to these end points is determined as the alarm occur-
rence time at the end point of the first fault propagation
condition.
[0101] Certainly, the network device may alternatively
determine, from the first subgraph set, an updated sub-
graph in which the first fault propagation condition occurs;
obtain, from the determined updated subgraph, alarm
occurrence time carried in an event connected to the start
point and alarm occurrence time carried in an event con-
nected to the end point of the first fault propagation con-
dition; determine a difference between the obtained
alarm occurrence time carried in the event connected to
the start point and the obtained alarm occurrence time
carried in the event connected to the end point of the first
fault propagation condition; and determine an average
value of the determined differences as the fault propa-
gation time corresponding to the first fault propagation
condition.
[0102] The first subgraph set is one of the plurality of
subgraph sets, and the first fault propagation condition
is a fault propagation condition extracted from the first
subgraph set. Therefore, fault propagation time corre-
sponding to each fault propagation condition extracted
from each subgraph set may be determined according
to the foregoing method.
[0103] For example, the network device extracts three
fault propagation conditions, which are respectively a
fault propagation condition 1, a fault propagation condi-
tion 2, and a fault propagation condition 3. Alarm occur-
rence time at a start point of the fault propagation condi-
tion 1 is 10:20:21, and alarm occurrence time at an end
point of the fault propagation condition 1 is 10:21:00. In
this case, fault propagation time corresponding to the
fault propagation condition 1 is 39 seconds. Similarly,
alarm occurrence time at a start point of the fault propa-
gation condition 2 is 10:23:02, and alarm occurrence time
at an end point of the fault propagation condition 2 is
10:24:20. In this case, fault propagation time correspond-
ing to the fault propagation condition 2 is 1 minute and
18 seconds. Alarm occurrence time at a start point of the
fault propagation condition 3 is 10:22:10, and alarm oc-
currence time at an end point of the fault propagation
condition 3 is 10:22:59. In this case, fault propagation
time corresponding to the fault propagation condition 3
is 49 seconds.
[0104] In some embodiments, an implementation proc-
ess in which the network device determines the occur-
rence probability of the fault propagation condition may
be: The network device determines a quantity of updated
subgraphs in which a first fault propagation condition oc-
curs in a first subgraph set, where the first fault propa-
gation condition is a fault propagation condition extracted
from the first subgraph set, and the plurality of subgraph
sets include the first subgraph set. The network device
determines an occurrence probability of the first fault
propagation condition based on a ratio of the determined
quantity to a total quantity of updated subgraphs in the
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first subgraph set.
[0105] The first subgraph set is one of the plurality of
subgraph sets, and the first fault propagation condition
is a fault propagation condition extracted from the first
subgraph set. Therefore, an occurrence probability of
each fault propagation condition extracted from each
subgraph set may be determined according to the fore-
going method.
[0106] In an example, the network device may directly
determine the ratio of the determined quantity to the total
quantity of updated subgraphs in the first subgraph set
as the occurrence probability of the first fault propagation
condition.
[0107] For example, the network device extracts a fault
propagation condition 1 from the first subgraph set, a
quantity of updated subgraphs in which the fault propa-
gation condition 1 occurs in the first subgraph set is 20,
and the total quantity of updated subgraphs in the first
subgraph set is 30. In this case, an occurrence probability
of the fault propagation condition 1 may be 67%.
[0108] In some other embodiments, the network de-
vice may determine a quantity of times that a first fault
propagation condition occurs in the plurality of updated
subgraphs, to obtain a first quantity of times, where the
extracted fault propagation condition includes the first
fault propagation condition; determine a quantity of times
that a connection relationship between a start point of
the first fault propagation condition and a second event
occurs in the plurality of updated subgraphs, to obtain a
second quantity of times, where the fault-related event
includes the second event, and the second event is an
event corresponding to the first fault propagation condi-
tion; and determine an occurrence probability of the first
fault propagation condition based on a ratio of the first
quantity of times to the second quantity of times.
[0109] It should be noted that the start point of the first
fault propagation condition may be connected to a plu-
rality of events, that is, the start point of the first fault
propagation condition is an object that generates the plu-
rality of events. However, in the event-object connection
graph or the updated subgraph, objects related to the
plurality of events may not be completely the same. In
this case, different end points may be reached from the
start point of the first fault propagation condition through
different paths. However, each path corresponds to one
fault propagation condition and also corresponds to one
event. Therefore, the first fault propagation condition cor-
responds to one event, and the event corresponding to
the first fault propagation condition may be an event gen-
erated at the start point of the first fault propagation con-
dition.
[0110] In an example, the network device may directly
determine the ratio of the first quantity of times to the
second quantity of times as the occurrence probability of
the first fault propagation condition.
[0111] In this embodiment of this application, the net-
work device may extract the fault propagation condition
by using the plurality of event-object connection graphs

that are in the one-to-one correspondence with the dif-
ferent time, without manually summarizing the fault prop-
agation condition, so that labor costs can be reduced,
and efficiency of extracting the fault propagation condi-
tion can be improved. Moreover, faults that occur in the
communications network at the different time may basi-
cally cover all fault types. Therefore, it is ensured that
the extracted fault propagation condition has a relatively
high fault coverage rate, and the method is reproducible
and extensible, and can be widely applied.
[0112] FIG. 8 is a flowchart of a fault source determin-
ing method according to an embodiment of this applica-
tion. The method includes the following steps.
[0113] The fault source determining method provided
in this embodiment of this application may be implement-
ed based on the embodiment shown in FIG. 4. To be
specific, after a network device extracts a fault propaga-
tion condition and determines an occurrence probability
of the fault propagation condition and fault propagation
time corresponding to the fault propagation condition ac-
cording to the embodiment shown in FIG. 4, the network
device may determine a fault source according to the
following method including step 801 to step 803.
[0114] Step 801: The network device filters a fault prop-
agation condition that meets a condition from the extract-
ed fault propagation condition based on an object on
which a fault alarm currently occurs, an updated sub-
graph of a communications network at current time, and
the fault propagation time corresponding to the fault prop-
agation condition.
[0115] In some embodiments, the network device may
determine, according to the following steps (1) to (4), the
fault propagation condition that meets the condition.

(1) Select, from the extracted fault propagation con-
dition, a second fault propagation condition whose
end point is the object on which the fault alarm cur-
rently occurs and that can match the updated sub-
graph of the communications network at the current
time.

[0116] In an example, the network device may select,
from the extracted fault propagation condition, a fault
propagation condition whose end point is the object on
which the fault alarm currently occurs; and filter, from the
selected fault propagation condition, a fault propagation
condition in which an indicated path exists in the updated
subgraph of the communications network at the current
time, and use the obtained fault propagation condition
as the second fault propagation condition whose end
point is the object on which the fault alarm currently oc-
curs and that can match the updated subgraph of the
communications network at the current time.
[0117] Based on the description in step 401, the com-
munications network may correspond to different event-
object connection graphs at different time. Therefore, the
network device may determine the updated subgraph of
the communications network at the current time based

19 20 



EP 4 024 765 A1

12

5

10

15

20

25

30

35

40

45

50

55

on an event-object connection graph of the communica-
tions network at the current time. To be specific, when
determining the fault source, the network device may de-
termine the event-object connection graph of the com-
munications network at the current time; determine a sub-
graph at the current time based on the event-object con-
nection graph of the communications network at the cur-
rent time; and update an object in the subgraph at the
current time to a corresponding object type based on a
correspondence between an object and an object type,
to obtain the updated subgraph of the communications
network at the current time.
[0118] (2) Select, from the second fault propagation
condition based on the updated subgraph of the commu-
nications network at the current time, a third fault prop-
agation condition with a start point at which a fault alarm
occurs before the current time.
[0119] Based on the foregoing description, an alarm
object in an event-object connection graph carries alarm
occurrence time. Therefore, after conversion into an up-
dated subgraph, the alarm occurrence time may alterna-
tively be determined from the updated subgraph. There-
fore, in some embodiments, the network device may
search the updated subgraph of the communications net-
work at the current time for whether a start point of the
second fault propagation condition carries alarm occur-
rence time, and determine the second fault propagation
condition whose start point carries the alarm occurrence
time as the third fault propagation condition.
[0120] (3) Determine, based on the updated subgraph
of the communications network at the current time, cur-
rent alarm propagation time corresponding to the third
fault propagation condition, where the current alarm
propagation time is a difference between alarm occur-
rence time at the start point of the third fault propagation
condition and alarm occurrence time of the current fault
alarm, and the alarm occurrence time at the start point
of the third fault propagation condition is determined from
the updated subgraph of the communications network at
the current time.
[0121] (4) Select, from the third fault propagation con-
dition, a fault propagation condition in which a difference
between current corresponding alarm propagation time
and the fault propagation time is less than a time thresh-
old, and use the selected fault propagation condition as
the fault propagation condition that meets the condition.
[0122] When the difference between the current alarm
propagation time corresponding to the third fault propa-
gation condition and the fault propagation time is less
than the time threshold, it may indicate that there is a
relatively high probability that the current fault alarm is
the same as the fault alarm corresponding to the third
fault propagation condition. Therefore, the selected fault
propagation condition may be used as the fault propa-
gation condition that meets the condition.
[0123] It should be noted that the time threshold may
be set based on a use requirement, for example, 2 sec-
onds. This is not limited in this embodiment of this appli-

cation.
[0124] Step 802: When a quantity of the fault propa-
gation conditions that meet the condition is 1, the network
device determines a start point of the fault propagation
condition that meets the condition as a fault source of
the current fault alarm
[0125] Step 803: When a quantity of the fault propa-
gation conditions that meet the condition is greater than
1, the network device determines a start point of a fault
propagation condition that has a highest occurrence
probability in the fault propagation conditions that meet
the condition as a fault source of the current fault alarm
[0126] Each fault propagation condition corresponds
to one probability, and generally, there is only one fault
source. Therefore, when the quantity of the fault propa-
gation conditions that meet the condition is greater than
1, the fault propagation condition that has the highest
probability may be selected from the fault propagation
conditions that meet the condition, and the start point of
the fault propagation condition that has the highest prob-
ability may be determined as the fault source of the cur-
rent fault alarm.
[0127] In step 801 to step 804, the fault propagation
condition that meets the condition is first determined
based on the fault propagation time, and then the fault
source of the current fault alarm is determined based on
the probability. Certainly, the fault propagation condition
that meets the condition may alternatively be first deter-
mined based on the probability, and then the fault source
of the current fault alarm is determined based on the fault
propagation time. To be specific, the network device se-
lects, from the extracted fault propagation condition, the
second fault propagation condition whose end point is
the object on which the fault alarm currently occurs and
that can match the updated subgraph of the communi-
cations network at the current time; selects, from the sec-
ond fault propagation condition based on the updated
subgraph of the communications network at the current
time, the third fault propagation condition with the start
point at which the fault alarm occurs before the current
time; and selects a fault propagation condition whose
probability is greater than a probability threshold from the
third fault propagation condition, and uses the selected
fault propagation condition as the fault propagation con-
dition that meets the condition. When the quantity of the
fault propagation conditions that meet the condition is 1,
the network device determines the start point of the fault
propagation condition that meets the condition as the
fault source of the current fault alarm. When the quantity
of the fault propagation conditions that meet the condition
is greater than 1, the network device determines, based
on the updated subgraph of the communications network
at the current time, current alarm propagation time cor-
responding to the fault propagation condition that meets
the condition; and determines a start point of a fault prop-
agation condition in which a difference between the cor-
responding current alarm propagation time and the fault
propagation time is smallest in the fault propagation con-
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ditions that meet the condition as the fault source of the
current fault alarm
[0128] It should be noted that, for an implementation
process of each step in a process of first determining,
based on the probability, the fault propagation condition
that meets the condition, and then determining the fault
source based on the fault propagation time, refer to re-
lated content in step 801 to step 803. This is not limited
in this embodiment of this application.
[0129] Regardless of whether the fault source of the
current fault alarm is first determined based on the fault
propagation time and then based on the probability or
the fault source of the current fault alarm is first deter-
mined based on the probability and then based on the
fault propagation time, after extracting the fault propaga-
tion condition, the network device needs to determine
both the occurrence probability and the corresponding
fault propagation time of the fault propagation condition.
However, based on the description in step 404, it can be
learned that the network device may alternatively deter-
mine only the fault propagation time corresponding to the
fault propagation condition, or determine only the occur-
rence probability of the fault propagation condition. In this
case, the network device may determine the fault source
of the current fault alarm only based on the fault propa-
gation time, or determine the fault source of the current
fault alarm only based on the probability.
[0130] An implementation process in which the net-
work device determines the fault source of the current
fault alarm only based on the fault propagation time may
be: The second fault propagation condition whose end
point is the object on which the fault alarm currently oc-
curs and that can match the updated subgraph of the
communications network at the current time is selected
from the extracted fault propagation condition. The third
fault propagation condition with the start point at which
the fault alarm occurs before the current time is selected
from the second fault propagation condition based on the
updated subgraph of the communications network at the
current time. The current alarm propagation time corre-
sponding to the third fault propagation condition is deter-
mined based on the updated subgraph of the communi-
cations network at the current time. The fault propagation
condition in which the difference between the corre-
sponding current alarm propagation time and the fault
propagation time is less than the time threshold is select-
ed from the third fault propagation condition, and the se-
lected fault propagation condition is used as the fault
propagation condition that meets the condition. When
the quantity of the fault propagation conditions that meet
the condition is 1, the network device determines the start
point of the fault propagation condition that meets the
condition as the fault source of the current fault alarm.
When the quantity of the fault propagation conditions that
meet the condition is greater than 1, the network device
determines the start point of the fault propagation condi-
tion in which the difference between the corresponding
current alarm propagation time and the fault propagation

time is smallest in the fault propagation conditions that
meet the condition as the fault source of the current fault
alarm
[0131] An implementation process in which the net-
work device determines the fault source of the current
fault alarm only based on the probability may be: The
second fault propagation condition whose end point is
the object on which the fault alarm currently occurs and
that can match the updated subgraph of the communi-
cations network at the current time is selected from the
extracted fault propagation condition. The third fault prop-
agation condition with the start point at which the fault
alarm occurs before the current time is selected from the
second fault propagation condition based on the updated
subgraph of the communications network at the current
time. The current alarm propagation time corresponding
to the third fault propagation condition is determined
based on the updated subgraph of the communications
network at the current time. The fault propagation con-
dition whose probability is greater than the probability
threshold is selected from the third fault propagation con-
dition, and the selected fault propagation condition is
used as the fault propagation condition that meets the
condition. When the quantity of the fault propagation con-
ditions that meet the condition is 1, the network device
determines the start point of the fault propagation condi-
tion that meets the condition as the fault source of the
current fault alarm. When the quantity of the fault prop-
agation conditions that meet the condition is greater than
1, the network device determines the start point of the
fault propagation condition that has the highest probabil-
ity in the fault propagation conditions that meet the con-
dition as the fault source of the current fault alarm
[0132] In this embodiment of this application, the fault
propagation condition is extracted based on a plurality
of event-object connection graphs that are in a one-to-
one correspondence with different time. Therefore, ac-
curacy of the extracted fault propagation condition can
be ensured, and accuracy of the fault source determined
based on the extracted fault propagation condition can
be ensured. Moreover, because the extracted fault prop-
agation condition has a relatively high fault coverage rate,
a probability that the fault source can be determined
based on the extracted fault propagation condition is also
relatively high.
[0133] FIG. 9 is a flowchart of a fault propagation range
prediction method according to an embodiment of this
application. The method is used to predict a fault-affected
object based on an object on which a fault alarm currently
occurs, an updated subgraph of a communications net-
work at a current time, and an extracted fault propagation
condition. The fault-affected object is an object on which
a fault alarm occurs due to impact of the current fault
alarm The method includes the following several steps.
[0134] Step 901: The network device selects, from the
extracted fault propagation condition, a fourth fault prop-
agation condition whose start point is the object on which
the fault alarm currently occurs and that can match the
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updated subgraph of the communications network at the
current time.
[0135] In an example, the network device may select,
from the extracted fault propagation condition, a fault
propagation condition whose start point is the object on
which the fault alarm currently occurs; and filter, from the
selected fault propagation condition, a fault propagation
condition in which an indicated path exists in the updated
subgraph of the communications network at the current
time, and use the obtained fault propagation condition
as a fourth fault propagation condition whose start point
is the object on which the fault alarm currently occurs
and that can match the updated subgraph of the com-
munications network at the current time.
[0136] Based on the description in step 401, the com-
munications network may correspond to different event-
object connection graphs at different time. Therefore, the
network device may determine the updated subgraph of
the communications network at the current time based
on an event-object connection graph of the communica-
tions network at the current time. To be specific, when
determining a fault source, the network device may de-
termine the event-object connection graph of the com-
munications network at the current time; determine a sub-
graph at the current time based on the event-object con-
nection graph of the communications network at the cur-
rent time; and update an object in the subgraph at the
current time to a corresponding object type based on a
correspondence between an object and an object type,
to obtain the updated subgraph of the communications
network at the current time.
[0137] Step 902: The network device determines an
end point of the fourth fault propagation condition as the
fault-affected object.
[0138] Step 903: The network device predicts, based
on fault propagation time corresponding to the fourth fault
propagation condition and alarm occurrence time of the
current fault alarm, time at which the fault alarm occurs
on the fault-affected object.
[0139] Because fault propagation time is a difference
between alarm occurrence time at a start point and alarm
occurrence time at an end point of a fault propagation
condition, after the fault-affected object is predicted, the
time at which the fault alarm occurs on the fault-affected
object based on the fault propagation time corresponding
to the fourth fault propagation condition and the alarm
occurrence time of the current fault alarm.
[0140] In an example, a sum of the alarm occurrence
time of the current fault alarm and the fault propagation
time corresponding to the fourth fault propagation con-
dition may be determined as the time at which the fault
alarm occurs on the fault-affected object.
[0141] In this embodiment of this application, the fault
propagation condition is extracted based on a plurality
of event-object connection graphs that are in a one-to-
one correspondence with different time. Therefore, ac-
curacy of the extracted fault propagation condition can
be ensured, and accuracy of predicting a fault propaga-

tion range based on the extracted fault propagation con-
dition can be ensured. Moreover, because the extracted
fault propagation condition has a relatively high fault cov-
erage rate, a probability that the fault propagation range
can be determined based on the extracted fault propa-
gation condition is also relatively high.
[0142] FIG. 10 is a schematic diagram of a structure
of a fault propagation condition extraction apparatus ac-
cording to an embodiment of this application. The appa-
ratus may be implemented as a part or all of a network
device by using software, hardware, or a combination of
software and hardware. The network device may be the
network device described in content in FIG. 1. The ap-
paratus includes an obtaining module 1001, a first deter-
mining module 1002, an updating module 1003, and a
second determining module 1004.
[0143] The obtaining module 1001 is configured to per-
form an operation in step 401 in the embodiment shown
in FIG. 4.
[0144] The first determining module 1002 is configured
to perform an operation in step 402 in the embodiment
shown in FIG. 4.
[0145] The updating module 1003 is configured to per-
form an operation in step 403 in the embodiment shown
in FIG. 4.
[0146] The second determining module 1004 is con-
figured to perform an operation in step 404 in the em-
bodiment shown in FIG. 4.
[0147] Optionally, the second determining module
1004 includes:

a conversion submodule, configured to separately
convert a plurality of updated subgraphs into graph
embedding vectors based on a graph embedding
algorithm, to obtain a plurality of graph embedding
vectors that are in a one-to-one correspondence with
the plurality of updated subgraphs;
a first determining submodule, configured to deter-
mine a plurality of subgraph sets based on the plu-
rality of graph embedding vectors and a clustering
algorithm, where each of the plurality of subgraph
sets includes at least one of the plurality of updated
subgraphs; and
a first extraction submodule, configured to extract,
based on a frequent subgraph mining algorithm, a
fault propagation condition from the updated sub-
graph included in each of the plurality of subgraph
sets.

[0148] Optionally, the first determining submodule is
configured to:

determine a similarity between every two of the plu-
rality of graph embedding vectors; and
cluster the plurality of updated subgraphs based on
the similarity and the clustering algorithm, to obtain
the plurality of subgraph sets.
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[0149] Optionally, the second determining module
1004 includes:
a second extraction submodule, configured to extract the
fault propagation condition from the plurality of updated
subgraphs based on the frequent subgraph mining algo-
rithm.
[0150] Optionally, the apparatus further includes:

a third determining module, configured to determine
fault propagation time corresponding to the fault
propagation condition;
a filtering module, configured to filter a fault propa-
gation condition that meets a condition from the fault
propagation condition based on an object on which
a fault alarm currently occurs, an updated subgraph
of the communications network at current time, and
the fault propagation time corresponding to the fault
propagation condition; and
a fourth determining module, configured to: when a
quantity of the fault propagation conditions that meet
the condition is 1, determine a start point of the fault
propagation condition that meets the condition as a
fault source of the current fault alarm

[0151] Optionally, the third determining module in-
cludes:

a second determining submodule, configured to de-
termine alarm occurrence time at a start point and
alarm occurrence time at an end point of a first fault
propagation condition, where the first fault propaga-
tion condition is a fault propagation condition extract-
ed from a first subgraph set, and the plurality of sub-
graph sets include the first subgraph set; and
a third determining submodule, configured to deter-
mine a difference between the alarm occurrence
time at the start point and the alarm occurrence time
at the end point of the first fault propagation condition
as fault propagation time corresponding to the first
fault propagation condition.

[0152] Optionally, the filtering module includes:

a first selection submodule, configured to select,
from the fault propagation condition, a second fault
propagation condition whose end point is the object
on which the fault alarm currently occurs and that
can match the updated subgraph of the communi-
cations network at the current time;
a second selection submodule, configured to select,
from the second fault propagation condition based
on the updated subgraph of the communications net-
work at the current time, a third fault propagation
condition with a start point at which a fault alarm oc-
curs before the current time;
a fourth determining submodule, configured to de-
termine, based on the updated subgraph of the com-
munications network at the current time, current

alarm propagation time corresponding to the third
fault propagation condition, where the current alarm
propagation time is a difference between alarm oc-
currence time at the start point of the third fault prop-
agation condition and alarm occurrence time of the
current fault alarm, and the alarm occurrence time
at the start point of the third fault propagation condi-
tion is determined from the updated subgraph of the
communications network at the current time; and
a third selection submodule, configured to: select,
from the third fault propagation condition, a fault
propagation condition in which a difference between
the corresponding current alarm propagation time
and the fault propagation time is less than a time
threshold; and use the selected fault propagation
condition as the fault propagation condition that
meets the condition.

[0153] Optionally, the apparatus further includes:

a fifth determining module, configured to determine
an occurrence probability of the fault propagation
condition; and
a sixth determining module, configured to: when a
quantity of the fault propagation conditions that meet
the condition is greater than 1, determine a start point
of a fault propagation condition that has a highest
occurrence probability in the fault propagation con-
ditions that meet the condition as a fault source of
the current fault alarm

[0154] Optionally, the fault propagation condition is ex-
tracted based on the frequent subgraph mining algorithm
from the updated subgraph included in each of the plu-
rality of subgraph sets.
[0155] The fifth determining module includes:

a fifth determining submodule, configured to deter-
mine a quantity of updated subgraphs in which a first
fault propagation condition occurs in a first subgraph
set, where the first fault propagation condition is a
fault propagation condition extracted from the first
subgraph set, and the plurality of subgraph sets in-
clude the first subgraph set; and
a sixth determining submodule, configured to deter-
mine an occurrence probability of the first fault prop-
agation condition based on a ratio of the quantity to
a total quantity of updated subgraphs in the first sub-
graph set.

[0156] Optionally, the fifth determining module in-
cludes:

a seventh determining submodule, configured to de-
termine a quantity of times that a first fault propaga-
tion condition occurs in the plurality of updated sub-
graphs, to obtain a first quantity of times, where the
fault propagation condition includes the first fault

27 28 



EP 4 024 765 A1

16

5

10

15

20

25

30

35

40

45

50

55

propagation condition;
an eighth determining submodule, configured to de-
termine a quantity of times that a connection rela-
tionship between a start point of the first fault prop-
agation condition and a second event occurs in the
plurality of updated subgraphs, to obtain a second
quantity of times, where the fault-related event in-
cludes the second event, and the second event is
an event corresponding to the first fault propagation
condition; and
a ninth determining submodule, configured to deter-
mine an occurrence probability of the first fault prop-
agation condition based on a ratio of the first quantity
of times to the second quantity of times.

[0157] Optionally, the apparatus further includes:
a first prediction module, configured to predict a fault-
affected object based on the object on which the fault
alarm currently occurs, the updated subgraph of the com-
munications network at the current time, and the fault
propagation condition, where the fault-affected object is
an object on which a fault alarm occurs due to impact of
the current fault alarm.
[0158] Optionally, the first prediction module includes:

a fourth selection submodule, configured to select,
by the network device from the fault propagation con-
dition, a fourth fault propagation condition whose
start point is the object on which the fault alarm cur-
rently occurs and that can match the updated sub-
graph of the communications network at the current
time; and
a seventh determining submodule, configured to de-
termine an end point of the fourth fault propagation
condition as the fault-affected object.

[0159] Optionally, the apparatus further includes:

a seventh determining module, configured to deter-
mine the fault propagation time corresponding to the
fault propagation condition; and
a second prediction module, configured to predict,
based on fault propagation time corresponding to
the fourth fault propagation condition and the alarm
occurrence time of the current fault alarm, time at
which the fault alarm occurs on the fault-affected ob-
ject.

[0160] In this embodiment of this application, the fault
propagation condition may be extracted by using the plu-
rality of event-object connection graphs that are in the
one-to-one correspondence with the different time, and
the fault propagation condition does not need to be man-
ually summarized, so that labor costs can be reduced,
and efficiency of extracting the fault propagation condi-
tion can be improved. Moreover, faults that occur in the
communications network at the different time may basi-
cally cover all fault types. Therefore, it is ensured that

the extracted fault propagation condition has a relatively
high fault coverage rate, and the method is reproducible
and extensible, and can be widely applied.
[0161] It should be noted that, when the fault propaga-
tion condition extraction apparatus provided in the fore-
going embodiment extracts the fault propagation condi-
tion, division into the foregoing function modules is mere-
ly used as an example for description. In actual applica-
tion, the foregoing functions may be allocated to different
function modules and implemented based on a require-
ment. In other words, an internal structure of the appa-
ratus is divided into different function modules to imple-
ment all or some of the functions described above. In
addition, the fault propagation condition extraction appa-
ratus provided in the foregoing embodiment and the em-
bodiment of the fault propagation condition extraction
method belong to a same concept. For details about a
specific implementation process of the fault propagation
condition extraction apparatus, refer to the method em-
bodiment. Details are not described herein again.
[0162] All or some of the foregoing embodiments may
be implemented by using software, hardware, firmware,
or any combination thereof. When software is used to
implement the embodiments, all or some of the embod-
iments may be implemented in a form of a computer pro-
gram product. The computer program product includes
one or more computer instructions. When the computer
instructions are loaded and executed on a computer, the
procedures or functions according to the embodiments
of this application are all or partially generated. The com-
puter may be a general-purpose computer, a dedicated
computer, a computer network, or another programma-
ble apparatus. The computer instructions may be stored
in a computer-readable storage medium or may be trans-
mitted from a computer-readable storage medium to an-
other computer-readable storage medium. For example,
the computer instructions may be transmitted from a web-
site, computer, server, or data center to another website,
computer, server, or data center in a wired (for example,
a coaxial cable, an optical fiber, or a digital subscriber
line (digital subscriber line, DSL)) or wireless (for exam-
ple, infrared, radio, or microwave) manner. The compu-
ter-readable storage medium may be any usable medium
accessible by a computer, or a data storage device, such
as a server or a data center, integrating one or more
usable media. The usable medium may be a magnetic
medium (for example, a floppy disk, a hard disk, or a
magnetic tape), an optical medium (for example, a digital
versatile disc (digital versatile disc, DVD)), a semicon-
ductor medium (for example, a solid-state drive (solid
state drive, SSD)), or the like. It should be noted that the
computer-readable storage medium mentioned in this
application may be a non-volatile storage medium. In oth-
er words, the computer-readable storage medium may
be a non-transitory storage medium.
[0163] It should be understood that "a plurality of’ in
this specification means two or more than two. In descrip-
tions of this application, "/" means "or" unless otherwise
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specified. For example, A/B may represent A or B. In this
specification, "and/or" describes only an association for
describing associated objects and represents that three
relationships may exist. For example, A and/or B may
represent the following three cases: Only A exists, both
A and B exist, and only B exists. In addition, to clearly
describe the technical solutions in the embodiments of
this application, terms such as "first" and "second" are
used in the embodiments of this application to distinguish
between same items or similar items whose functions
and purposes are basically the same. A person skilled in
the art may understand that the terms such
as "first" and "second" do not limit a quantity and an ex-
ecution sequence, and the terms such
as "first" and "second" do not indicate a definite differ-
ence.
[0164] The foregoing descriptions are merely embod-
iments of this application, but are not intended to limit
this application. Any modification, equivalent replace-
ment, or improvement made without departing from the
spirit and principle of this application should fall within
the protection scope of this application.

Claims

1. A fault propagation condition extraction method,
wherein the method comprises:

obtaining, by a network device at different time,
a plurality of event-object connection graphs
corresponding to a communications network,
wherein the different time is in a one-to-one cor-
respondence with the plurality of event-object
connection graphs, and each of the plurality of
event-object connection graphs is used to de-
scribe a fault-related event that occurs in the
communications network and a connection re-
lationship between objects related to the event;
determining, by the network device, a plurality
of subgraphs based on the plurality of event-
object connection graphs, wherein the plurality
of subgraphs are in a one-to-one correspond-
ence with the plurality of event-object connec-
tion graphs, each of the plurality of subgraphs
is a subset of a corresponding event-object con-
nection graph, a quantity of hops between an
object that generates a first event in each of the
plurality of subgraphs and any object related to
the first event is not greater than N, the event
comprises the first event, and N is an integer
greater than or equal to 1;
updating, by the network device, an object in
each of the plurality of subgraphs to a corre-
sponding object type based on a correspond-
ence between an object and an object type, to
obtain a plurality of updated subgraphs, wherein
the plurality of updated subgraphs are in a one-

to-one correspondence with the plurality of sub-
graphs; and
determining, by the network device, a fault prop-
agation condition based on the plurality of up-
dated subgraphs, wherein the fault propagation
condition is used to indicate a path through
which a fault is propagated in the communica-
tions network.

2. The method according to claim 1, wherein the deter-
mining, by the network device, a fault propagation
condition based on the plurality of updated sub-
graphs comprises:

separately converting, by the network device,
the plurality of updated subgraphs into graph
embedding vectors based on a graph embed-
ding algorithm, to obtain a plurality of graph em-
bedding vectors that are in a one-to-one corre-
spondence with the plurality of updated sub-
graphs;
determining, by the network device, a plurality
of subgraph sets based on the plurality of graph
embedding vectors and a clustering algorithm,
wherein each of the plurality of subgraph sets
comprises at least one of the plurality of updated
subgraphs; and
extracting, by the network device based on a
frequent subgraph mining algorithm, the fault
propagation condition from the updated sub-
graph comprised in each of the plurality of sub-
graph sets.

3. The method according to claim 2, wherein the deter-
mining, by the network device, a plurality of subgraph
sets based on the plurality of graph embedding vec-
tors and a clustering algorithm comprises:

determining, by the network device, a similarity
between every two of the plurality of graph em-
bedding vectors; and
clustering, by the network device, the plurality
of updated subgraphs based on the similarity
and the clustering algorithm, to obtain the plu-
rality of subgraph sets.

4. The method according to claim 1, wherein the deter-
mining, by the network device, a fault propagation
condition based on the plurality of updated sub-
graphs comprises:
extracting, by the network device, the fault propaga-
tion condition from the plurality of updated subgraphs
based on a frequent subgraph mining algorithm.

5. The method according to any one of claims 2 to 4,
wherein after the determining, by the network device,
a fault propagation condition based on the plurality
of updated subgraphs, the method further compris-
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es:

determining, by the network device, fault prop-
agation time corresponding to the fault propa-
gation condition; and
the method further comprises:

filtering, by the network device, a fault prop-
agation condition that meets a condition
from the fault propagation condition based
on an object on which a fault alarm currently
occurs, an updated subgraph of the com-
munications network at current time, and
the fault propagation time corresponding to
the fault propagation condition; and
when a quantity of the fault propagation con-
ditions that meet the condition is 1, deter-
mining, by the network device, a start point
of the fault propagation condition that meets
the condition as a fault source of the current
fault alarm.

6. The method according to claim 5, wherein the deter-
mining, by the network device, fault propagation time
corresponding to the fault propagation condition
comprises:

determining, by the network device, alarm oc-
currence time at a start point and alarm occur-
rence time at an end point of a first fault propa-
gation condition, wherein the first fault propaga-
tion condition is a fault propagation condition ex-
tracted from a first subgraph set, and the plurality
of subgraph sets comprise the first subgraph set;
and
determining, by the network device, a difference
between the alarm occurrence time at the start
point and the alarm occurrence time at the end
point of the first fault propagation condition as
fault propagation time corresponding to the first
fault propagation condition.

7. The method according to claim 5 or 6, wherein the
filtering, by the network device, a fault propagation
condition that meets a condition from the fault prop-
agation condition based on an object on which a fault
alarm currently occurs, an updated subgraph of the
communications network at current time, and the
fault propagation time corresponding to the fault
propagation condition comprises:

selecting, by the network device from the fault
propagation condition, a second fault propaga-
tion condition whose end point is the object on
which the fault alarm currently occurs and that
can match the updated subgraph of the commu-
nications network at the current time;
selecting, by the network device from the second

fault propagation condition based on the updat-
ed subgraph of the communications network at
the current time, a third fault propagation condi-
tion with a start point at which a fault alarm oc-
curs before the current time;
determining, by the network device based on
the updated subgraph of the communications
network at the current time, current alarm prop-
agation time corresponding to the third fault
propagation condition, wherein the current
alarm propagation time is a difference between
alarm occurrence time at the start point of the
third fault propagation condition and alarm oc-
currence time of the current fault alarm, and the
alarm occurrence time at the start point of the
third fault propagation condition is determined
from the updated subgraph of the communica-
tions network at the current time; and
selecting, by the network device from the third
fault propagation condition, a fault propagation
condition in which a difference between the cor-
responding current alarm propagation time and
the fault propagation time is less than a time
threshold, and using the selected fault propaga-
tion condition as the fault propagation condition
that meets the condition.

8. The method according to claim 5, wherein the meth-
od further comprises:

determining, by the network device, an occur-
rence probability of the fault propagation condi-
tion; and
when a quantity of the fault propagation condi-
tions that meet the condition is greater than 1,
determining, by the network device, a start point
of a fault propagation condition that has a high-
est occurrence probability in the fault propaga-
tion conditions that meet the condition as a fault
source of the current fault alarm

9. The method according to claim 8, wherein the fault
propagation condition is extracted by the network
device based on the frequent subgraph mining algo-
rithm from the updated subgraph comprised in each
of the plurality of subgraph sets; and

the determining, by the network device, an oc-
currence probability of the fault propagation con-
dition comprises:

determining, by the network device, a quan-
tity of updated subgraphs in which a first
fault propagation condition occurs in a first
subgraph set, wherein the first fault propa-
gation condition is a fault propagation con-
dition extracted from the first subgraph set,
and the plurality of subgraph sets comprise
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the first subgraph set; and
determining, by the network device, an oc-
currence probability of the first fault propa-
gation condition based on a ratio of the
quantity to a total quantity of updated sub-
graphs in the first subgraph set.

10. The method according to claim 8, wherein the deter-
mining, by the network device, an occurrence prob-
ability of the fault propagation condition comprises:

determining, by the network device, a quantity
of times that a first fault propagation condition
occurs in the plurality of updated subgraphs, to
obtain a first quantity of times, wherein the fault
propagation condition comprises the first fault
propagation condition;
determining, by the network device, a quantity
of times that a connection relationship between
a start point of the first fault propagation condi-
tion and a second event occurs in the plurality
of updated subgraphs, to obtain a second quan-
tity of times, wherein the event comprises the
second event, and the second event is an event
corresponding to the first fault propagation con-
dition; and
determining, by the network device, an occur-
rence probability of the first fault propagation
condition based on a ratio of the first quantity of
times to the second quantity of times.

11. The method according to any one of claims 1 to 10,
wherein after the determining, by the network device,
a fault propagation condition based on the plurality
of updated subgraphs, the method further compris-
es:
predicting, by the network device, a fault-affected
object based on the object on which the fault alarm
currently occurs, the updated subgraph of the com-
munications network at the current time, and the fault
propagation condition, wherein the fault-affected ob-
ject is an object on which a fault alarm occurs due
to impact of the current fault alarm.

12. The method according to claim 11, wherein the pre-
dicting, by the network device, a fault-affected object
based on the object on which the fault alarm currently
occurs and the fault propagation condition compris-
es:

selecting, by the network device from the fault
propagation condition, a fourth fault propagation
condition whose start point is the object on which
the fault alarm currently occurs and that can
match the updated subgraph of the communi-
cations network at the current time; and
determining, by the network device, an end point
of the fourth fault propagation condition as the

fault-affected object.

13. The method according to claim 12, wherein the meth-
od further comprises:

determining, by the network device, the fault
propagation time corresponding to the fault
propagation condition; and
predicting, by the network device based on fault
propagation time corresponding to the fourth
fault propagation condition and the alarm occur-
rence time of the current fault alarm, time at
which the fault alarm occurs on the fault-affected
object.

14. A fault propagation condition extraction apparatus,
wherein the apparatus comprises:

an obtaining module, configured to obtain, at dif-
ferent time, a plurality of event-object connec-
tion graphs corresponding to a communications
network, wherein the different time is in a one-
to-one correspondence with the plurality of
event-object connection graphs, and each of the
plurality of event-object connection graphs is
used to describe a fault-related event that occurs
in the communications network and a connec-
tion relationship between objects related to the
event;
a first determining module, configured to deter-
mine a plurality of subgraphs based on the plu-
rality of event-object connection graphs, where-
in the plurality of subgraphs are in a one-to-one
correspondence with the plurality of event-ob-
ject connection graphs, each of the plurality of
subgraphs is a subset of a corresponding event-
object connection graph, a quantity of hops be-
tween an object that generates a first event in
each of the plurality of subgraphs and any object
related to the first event is not greater than N,
the event comprises the first event, and N is an
integer greater than or equal to 1;
an updating module, configured to update an
object in each of the plurality of subgraphs to a
corresponding object type based on a corre-
spondence between an object and an object
type, to obtain a plurality of updated subgraphs,
wherein the plurality of updated subgraphs are
in a one-to-one correspondence with the plural-
ity of subgraphs; and
a second determining module, configured to de-
termine a fault propagation condition based on
the plurality of updated subgraphs, wherein the
fault propagation condition is used to indicate a
path through which a fault is propagated in the
communications network.

15. The apparatus according to claim 14, wherein the
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second determining module comprises:

a conversion submodule, configured to sepa-
rately convert the plurality of updated subgraphs
into graph embedding vectors based on a graph
embedding algorithm, to obtain a plurality of
graph embedding vectors that are in a one-to-
one correspondence with the plurality of updat-
ed subgraphs;
a first determining submodule, configured to de-
termine a plurality of subgraph sets based on
the plurality of graph embedding vectors and a
clustering algorithm, wherein each of the plural-
ity of subgraph sets comprises at least one of
the plurality of updated subgraphs; and
a first extraction submodule, configured to ex-
tract, based on a frequent subgraph mining al-
gorithm, the fault propagation condition from the
updated subgraph comprised in each of the plu-
rality of subgraph sets.

16. The apparatus according to claim 15, wherein the
first determining submodule is configured to:

determine a similarity between every two of the
plurality of graph embedding vectors; and
cluster the plurality of updated subgraphs based
on the similarity and the clustering algorithm, to
obtain the plurality of subgraph sets.

17. The apparatus according to claim 14, wherein the
second determining module comprises:
a second extraction submodule, configured to ex-
tract the fault propagation condition from the plurality
of updated subgraphs based on a frequent subgraph
mining algorithm.

18. The apparatus according to any one of claims 15 to
17, wherein the apparatus further comprises:

a third determining module, configured to deter-
mine fault propagation time corresponding to the
fault propagation condition;
a filtering module, configured to filter a fault prop-
agation condition that meets a condition from
the fault propagation condition based on an ob-
ject on which a fault alarm currently occurs, an
updated subgraph of the communications net-
work at current time, and the fault propagation
time corresponding to the fault propagation con-
dition; and
a fourth determining module, configured to:
when a quantity of the fault propagation condi-
tions that meet the condition is 1, determine a
start point of the fault propagation condition that
meets the condition as a fault source of the cur-
rent fault alarm

19. The apparatus according to claim 18, wherein the
third determining module comprises:

a second determining submodule, configured to
determine alarm occurrence time at a start point
and alarm occurrence time at an end point of a
first fault propagation condition, wherein the first
fault propagation condition is a fault propagation
condition extracted from a first subgraph set,
and the plurality of subgraph sets comprise the
first subgraph set; and
a third determining submodule, configured to
determine a difference between the alarm oc-
currence time at the start point and the alarm
occurrence time at the end point of the first fault
propagation condition as fault propagation time
corresponding to the first fault propagation con-
dition.

20. The apparatus according to claim 18 or 19, wherein
the filtering module comprises:

a first selection submodule, configured to select,
from the fault propagation condition, a second
fault propagation condition whose end point is
the object on which the fault alarm currently oc-
curs and that can match the updated subgraph
of the communications network at the current
time;
a second selection submodule, configured to se-
lect, from the second fault propagation condition
based on the updated subgraph of the commu-
nications network at the current time, a third fault
propagation condition with a start point at which
a fault alarm occurs before the current time;
a fourth determining submodule, configured to
determine, based on the updated subgraph of
the communications network at the current time,
current alarm propagation time corresponding
to the third fault propagation condition, wherein
the current alarm propagation time is a differ-
ence between alarm occurrence time at the start
point of the third fault propagation condition and
alarm occurrence time of the current fault alarm,
and the alarm occurrence time at the start point
of the third fault propagation condition is deter-
mined from the updated subgraph of the com-
munications network at the current time; and
a third selection submodule, configured to: se-
lect, from the third fault propagation condition,
a fault propagation condition in which a differ-
ence between the corresponding current alarm
propagation time and the fault propagation time
is less than a time threshold; and use the select-
ed fault propagation condition as the fault prop-
agation condition that meets the condition.

21. The apparatus according to claim 18, wherein the
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apparatus further comprises:

a fifth determining module, configured to deter-
mine an occurrence probability of the fault prop-
agation condition; and
a sixth determining module, configured to: when
a quantity of the fault propagation conditions that
meet the condition is greater than 1, determine
a start point of a fault propagation condition that
has a highest occurrence probability in the fault
propagation conditions that meet the condition
as a fault source of the current fault alarm

22. The apparatus according to claim 21, wherein the
fault propagation condition is extracted based on the
frequent subgraph mining algorithm from the updat-
ed subgraph comprised in each of the plurality of
subgraph sets; and
the fifth determining module comprises:

a fifth determining submodule, configured to de-
termine a quantity of updated subgraphs in
which a first fault propagation condition occurs
in a first subgraph set, wherein the first fault
propagation condition is a fault propagation con-
dition extracted from the first subgraph set, and
the plurality of subgraph sets comprise the first
subgraph set; and
a sixth determining submodule, configured to
determine an occurrence probability of the first
fault propagation condition based on a ratio of
the quantity to a total quantity of updated sub-
graphs in the first subgraph set.

23. The apparatus according to claim 21, wherein the
fifth determining module comprises:

a seventh determining submodule, configured
to determine a quantity of times that a first fault
propagation condition occurs in the plurality of
updated subgraphs, to obtain a first quantity of
times, wherein the fault propagation condition
comprises the first fault propagation condition;
an eighth determining submodule, configured to
determine a quantity of times that a connection
relationship between a start point of the first fault
propagation condition and a second event oc-
curs in the plurality of updated subgraphs, to ob-
tain a second quantity of times, wherein the
event comprises the second event, and the sec-
ond event is an event corresponding to the first
fault propagation condition; and
a ninth determining submodule, configured to
determine an occurrence probability of the first
fault propagation condition based on a ratio of
the first quantity of times to the second quantity
of times.

24. The apparatus according to any one of claims 14 to
23, wherein the apparatus further comprises:
a first prediction module, configured to predict a fault-
affected object based on the object on which the fault
alarm currently occurs, the updated subgraph of the
communications network at the current time, and the
fault propagation condition, wherein the fault-affect-
ed object is an object on which a fault alarm occurs
due to impact of the current fault alarm.

25. The apparatus according to claim 24, wherein the
first prediction module comprises:

a fourth selection submodule, configured to se-
lect, by the network device from the fault prop-
agation condition, a fourth fault propagation con-
dition whose start point is the object on which
the fault alarm currently occurs and that can
match the updated subgraph of the communi-
cations network at the current time; and
a seventh determining submodule, configured
to determine an end point of the fourth fault prop-
agation condition as the fault-affected object.

26. The apparatus according to claim 25, wherein the
apparatus further comprises:

a seventh determining module, configured to de-
termine the fault propagation time correspond-
ing to the fault propagation condition; and
a second prediction module, configured to pre-
dict, based on fault propagation time corre-
sponding to the fourth fault propagation condi-
tion and the alarm occurrence time of the current
fault alarm, time at which the fault alarm occurs
on the fault-affected object.

27. A network device, wherein the network device com-
prises a processor and a network interface, the net-
work interface is configured to obtain data used for
implementing the method according to any one of
claims 1 to 13, and the processor is configured to
perform, based on the data obtained by the network
interface, steps of the method according to any one
of claims 1 to 13.

28. A computer-readable storage medium, wherein the
storage medium stores a computer program, and
when the computer program is executed by a proc-
essor, steps of the method according to any one of
claims 1 to 13 are implemented.
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