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(54) TELEMATIC ACCESS CONTROL DEVICE

(57) Telematic access control device consisting of a
frame structure (1) that groups together elements for
opening and closing the access itself, such as automat-
ically opening doors or barriers, together with electronic
and computer equipment for the telematic operation of
the aforementioned elements. It uses Bluetooth Low En-
ergy (BLE) technology to communicate with the users’
mobile phones. It includes a module (2) for powering the

electronic and computer equipment, which is integrated
in a second module (3) in a "system on a chip" (SoC)
with Bluetooth, incorporating a communication firmware
based on a Bluetooth GAP profile (General Access Pro-
file), with encryption and without the need for pairing the
mobile phones and the device. It also has a module (4)
for acoustic and visual warning means.
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Description

[0001] The present invention, a telematic access control device, relates to a device that has been specially designed
to be installed at entry/access control points for the general public, public events, public transport (bus, underground,
train), or ticket validation points, by way of example.
[0002] Therefore, the object of the invention is a device that allows real-time validation of access by means of digital
tickets that can be stored in electronic devices such as the mobile phones of users, whether or not the Internet is available,
by means of a Bluetooth connection, without using connection or pairing. Pairing is the process normally used in Bluetooth
to link a mobile phone with the telematic access control device, which is precisely avoided with this invention.
[0003] Therefore, the subject matter of the present invention will be of interest to the electronics and telematic devices
industry.

BACKGROUND:

[0004] The prior art of this type of electronic devices in which the present invention is included comprises a plurality
of devices and systems that have been developed as different communication technologies and electronic devices for
use by the general public have been conceived.
[0005] Thus, this invention represents an advance over existing systems and technologies for contactless ticket val-
idation through mobile devices, including NFC (Near field communication) technologies or QR codes (Quick Response
codes) which can be read and processed by a programme that directs the user to a specific web address and thus
serves to validate access to a place, vehicle, event, etc.
[0006] Therefore, the present invention may replace other systems known in the prior art for access control of the
general public in cases that are as similar as possible to those that currently exist, but using different technology that
allows a quick and easy implementation.
[0007] As background one could cite the Spanish Utility Model ES 1 074 924 U titled "Structure for control and access
in ski slope turnstiles" by the inventor Arturo Vilas Salamero, which describes a structure for control and access in ski
slope turnstiles based on suspending the control and access turnstiles above a support with displacement in both
elevation and rotation. The aim of the invention is to facilitate the entry of skiers to the slopes, as well as to reduce
access time and facilitate the work of ski resort employees, reducing waiting times at the control and access points to
the slopes, improving the image and quality of the facilities. However, this invention, which intends to provide physical
access control for the public, lacks the technological means of telematic control the present invention.
[0008] In line with the above, the validation of digital tickets using mobile phones is already in use today, but the
methods used have shortcomings that the present invention solves.
[0009] The following table presents a descriptive table of access validation capabilities using three different technol-
ogies: QR, NFC and Bluetooth, in different types of devices currently in use.

[0010] The use of Bluetooth technology, as opposed to NFC, is more widespread and makes it possible to reach
practically 100% of the population with a mobile phone, as Bluetooth technology is open, known, standardised worldwide
and is much more widespread in all ranges of mobile devices from their first generations, unlike NFC technology, which
is present in the most modern generations of mobile phones and only in medium- and high-end terminals. In some
manufacturers it is even disabled or its functionality is limited, as is the case, for example, of some Apple terminals with
the IOS operating system.
[0011] On the other hand, in the prior art there are other Bluetooth solutions for similar use cases, such as opening
doors or switching on lights, which use BLE with the GAP and GATT standard. In these cases, one problem is that the
operation of this technology is slow, as it is intended to correctly establish a connection and follows certain processes,
such as:

• Searching for the device (GAP)

Validation with QR Validation with NFC Validation with Bluetooth

Available on all terminals Yes No Yes

Standardised system No No Yes

Requires additional chips No Yes No

Maximum distance -30-50cm ~10cm 10m

The user receives a reply No Yes Yes
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• Connecting (GATT)
• Discovering services and their features (GATT)
• Reading or writing on a feature (GATT)
• Disconnecting (GATT)

[0012] Depending on the speed of the processor and the Bluetooth chip used by the mobile phone, this process can
take as little as 2 seconds or up to 6 or 7 seconds for lower-end phones, which makes it impractical for mass access control.
[0013] The difference between the two methods is shown in the following diagram, this drawing corresponds to figure
no. 2
[0014] For these reasons, the use of connection-oriented Bluetooth technology for access validation is not feasible,
so that it has hereto been necessary to resort to other technologies, such as the aforementioned NFC or QR, with real-
time capability.
[0015] For these reasons, the present invention represents an advance in the state of the art and fills the technological
gap described above, making it possible to offer a fully functional device, with Bluetooth technology, adapted to any use
case that is currently being performed, avoiding the use of NFC technology, by enabling access control processing at
speeds of less than one second using low and medium range mobile phones.

DESCRIPTION

[0016] The telematic access control device described below mainly consists in a device that uses BLE (Bluetooth Low
Energy) technology, which is a wireless PAN (Personal Area Network) technology that is advantageous over conventional
Bluetooth in that BLE is designed to provide low energy consumption while maintaining a similar communication range.
[0017] In this invention, the GATT layer has been dispensed with and the GAP layer has been adapted to be able to
transmit bidirectional information between the mobile and the access control device.
[0018] To use Bluetooth, a device must implement one of the defined Bluetooth profiles. These define the use of the
Bluetooth channel as well as the channelling of the device to be paired.
[0019] Profiles are descriptions of general behaviours that devices can use to communicate, formalised to support
unified usage. The way Bluetooth capabilities are used is therefore based on the profiles supported by each device.
Profiles allow manufacturing devices that suit specific needs.
[0020] The GATT layer, or Generic Attribute Profile, is the profile commonly used in BLE technology. However, in this
invention the GAP profile, or General Access Profile, is used.
[0021] In this way, a high speed is achieved in the access validation process using Bluetooth technology available in
most mobile phones.
[0022] Firstly, the mobile devices identify the access control devices, through which the user wishes to access, by
means of GAP communication protocols, which is a specification of the BLE standard meant to enable users’ mobile
phones to identify access control devices in their proximity. This identification is achieved by the reception in the mobile
telephone of specific messages issued by the access control devices, which can be of two types: Advertising Data and
Scan Response, both with a maximum size of 31 bytes.
[0023] These messages are used by access control devices so that they can be seen by and communicate with mobile
phones, according to certain operational applications specific to said access control.
[0024] In the present invention, the device uses 31-byte messages, not to identify a peripheral, but instead to send
and receive messages between two or more devices.
[0025] This shortens the time required for access control using traditional Bluetooth technology. For example, in tests
carried out with low-end mobile phones, the communication time required for the use case of a bus ticket validation was
less than 300 ms at a distance of less than 50 cm, which exceeds that of traditional Bluetooth.
[0026] In view of the above, the disclosed device consists of three modules, one of which is interchangeable or can
be installed multiple times.
[0027] More specifically, a first module is defined consisting of a power supply module; by default, this module allows
the circuitry to be powered at 5VDC. Depending on the use or installation, this module can be changed to accept other
types of voltages.
[0028] The second module is materialised as a "system on a chip" (SoC) with Bluetooth. This means that it comprises
a computer or electronic system integrated in a single integrated circuit or chip.
[0029] This SOC comprises customised firmware of this GAP-based communication system. An encryption layer is
implemented on top of the communication layer, which allows information to be securely exchanged directly with the
device from compatible mobile phones without the need to establish a connection or pairing, making the user experience
convenient and comfortable by providing an immediate response.
[0030] Pairing, or bonding, is a process used in computer networks that helps establish an initial link between computing
devices to enable communications between them, especially in Bluetooth, where the pairing process is used to link
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devices. This process is avoided by this invention.
[0031] The third module refers to a set of means for warning and informing users of what is happening during the
validation process, and may comprise acoustic means to give an audible warning and/or visual means to inform of a
correct validation or an error. This can be performed by a speaker or buzzer for the audible warning, a led or group of
LEDs for the visual warning, or in case of having to show more information, it can be done by means of a display on the
top of the device.
[0032] Based on this structure, an application is defined to be installed on the users’ mobile phones, which allows
validating and providing correct access to those people who have purchased a valid ticket that is still active.
[0033] Each device associated with each access has a unique ID and a unique factory-installed password.
[0034] The device remains on standby awaiting for the reception of a message carrying the encoded input. When a
user approaches the entrance, the mobile phone application, either automatically or manually, starts sending the input
to the device. The device receives the input, decrypts it, validates it and sends a response to the phone while emitting
an acoustic and/or light signal.
[0035] Each input is unique per user and has a very limited lifetime to avoid fraudulent use.
[0036] It is worth noting that neither the user nor the device need to be connected to the internet, allowing validations
in places without data communication coverage by a telephone company.

PREFERRED EMBODIMENT OF THE INVENTION

[0037] A detailed description of the telematic access control device is given below, with reference to the accompanying
drawings, which show, by way of example and in a non-limiting sense, a preferred embodiment that may be subject to
variations in details that do not imply a fundamental alteration of the essential features of said improvements.
[0038] These drawings illustrate:
In Figure 1: A structural schematic view of the telematic access control device.
[0039] According to the example of embodiment shown, the telematic access control device illustrated in this preferred
embodiment essentially consists of an original structure comprising equipment on a frame (1) provided with a structure
for controlling physical access by the general public. This structure groups together elements for opening and closing
access to the public, such as doors or barriers that open automatically, as well as equipment for telematic actuation of
these elements.
[0040] The device uses Bluetooth Low Energy (BLE) technology and integrates three modules, one of them being a
first module (2) for powering the electronic and computer equipment, which is integrated in a second module (3) in the
form of a so-called ’system on a chip’ (SoC) with Bluetooth. This means that it comprises a computer or electronic system
integrated in a single integrated circuit or chip.
[0041] Moreover, the SoC incorporates customised firmware for this communication system, which is based on the
Bluetooth General Access Profile (GAP), together with an encryption layer implemented on top of the communication
layer.
[0042] In this way, this structure makes it possible to securely exchange information directly with the device from
compatible mobile phones without the need for pairing, taking advantage of the initial link between a mobile terminal
and the telematic access control device.
[0043] In addition to the above, the device has a third module (4) comprising a set of means for warning and informing
users of what is happening during the validation process, which may comprise acoustic means to give an audible warning
and/or visual means to indicate the correct validation or an error. This can be performed by a speaker or buzzer for the
audible warning, a led or group of LEDs for the visual warning, or in case of having to show more information, it can be
done by means of a display on the top of the device.
[0044] In addition, the telematic access control device has an application that communicates with mobile phones in
its proximity, validating the access or entry of the general public automatically or manually by means of the emission by
the mobile phone of a digital input to the device, which receives it, decrypts it, validates it and sends a response to the
phone while emitting an acoustic and/or light signal, allowing or denying access or entry.
[0045] Finally, to prevent or hinder a fraudulent use of the device, each digital input is unique for each user and the
access opens for a very limited time only.
[0046] The shape, materials and dimensions and, in general, everything that is accessory and secondary, may vary
provided that this does not change or modify the essence of the improvements described above.

Claims

1. Telematic access control device consisting of a structure comprising a frame (1) of a physical access control device
for the general public, which groups together elements for opening and closing the access itself, such as automatically
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opening doors or barriers, together with electronic and computer equipment for telematic operation of the afore-
mentioned elements, which, using the technology known as BLE, Bluetooth Low Energy, communicates with the
users’ mobile phones, characterised in that the device comprises three modules, one of them being a first module
(2) for power supply of the aforementioned electronic and computer equipment, which is integrated in a second
module (3) materialised in a "system on a chip" (SoC) with Bluetooth, said SoC incorporating a communication
firmware based on a Bluetooth GAP profile (General Access Profile), together with an encryption layer provided on
top of the communication layer without the need for pairing by means of the initial link between a mobile terminal
and the telematic access control device itself, all of this together with a third module (4) comprising a set of acoustic
and visual user warning and information means.

2. Telematic access control device, according to claim 1, characterised in that by means of an application resident
in the users’ mobile phones, said device communicates with said mobile phones when they are in its proximity,
validating the access or entry of the public automatically or manually, by means of the emission by the mobile phone
of a digital input to the device, which receives, decrypts, validates and sends a response to the phone, and at the
same time emits an acoustic and/or light signal and allows or denies access or entry.

3. Telematic access control device, according to any of the previous claims, characterised in that each digital input
is unique per user and the access opens for a very limited time, making fraudulent use of the same impossible.
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