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(57)  Provided are an electronic key management
system and a server. The electronic key management
system includes: an electronic key configured to lock and
unlock an electronic locking device; an electronic key
storage device configured to include a plurality of key
holes and a key holder fastened with an electronic key
carried into the key hole, and control the key holder ac-
cording to a preset electronic key access right; a man-
agement server configured to set an access right to the
electronic locking device of the electronic key, transmit

a one-time authentication ID to the electronic key that is
put into the electronic locking device and electrically con-
nected to the electronic locking device, and receive log
information of the electronic key on the electronic locking
device in real time; and a user terminal configured to
transmit and receive the log information and the one-time
authentication 1D between the electronic key and the
management server, and display real-time log informa-
tion.
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Description
[Technical Field]

[0001] The present disclosure relates to an electronic
key management system and a server.

[Background Art]

[0002] Locking devices installed for security on en-
trance doors, lockers, facilities, etc., may be largely clas-
sified into mechanical locking devices and electronic
locking devices. In the case of a mechanical locking de-
vice that opens and closes an entrance door, a locker,
etc., using a key, there is a problem of having to replace
the locking device when the key is lost, along with security
problems due to manipulation or storage of the key.
[0003] In view of this, the electronic locking device that
opens and closes a door using a password, a user’s fin-
gerprintand voice or an electronic key has been frequent-
ly used. Since there is no fear of losing keys, general
users may easily open and close doors and lockers
through simple authentication, and security is excellent,
the market for the electronic locking devices is rapidly
growing in recent years.

[0004] Therefore, when the plurality of electronic lock-
ing devices is installed in a plurality of locations, an elec-
tronic key management system is required to prevent
loss by storing a plurality of electronic keys and to effi-
ciently manage the electronic keys.

[Disclosure]
[Technical Problem]

[0005] The technical problem to be solved by the
present disclosure is to provide an electronic key man-
agement system and a server capable of efficiently and
stably managing an electronic key.

[0006] Objects of the presentdisclosure are not limited
to the object(s) mentioned above, and other object(s) that
are not mentioned may be obviously understood by those
skilled in the art from the following description.

[Technical Solution]

[0007] According to an aspect, an electronic key man-
agement system includes: an electronic key configured
to lock and unlock an electronic locking device; an elec-
tronic key storage device configured to include a plurality
of key holes and a key holder fastened with an electronic
key carried into the key hole, and control the key holder
according to a preset electronic key access right; a man-
agement server configured to set an access right to the
electronic locking device of the electronic key, transmit
a one-time authentication ID to the electronic key that is
putinto the electronic locking device and electrically con-
nected to the electronic locking device, and receive log

10

15

20

25

30

35

40

45

50

55

information of the electronic key on the electronic locking
device in real time; and a user terminal configured to
transmit and receive the log information and the one-time
authentication 1D between the electronic key and the
management server, and display real-time log informa-
tion.

[0008] In one embodiment, the management server
may transmit one-time authentication data correspond-
ing to the one-time authentication ID to the electronic
locking device through the electronic key.

[0009] In one embodiment, the management server
may store any one or more of location information of the
plurality of electronic locking devices and current state
information of the electronic locking device, and display
the location information and the current state information
through a display unit.

[0010] In one embodiment, the management server
may display locations of the electronic locking devices
into which the electronic key without unlocking authority
is put on the display unit on which the locations of the
plurality of electronic locking devices are displayed, dif-
ferently from other electronic locking devices.

[0011] In one embodiment, the management server
may transmit the one-time authentication ID correspond-
ing to the one-time authentication data to the electronic
locking device into which the electronic key without the
unlocking authority displayed on the display unit differ-
ently from the other electronic locking devices is put and
the put electronic key, respectively, when an administra-
tor's approval is input.

[0012] In one embodiment, the electronic key may de-
lete the one-time authentication ID after receiving the
one-time authentication ID and unlocking the electronic
locking device.

[0013] In one embodiment, the management server
may transmit a message notifying an unlocking attempt
without unlocking authority from the electronic locking
device to a pre-registered user terminal of a user with
unlocking authority when the unlocking attempt by the
electronic key without the unlocking authority is con-
firmed.

[0014] According to another aspect, an electronic key
management server includes: a communication unit con-
figured to transmit and receive an electronic key and in-
formation; a storage unit configured to store log informa-
tion received from the electronic key; and a control unit
configured to set an access right to an electronic locking
device of the electronic key, and set a one-time authen-
tication authority for the electronic key that is put into the
electronic locking device and electrically connected to
the electronic locking device, in which the control unit
controls to transmit a one-time authentication 1D gener-
ated according to the one-time unlocking authority setting
to the electronic key.

[0015] In one embodiment, the storage unit may store
locations of a plurality of electronic locking devices, and
may further include a display unit for displaying at least
one of current state information of the electronic locking
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device received through the communication unit and a
location of the electronic locking device.

[0016] In one embodiment, the control unit may set an
authentication authority of the electronic key, and the au-
thentication authority may include at least one of a date,
a time, and a day of the week in which authentication
execution is possible.

[Advantageous Effects]

[0017] The effects according to the present disclosure
are as follows.

[0018] It is possible to easily manage the query of the
use history of the electronic key, and the setting of the
authentication authority, and the like by using the elec-
tronic key management system proposed in the present
disclosure. As a result, it is possible to improve user con-
venience and security.

[0019] In addition, it is possible to systematically man-
age the electronic keys using the electronic key storage
device when it is necessary to store the plurality of keys,
and easily perform the charging of the electronic keys
and the collection of the use history (log information) dur-
ing the process.

[0020] The effects of the present disclosure are not
limited to the above-mentioned effects, and other effects
that are not mentioned may be obviously understood by
those skilled in the art from the following description.

[Description of Drawings]
[0021]

FIG. 1 is a block diagram schematically illustrating
a configuration of an electronic key management
system used in an embodiment of the present dis-
closure.

FIG. 2 is a diagram schematically illustrating a con-
figuration of a electronic locking device according to
an embodiment of the present disclosure.

FIG. 3 is a block diagram schematically illustrating
a configuration of an electronic key according to an
embodiment of the present disclosure.

FIG. 4 is a block diagram illustrating a configuration
of a user terminal according to an embodiment of
the present disclosure.

FIG. 5 is a block diagram illustrating a configuration
of a management server according to an embodi-
ment of the present disclosure.

FIG. 6 is a block diagram schematically illustrating
a configuration of an electronic key management
system according to another embodiment of the
present disclosure.

FIG. 7 is a diagram illustrating an example of a
screen displayed by the management server accord-
ing to an embodiment of the present disclosure.
FIG. 8 is a diagram illustrating an example of a
screen displayed by the user terminal according to
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an embodiment of the present disclosure.
[Best Mode]

[0022] Since the present disclosure may be variously
modified and have several exemplary embodiments,
specific exemplary embodiments will be illustrated in the
accompanying drawings and be described in detail in a
detailed description. However, this is not intended to limit
the present disclosure to specific embodiments, and can
be understood to include all conversions, equivalents, or
substitutes included in the technical spirit and technical
scope of the present disclosure. In describing each draw-
ing, similar reference numerals are used for similar com-
ponents.

[0023] The terms used in the present application are
only used to describe specific embodiments, and are not
intended to limit the present disclosure. Singular forms
are intended to include plural forms unless the context
clearly indicates otherwise. It will be further understood
that the term "comprises" or "have" used in this specifi-
cation, specifies the presence of stated features, numer-
als, steps, operations, components, parts mentioned in
this specification, or a combination thereof, but do not
preclude the presence or addition of one or more other
features, numerals, steps, operations, components,
parts, or a combination thereof.

[0024] Unless indicated otherwise, it is to be under-
stood that all the terms used in the specification including
technical and scientific terms have the same meaning as
those that are generally understood by those who are
skilled in the art. Terms generally used and defined by a
dictionary should be interpreted as having the same
meanings as meanings within a context of the related art
and should not be interpreted as having ideal or exces-
sively formal meanings unless being clearly defined oth-
erwise in the present disclosure.

[0025] Hereinafter, preferred embodiments according
to the present disclosure will be described in detail with
reference to the accompanying drawings.

[0026] FIG. 1 is a block diagram schematically illus-
trating a configuration of an electronic key management
system used in an embodiment of the present disclosure.
[0027] The electronic key management system may
include a key 200, a user terminal 400, and a manage-
ment server 500.

[0028] The electronic key 200 refers to a key forlocking
or unlocking an electronic locking device 100. The elec-
tronic key 200 collects a use history and transmits the
collected use history to the authorized user terminal 400
and the management server 500.

[0029] Here, the electronic locking device 100 may be
any one of a pad lock, a Europrofile double, a rim lock,
a drawer lock, and a cam lock.

[0030] The user terminal 400 provides an electronic
key management service by accessing the electronic key
200 and the management server 500 through a commu-
nication network.
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[0031] The user terminal 400 is installed with an appli-
cation for providing the electronic key management serv-
ice, and the user may use the electronic key management
service through the installed application. Here, the elec-
tronic key management service refers to various services
that may improve convenience and security in the use of
the electronic key 200, and includes log information (use
history), authority setting, and the like. Here, the log in-
formation may be information on a time when the elec-
tronic key 200 is put into the electronic locking device
100 and is electrically connected to the electronic locking
device 100 and authentication success/failure. Authority
setting is to set any one or more of a date, a time, and a
day of the week in which the electronic key 200 may
perform authentication with the electronic locking device
100. Accordingly, the electronic key 200 may enable the
electronic key to be activated only when the authority is
set. The authority setting can be made through the user
terminal 400 and/or the management server 500 as de-
scribed later.

[0032] To this end, the user terminal 400 may be im-
plemented as, for example, a smartphone, a PDA, a tab-
let PC, a notebook computer, a laptop computer, a per-
sonal computer, and electronic devices or similar devices
capable of performing other communications, receiving
user input, and outputting a screen.

[0033] The management server 500 receives and
stores electronic key-related information from one or
more user terminals 400 and/or electronic keys connect-
ed through a communication network, and provides var-
ious electronic key management services. In particular,
the management server 500 may search, edit, delete,
etc. stored information according to the request of the
user terminal 400, and grant a one-time unlocking au-
thority to the electronic key.

[0034] The management server 500 may be imple-
mented as, for example, a workstation, a server, a gen-
eral-purpose computer, an electronic device capable of
performing other communication, or a similar device.
[0035] The communication network may be imple-
mented using at least some of, for example, long term
evolution (LTE), LTE-advanced (LTE-A), Wi-Fi, a local
area network (LAN), a wide area network (WAN), code
division multiple access (CDMA), time division multiple
access (TDMA), wireless broadband (WiBro), and global
system for mobile communications (GSM), and other
communication methods developed in the past and
present or available in the future. Hereinafter, for con-
venience, a communication network is not mentioned,
and each component is described as if they directly com-
municate. In addition, each component may use different
communication networks. For example, the electronic
key 200 and the user terminal 400 may use a Wi-Fi com-
munication method, and the user terminal 400 and the
server may use the long term evolution (LTE) communi-
cation method.

[0036] FIG. 2 is a diagram schematically illustrating a
configuration of the electronic locking device according
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to the embodiment of the present disclosure.

[0037] The electronic locking device 100 includes a
transmission/reception unit 112, an authentication unit
114, a command unit 116, and a storage unit 118.
[0038] When the electronic key 200 is put into the elec-
tronic locking device 100 and electrically contacts with
the electronic locking device 100, the transmission/re-
ception unit 112 may receive unique ID (UID) data pre-
stored in the electronic key 200 or a one-time authenti-
cation ID (for example, ID of the electronic locking de-
vice).

[0039] The authentication unit 114 performs authenti-
cation based on the UID data or the one-time authenti-
cation ID. When both the one-time authentication data
and the UID data are retrieved, the authentication unit
114 performs the authentication using the one-time au-
thentication data. Here, the UID data is data for common
authentication, while the one-time authentication data is
data for one-time authentication that is assigned one-
time from the management server 500 according to an
administrator’s approval.

[0040] In one embodiment, the authentication unit 114
may compare the UID data pre-stored in the electronic
key 200 with authentication data (for example, the UID
of the electronic key) pre-stored in the electronic locking
device 100, and perform the authentication on the UID
data based on the comparison result.

[0041] Thatis, when itis determined that the UID data
and the authentication data received from the electronic
key 200 are the same, the authentication unit 114 may
perform the authentication process on the UID data (au-
thentication success), and when it is determined that the
UID data and the authentication data are not the same,
the authentication unit 114 may not process the approval
for the UID data (authentication failure).

[0042] In another modification, the authentication unit
114 may perform primary authentication according to
whether first authentication data pre-stored in the elec-
tronic key 200 is matched, further receive encrypted data
input by a button provided in the electronic key 200, and
determine whether pre-stored second authentication da-
ta is matched, thereby performing double authentication
on the encrypted data.

[0043] The authentication unit 114 may store and man-
age all log information related to authentication of the
UID data and the one-time authentication data.

[0044] Here, the log information may include, for ex-
ample, log information on whether the electronic key 200
is authenticated, log information on an opening/closing
time of the electronic locking device 100 by the authen-
ticated electronic key 200, log information on registration
or change of the master electronic key 200, and log in-
formation on registration or change of a blacklist accord-
ing to whether the electronic key 200 is lost.

[0045] Here, when the electronic key 200 is lost, the
blacklist may be registered or changed by allowing the
management server 500 receiving loss information of the
electronic key 200 from the user terminal to match and
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store the UID data related to the lost electronic key 200
with the loss information.

[0046] Specifically, when a user loses the electronic
key 200, he/she may input the loss information of the
electronic key 200 through the user terminal 400 and
transmits the input loss information to the management
server 500, and the management server 500 may register
or change the blacklist by matching and storing the lost
information with UID data related to the electronic key
200. Here, the user terminal 400 may correspond to the
mobile communication terminal, and the loss information
may include the UID data of the electronic key 200 and
data on whether the electronic key 200 is lost.

[0047] When an attempt is made to unlock the elec-
tronic locking device 100 with the electronic key 200, the
authentication unit 114 may receive the blacklist gener-
ated by the management server 500, from the electronic
key 200, determine whether the electronic key 200 is
registered in the blacklist, and maintain a locked state of
the electronic locking device 100 when it is determined
that the electronic key 200 is registered in the blacklist.
In this case, the authentication unit 114 may transmit to
the management server 500 as a notification message
that the attempt has been made to unlock the electronic
locking device 100 with the electronic key 200.

[0048] On the other hand, when the user obtains the
lost electronic key 200, the user terminal 400 may trans-
mit the acquisition information of the lost electronic key
200 to the management server 500. Accordingly, the
management server 500 may change (delete) the black-
list corresponding to the acquired information.

[0049] Meanwhile, before the authentication unit 114
performs the authentication, the electronic key 200 may
undergo a key activation operation.

[0050] For example, the electronic key 200 may re-
ceive a password generated by the application from the
user terminal 400 through the wireless communication
in the state in which the electronic key 200 is connected
to the user terminal 400 on which an application for set-
ting the input of the UID data is mounted before a terminal
unit provided in a key head of the electronic key 200
electrically contacts with a data communication unit of
the electronic lock device 100.

[0051] In this case, when a key value is input by a but-
ton provided on the electronic key 200, the electronic key
200 may determine whether the input key value matches
the password, and may be activated when it is deter-
mined that the input key value matches the password.
[0052] That is, when the key value input by the user
through the button is the same as the password received
from the user terminal 400, the electronic key 200 may
have a function of performing the authentication thereaf-
ter.

[0053] Alternatively, the electronic key 200 may have
a default value for key activation provided therein before
the terminal unit provided in the key head of the electronic
key 200 electrically contacts with the data communication
unit of the electronic locking device 100.
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[0054] In this case, when a key value is input by a but-
ton provided on the electronic key 200, the electronic key
200 may determine whether the input key value matches
the default value, and may be activated when it is deter-
mined that the input key value matches the default value.
[0055] That is, when the key value input by the user
through the button is the same as the default value, the
electronic key 200 may have a function of performing the
authentication thereafter.

[0056] In an embodiment of the present disclosure, it
is described that the authentication unit 114 performs the
key activation operation using the electronic key 200, but
the present disclosure is not limited thereto. Therefore,
the key activation operation may also be performed
through biometrics using fingerprints, blood vessels, iris-
es, and the like.

[0057] When the double authentication forthe UID data
and the encrypted data is successfully performed, the
command unit 116 instructs the electronic locking device
100 to be unlocked.

[0058] Thatis, the command unit 116 may instruct the
electronic locking device 100 to be opened after all the
authentication for the UID data in the authentication unit
114 has passed. To this end, the command unit 116 may
transmit a control signal related to unlocking to a driving
unit of the electronic locking device 100.

[0059] Onthe other hand, when the authentication unit
114 fails to authenticate the UID data, the command unit
116 may instruct the electronic locking device 100 to
maintain the locked state.

[0060] The storage unit 118 may store a list of identi-
fiers (authentication data) of the electronic key 200 ca-
pable of locking and unlockingitselfin an internal memory
of the electronic locking device 100. As a result, accord-
ing to an embodiment of the present disclosure, the elec-
tronic locking device 100 may perform authentication
through authentication of the UID data, thereby improving
the security efficiency of the electronic locking device
100.

[0061] Onthe otherhand, according to an embodiment
of the present disclosure, when the attempt is made to
unlock the electronic locking device 100 from the outside,
information on who has accessed the management serv-
er 500 of the electronic locking device 100 may be trans-
mitted.

[0062] FIG. 3 is a block diagram schematically illus-
trating a configuration of the electronic key according to
the embodiment of the present disclosure.

[0063] Referring to FIG. 3, the electronic key 200 in-
cludes a communication unit 211, a transmission/recep-
tion unit 212, an authentication unit 214, a control unit
216, and a storage unit 218.

[0064] The communication unit 211 may include a
module that transmits and receives information through
a local area network such as Bluetooth. The communi-
cation unit 211 may be connected to the user terminal
400 and the management server 500 by wire or wirelessly
to transmit log information L to the user terminal 400
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and/or the management server 500.

[0065] However, since the electronic key 200 has a
limitation in adding a communication module due to its
volume constraint, when only a short-range communica-
tion module such as Bluetooth is added to the electronic
key 200, the electronic key 200 may communicate with
the management server 500 using the user terminal 400
without directly communicating with the management
server 500.

[0066] In an embodiment, the communication unit 211
may be wirelessly connected to the user terminal 400 by
performing a pairing operation with the user terminal 400
through Bluetooth.

[0067] The communication unit 211 may receive a key
access right from the user terminal 400 or the manage-
ment server 500. For example, the communication unit
211 may receive and store authentication data, such as
UID data, one-time UID data, and one-time authentica-
tion data, for unlocking the electronic key from the user
terminal 400 or the management server 500.

[0068] In addition, the communication unit 211 may
transmit the key use history (log information) to the user
terminal 400 or the management server 500 in real time.
[0069] The transmission/reception unit 216 may re-
ceive the unique ID (UID) data pre-stored in the electronic
locking device 100 when the electronic key 200 is put
into the electronic locking device 100 and electrically con-
tacts with the electronic locking device 100, and may
transmit the pre-stored UID or one-time authentication
ID stored in advance in the electronic key 200 to the elec-
tronic locking device 100. In addition, when the electronic
key 200 stores the one-time authentication data, the
transmission/reception unit 216 may transmit the one-
time authentication data in preference to other data when
the electronic key 200 is put into the electronic locking
device 100 and electrically contacts with the electronic
locking device 100. The one-time authentication ID may
be deleted when the contact with the electronic locking
device 100 is cut off.

[0070] The authentication unit 214 performs authenti-
cation based on the UID data or the one-time authenti-
cation ID. When both the one-time authentication data
and the UID data are retrieved, the authentication unit
214 performs the authentication using the one-time au-
thentication data.

[0071] The control unit 216 controls the communica-
tion unit 211 and the storage unit 218 to perform elec-
tronic key authentication and management.

[0072] When the control unit 216 is put into the elec-
tronic locking device 100 and electrically contact with the
electronic locking device 100, the contact time and the
authentication success or failure may be stored in the
storage unit 218 to database the key use history.
[0073] When the control unit 216 is put into the elec-
tronic locking device 100 and electrically contacts with
the electronic locking device 100 to perform the authen-
tication with the electronic locking device 100, the control
unit 216 uses the one-time UID data to perform the au-
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thentication with the electronic locking device 100 when
the one-time UID data is received directly from the man-
agement server 500 or through the user terminal 400.
[0074] In an embodiment, the control unit 216 may
store and manage information related to the authentica-
tion of the UID data and the one-time data during the
authentication.

[0075] Meanwhile, before the authentication unit 214
performs the authentication, the electronic key 200 may
undergo the key activation operation. Since the key ac-
tivation operation is the same as the operation described
in FIG. 2, a detailed description thereof will be omitted.
[0076] In another embodiment of the present disclo-
sure, it is described that the authentication unit 214 per-
forms the key activation operation using the electronic
key 200, but the present disclosure is not limited thereto.
Therefore, the key activation operation may also be per-
formed through biometrics using fingerprints, blood ves-
sels, irises, and the like.

[0077] When the UID data is successfully authenticat-
ed, the control unit 216 instructs the electronic locking
device 100 to be unlocked.

[0078] Here, the unlocking command of the control unit
216 is the same or similar to the method performed by
the command unit 116 of the electronic locking device
110 according to an embodiment of the present disclo-
sure. As a result, in other embodiments of the present
disclosure, a description thereof will be omitted.

[0079] Meanwhile, the electronic key 200 may further
include a battery. The battery may be a recharging type.
As will be described later in FIG. 6, the battery of the
electronic key 200 may be charged by the key storage
device.

[0080] As described above, in another embodiment of
the present disclosure, by performing the authentication
using the UID data based on the wireless communication
between the electronic key 200 and the user terminal
400, the electronic locking device may be unlocked by a
simple and convenient authentication method, and fur-
thermore, the security efficiency of the electronic locking
device 110 may be improved. In addition, in another em-
bodiment of the present disclosure, by performing the
authentication using the one-time data based on the wire-
less communication between the electronic key 200 and
the user terminal 400, the access right to the electronic
locking device 100 may be easily controlled by the man-
agement server 500.

[0081] The electroniclocking device 100 does nothave
aseparate power supply, and temporarily receives power
from the connection terminal of the electronic key 200
through the connection terminal and thus unlocks the
electroniclocking device 100. In this case, the connection
terminal of the electronic locking device 100 and the con-
nection terminal of the electronic key 200 may be in phys-
ical contact with each other to supply power as well as
exchange identifiers (UIDs) of each other, thereby per-
forming the primary authentication.

[0082] As aresult, itis possible to lock and unlock the
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plurality of electronic locking devices 100 with one elec-
tronic key 200. That is, the list of the identifiers of the
electronic key 200 that may lock and unlockitselfis stored
in the internal memory of the electronic locking device
100, and the list of the identifiers of the electronic locking
device 100 that may be locked and unlocked is stored in
the internal memory of the electronic key 200, and thus
the connection terminals come into contact with each oth-
er, thereby performing the primary authentication.
[0083] Since owning the electronic key 200 is one au-
thentication, itis possible to maintain higher security than
the conventional electronic locking device such as a door
lock that simply inputs a password. In particular, since
such a small electronic locking device has a small volume
and needs to be installed in several locations, a method
of unlocking the lock while supplying power from the elec-
tronic key 200 is very useful because there is no power
supply inside the electronic locking device 100.

[0084] Inthiscase,inordertofurtherenhance security,
a secondary authentication means may be added to the
electronic key 200. In FIG. 2, four key pads 260 are at-
tached to the electronic key 200, and the secondary au-
thentication may be performed through the key pad 260.
For example, numbers such as 1, 2, 3, and 4 are printed
on the keypad 260, and the secondary authentication
may be performed with a combination thereof.

[0085] In order for the user to perform the unlocking
with the electronic key 200, a power button of the elec-
tronic key 200 is first pressed to turn on the electronic
key 200, and then a preset password is input to the key-
pad 260. When the password input by the user is the
same as the password stored in the internal memory of
the electronic key 200, the information indicating that the
second authentication using the password succeeds is
notified through sound or a lamp, and then the double
authentication may be performed in a manner that the
electronic locking device 100 is unlocked when a user
makes the electronic key 200 contact with the electronic
locking device 100.

[0086] Of course, in FIG. 1, the keypad 260 is shown
to aid understanding of the disclosure. In addition, a fin-
gerprint sensor may be added to the electronic key 200,
and the authentication using biometric information may
be performed using a user’s fingerprint. In addition, it is
possible to perform the double authentication by adding
various sensors to the electronic key 200 and using these
Sensors.

[0087] However, since the electronic key 200 has a
limitation in the computational capability and the addition
of the sensor due to the limitation of the volume, the com-
munication module such as Bluetooth may be added to
the electronic key 200. In addition, the double authenti-
cation may be performed using an external device while
the electronic key 200 communicates with an external
device such as a smartphone.

[0088] For example, a user may be authenticated
through face recognition using a camera or voice recog-
nition using a microphone on a smartphone. Only when
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such secondary authentication succeeds, the informa-
tion indicating that the authentication succeeds with the
electronic key 200 on the smartphone may be transmit-
ted. Next, the double authentication may be performed
by the method of performing authentication with the con-
tact of the electronic key 200 with the electronic locking
device 100. The double authentication enhances the se-
curity.

[0089] FIG. 4 is a block diagram illustrating a configu-
ration of a user terminal according to an embodiment of
the present disclosure.

[0090] Referring to FIG. 4, the user terminal 400 may
include an input unit 410, a display unit 420, a commu-
nication unit 430, a storage unit 440, and a control unit
450.

[0091] The input unit 410 converts a user’s input op-
eration into an input signal and transmits the input signal
to the control unit 450. The input unit 410 may be imple-
mented as, for example, a keyboard, a mouse, a touch
sensor on a touch screen, a touch pad, a keypad, a voice
input, and other input processing devices that are possi-
ble in the present, in the past, or in the future.

[0092] The display unit420 outputs a screen under the
control of the control unit 450. The display unit 420 may
be implemented as, for example, a liquid crystal display
(LCD), a light emitting diode (LED), an organic light emit-
ting diode (OLED), a projector, and other display devices
that are possible in the present, in the past, or in the
future. The display unit 420 may display, for example, an
interface page for providing information or an information
providing result page. According to the embodiment, a
component that uses other methods of transmitting in-
formation such as voice output or vibration instead of the
screen output to other users may be used instead of the
display unit 420.

[0093] The communication unit 430 exchanges data
with the management server 500 and/or the electronic
key 200.

[0094] Inan embodiment, the communication unit430
transmits the one-time authentication ID received from
the management server 500 to the control unit 450. In
addition, the communication unit 430 transmits data to
the management server 500 under the control of the con-
trol unit 450. The communication technology used by the
communication unit 430 may vary depending on the type
of communication network or other circumstances. The
communication unit430 may communicate with the elec-
tronic key 200 through a first communication network,
and communicate with the management server 500
through a second communication network.

[0095] The storage unit 440 stores data under the con-
trol of the control unit 450 and transmits the requested
data to the control unit 450.

[0096] The control unit 450 controls the overall opera-
tion of the user terminal 400 and each component.
[0097] When the user terminal 400 transmits and re-
ceives data, it may be expressed that the communication
unit 430 transmits and receives data under the control of
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the control unit 450 according to the viewpoint, and it may
be expressed that the control unit 450 controls the com-
munication unit 430 to transmit and receive data.
[0098] In particular, the control unit 450 may transmit
the one-time authentication ID request message to the
management server 500 according to the information in-
put from the input unit 410.

[0099] In addition, the control unit 450 may transmit
the one-time authentication ID received from the man-
agement server 500 to the electronic key 200.

[0100] Asdescribed above, whenthe userterminal 400
transmits and receives data, it may be expressed that
the communication unit 430 transmits and receives data
under the control of the control unit 450 according to the
viewpoint, and it may be expressed that the control unit
450 controls the communication unit 430 to transmit and
receive data.

[0101] FIG. 5is a block diagram illustrating a configu-
ration of a management server according to an embod-
iment of the present disclosure.

[0102] ReferringtoFIG.5,the managementserver500
may include a display unit 520, a communication unit
530, a storage unit 540, and a control unit 550. In an
embodiment of the presentdisclosure, itis disclosed that
the management server includes the display unit 520,
the communication unit 530, the storage unit 540, and
the control unit 550, but some of these may be imple-
mented as physically distinguished devices. For exam-
ple, the display unit 520 may be implemented as a sep-
arate monitor or an external terminal such as a manager
terminal.

[0103] The display unit 520 outputs the screen under
the control of the control unit 550. The display unit 520
may be implemented as, for example, a liquid crystal dis-
play (LCD), a light emitting diode (LED), an organic light
emitting diode (OLED), a projector, and other display de-
vices that are possible in the present, in the past, or in
the future. The display unit 520 may display, for example,
the interface page for providing the information or the
information providing result page. According to the em-
bodiment, the component that uses other methods of
transmitting information such as voice output or vibration
instead of the screen output to other users may be used
instead of the display unit 520.

[0104] Asinthe description with reference to FIG. 7 to
be described later, the display unit 520 may display the
pre-stored location of the electronic locking device 100
on a map. The display unit 520 displays the location of
the electronic locking device 100 and the current state
(including the charging state, the connection state, and
the like of the electronic key) of the electronic locking
device 100 on the map in real time. The display unit 520
may display the location of the locking device on the map
in different colors according to the current state. Accord-
ingly, the user may intuitively grasp the location and cur-
rent state of the locking device by checking the map.
[0105] The communication unit 530 exchanges data
with the user terminal 400 and/or the electronic key 200.
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[0106] Inan embodiment, the communication unit 530
receives log information from the electronic key 200
and/or the user terminal 400 and transmits the log infor-
mation to the storage unit 540.

[0107] Inan embodiment, the communication unit 530
may receive one-time authentication request information
from the electronic key 200 and/or the user terminal 400
to transmit the received one-time authentication request
information to the control unit 550. The communication
technology used by the communication unit 530 may vary
depending on the type of communication network or other
circumstances.

[0108] The storage unit 540 stores data under the con-
trol of the control unit 550 and transmits the requested
data to the control unit 550.

[0109] The control unit 550 controls the overall opera-
tion of the management server 500 and each component.
In particular, as described later, the control unit 550 may
transmit the one-time authentication ID request message
to the management server 500 according to the informa-
tion input from the input unit (notillustrated), and transmit
the one-time authentication ID received from the man-
agement server 500 to the electronic key 200.

[0110] When the controlunit 550 receives a signal from
the electronic key 200 without the unlocking authority that
is put into the electronic locking device 100 and electri-
cally contacts with the electronic locking device 100, the
controlunit 550 displays the location of the corresponding
electronic locking device 100 on the display device. Here,
the absence of the unlocking authority means the elec-
tronic key that does not have the UID corresponding to
the electronic locking device 100. In this way, the location
of the electronic locking device 100 into which the elec-
tronic key 200 without the unlocking authority is put is
displayed differently from the location of the electronic
locking device 100 into which the electronic key 200 is
not put. Forexample, the location of the electronic locking
device 100 to which the electronic key 200 is not put is
indicated in black. The location of the electronic locking
device 100 into which the electronic key 200 without the
unlocking authority is put may be indicated in red. The
one-time authentication may be performed by selecting
(clicking the mouse or touching the touch panel) the elec-
tronic locking device 100 indicated in red. That is, the
control unit 550 generates the one-time authentication
ID for the selected electronic locking device 100 and the
one-time authentication data, and transmits the generat-
ed one-time authentication ID and one-time authentica-
tion data to the electronic key 200 and the electronic lock-
ing device 100 through the communication unit 530.
[0111] Data for the one-time authentication is imple-
mented such that the authentication authority disappears
when the corresponding electronic locking device 100
and the electronic key 200 are separated. For example,
the one-time authentication ID and one-time authentica-
tion data stored in the electronic key 200 and the elec-
tronic locking device 100 may be implemented to be de-
leted after one-time authentication.
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[0112] In another embodiment, the control unit 550
may set the authority for the authentication stored in the
electronic key 200.

[0113] The control unit 550 may transmit information
for setting any one or more of a date, a time, and a day
of the week of the electronic key 200 to the electronic
key 200 directly or through the user terminal 400 accord-
ing to the input through the input unit (not illustrated) for
setting the authentication authority. Accordingly, the
electronic key 200 may enable the electronic key to be
activated only when the authority is set.

[0114] FIG. 6 is a block diagram schematically illus-
trating a configuration of an electronic key management
system according to another embodiment of the present
disclosure.

[0115] The electronic key management system may
include the electronic locking device 100, the electronic
key 200, the electronic key storage device 300, the user
terminal 400, and the management server 500.

[0116] Since the electronic key 200, the user terminal
400, and the management server 500 are the same as
those described in FIG. 1, a detailed description thereof
will be omitted.

[0117] The electronic locking device 100 includes not
only drawers, cabinets, storage boxes, and safes, but
also CCTYV or traffic signal control panel doors, commu-
nication company’s repeater enclosure doors, commu-
nication base stations, entrance doors of police sta-
tion/military unit/armory/ammunition locker, an ARM de-
vice, a lading box logistics vehicle, and the like.

[0118] Such an electronic locking device 100 does not
have a separate power source, and temporarily receives
power from the connection terminal (not illustrated) of
the electronic key 200 through the connection terminal
(not illustrated), thereby unlocking the electronic locking
device 100. In this case, the connection terminal of the
electroniclocking device 100 and the connection terminal
of the electronic key 200 may be in physical contact with
each other to supply power as well as exchange identi-
fiers (UIDs) of each other, thereby performing the au-
thentication.

[0119] Since such asmall electroniclocking device has
a small volume and needs to be installed in several lo-
cations, the electronic locking device 100 does not have
a power supply provided therein, and the method of un-
locking an electronic locking device 100 while receiving
power from the electronic key 200 is very useful.

[0120] The electronic key storage device 300 may
transmit and receive information through the communi-
cation network with the management server 500. For ex-
ample, the electronic key storage device 300 may trans-
mit the history of the electronic key inserted into the key
hole to be described later and/or the charging information
of the fastened electronic key to the management server
500 in real time. In addition, the electronic key storage
device 300 may receive the access authority information
on the electronic locking device for each electronic key
or may download firmware update information of the elec-
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tronic key storage device. The electronic key storage de-
vice 300 may notify the management server 500 when it
is confirmed that the unlocking attempt is made by the
electronic key without the unlocking authority. The man-
agement server 500 transmits a message notifying the
unlocking attempt without the unlocking authority to the
pre-registered terminal when the unlocking attempt is
confirmed with the electronic key without the unlocking
authority. In this case, the pre-registered terminal may
be an administrator or an external terminal registered by
the administrator.

[0121] The electronic key storage device 300 includes
a plurality of key holes and a key holder fastened with
the electronic key 200 carried into the key hole.

[0122] The electronic key storage device 300 can store
the electronic key 200 by inserting the electronic key 200
into each hole. For example, 25 key holes 330 may be
provided, but the number of key holes 330 is not limited
thereto. When the key is carried into the key hole 330,
the electronic key 200 may be charged.

[0123] The electronic key storage device 300 also con-
trols the electronic key 200 to be fastened and unfastened
with and from the key holder according to the access
authority (accessible electronic key/accessible time) to
the electronic key 200 set in advance. In addition, the
electronic key storage device 300 charges the fastened
electronic key 200.

[0124] Inanother embodiment, the electronic key stor-
age device 300 may receive and store the log information
from the fastened electronic key 200.

[0125] The electronic key storage device 300 may re-
ceive the password when releasing the electronic key
200 fastened by the user and withdrawing the electronic
key 200, and unfasten the corresponding electronic key
200 only when the input password matches the password
stored by matching the corresponding electronic key 200.
[0126] In addition, the electronic key storage device
300 may change the color of the state display unit pro-
vided around the key holder according to whether the
user has the access authority through the password au-
thentication. For example, the state display unit 340
around the key hole 330 that matches the key available
to the user may be displayed inblue, and the state display
unit 340 around the key hole 330 matching the key that
is not available may be displayed in red. This makes it
possible to easily identify a key that a user may use and
a key hole to be returned.

[0127] In addition, when the pre-stored password is
input, the electronic key storage device 300 may output
the information on the location of the key hole with which
the electronic key 200 matching the input password is
fastened. For example, it is possible to turn on the LED
provided in the location of the key hole.

[0128] The electronic key storage device 300 may fur-
ther display the charging state through the state display
unit. For example, when the electronic key 200 is being
charged, when the charging is completed, the state may
be guided to the user in color by distinguishing read-
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ing/writing of data, and the like.

[0129] FIG. 7 is a diagram illustrating an example of a
screen displayed by the management server according
to the embodiment of the present disclosure.

[0130] ReferringtoFIG.7,the managementserverdis-
plays the locations of a plurality of electronic locking de-
vices on a map.

[0131] Each electronic locking device reflects and dis-
plays the current state in real time. Each of the electronic
locking devices displays whether or not an electronic key
is put and electrically connected to the electronic locking
device. The state may be displayed differently in color
and/or image. For example, the state in which the elec-
tronic key is connected may be displayed in red, and the
state in which the electronic key is not connected may
be displayed in blue.

[0132] Inaddition, the management server may further
display statistical information according to the pre-stored
state of the electronic locking device in a separate area.
For example, the number of electronic locking devices in
the locked state, the number of electronic locking devices
in the unlocked state, the number of electronic locking
devices to which the electronic key is connected, and the
number of electronic locking devices to which the black-
list electronic key is connected may each be displayed.
[0133] FIG. 8 is a diagram illustrating an example of a
screen displayed by the user terminal according to the
embodiment of the present disclosure.

[0134] Referring to FIG. 8, the user terminal may in-
clude a connection information display unit 810 with a
server, a discovering button 820, a pairing button 830, a
signal quality display unit 840, and a key list 850 on the
display screen.

[0135] The access information display unit 820 dis-
plays the screen that displays the connection status with
the management server by selecting and changing the
connection and disconnection with the server each time
the screen is clicked. When the connection state with the
server is changed, the state change is displayed in color
or the like. For example, when the connection succeeds,
the button may be displayed in blue.

[0136] The discovering button 820 is a button for se-
lecting a search for an electronic key in a communication
range that is not initially connected to the user terminal
and the electronic key. When the discovering button 820
is selected, the list of electronic keys in the communica-
tion range is displayed on the key list 850.

[0137] The pairing display unit 830 is a button for in-
structing the electronic key to be paired with the selected
electronic key among the electronic keys displayed on
the key list 850.

[0138] The signal quality display unit 840 may display
the quality of the paired signal.

[0139] The key list 850 may display an ID of an elec-
tronic key according to a condition selected according to
the discovering button 820 and the pairing button 830.
[0140] An attempt to carry out the electronic key other
than the carrying out date and time of the electronic key
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10

of the input electronic key according to this electronic key
storage device may be prevented.

[0141] In addition, itis possible to systematically man-
age the electronic keys using the electronic key manage-
ment system, and easily perform the charging of the elec-
tronic keys and the collection of the use history (log in-
formation) during the process. In addition, it is possible
to easily set and change the authentication authority of
the electronic key. In addition, it is possible to easily per-
form the electronic key management through the Ul of
the user terminal.

[0142] Although the embodiments of the present dis-
closure has been described with reference to the accom-
panying drawings, those skilled in the art will appreciate
that various modifications and alterations may be made
without departing from the spirit or essential feature of
the present disclosure. Therefore, it is to be understood
that the embodiments described above are illustrative
rather than being restrictive in all aspects.

Claims
1. An electronic key management system, comprising:

an electronic key configured to lock and unlock
an electronic locking device;

an electronic key storage device configured to
include a plurality of key holes and a key holder
fastened with the electronic key carried into the
key hole, and control the key holder according
to a preset electronic key access right;

a management server configured to set an ac-
cess right to the electronic locking device of the
electronic key, transmit a one-time authentica-
tion ID to the electronic key that is put into the
electronic locking device and electrically con-
nected to the electronic locking device, and re-
ceive log information of the electronic key on the
electronic locking device in real time; and

a user terminal configured to transmit and re-
ceive the log information and the one-time au-
thentication ID between the electronic key and
the management server, and display real-time
log information.

2. The electronic key management system of claim 1,
wherein the management server transmits one-time
authentication data corresponding to the one-time
authentication ID to the electronic locking device
through the electronic key.

3. The electronic key management system of claim 1,
wherein the management server stores any one or
more of location information of the plurality of elec-
tronic locking devices and current state information
of the electronic locking device, and displays the lo-
cation information and the current state information
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through a display unit.

The electronic key management system of claim 3,
wherein the management server displays locations
of the electronic locking devices into which the elec-
tronic key without unlocking authority is put on the
display unit on which the locations of the plurality of
electronic locking devices are displayed, differently
from other electronic locking devices.

The electronic key management system of claim 4,
wherein the management server transmits the one-
time authentication ID corresponding to the one-time
authentication data to the electronic locking device
into which the electronic key without the unlocking
authority displayed on the display unit differently
from the other electronic locking devices is put and
the put electronic key, respectively, when an admin-
istrator’'s approval is input.

The electronic key management system of claim 1,
wherein the electronic key deletes the one-time au-
thentication ID after receiving the one-time authen-
tication ID and unlocking the electronic locking de-
vice.

The electronic key management system of claim 1,
wherein the management server transmits a mes-
sage notifying an unlocking attempt without unlock-
ing authority from the electronic locking device to at
least one of a pre-registered administrator or a pre-
registered external terminal when the unlocking at-
tempt by the electronic key without the unlocking au-
thority is confirmed.

An electronic key management server, comprising:

acommunication unit configured to transmit and
receive an electronic key and information;

a storage unit configured to store log information
received from the electronic key; and

a control unit configured to set an access right
to an electronic locking device of the electronic
key, and set a one-time authentication authority
for the electronic key that is put into the elec-
tronic locking device and electrically connected
to the electronic locking device,

wherein the control unit controls to transmit a
one-time authentication ID generated according
to the one-time unlocking authority setting to the
electronic key.

The electronic key management system of claim 8,
wherein the storage unit stores locations of a plurality
of electronic locking devices, and further includes a
display unitfor displaying atleast one of current state
information of the electronic locking device received
through the communication unit and a location of the
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10.

1.

20
electronic locking device.

The electronic key management system of claim 8,
wherein the control unit sets an authentication au-
thority of the electronic key, and

the authentication authority includes at least one of
a date, a time, and a day of the week in which au-
thentication execution is possible.

The electronic key management system of claim 8,
wherein the control unit transmits one-time authen-
tication data corresponding to the one-time authen-
tication ID to the electronic locking device through
the electronic key.
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