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Description
Technical Field

[0001] The presentinvention relates to a server device
and a door control device.

Background Art

[0002] Conventionally, there is known a door unlock
system that unlocks a locked door by performing a re-
mote control or the like.

In regards to this, Patent Literature 1 discloses an
unlock system that unlocks a door without a remote
control when unlocking of the door is permitted by a
user of a package delivery service.

Patent Literature 2 discloses a system for facilitating
package delivery or pickup at premises of senders or
recipients has a package door that is used for receipt
and collection of packages. The package door in-
cludes aninput device for entering package informa-
tion and animage capture device for visually record-
ing the arrival of a courier. Based on the package
information entered via the input device, the system
determines whether the package information
matches a predetermined value, such as a package
tracking number. The system may automatically un-
lock the package door if the package information
matches such predetermined value. In other embo-
diments, a user may remotely monitor the package
information and/or information from the image cap-
ture device to determine whether to provide inputs
for unlocking the package door. The system logs the
package information received from the input device
and the image capture device.

Patent Literature 3 discloses a secure package de-
livery system and methods may include a remotely-
controllable electronic door lock device accessible
byin asystem server, a delivery information device in
communication with the system server, and a client
device in communication with the system server. The
delivery information device may provide delivery
status information of a package to the system server.
The remotely-controllable electronic lock device
may enable or prevent access to a door at the loca-
tion to which the package is to be delivered. The
system server may, in response to receiving a noti-
fication that the package en route for delivery is
proximate the delivery location and receiving a se-
cure package delivery indicator associated the pack-
age recipient’s account that indicates whether the
package recipient has provided consent for a pack-
age delivery in a structure at the delivery location
locked with an electronic lock without further instruc-
tion by the package recipient at a time of delivery. If
the received secure package delivery indicator in-
dicates the package recipient’s consent for a pack-
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age delivery in the structure without further instruc-
tion by the package recipient at a time of delivery,
transmitting an access request signal for causing a
lock control system associated with an electronic
lock at an access door of the structure at the delivery
location to cause the lock control system to unlock
the lock. The system server may also be configured
to communicate delivery completion information to
the client device.

Patent Literature 4 discloses systems, apparatus,
and methods for remotely managing access to a
space and performing trust verification to authorize
or deny people access to the space. An access
management platform comprising an electronic lock
installed on a door can enable a user to establish a
virtual presence at the door. For example, a delivery
person can activate a doorbell button or icon of the
lock and the lock can send a message to a smart-
phone of a user of the platform. The user can remo-
tely use the smartphone to initiate a video stream
using a camera of the platform and a two way audio
stream. The user can use the smartphone to unlock
the door and ask the delivery person to deliver the
package inside. The platform can also determine
and control the status of the space and communicate
with other devices regarding the status of the space.

Citation List
Patent Literature
[0003]

Patent Literature 1: Japanese Patent No. 6603432
Patent Literature 2: US 10255737 B1

Patent Literature 3: US 2018/165637 A1

Patent Literature 4: WO 2019/068021 A1

Summary of Invention
Technical Problem

[0004] With the system disclosed in Patent Literature 1
or 2, however, it is necessary for the user to permit
unlocking of the door in advance at the time of purchasing
the product, or the like. Therefore, when receiving a
package from a third party, for example, this system
cannot be used until the third party informs the user in
advance that a package has been shipped out.

[0005] The presentinvention is designed in view of the
foregoing circumstances, and it is an object thereof to
provide a server device and a door control device capable
of allowing a service provider such as a courierto unlock a
door without a permission of the user.

Solution to Problem

[0006] In order to overcome the forgoing issue, a ser-
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ver device according to a first aspect of the present
invention is a server device configured to communicate
with a door control device that controls locking and un-
locking of a door installed at an entrance of a multifamily
residential. The server device includes: storage means
that stores, for each user, a service number set by a
service provider; request reception means that receives,
from the door control device, an unlock requestincluding
a device ID of the door control device and the service
number; authentication means that executes an authen-
tication based on information included in the unlock re-
quest received by the request reception means and in-
formation stored in the storage means; and unlock in-
struction means that transmits an unlock instruction to
the door control device, when the authentication is suc-
ceeded; wherein the server device further comprises: 1
notification means that notifies the door control device
when the authentication is failed, wherein:- when there is
a notification from the notification means, the request
reception means receives, from the door control device, a
re-unlock request including identification information of
the user as a resident of the multifamily residential, the
identification information being different from the service
number; and- the authentication means re-executes the
authentication based on the information included in the
reunlock request received by the request reception
means and the information stored in the storage means.
[0007] Furthermore, inthe serverdevice accordingtoa
second aspect of the present invention, the service num-
ber includes a tracking number of a package.

[0008] Furthermore, inthe serverdevice accordingtoa
third aspect of the present invention, the identification
information includes a phone number of the user.
[0009] Furthermore, inthe serverdevice accordingtoa
fourth aspect of the presentinvention: the server device is
configured to communicate with a terminal of the service
provider; the notification means makes an inquiry to the
terminal about validity of the service number, when the
authentication is failed; and when the request reception
means receives the reunlock request, the unlock instruc-
tion means transmits an unlock instruction to the door
control device only when a result of the inquiry indicates
as being valid.

[0010] Furthermore, a door control device according to
a fifth aspect of the present invention is a door control
device configured to control locking and unlocking a door
installed at an entrance of a multifamily residential and
capable of communicating with a server device. The door
control device includes: acquisition means that acquires
a service number set by a service provider; unlock re-
quest means that transmits, to the server device, an
unlock request including a device ID of the door control
device and the service number acquired by the acquisi-
tion means; and control means that automatically un-
locks the door, when an unlock instruction is received
from the server device; wherein when there is a notifica-
tion from notification means of the server device to the
door control device that the unlock request is failed, the
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unlock request means transmits, to the server device, a
re-unlock request including identification information of a
user as a resident of the multifamily residential, the
identification information being different from the service
number; and- the control means automatically re-unlocks
the door, when an unlock instruction based on the in-
formation included in the re-unlock request transmitted
by the unlock request means.

Advantageous Effect of Invention

[0011] According to the present invention, the service
provider such as the courier can unlock the door withouta
permission of the user.

Brief Description of Drawings
[0012]

[Figure 1] Figure 1 is a block diagram illustrating an
example of an overall configuration of a door unlock
system according to an embodiment of the present
invention.

[Figure 2] Figure 2 is a block diagram illustrating an
example of a hardware configuration of a door con-
trol device illustrated in Figure 1.

[Figure 3] Figure 3 is a block diagram illustrating an
example of a hardware configuration of a server
device illustrated in Figure 1.

[Figure 4] Figure 4 is a block diagram illustrating an
example of functional means of the door unlock
system according to the embodiment of the present
invention.

[Figure 5] Figure 5is a chartillustrating an example of
a box management table.

[Figure 6] Figure 6 is a chartillustrating an example of
a user management table.

[Figure 7] Figure 7 is a flowchart illustrating an ex-
ample of a flow of processing performed in the door
unlock system according to the embodiment of the
present invention, when a courier enters a multi-
family residential.

Description of Embodiment

[0013] Hereinafter, an embodiment of the present in-
vention (also referred to as "the embodiment" herein-
after) will be described with reference to the accompany-
ing drawings. For promoting easy understanding, same
reference signs are applied to the same components and
steps in each of the drawings as much as possible to
avoid duplicated explanations.

<Overall Configuration>
[0014] Figure 1 is a block diagram illustrating an ex-

ample of an overall configuration of a door unlock system
1 according to an embodiment of the present invention.
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[0015] As illustrated in Figure 1, the door unlock sys-
tem 1 includes a single or a plurality of door control
devices 10, a server device 12, a courier terminal 14,
and a user terminal 16. Those devices are capable of
communicating with each other via a communication
network NT such as the Internet or a phone line.

[0016] The door control device 10 is set near an en-
trance of a multifamily residential M such as a condomi-
nium, an apartment, or a dormitory. The door control
device 10 controls locking and unlocking of an autolock-
ing-type door 11 installed at the entrance of the multi-
family residential M. For example, the door control device
10 is configured with a pair of intercoms, and one of the
intercoms is installed near the entrance of the multifamily
residential M while the other intercom is installed at each
room of the multifamily residential M. The courier can
have a conversation with a resident on the otherintercom
side by using the pair of intercoms, and can enter the
multifamily residential M by having the resident unlock
the door 11 by a remote operation. However, when the
resident is absent, it is not possible to have a conversa-
tion so that the door 11 cannot be unlocked. Therefore, it
is not possible to enter the multifamily residential M, so
that it is not possible to put a package into a delivery
locker or pick up a package from the delivery locker in the
multifamily residential M. Thus, the door control device 10
is configured by providing a door control function to the
function of the intercoms.

[0017] The server device 12 is configured with a first
server device 12A and a second server device 12B, for
example. The first server device 12A transmits a locking
instruction and an unlocking instruction of the door 11 to
the door control device 10. The second server device 12B
manages the service numbers, and performs an authen-
tication of the courier that is requesting unlocking of the
door 11 by using the service numbers.

[0018] The courier terminal 14 is a communication
terminal device operated by the courier. The courier sets
(determines) the service number, particularly a tracking
number of the package, at the time of or after receiving
the package directed to a user from a third party (sender).
Then, the courier informs the set tracking number to the
sender. The sender informs the tracking number to the
user as the recipient (consignee). The user as the reci-
pient transmits the informed tracking number along with
the user ID of the user to the second server device 12B,
and the server device 12 stores the received tracking
number in association with the received user ID. Exam-
ples of the courier terminal 14 may be a cellular phone, a
smartphone, a tablet, a laptop computer, a personal
computer, and the like.

[0019] The user terminal 16 is a communication term-
inal device operated by the user. Examples of the user
terminal 16 may be a cellular phone, a smartphone, a
tablet, a laptop computer, a personal computer, and the
like. As the user terminal 16 in particular, itis preferable to
be a mobile communication terminal device capable of
being carried, such as a cellular phone, a smartphone, a
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tablet, or a laptop computer.
<Hardware Configuration>

[0020] Figure 2 is a block diagram illustrating an ex-
ample of a hardware configuration of the door control
device 10 illustrated in Figure 1.

[0021] Asillustratedin Figure 2, the door control device
10 includes a CPU (Central Processing Unit) 20, a mem-
ory 22, acommunication device 24, a display device 26, a
conversation device 28, a camera 30, a light source 32, a
locking mechanism 34, and a power source 36.

[0022] The CPU 20 controls various configurations of
the door control device 10, such as the camera 30, the
light source 32, and the like, for example.

[0023] The memory 22 stores the device ID, the pro-
gram, and the like of the door control device 10, for
example.

[0024] The communication device 24 is configured
with a communication interface and the like for commu-
nicating with outside devices. The communication device
24 transmits/receives various kinds of information or
various kinds of data to/from the first server device
12A, for example.

[0025] The display device 26 displays the other party
while talking.

[0026] The conversation device 28 includes an input
device, so that the courier can have a conversation with
the resident of the room number input by using the input
device.

[0027] The camera 30 captures an image in the front
direction of the door control device 10.

[0028] As for the light source 32, emission of light is
controlled by the CPU 20. Examples of the light source 32
may be a diode, a lamp, and the like.

[0029] The locking mechanism 34 locks and unlocks
the door 11.
[0030] The power source 36 supplies the power to the

CPU 20, the memory 22, and the like. As the power
source 36, it is preferable to use a battery, for example.
[0031] Figure 3 is a block diagram illustrating an ex-
ample of the hardware configuration of the server device
12 (the first server device 12A and the second server
device 12B) illustrated in Figure 1.

[0032] As illustrated in Figure 3, the server device 12
includes a control device 40, a communication device 42,
and a storage device 44. The control device 40 is con-
figured by mainly including a CPU (Central Processing
Unit) 46 and a memory 48.

[0033] The controldevice 40 functions as various kinds
of functional means by causing the CPU 46 to execute a
prescribed program stored in the storage device 44, the
memory 48, or the like. The detail of the functional means
will be described later.

[0034] The communication device 42 is configured
with a communication interface and the like for commu-
nicating with outside devices. The communication device
42 transmits/receives various kinds of information or
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various kinds of data to/from the user terminal 16, for
example.

[0035] The storage device 44 is configured with a hard
disk or the like. The storage device 44 stores various
kinds of programs as well as various kinds of information
necessary for executing processing by the control device
40 and information of the processing result thereof.
[0036] Note that the server device 12 can be imple-
mented by using an information processing device such
as a dedicated or general-purpose server, computer, or
the like. Furthermore, the server device 12 may be con-
figured with a single information processing device or
may be configured with a plurality of information proces-
sing devices distributed on the communication network
NT. Itis also to be noted that Figure 3 simply illustrates a
part of the main hardware configuration of the server
device 12, and the server device 12 may also include
other configurations that are generally provided to a
server. Furthermore, the courier terminal 14 and the user
terminal 16 can also have the same hardware configura-
tion as that of the server device 12, except that those
terminals include operation means and the display de-
vice, for example.

<Functional Means>

[0037] Figure4isablockdiagramillustratingexamples
of the functional means of the door unlock system 1
according to the embodiment of the present invention.
[0038] As illustrated in Figure 4, as the functional
means, the door control device 10 in the door unlock
system 1 includes first acquisition means 60, unlock
request means 62, second acquisition means 64, reun-
lock request means 66, and control means 68. The
functional means is implemented when the CPU 20
executes the program stored in the memory 22.

[0039] The first acquisition means 60 includes a func-
tion of acquiring the service number set by the courier.
[0040] The unlock request means 62 has a function of
transmitting, to the first server device 12A, an unlock
request including the device ID of the door control device
10 and the service number acquired by the first acquisi-
tion means 60. Examples of the service number may be a
tracking number of the package, the package number,
the package code, and the like. The embodiment will be
described by referring to a case where the service num-
ber is the tracking number.

[0041] The second acquisition means 64 has a func-
tion of acquiring identification information, from the user,
of the user different from the service number when there
is a notification from the first server device 12A, such as
when there is a notification indicating a failure of a user
authentication or when there is a notification requesting
additional information for an unlock request, for example.
Examples of the identification information may be the
phone number of the user, the birth date, the individual
number (the number for identifying a specific individual in
administrative procedures), name of the user, the user
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ID, and the like. The embodiment will be described by
referring to a case where the identification information is
the phone number.

[0042] The reunlock request means 66 has a function
of transmitting, to the first server device 12A, a reunlock
request including the identification information acquired
by the second acquisition means 64.

[0043] The control means 68 has a function of auto-
matically unlocking the door 11 by controlling the locking
mechanism 34, when an unlock instruction is received
from the first server device 12A. Furthermore, the control
means 68 also has a function of opening and closing the
door after unlocking, and locking it.

[0044] Furthermore, as the functional means, the ser-
ver device 12 in the door unlock system 1 includes
storage means 70, request reception means 72, authen-
tication means 74, notification means 76, and unlock
instruction means 78. The functional means isimplemen-
ted when the CPU 46 executes the program stored in the
storage device 44. While the embodiment is described by
referring to a case where the functional means is pro-
vided in the second server device 12B, a part of the
functional means such as the unlock instruction means
78 and the like may be provided in the first server device
12A.

[0045] The storage means 70 has a function of storing,
for each user, the service number set by the courier and
the identification information of the user different from the
service number. Specifically, the storage means 70
stores a box management table 70A and a user manage-
ment table 70B. In the box management table 70A, the
device ID and the box ID, forexample, are registered inan
associated manner. In the user management table 70B,
the box ID, the service number, and the identification
information of the user are registered for each user (each
user ID). Note that the box management table 70A and
the user management table 70B may be integrated as a
single table.

[0046] Figure 5is a chartillustrating an example of the
box management table 70A.

[0047] As illustrated in Figure 5, in the box manage-
ment table 70A, the device ID of the door control device
10 and the box IDs of a plurality of delivery boxes are
registered in an associated manner.

[0048] Figure 6 is a chartillustrating an example of the
user management table 70B.

[0049] As illustrated in Figure 6, in the user manage-
ment table 70B, the box ID, the tracking number as the
service number, the phone number as the identification
information, and the birth date are registered in an asso-
ciated manner for each user ID.

[0050] Returning to Figure 4, the request reception
means 72 has a function of receiving, from the door
control device 10, an unlock request including the device
ID of the corresponding door control device 10 and the
service number. In the embodiment, the request recep-
tion means 72 receives the unlock request from the door
control device 10 via the first server device 12A. Further-
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more, when there is a notification from the notification
means 76 to be described later, the request reception
means 72 receives, from the door control device 10, a
reunlock request including the identification information
different from the service number, which is the identifica-
tion information (phone number or the like) of the user
from which a package is to be picked up or to which a
package is to be putin.

[0051] The authentication means 74 has a function of
executing an authentication based on the information
included in the unlock request received by the request
reception means 72 and the information stored in the
storage means 70. Furthermore, the authentication
means 74 re-executes an authentication based on the
information included in a reunlock request received by
the request reception means 72 and the information
stored in the storage means 70.

[0052] The notification means 76 has a function of
notifying the door control device 10, when an authentica-
tion executed by the authentication means 74 is failed. In
the embodiment, the notification means 76 notifies the
door control device 10 via the first server device 12A.
[0053] The unlock instruction means 78 has a function
of transmitting an unlock instruction to the door control
device 10, when the authentication executed by the
authentication means 74 is succeeded. In the embodi-
ment, the unlock instruction means 78 transmits the
unlock instruction to the door control device 10 via the
first server device 12A.

<Flow of Processing>

[0054] Figure 7 is a flowchart illustrating an example of
a flow of the processing executed by the door unlock
system 1 according to the embodiment of the present
invention, when the courier enters the multifamily resi-
dential M. Note that the content and the order of the
following processing may be changed as appropriate.

(Step SP10)

[0055] The first acquisition means 60 of the door con-
trol device 10 controls the camera 30 to capture a code
(two-dimensional code or a three-dimensional code) pre-
sented by the courier. Subsequently, the first acquisition
means 60 analyzes the captured code to acquire the
tracking number. Then, the processing is shifted to pro-
cessing of step SP12.

(Step SP12)

[0056] The unlockrequestmeans 62 ofthe doorcontrol
device 10 transmits an unlock request including the
device ID of the door control device 10 and the tracking
number acquired by the first acquisition means 60 to the
first server device 12A. Then, the processing is shifted to
processing of step SP14.
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(Step SP14)

[0057] The first server device 12A receives the unlock
request from the door control device 10. In response, the
first server device 12A transfers the unlock request to the
second server device 12B. When the first server device
12A has the box management table 70A stored therein, a
plurality of box IDs associated with the device ID included
in the unlock request in the box management table 70A
may be acquired, and the acquired box IDs may be added
to the unlock request. Then, the processing is shifted to
processing of step SP16.

(Step SP16)

[0058] The request reception means 72 of the second
server device 12B receives (accepts) the unlock request
from the door control device 10 via the first server device
12A. In response, the authentication means 74 executes
a user authentication (authentication of the tracking num-
ber) of the courier based on the information included in
the unlock request received by the request reception
means 72 and the information stored in the storage
means 70. Specifically, the authentication means 74
refers to the box management table 70A, and specifies
a plurality of box IDs from the device ID included in the
unlock request. Subsequently, the authentication means
74 determines whether there is a tracking number match-
ing the tracking number included in the unlock request,
among the tracking numbers each being associated with
a plurality of specified box IDs in the user management
table 70B. Subsequently, the authentication means 74
determines that the user authentication is succeeded
when the determination is affirmative, and determines
that the user authentication is failed when the determina-
tion is negative. When the unlock request includes a
plurality of box IDs, the authentication means 74 deter-
mines whether there is a tracking number matching the
tracking number included in the unlock request, among
the tracking numbers each being associated with a plur-
ality of box IDs included in the unlock request in the user
management table 70B. Then, the processing is shifted
to processing of step SP18.

(Step SP18)

[0059] The notification means 76 of the second server
device 12B determines whether the user authentication
is succeeded. Then, the processing is shifted to proces-
sing of step SP20 when the determination is affirmative,
and the processing is shifted to processing of step SP26
when the determination is negative.

(Step SP20)
[0060] The unlock instruction means 78 of the second

server device 12B transmits, to the first server device
12A, an unlock instruction of the door control device 10
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requesting the unlock request or the reunlock request to
be described later. Then, the processing is shifted to
processing of step SP22.

(Step SP22)

[0061] The first server device 12A receives the unlock
instruction from the second server device 12B. In re-
sponse, the first server device 12A transmits (transfers)
the received unlock instruction to the corresponding door
control device 10. Then, the processing is shifted to
processing of step SP24.

(Step SP24)

[0062] The door control device 10 receives the unlock
instruction from the first server device 12A. In response,
the control means 68 controls the locking mechanism 34
to automatically unlock the door 11 in a locked state.
Thereby, the courier can enter the multifamily residential
M from the door 11, and put a package into the delivery
box placed in front of each room or pick up a package
from the delivery box.

(Step SP26)

[0063] Whendetermined as negative in step SP18, the
notification means 76 of the second server device 12B
notifies an error to the first server device 12A. Then, the
processing is shifted to processing of step SP28 and step
SP30, respectively.

(Step SP28)

[0064] The notification means 76 makes an inquiry to
the courier terminal 14 (the server device of the courier)
about the validity of the tracking number included in the
unlock request via the communication network NT. Spe-
cifically, the notification means 76 communicates with the
courier terminal 14 to inquire whether the package re-
lated to the tracking number is being shipped.

(Step SP30)

[0065] The first server device 12A receives the notifi-
cation from the second server device 12B. In response,
the first server device 12A specifies the door control
device 10 giving the unlock request, and transfers the
received notification to the door control device 10. Then,
the processing is shifted to processing of step SP32.

(Step SP32)

[0066] The door control device 10 receives the notifi-
cation from the first server device 12A. In response, the
second acquisition means 64 of the door control device
10 requests the courier to input the phone number. As for
a requesting method, it may be indicated so on the dis-
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play device 26 or may be indicated so by a voice through a
speaker, not illustrated, for example. In response to the
request, the courier operates the door control device 10
to input the phone number of the cellular phone or the
landline phone of the resident (user). Then, the proces-
sing is shifted to processing of step SP34.

(Step SP34)

[0067] The second acquisition means 64 receives the
input operation of the courier to acquire the phone num-
ber. Then, the processing is shifted to processing of step
SP36.

(Step SP36)

[0068] The reunlock request means 66 of the door
control device 10 transmits the reunlock request includ-
ing the phone number acquired by the second acquisition
means 64 to the first server device 12A. The reunlock
request may or may not include the device ID. Then, the
processing is shifted to processing of step SP38.

(Step SP38)

[0069] The first server device 12A receives the reun-
lock request from the door control device 10. Inresponse,
thefirst server device 12A transfers the received reunlock
request to the second server device 12B. When the first
server device 12A has the box management table 70A
stored therein, a plurality of box IDs associated with the
device ID included in the reunlock request in the box
management table 70A may be acquired, and the ac-
quired box IDs may be added to the unlock request. Then,
the processing is shifted to processing of step SP40.

(Step SP40)

[0070] The request reception means 72 of the second
server device 12B receives (accepts) the reunlock re-
quest from the first server device 12A. Subsequently, the
unlock instruction means 78 determines whether the
result of the inquiry in step SP28 indicates that "the
tracking number is valid". Specifically, the unlock instruc-
tion means 78 determines whether the result of inquiry is
"being shipped". Then, when the determination is affir-
mative, the processing is shifted to processing of step
SP42. When the determination is negative, an error is
notified to the door control device 10 via the first server
device 12A, and a series of processing illustrated in
Figure 7 is ended. Note that this step may be executed
after step SP42 and step SP44. Thatis, when the request
reception means 72 receives the reunlock request, the
unlock instruction means 78 transmits the unlock instruc-
tion to the door control device 10 only when the result of
inquiry indicates as being valid.
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(Step SP42)

[0071] The authentication means 74 of the second
server device 12B re-executes a user authentication
based on the information included in the reunlock request
received by the request reception means 72 and the
information stored in the storage means 70. Specifically,
the authentication means 74 refers to the box manage-
ment table 70A, and specifies the user ID from the box ID
included in the reunlock request (or the initial unlock
request). Subsequently, it is determined whether the
phone number associated with the specified user ID in
the user management table 70B matches the phone
number included in the unlock request. Subsequently,
the authentication means 74 determines that the user
authentication is succeeded when the determination is
affirmative, and the authentication means 74 determines
that the user authentication is failed when the determina-
tion is negative. Then, the processing is shifted to pro-
cessing of step SP44.

(Step SP44)

[0072] The notification means 76 of the second server
device 12B determines whether the user authentication
is succeeded or failed. Then, when the determination is
affirmative, the processing is shifted to processing of step
SP46. When the determination is negative, an error is
notified to the door control device 10 via the first server
device 12A indicating that the authentication is failed
twice, and a series of processing illustrated in Figure 7
is ended.

(Step SP46)

[0073] The authentication means 74 registers the
tracking number included in the unlock request to the
user management table 70B in association with a specific
user ID. Then, the processing is shifted to processing of
step SP20.

<Effects>

[0074] As described above, in the embodiment, the
server device 12 is capable of communicating with the
door control device 10 that controls locking and unlocking
of the door 11 installed at the entrance of the multifamily
residential. Furthermore, the server device 12 includes:
the storage means 70 that stores the service number set
by the courier for each user; the request reception means
72 that receives, from the door control device 10, the
unlock request including the device ID of the door control
device 10 and the service number; the authentication
means 74 that executes an authentication based on the
information included in the unlock request received by
the request reception means 72 and the information
stored in the storage means 70; and the unlock instruc-
tion means 78 that transmits the unlock instruction to the
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door control device 10 when the authentication is suc-
ceeded.

[0075] With this configuration, when the courier arrives
at the entrance of the multifamily residential and provides
the door control device 10 with the service number, an
authentication is performed by the server device 12 and
the door 11 is unlocked by the door control device 10. As a
result, the courier can unlock the door 11 without a
permission of the user.

[0076] Furthermore, in the embodiment, the service
number includes the tracking number of the package.
[0077] With this configuration, the courier can unlock
the door 11 easily with the tracking number indicated in a
two-dimensional code or the like pasted on the package.
[0078] Furthermore, the embodiment includes the no-
tification means 76 that notifies the door control device 10
when the authentication is failed. When there is a noti-
fication from the notification means 76, the request re-
ception means 72 receives, from the door control device
10, the reunlock request including the identification in-
formation different from the service number, which is the
identification information of the user from which a pack-
age is picked up or to which a package is putin, and the
authentication means 74 re-executes an authentication
based on the information included in the reunlock request
received by the request reception means 72 and the
information stored in the storage means 70.

[0079] Withthis configuration, eveninacase wherethe
user does not know the service number and the service
number is not registered in the server device 12, the
courier can unlock the door 11 based on the identification
information of the user the courier is supposed to know.
[0080] Furthermore, in the embodiment, the identifica-
tion information includes the phone number of the user.
[0081] Withthis configuration, eveninacase wherethe
user does not know the service number and the service
number is not registered in the server device 12, the
courier can unlock the door 11 by using the phone number
since the courier is supposed to know the phone number
of the user (the consignee or the like).

[0082] Furthermore, in the embodiment, the server
device 12 is capable of communicating with the courier
terminal 14 of the courier. The notification means 76
makes an inquiry to the courier terminal 14 about the
validity of the service number when the authentication is
failed. When the reunlock request is received by the
request reception means 72, the unlock instruction
means 78 transmits the unlock instruction to the door
control device 10 only when the result of inquiry indicates
as being valid.

[0083] With this configuration, it is possible to prevent
the door control device 10 from being unlocked by a third
party who knows the phone number of the user as the
consignee by simply using a random code.

[0084] Furthermore, in the embodiment, the door con-
trol device 10 controls locking and unlocking of the door
11 installed at the entrance of the multifamily residential,
and it is capable of communicating with the server device
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12. Moreover, the door control device 10 includes: the
first acquisition means 60 that acquires the service num-
ber set by the courier; the unlock request means 62 that
transmits, to the server device 12, the unlock request
including the device ID of the door control device 10 and
the service number acquired by the first acquisition
means 60; and the control means 68 that automatically
unlocks the door when the unlock instruction is received
from the server device 12.

[0085] With this configuration, when the courier arrives
atthe entrance of the multifamily residential and provides
the door control device 10 with the service number, an
authentication is performed by the server device 12 and
the door 11 is unlocked by the door control device 10. Asa
result, the courier can unlock the door 11 without a
permission of the user.

<Modification Example>

[0086] For example, the above embodiment is de-
scribed by referring to the case where a user authentica-
tion using the phone number is executed after executing
a user authentication using the service number. How-
ever, itis also possible to execute the user authentication
using the service number after executing the user
authentication using the phone number. Furthermore,
an unlock instruction may be issued, when the user
authentication using the service number and the user
authentication using the phone number are both suc-
ceeded.

[0087] Furthermore, when the user authentication
using the phone number is failed, the request reception
means 72 may further receive the identification informa-
tion different from the phone number, and the authentica-
tion means 74 may execute the user authentication using
the identification information different from the phone
number. In that case, the reliability of being the courier
is low (may not be the courier), so that the request
reception means 72 may receive two types of identifica-
tion information (for example, the birth date and the
courier ID) different from the phone number, and the
authentication means 74 may execute the user authen-
tication based on the two types of identification informa-
tion received by the request reception means 72 and the
information stored in the storage means 70.

[0088] Furthermore, when the user authentication
using the service number is failed, the second acquisition
means 64 of the door control device 10 may have the
courier select either one from input of the phone number
and input of the identification information of the user other
than the phone number.

[0089] Furthermore, while the above embodiment is
described by referring to the case where the service
number is set by the courier, it may also be set by another
service provider. Example of another service provider
may be a cleaning business company, a beverage hand-
ler, a food delivery company, and the like. In that case,
examples of the service number may be a customer
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number and the like. Furthermore, in that case, the
courier terminal 14 is simply referred to as a "terminal".
Then, the server device 12 is capable of communicating
with the terminal (server device) of the service provider,
and the notification means makes an inquiry to the term-
inal about the validity of the service number, when the
authentication is failed. Furthermore, while the identifica-
tion information of the user is described by referring to the
case of the identification information of the user from
which a package is picked up or a package is put in,
the identification information may simply need to be the
identification information of the resident of the multifamily
residential M.

[0090]

10:  Door control device

12:  Server device

60:  First acquisition means
62:  Unlock request means
70:  Storage means

72: Request reception means
74:  Authentication means

78:  Unlock instruction means

Claims

1. Aserverdevice (12) configured to communicate with
a door control device (10) configured to control lock-
ing and unlocking a door (11) installed at an entrance
of a multifamily residential (M), the server device (12)
comprising: storage means (70) configured to store,
for each user, a service number set by a service
provider;

request reception means (72) configured to re-
ceive, from the door control device (10), an
unlock request including a device ID of the door
control device (10) and the service number;
authentication means (74) configured to exe-
cute an authentication based on information
included in the unlock request received by the
request reception means (72) and information
stored in the storage means (70); and unlock
instruction means (78) configured to transmit an
unlock instruction to the door control device (10),
when the authentication is succeeded; charac-
terized in that the server device (12) further
comprising:

notification means (76) configured to notify
the door control device (10) when the
authentication is failed, wherein: when
there is a notification from the notification
means (76), the request reception means
(72) is configured to receive, from the door
control device (10), a reunlock request in-
cluding identification information of the user
as a resident of the multifamily residential
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(M), the identification information being dif-
ferent from the service number; and

the authentication means (74) is configured
to reexecute the authentication based on
the information included in the reunlock re-
quest received by the request reception
means (72) and the information stored in
the storage means (70).

The server device (12) according to claim 1, wherein
the service number includes a tracking number of a
package.

The server device (12) according to claim 1, wherein
the identification information includes a phone num-
ber of the user.

The server device (12) according to claim 1 or 3,
wherein:

the server device (12) is configured to commu-
nicate with a terminal of the service provider;
the notification means (76) is configured to make
an inquiry to the terminal about validity of the
service number, when the authentication is
failed; and

when the request reception means (72) receives
the reunlock request, the unlock instruction
means (78) is configured to transmit an unlock
instruction to the door control device (10) only
when a result of the inquiry indicates as being
valid.

A door control device (10) configured to control lock-
ing and unlocking a door (11) installed at an entrance
of a multifamily residential (M) and configured to
communicate with a server device (12), the door
control device (10) comprising:

acquisition means (60) configured to acquire a
service number set by a service provider;
unlock request means (62) configured to trans-
mit, to the server device (12), an unlock request
including a device ID of the door control device
(10) and the service number acquired by the
acquisition means;

control means (68) configured to automatically
unlock the door (11), when an unlock instruction
is received from the server device (12);
characterized in that

when there is a notification from notification
means (76) of the server device (12) to the door
control device (10) that the unlock request is
failed, the unlock request means (62) is config-
ured to transmit, to the server device (12), a
reunlock request including identification infor-
mation of a user as a resident of the multifamily
residential (M), the identification information

10

15

20

25

30

35

40

45

50

55

10

being different from the service number; and
the control means (68) is configured to automa-
tically re-unlock the door (11), when an unlock
instruction based on the information included in
the reunlock request is transmitted by the unlock
request means (62).

Patentanspriiche

1.

Servervorrichtung (12), die dazu konfiguriert ist, mit
einer Tursteuerungsvorrichtung (10) zu kommuni-
zieren, die dazu konfiguriert ist, ein Verriegeln und
Entriegeln einer Tir (11) zu steuern, die an einem
Eingang eines Mehrfamilienhauses (M) installiert ist,
wobei die Servervorrichtung (12) Folgendes um-
fasst:

Speichermittel (70), die dazu konfiguriert sind,
fur jeden Benutzer eine durch einen Dienstan-
bieter festgelegte Dienstnummer zu speichern;
Anforderungsempfangsmittel (72), die dazu
konfiguriert sind, von der Tirsteuerungsvorrich-
tung (10) eine Entriegelungsanforderung zu
empfangen, die eine Vorrichtungs-ID der Tirs-
teuerungsvorrichtung (10) und die Dienstnum-
mer einschlief3t;

Authentifizierungsmittel (74), die dazu konfigu-
riert sind, eine Authentifizierung basierend auf
Informationen, die in der durch die Anforde-
rungsempfangsmittel (72) empfangenen Entrie-
gelungsanforderung eingeschlossen sind, und
in den Speichermitteln (70) gespeicherten Infor-
mationen auszufithren; und
Entriegelungsanweisungsmittel (78), die dazu
konfiguriert sind, eine Entriegelungsanweisung
an die Tursteuerungsvorrichtung (10) zu tber-
tragen, wenn die Authentifizierung erfolgreich
ist; dadurch gekennzeichnet, dass

die Servervorrichtung (12) weiter Folgendes
umfasst:

Benachrichtigungsmittel (76), die dazu konfigu-
riert sind, die Tirsteuerungsvorrichtung (10) zu
benachrichtigen, wenn die Authentifizierung
fehlgeschlagen ist, wobei:

wenn es eine Benachrichtigung von den
Benachrichtigungsmitteln (76) gibt, die An-
forderungsempfangsmittel (72) dazu konfi-
guriert sind, von der TUrsteuerungsvorrich-
tung (10) eine Wiederentriegelungsanfor-
derung zu empfangen, die Identifikations-
informationen des Benutzers als Bewohner
des Mehrfamilienhauses (M) einschlief3t,
wobei sich die Identifikationsinformationen
von der Dienstnummer unterscheiden; und
die Authentifizierungsmittel (74) dazu kon-
figuriert sind, die Authentifizierung basie-
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rend auf den Informationen, die in der durch
die Anforderungsempfangsmittel (72) emp-
fangenen  Wiederentriegelungsanforde-
rung eingeschlossen sind, und den in den
Speichermitteln (70) gespeicherten Infor-
mationen erneut auszufiihren.

2. Servervorrichtung (12) nach Anspruch 1, wobei die

Dienstnummer eine Verfolgungsnummer eines Pa-
kets einschlief3t.

Servervorrichtung (12) nach Anspruch 1, wobei die
Identifikationsinformationen eine Telefonnummer
des Benutzers einschliefl3en.

Servervorrichtung (12) nach Anspruch 1 oder 3,
wobei:

die Servervorrichtung (12) dazu konfiguriert ist,
mit einem Endgerat des Dienstanbieters zu
kommunizieren;

die Benachrichtigungsmittel (76) dazu konfigu-
riert sind, eine Anfrage an das Endgerat Gber
eine Glltigkeit der Dienstnummer zu stellen,
wenn die Authentifizierung fehlgeschlagen ist;
und

wenn die Anforderungsempfangsmittel (72) die
Wiederentriegelungsanforderung empfangen,
die Entriegelungsanweisungsmittel (78) dazu
konfiguriert sind, eine Entriegelungsanweisung
nur dann an die Tirsteuerungsvorrichtung (10)
zu Ubertragen, wenn ein Ergebnis der Anfrage
angibt, dass sie glltig ist.

Tursteuerungsvorrichtung (10), die dazu konfiguriert
ist, ein Verriegeln und Entriegeln einer Tur (11) zu
steuern, die an einem Eingang eines Mehrfamilien-
hauses (M) installiertist, und die dazu konfiguriertist,
mit einer Servervorrichtung (12) zu kommunizieren,
wobei die Tlrsteuerungsvorrichtung (10) Folgendes
umfasst:

Erfassungsmittel (60), die dazu konfiguriert
sind, eine durch einen Dienstanbieter festge-
legte Dienstnummer zu erfassen;
Entriegelungsanforderungsmittel (62), die dazu
konfiguriert sind, an die Servervorrichtung (12)
eine Entriegelungsanforderung zu Ubertragen,
die eine Vorrichtungs-ID der Tursteuerungsvor-
richtung (10) und die durch die Erfassungsmittel
erfasste Dienstnummer einschlief3t;
Steuerungsmittel (68), die dazu konfiguriert
sind, die Tdr (11) automatisch zu entriegeln,
wenn eine Entriegelungsanweisung von der
Servervorrichtung (12) empfangen wird; da-
durch gekennzeichnet, dass,

wenn eine Benachrichtigung von Benachrichti-
gungsmitteln (76) der Servervorrichtung (12) an
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die Tirsteuerungsvorrichtung (10) vorliegt,
dass die Entriegelungsanforderung fehlge-
schlagen ist, die Entriegelungsanforderungs-
mittel (62) dazu konfiguriert sind, an die Server-
vorrichtung (12) eine Wiederentriegelungsan-
forderung zu Ubertragen, die Identifikationsin-
formationen eines Benutzers als Bewohner des
Mehrfamilienhauses (M) einschlief3t, wobei sich
die Identifikationsinformationen von der Dienst-
nummer unterscheiden; und

die Steuerungsmittel (68) dazu konfiguriert sind,
die Tir (11) automatisch wieder zu entriegeln,
wenn eine Entriegelungsanweisung basierend
aufden in der Wiederentriegelungsanforderung
eingeschlossenen Informationen durch die Ent-
riegelungsanforderungsmittel (62) Ubertragen
wird.

Revendications

Dispositif serveur (12) configuré pour communiquer
avec un dispositif de commande (10) de porte confi-
guré pour commander le verrouillage et le déver-
rouillage d’une porte (11) installée a une entrée d’un
habitat collectif (M), le dispositif serveur (12)
comprenant :

un moyen de mémorisation (70) configuré pour
mémoriser, pour chaque utilisateur, un numéro
de service établi par un fournisseur de service ;
un moyen de réception (72) de demandes confi-
guré pour recevoir, depuis le dispositif de
commande (10) de porte, une demande de dé-
verrouillage incluant un identifiant de dispositif
du dispositif de commande (10) de porte et le
numéro de service ;

un moyen d’authentification (74) configuré pour
exécuter une authentification sur la base d’in-
formations incluses dans la demande de déver-
rouillage regue par le moyen de réception (72)
de demandes et d’informations mémorisées
dans le moyen de mémorisation (70) ; et

un moyen d'’instruction (78) de déverrouillage,
configuré pour transmettre une instruction de
déverrouillage au dispositif de commande (10)
de porte, lorsque 'authentification est réussie ;

caractérisé en ce que

le dispositif serveur (12) comprend en outre :

un moyen de notification (76) configuré pour notifier
au dispositif de commande (10) de porte lorsque
I'authentification a échoué :

lorsqu’il existe une notification provenant du
moyen de notification (76), le moyen de récep-
tion (72) de demandes étant configuré pour
recevoir, depuis le dispositif de commande
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(10) de porte, une demande de re-déverrouil-
lage incluant des informations d’identification de
I'utilisateur en tant qu'un résident de I'habitat
collectif (M), les informations d’identification
étant différentes du numéro de service ; et

le moyen d’authentification (74) étant configuré
pour réexécuter I'authentification sur la base
des informations incluses dans la demande de
re-déverrouillage regue par le moyen de récep-
tion (72) de demandes et des informations mé-
morisées dans le moyen de mémorisation (70).

Dispositif serveur (12) selon la revendication 1, dans
lequel le numéro de service inclut un numéro de suivi
d’un colis.

Dispositif serveur (12) selon la revendication 1, dans
lequel les informations d’identification incluent un
numéro de téléphone de I'utilisateur.

Dispositif serveur (12) selon la revendication 1 ou 3,
dans lequel :

le dispositif serveur (12) est configuré pour
communiquer avec un terminal du fournisseur
de service ;

le moyen de notification (76) est configuré pour
interroger le terminal sur la validité du numéro
de service, lorsque I'authentification a échoué ;
et

lorsque le moyen de réception (72) de deman-
des recoit la demande de re-déverrouillage, le
moyen d'’instruction (78) de déverrouillage est
configuré pour ne transmettre une instruction de
déverrouillage au dispositif de commande (10)
de porte que lorsqu’un résultat de I'interrogation
indique que celle-ci est valide.

5. Dispositif de commande (10) de porte configuré pour

commander le verrouillage etle déverrouillage d’'une
porte (11) installée a une entrée d’un habitat collectif
(M) et configuré pour communiquer avec un dispo-
sitif serveur (12), le dispositif de commande (10) de
porte comprenant :

un moyen d’acquisition (60) configuré pour ac-
quérir un numéro de service établi par un four-
nisseur de service ;

un moyen de demande (62) de déverrouillage,
configuré to transmettre au dispositif serveur
(12) une demande de déverrouillage, incluant
un identifiant de dispositif du dispositif de
commande (10) de porte etle numéro de service
acquis par le moyen d’acquisition ;

un moyen de commande (68) configuré pour
automatiquement déverrouiller la porte (11)
lorsqu’une instruction de déverrouillage est re-
cue depuis le dispositif serveur (12) ; caracté-
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risé en ce que

lorsqu’il existe une notification, du moyen de
notification (76) du dispositif serveur (12) au
dispositif de commande (10) de porte, que la
demande de déverrouillage a échoué, le moyen
de demande (62) de déverrouillage est confi-
guré pour transmettre au dispositif serveur (12)
une demande de re-déverrouillage incluant des
informations d’identification d'un utilisateur en
tant qu’un résident de I'habitat collectif (M), les
informations d’identification étant différentes du
numéro de service ; et

le moyen de commande (68) est configuré pour
automatiquement re-déverrouiller la porte (11)
lorsqu’une instruction de déverrouillage basée
sur les informations incluses dans la demande
de re-déverrouillage est transmise par le moyen
de demande (62) de déverrouillage.
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