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(57) A measurement information reporting method,
a measurement information collection method, and an
apparatus are provided, to protect privacy of a terminal
when measurement information is reported. The method
includes: A network device sends a broadcast message.
A terminal receives the broadcast message from the net-
work device, where the broadcast message includes con-
figuration information, the configuration information in-
cludes information about a common channel resource,
and the common channel resource is used to transmit
measurement information. The terminal sends the meas-
urement information to the network device on the com-
mon channel resource. The network device receives the
measurement information on the common channel re-
source. In this case, the configuration information is no-
tified to the terminal by using the broadcast message,
the configuration information carries the information
about the common channel resource, and the terminal
sends the measurement information to the network de-
vice on the common channel resource. In this way, when
receiving the measurement information on the common
channel resource, the network device does not know a
specific terminal that sends the measurement informa-
tion. Therefore, privacy of the terminal can be protected
from being disclosed, and the measurement information
can be collected.
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Description

TECHNICAL FIELD

[0001] This application relates to the field of commu-
nication technologies, and in particular, to a measure-
ment information reporting method, a measurement in-
formation collection method, and an apparatus.

BACKGROUND

[0002] In some application scenarios, a network side
needs to collect measurement information reported by a
terminal. For example, in an artificial intelligence scenar-
io, the network side needs to collect the measurement
information reported by the terminal, and perform ma-
chine learning (machine learning, ML) based on the
measurement information. When reporting the measure-
ment information, the terminal inevitably discloses priva-
cy of the terminal. For example, a location of the terminal,
or a specific type of service performed by the terminal at
specific time may be obtained by the network side when
the measurement information is reported. How to protect
the privacy of the terminal when the measurement infor-
mation is reported is a problem that needs to be resolved.

SUMMARY

[0003] This application provides a measurement infor-
mation reporting method, a measurement information
collection method, and an apparatus, to protect privacy
of a terminal when measurement information is reported.
[0004] According to a first aspect, a measurement in-
formation reporting method is provided. The method in-
cludes the following steps: A terminal receives a broad-
cast message from a network device, where the broad-
cast message includes configuration information, the
configuration information includes information about a
common channel resource, and the common channel re-
source is used to transmit measurement information. The
terminal sends the measurement information to the net-
work device on the common channel resource. In this
case, the terminal obtains the configuration information
by using the broadcast message, and the terminal sends
the measurement information to the network device on
the common channel resource. In this way, when receiv-
ing the measurement information on the common chan-
nel resource, the network device does not know a specific
terminal that sends the measurement information. There-
fore, privacy of the terminal can be protected from being
disclosed, and the measurement information can be col-
lected.
[0005] In a possible design, when reporting the meas-
urement information, the terminal does not carry an iden-
tifier of the terminal. The identifier may be any information
that can identify the terminal, for example, a terminal ID.
In this way, it is further ensured that the network device
cannot obtain privacy of the terminal, to ensure that pri-

vacy of the terminal is not disclosed.
[0006] In a possible design, the configuration informa-
tion further includes a determining parameter, and the
determining parameter is used by the terminal to deter-
mine whether the measurement information needs to be
collected. A quantity of terminals that collect the meas-
urement information may be limited by using the deter-
mining parameter, and it is not required that all terminals
that receive the configuration information collect the
measurement information, so that air interface resources
can be saved, measurement information of terminals that
satisfy a condition can be collected, and the collected
measurement information is more accurate.
[0007] In a possible design, the determining parameter
includes one or a combination of the following: an area
range, a service type, a slice, a slice list, a terminal type,
or a terminal selection factor that is applicable to the con-
figuration information.
[0008] In a possible design, the method further in-
cludes: The terminal determines, based on the determin-
ing parameter and a status parameter of the terminal,
that the measurement information needs to be collected,
where the status parameter of the terminal includes one
or a combination of the following: a location of the termi-
nal, a service performed by the terminal, a slice to which
the service performed by the terminal belongs, a capa-
bility of the terminal, or a random number generated by
the terminal.
[0009] According to a second aspect, a measurement
information collection method is provided. The method
includes the following steps: A network device sends a
broadcast message, where the broadcast message in-
cludes configuration information, the configuration infor-
mation includes information about a common channel
resource, and the common channel resource is used to
transmit measurement information. The network device
receives the measurement information on the common
channel resource. In this case, the configuration infor-
mation is notified to a terminal by using the broadcast
message, the configuration information carries the infor-
mation about the common channel resource, and the ter-
minal sends the measurement information to the network
device on the common channel resource. In this way,
when receiving the measurement information on the
common channel resource, the network device does not
know a specific terminal that sends the measurement
information. Therefore, privacy of the terminal can be pro-
tected from being disclosed, and the measurement infor-
mation can be collected.
[0010] In a possible design, the network device is a
distributed unit DU, and the DU receives a first message
from a centralized unit CU, where the first message in-
cludes the configuration information. Certainly, the con-
figuration information may alternatively be configuration
information generated by the DU.
[0011] In a possible design, the first message further
includes a first general packet radio service tunneling
protocol GTP-tunnel endpoint identifier, the first GTP-
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tunnel endpoint identifier is used to identify an endpoint
of a tunnel on the CU, and the tunnel is used to transmit
the measurement information on an F1 interface. The
method further includes: The DU determines a second
GTP-tunnel endpoint identifier based on the first GTP-
tunnel endpoint identifier, and the DU sends the second
GTP-tunnel endpoint identifier to the CU, where the sec-
ond GTP-tunnel endpoint identifier is used to identify an
endpoint of the tunnel on the DU, and the tunnel is used
to transmit the measurement information on the F1 inter-
face. In this way, the tunnel for transmitting the meas-
urement information between the CU and the DU can be
established. Compared with transmitting the measure-
ment information by using signaling, transmitting the
measurement information through the tunnel on the F1
interface can support a larger data amount.
[0012] The DU sends the measurement information to
the CU, where the measurement information includes
the first GTP-tunnel endpoint identifier and the second
GTP-tunnel endpoint identifier.
[0013] In a possible design, the DU further sends
measurement information collected by the DU to the CU.
[0014] In a possible design, the first message is an F1
setup response message. The configuration information
is transmitted in an F1 setup process, and AI air interface
configuration information is broadcast through an air in-
terface. In this way, AI measurement information collec-
tion can be quickly started.
[0015] In a possible design, the first message is a CU
configuration update response message. AI configura-
tion information is delivered in an E2/F1 configuration
update process, so that AI measurement information col-
lection can be configured after a CU/DU device is started.
This has better flexibility.
[0016] According to a third aspect, a measurement in-
formation collection method is provided. The method in-
cludes the following steps: A centralized unit CU sends
a first message to a distributed unit DU, where the first
message includes configuration information, the config-
uration information includes information about a common
channel resource, and the common channel resource is
used to transmit measurement information. The CU re-
ceives the measurement information from the DU, where
the measurement information includes measurement in-
formation that is received by the DU on the common
channel resource and that is from a terminal device. In
this way, the measurement information is transmitted by
configuring the common channel resource, so that priva-
cy of the terminal can be protected from being disclosed,
and the measurement information can be collected.
[0017] In a possible design, the measurement informa-
tion includes measurement information collected by the
DU.
[0018] In a possible design, the first message further
includes a first general packet radio service tunneling
protocol GTP-tunnel endpoint identifier, the first GTP-
tunnel endpoint identifier is used to identify an endpoint
of a tunnel on the CU, and the tunnel is used to transmit

the measurement information on an F1 interface. The
method further includes: The CU receives a second GTP-
tunnel endpoint identifier from the DU, where the second
GTP-tunnel endpoint identifier is used to identify an end-
point of the tunnel on the DU, and the tunnel is used to
transmit the measurement information on the F1 inter-
face. In this way, the tunnel for transmitting the meas-
urement information between the CU and the DU can be
established. Compared with transmitting the measure-
ment information by using signaling, transmitting the
measurement information through the tunnel on the F1
interface can support a larger data amount. In a possible
design, before that a first message is sent to a distributed
unit DU, the method further includes: The CU receives a
second message from a near real-time radio access net-
work intelligent controller RIC, where the second mes-
sage includes the configuration information, to provide
more possible manners of generating the configuration
information. That is, the configuration information may
be generated by the RIC, may be generated by the CU,
or may be generated by the DU.
[0019] In a possible design, the CU sends the meas-
urement information to the near real-time RIC. The RIC
can be used for machine learning and so on based on
the measurement information.
[0020] In a possible design, the measurement informa-
tion includes measurement information collected by the
CU. The measurement information reported by the CU
to the RIC may include: information collected by the CU,
data that is collected by the DU and that is received by
the CU, or data that is collected by the terminal, that is
reported by the DU, and that is received by the CU.
[0021] In a possible design, the second message fur-
ther includes a third GTP-tunnel endpoint identifier, the
third GTP-tunnel endpoint identifier is used to identify an
endpoint of a tunnel on the near real-time RIC, and the
tunnel is used to transmit the measurement information
on an E2 interface. The method further includes: The CU
determines a fourth GTP-tunnel endpoint identifier based
on the third GTP-tunnel endpoint identifier, and the CU
sends the fourth GTP-tunnel endpoint identifier to the
RIC, where the fourth GTP-tunnel endpoint identifier is
used to identify an endpoint of the tunnel on the CU, and
the tunnel is used to transmit the measurement informa-
tion on the E2 interface. Compared with transmitting the
measurement information by using signaling, transmit-
ting the measurement information through the tunnel on
the E2 interface can support a larger data amount.
[0022] In a possible design, the configuration informa-
tion may be transmitted in an F1 setup process. For ex-
ample, the first message is an F1 setup response mes-
sage. The configuration information is transmitted in the
F1 setup process, and AI air interface configuration in-
formation is broadcast through an air interface. In this
way, AI measurement information collection can be
quickly started. Further, broadcasting the common chan-
nel resource helps implement anonymous reporting of
the measurement information, to ensure that privacy of
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the terminal is not disclosed.
[0023] In a possible design, the configuration informa-
tion may be transmitted in an E2 setup process. For ex-
ample, the second message is an E2 setup response
message. The configuration information is transmitted in
the E2 setup process, and AI air interface configuration
information is broadcast through an air interface. In this
way, AI measurement information collection can be
quickly started. Further, broadcasting the common chan-
nel resource helps implement anonymous reporting of
the measurement information, to ensure that privacy of
the terminal is not disclosed.
[0024] In a possible design, the configuration informa-
tion may be transmitted in an F1 configuration update
process. For example, the first message is a CU config-
uration update response message. The configuration in-
formation is transmitted in the F1 configuration update
process, so that AI measurement information collection
can be configured after a CU/DU device is started. This
has better flexibility. Further, broadcasting the common
channel resource helps implement anonymous reporting
of the measurement information, to ensure that privacy
of the terminal is not disclosed.
[0025] In a possible design, the configuration informa-
tion may be transmitted in an E2 configuration update
process. For example, the second message is a near
real-time RIC configuration update response message.
The configuration information is transmitted in the E2
configuration update process, so that AI measurement
information collection can be configured after a CU/DU
device is started. This has better flexibility. Further,
broadcasting the common channel resource helps im-
plement anonymous reporting of the measurement infor-
mation, to ensure that privacy of the terminal is not dis-
closed.
[0026] According to a fourth aspect, a measurement
information collection method is provided. The method
includes the following steps: A near real-time radio ac-
cess network intelligent controller RIC sends a first mes-
sage to a centralized unit CU, where the first message
includes configuration information, the configuration in-
formation includes information about a common channel
resource, and the common channel resource is used to
transmit measurement information. The RIC receives the
measurement information from the CU, where the meas-
urement information includes measurement information
that is received by a distributed unit DU on the common
channel resource and that is from a terminal device. In
this way, the measurement information is transmitted by
configuring the common channel resource, so that priva-
cy of the terminal can be protected from being disclosed,
and the measurement information can be collected.
[0027] In a possible design, the first message further
includes a first GTP-tunnel endpoint identifier, the first
GTP-tunnel endpoint identifier is used to identify an end-
point of a tunnel on the near real-time RIC, and the tunnel
is used to transmit the measurement information on an
E2 interface. The method further includes: The RIC re-

ceives a second GTP-tunnel endpoint identifier from the
CU, where the second GTP-tunnel endpoint identifier is
used to identify an endpoint of the tunnel on the CU, and
the tunnel is used to transmit the measurement informa-
tion on the E2 interface. Compared with transmitting the
measurement information by using signaling, transmit-
ting the measurement information through the tunnel on
the E2 interface can support a larger data amount.
[0028] In a possible design, the first message is an E2
setup response message. The configuration information
is transmitted in an E2 setup process, and AI air interface
configuration information is broadcast through an air in-
terface. In this way, AI measurement information collec-
tion can be quickly started. Further, broadcasting the
common channel resource helps implement anonymous
reporting of the measurement information, to ensure that
privacy of the terminal is not disclosed.
[0029] In a possible design, the first message is a near
real-time RIC configuration update response message.
The configuration information is transmitted in an E2 con-
figuration update process, so that AI measurement infor-
mation collection can be configured after a CU/DU device
is started. This has better flexibility. Further, broadcasting
the common channel resource helps implement anony-
mous reporting of the measurement information, to en-
sure that privacy of the terminal is not disclosed.
[0030] With reference to the second aspect, the third
aspect, or the fourth aspect, there may be the following
possible design: The configuration information further in-
cludes a determining parameter, and the determining pa-
rameter is used by the terminal to determine whether the
measurement information needs to be collected. Option-
ally, the determining parameter includes one or a com-
bination of the following: an area range, a service type,
a slice, a slice list, a terminal type, or a terminal selection
factor that is applicable to the configuration information.
[0031] With reference to the first aspect, the second
aspect, the third aspect, or the fourth aspect, there may
be the following possible design:
In a possible design, the configuration information further
includes a measurement item and/or an index value of
the configuration information, and the index value of the
configuration information is used to distinguish a plurality
of sets of configuration information.
[0032] The measurement item may include one or a
combination of the following: cell quality, beam quality,
radio link failure information, connection setup failure in-
formation, an uplink sending delay, or signal strength.
[0033] In a possible design, the configuration informa-
tion further includes one or more of the following: a trigger
condition for sending the measurement information, an
interval of sending the measurement information, or a
quantity of times of sending the measurement informa-
tion, used to indicate when the terminal can report the
measurement information. In a possible design, the com-
mon channel resource includes one or a combination of
the following: a random access resource and a physical
uplink shared channel resource.
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[0034] In a possible design, the measurement informa-
tion includes any one of the following: information used
for machine learning, a gradient used for federated learn-
ing, cell quality, beam quality, radio link failure informa-
tion, connection setup failure information, an uplink send-
ing delay, or signal strength.
[0035] In a possible design, the configuration informa-
tion further includes a machine learning model and/or a
machine learning algorithm
[0036] In a possible design, the configuration informa-
tion further includes a key. The configuration information
is encrypted, so that a malicious terminal cannot obtain
the configuration information of the common channel re-
source, and the malicious terminal cannot correctly use
the common channel resource to send uplink data.
[0037] Optionally, the terminal may obtain a corre-
sponding decryption key after registering with a mobile
network, from a default setting, or in another manner.
[0038] In a possible design, the measurement informa-
tion includes the key.
[0039] In a possible design, the configuration informa-
tion is generated by the DU, and an encryption function
is introduced into the DU, for example, a PDCP layer is
introduced, to perform encryption processing on the con-
figuration information at the PDCP layer.
[0040] Alternatively, a new process is added between
the CU and the DU. The DU sends the generated con-
figuration information to the CU, the CU encrypts the con-
figuration information and returns the encrypted config-
uration information to the DU, and the DU broadcasts the
configuration information on an air interface.
[0041] For terminals that do not register with a network,
a specific dedicated identifier may be allocated to each
of the terminals at delivery, and the dedicated identifier
carries verification information.
[0042] A network device learns of a verification algo-
rithm in advance, and the terminal includes the dedicated
identifier when reporting the measurement information.
After receiving the dedicated identifier, the network de-
vice determines, by using the verification algorithm,
whether the measurement information is reported by an
authorized terminal. According to a fifth aspect, an ap-
paratus is provided. The apparatus may be a terminal,
an apparatus (for example, a chip, a chip system, or a
circuit) in the terminal, or an apparatus that can be used
in cooperation with the terminal. In a design, the appa-
ratus may include modules that are in one-to-one corre-
spondence with the methods/operations/steps/actions
described in the first aspect. The modules may be imple-
mented by a hardware circuit, software, or a combination
of a hardware circuit and software. In a design, the ap-
paratus may include a processing module and a commu-
nication module. The processing module is configured
to invoke the communication module to perform a receiv-
ing function and/or a sending function. An example is as
follows:
The processing module is configured to invoke the com-
munication module to specifically perform the following

operations: receiving a broadcast message from a net-
work device, where the broadcast message includes con-
figuration information, the configuration information in-
cludes information about a common channel resource,
and the common channel resource is used to transmit
measurement information; and sending the measure-
ment information to the network device on the common
channel resource.
[0043] The processing module and the communication
module may further perform the method according to any
one of the first aspect and the possible designs of the
first aspect. Details are not described herein again.
[0044] For beneficial effects achieved in the fifth aspect
and the possible designs, refer to corresponding effects
in the first aspect. Details are not described herein again.
[0045] According to a sixth aspect, an apparatus is pro-
vided. The apparatus may be a network device, an ap-
paratus (for example, a chip, a chip system, or a circuit)
in the network device, or an apparatus that can be used
in cooperation with the network device. The network de-
vice herein may be the network device described in the
second aspect, the CU described in the third aspect, or
the near real-time RIC described in the fourth aspect. In
a design, the apparatus may include modules that are in
one-to-one correspondence with the methods/opera-
tions/steps/actions described in the second aspect, the
third aspect or the fourth aspect. The modules may be
implemented by a hardware circuit, software, or a com-
bination of a hardware circuit and software. In a design,
the apparatus may include a processing module and a
communication module. The processing module is con-
figured to invoke the communication module to perform
a receiving function and/or a sending function. An exam-
ple is as follows:
The processing module is configured to invoke the com-
munication module to specifically perform the following
operations: sending a broadcast message, where the
broadcast message includes configuration information,
the configuration information includes information about
a common channel resource, and the common channel
resource is used to transmit measurement information;
and receiving the measurement information on the com-
mon channel resource. For example, the processing
module is configured to invoke the communication mod-
ule to send a first message to a distributed unit DU, where
the first message includes configuration information, the
configuration information includes information about a
common channel resource, and the common channel re-
source is used to transmit measurement information; and
receive the measurement information from the DU,
where the measurement information includes measure-
ment information that is received by the DU on the com-
mon channel resource and that is from a terminal device.
For example, the processing module is configured to in-
voke the communication module to send a first message
to a centralized unit CU, where the first message includes
configuration information, the configuration information
includes information about a common channel resource,
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and the common channel resource is used to transmit
measurement information; and receive the measurement
information from the CU, where the measurement infor-
mation includes measurement information that is re-
ceived by a distributed unit DU on the common channel
resource and that is from a terminal device.
[0046] The processing module and the communication
module may further perform the method according to any
one of the second aspect, the third aspect, the fourth
aspect, and the possible designs of the aspects. Details
are not described herein again.
[0047] For beneficial effects achieved in the sixth as-
pect and the possible designs, refer to corresponding
effects in the second aspect, the third aspect, or the fourth
aspect. Details are not described herein again.
[0048] According to a seventh aspect, an embodiment
of this application provides an apparatus. The apparatus
includes a communication interface and a processor, and
the communication interface is used by the apparatus to
communicate with another device, for example, to send
and receive data or a signal. For example, the commu-
nication interface may be a transceiver, a circuit, a bus,
a module, or a communication interface of another type,
and the another device may be a network device, for
example, a gNB. For another example, the another de-
vice may be a DU. The processor is configured to invoke
a group of programs, instructions, or data, to perform the
method described in the first aspect. The apparatus may
further include a memory, configured to store the pro-
grams, the instructions, or the data invoked by the proc-
essor. The memory is coupled to the processor, and
when executing the instructions or the data stored in the
memory, the processor can implement the method de-
scribed in the first aspect.
[0049] According to an eighth aspect, an embodiment
of this application provides an apparatus. The apparatus
includes a communication interface and a processor, and
the communication interface is used by the apparatus to
communicate with another device, for example, to send
and receive data or a signal. For example, the commu-
nication interface may be a transceiver, a circuit, a bus,
a module, or a communication interface of another type,
and the apparatus may be a gNB, a DU, a CU, or a near
real-time RIC. The processor is configured to invoke a
group of programs, instructions, or data, to perform the
method described in the second aspect, the third aspect,
or the fourth aspect. The apparatus may further include
a memory, configured to store the programs, the instruc-
tions, or the data invoked by the processor. The memory
is coupled to the processor, and when executing the in-
structions or the data stored in the memory, the processor
can implement the method described in the second as-
pect, the third aspect, or the fourth aspect. According to
a ninth aspect, an embodiment of this application further
provides a computer-readable storage medium. The
computer-readable storage medium stores computer-
readable instructions, and when the computer-readable
instructions are run on a computer, the computer is en-

abled to perform the method according to any one of the
aspects or the possible designs of the aspects.
[0050] According to a tenth aspect, an embodiment of
this application provides a chip system. The chip system
includes a processor, and may further include a memory,
configured to implement the method according to any
one of the first aspect or the possible designs of the first
aspect. The chip system may include a chip, or may in-
clude a chip and another discrete device.
[0051] According to an eleventh aspect, an embodi-
ment of this application provides a chip system. The chip
system includes a processor, and may further include a
memory, configured to implement the method according
to any one of the second aspect, the third aspect, the
fourth aspect, or the possible designs of the aspects. The
chip system may include a chip, or may include a chip
and another discrete device.
[0052] According to a twelfth aspect, an embodiment
of this application provides a system. The system in-
cludes a terminal and a network device, the terminal per-
forms the method according to any one of the first aspect
or the possible designs thereof, and the network device
performs the method according to any one of the second
aspect or the possible designs thereof.
[0053] According to a thirteenth aspect, an embodi-
ment of this application provides a system. The system
includes a terminal, a DU, a CU, and a near real-time
RIC, the terminal performs the method according to any
one of the first aspect or the possible designs thereof,
the DU performs the method according to any one of the
second aspect or the possible designs thereof, the CU
performs the method according to any one of the third
aspect or the possible designs thereof, and the near real-
time RIC performs the method according to any one of
the fourth aspect or the possible designs thereof.
[0054] According to a fourteenth aspect, a computer
program product including instructions is provided. When
the computer program product runs on a computer, the
computer is enabled to perform the method according to
any one of the foregoing aspects and the possible de-
signs of the foregoing aspects.

BRIEF DESCRIPTION OF DRAWINGS

[0055]

FIG. 1a is a schematic diagram 1 of an architecture
of a communication system according to an embod-
iment of this application;
FIG. 1b is a schematic diagram 2 of an architecture
of a communication system according to an embod-
iment of this application;
FIG. 2 is a schematic flowchart of a measurement
information reporting method and a measurement
information collection method according to an em-
bodiment of this application;
FIG. 3 is a schematic diagram of a common channel
resource according to an embodiment of this appli-
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cation;
FIG. 4a is a schematic diagram of a RAN architecture
according to an embodiment of this application;
FIG. 4b is a schematic diagram of implementing an
AI function in a network device gNB according to an
embodiment of this application;
FIG. 4c is a schematic diagram of implementing an
AI function in a CU according to an embodiment of
this application;
FIG. 4d is a schematic diagram of implementing an
AI function in a CU-CP according to an embodiment
of this application;
FIG. 5 is a schematic diagram of a horizontal feder-
ated learning model according to an embodiment of
this application;
FIG. 6 is a schematic diagram of a scenario of multi-
layer AI function deployment according to an em-
bodiment of this application;
FIG. 7 is a schematic flowchart of a measurement
information reporting method and a measurement
information collection method in an application sce-
nario according to an embodiment of this application;
FIG. 8 is a schematic flowchart 1 of a measurement
information reporting method and a measurement
information collection method in an architecture in-
cluding a near real-time RIC, a CU, and a DU ac-
cording to an embodiment of this application;
FIG. 9 is a schematic flowchart 2 of a measurement
information reporting method and a measurement
information collection method in an architecture in-
cluding a near real-time RIC, a CU, and a DU ac-
cording to an embodiment of this application;
FIG. 10 is a schematic flowchart 3 of a measurement
information reporting method and a measurement
information collection method in an architecture in-
cluding a near real-time RIC, a CU, and a DU ac-
cording to an embodiment of this application;
FIG. 11 is a schematic flowchart 1 of a measurement
information reporting method and a measurement
information collection method in an architecture in-
cluding a CU and a DU according to an embodiment
of this application;
FIG. 12 is a schematic flowchart 2 of a measurement
information reporting method and a measurement
information collection method in an architecture in-
cluding a CU and a DU according to an embodiment
of this application;
FIG. 13 is a schematic structural diagram 1 of an
apparatus according to an embodiment of this appli-
cation; and
FIG. 14 is a schematic structural diagram 2 of an
apparatus according to an embodiment of this appli-
cation.

DESCRIPTION OF EMBODIMENTS

[0056] Embodiments of this application provide a
measurement information reporting method, a measure-

ment information collection method, and an apparatus,
so that a terminal reports measurement information
anonymously, thereby helping ensure privacy of the ter-
minal. The method and the apparatus are based on a
same technical concept or similar technical concepts. Be-
cause a problem-resolving principle of the method is sim-
ilar to that of the apparatus, mutual reference may be
made to implementations of the apparatus and the meth-
od. Repeated parts are not described in detail. In descrip-
tions of embodiments of this application, "and/or" de-
scribes an association relationship between associated
objects and indicates that three relationships may exist.
For example, A and/or B may indicate the following three
cases: Only A exists, both A and B exist, and only B
exists. The character "/" generally indicates an "or" rela-
tionship between the associated objects. In this applica-
tion, "at least one" means one or more, and "a plurality
of’ means two or more than two. In addition, it should be
understood that, in the descriptions of this application,
terms such as "first", "second", and "third" are merely
used for differentiation and description, but cannot be
understood as an indication or implication of relative im-
portance or an indication or implication of an order. Ref-
erence to "an embodiment", "some embodiments", or
the like described in this specification means that one or
more embodiments of this application include a specific
feature, structure, or characteristic described with refer-
ence to embodiments. Therefore, statements such as "in
an embodiment", "in some embodiments", "in some oth-
er embodiments", and "in other embodiments" that ap-
pear at different places in this specification do not nec-
essarily mean reference to a same embodiment, instead,
they mean "one or more but not all of embodiments",
unless otherwise specifically emphasized.
Terms "include", "contain", "have", and their variants all
mean "include but are not limited to", unless otherwise
specifically emphasized.
[0057] The measurement information reporting meth-
od and the measurement information collection method
provided in embodiments of this application may be ap-
plied to a 4th generation (4th generation, 4G) communi-
cation system, for example, long term evolution (long
term evolution, LTE), or may be applied to a 5th gener-
ation (5th generation, 5G) communication system, for ex-
ample, 5G new radio (new radio, NR), or may be applied
to various future communication systems.
[0058] The following describes in detail embodiments
of this application with reference to the accompanying
drawings.
[0059] FIG. 1a shows an architecture of a possible
communication system to which a measurement infor-
mation reporting method and a measurement information
collection method are applicable according to an embod-
iment of this application. As shown in FIG. 1, the com-
munication system 100 includes a network device 101
and one or more terminals 102. The network device 101
provides a service for the terminal 102 within a coverage
area. For example, as shown in FIG. 1a, the network
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device 101 provides wireless access for the one or more
terminals 102 within the coverage area of the network
device 101. In addition, there may be an overlapping area
between coverage areas of network devices, for exam-
ple, the network device 101 and a network device 101’.
The network devices may further communicate with each
other. For example, the network device 101 may com-
municate with the network device 101’. The terminal 102
is also referred to as user equipment (user equipment,
UE), a mobile station (mobile station, MS), a mobile ter-
minal (mobile terminal, MT), or the like, and is a device
that provides a user with voice and/or data connectivity.
For example, the terminal 102 includes a handheld de-
vice or a vehicle-mounted device having a wireless con-
nection function. Currently, the terminal 102 may be a
mobile phone (mobile phone), a tablet computer, a note-
book computer, a palmtop computer, a mobile internet
device (mobile internet device, MID), a wearable device
(such as a smartwatch, a smart band, or a pedometer),
a vehicle-mounted device (such as a car, a bicycle, an
electric vehicle, an airplane, a ship, a train, or a high-
speed train), a virtual reality (virtual reality, VR) device,
an augmented reality (augmented reality, AR) device, a
wireless terminal in industrial control (industrial control),
a smart home device (such as a refrigerator, a television,
an air conditioner, or an electricity meter), an intelligent
robot, a workshop device, a wireless terminal in self-driv-
ing (self-driving), a wireless terminal in remote medical
surgery (remote medical surgery), a wireless terminal in
a smart grid (smart grid), a wireless terminal in transpor-
tation safety (transportation safety), a wireless terminal
in a smart city (smart city), a wireless terminal in a smart
home (smart home), a flight device (such as an intelligent
robot, a hot balloon, an uncrewed aerial vehicle, or an
aircraft), or the like. The terminal 102 may alternatively
be another device having a terminal function. For exam-
ple, the terminal 102 may alternatively be a terminal that
has the terminal function in D2D communication.
[0060] The network device 101 is a node in a radio
access network (radio access network, RAN), and may
also be referred to as a base station or a RAN node (or
device). Currently, some examples of the network device
101 are a next-generation NodeB (next-generation
NodeB, gNB), a next-generation evolved NodeB (next-
generation evolved NodeB, Ng-eNB), a transmission re-
ception point (transmission reception point, TRP), an
evolved NodeB (evolved NodeB, eNB), a radio network
controller (radio network controller, RNC), a NodeB
(NodeB, NB), a base station controller (base station con-
troller, BSC), a base transceiver station (base transceiver
station, BTS), a home base station (for example, a home
evolved NodeB, or a home NodeB, HNB), a baseband
unit (baseband unit, BBU), or a wireless fidelity (wireless
fidelity, Wi-Fi) access point (access point, AP). The net-
work device 101 may alternatively be a satellite, and the
satellite may also be referred to as a high-altitude plat-
form, a high-altitude aircraft, or a satellite base station.
The network device 101 may alternatively be another de-

vice having a network device function. For example, the
network device 101 may alternatively be a device that
has the network device function in the D2D communica-
tion. Alternatively, the network device 101 may alterna-
tively be a network device in a possible future communi-
cation system.
[0061] In some deployments, the network device may
include a centralized unit (centralized unit, CU) and a
distributed unit (distributed unit, DU). To be specific, func-
tions of a base station in an original access network are
split, some functions of the base station are deployed on
one CU, the remaining functions are deployed on a DU,
and one or more DUs share one CU. This can reduce
costs and facilitate network expansion. The network de-
vice may further include an active antenna unit (active
antenna unit, AAU). The CU implements some functions
of the network device, and the DU implements some func-
tions of the network device. For example, the CU is re-
sponsible for processing a non-real-time protocol and
service, and implements functions of a radio resource
control (radio resource control, RRC) layer, a service da-
ta adaptation protocol (service data adaptation protocol,
SDAP) layer, and a packet data convergence protocol
(packet data convergence protocol, PDCP) layer. The
DU is responsible for processing a physical layer protocol
and a real-time service, and implements functions of a
radio link control (radio link control, RLC) layer, a media
access control (media access control, MAC) layer, and
a physical (physical, PHY) layer. The AAU implements
some physical layer processing functions, radio frequen-
cy processing, and a function related to an active anten-
na. Information at the RRC layer is eventually converted
into information at the PHY layer, or is converted from
information at the PHY layer. Therefore, in this architec-
ture, higher layer signaling such as RRC layer signaling
may also be considered as being sent by the DU or sent
by the DU and the AAU. It may be understood that the
network device may be a device including one or more
of a CU node, a DU node, and an AAU node. In addition,
the CU may be classified into a network device in an
access network (radio access network, RAN), or the CU
may be classified into a network device in a core network
(core network, CN). This is not limited in this application.
[0062] In a 3GPP NR next-generation radio access
technology (next-generation RAT) protocol, the CU and
the DU are connected through an F1 interface. On behalf
of the gNB, the CU is connected to the core network
through an NG interface. On behalf of the gNB, the CU
is connected to another gNB through an Xn interface. On
behalf of the gNB, the CU may alternatively be connected
to another eNB through an X2 interface to perform a dual
connectivity operation.
[0063] Further, as shown in FIG. 1b, the CU may be
further divided into a CU-control plane (control plane, CP)
and a CU-user plane (user plane, UP). The CU-CP is
responsible for a control plane function, and mainly in-
cludes an RRC layer and a PDCP layer corresponding
to the control plane, namely, a PDCP-C. The PDCP-C is
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mainly responsible for encryption and decryption, integ-
rity protection, data transmission, and the like of control
plane data. The CU-UP is responsible for a user plane
function, and mainly includes an SDAP layer and a PDCP
layer corresponding to the user plane, namely, a PDCP-
U. The SDAP is mainly responsible for processing data
of the core network and mapping a flow to a bearer. The
PDCP-U is mainly responsible for encryption and decryp-
tion, integrity protection, header compression, serial
number maintenance, data transmission, and the like of
a data plane. The CU-CP is connected to the CU-UP
through an E1 interface. On behalf of the gNB, the CU-
CP is connected to the core network through the NG in-
terface, and is connected to the DU through an F1 inter-
face-control plane, namely, F1-C. The CU-UP is connect-
ed to the DU through an F1 interface-user plane, namely,
F1-U. Certainly, in another possible implementation, the
PDCP-C is also in the CU-UP.
[0064] Based on the architectures of the communica-
tion systems shown in FIG. 1a and FIG. 1b, the following
describes in detail methods provided in embodiments of
this application. As shown in FIG. 2, a procedure of a
measurement information reporting method and a meas-
urement information collection method according to an
embodiment of this application is described as follows.
[0065] S201. A network device sends a broadcast
message.
[0066] The broadcast message includes configuration
information. The configuration information includes infor-
mation about a common channel resource. The common
channel resource is used to transmit measurement infor-
mation, that is, the common channel resource is used by
a terminal to report the measurement information.
[0067] S202. The terminal receives the broadcast
message from the network device.
[0068] S203. The terminal sends the measurement in-
formation to the network device on the common channel
resource. The network device receives the measurement
information on the common channel resource.
[0069] The following describes some possible imple-
mentations of the steps and some possible designs of
embodiments of this application.
[0070] In a possible design, the network device may
alternatively send the configuration information to the ter-
minal in an RRC connected state by using dedicated sig-
naling. This is not limited to an implementation of notifying
the configuration information by using the broadcast
message.
[0071] The configuration information may further in-
clude some other information. An example is as follows:
The configuration information may include an index value
or an identifier of the configuration information. If the
broadcast message includes a plurality of sets of config-
uration information, the plurality of sets of configuration
information may be distinguished by using the index val-
ue or the identifier. The index value of the configuration
information may indicate or be associated with all infor-
mation included in the configuration information. For the

index value of the configuration information, the terminal
may include the index value when reporting the meas-
urement information, and the index value is used to in-
dicate that the reported measurement information is
based on the configuration information indicated by the
index value in the plurality of sets of configuration infor-
mation.
[0072] The configuration information may include an
area range. The area range indicates an area to which
the configuration information is applicable. The area
range may be a geographical range. For example, the
area range is one or more cells, and the one or more
cells may be indicated in a form of a cell list. If the network
device sends a plurality of sets of configuration informa-
tion to the terminal, and cells or cell lists to which the
plurality of sets of configuration information are applica-
ble are not completely the same, an area range in a set
of configuration information may be mapped to an index
of the configuration information. One index corresponds
to one set of configuration information, that is, one index
corresponds to one area range. Alternatively, the plurality
of sets of configuration information may be sent by using
a plurality of messages, to distinguish configuration in-
formation of different area ranges.
[0073] The area range may alternatively be a geo-
graphical area. Generally, the geographical area refers
to an area defined by longitude and latitude.
[0074] The configuration information may include a
measurement item. The measurement item refers to in-
formation that needs to be measured by the terminal. For
example, the measurement item includes one or a com-
bination of the following: cell quality, beam quality, radio
link failure information, connection setup failure informa-
tion, an uplink sending delay, or signal strength. The radio
link failure information may include information such as
neighboring cell quality and a quantity of access attempts
that is collected when a radio link failure occurs on the
terminal. The connection setup failure information may
include one or more of the following information obtained
when a connection setup failure occurs: a cell, a location,
time, a measurement result of a neighboring cell, a quan-
tity of random access preamble sending attempts, infor-
mation indicating whether a conflict is detected, or infor-
mation indicating whether an uplink transmit power upper
limit is reached. The signal strength may be signal
strength of a wireless local area network (wireless local
area network, WLAN).
[0075] The configuration information may include a ter-
minal selection factor. The terminal selection factor is
used by the terminal to determine whether the measure-
ment information needs to be collected. The terminal se-
lection factor may be a fixed value, for example, may be
a value greater than 0 and less than 1, for example, 0.4,
0.5, or 0.6. A quantity of terminals that report the meas-
urement information may be controlled by using the ter-
minal selection factor. For example, if a quantity of ter-
minals that receive the configuration information is 100%,
50% of the terminals may be controlled, by using the
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terminal selection factor, to report the measurement in-
formation. In this way, the measurement information can
be collected, and air interface resources can be saved.
Optionally, the terminal selection factor may be shared
by a plurality of sets of configuration information, or the
terminal selection factor may be independently set for
each set of configuration information.
[0076] The configuration information may include a
trigger condition for sending the measurement informa-
tion or a trigger condition for reporting the measurement
information, used to indicate a condition under which the
terminal triggers reporting of the measurement informa-
tion. The trigger condition may be periodic, or may be
event-triggered. For example, reporting is triggered when
quality of a serving cell is lower than a specified threshold.
The trigger condition may further include triggering re-
porting immediately after the measurement information
is collected, triggering reporting after a specified quantity
of measurement information is collected, or triggering re-
porting when agreed time is reached. For the agreed
time, a timer may be set when the configuration informa-
tion is received, and the agreed time is reached when
the timer expires.
[0077] The configuration information may include an
interval of sending the measurement information or an
interval of reporting the measurement information. The
interval indicates how often the terminal sends the meas-
urement information.
[0078] The configuration information may include a
quantity of times of sending the measurement informa-
tion, used to indicate a quantity of times that the terminal
needs to send the measurement information after receiv-
ing the configuration information.
[0079] The configuration information may include a
service type, used to indicate a specific service type for
which measurement is to be performed.
[0080] The configuration information may include a
slice or a slice list, used to indicate a service of a specific
slice for which measurement is to be performed. The slice
or the slice list may also be considered as a representa-
tion form of the area range. Similarly, if the network device
sends a plurality of sets of configuration information to
the terminal, and slices or slice lists in the sets of config-
uration information are not completely the same, a slice
or a slice list in a set of configuration information may be
mapped to an index of the configuration information. One
index corresponds to one set of configuration informa-
tion, that is, one index corresponds to one set of slices
or one slice list. Alternatively, the plurality of sets of con-
figuration information may be sent by using a plurality of
messages, to distinguish configuration information of dif-
ferent slices or slice lists.
[0081] The configuration information may include a ter-
minal type, used to indicate a terminal of a specific type
that needs to collect and report the measurement infor-
mation.
[0082] Certainly, the configuration information may fur-
ther include other information. This is not limited herein.

[0083] The network device determines specific cells in
which the configuration information is broadcast, and
may determine, based on a slice to which the configura-
tion information is applicable, the specific cells in which
the configuration information is broadcast. In the cell in
which the configuration information is broadcast, the net-
work device may broadcast the configuration information
by using an independent system information block (sys-
tem information block, SIB), or may broadcast the con-
figuration information by sharing one SIB with other sys-
tem information. The network device may alternatively
send the configuration information by using another
broadcast mechanism such as paging. After the terminal
receives the configuration information and before S203,
the method may further include the following steps.
[0084] S204. The terminal determines whether to col-
lect the measurement information, and if yes, performs
S205. Otherwise, the terminal does not collect the meas-
urement information and the procedure ends.
[0085] The configuration information further includes
a determining parameter, and the determining parameter
is used by the terminal to determine whether the meas-
urement information needs to be collected. Specifically,
the terminal may determine, based on a status of the
terminal and the determining parameter in the received
configuration information, whether to participate in meas-
urement information collection. The determining param-
eter may include one or a combination of the following:
an area range, a service type, a slice type, a terminal
capability, a terminal type, or a terminal selection factor.
[0086] For example, the configuration information in-
cludes the area range, and the terminal may determine,
based on a location and the area range of the terminal,
whether to collect the measurement information. If the
location of the terminal is within the area range, the ter-
minal participates in measurement information collec-
tion; otherwise, the terminal does not collect the meas-
urement information.
[0087] For example, the configuration information in-
cludes the service type, and the terminal determines,
based on a service performed by the terminal and the
service type, whether to collect the measurement infor-
mation. If a type of the service performed by the terminal
matches the service type, the terminal participates in
measurement information collection; otherwise, the ter-
minal does not collect the measurement information. If
the configuration information includes the slice type, the
terminal may further determine, based on a slice to which
the service performed by the terminal belongs, whether
to collect the measurement information. If a type of the
slice to which the service performed by the terminal be-
longs matches the slice type, the terminal participates in
measurement information collection; otherwise, the ter-
minal does not collect the measurement information.
[0088] For another example, the configuration informa-
tion includes the terminal type, and the terminal may com-
pare a type of the terminal with the terminal type included
in the configuration information. If the type of the terminal
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matches the terminal type included in the configuration
information, the terminal collects the measurement infor-
mation; otherwise, the terminal does not collect the
measurement information.
[0089] Matching in this embodiment of this application
may mean sameness or matching in another sense, for
example, belonging to or being similar to.
[0090] For another example, the configuration informa-
tion includes the terminal selection factor. The terminal
may generate a random number, and determine, based
on a result of comparison between the random number
and the selection factor, whether to participate in meas-
urement information collection. For example, if the se-
lection factor is 0.6, the terminal may generate a random
number from 0 to 1. If the random number is greater than
0.6, the terminal participates in measurement information
collection; otherwise, the terminal does not collect the
measurement information.
[0091] Each determining condition for the terminal to
determine whether to collect the measurement informa-
tion may be executed separately. Alternatively, two or
more conditions may be combined for determining, and
the terminal determines to collect the measurement in-
formation when the two or more conditions are satisfied.
[0092] S205. The terminal collects the measurement
information, and performs S203 when a reporting condi-
tion is satisfied. After determining to collect the measure-
ment information, the terminal collects the measurement
information based on the measurement item in the con-
figuration information.
[0093] When the trigger condition that is in the config-
uration information and that is for sending the measure-
ment information is satisfied, S203 is performed. Option-
ally, after collecting the measurement information, the
terminal may send the measurement information based
on some parameters in the configuration information. For
example, the measurement information is sent based on
the interval of sending the measurement information or
the quantity of times of sending the measurement infor-
mation in the configuration information. The measure-
ment information may be sent at a time or periodically,
or the quantity of times of sending the measurement in-
formation may be a specific quantity of times. The termi-
nal may immediately start to collect the measurement
information after receiving the configuration information.
The terminal may alternatively start to collect the meas-
urement information when a specific condition is satis-
fied. The condition herein may be delivered by the net-
work device by using the configuration information, or
may be determined by the terminal.
[0094] If the network device delivers a plurality of sets
of configuration information, the configuration informa-
tion further includes an index value of the configuration
information. When collecting measurement information,
the terminal also needs to determine, based on the index
value, to collect measurement information corresponding
to a specific set of configuration information. In addition,
when sending the measurement information to the net-

work device, the terminal also needs to include the index
value, used to indicate the set of configuration informa-
tion to which the measurement information reported by
the network device is specific.
[0095] When sending the measurement information to
the network device, the terminal does not include an iden-
tifier of the terminal. In this case, the terminal sends the
measurement information to the network device on the
common channel resource without including the identifier
of the terminal. In this way, when receiving the measure-
ment information, the network device does not know a
specific terminal that sends the measurement informa-
tion. Therefore, privacy of the terminal can be protected
from being disclosed, and the measurement information
can be collected.
[0096] The terminal sends the measurement informa-
tion on the common channel resource indicated by the
configuration information. The common channel re-
source includes at least one of a time domain resource,
a frequency domain resource, or a code domain re-
source. For example, as shown in FIG. 3, it is specified
that a time-frequency resource that uses a sixth resource
block to an eleventh resource block (resource block, RB)
of a system frame number 1 and a subframe number 3
as an offset and uses a time length of two system frames
as a periodicity is the common channel resource. The
time-frequency domain resource may be a physical ran-
dom access channel (physical random access channel,
PRACH) resource for performing a random access proc-
ess, a physical uplink shared channel (physical uplink
shared channel, PUSCH) resource for performing uplink
data transmission, or even a combination of the two re-
sources. The PUSCH resource herein, commonly known
as a grant-free (grant-free) resource in 3GPP, is still a
common channel resource, even if the grant-free re-
source is configured for the terminal by using dedicated
signaling. The network device may configure a same
grant-free resource for a plurality of terminals by using
the dedicated signaling, or configure the same grant-free
resource for all terminals by using the broadcast mes-
sage, so that different terminals contend for use.
[0097] For a specific time-frequency-code resource
structure, refer to a protocol specification in 3GPP Re-
lease 15.
[0098] If the common channel resource in the config-
uration information includes the PRACH resource, and
the configuration information does not indicate a dedi-
cated preamble, the terminal may randomly select a pre-
amble. For two-step random access, the common chan-
nel resource in the configuration information includes the
PRACH resource and one or more paired PUSCH re-
sources, and the terminal sends the selected preamble
on the PRACH resource and sends the measurement
information on the paired PUSCH resource.
[0099] Optionally, if the terminal is in an uplink syn-
chronization state, the terminal only needs to send the
measurement information on the PUSCH resource, and
does not need to send the preamble. The terminal may
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select, at a moment of reporting the measurement infor-
mation, a resource closest to the current moment from
PRACH resources indicated by the configuration infor-
mation, to send the preamble, and send the measure-
ment information on a paired PUSCH resource. For four-
step random access, the terminal sends the selected pre-
amble on the PRACH resource, and the terminal may
select a closest PRACH resource to send the preamble.
The terminal receives a message 2 sent by the network
device. The terminal sends a message 3 to the network
device, where the message 3 carries the measurement
information.
[0100] Because the common channel resource is not
dedicated to one terminal, when the terminal uses the
common channel resource to send the measurement in-
formation, a conflict and a sending failure may be caused
when the terminal and another terminal use a same com-
mon channel resource at the same time. In this case, a
mechanism similar to that in the four-step random access
or the two-step random access may be reused to resolve
the problem. Details are not described in this embodi-
ment of this application. For detailed descriptions of proc-
esses of the two-step random access and the four-step
random access, refer to a protocol specification in 3GPP
Release 16.
[0101] The network device in the foregoing method
embodiment may be a gNB. When applied to a CU/DU
split architecture, the network device may alternatively
be a DU.
[0102] This embodiment of this application may be ap-
plied to any scenario in which a network collects meas-
urement information from a terminal. The terminal col-
lects some measurement information based on an indi-
cation of the network, and reports the measurement in-
formation to a network side. The following uses some
possible applicable scenarios as examples.

Scenario 1: MDT

[0103] In LTE and NR systems, 3GPP standardizes
minimization of drive tests (minimization of drive Tests,
MDT), to reduce drive tests. In the MDT, whether mobile
network signals in different areas have problems such
as poor signal coverage or strong interference may be
detected. The MDT includes logged MDT (logged MDT)
and immediate MDT (immediate MDT). The logged MDT
means that the terminal in an idle state or an inactive
state periodically records a log based on a network con-
figuration, or records a preset event when the event oc-
curs. When accessing a system, the terminal reports the
recorded event to the network. Specific recorded content
includes an event type, occurrence time, a location, sig-
nal quality when the event occurs, and the like. A plurality
of events and/or a plurality of records may be reported
at a time. The immediate MDT is a detection manner in
which the terminal is configured by the network to perform
detection, and the terminal provides feedback immedi-
ately after the detection.

[0104] In a possible implementation, in the scenario 1,
to avoid a privacy risk of the terminal, a manner of sub-
scribing to some users to obtain the users’ consent in
advance is used. When a terminal corresponding to the
user accesses the system, a core network may know,
based on subscription data, whether the terminal is al-
lowed by the user to participate in MDT data collection.
If the terminal is allowed, the core network notifies the
network device, so that the network device selects an
appropriate terminal when receiving an MDT detection
task from a network management system. Operations of
this method are complex, and the MDT detection task
may fail to be performed because no appropriate terminal
can be selected. In addition, the users’ doubts about pri-
vacy disclosure cannot be completely eliminated. Based
on the method provided in this embodiment of this appli-
cation, a disadvantage of the privacy disclosure of the
terminal can be completely eliminated.

Scenario 2: Self-organizing network (self-organizing net-
work, SON)

[0105] The SON mainly aims to implement self-config-
uration, self-optimization, and self-maintenance of the
network device. Specific characteristics include an auto-
matic neighbor relation (automatic neighbor relation,
ANR), mobility robustness optimization (mobility robust-
ness optimization, MRO), mobility load balancing (mo-
bility load balancing, MLB), random access channel (ran-
dom access channel, RACH) optimization, energy sav-
ing, capacity and coverage optimization (capacity & cov-
erage optimization, CCO), and physical cell identifier
(physical cell identifier, PCI) conflict detection.
[0106] When this embodiment of this application is ap-
plied to the scenario 2, the terminal is enabled to report
the collected measurement information on the common
channel resource, thereby protecting the privacy of the
terminal.

Scenario 3: RAN Intelligentization Scenario

[0107] Artificial intelligence and machine learning (ma-
chine learning, ML) are introduced into RAN intelligen-
tization. In machine learning, the measurement informa-
tion collected by the terminal needs to be collected.
[0108] The RAN intelligentization is to introduce an ar-
tificial intelligence (artificial intelligence, AI) technology
into a RAN. In the RAN, AI is used to optimize network
configuration and parameter setting, and implement dy-
namic optimization based on different time, different lo-
cations, and different services.
[0109] Artificial intelligence is a branch of computer sci-
ence, and simulation of an information process of human
consciousness and thinking. ML is a core of artificial in-
telligence and is a branch of artificial intelligence. A ma-
chine learning theory is mainly to design and analyze
some algorithms that enable a computer to automatically
"learn". A machine learning algorithm is an algorithm that

21 22 



EP 4 075 843 A1

13

5

10

15

20

25

30

35

40

45

50

55

automatically analyzes data to obtain a rule and uses the
rule to predict unknown data.
[0110] To better understand the concept of RAN intel-
ligentization, the following examples are used for further
description. In an urban environment, available wireless
spectra are saturated. To satisfy the rapid growth of serv-
ice requirements, it is inevitable to increase a quantity of
antennas in the 4G and 5G eras. A massive antenna
technology (massive MIMO) is one of core technologies
in the 5G era. To exploit advantages of massive MIMO
to the full, parameters of a massive MIMO network device
need to be flexibly and adaptively adjusted, to adapt to
service changes. However, antenna combination param-
eters vary with different locations, different scenarios,
and different user distribution. In the 3G era, there are
only 13 antenna parameter combinations (horizontal
beamwidth and vertical beamwidth), which are easy to
select based on expert experience. In the 4G era, there
are hundreds of antenna parameter combinations (hori-
zontal beamwidth, vertical beamwidth, and downtilt),
which are difficult to determine based on the past expe-
rience. In the 5G era, there are thousands of parameter
combinations (horizontal beamwidth, vertical
beamwidth, downtilt, and a horizontal angle), which can-
not be implemented by manual experience determining.
Faced with a large quantity of parameter combinations
and rapid service changes, and with low efficiency, high
risks, and implementation difficulty of manual operations,
the massive MIMO network device urgently requires a
more intelligent and optimizable mechanism. AI is intro-
duced to analyze and process a correspondence be-
tween various complex scenario features and beam pa-
rameter combinations, and can greatly shorten a long
debugging phase and quickly obtain an optimal beam
configuration parameter in a scenario at a specific loca-
tion.
[0111] AT&T, China Mobile, Deutsche Telekom, NTT
DOCOMO, and Orange jointly announced establishment
of the open radio access network (open radio access
network, O-RAN) Alliance. The O-RAN Alliance is a glo-
bal operator-oriented project and aims to promote open-
ness of a next-generation radio access network. The O-
RAN Alliance proposes the concept of O-RAN, aiming to
bring changes in the following three aspects to the radio
access network RAN:

(1) Refine industrial division of radio device research
and development and introduce a large quantity of
standardized interfaces, to improve overall efficiency
and competitiveness of the industry.
(2) Reduce research and development investment
of the participated companies through reuse and
sharing of open source software and a hardware ref-
erence design.
(3) Introduce the artificial intelligence technology to
improve adaptability of a device to a complex envi-
ronment.

[0112] For these changes, the O-RAN Alliance propos-
es a new RAN architecture in a released whitepaper, as
shown in FIG. 4a. The RAN architecture includes a near
real-time radio access network intelligent controller (near
real-time RAN intelligent controller, near-RT RIC), a CU,
and a DU. The DU implements functions of RLC, MAC,
and RLC layers. The CU implements functions of RRC
and PDCP layers. The near real-time RIC implements a
function of an application layer (app layer). In an O-RAN
architecture, an AI function is implemented in the near
real-time RIC. The near real-time RIC may include func-
tions such as radio connection management, mobility
management, QoS management, interference manage-
ment, and an artificial intelligence training model. The
functions of the protocol layers implemented by the CU
and the DU in FIG. 4a are merely examples.
[0113] Compared with a current RAN architecture in 3
GPP, in the open RAN architecture proposed by O-RAN,
the near real-time near-RT RIC and an E2 interface are
added to a RAN. The CU and the DU may be connected
through an F1 interface, and the near real-time RIC and
the CU may be connected through the E2 interface.
[0114] As shown in FIG. 4a, the AI function is imple-
mented in the near real-time RIC. In some other possible
implementations, the AI function may alternatively be im-
plemented in another part.
[0115] For example, as shown in FIG. 4b, the AI func-
tion is implemented in a network device gNB.
[0116] If an access network node is in a CU/DU split
architecture, as shown in FIG. 4c, the AI function is usu-
ally implemented in a CU, or may be implemented in a
DU, or even both the CU and the DU have the AI function.
[0117] If the access network node is in a CU/DU and
CP/UP split architecture, as shown in FIG. 4d, the AI
function is usually implemented in a CU-CP, or may be
implemented in a DU, or even both the CU-CP and the
DU have the AI function. The following describes a ma-
chine learning process.
[0118] In conventional machine learning modeling, da-
ta required for training a model is usually aggregated to
a data center, then the model is trained, and prediction
is performed next. In addition to such centralized ma-
chine learning, there is distributed machine learning with
federated learning as a typical example. Federated learn-
ing is classified into horizontal federated learning and
vertical federated learning. As shown in FIG. 5, in hori-
zontal federated learning, each machine downloads a
model from a server, then trains the model by using local
data, and next returns an updated parameter (or gradi-
ent) to the server after encryption. The server aggregates
the parameters returned by the machines, updates the
model, and feeds back a latest model to each machine.
Horizontal federated learning is applicable to a scenario
in which participants have a same service status but dif-
ferent target customers, for example, between different
RANs of a same core network, or between different ter-
minals of a same RAN. Vertical federated learning is ap-
plicable to a scenario in which there are more overlapping
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users but fewer overlapping features, for example, be-
tween a supermarket and a bank, or between a radio
access network and a core network in a mobile network.
[0119] In this embodiment of this application, a device
deployed with the AI function needs to obtain measure-
ment information collected by a terminal, to perform ma-
chine learning. This embodiment of this application is ap-
plicable to both conventional machine learning and fed-
erated learning. If this embodiment of this application is
applied to the conventional machine learning, the device
with the AI function obtains the measurement information
collected by the terminal. If this embodiment of this ap-
plication is applied to the federated learning, the device
with the AI function may obtain data obtained after the
measurement information collected by the terminal is
processed, that is, a model gradient.
[0120] This embodiment of this application is further
applicable to a multi-layer AI function deployment sce-
nario. For example, as shown in FIG. 6, the AI function
may be deployed in all of a cloud (cloud), a network man-
agement system (network management system, NMS),
a fifth generation core network (5th generation core net-
work, 5GC), a RAN, and a terminal. In the multi-layer AI
function deployment scenario, a protocol layer of cloud
AI is generally the highest. A machine learning model
trained by the cloud AI may be output to the NMS and
the 5GC as an initial model or a model update basis for
machine learning of the NMS and the 5GC. A machine
learning model of the NMS may be used as a model input
for machine learning of the 5GC and the RAN. Further,
a machine learning model of the RAN may be used as a
model input of machine learning of the terminal. On the
contrary, NMS/5GC AI provides data required for ma-
chine learning or a model gradient in federated learning
for the cloud AI, 5GC/RAN AI provides data required for
machine learning or a model gradient in federated learn-
ing for NMS AI, and terminal AI provides data required
for machine learning or a model gradient in federated
learning for RAN AI. The foregoing layer relationship is
only an example. This is not limited during actual appli-
cation.
[0121] With reference to the RAN intelligentization sce-
nario and based on the descriptions of the foregoing
method embodiment, the following further describes in
detail a measurement information sending method and
the measurement information collection method provid-
ed in embodiments of this application.
[0122] In the RAN intelligentization scenario, a device
deployed with an AI function needs to perform machine
learning, and needs to perform machine learning by col-
lecting measurement information collected by a terminal.
In this scenario, configuration information may further in-
clude a machine learning model. The configuration infor-
mation may further include a machine learning algorithm.
The configuration information may further include some
other information of machine learning. The measurement
information reported by the terminal may include infor-
mation used for machine learning. In a federated learning

scenario, configuration information delivered by a net-
work side includes a configuration related to federated
learning. After determining that measurement informa-
tion needs to be collected, a terminal performs gradient
calculation for federated learning. The measurement in-
formation reported by the terminal may include a gradient
used for federated learning, that is, the foregoing model
gradient.
[0123] If the architecture shown in FIG. 4b is used for
AI deployment, that is, an AI function is deployed in an
integrated gNB device, the RAN intelligentization sce-
nario may be applied with reference to the foregoing
method embodiment. If the architecture shown in FIG.
4a is used for AI deployment, the network device in the
foregoing method embodiment may be a DU, and the DU
performs the operations of the network device. The fol-
lowing describes in detail the operations performed by
the CU and the near real-time RIC, and some optional
method implementation details in this scenario.
[0124] As shown in FIG. 7, based on the architecture
shown in FIG. 4a, a near real-time RIC sends configura-
tion information to a CU. The configuration information
in this scenario may be referred to as machine learning
configuration information or AI configuration information.
The CU sends the configuration information to a DU. The
DU may send the configuration information to a terminal
in a broadcast manner. Refer to related step descriptions
of the foregoing embodiment in FIG. 2. The configuration
information includes a common channel resource, used
to transmit measurement information. After receiving the
configuration information, the terminal sends the meas-
urement information to the DU on the common channel
resource. The terminal may send the measurement in-
formation by using a message 3 (Msg3), a message A
(MsgA), or a PUSCH. For details, refer to related step
descriptions of the foregoing embodiment in FIG. 2.
[0125] After receiving the measurement information,
the DU sends the measurement information to the CU,
and the CU sends the measurement information to the
near real-time RIC.
[0126] In this way, the near real-time RIC may perform
machine learning based on the measurement informa-
tion. Optionally, before the measurement information is
transmitted from the DU to the CU, and from the CU to
the near real-time RIC, an ML shared channel may be
established, and the ML shared channel is specially used
to transmit the measurement information.
[0127] Based on the foregoing descriptions, as shown
in FIG. 8, the following further describes in detail a meas-
urement information reporting method and a measure-
ment information collection method in an architecture in-
cluding a near real-time RIC, a CU, and a DU.
[0128] S801. Perform an E2 setup (setup) process be-
tween the near real-time RIC and the CU.
[0129] The E2 setup process is used for information
exchange between the near-RT RIC and the CU. In this
process, the CU sends an E2 setup request (E2 setup
request) message to the near-RT RIC first, and then the
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near-RT RIC returns an E2 setup response (E2 setup
response) message to the CU. The information exchange
between the near-RT RIC and the CU is completed by
using the two messages. The E2 setup request message
includes at least identifier information or name informa-
tion of the CU. The E2 setup response message includes
at least AI configuration information.
[0130] The AI configuration information includes one
or more sets of AI configurations. Each set of AI config-
urations corresponds to one AI instance (AI instance).
Each set of AI configurations includes at least AI enabling
information. The AI enabling information is used to indi-
cate whether the near real-time RIC or a higher-layer
network (an NMS or a 5GC) enables an AI function. The
AI enabling information may be a Boolean value or an
enumerated value. If the AI configuration information in-
cludes a plurality of sets of AI configurations, the AI con-
figuration information further includes an AI index. The
AI index is used to indicate an index of each set of AI
configurations, to distinguish different AI instances. The
AI configuration information may include the AI index to
implicitly indicate AI enabling. In this case, an explicit AI
enabling indication is not required. If the AI configuration
information includes only one set of AI configurations,
the AI configuration information may not include the AI
index. However, to add another AI configuration subse-
quently, the AI configuration information may also include
the AI index to distinguish different AI instances.
[0131] The AI configuration information may include
any one or more items included in the configuration in-
formation in the embodiment in FIG. 2.
[0132] For example, the AI configuration information
includes a measurement item that may be denoted as a
terminal measurement item and that is used to indicate
information that a terminal needs to measure. Optionally,
the AI configuration information may further include a
base station measurement item. The AI configuration in-
formation may include one or two of the terminal meas-
urement item and the base station measurement item.
When including the base station measurement item, the
AI configuration information is used to indicate informa-
tion that the CU or the DU needs to measure. Configu-
ration information broadcast by the DU to the terminal
does not need to carry the base station measurement
item. The base station measurement item may include
uplink and downlink throughputs of each cell or area,
uplink and downlink packet loss rates of each cell or area
or service, a downlink sending delay of each service or
each UE type or each area, or the like.
[0133] For another example, the AI configuration infor-
mation includes an interval of sending the measurement
information that is used to indicate how often the terminal
sends the measurement information to the DU, or may
indicate how often the CU sends the measurement infor-
mation to the near real-time RIC.
[0134] S802. Perform an F1 setup (setup) process be-
tween the CU and the DU.
[0135] In this step, an F1 setup process in the technical

specification TS 38.473 in 3GPP Release 15 (Release
15) may be reused for information exchange between
the CU and the DU.
[0136] In this process, the DU sends an F1 setup re-
quest message to the CU first, and then the CU returns
an F1 setup response message to the DU. The informa-
tion exchange between the CU and the DU is completed
by using the two messages. Content included in the F1
setup request message is similar to that of an F1 setup
request message in the F1 setup process in the 3GPP
protocol specification TS 38.473 v15.7.0, and includes
at least identifier information or name information of the
DU and subordinate cell list information of the DU. Con-
tent of the F1 setup response message is similar to that
of an F1 setup response message in the F1 setup process
in the 3GPP protocol specification TS 38.473 v15.7.0,
includes at least an activated cell list and system infor-
mation, and may further include information such as an
available PLMN list and a RAN area code.
[0137] According to an NR protocol specification in
3GPP Release 15 (Release 15), the RAN area code is
used to identify a RAN area to which the DU or a subor-
dinate cell of the DU belongs. After moving to a new cell,
UE in an RRC_INACTIVE state determines, based on a
RAN area code of the cell, whether to initiate an RRC
connection resume process.
[0138] The F1 setup response message further in-
cludes the AI configuration information.
[0139] The DU obtains the AI configuration information
hereto. In this embodiment, it is assumed that the AI con-
figuration information is generated and delivered to the
CU by the near real-time RIC, and delivered by the CU
to the DU. This is not limited during actual application,
and both the CU and the DU may generate a part of the
AI configuration information. For example, the CU or the
DU generates a terminal selection factor.
[0140] It should be noted that, if there is an interface
between the near real-time RIC and the DU, the DU may
directly obtain the AI configuration information from the
near real-time RIC through the interface, and does not
need to obtain the AI configuration information through
forwarding by the CU as in S801 and S802. In this case,
the AI configuration information transmitted through the
interface is similar to that in S801, and details are not
described herein again. S803. The DU sends a broadcast
message.
[0141] The broadcast message includes AI air inter-
face configuration information. The AI air interface con-
figuration information includes information about a com-
mon channel resource. The common channel resource
is used to transmit the measurement information, that is,
the common channel resource is used by the terminal to
report the measurement information. The AI air interface
configuration information may further include a parame-
ter in the AI configuration information, but may not include
the base station measurement item.
[0142] The broadcast message may be system infor-
mation (system information, SI).
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[0143] The AI air interface configuration information in
this step has a same meaning as the configuration infor-
mation in S201. For operations performed by the DU,
refer to the operations performed by the network device
in the embodiment in FIG. 2.
[0144] Some optional implementations are supple-
mented for description.
[0145] The DU broadcasts the AI air interface config-
uration information in a specific subordinate cell of the
DU based on area range information included in the AI
configuration information received from the CU. If no area
range is configured in the AI configuration information,
the AI air interface configuration information is broadcast
in all activated cells.
[0146] The AI configuration information may include
an applicable slice or slice list. If the AI configuration in-
formation includes a plurality of AI configurations, and
slices or slice lists applicable to all the AI configurations
are not completely the same, an applicable slice or slice
list may be specified for each AI configuration. For this
specifying manner, the DU further determines, based on
slice information supported by each cell, AI air interface
configuration information to be broadcast in specific cells.
The slice information supported by each cell may be pre-
set in the DU, or may be obtained by using the CU, the
near real-time RIC, or the NMS.
[0147] If the AI configuration information includes a plu-
rality of AI configurations, the common channel resource
may be applied to the plurality of AI configurations, or the
common channel resource is in one-to-one correspond-
ence with the AI configuration. A set of common channel
resource is allocated to each AI configuration. Alterna-
tively, a set of common channel resource is shared by
some of the plurality of AI configurations.
[0148] If the common channel resource is a PRACH
resource, the common channel resource may be further
limited in code domain. For example, a first AI instance
uses RACH preambles with indexes of 0 to 7 to collect
the reported measurement information, and a second AI
instance uses RACH preambles with indexes of 8 to 15
to collect the reported measurement information.
[0149] S804. The terminal receives the broadcast
message from the DU.
[0150] S805. The terminal sends the measurement in-
formation to the DU on the common channel resource.
The DU receives the measurement information on the
common channel resource. The measurement informa-
tion does not carry an identifier of the terminal.
[0151] For S804 and S805, refer to the descriptions of
S202 and S203. For some other operations performed
by the terminal, refer to the descriptions of the embodi-
ment in FIG. 2. The network device in the embodiment
in FIG. 2 is the DU in this embodiment. Details are not
described herein again.
[0152] S806. The DU sends the measurement infor-
mation to the CU. The DU receives the measurement
information from the CU.
[0153] After the DU receives the measurement infor-

mation reported by the terminal, or based on an indication
of the CU, or based on self-determining (for example, a
timer expires or a specific quantity of measurement in-
formation is collected), the DU sends measurement in-
formation to the CU by using an uplink AI data transfer
(for example, UL AI data transfer) message agreed in a
protocol. It should be noted that the measurement infor-
mation sent by the DU to the CU may include the meas-
urement information received by the DU from the termi-
nal, or may include measurement information collected
by the DU, for example, measurement information col-
lected by the DU based on a base station measurement
item delivered by the CU.
[0154] Optionally, the uplink AI data transfer message
includes AI index information, to indicate an AI instance
whose measurement information is delivered. The uplink
AI data transfer message may be a newly defined mes-
sage, or may reuse an uplink RRC message transfer (UL
RRC message transfer) message in TS38.473 vf41. If
the UL RRC message transfer message in TS38.473
vf41 is reused, a specific gNB-CU UE F1AP ID and/or a
specific gNB-DU UE F1AP ID need/needs to be agreed,
and the gNB-CU UE F1AP ID and/or the gNB-DU UE
F1AP ID are/is used to indicate that the gNB-CU UE
F1AP ID and/or the gNB-DU UE F1AP ID are/is a target
ID and a source-side ID for delivering uplink AI measure-
ment information.
[0155] S807. The CU sends the measurement infor-
mation to the near real-time RIC. The near real-time RIC
receives the measurement information from the CU.
[0156] Similarly, after the CU receives the measure-
ment information reported by the DU, or based on an
indication of the near real-time RIC, or based on self-
determining (for example, a timer expires or a specific
quantity of data is collected), the CU sends measurement
information to the near real-time RIC by using an uplink
AI data transfer (for example, UL AI data transfer) mes-
sage agreed in a protocol. It should be noted herein that
the measurement information sent by the CU to the near
real-time RIC may include the measurement information
received by the CU from the DU, or may include meas-
urement information collected by the CU, for example,
measurement information collected by the CU based on
a base station measurement item delivered by the near
real-time RIC.
[0157] Optionally, the uplink AI data transfer message
includes AI index information, to indicate an AI instance
whose measurement information is delivered. For the up-
link AI data transfer message, refer to the foregoing de-
scriptions.
[0158] It should be noted that, if there is an interface
between the near real-time RIC and the DU, the DU may
directly send the measurement information to the near
real-time RIC through the interface, and does not need
to send the measurement information through forwarding
by the CU as in S806 and S807. In this case, the meas-
urement information exchanged through the interface is
similar to that in S806, and details are not described here-
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in again.
[0159] In the embodiment shown in FIG. 8, AI config-
uration is performed in the F1 and E2 establishment proc-
esses, and the AI air interface configuration information
is broadcast through an air interface, so that AI meas-
urement information collection can be quickly started.
Further, broadcasting the common channel resource
helps implement anonymous reporting of the measure-
ment information, to ensure that privacy of the terminal
is not disclosed.
[0160] Based on a same technical concept, as shown
in FIG. 9, the following describes in detail another em-
bodiment of a measurement information reporting meth-
od and a measurement information collection method in
an architecture including a near real-time RIC, a CU, and
a DU.
[0161] S901. Perform an E2 setup (setup) process be-
tween the near real-time RIC and the CU.
[0162] This process is used for information exchange
between the near-RT RIC and the CU. In this process,
the CU sends an E2 setup request message to the near-
RT RIC first, and then the near-RT RIC returns an E2
setup response message to the CU. The information ex-
change between the near-RT RIC and the CU is com-
pleted by using the two messages. The E2 setup request
message includes at least identifier information or name
information of the CU.
[0163] S902. Perform an F1 setup (setup) process be-
tween the CU and the DU.
[0164] For this step, refer to the descriptions of S802.
A difference lies in that the F1 setup response message
does not include AI configuration information.
[0165] S903. Perform an RIC configuration update
(RIC configuration update) process between the near re-
al-time RIC and the CU.
[0166] The near-RT RIC sends an RIC configuration
update message to the CU, where the message includes
the AI configuration information. After receiving the RIC
configuration update message and processing the RIC
configuration update message, the CU feeds back an
RIC configuration update response message to the near-
RT RIC, for example, an RIC configuration update ac-
knowledgment (ACK) message.
[0167] For the AI configuration information, refer to the
descriptions of the embodiment in FIG. 8.
[0168] S904. Perform a CU configuration update (con-
figuration update) process between the CU and the DU.
[0169] The CU sends a gNB-CU configuration update
message to the DU, where the message includes the AI
configuration information. After receiving the gNB-CU
configuration update message and processing the gNB-
CU configuration update message, the DU returns a
gNB-CU configuration update ACK message to the CU.
[0170] For the AI configuration information, refer to the
descriptions of the embodiment in FIG. 8.
[0171] S905 to S909 are the same as S803 to S807.
[0172] In the embodiment shown in FIG. 9, AI config-
uration is performed in an E2/F1 configuration update

process, so that AI measurement information collection
can be configured after a CU/DU device is started. This
has better flexibility. Further, broadcasting the common
channel resource helps implement anonymous reporting
of the measurement information, to ensure that privacy
of the terminal is not disclosed.
[0173] It can be learned that the technical concept of
the embodiment in FIG. 9 is the same as that of the em-
bodiment in FIG. 8, and a difference lies in that in the
embodiment in FIG. 8, the AI configuration information
is delivered through the E2 setup process and the FI set-
up process, but in the embodiment in FIG. 9, the AI con-
figuration information is delivered through the RIC con-
figuration update process and the CU configuration up-
date process. It may be understood that the embodi-
ments in FIG. 8 and FIG. 9 may be used in combination.
For example, initial AI configuration information is deliv-
ered in the E2 setup process and the FI setup process,
and the AI configuration information is updated in the RIC
configuration update process and the CU configuration
update process.
[0174] It can be learned that in the embodiments in
FIG. 8 and FIG. 9, the measurement information is trans-
mitted by using signaling. Alternatively, a tunnel may be
established to transmit the measurement information.
For details, refer to an embodiment shown in FIG. 10.
[0175] Based on a same technical concept, as shown
in FIG. 10, the following describes in detail another em-
bodiment of a measurement information reporting meth-
od and a measurement information collection method in
an architecture including a near real-time RIC, a CU, and
a DU.
[0176] S1001. Perform an E2 setup (setup) process
between the near real-time RIC and the CU.
[0177] This step is the same as S901.
[0178] S1002. Perform an F1 setup (setup) process
between the CU and the DU.
[0179] This step is the same as S902.
[0180] S1003. Perform an RIC configuration update
(RIC configuration update) process between the near re-
al-time RIC and the CU.
[0181] The near-RT RIC sends an RIC configuration
update message to the CU, where the message includes
AI configuration information. After receiving the RIC con-
figuration update message and processing the RIC con-
figuration update message, the CU feeds back an RIC
configuration update response message to the near-RT
RIC, for example, an RIC configuration update acknowl-
edgment (ACK) message.
[0182] The RIC configuration update message may
further include an E2 RIC general packet radio service
tunneling protocol (general packet radio service tun-
neling protocol, GTP)-tunnel endpoint identifier (tunnel
endpoint identifier, TEID), the E2 RIC GTP-TEID is used
to identify an endpoint of a tunnel on the near real-time
RIC, and the tunnel is used to transmit the measurement
information on an E2 interface. This may be alternatively
described as that the AI configuration information further
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includes the E2 RIC GTP-TEID.
[0183] The entire AI configuration information may cor-
respond to one E2 RIC GTP-TEID, or each set of AI con-
figurations may correspond to one E2 RIC GTP-TEID.
Optionally, it may be agreed that an E2 RIC GTP-TEID
of each set of AI configurations is always the same as
an index of the set of AI configurations. In this case, the
AI configuration information includes only the E2 RIC
GTP-TEID of the AI configuration or the index of the AI
configuration.
[0184] After receiving the RIC configuration update
message, the CU allocates a CU-side tunnel endpoint
identifier E2 CU GTP-TEID to a GTP-U tunnel corre-
sponding to each E2 RIC GTP-TEID, and feeds back the
E2 CU GTP-TEID to the near-RT RIC by using the RIC
configuration update ACK message.
[0185] S1004. Perform a CU configuration update
(configuration update) process between the CU and the
DU.
[0186] The CU sends a gNB-CU configuration update
message to the DU, where the message includes the AI
configuration information. After receiving the gNB-CU
configuration update message and processing the gNB-
CU configuration update message, the DU returns a
gNB-CU configuration update ACK message to the CU.
[0187] The gNB-CU configuration update message
may further include an F1 CU GTP-TEID, used to identify
an endpoint of a tunnel on the CU, and the tunnel is used
to transmit the measurement information on an F1 inter-
face. This may be alternatively described as that the AI
configuration information further includes the F1 CU
GTP-TEID.
[0188] The entire AI configuration information may cor-
respond to one F1 CU GTP-TEID, or each set of AI con-
figurations may correspond to one F1 CU GTP-TEID.
Optionally, it may be agreed that an F1 CU GTP-TEID
of each set of AI configurations is always the same as
an index of the set of AI configurations. In this case, the
AI configuration information includes only the F1 CU
GTP-TEID of the AI configuration or the index of the AI
configuration.
[0189] After receiving the gNB-CU configuration up-
date message, the DU allocates a CU-side tunnel end-
point identifier F1 DU GTP-TEID to a GTP-U tunnel cor-
responding to each F1 CU GTP-TEID, and feeds back
the F1 DU GTP-TEID to the CU by using the gNB-CU
configuration update ACK message.
[0190] S1005 is the same as S905 or S803.
[0191] S1006 is the same as S906 or S804.
[0192] S1007 is the same as S907 or S805.
[0193] S1008. The DU sends the measurement infor-
mation to the CU. The DU receives the measurement
information from the CU.
[0194] For this step, refer to the descriptions of S806.
[0195] For this step, the following descriptions may be
further supplemented:
The DU sends the measurement information to the CU
through a GTP tunnel with "the F1 CU GTP-TEID as a

destination address and the F1 DU GTP-TEID as a
source address". Optionally, an uplink AI data transfer
message includes AI index information to indicate an AI
instance whose data is delivered. If each AI instance cor-
responds to a pair of F1 CU GTP-TEID and F1 DU GTP-
TEID, a tunnel corresponding to an AI instance with
measurement information to be reported is used to send
the measurement information.
[0196] S1009. The CU sends the measurement infor-
mation to the near real-time RIC. The near real-time RIC
receives the measurement information from the CU.
[0197] For this step, refer to the descriptions of S807.
[0198] For this step, the following descriptions may be
further supplemented:
The CU sends measurement information collected by the
CU and/or a subordinate DU and/or a subordinate termi-
nal to the near real-time RIC through a GTP tunnel with
"the E2 RIC GTP-TEID as a destination address and the
E2 CU GTP-TEID as a source address". If each AI in-
stance corresponds to one E2 GTP-U tunnel, a tunnel
corresponding to an AI instance with measurement in-
formation to be reported is used to send the measure-
ment information.
[0199] In the embodiment shown in FIG. 10, the AI con-
figuration information is delivered in an E2/F1 configura-
tion update process, so that AI measurement information
collection can be configured after a CU/DU device is start-
ed. This has better flexibility. Compared with transmitting
the measurement information by using signaling, trans-
mitting the measurement information through the GTP-
U tunnels on the E2 interface and the F1 interface can
support a larger data amount. Further, broadcasting the
common channel resource helps implement anonymous
reporting of the measurement information, to ensure that
privacy of the terminal is not disclosed.
[0200] In the embodiment shown in FIG. 10, the AI con-
figuration information is delivered in the E2/F1 configu-
ration update process. It may be understood that, based
on the fact that the measurement information is transmit-
ted through the GTP-U tunnels on the E2 interface and
the F1 interface in the embodiment in FIG. 10, the AI
configuration information may alternatively be delivered
in the E2 setup process and the FI setup process. Alter-
natively, the two manners may be combined. For exam-
ple, initial AI configuration information is delivered in the
E2 setup process and the FI setup process, and the AI
configuration information is updated in the RIC configu-
ration update process and the CU configuration update
process.
[0201] In conclusion, FIG. 8, FIG. 9, and FIG. 10 de-
scribe the measurement information reporting method
and the measurement information collection method in
the architecture including the near real-time RIC, the CU,
and the DU. Based on a same technical concept, as
shown in FIG. 11, the following describes a measurement
information reporting method and a measurement infor-
mation collection method in an architecture including a
CU and a DU.
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[0202] S1101. Perform an F1 setup (setup) process
between the CU and the DU.
[0203] For this step, refer to the descriptions of S802.
An F1 setup response message may include AI config-
uration information, or may not include AI configuration
information.
[0204] S1102. Perform a CU configuration update
(configuration update) process between the CU and the
DU.
[0205] For this step, refer to the descriptions of S904.
[0206] The CU sends a gNB-CU configuration update
message to the DU, where the message includes the AI
configuration information.
[0207] If the F1 setup response message in S1101 in-
cludes the AI configuration information, the gNB-CU con-
figuration update message in this step may not include
the AI configuration information.
[0208] Alternatively, both the F1 setup response mes-
sage and the gNB-CU configuration update message in-
clude the AI configuration information.
[0209] S1103 is the same as S803.
[0210] S1104 is the same as S804.
[0211] S1105 is the same as S805.
[0212] S1106 is the same as S806.
[0213] It can be learned that in the embodiment in FIG.
11, measurement information is transmitted by using sig-
naling.
[0214] Alternatively, a tunnel may be established to
transmit the measurement information. For details, refer
to an embodiment shown in FIG. 12.
[0215] Based on a same technical concept, as shown
in FIG. 12, the following describes in detail another em-
bodiment of a measurement information reporting meth-
od and a measurement information collection method in
an architecture including a CU and a DU.
[0216] S1201. Perform an F1 setup (setup) process
between the CU and the DU.
[0217] For this step, refer to the descriptions of S 1002.
[0218] S1202. Perform a CU configuration update
(configuration update) process between the CU and the
DU.
[0219] This step is the same as S 1004. Refer to the
descriptions of S 1004.
[0220] S1203 to S1206 are the same as S1005 to
S1008.
[0221] It should be noted that, in the foregoing embod-
iment, configuration information is carried and a tunnel
is established in an F1/E2 configuration update process.
During actual application, alternatively, the configuration
information may be carried and the tunnel may be estab-
lished in the F1/E2 setup process.
[0222] Based on the foregoing embodiment, a broad-
cast message is used to send configuration information
including an uplink common channel resource. This is
vulnerable to a malicious attack, for example, a distrib-
uted denial of service (Distributed Denial of Service,
DDoS) attack from a malicious terminal, that is, the ma-
licious terminal continuously sends data by using the up-

link common channel resource. Consequently, memory
and/or computing resources of a server at a measure-
ment information receive end are quickly exhausted, and
a service cannot be provided.
[0223] To avoid the DDoS attack, the configuration in-
formation may be encrypted, so that the malicious termi-
nal cannot obtain the configuration information of the
common channel resource, and the malicious terminal
cannot correctly use the common channel resource to
send uplink data. An authorized terminal may obtain a
corresponding decryption key after registering with a mo-
bile network, from a default setting, or in another manner.
For the manner in which the terminal obtains the key after
registering with the network, once the terminal obtains
the key, the terminal can obtain the configuration infor-
mation by using the key in a deregistration state, and
does not need to remain in a registration state.
[0224] Optionally, the terminal may alternatively en-
crypt the reported measurement information by using the
key. The configuration information, especially the com-
mon channel resource in the configuration information,
is usually generated by the DU. However, in a current
3GPP system, the DU does not include an encryption
function. A possible solution is to introduce the encryption
function into the DU, for example, introduce a PDCP lay-
er, to perform encryption processing on the configuration
information at the PDCP layer. Another possible solution
is to add a new process between the CU and the DU.
The DU sends the generated configuration information
to the CU, the CU encrypts the configuration information
and returns the encrypted configuration information to
the DU, and the DU broadcasts the configuration infor-
mation on an air interface.
[0225] The foregoing methods for preventing the
DDoS attack cannot be well applied to terminals that do
not register with a network, for example, a water meter,
a sensor, or a logistics electronic label. For such termi-
nals, a method for preventing the DDoS attack is to allo-
cate a specific dedicated identifier to each of the terminals
at delivery, and the dedicated identifier carries verifica-
tion information. A network device learns of a verification
algorithm in advance, and the terminal includes the ded-
icated identifier when reporting measurement informa-
tion. After receiving the dedicated identifier, the network
device determines, by using the verification algorithm,
whether the measurement information is reported by an
authorized terminal. If determining that the measurement
information is not reported by an authorized terminal, the
network device determines to discard the measurement
information.
[0226] It should be noted that the examples in the ap-
plication scenarios in this application merely show some
possible implementations, to help better understand and
describe the measurement information reporting method
and the measurement information collection method in
this application. Persons skilled in the art may obtain ex-
amples of some evolution forms based on the methods
provided in this application.
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[0227] In the foregoing embodiments provided in this
application, the methods provided in embodiments of this
application are separately described from perspectives
of the network device, the terminal, the CU, the near real-
time RIC, and interaction between the devices. To im-
plement functions in the foregoing methods provided in
embodiments of this application, the network device and
the terminal may include a hardware structure and/or a
software module, and implement the foregoing functions
in a form of the hardware structure, the software module,
or a combination of the hardware structure and the soft-
ware module. Whether a specific function in the foregoing
functions is performed by using the hardware structure,
the software module, or the combination of the hardware
structure and the software module depends on specific
application and design constraints of technical solutions.
[0228] As shown in FIG. 13, based on a same technical
concept, an embodiment of this application further pro-
vides an apparatus 1300. The apparatus 1300 may be a
terminal, a network device, a CU, or a near real-time RIC,
an apparatus in each terminal, network device, CU, or
near real-time RIC, or an apparatus that can be used in
cooperation with the terminal, the network device, the
CU, or the near real-time RIC. In a design, the apparatus
1300 may include modules that are in one-to-one corre-
spondence with the methods/operations/steps/actions
performed by the terminal, the network device, the CU,
or the near real-time RIC in the foregoing method em-
bodiments. The modules may be implemented by a hard-
ware circuit, software, or a combination of a hardware
circuit and software. In a design, the apparatus may in-
clude a processing module 1301 and a communication
module 1302. The processing module 1301 is configured
to invoke the communication module 1302 to perform a
receiving function and/or a sending function.
[0229] When being configured to perform the method
performed by the terminal,
the processing module 1301 is configured to invoke the
communication module 1302 to specifically perform the
following operations: receiving a broadcast message
from a network device, where the broadcast message
includes configuration information, the configuration in-
formation includes information about a common channel
resource, and the common channel resource is used to
transmit measurement information; and sending the
measurement information to the network device on the
common channel resource.
[0230] Optionally, when the processing module 1301
invokes the communication module 1302 to report the
measurement information, an identifier of the terminal is
not carried. The identifier may be any information that
can identify the terminal, for example, a terminal ID. In
this way, it is further ensured that the network device
cannot obtain privacy of the terminal, to ensure that pri-
vacy of the terminal is not disclosed.
[0231] Optionally, the configuration information further
includes a determining parameter, and the determining
parameter is used by the terminal to determine whether

the measurement information needs to be collected.
[0232] The determining parameter may include one or
a combination of the following: an area range, a service
type, a slice, a slice list, a terminal type, or a terminal
selection factor that is applicable to the configuration in-
formation.
[0233] The processing module 1301 is further config-
ured to determine, based on the determining parameter
and a status parameter of the terminal, that the meas-
urement information needs to be collected, where the
status parameter of the terminal includes one or a com-
bination of the following: a location of the terminal, a serv-
ice performed by the terminal, a slice to which the service
performed by the terminal belongs, a capability of the
terminal, or a random number generated by the terminal.
[0234] When being configured to perform the method
performed by the network device,
the processing module 1301 is configured to invoke the
communication module 1302 to specifically perform the
following operations: sending a broadcast message,
where the broadcast message includes configuration in-
formation, the configuration information includes infor-
mation about a common channel resource, and the com-
mon channel resource is used to transmit measurement
information; and receiving the measurement information
on the common channel resource.
[0235] The network device may be a gNB, or may be
a DU.
[0236] When the network device is the DU, the
processing module 1301 is further configured to invoke
the communication module 1302 to receive a first mes-
sage from a centralized unit CU, where the first message
includes the configuration information.
[0237] Optionally, the first message further includes a
first general packet radio service tunneling protocol GTP-
tunnel endpoint identifier, the first GTP-tunnel endpoint
identifier is used to identify an endpoint of a tunnel on
the CU, and the tunnel is used to transmit the measure-
ment information on an F1 interface. The processing
module 1301 is further configured to determine a second
GTP-tunnel endpoint identifier based on the first GTP-
tunnel endpoint identifier, and invoke the communication
module 1302 to send the second GTP-tunnel endpoint
identifier to the CU, where the second GTP-tunnel end-
point identifier is used to identify an endpoint of the tunnel
on the DU, and the tunnel is used to transmit the meas-
urement information on the F1 interface. In this way, the
tunnel for transmitting the measurement information be-
tween the CU and the DU can be established. Compared
with transmitting the measurement information by using
signaling, transmitting the measurement information
through the tunnel on the F1 interface can support a larg-
er data amount.
[0238] Optionally, the processing module 1301 is fur-
ther configured to invoke the communication module
1302 to send the measurement information to the CU,
where the measurement information includes the first
GTP-tunnel endpoint identifier and the second GTP-tun-
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nel endpoint identifier.
[0239] When being configured to perform the method
performed by the CU,
the processing module is configured to invoke the com-
munication module to send a first message to a distrib-
uted unit DU, where the first message includes configu-
ration information, the configuration information includes
information about a common channel resource, and the
common channel resource is used to transmit measure-
ment information; and receive the measurement infor-
mation from the DU, where the measurement information
includes measurement information that is received by
the DU on the common channel resource and that is from
a terminal device.
[0240] Optionally, the measurement information in-
cludes measurement information collected by the DU.
[0241] The first message further includes a first GTP-
tunnel endpoint identifier, the first GTP-tunnel endpoint
identifier is used to identify an endpoint of a tunnel on
the CU, and the tunnel is used to transmit the measure-
ment information on an F1 interface. The processing
module 1301 is further configured to invoke the commu-
nication module 1302 to receive a second GTP-tunnel
endpoint identifier from the DU, where the second GTP-
tunnel endpoint identifier is used to identify an endpoint
of the tunnel on the DU, and the tunnel is used to transmit
the measurement information on the F1 interface.
[0242] Optionally, before the first message is sent to
the distributed unit DU, the processing module 1301 is
further configured to invoke the communication module
1302 to receive a second message from a near real-time
RIC, where the second message includes the configura-
tion information, to provide more possible manners of
generating the configuration information.
[0243] Optionally, the processing module 1301 is fur-
ther configured to invoke the communication module
1302 to send the measurement information to the near
real-time RIC.
[0244] Optionally, the second message further in-
cludes a third GTP-tunnel endpoint identifier, the third
GTP-tunnel endpoint identifier is used to identify an end-
point of a tunnel on the near real-time RIC, and the tunnel
is used to transmit the measurement information on an
E2 interface. The method further includes: The CU de-
termines a fourth GTP-tunnel endpoint identifier based
on the third GTP-tunnel endpoint identifier, and the CU
sends the fourth GTP-tunnel endpoint identifier to the
RIC, where the fourth GTP-tunnel endpoint identifier is
used to identify an endpoint of the tunnel on the CU, and
the tunnel is used to transmit the measurement informa-
tion on the E2 interface.
[0245] When being configured to perform the method
performed by the near real-time RIC,
the processing module is configured to invoke the com-
munication module to send a first message to a central-
ized unit CU, where the first message includes configu-
ration information, the configuration information includes
information about a common channel resource, and the

common channel resource is used to transmit measure-
ment information; and receive the measurement infor-
mation from the CU, where the measurement information
includes measurement information that is received by a
distributed unit DU on the common channel resource and
that is from a terminal device.
[0246] Optionally, the first message further includes a
first GTP-tunnel endpoint identifier, the first GTP-tunnel
endpoint identifier is used to identify an endpoint of a
tunnel on the near real-time RIC, and the tunnel is used
to transmit the measurement information on an E2 inter-
face. The processing module 1301 is further configured
to invoke the communication module 1302 to receive a
second GTP-tunnel endpoint identifier from the CU,
where the second GTP-tunnel endpoint identifier is used
to identify an endpoint of the tunnel on the CU, and the
tunnel is used to transmit the measurement information
on the E2 interface.
[0247] Optionally, the first message is an E2 setup re-
sponse message, and the configuration information is
transmitted in an E2 setup process.
[0248] Optionally, the first message is a near real-time
RIC configuration update response message.
[0249] When the apparatus 1300 performs the method
performed by the terminal, the network device, the CU,
or the near real-time RIC in the foregoing method em-
bodiments,
optionally, the configuration information further includes
a measurement item and/or an index value of the con-
figuration information, and the index value of the config-
uration information is used to distinguish a plurality of
sets of configuration information.
[0250] The measurement item may include one or a
combination of the following: cell quality, beam quality,
radio link failure information, connection setup failure in-
formation, an uplink sending delay, or signal strength.
[0251] Optionally, the configuration information further
includes one or more of the following: a trigger condition
for sending the measurement information, an interval of
sending the measurement information, or a quantity of
times of sending the measurement information, used to
indicate when the terminal can report the measurement
information. Optionally, the common channel resource
includes one or a combination of the following: a random
access resource and a physical uplink shared channel
resource.
[0252] Optionally, the measurement information in-
cludes any one of the following: information used for ma-
chine learning, a gradient used for federated learning,
cell quality, beam quality, radio link failure information,
connection setup failure information, an uplink sending
delay, or signal strength.
[0253] Optionally, the configuration information further
includes a machine learning model and/or a machine
learning algorithm.
[0254] In a possible design, the configuration informa-
tion further includes a key. The configuration information
is encrypted, so that a malicious terminal cannot obtain
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the configuration information of the common channel re-
source, and the malicious terminal cannot correctly use
the common channel resource to send uplink data.
[0255] Optionally, the measurement information in-
cludes the key.
[0256] The processing module 1301 and the commu-
nication module 1302 may further perform another meth-
od performed by the terminal, the network device, the
CU, or the near real-time RIC in the foregoing method
embodiments. For details, refer to the descriptions of the
foregoing method embodiments. Repeated parts are not
described in detail again. FIG. 14 shows an apparatus
1400 according to an embodiment of this application,
configured to implement functions of the terminal, the
network device, the CU, or the near real-time RIC in the
foregoing methods.
[0257] When the functions of the terminal are imple-
mented, the apparatus may be a terminal, an apparatus
in the terminal, or an apparatus that can be used in co-
operation with the terminal.
[0258] When the functions of the network device are
implemented, the apparatus may be a gNB or a DU, an
apparatus in the gNB or the DU, or an apparatus that can
be used in cooperation with the gNB or the DU.
[0259] When the functions of the CU are implemented,
the apparatus may be a CU, an apparatus in the CU, or
an apparatus that can be used in cooperation with the CU.
[0260] When the functions of the near real-time RIC
are implemented, the apparatus may be a near real-time
RIC, an apparatus in the near real-time RIC, or an appa-
ratus that can be used in cooperation with the near real-
time RIC. The apparatus may be a chip system. In this
embodiment of this application, the chip system may in-
clude a chip, or may include a chip and another discrete
device.
[0261] The apparatus 1400 includes at least one proc-
essor 1420, configured to implement the functions of the
terminal, the network device, the CU, or the near real-
time RIC in the methods provided in embodiments of this
application.
[0262] The apparatus 1400 may further include a com-
munication interface 1410. In this embodiment of this ap-
plication, the communication interface may be a trans-
ceiver, a circuit, a bus, a module, or a communication
interface of another type, and is configured to communi-
cate with another device by using a transmission medi-
um. For example, the communication interface 1410 is
used by an apparatus in the apparatus 1400 to commu-
nicate with another device. For example, when the ap-
paratus 1400 is the terminal, the another device may be
the network device. When the apparatus 1400 is the net-
work device, the another apparatus may be the terminal
or the CU. When the apparatus 1400 is the CU, the an-
other device may be the DU or the near real-time RIC.
When the apparatus 1400 is the near real-time RIC, the
another apparatus may be the CU.
[0263] The processor 1420 receives and sends data
through the communication interface 1410, and is con-

figured to implement the methods in the foregoing meth-
od embodiments. For example, when implementing the
functions of the terminal, the processor 1420 is config-
ured to: receive a broadcast message from a network
device through the communication interface, where the
broadcast message includes configuration information,
the configuration information includes information about
a common channel resource, and the common channel
resource is used to transmit measurement information;
and send the measurement information to the network
device on the common channel resource.
[0264] When implementing the functions of the net-
work device, the processor 1420 is configured to: send
a broadcast message through the communication inter-
face, where the broadcast message includes configura-
tion information, the configuration information includes
information about a common channel resource, and the
common channel resource is used to transmit measure-
ment information; and receive the measurement infor-
mation on the common channel resource. The network
device may be a gNB, or may be a DU.
[0265] When implementing the functions of the CU, the
processor 1420 is configured to: send a first message to
a distributed unit DU through the communication inter-
face, where the first message includes configuration in-
formation, the configuration information includes infor-
mation about a common channel resource, and the com-
mon channel resource is used to transmit measurement
information; and receive the measurement information
from the DU, where the measurement information in-
cludes measurement information that is received by the
DU on the common channel resource and that is from a
terminal device.
[0266] When implementing the functions of the real-
time RIC, the processor 1420 is configured to: send a
first message to a centralized unit CU through the com-
munication interface, where the first message includes
configuration information, the configuration information
includes information about a common channel resource,
and the common channel resource is used to transmit
measurement information; and receive the measurement
information from the CU, where the measurement infor-
mation includes measurement information that is re-
ceived by a distributed unit DU on the common channel
resource and that is from a terminal device.
[0267] The processor 1420 and the communication in-
terface 1410 may be further configured to perform an-
other corresponding step or operation performed by the
terminal, the network device, the CU, or the near real-
time RIC in the foregoing method embodiments. Details
are not described herein again.
[0268] The apparatus 1400 may further include at least
one memory 1430, configured to store program instruc-
tions and/or data. The memory 1430 is coupled to the
processor 1420. Coupling in this embodiment of this ap-
plication is indirect coupling or a communication connec-
tion between apparatuses, units, or modules, and may
be in an electrical, mechanical, or another form, and is
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used for information exchange between the apparatuses,
units, or modules. The processor 1420 may operate with
the memory 1430 together. The processor 1420 may ex-
ecute the program instructions stored in the memory
1430. At least one of the at least one memory may be
included in the processor.
[0269] A specific connection medium between the
communication interface 1410, the processor 1420, and
the memory 1430 is not limited in this embodiment of this
application. In this embodiment of this application, in FIG.
14, the memory 1430, the processor 1420, and the com-
munication interface 1410 are connected through a bus
1440. The bus is represented by a bold line in FIG. 14.
A connection manner between other components is
merely an example for description, and is not limited
thereto. The bus may be classified into an address bus,
a data bus, a control bus, or the like. For ease of repre-
sentation, only one bold line is used to represent the bus
in FIG. 14, but this does not mean that there is only one
bus or only one type of bus.
[0270] When an apparatus 1200 and the apparatus
1400 are specifically chips or chip systems, a communi-
cation module 1202 and the communication interface
1410 may output or receive a baseband signal. When
the apparatus 1200 and the apparatus 1400 are specif-
ically devices, the communication module 1202 and the
communication interface 1410 may output or receive a
radio frequency signal. In embodiments of this applica-
tion, the processor may be a general-purpose processor,
a digital signal processor, an application-specific inte-
grated circuit, a field programmable gate array or another
programmable logic device, a discrete gate or a transistor
logic device, or a discrete hardware component, and may
implement or perform the methods, steps, and logical
block diagrams disclosed in embodiments of this appli-
cation. The general-purpose processor may be a micro-
processor, any conventional processor, or the like. The
steps of the methods disclosed with reference to embod-
iments of this application may be directly performed by
a hardware processor, or may be performed by using a
combination of hardware in the processor and a software
module. In embodiments of this application, the memory
1430 may be a nonvolatile memory, such as a hard disk
drive (hard disk drive, HDD) or a solid-state drive (solid-
state drive, SSD), or may be a volatile memory (volatile
memory), such as a random access memory (random
access memory, RAM). The memory is any other medi-
um that can be used to carry or store expected program
code in a form of an instruction structure or a data struc-
ture and that can be accessed by a computer, but is not
limited thereto. The memory in embodiments of this ap-
plication may alternatively be a circuit or any other ap-
paratus that can implement a storage function, and is
configured to store program instructions and/or data.
[0271] Some or all of operations and functions per-
formed by the terminal, the network device, the CU, or
the near real-time RIC described in the foregoing method
embodiments of this application may be implemented by

using a chip or an integrated circuit.
[0272] To implement the functions of the apparatuses
in FIG. 13 or FIG. 14, an embodiment of this application
further provides a chip, including a processor, configured
to support the apparatus 1300 or the apparatus 1400 in
implementing the functions in the foregoing method em-
bodiments. In a possible design, the chip is connected
to a memory or the chip includes a memory, and the
memory is configured to store program instructions and
data that are necessary for the apparatus 1300 or the
apparatus 1400.
[0273] An embodiment of this application provides a
computer-readable storage medium that stores a com-
puter program. The computer program includes instruc-
tions used to perform the foregoing method embodi-
ments.
[0274] An embodiment of this application provides a
computer program product including instructions. When
the computer program product runs on a computer, the
computer is enabled to perform the foregoing method
embodiments.
[0275] Persons skilled in the art should understand that
embodiments of this application may be provided as a
method, a system, or a computer program product.
Therefore, this application may use a form of hardware
only embodiments, software only embodiments, or em-
bodiments with a combination of software and hardware.
Moreover, this application may use a form of a computer
program product that is implemented on one or more
computer-usable storage media (including but not limited
to a disk memory, a CD-ROM, an optical memory, and
the like) that include computer usable program code.
[0276] This application is described with reference to
flowcharts and/or block diagrams of the method, the de-
vice (system), and the computer program product ac-
cording to embodiments of this application. It should be
understood that computer program instructions may be
used to implement each process and/or each block in
the flowcharts and/or the block diagrams and a combi-
nation of a process and/or a block in the flowcharts and/or
the block diagrams. These computer program instruc-
tions may be provided for a general-purpose computer,
a dedicated computer, an embedded processor, or a
processor of another programmable data processing de-
vice to generate a machine, so that instructions executed
by the computer or the processor of the another program-
mable data processing device generate an apparatus for
implementing a specific function in one or more process-
es in the flowcharts and/or in one or more blocks in the
block diagrams.
[0277] These computer program instructions may be
stored in a computer-readable memory that can instruct
a computer or another programmable data processing
device to work in a specific manner, so that instructions
stored in the computer-readable memory generate an
artifact that includes an instruction apparatus. The in-
struction apparatus implements a specific function in one
or more processes in the flowcharts and/or in one or more
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blocks in the block diagrams. These computer program
instructions may alternatively be loaded onto a computer
or another programmable data processing device, so that
a series of operations and steps are performed on the
computer or the another programmable device, thereby
generating computer-implemented processing. There-
fore, the instructions executed on the computer or the
another programmable device provide steps for imple-
menting a specific function in one or more processes in
the flowcharts and/or in one or more blocks in the block
diagrams.
[0278] Although some preferred embodiments of this
application have been described, persons skilled in the
art can make changes and modifications to these em-
bodiments once they learn a basic inventive concept.
Therefore, the appended claims are intended to be con-
strued as to cover the preferred embodiments and all
changes and modifications falling within the scope of this
application.
[0279] It is clear that persons skilled in the art can make
various modifications and variations to embodiments of
this application without departing from the spirit and
scope of the embodiments of this application. In this way,
this application is intended to cover these modifications
and variations of embodiments of this application provid-
ed that they fall within the scope of the claims of this
application and their equivalent technologies.

Claims

1. A measurement information reporting method, com-
prising:

receiving, by a terminal, a broadcast message
from a network device, wherein the broadcast
message comprises configuration information,
the configuration information comprises infor-
mation about a common channel resource, and
the common channel resource is used to trans-
mit measurement information; and
sending, by the terminal, the measurement in-
formation to the network device on the common
channel resource.

2. The method according to claim 1, wherein the con-
figuration information further comprises a determin-
ing parameter, and the determining parameter is
used by the terminal to determine whether the meas-
urement information needs to be collected.

3. The method according to claim 2, wherein the deter-
mining parameter comprises one or a combination
of the following: an area range, a service type, a slice,
a slice list, a terminal type, or a terminal selection
factor that is applicable to the configuration informa-
tion.

4. The method according to claim 2 or 3, further com-
prising: determining, by the terminal based on the
determining parameter and a status parameter of
the terminal, that the measurement information
needs to be collected, wherein the status parameter
of the terminal comprises one or a combination of
the following: a location of the terminal, a service
performed by the terminal, a slice to which the serv-
ice performed by the terminal belongs, a capability
of the terminal, or a random number generated by
the terminal.

5. A measurement information collection method, com-
prising:

sending, by a network device, a broadcast mes-
sage, wherein the broadcast message compris-
es configuration information, the configuration
information comprises information about a com-
mon channel resource, and the common chan-
nel resource is used to transmit measurement
information; and
receiving, by the network device, the measure-
ment information on the common channel re-
source.

6. The method according to claim 5, wherein the net-
work device is a distributed unit DU, and the method
further comprises:
receiving, by the DU, a first message from a central-
ized unit CU, wherein the first message comprises
the configuration information.

7. The method according to claim 6, wherein the first
message further comprises a first general packet ra-
dio service tunneling protocol GTP-tunnel endpoint
identifier, the first GTP-tunnel endpoint identifier is
used to identify an endpoint of a tunnel on the CU,
and the tunnel is used to transmit the measurement
information on an F1 interface; and

the method further comprises:
determining, by the DU, a second GTP-tunnel
endpoint identifier based on the first GTP-tunnel
endpoint identifier, and sending, by the DU, the
second GTP-tunnel endpoint identifier to the
CU, wherein the second GTP-tunnel endpoint
identifier is used to identify an endpoint of the
tunnel on the DU, and the tunnel is used to trans-
mit the measurement information on the F1 in-
terface; and
sending, by the DU, the measurement informa-
tion to the CU, wherein the measurement infor-
mation comprises the first GTP-tunnel endpoint
identifier and the second GTP-tunnel endpoint
identifier.

8. The method according to any one of claims 5 to 7,
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wherein the first message is an F1 setup response
message or a CU configuration update response
message.

9. A measurement information collection method, com-
prising:

sending, by a centralized unit CU, a first mes-
sage to a distributed unit DU, wherein the first
message comprises configuration information,
the configuration information comprises infor-
mation about a common channel resource, and
the common channel resource is used to trans-
mit measurement information; and
receiving, by the CU, the measurement informa-
tion from the DU, wherein the measurement in-
formation comprises measurement information
that is received by the DU on the common chan-
nel resource and that is from a terminal device.

10. The method according to claim 9, wherein the first
message further comprises a first general packet ra-
dio service tunneling protocol GTP-tunnel endpoint
identifier, the first GTP-tunnel endpoint identifier is
used to identify an endpoint of a tunnel on the CU,
and the tunnel is used to transmit the measurement
information on an F1 interface; and
the method further comprises:
receiving, by the CU, a second GTP-tunnel endpoint
identifier from the DU, wherein the second GTP-tun-
nel endpoint identifier is used to identify an endpoint
of the tunnel on the DU, and the tunnel is used to
transmit the measurement information on the F1 in-
terface.

11. The method according to claim 9 or 10, wherein be-
fore the sending a first message to a distributed unit
DU, the method further comprises: receiving, by the
CU, a second message from a near real-time radio
access network intelligent controller RIC functional
entity, wherein the second message comprises the
configuration information.

12. The method according to claim 11, wherein the CU
sends the measurement information to the near real-
time RIC.

13. The method according to claim 12, wherein the sec-
ond message further comprises a third GTP-tunnel
endpoint identifier, the third GTP-tunnel endpoint
identifier is used to identify an endpoint of a tunnel
on the near real-time RIC, and the tunnel is used to
transmit the measurement information on an E2 in-
terface; and
the method further comprises:
determining, by the CU, a fourth GTP-tunnel end-
point identifier based on the third GTP-tunnel end-
point identifier, and sending, by the CU, the fourth

GTP-tunnel endpoint identifier to the RIC, wherein
the fourth GTP-tunnel endpoint identifier is used to
identify an endpoint of the tunnel on the CU, and the
tunnel is used to transmit the measurement informa-
tion on the E2 interface.

14. The method according to any one of claims 9 to 13,
wherein the first message is anFl setup response
message or a CU configuration update response
message.

15. The method according to any one of claims 11 to 13,
wherein the second message is an E2 setup re-
sponse message or a near real-time RIC configura-
tion update response message.

16. A measurement information collection method, com-
prising:

sending, by a near real-time radio access net-
work intelligent controller RIC, a first message
to a centralized unit CU, wherein the first mes-
sage comprises configuration information, the
configuration information comprises information
about a common channel resource, and the
common channel resource is used to transmit
measurement information; and
receiving, by the RIC, the measurement infor-
mation from the CU, wherein the measurement
information comprises measurement informa-
tion that is received by a distributed unit DU on
the common channel resource and that is from
a terminal device.

17. The method according to claim 16, wherein the first
message further comprises a first GTP-tunnel end-
point identifier, the first GTP-tunnel endpoint identi-
fier is used to identify an endpoint of a tunnel on the
near real-time RIC, and the tunnel is used to transmit
the measurement information on an E2 interface;
and
the method further comprises: receiving, by the RIC,
a second GTP-tunnel endpoint identifier from the
CU, wherein the second GTP-tunnel endpoint iden-
tifier is used to identify an endpoint of the tunnel on
the CU, and the tunnel is used to transmit the meas-
urement information on the E2 interface.

18. The method according to claim 16 or 17, wherein the
first message is an E2 setup response message or
a near real-time RIC configuration update response
message.

19. The method according to any one of claims 5 to 18,
wherein the configuration information further com-
prises a determining parameter, and the determining
parameter is used by the terminal to determine
whether the measurement information needs to be
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collected.

20. The method according to claim 16, wherein the de-
termining parameter comprises one or a combina-
tion of the following: an area range, a service type,
a slice, a slice list, a terminal type, or a terminal se-
lection factor that is applicable to the configuration
information.

21. The method according to any one of claims 1 to 20,
wherein the configuration information further com-
prises a measurement item and/or an index value of
the configuration information, and the index value of
the configuration information is used to distinguish
a plurality of sets of configuration information.

22. The method according to any one of claims 1 to 21,
wherein the configuration information further com-
prises one or more of the following: a trigger condition
for sending the measurement information, an inter-
val of sending the measurement information, or a
quantity of times of sending the measurement infor-
mation.

23. The method according to any one of claims 1 to 22,
wherein the common channel resource comprises
one or a combination of the following: a random ac-
cess resource and a physical uplink shared channel
resource.

24. The method according to any one of claims 1 to 23,
wherein the measurement information comprises
any one of the following: information used for ma-
chine learning, a gradient used for federated learn-
ing, cell quality, beam quality, radio link failure infor-
mation, connection setup failure information, an up-
link sending delay, or signal strength.

25. The method according to any one of claims 1 to 24,
wherein the configuration information further com-
prises a machine learning model and/or a machine
learning algorithm.

26. The method according to any one of claims 1 to 25,
wherein the configuration information further com-
prises a key.

27. The method according to claim 26, wherein the
measurement information comprises the key.

28. An apparatus, comprising a processor and a com-
munication interface, wherein the communication in-
terface is configured to communicate with another
communication apparatus, and the processor is con-
figured to run a group of programs, to enable the
apparatus to implement the method according to any
one of claims 1 to 4 and the method performed by
the terminal in the method according to any one of

claims 21 to 25.

29. An apparatus, comprising a processor and a com-
munication interface, wherein the communication in-
terface is configured to communicate with another
communication apparatus, and the processor is con-
figured to run a group of programs, to enable the
apparatus to implement the method according to any
one of claims 5 to 20 and the method performed by
the network device, the centralized unit CU, or the
near real-time radio access network intelligent con-
troller RIC in the method according to any one of
claims 21 to 25.

30. A computer-readable storage medium, wherein the
computer storage medium stores computer-reada-
ble instructions, and when the computer-readable
instructions are run on a communication apparatus,
the communication apparatus is enabled to perform
the method according to any one of claims 1 to 25.

31. A chip, wherein the chip is connected to a memory
or the chip comprises the memory, and is configured
to read and execute a software program stored in
the memory, to implement the method according to
any one of claims 1 to 25.
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