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Description
TECHNICAL FIELD

[0001] This disclosure relates to network communica-
tions, andin particular, to a universal transport framework
for heterogeneous data streams.

BACKGROUND

[0002] In network communications, a transport layer
can be used to provide services to an application layer.
Depending on the network protocol used, the services
caninclude connection-oriented communication, reliabil-
ity of transmission, congestion avoidance, error correc-
tion, flow control, and other services. The application lay-
er may have different transport layer requirements due
to various application scenarios, such as reliable trans-
mission for control commands, unreliable transmission
for media flow, and so on. A typical solution is to use an
available, existing protocol or to design a specific protocol
to meet a specific scenario. Consequently, a complex
system for various application scenarios usually must
use more than one protocol to satisfy the complete set
of communication requirements resulting in complex sys-
tem architectures and network management.

SUMMARY

[0003] Disclosed herein are implementations of meth-
ods, apparatuses, and systems for universal transport
framework for heterogeneous data stream transmission.
[0004] A first aspect is a transport framework for het-
erogeneous data streams of a sender used for commu-
nicating to a receiver. The transport framework includes
session management module and a connection manage-
ment module. The session management module is con-
figured to receive a request to establish a first stream
that is used for transmitting or receiving data, where the
requestincludes an express indication as to whether the
first stream is reliable or unreliable; construct a first data
frame based on application data; handoff the first data
frame to the connection management module; and main-
tain a record for the first data frame includes whether the
firstdata frame is successfully transmitted to the receiver.
The connection management module is configured to re-
ceive the first data frame of the first stream from the ses-
sion management module; receive a second frame from
the session management module; encapsulate the first
data frame and the second frame in a packet; and trans-
mitthe packetto the receiver using an unreliable protocol.
[0005] A secondaspectis amethod for communicating
between a senderand areceiver using a transportframe-
work for heterogeneous data streams. The method in-
cludes receiving for a stream, at the receiver from the
sender, a first packet comprising a first packet number;
transmitting, by the receiver to the sender, afirstacknowl-
edgement frame that includes the first packet number;
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receiving for the stream, at the receiver, a second packet
that includes a second packet number that is larger than
the first packet number; transmitting, by the receiver to
the sender, a second acknowledgement frame that in-
cludes the second packet number; receiving, at the re-
ceiver and from the sender, a packet that includes a larg-
estacknowledged packetnumber equal to the first packet
number, where the largest acknowledged packet number
indicates to the receiver a largest packet number for
which the receiver received an acknowledgement frame;
and, responsive to the largest acknowledged packet
number being equal to the first packet number, including
the second packet number in a third acknowledgment
frame.

[0006] A third aspect is a non-transitory computer-
readable storage medium that includes executable in-
structions that, when executed by a processor, facilitate
performance of operations of a transport framework for
heterogeneous data streams. The operations include
first operations of a session management module of the
transport framework; and second operations of a con-
nection management module of the transport framework.
The first operations include operations to receive, from
a sending application, data frames of a stream of a con-
nection session for transmission to a receiver; transfer
the data frames to the connection management module;
and maintain respective statuses of the data frames. The
second operations include operations to receive an ac-
knowledgment frame from the receiver, where the ac-
knowledgment frame includes a range of packet num-
bers, where the range of packet numbers indicates that
the receiver received packets having the packet numbers
oftherange of the packet numbers; and notify the session
management module of frame numbers included in the
packets having the packet numbers of the range.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The disclosure is best understood from the fol-
lowing detailed description when read in conjunction with
the accompanying drawings. It is emphasized that, ac-
cording to common practice, the various features of the
drawings are not to scale. On the contrary, the dimen-
sions of the various features are arbitrarily expanded or
reduced for clarity.

FIG. 1is a diagram of an example of an environment
where a universal transport framework for heteroge-
neous data streams can be used.

FIG. 2 is a diagram of an example of a system 200
for describing a universal transport framework for
heterogeneous data streams.

FIG. 3 is a diagram of an example of a structure of
a packet.

FIG. 4 is a diagram of an example of a structure of
an initial packet.

FIG. 5 is a diagram of an example of a structure of
a data packet.
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FIG. 6 is a diagram of an example of a structure of
a frame.

FIG. 7 is a diagram of an example of a structure of
stream frame.

FIG. 8 is a diagram of an example of a structure of
an acknowledgement frame.

FIG. 9 is a diagram of an example of a structure of
a close frame.

FIG. 10 is a diagram of an example of a structure of
a feedback frame.

FIG. 11 is a diagram of a flowchart of an example of
a technique for transmitting metadata.

FIG. 12 is a diagram of an example of acknowledg-
ment piggybacking.

FIG. 13 is an example of a program listing of using
a universal transport framework for heterogeneous
data streams.

DETAILED DESCRIPTION

[0008] Several models for communications over a net-
work have been described and/or implemented. Two
such models are the Open Systems Interconnection
(OSI) and the Transmission Control Protocol/Internet
Protocol (TCP/IP) model. Other models are also availa-
ble. Detailed descriptions of these or other models are
not necessary for the understanding of the universal
transport framework for heterogeneous data streams de-
scribed herein. However, high level descriptions of these
models are provided for context.

[0009] The OSImodelis a well-known seven-layer ref-
erence model thatdescribes functions via which systems
or applications therein can communication over a net-
work. The model includes a physical layer, a data link
layer , a network layer, a transport layer, a session layer,
a presentation layer, and an application layer. The phys-
ical layer is the lowest layer and represents the electrical
or physical interface that connects a device to a trans-
mission medium. The data link layer receives raw data
from the physical layer and packages them into frames.
The network layer is responsible for organizing data into
packets and transmitting the packets between multiple
networks. The transport layer handles end to end trans-
port for applications. The session layer is a software-level
layer that manages communication sessions between
devices. The presentation layer manages dataformatting
and presentation, such as by converting data formats
between applications. The application layer permits com-
munication between applications.

[0010] TCP/IP is also a model for end-to-end commu-
nications between devices over a network. The TCP/IP
model includes a link layer, an internet layer, a transport
layer, and an application layer. The link layer may be
thought of as providing services similar to those of the
combination of the physical layer and data link layer of
the OSI model. The internet layer may be thought of as
providing services similar to those of the network layer
of the OSI model. The transport layer may be thought of
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as providing services similar to those of the transport
layer of the OSI model. The application layer may be
thought of as providing services similar to those of the
combination of the session layer, the presentation layer,
and the application layer of the OSI model.

[0011] The transport layer in either model (or in other
models) can implement mechanisms for error control,
network congestion control, data retransmission (such
as of lost data), acknowledgement of received data, data
deduplication (such as by discarding duplicate received
data) and so on. The transport layer can provide data
channels for the communication needs of applications.
[0012] The application communication needs (e.g.,
quality of service) can vary from task to task or by data
type. Data types can include, without limitations, files, e-
mails, Web contents, real-time audio/video data streams,
control commands, and so on. For example, in a real-
time communications (RTC) session, a user may transmit
a text message or transfer a file to another user. For
example, communicating users in the RTC session may
be able to see (e.g., via video data) and hear (e.g., via
audio data) each other. As such, the RTC session can
include the transfer of data types (the text message and
file) that must be received in their entirely without loss;
datatypes that can tolerate loss; and data types that may
be of higher priority than other data types. If a part of the
text message or a part of the file are lost (i.e., are not
received by the receiver), then the receiver may not able
to reconstitute or view the data. On the other hand, video
and audio decoding can be tolerant to loss. Furthermore,
audio data may be transferred at a higher priority than
video data.

[0013] The transportlayer may provide transport layer
protocols suitable for the different data types or applica-
tion needs. For example, the Transmission Control Pro-
tocol (TCP) and the User Datagram Protocol (UDP) pro-
tocols may be available. The TCP protocol may be used
where reliable, ordered, and error-checked data trans-
port (e.g., delivery) is desirable; and the UDP protocol
may be used where guarantees of delivery, ordering, or
duplicate protection are not necessary. For example, for
transfer of files, e-mails, Web contents, control com-
mands, and the like, the TCP may be suitable due to its
reliability. On the other hand, for transfer of real-time au-
dio/video data streams, which is time-sensitive, the UDP
may be used. Other protocols may be available, such as
one or more of the AppleTalk Transaction Protocol (ATP),
the Datagram the Congestion Control Protocol (DCCP),
the Fibre Channel Protocol (FCP), the Stream Control
Transmission Protocol (SCTP), the Structured Stream
Transport (SST), an application-specific custom proto-
col, to name a few.

[0014] To accommodate the different communication
needs or tasks of an application (e.g., the application
layer of a communication model), an application devel-
oper may have to choose from one or more of the avail-
able protocols and/or design a specific protocol to meet
specific application use cases or tasks. An application
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may use more than one protocol to satisfy the complete
set of communication requirements.

[0015] Having to work with multiple protocols simulta-
neously can complicate application development and
can result in a complex system (e.g., application) archi-
tecture and complex network management. The applica-
tion may not be able to achieve an optimal overall trans-
mission efficiency in the specific network scenarios be-
cause of the disparate realization principles between dif-
ferent protocols, such as under the competition and con-
fliction condition between TCP and UDP, as a person
skilled in the art recognizes.

[0016] The Universal Transport Framework (UTF) for
heterogeneous data streams as described herein, which
can meet various transmission requirements (such as
reliable and unreliable stream transmission) can over-
come the problem described above. The various trans-
mission requirements can be satisfied via flexible config-
urations and adaptive methods, as further described
herein. The UTF defines a protocol that can be used to
transfer both reliable and unreliable data. The UTF can
manage retransmission of lost, or potentially lost, data
even when the underlying protocol used is an unreliable
protocol, such as the UDP.

[0017] As further described herein, the UTF can be a
hierarchical protocol that includes two layers: a session
layer and a connection layer. The session layer can man-
age all application streams and can encapsulate stream
payloads into stream frames. The session layer provides
interfaces for the abstract (e.g., transparent, etc.) man-
agement of reliable transport streams and unreliable
transport streams. The session layer can also manage
frame retransmission. The connection layer can handle
(e.g., manage, determine, etc.) network conditions. The
connection layer can notify the session layer of lost (or
likely lost) frames. The session layer can in turn notify
the application layer of the lost frames.

[0018] The UTF can be used to transmit multiple
streams with different requirements (such as different re-
liability, priority requirements, or other requirements).
The UTF can provide a hierarchical model that separates
transmission control from reliability management there-
with providing a universal transmission protocol that can
multiplex multiple streams to meet the heterogeneous
application stream requirements. Applications (e.g., ap-
plication developers) can use the UTF via Application
Programming Interfaces (APIs). For example, different
streams can be created by calling (e.g., invoking, etc.)
the APls. For example, one APl can be used for creating
areliable stream. For example, another API can be used
for creating an unreliable stream. In an example, an un-
reliable stream can be used in real-time applications
(e.g., transport, etc.), such as in the case of video, audio,
orinstantmessage communications.. In an example, and
to satisfy real-time transport requirements, an unreliable
stream can implement (e.g., employ, support, use, etc.)
one or more techniques or strategies to reduce latency,
such as forward error correction, retransmission of lost
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packets for a predetermined times, or a predetermined
timeout of retransmission for lost packets. An unreliable
stream that is configured to satisfy real-time transport
requirements is referred to herein as a partially reliable
stream. Other APIs can be used to transmit or receive
data using the created streams.

[0019] Byusingthe UTF described herein, applications
do not need to, for streams they create and/or for pay-
loads thatare transmitted using the streams, for example,
manage congestion control, such as by having to deter-
mine when to send packets so as not to congest the net-
work; and need not manage packetloss or potential pack-
et loss.

[0020] As further described below, the UTF uses novel
techniques and structures for acknowledging receipt, by
a receiver, of data packets and frames; for acknowledg-
ing, at the sender, the acknowledgment of the receiver;
for transmission and acknowledgment of metadata; and
for congestion control. These techniques and structures
can simplify application development and reduce net-
work traffic, and hence, reduce investmentin processing,
memory, storage resources, or network bandwidth re-
sulting in reduced emissions associated with the reduc-
tions.

[0021] FIG. 1 is a diagram of an example of an envi-
ronment 100 where a universal transport framework for
heterogeneous data streams can be used. In FIG. 1, the
environment 100 can include multiple apparatuses and
networks, such as an apparatus 102, an apparatus 104,
and a network 106. The apparatuses can be implement-
ed by any configuration of one or more computers, such
as a microcomputer, a mainframe computer, a super-
computer, a general-purpose computer, a special-pur-
pose/dedicated computer, an integrated computer, a da-
tabase computer, a remote server computer, a personal
computer, a laptop computer, a tablet computer, a cell
phone, a personal data assistant (PDA), a wearable com-
puting device, or a computing service provided by a com-
puting service provider (e.g., a web host or a cloud serv-
ice provider).

[0022] Insomeimplementations, the computing device
can be implemented in the form of multiple groups of
computers that are at different geographic locations and
can communicate with one another, such as by way of a
network. While certain operations can be shared by mul-
tiple computers, in some implementations, different com-
puters can be assigned to different operations. In some
implementations, the environment 100 can be imple-
mented using general-purpose computers with a com-
puter program that, when executed, performs any of the
respective methods, algorithms, and/or instructions de-
scribed herein. In addition, or alternatively, for example,
special-purpose computers/processors including spe-
cialized hardware can be utilized for carrying out any of
the methods, algorithms, or instructions described here-
in.

[0023] Theapparatus 102 caninclude a processor 108
and a memory 110. The processor 108 can be any type
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of device or devices capable of manipulating or process-
ing data. The terms "signal," "data," and "information"
are used interchangeably. The processor 108 can in-
clude any number of any combination of a central proc-
essor (e.g., a central processing unit or CPU), a graphics
processor (e.g., a graphics processing unit or GPU), an
intellectual property (IP) core, an application-specific in-
tegrated circuits (ASIC), a programmable logic array
(e.g., a field-programmable gate array or FPGA), an op-
tical processor, a programmable logic controller, a mi-
crocontroller, a microprocessor, a digital signal proces-
sor, or any other suitable circuit. The processor 108 can
also be distributed across multiple machines (e.g., each
machine or device having one or more processors) that
can be coupled directly or connected via a network.
[0024] The memory 110 can be any transitory or non-
transitory device capable of storing instructions and data
that can be accessed by the processor (e.g., via a bus).
The memory 110 herein can include any number of any
combination of arandom-access memory (RAM), aread-
only memory (ROM), a firmware, an optical disc, a mag-
netic disk, a hard drive, a solid-state drive, a flash drive,
a security digital (SD) card, a memory stick, a compact
flash (CF) card, or any suitable type of storage device.
The memory 110 can also be distributed across multiple
machines, such as a network-based memory or a cloud-
based memory. The memory 110 can include data, an
operating system, and one or more applications. The da-
ta can include any data for processing (e.g., an audio
stream, a video stream, or a multimedia stream). An ap-
plication can include instructions executable by the proc-
essor 108 to generate control signals for performing func-
tions of the methods or processes disclosed herein.
[0025] In some implementations, the apparatus 102
can further include a secondary storage device (e.g., an
external storage device). The secondary storage device
can provide additional memory when high processing
needs exist. The secondary storage device can be any
suitable non-transitory computer-readable medium,
such as a ROM, an optical disc, a magnetic disk, a hard
drive, a solid-state drive, a flash drive, a security digital
(SD) card, a memory stick, or a compact flash (CF) card.
Further, the secondary storage device can be a compo-
nent of the apparatus 102 or can be a shared device
accessible by multiple apparatuses via a network. In
some implementations, the application in the memory
110 can be stored in whole or in part in the secondary
storage device and loaded into the memory 110 as need-
ed for processing.

[0026] The apparatus 102 can further include an in-
put/output (I/O) device (i.e., /0O device 112). The 1/O de-
vice 112 can also be any type of input devices, such as
a keyboard, a numerical keypad, a mouse, a trackball, a
microphone, a touch-sensitive device (e.g., a touch-
screen), a sensor, or a gesture-sensitive input device.
The 1/0 device 112 can be any output device capable of
transmitting a visual, acoustic, or tactile signal to a user,
such as a display, a touch-sensitive device (e.g., a touch-
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screen), a speaker, an earphone, a light-emitting diode
(LED) indicator, or a vibration motor. For example, the
1/0O device 112 can be a display to display a rendering of
graphics data, such as a liquid crystal display (LCD), a
cathode-ray tube (CRT), an LED display, or an organic
light-emitting diode (OLED) display. In some cases, an
output device can also function as an input device, such
as a touchscreen.

[0027] The apparatus 102 can further include a com-
munication device 114 to communicate with another ap-
paratus via a network 106. The network 106 can be any
type of communications networks in any combination,
such as a wireless network or a wired network. The wire-
less network can include, for example, a Wi-Fi network,
a Bluetooth network, an infrared network, a near-field
communications (NFC) network, or a cellular data net-
work. The wired network can include, for example, an
Ethernet network. The network 106 can be a local area
network (LAN), a wide area networks (WAN), a virtual
private network (VPN), or the Internet. The network 106
can include multiple server computers (or "servers" for
simplicity). The servers can interconnect with each other.
One or more of the servers can also connect to end-user
apparatuses, such as the apparatus 102 and the appa-
ratus 104. The communication device 114 can include
any number of any combination of device for sending and
receiving data, such as a transponder/transceiver de-
vice, a modem, a router, a gateway, a wired network
adapter, awireless network adapter, a Bluetooth adapter,
an infrared adapter, an NFC adapter, or a cellular anten-
na.

[0028] Similar to the apparatus 102, the apparatus 104
includes a processor 116, a memory 118, an I/O device
120, and a communication device 122. The implemen-
tations of elements 116-122 of the apparatus 104 can be
similar to the corresponding elements 108-114 of the ap-
paratus 102. For example, the apparatus 102 caninclude
(e.g.,implement, execute, etc.) a sending application that
sends data to the apparatus 104, and the apparatus 104
can include a receiving application for receiving the data
sent by the apparatus 102, or vice versa. As such, the
apparatus 102 and the apparatus 104 can simultaneous-
ly be a sender and a receiver. The apparatus 102 can
communicate with the apparatus 104 via the network
106. The apparatus 102 and the apparatus 104 can also
communicate with other apparatuses (not shown) con-
nected to the network 106. The apparatus 102 can in-
clude (or, equivalently, the sending application can use)
and the apparatus 104 can include (or, equivalently, the
receiving application can use) the UTF for communicat-
ing via the network. It should be noted that similar portions
of the apparatus 102 and the apparatus 104 do not nec-
essarily have to be implemented in the same manner.
[0029] Itshouldalso be noted that parts or components
of the apparatus 102 and the apparatus 104 and the en-
vironment 100 can include elements not limited to those
shown in FIG. 1. Without departing from the scope of this
disclosure, the apparatus 102 and the apparatus 104 and
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the environment 100 can include more or fewer parts,
components, and hardware or software modules for per-
forming various functions in addition or related to network
communication using the UTF.

[0030] FIG. 2 is a diagram of an example of a system
200 for describing a universal transport framework for
heterogeneous data streams. The system 200 includes
a user device 204 and a network 206. The user device
(e.g., an application therein), which is also referred to
herein as the sender, can transmit data, such as to an-
other user device (not shown) via the network 206 using
a UTF 202. The other device is referred to herein as the
receiver. The user device 204 (i.e., the sender) can be
the apparatus 102 or the apparatus 104 of FIG. 1 and
the receiver can be the other of the apparatus 102 or the
apparatus 104. The network 206 can be the network 106
of FIG. 1. The sender (e.g. the user device 204) can also
be a receiver of data. As such, the user device 204 can
simultaneously be a sender and a receiver.

[0031] The UTF 202 can be included in the user device
204. For example, the UTF 202 can be a module of the
user device 204. A server of the network 206 can also
include a UTF 202 module. It is noted that the receiver
can alsoinclude its own UTF 202 and the same numerals
are used to refer to the modules of the UTF 202 of the
receiver. The UTF 202 can be implemented, forexample,
as a software program (e.qg., a software module, alibrary,
or the like) that may be executed by computing devices
such as the user device 204 or the apparatus 102 or the
apparatus 104 of FIG. 1. The software program can in-
clude machine-readable instructions that may be stored
in a memory, such as the memory 110, and that, when
executed by a processor, such as the processor 108 of
FIG. 1, may cause the computing device to perform the
operations described herein. The UTF 202 can be imple-
mented using specialized hardware or firmware. Multiple
processors, memories, or both, may be used.

[0032] The UTF 202 can include a session manage-
ment module 208 and a connection management module
210. The session management module 208 can include
a stream factory 212, a stream manager module 214,
and a scheduler module 216. The connection manage-
ment module 210 can include a loss detection module
220, a packet manager module 218, a congestion control
manager 224, and an acknowledgment manager module
222. In some implementations, additional modules can
be added, certain modules can be combined, and/or cer-
tain modules can be removed.

[0033] The session management module 208 can be
used to manage streams. Applications can use APIs of
the session management module 208 to create (and de-
stroy) and manage streams. A stream can be defined as
a sequence of data elements that an application (such
as an application executing on the user device 204)
sends/receives (such as over time) via the network 206
to/from another application executing on another com-
puting device. Streams can represent (e.g., implement,
be used for, etc.) reliable or unreliable transport. Retrans-
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mission control is encapsulated in each stream itself (or
more accurately, in the stream management itself).
[0034] The session management module 208 can en-
capsulate stream payloads (e.g., the data to be sent) into
stream frames. A stream frame can be a data container
that has a defined (e.g., deterministic, known, predicta-
ble, etc.) structure and semantics such that a receiver
can unambiguously parse (e.g., consume, read, etc.) the
contents of a received stream frame. Frames, other than
stream frames, are also possible as described herein.
[0035] Anclientapplication can establish a connection
between a client device executing the client application
and another device (such as a server or another client
device). After establishing the connection, APIs of the
stream factory 212 can be used by the client application
to create one or more streams. Creating a stream can
include assigning a priority to the stream. Metadata (also
referred to herein as customized metadata, application
metadata, or stream metadata) can be associated with
the stream. The metadata can be associated with the
stream at the time of creating the stream or before ap-
plication data is send using the stream. Creating the
stream can include specifying the customized metadata.
In an example, the metadata can be immutable. Thatis,
the stream metadata that are sent to the receiver are not
later changed while the stream is open during the con-
nection between the sender and the receiver.

[0036] To illustrate, and without loss of generality, in a
multi-media communication system, three streams may
be created. A signaling channel may be used to commu-
nicate via a reliable stream with the highest priority. An
audio or a video stream may use unreliable streams. The
audio stream can have a higher priority than the video
stream. Customized metadata, which may be transmitted
over the signaling channel, can carry the descriptions of
the audio orthe video streams. For example the metadata
can include the standard (e.g. H.264, H.265, AV1, etc.)
according to which the video data is encoded before
transmission using the video stream. Without such meta-
data, the video data may not be correctly decoded by the
receiver. In another example, the metadata may be in-
cluded in packets of the audio or the video streams.
[0037] The stream manager module 214 can maintain,
foreachframe of astreamthatis sent, a respective record
associated with the stream. The respective record can
include a current status of the frame. The current status
can indicate whether the frame was successfully trans-
mitted or was lost, as further descried below.

[0038] The scheduler module 216 prioritizes frames for
transmission. The scheduler module 216 can prioritize
frames using customized configurations. The scheduler
module 216 can deliver the frames, according to the
frame priorities, to the underlying connection manage-
ment module 210, as indicated by an arrow 226. For ex-
ample, and as already mentioned, audio frames may be
transferred before video frames because the audio
stream may have been created with a higher priority than
the video stream. Audio frames can be more efficiently
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transferred than video frames, which may require signif-
icantly more (e.g., 10x or 20x) bandwidth to transfer than
audio data. As such, under degraded or low-bandwidth
network conditions, by prioritizing the transfer of audio
frames, the sending user can be practically immediately
heard by the receiving user even if the sending user
couldn’t be immediately seen (using video data).
[0039] The scheduler module 216 can determine the
priorities of frames based on the configured priorities of
the corresponding streams. The scheduler module 216
delivers (e.g., provides, handoff, transfer, etc.) frames to
be transferred to the connection management module
210, as indicated by the arrow 226, which indicates a
request to the connection management module 210 to
send the frames over the network 206. The scheduler
module 216 can schedule when to send a respective next
frame. The scheduler module 216 can prioritize the
stream frames before delivering them to the connection
management module 210.

[0040] In an example, the scheduler module 216 can
use the max-min fairness strategy to schedule the stream
frames according to each stream’s priority. In another
example, the scheduler module 216 may use different
strategies to schedule the stream frames using the sta-
tistics collected by the packet manager module 218, the
congestion control manager 224, other statistics, or a
combination thereof. As such, optimal overall transmis-
sion can be achieved.

[0041] The connection management module 210 can
encapsulate frames (such as stream frames or other
frames) into connection packets and transmit the packets
out using an underlying protocol. That is, the connection
management module 210 can assemble multiple stream
frames into one packet for transmission over the network.
The underlying protocol can be an unreliable protocol
(e.g., the UDP), a reliable protocol (e.g., the TCP), or
some other protocol. When the underlying protocol is the
unreliable protocol (e.g., the UDP), retransmission con-
trol can be performed by the UTF 202. When the under-
lying protocol is the reliable protocol (e.g., the TCP), re-
transmission may be handled by the reliable protocol it-
self and the UTF 202 may not be able to control retrans-
mission.

[0042] The packet manager module 218 can serialize
packets (for sending to the receiver) and deserialize
packets (received from the sender). As described with
respect to FIGS. 3-5, a packet can have a predefined
format (e.g., structure) that describes what is contained
in the packet. For example, a packet can include stream
frames, acknowledgment frames (or simply, ACK
frames), some other frames, or a combination thereof.
[0043] The packet manager module 218 can manage
a caching strategy. The packet manager module 218 can
cache packets sent to the network 206. The packet man-
ager module 218 can maintain a record of packets that
the connection management module 210 sends (e.g.,
transmits over the network 206). When an acknowledge-
mentfor a packetis received from the receiver, the packet
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manager module 218 can update the record correspond-
ing to the acknowledged packet. When a packet is ac-
knowledged, the packet can be removed from the cache.
If a packet is not acknowledged, the connection manage-
ment module 210 can notify the session management
module 208 that the frames included in the packet are
lost. The session management module 208 can mark the
frames as lost. In an example, the session management
module 208 can notify the stream (or, equivalently, the
application) of the frames that the frames are lost.
[0044] As further described herein, a packet can in-
clude zero or more stream frames and zero or more ac-
knowledgment frames. As acknowledgments are at the
packet level, when an acknowledgment is received, the
cache can be used to determine, for example, which
stream frames were acknowledged and/or which ac-
knowledgement frames were received by the receiver.
Responsive to receiving an acknowledgment, the con-
nection management module 210 can notify the session
management module 208 of the acknowledgement, as
indicated by an arrow 228. Notifying the session man-
agement module 208 of the acknowledgement of a pack-
et can mean notifying the session management module
208 of the acknowledgment of the stream frames encap-
sulated (e.g., included, etc.) in the packet. Responsive
to the notification, the stream manager module 214 can
update the record for the stream frames to indicate that
the frames were successfully transmitted.

[0045] The loss detection module 220 can detect lost
packets. Each packet that is transmitted includes a pack-
etnumber. The acknowledgement can include the packet
number thatis received at the receiver. That the acknowl-
edgementincludes the packet number can mean that the
acknowledgement includes a range that includes the
packet number, as further described with respect to FIG.
8. In some situations, the loss detection module 220 may
determine that an unacknowledged packet is a lost pack-
et (i.e., never received at the receiver). A packet may be
determined to be lost based on the acknowledged pack-
ets. For example, if packets having packet numbers 10,
11, 12, and 13 were sent but only packets in the range
11-13 were acknowledged, then the loss detection mod-
ule 220 may determine that packet numbered 10 was
lost (i.e., not received at the receiver).

[0046] In an example, the unacknowledged packet
may be retransmitted. Responsive to the loss detection
module 220 detecting a lost packet, the loss detection
module 220 notifies the stream manager module 214 of
the stream frames encapsulated in the lost packet, as
indicated by an arrow 230. The cache described with
respect to the packet manager module 218 can be used
to determine which stream frames are included in the lost
packet. In an example, the stream manager module 214
can in turn notify the stream (or, equivalently, the appli-
cation) of the lost frames.

[0047] Inanexample,the stream manager module 214
can determine further processing of the lost frames ac-
cording to the stream type, customized requirements,
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other criteria, or a combination thereof. For example, if
a lost stream frame belongs to a reliable stream, the
stream manager module 214 may continue retransmit-
ting the stream frame until the stream frame is success-
fully received (i.e., is acknowledged). For example, if a
lost stream frame belongs to an unreliable stream, the
stream manager module 214 may discard the stream
frame. In another example, the stream manager module
214 can retransmit the lost stream frame that belongs to
the unreliable stream for a predetermined limited number
of times, such as according to stream configuration set-
tings or UTF configuration settings. In another example,
an APl may be available for providing (such as by an
application developer) instructions (such as in the form
of a call back function) to the stream manager module
214 for custom, application-specific handling of lost
frames. In another example, retransmission decisions
are not made by the stream manager module 214. Rath-
er, the stream manager module 214 can notify the stream
of lost frames and the application that uses the stream
can determine whether to retransmit a lost frame or not
based on the application needs.

[0048] In some situations, a packet may be received
by the receiver but the acknowledgment itself may be
lost. Following the logic described above, the loss detec-
tion module 220 may incorrectly infer that the packet itself
was lost. Thus, the loss of an acknowledgment may
cause incorrect loss detection, which in turn may cause
unnecessary retransmission. To prevent incorrect loss
detection, a more efficient acknowledgement mecha-
nism is described below with respect to FIG. 8.

[0049] For each packet that is sent to a receiver (i.e.,
the receiver of the stream content), the packet manager
module 218 can maintain a respective record that in-
cludes the time that the packet was sent and the status
of the packet. The status can be one of an inflight-status
(i.e., that the packet has been sent but not yet acknowl-
edged by the receiver), an acknowledged-status (i.e.,
that the packet that has been acknowledged by the re-
ceiver), a lost-status (i.e., that the packet is considered
lost by the loss detection module 220), a spurious-lost-
status (i.e., that the packet was considered lost but has
now been actually acknowledged by the receiver), fewer
statuses, more statuses, other statuses, ora combination
thereof. At the connection management module 210 of
the receiver, when packets are received from the under-
lying network protocol, the packets can befirst processed
in the connection management module 210 of the receiv-
er. The packet number of the received packet can be
included in an acknowledgement frame that is generated
by the acknowledgment manager module 222 of the re-
ceiver. The acknowledgment frame can be sent back to
the sender. In an example, the receiver can determine
when to transmit acknowledgment frames depending on
network conditions. As such, the transmission of ac-
knowledgment frames can be adjusted dynamically.
[0050] The connectionmanagementmodule 210 ofthe
receiver extracts stream frames from received packets
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and delivers the extracted packets to the session man-
agement module 208 of the receiver. The stream man-
ager module 214 of the receiver can remove application
payloads from the stream frames. The stream manager
module 214 of the receiver can immediately provide the
application payloads to the application layer of the in the
case of a reliable stream. The stream manager module
214 of the receiver can cache the application payloads
for reordering in the case of a reliable stream.

[0051] The congestion control manager 224 can de-
termine when packets are to be transmitted to achieve
congestion avoidance of the network 206. Congestion
canresult when the transmission rate may be higher than
the bandwidth of the network. In an example, repeated
retransmissions of unacknowledged packets may cause
network congestion. The congestion control manager
224 can collect or compute network statistics (e.g., pack-
et-level statistics) to calculate the estimated bandwidth
and to control when packets are to be transmitted. The
packet-level statistics can include one or more of a round-
trip time, a one-way delay and jitter, a delay gradient, a
loss ratio, a lost packets range distribution, an estimated
available bandwidth, other statistics, or a combination
thereof. The congestion control manager 224 can set
(e.g., update, determine, calculate, set, select, etc.) con-
gestion control parameters based on the statistics. The
congestion control parameters can include one or more
of a congestion window, a pacing rate, other parameters,
or a combination thereof.

[0052] As such, in an example, the connection man-
agement module 210 can use the congestion control
manager 224 (e.g., data received, collected, aggregated,
etc. by the congestion control manager 224) to determine
a time for sending a packet. The loss detection module
220 can be used to determine when an inflight packet is
lost. The loss detection module 220 can provide loss in-
formation to the session management module 208. The
session management module 208 can in turn notify the
sending streams of the loss. A sending stream (or the
application using the stream) can then determine (such
as based on the specific application needs) whether the
data is to be retransmitted.

[0053] FIG. 3is adiagram of an example of a structure
300 of a packet. Other packet structures of a UTF are
also possible. A packet may be transmitted by a sender,
such as by the connection management module 210 FIG.
2 of asenderto areceiverover the network 206. A packet
may be received by a receiver, such as by the connection
management module 210 of FIG. 2 of a receiver from a
sender over the network 206. Packets cannot contain
data beyond a maximum packet size. Said another way,
packets have a maximum packet size (such as in bytes).
Itis noted that a packet can include frames from multiple
streams.

[0054] A field 302 can be used to indicate a type of the
packet. In an example, the field 302 can have a first value
or a second value. The first value can indicate that the
packet is an initial packet that is transmitted when a con-
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nection is established and before any application data is
transmitted. The second value can indicate that the pack-
et is a data packet. The first value and the second value
can the constant values klnitial and kData, as described
respectively with respect to FIGS. 4-5.

[0055] A field 304 indicates a sequence number of the
packet. Each sent packet of a stream can have (e.g., be
assigned, such as by the packet manager module 218
of the sender) a unique number. The packet numbers
are continuously increased. A field 306 indicates the pay-
load to be included in the packet.

[0056] FIG. 4 is adiagram of an example of a structure
400 of an initial packet. Other initial packet structures of
a UTF are also possible. The structure 400 further de-
scribes the structure of a packet according to FIG. 3
where the type is kinitial. An initial packet can be used
in initializing the connection. As further mentioned below,
the handshake to establish the connection can be similar
to the three-way handshake of TCP, which can complete
in one round-trip time (RTT).

[0057] Afield 402 indicates that the value of the packet
type is klinitial. A field 404 can be the same as the field
304 of FIG. 3. The field 306 of FIG. 3 is further elaborated
into fields 406-430. The field 406 can indicate the version
of the UTF protocol used for generating the packet. The
version can be used, for example, by a receiver to deter-
mine the structure (e.g., the contents) and the semantics
of the packet. The version can be used, for example, for
backward compatibility.

[0058] A field 408 includes a set of control bits (s, a, r,
o, e, t) that each can have a 0 or 1 Boolean value. The
control bits s, a, and r correspond to the three-way hand-
shake between two TCP stacks. The control bits s, a,
and r can be used when the underlying protocol used by
the UTF is the TCP protocol. The control bits s, a, and r
correspond, respectively, to the values SYN (synchro-
nize sequence numbers), ACK (acknowledgment), and
RST (reset the connection) of the three-way TCP hand-
shake.

[0059] The control bit o indicates whether an "option"
field is present later in the payload of the packet. The
UTF can use the "option" field. That is, the "option" field
can include UTF-specific, but not application-specific,
data. To illustrate, the UTF can use the "option" field to
transmit configuration information of a session. The con-
trol bit e indicates whether an "early_data"field is present
later in the payload of the packet. In an example, early
data can be used by an application to send some appli-
cation data in a first round-trip of handshake without hav-
ing to wait for the handshake to finish (i.e., before the
handshake is completed). Other uses of "early _data"are
possible. The control bit ¢ indicates whether tags are
present later in the payload of the packet. In an example,
the UTF can use tags to indicate configuration(s) of the
handshake protocol (such as whether to use cryptogra-
phy during the handshake). Other uses of the tags are
possible.

[0060] Afield 410 includes acked pkt no, which is the
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packet number that this initial packet is going to acknowl-
edge. The acked_pkt_no is sent from the receiver to the
sender. On the other hand, the largest_acked, which is
further described below, indicates the largest acknowl-
edged packet number that the sender receives from the
receiver. That is, the largest_acked is transmitted from
the sender to the receiver.

[0061] If the control bit o is set (e.g. has the Boolean
value 1), then a field 412 indicates a length (such as in
bytes)of afield 414 thatincludes the options. If the control
bit e is set, then a field 416 indicates a length (such as
in bytes) of a field 418 that includes the early data. If the
control bit t is set, then a field 420 indicates the number
of tags present in the payload. Any number of tags can
be possible as long as the packet size remains less than
or equal to the maximum packet size. FIG. 4 illustrates
that two tags are present. However, a packet can include
one or more than two tags when the t control bit is set.
A field 422A indicates a length of a field 424A that in-
cludes the data of the first tag. The field 424A includes
the data of the first tag. A field 422B indicates a length
of a field 424B that includes the data of the second tag.
The field 424B includes the data of the second tag.
[0062] FIG.5is adiagram of an example of a structure
500 of a data packet. Other data packet structures of a
UTF are also possible. The structure 500 further de-
scribes the structure of a packet according to FIG. 3
where the type is kData. A data packet can encapsulate
different types and number of frames. Each data packet
can contain one or more frames.

[0063] A field 502 indicates thatthe value of the packet
type is kData. A field 504 can be the same as the field
304 of FIG. 3. A field 506 includes the largest packet
number that was acknowledged by the receiver. Said an-
other way, the field 506 includes the value largest_acked,
which is the value of the largest acknowledged packet
number received from the receiver. The largest acknowl-
edged packet number received from the receiver can be
determined based on an acknowledgement frame re-
ceived from the receiver. Every stream packet received
by the receiver includes the largest acked packet
number. The largest_acked can be used by the sender
to indicate to the receiver the maximum packet number
for which the sender received an acknowledgement from
the receiver. Including the largest_acked packet number
in a packet is referred to as the ack-ack mechanism (i.e.,
an acknowledgment of the acknowledgement). The ack-
ack mechanism can be implemented by the acknowledg-
ment manager module 222.

[0064] The ack-ack mechanism can solve the incorrect
retransmission due to feedback link failure, such as pack-
et loss, network jitter, network congestion, or other link
failures. Atthe sender, the ack-ack mechanism can trans-
fer the largest acknowledged sequence at present em-
bedded into any data packet that is sent from the sender
to the receiver. Responsive to receiving the largest_ack
sequence from the sender, the receiver can carry the
distribution information between the current ack se-
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quence and the largest ack sequence into an acknowl-
edgement packet that the receiver transmits back to the
sender. The sender can then update the /largest_ack se-
quence and verify the un-acknowledged packets to avoid
incorrect retransmission. The ack-ack mechanism can
take effect dynamically and adaptively based on the dif-
ferent network conditions. That is, the ack-ack mecha-
nism can be dynamically enabled and disabled depend-
ing on the network conditions. If the network conditions
are good (e.g., not degraded, etc.) and ack frames are
not lost (i.e., are received by the sender), then there
would be no need to enable the ack-ack mechanism.
Enabling the ack-ack mechanism, when not necessary,
results in a waste of bytes. The ack-ack mechanism can
be enabled automatically if the sender or the receiver
detects that the acknowledgement feedback link is de-
graded or that many acknowledgement packets are be-
ing lost.

[0065] In an implementation, the receiver can use the
largest_acked packet number to continue to send (and
resend) acknowledgments of packets received but for
which the sender has not yet received acknowledge-
ments. Additionally, the receiver can use the
largest_acked packet number to stop including packet
numbers smaller or equal to largest_acked packet
number if future acknowledgment frames.

[0066] To illustrate, the sender transmitted packets
having packet numbers (packet_no’s) 1 to 100 and the
receiver received the packets numbered 1-70, 75-90,
93-96. The receiver transmits, to the sender, acknowl-
edgement frames for all the received packets. The ac-
knowledgement frames can be as described with respect
to FIG. 8. However, some of the transmitted acknowl-
edgement frames may not arrive at the sender. Assume
that the sender received acknowledgment frames for the
packets numbered 1-70 and 76-78. As such, the sender
determines that the largest_acked packet number is, for
example, 78. In the case of areliable stream, the sender
can continue to transmit the packets numbered 71-75
until they are acknowledged. In the case of an unreliable
stream, the sender does not retransmit the packets num-
bered 71-75. In another example, the UTF can retransmit
the packets numbered 71-75 of an unreliable stream (or
a partially reliable stream) a predetermined number of
times (e.g., 2, 3, 5, or some other number of times). The
receiver stops including acknowledgments of packet
numbers smaller or equaltothe largest_ack. Additionally,
and further described below, in this scenario, a field 810
(i.e., the largest_observed_packet_number) of an ac-
knowledgment frame, as described with respect to FIG.
8, would include the value 96. As becomes apparent with
respectto FIG. 8, the sender can use the packet numbers
of the gaps in an acknowledgment frame to determine
which packets to retransmit. As mentioned above, in an
example, whether to retransmit a frame is determined by
the application layer based on the application needs.
[0067] Continuing the above example, the receiver
may then receive data packets that include
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largest_acked=79. Responsive to receiving a packet that
includes largest_acked=79, the receiver continues to
send acknowledgement frames for the packets 80-90
and 93-96 even though the receiver had already sent
such acknowledgements. As further described with re-
spect to FIG. 8, ranges of packet numbers can be ac-
knowledged.

[0068] A field 508 indicates the number of frames in-
cluded in the data packet. For each of the frames, a re-
spective type field (such as a field 510), a respective
frame length field (such as a field 512), and a respective
frame data field (such as a field 514) are included in the
packet. Ellipsis 518 indicates that the fields 510-514 can
be repeated based on the number of frames included in
the data packet (i.e., the value of the field 508). Many
frames can be included in the packet as long as the total
size of the packet remains less than or equal to the max-
imum packet size and as allowed by the congestion con-
trol manager 224.

[0069] A frame can be a stream frame (i.e., kStream
type value), an acknowledgement frame (i.e., kAck-
Frametype value), a close frame (i.e., kClose type value),
or a congestion feedback frame (i.e., kFeedback type
value). Other frame types are also possible. A stream of
a stream frame is described with respect to FIG. 7. A
structure of an acknowledgement frame is described with
respectto FIG. 8. A structure of aclose frame is described
with respect to FIG. 9. A structure of a congestion feed-
back frame is described with respect to FIG. 10.

[0070] FIG.6is adiagram of an example of a structure
of a frame. Other frame structures of the UTF are also
possible. Aframe can be constructed by the session man-
agement module 208 of the UTF, such as by the stream
manager module 214 of FIG. 2 or can be constructed by
a module of the connection management module 210.
Frames constructed by the stream manager module 214
are passed to the connection management module 210,
as shown by the arrow 226. The packet manager module
218 of the connection management module 210 can in-
clude the frame, or can combine multiple frames, into a
packet for transmission over the network 206, as indicat-
ed by a send/receive arrow 234. With respect to a re-
ceived packet, and as already described, the packet
manager module 218 can extract the frames included in
the received packet and pass atleast some of the frames
to the session management module 208.

[0071] A field 602 can be used to indicate a type of the
frame. The type can be used by a receiver to determine
the semantics of the rest (e.g., the remaining content) of
the frame. Many different frame types are possible. For
example, the frame types can include a stream frame
type (where the field 602 can have a constant value of
kStream), an acknowledgment frame type (where the
field 602 can have a constant value of kAckFrame), a
close frame type (where the field 602 can have a constant
value of kClose), and a congestion feedback frame type
(where the field 602 can have a constant value of kFeed-
back).
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[0072] Fields 604 and 606 can be as described with
respect to fields 512 and 514 of FIG. FIG. 5. As further
described with respect to FIGS. 7-10, the field 606 can
include different payload data and data structures and
have different semantics depending on the frame type
value (i.e., the value of the field 602). A frame cannot be
larger than a maximum frame size.

[0073] FIG. 7 is adiagram of an example of a structure
700 of stream frame. Other stream frame structures of a
UTF are also possible. The structure 700 further de-
scribes the structure of a frame according to FIG. 6 where
the frame type is kStream. A stream frame is a frame that
contains application data. That is, a stream frame can be
used for transferring application data to a receiver. A
stream frame can optionally include option data or meta-
data.

[0074] In a stream frame, the value of the type field
(i.e., a field 702) is the constant value kStream. A field
704 indicates the length (such as in bytes) of the stream
frame. A field 706 can be used to indicate the unique
identifier of a stream in a current connection that gener-
ated the stream frame. A field 708 can include two flags
(e.g., bits): an options flag (o) and a metadata flag (m).
The options flag (0) can be used to indicate whether the
stream frame includes options data. That is, when the
options flag (o) is set (e.g., has the Boolean value 1),
options-related fields (i.e., a field 710 and a field 712) are
included in the stream frame. The metadata flag (m) can
be used to indicate whether the stream frame includes
metadata. That is, when the metadata flag (m) is set,
metadata-related fields (i.e., a field 714 and a field 716)
are included in the stream frame.

[0075] When the options flag (o) is set, the field 710
includes the size of the field 712, which includes the op-
tion data. When the metadata flag (m) is set, the field 714
includes the size of the field 716, which includes the meta-
data. A field 718 includes the stream payload. The size
of the field 718 can be calculated by the receiver as
(frame_length - opt_len - meta_len).

[0076] FIG. 8 is adiagram of an example of a structure
800 of an acknowledgement frame. Other acknowledge-
ment frame structures of the UTF are also possible. The
structure 800 further describes the structure of a frame
according to FIG. 6 where the frame type is kAckFrame.
An acknowledgement frame is a frame that a receiver
(e.g., the acknowledgment manager module 222 of the
receiver) constructs and transmits to a sender to inform
the sender of the packets received by the receiver. The
receiver can acknowledge ranges of packets. There can
be multiple ranges in an acknowledgement frame with
gaps (such as for packets sent but not received) in the
ranges. As already mentioned, the receiver can stop in-
cluding in acknowledgement frames acknowledgements
of packet numbers smaller or equal to largest_ack.
[0077] Acknowledgementframes according to this dis-
closure enable a sender to obtain feedback from the re-
ceiver about received packets. The obtained information
can be used by the sender to optimize the transmission

10

15

20

25

30

35

40

45

50

55

1"

of packets based on the feedback from the receiver. For
example, the received timestamps and the received
range distribution can be used by the sender to sepa-
rately analyze the uplink and the downlink performances
to determine an optimal strategy for packet transmission.
Toillustrate, in an example, the congestion control man-
ager 224 of the sender can use the data included in ac-
knowledgement frame to compute an estimated band-
width of the receiver or of the sender or both; the con-
gestion control manager 224 can further use the received
timestamps in the acknowledgement frame to calculate
jitter (such as the jitter of the uplink, the jitter of the down-
link, or both). The uplink refers to the network link that
the sender uses to transmit packets to the receiver. The
downlink means the network link that the acknowledg-
ment frame is received on or, equivalently, the link that
the receiver uses to transmit the acknowledgment frame.
[0078] The uplink performance can be determined by
the sender based on uplink statistics that the sender
maintains correlated with the obtained feedback. The ob-
tained feedback enables the decoupling of analyses of
the uplink status (e.g., performance, etc.) from the down-
link status (e.g., performance, etc.). As such, the trans-
mission quality can be evaluated more precisely by the
connection management module 210 of the sender. The
difference between sending rate and receiving rate can
be calculated using packet-train-based probe tech-
niques.

[0079] By decoupling the status of the uplink from that
of the downlink, it is possible to determine (e.g., infer,
etc.), for example, whether an unacknowledged packet
is lost due to uplink performance issues and, therefore,
the packet is to be retransmitted; or whether the packet
was unacknowledged because the acknowledgment
frame was lost due to downlink performance issues and,
therefore, the packet is not to be retransmitted therewith
preserving network bandwidth that would otherwise be
wasted if the packet were to be retransmitted.

[0080] The feedback information included in an ac-
knowledgment frame can include the received times-
tamps of every packet and the distribution information of
ranges of the received packet numbers. For example, as
Fig. 8 illustrates, the largest packet received timestamp
and largest packet number received are recorded. The
others are carried as delta values relative to the largest
packet received time and number, described in a specific
packet format example.

[0081] Inan acknowledgement frame, the value of the
type field (i.e., a field 802) is the constant value kAck-
Frame. Afield 804 indicates the length (such as in bytes)
of the acknowledgement frame. A bit 806 indicates
whether the acknowledgement frame includes packet re-
ceived timestamps (i.e., afield 822 and one or more fields
824).

[0082] Afield 808 indicates the delay time (ack_delay)
in acknowledging the largest observed (e.g., received)
packet number. That is, the delay time can be the time
difference (such as in milliseconds) between a first time



21 EP 4 089 943 A1 22

that the receiver received the packet with the largest
packet number indicated in the largest_acked field and
a second time at which the receiver sends the instant
acknowledgment frame.

[0083] A field 810 includes the value of the largest
packet number of the packets received by the receiver
(i.e., the value largest _observed_packet number). A
field 812 includes the timestamp that the largest ob-
served packet number is received by the receiver (i.e.,
largest_observed_recv_time), such as by the packet
manager module 218 of the receiver. To illustrate, the
receiver may have received the packets numbered
10-49, 56-72, and 74. The
largest_observed_packet_number would be 74.

[0084] A field 814 includes the length of the range in-
formation in the acknowledgement frame. A field 816 in-
cludes a count of the number of ranges included in the
acknowledgement frame. A range can be described us-
ing two fields, such as fields 818 and 820. The field 818
can indicate the gap in packet number from last range to
current range (i.e., next_range_gap). The field 820 can
indicate the length of a currentrange (i.e., range_length).
Tolillustrate, assume that the sender transmitted packets
numbered 50-100 but that the receiver did not receive
packets 60-72, 79-83, and 95-100. As such, the
largest_observed_packet_number is 94;
next_range_gap1 canbe 11 (i.e., 94-83); range_length1
canbe5 (i.e.,83-79+1); next_range_gap2canbe7 (i.e.,
79-72); and range_length2 canbe 13 (i.e., 72-60+1). The
fields 818-820 can be repeated, as indicated by ellipsis
821 based on the count of the number of ranges (i.e., the
value of the field 814).

[0085] A field 822 includes the count of timestamps
included in the acknowledgement frame. A field 824 in-
cludes a delta (e.g., a difference) from the value
largest observed_packet number (i.e., the value of the
field 810) to a current packet number. To illustrate, as-
sume that the largest_observed_packet_number is 100
and that arrival timestamps of only packet numbers 80
and 70 are to be included in the acknowledgement frame
and that packets 71-79 are lost. As such, the field 822
can have a value of 2; the value delta_number1 (i.e., a
first field 824) can be 20 (i.e., 100-80) and the value
delta_number?2 (i.e., a second field 824) can be 30 (i.e.,
100-70). A field 826 includes, for the corresponding field
824, the respective delta from the value
largest_observed_recv_time (i.e., the value of the field
812) to a received time of the current packet. The fields
824-826 can be repeated, as indicated by an ellipsis 827,
based on the count of packet received timestamps (i.e.,
a value of the field 822).

[0086] In another example, the value of afirst field 824
(e.g., delta_number4) (not shown) can be a delta from
an immediately preceding value of a second field 824
(e.g., delta_number3) (not shown) where the
delta_number! can be the offset from the
largest_observed_packet_number. To illustrate and us-
ing the above example, the field 822 can have a value

10

15

20

25

30

35

40

45

50

55

12

of 2; the value delta_number1 (i.e., a first field 824) can
be 20 (i.e., 100-80=20) and the value delta_number2
(i.e., a second field 824) can be 10 (i.e., 80-70=10).
[0087] Anacknowledgementframe can be transmitted
in a packet that does not include stream frames. An ac-
knowledgement frame can also be included in a data
packet that includes other stream frames. Including the
acknowledgementframe in data packet thatincludes oth-
er stream frames is referred to as acknowledgment pig-
gybacking. If the size of a data packet (e.g., a packet of
type kData) thatincludes stream frames (of other frames)
is such that, by including the acknowledgement frame in
the data packet, the size of the data packet would not
exceed the maximum packet size, then the acknowledge-
ment frame can be included in the data packet.

[0088] Acknowledgement piggybacking can efficiently
decrease the data rate consumption of acknowledge-
ment frames, especially when the network traffic is very
heavy. Additionally, the specific packet format of ac-
knowledgment frames, as described herein, can carry
(e.g., include, etc.) useful information, such as packets
received timestamps, the acknowledgement piggyback-
ing mechanism, and the ack-ack mechanism, are imple-
mented dynamically and adaptively based on the real-
time network conditions to improve the ack performance
in the various application scenarios. Acknowledgment
piggybacking is illustrated with respect to FIG. 12.
[0089] FIG.9is adiagram of an example of a structure
900 of a close frame. Other close frame structures of the
UTF are also possible. The structure 900 further de-
scribes the structure of a frame according to FIG. 6 where
the frame type is kClose. A close frame can be used to
close a specific stream or the connection. Either side
(i.e., a sender or a receiver) can send a close frame to
the other. The close frame indicates that the sender of
the close frame is about to perform a closing action.
[0090] In aclose frame, the value of the type field (i.e.,
a field 902) is the constant value kClose. A field 904 in-
dicates the length (such as in bytes) of the close frame.
A field 906 indicates the identifier of the stream that is
going to be closed by the sender of the close frame. The
close frame can also be used to indicate that the con-
nection (and all streams of the connection) are going to
be closed. Forexample, a predefined value (e.g., OXFFFF
or some other value) for the field 906 can be used to
indicate the closing of the connection.

[0091] A field 908 can indicate an error code for the
closing action. That s, the field 908 can indicate areason
of the closing action. A field 910 can be used to provide
more details regarding the reason(s) of the closing action.
[0092] Inan example, a close frame may be sent from
the sender to the receiver responsive to the sender not
receiving acknowledgment frames, such as within a pe-
riod of time, of a packet that the sender transmitted and
that includes metadata. The sender can send a close
frame to the receiver indicating that there is an uninitial-
ized stream and which the sender is closing. The sender
can further discard any cached stream frames of the un-
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initialized stream.

[0093] FIG.10isadiagram ofanexample of a structure
1000 of a feedback frame. Other feedback frame struc-
tures of the UTF are also possible. The structure 1000
further describes the structure of a frame according to
FIG. 6 where the frame type is kFeedback.

[0094] Feedback frames (or congestion feedback
frames) can be used to report network statistics to the
peer side. That is, both the receiver and the sender can
regularly send feedback frames to the each other. The
feedback frames can be constructed based on network
statistics that are collected by the side that transmits the
feedback frame. The congestion control manager 224 of
one side of the connection can gather network statistics,
construct a feedback frame using the statistics. The feed-
back frame can be included in a packet and prioritized
for transmission to the peer. The congestion control man-
ager 224 of the peer can use feedback frames for con-
gestion control.

[0095] In a feedback frame, the value of the type field
(i.e., a field 1002) is the constant value kFeedback. A
field 1004 indicates the length (such as in bytes) of the
feedback frame. A field 1006 can indicate a loss ratio,
which represents the ratio of the number of lost packets
to the total number of sent packets. A field 1008 indicates
delta_from_begin_ms, which can be the time between a
current time (e.g., the time that the feedback frame was
constructed by the receiver) and a time of creation of the
connection. Thatis, the field 1008 can indicate the current
duration (e.g., length, etc.) of the session. A field 1014
indicates the estimated bandwidth (such as in kilobits per
second), which is an estimate of the amount of data that
the uplink of sender of the feedback frame can transfer
per unit of time (e.g., second). A field 1012 can indicate
the total number of kilobits sent since the last feedback
frame. A field 1014 indicates the number of streams for
which the feedback frame includes statistics. Afield 1016
indicates the packet jitter. Packet jitter can indicate a var-
iation in the delay of received packets. For example, the
sender may transmit a continuous stream of packets at
evenly spaced intervals. Howewer, due to several con-
ditions (e.g., receiver network congestion, improper
queuing,configuration errors, other conditions, or a com-
bination thereof), the receiver may not receive the pack-
ets at the evenly spaced intervals; rather the delay be-
tween packets can vary instead of remaining constant.
Thefield 1016 canindicate the jitter to within two standard
deviations from the mean, which accounts for roughly
95% of a jitter data collected.

[0096] Afield 1018 indicates the average queuing time
of packets. For each of the streams, a respective field
1020 indicates the stream ID, followed by a respective
field 1022 indicating the number of kilobits (or kilobytes)
per second of data transmitted for the stream. For exam-
ple, sent_kbpsN can indicate the bandwidth of the Nth
stream. Ellipsis 1023 indicate that there could be multiple
fields 1020-1022.

[0097] In an example, at least some of the network
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statistics can be reported by the UTF to the application
layer. The application may, for example, modify the ap-
plication behavior based on the statistics. To illustrate,
and without limitations, in the case of an RTC session,
responsive to a determination of a degraded perform-
ance of the peer network (i.e., the downlink), the appli-
cation may automatically increase the compression ratio
(such as by increasing the quantization parameter (QP)),
reduce the frame rate, temporarily turn off the video
stream of the connection, adopt some other strategy, or
a combination thereof.

[0098] As described with respect to FIG. 6, a stream
frame can include metadata. Metadata can be used to
describe essential characteristics of the stream. As such,
the metadata must be guaranteed to transmit success-
fully even in unreliable streams. For example, a video
application may use metadata to carry private video de-
scriptors. Videos may not be decoded correctly without it.
[0099] FIG. 11 is a diagram of a flowchart of an exam-
ple of a technique 1100 for transmitting metadata. The
technique 1100 can be implemented by one or more mod-
ule of a universal transport framework, such as the UTF
202 of FIG. 2. The technique 1100 can be implemented
by a sender, such as an application of an apparatus that
transmits stream data to a receiver. The technique 1100
can be implemented, for example, as a software program
that may be executed by an apparatus, the apparatus
102 orthe apparatus 104 of FIG. 1. The software program
can include machine-readable instructions that may be
stored in amemory such as the memory 110 or the mem-
ory 118 of FIG. 2, and that, when executed by a proces-
sor, such as the processor 108 or the processor 116 of
FIG. 1, may cause the respective apparatus to perform
the technique 1100. The technique 1100 may be imple-
mented in whole or in part by the stream manager module
214 of FIG. 2. The technique 1100 can be implemented
using specialized hardware or firmware. Multiple proces-
sors, memories, or both, may be used.

[0100] The techniqgue 1100 implements a reliable,
guaranteed mechanism to transmit metadata in unrelia-
ble streams. A stream identifier or a stream descriptor
can be an example of metadata. To illustrate, in an RTC
session, multiple users (more specifically, multiple RTC
applications executing on respective user devices) may
be connected to a server using respective UTFs. The
server may send the video streams from of each user to
all the users. At connection establishing time, the server
(i.e., an RTC application therein) can send stream de-
scriptor information (i.e., metadata) identifying the user
(e.g., a user name, a user location, etc.) to each of the
users so that each video stream received can be asso-
ciated/identified by user. Other metadata are possible.
[0101] The technique 1100 can include metadata in
stream frames responsive to the metadata fitting in the
stream frames, such as a stream frame as described with
respect to FIG. 7. To reduce the number of frames to be
sent over a network, metadata can be included in a
stream frame responsive to the stream frame including
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sufficient remaining space to carry the metadata. The
metadata can be aggregated with that application data
(e.g., the payload) in the stream frame (i.e., a kStream
frame). When there is no sufficient space for the meta-
data, the metadata can be transmitted in a standalone
metadata frame. A metadata frame is a kStream frame
(i.e., a stream frame) that does not include a payload.
[0102] The technique 1100 additionally implements a
redundant transmission mechanism such that the same
metadata frame can be sent multiple times. Redundant
transmission can be used to mitigate potential loss of the
metadata over a degraded downlink of the receiver and
canimprove the chances of successful transmission from
the sender (and receipt by the receiver) of the metadata
frame. The metadata is retransmitted until the sender
receives an acknowledgment frame of the metadata.
[0103] The receiver can cache the application data
from an unreliable stream until the metadata, if any, is
received successfully. Caching the application data can
ensure that the application data of an unreliable stream
will not be blocked from being sent due to the loss of
metadata stream. That is, whereas some traditional tech-
niques may first transmit the metadata (i.e., metadata
frames) before transmitting application data, the UTF can
send the metadata in stream (e.g., application) frames.
Transmitting the metadata with application data ensures
that application data can be immediately available for
use at the receiver when the metadata is received. Ad-
ditionally, packets including metadata may be lost while
subsequent packets including application data are re-
ceived at the receiver. The receiver can cache the appli-
cation data until the metadata is received. To illustrate,
in RTC session, the application data may be video or
audio data. As such, the receiver can cache application
data received with the metadata or received before the
metadata so that as soon as the metadata is received
the cached video and audio data can be processed at
the receiver.

[0104] The technique 1100 can determine that meta-
data is to be transmitted to the receiver. For example,
the stream factory 212 of the receiver may receive a re-
quest to transmit metadata with a request to establish
(e.g., create, initialize, etc.) a stream. In an example, the
metadata may be included in a request to the stream
manager module 214. As such, if a stream has metadata,
the UTF may not process the user data until the metadata
is received. That is, when the application receives the
application layer data of a stream from the session man-
agement module 208 of the UTF, the application receives
the application and the metadata, if any. To reiterate, the
protocol mechanism described herein can be used in an
unreliable stream to ensure the reliable transmission of
stream-level metadata and to deliver the metadata to the
application layer before the data stream. Furthermore,
delays that may be caused by traditionally transmitting
metadata first followed by stream data can be avoided
by piggybacking the metadata with the application data.
[0105] At 1102, the technique 1100 can transmit the
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metadata to the receiver. In an example, the metadata
can be transmitted in a metadata frame or in a stream
frame with application data, as further described below
with respect to 1106. For example, the stream manager
module 214 of the receiver can receive arequestto trans-
mit application data to the receiver and the stream man-
ager module 214 can determine whether the metadata
can be included in a stream frame with the application
data.

[0106] At 1104, the stream manager module 214 de-
termines whether an acknowledgement has been re-
ceived for the metadata. The acknowledgment can be
received in a frame of type kAckFrame, as described with
respect to FIG. 8. That the metadata is acknowledged
can mean that the sender receives an acknowledgement
of a packet that includes the metadata. The technique
1100 terminates if the acknowledgement has been re-
ceived. If the acknowledgement has not been received,
the technique 1100 proceeds to 1106.

[0107] At 1106, the stream manager module 214 de-
termines whether the metadata can be included in a
stream frame for transmitting application data. As men-
tioned above, a stream frame cannot have a size that is
larger than the maximum frame size. As such, the stream
manager module 214 can determine whether the meta-
data can be included (e.g., fit, etc.) in the stream frame
that carrying the application data. If the metadata can be
included in the stream frame, then the technique 1100
proceeds to 1108 to construct a stream frame that in-
cludes the application data and the metadata. The stream
frame can be passed to the connection management
module 210, as indicated by the arrow 226 of FIG. 2, for
transmission to the receiver. If the metadata cannot be
included in the stream frame, the technique 1100 pro-
ceeds to 1110.

[0108] At1110,the technique 1100 determines wheth-
er atime delta (i.e., the time difference between a current
time and a last time of transmission of the metadata) is
greater  than a maximum threshold time,
kMeta_Frame Lost Interval. In an example, the step
1110 can be performed by the stream itself. If the time
delta is greater than the maximum threshold time
(kMeta_Frame_Lost_Interval), the technique 1100 pro-
ceeds to 1112 to promptly transmit a metadata frame that
includes the metadata. The maximum threshold time can
be the maximum time within which an acknowledgement
frame is expected to be received from the receiver. In an
example, the constant time can be fixed. In an example,
the constant time can be adjusted based on any received
feedback frames. If the maximum threshold time has not
elapsed since the metadata was last transmitted, then
the technique 1100 proceeds to 1114.

[0109] At 1114, the technique 1000 waits for a mini-
mum threshold time (kMeta_Frame_Send_Interval) be-
fore retransmitting the metadata in a metadata frame. By
waiting the minimum threshold time, the technique 1100
can avoid retransmitting the metadatatoo frequently. The
minimum threshold time threshold time can be constant
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or can be adjusted by the congestion control manager
224 based on feedback frames received from the receiv-
er. In an example, the step 1114 can be performed by
the stream itself.

[0110] While not specifically shown in FIG. 11, if a
number of retransmissions (e.g., 4, 5, 10, or some other
number of retransmissions) of the metadata has notbeen
reached, then the technique 1100 proceeds back to
1104. If the number of retransmissions has been
reached, then the technique 1100 proceeds to 1116. If
the metadata is not acknowledged after the number of
retransmissions, the technique 1100 may infer that, for
whatever reason (e.g., the receiver is not available, net-
work outage, etc.), an acknowledgement of the metadata
will not be received or that the metadata will not be re-
ceived. As such, the technique 1100 can cancel the trans-
mission of the metadata and terminate the session. Ter-
minating the session can include transmitting a close
frame, which can be as described with respect to FIG. 9.
[0111] FIG. 12is a diagram of an example of acknowl-
edgment piggybacking 1200. The Acknowledgment pig-
gybacking 1200 illustrates a stream packet 1202, an ac-
knowledgment packet 1204, and a piggybacking packet
1206.

[0112] The stream packet 1202 includes a UDP packet
header, a stream frame header, and a stream payload.
In the case of an RTC session, the stream frame header
and the stream payload can be, respectively, media
frame header and media payload. The acknowledgment
packet 1204 includes a UDP packet header, an acknowl-
edgement frame header, and acknowledgement pay-
load. The acknowledgement frame header and acknowl-
edgement payload can be as described with respect to
the acknowledgement frame of FIG. 8. As such, each of
the stream packet 1202 and the acknowledgment packet
1204 includes its own UDP packet header, if these pack-
ets were to be transmitted separately.

[0113] Contrastingly, the piggybacking packet 1206 in-
cludes only one UDP header and includes the media
frame header and media payload of the stream packet
1202 and the acknowledgement frame header and the
acknowledgement payload of the acknowledgment pack-
et 1204. As such, the data rate consumption of acknowl-
edgement packet in the network can be reduced.
[0114] In an example, the piggybacking mechanism
can be enabled adaptively such as based on current net-
work conditions. For example, in a bi-directional video
communication session, when a network congestion oc-
curs in the downlink direction, as detected by the con-
gestion control manager 224 of the sender, the piggy-
backing mechanism can be enabled automatically in that
direction (e.g., from the sender to the receiver). In an
example, a delayed acknowledgement mechanism (such
as the TCP delayed acknowledgement mechanism, or
some other delayed acknowledgement mechanism) can
be configured and adjusted dynamically.

[0115] FIG. 13 is an example of a program listing 1300
of using a universal transport framework for heterogene-
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ous data streams. The program listing 1300 can be the
source code of an application executing on an apparatus,
such as one the apparatus 102 or the apparatus 104 of
FIG. 1 or the user device 204 of FIG. 2.

[0116] Line2illustrates an API calltothe stream factory
212 of FIG. 2. Line 4 illustrates an API call that configures
the UTF to use UDP as the underlying network protocol
for communication. Lines 10-11 illustrate an API call
(e.g., arequest, etc.) to the stream factory 212 to create
a reliable stream and to set metadata for the stream,
which is to be transmitted to the receiver. For illustrative
purposes, the metadata is a simple string (i.e., "this is
my metadata" as shown in line 11). However, the disclo-
sure is not so limited and the metadata can be of any
type that may be serialized for transmission to the receiv-
er. Line 13 illustrates an API call to the stream manager
module 214 to transmit application data (i.e., "application
payload to send"). The application data can be any type
of data. Line 13 also illustrates that the application can
set a priority (i.e., "HighestPriority") for the application
data. The priority can be used by the scheduler module
216 to determine when the application data is to be
scheduled for transmission. Lines 15-17 illustrate a call-
back that the UTF can use for passing data received for
the stream to the application.

[0117] Lines 20-21 illustrate another API call (e.g., a
request, etc.) to the stream factory 212 to create an un-
reliable stream and to set metadata for the stream, which
is to be transmitted to the receiver. For illustrative pur-
poses, the metadata is a simple string (i.e., "this is my
metadata" as shownin line 21). Line 23 illustrates an API
call to the stream manager module 214 to transmit ap-
plication data (i.e., "application payload to send"). The
application data can be any type of data. Line 23 also
illustrates that the application can set a priority (i.e.,
"LowestPriority") for the application data. Lines 25-27 il-
lustrate a callback that the UTF can use for passing data
received for the stream to the application.

[0118] Based on the foregoing, another aspect of the
disclosed implementations is a set of operations that in-
cludes a first operations of a session management mod-
ule of the transport framework and second operations of
a connection management module of the transport
framework. The set of operations can be stored inamem-
ory (e.g., non-transitory computer-readable storage me-
dium) as instructions executable by a processor.

[0119] The first operations can include operations to
receive, from a sending application, data frames of a
stream of a connection session for transmission to a re-
ceiver; transfer the data frames to the connection man-
agement module; and maintain respective statuses of
the data frames. The second operations can include op-
erations to receive an acknowledgment frame from the
receiver, where the acknowledgment frame comprises a
range of packet numbers and the range of packet num-
bers indicates that the receiver received packets having
the packet numbers of the range of the packet numbers;
and notify the session management module of frame
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numbers included in the packets having the packet num-
bers of the range. A respective status of a data frame of
the data frames can be one of an inflight-status, an ac-
knowledged-status, a lost-status, or a spurious-lost-sta-
tus.

[0120] In an example, the first operations further in-
clude operations to receive a request to establish the
stream, where the request can include whether the
stream is a reliable stream, an unreliable stream, or a
partially reliable stream. In an example, the second op-
erations can include operations to notify, based on the
acknowledgment frame, the session management mod-
ule of data frames acknowledged by the receiver; and
the first operations can include operations to update the
respective statuses of at least some of the data frames
based on the notifying.

[0121] In an example, the second operations can fur-
ther include operations to receive a feedback frame from
the receiver, where the feedback frame comprises a
bandwidth of the stream and a duration of the connection
session. In an example, the first operations can further
include operations to notify the sending application of lost
frames based on the acknowledgment frame. For exam-
ple, in the case of a reliable stream or a partially reliable
stream, the application may determine to retransmit the
lost frame. As indicated above, in the case of an unreli-
able stream, the application can determine to retransmit
a lost frame (at least for a predetermined number of
times).

[0122] As described above, a person skilled in the art
will note that all or a portion of the aspects of the disclo-
sure described herein can be implemented using a gen-
eral-purpose computer/processor with a computer pro-
gram that, when executed, carries out any of the respec-
tive techniques, algorithms, and/or instructions de-
scribed herein. In addition, or alternatively, for example,
a special-purpose computer/processor, which can con-
tain specialized hardware for carrying out any of the tech-
niques, algorithms, or instructions described herein, can
be utilized.

[0123] The aspects of the disclosure described herein
canbedescribedinterms of functional block components
and various processing operations. The disclosed proc-
esses and sequences may be performed alone or in any
combination. Functional blocks can be realized by any
number of hardware and/or software components that
perform the specified functions. For example, the de-
scribed aspects can employ various integrated circuit
components, such as, for example, memory elements,
processing elements, logic elements, look-up tables, and
the like, which can carry out a variety of functions under
the control of one or more microprocessors or other con-
trol devices. Similarly, where the elements of the de-
scribed aspects are implemented using software pro-
gramming or software elements, the disclosure can be
implemented with any programming or scripting languag-
es, such as C, C++, Java, assembler, or the like, with the
various algorithms being implemented with any combi-
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nation of data structures, objects, processes, routines,
or other programming elements. Functional aspects can
be implemented in algorithms that execute on one or
more processors. Furthermore, the aspects of the dis-
closure could employ any number of conventional tech-
niques for electronics configuration, signal processing
and/or control, data processing, and the like. The words
"mechanism" and "element" are used broadly and are
not limited to mechanical or physical implementations or
aspects, but can include software routines in conjunction
with processors, etc.

[0124] Implementations or portions of implementa-
tions of the above disclosure can take the form of a com-
puter program product accessible from, for example, a
computer-usable or computer-readable medium. A com-
puter-usable or computer-readable medium can be any
device that can, for example, tangibly contain, store,
communicate, or transport a program or data structure
for use by or in connection with any processor. The me-
dium can be, for example, an electronic, magnetic, opti-
cal, electromagnetic, or semiconductor device. Other
suitable mediums are also available. Such computer-us-
able or computer-readable media can be referred to as
non-transitory memory or media and can include RAM
or other volatile memory or storage devices that can
change over time. A memory of an apparatus described
herein, unless otherwise specified, does not have to be
physically contained in the apparatus, but is one that can
be accessed remotely by the apparatus, and does not
have to be contiguous with other memory that might be
physically contained in the apparatus.

[0125] Any of the individual or combined functions de-
scribed herein as being performed as examples of the
disclosure can be implemented using machine-readable
instructions in the form of code for operation of any or
any combination of the aforementioned hardware. The
computational codes can be implemented in the form of
one or more modules by which individual or combined
functions can be performed as a computational tool, the
input and output data of each module being passed
to/from one or more further modules during operation of
the methods and systems described herein.

[0126] Information, data, and signals canberepresent-
ed using a variety of different technologies and tech-
niques. For example, any data, instructions, commands,
information, signals, bits, symbols, and chips referenced
herein can be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical
fields or particles, other items, or a combination of the
foregoing.

[0127] The word "example" is used herein to mean
serving as an example, instance, or illustration. Any as-
pect or design described herein as "example" is not nec-
essarily to be construed as being preferred or advanta-
geous over other aspects or designs. Rather, use of the
word "example" is intended to present concepts in a con-
crete fashion. Moreover, use of the term "an aspect" or
"one aspect" throughout this disclosure is not intended
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to mean the same aspect or implementation unless de-
scribed as such.

[0128] As used in this disclosure, the term "or" is in-
tended to mean an inclusive "or" rather than an exclusive
"or" for the two or more elements it conjoins. That is un-
less specified otherwise or clearly indicated otherwise by
the context, "X includes A or B" is intended to mean any
of the natural inclusive permutations thereof. In other
words, if X includes A; X includes B; or X includes both
A and B, then "X includes A or B" is satisfied under any
of the foregoing instances. Similarly, "X includes one of
A and B" is intended to be used as an equivalent of "X
includes A or B." The term "and/or" as used in this dis-
closure is intended to mean an "and" or an inclusive "or."
That is, unless specified otherwise or clearly indicated
otherwise by the context, "X includes A, B, and/or C" is
intended to mean that X can include any combinations
of A, B, and C. In other words, if X includes A; X includes
B; Xincludes C; X includes both A and B; X includes both
B and C; X includes both A and C; or X includes all of A,
B, and C, then "X includes A, B, and/or C" is satisfied
under any of the foregoing instances. Similarly, "X in-
cludes at least one of A, B, and C" is intended to be used
as an equivalent of "X includes A, B, and/or C."

[0129] The use ofthe terms "including" or "having" and
variations thereof herein is meant to encompass the
items listed thereafter and equivalents thereof as well as
additional items. Depending on the context, the word "if
as used herein can be interpreted
as "when," "while," or "in response to."

[0130] The use of the terms "a" and "an" and "the" and
similar referents in the context of describing the disclo-
sure (especially in the context of the following claims)
should be construed to cover both the singular and the
plural. Furthermore, unless otherwise indicated herein,
the recitation of ranges of values herein is intended mere-
ly to serve as a shorthand method of referring individually
to each separate value falling within the range, and each
separate value is incorporated into the specification as
if it were individually recited herein. Finally, the opera-
tions of all methods described herein are performable in
any suitable order unless otherwise indicated herein or
otherwise clearly contradicted by the context. The use of
any and all examples, or language indicating that an ex-
ample is being described (e.g., "such as"), provided here-
in is intended merely to better illuminate the disclosure
and does not pose a limitation on the scope of the dis-
closure unless otherwise claimed.

[0131] This specification has been set forth with vari-
ous headings and subheadings. These are included to
enhance readability and ease the process of finding and
referencing material in the specification. These headings
and subheadings are not intended, and should not be
used, to affect the interpretation of the claims or limit their
scope in any way. The particularimplementations shown
and described herein are illustrative examples of the dis-
closure and are not intended to otherwise limit the scope
of the disclosure in any way.
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[0132] All references, including publications, patent
applications, and patents, cited herein are hereby incor-
porated by reference to the same extent as if each ref-
erence were individually and specifically indicated as in-
corporated by reference and were set forth in its entirety
herein.

[0133] Whilethe disclosure has been described in con-
nection with certain embodiments and implementations,
itis tobe understood that the disclosure is not to be limited
to the disclosed implementations but, on the contrary, is
intended to cover various modifications and equivalent
arrangements included within the scope of the appended
claims, which scope is to be accorded the broadest in-
terpretation as is permitted under the law so as to en-
compass all such modifications and equivalent arrange-
ments.

Claims

1. A transport framework for heterogeneous data
streams of a sender used for communicating to a
receiver, comprising:

session management module; and
a connection management module,

the session management module is config-
ured to:

receive a request to establish a first
stream,

wherein the first stream is used for
transmitting or receiving data,

and

wherein the request includes an ex-
press indication as to whether the first
stream is reliable or unreliable;
construct a first data frame based on
application data;

handoff the first data frame to the con-
nection management module; and
maintain arecord for the first dataframe
comprising whether the first data frame
is successfully transmitted to the re-
ceiver;

the connection management module is con-
figured to:

receive the first data frame of the first
stream from the session management
module;

receive a second frame from the ses-
sion management module;
encapsulate the first data frame and the
second frame in a packet; and
transmit the packet to the receiver us-
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ing an unreliable protocol.

The transport framework of claim 1, wherein the ses-
sion management module is further configured to:
receive a priority of the first stream.

The transport framework of claim 1, wherein the ses-
sion management module comprises a scheduler
module that is configured to:

receive afirst stream frame from the first stream,
wherein the first stream has a first priority;
receive a second stream frame from a second
stream, wherein the second stream has a sec-
ond priority that is higher than the first priority;
and

responsive to the second priority being higher
than the first priority, handing off the second
stream frame to the connection management
module for transmission before the first stream
frame.

The transport framework of claim 1,

wherein the connection management module is fur-
ther configured to:

receive from the receiver a congestion feedback
frame comprising network statistics collected by the
receiver, the congestion feedback frame comprises
an amount of data transmitted for at least one stream.

The transport framework of claim 4, wherein the con-
nection management module is further configured
to:

responsive to receiving an acknowledgement of
the packet from the receiver:

remove the packet from the cache; and
notify the session management module of
acknowledgment of each frame encapsu-
lated in the packet; and

responsive to not receiving the acknowledge-
ment of the packet from the receiver:

notify the session management module of loss
of the each frame encapsulated in the packet.

The transport framework of claim 4,

wherein the packet comprises a packet number, and
wherein the connection management module is fur-
ther configured to:

receive an acknowledgment frame from the re-
ceiver, wherein acknowledgment frame com-
prises ranges of packet numbers received by
the receiver; and

determine whether the packet was received by
the receiver based on whether a range of the
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34
ranges includes the packet number.

The transport framework of claim 6, wherein the ac-
knowledgment frame further comprises respective
indications of received timestamps of packets of the
ranges of the packet numbers.

The transport framework of claim 6, wherein the ac-
knowledgment frame further comprises a largest
packet number of packets received by the receiver.

The transport framework of claim 4,

wherein the first stream is unreliable, and

wherein the connection management module is fur-
ther configured to:

responsive to determining that the packet is lost, no-
tify the first stream of frames included in the packet..

The transport framework of claim 4, wherein the net-
work statistics comprises a stream average queuing
time.

The transport framework of claim 4, wherein the con-
nection management module is further configured
to:

include, in the packet, a packet number of a largest
acknowledged packet number that is acknowledged
by the receiver.

A method for communicating between a sender and
areceiver using a transport framework for heteroge-
neous data streams, comprising:

receiving for a stream, at the receiver from the
sender, a first packet comprising a first packet
number;

transmitting, by the receiver to the sender, a first
acknowledgement frame comprising the first
packet number;

receiving for the stream, at the receiver, a sec-
ond packet comprising a second packet number
that is larger than the first packet number;
transmitting, by the receiver to the sender, asec-
ond acknowledgement frame comprising the
second packet number;

receiving, at the receiver and from the sender,
a packet comprising a largest acknowledged
packet number equal to the first packet number,
wherein the largest acknowledged packet
number indicates to the receiver alargest packet
number for which the receiver received an ac-
knowledgement frame; and

responsive to the largest acknowledged packet
number being equal to the first packet number,
including the second packet number in a third
acknowledgment frame.

The method of claim 12, further comprising:



14.

15.

16.

17.

18.
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responsive to the largest acknowledged packet
number being equal to the first packet number, not
including packet numbers smaller or equal to the first
packet number in the third acknowledgment frame.

The method of claim 12, wherein the third acknowl-
edgmentframe comprises ranges of received packet
numbers.

The method of claim 14, wherein the third acknowl-
edgement frame comprises indications of respective
received timestamps of packets having packet num-
bers constituting the ranges of the received packet
numbers.

A non-transitory computer-readable storage medi-
um, comprising executable instructions that, when
executed by a processor, facilitate performance of
operations of a transport framework for heterogene-
ous data streams, the operations comprising:

first operations of a session management mod-
ule of the transport framework; and

second operations of a connection management
module of the transport framework, wherein the
first operations comprise operations to:

receive, from a sending application, data
frames of a stream of a connection session
for transmission to a receiver;

transfer the data frames to the connection
management module; and

maintain respective statuses of the data
frames; and

wherein the second operations comprises oper-
ations to:

receive an acknowledgment frame from the
receiver, wherein the acknowledgment
frame comprises a range of packet num-
bers, wherein the range of packet numbers
indicates that the receiver received packets
having the packet numbers of the range of
the packet numbers; and

notify the session management module of
frame numbers included in the packets hav-
ing the packet numbers of the range.

The non-transitory computer-readable storage me-
dium of claim 16, wherein the first operations further
comprise operations to:

receive a request to establish the stream, wherein
the request includes whether the stream is a reliable
stream, an unreliable stream, or a partially reliable
stream.

The non-transitory computer-readable storage me-
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dium of claim 16, wherein the second operations fur-
ther comprise operations to:

notify, based on the acknowledgment frame, the ses-
sion management module of data frames acknowl-
edged by the receiver; and

wherein the first operations comprise operations to:
update the respective statuses of at least some of
the data frames based on the notifying.

The non-transitory computer-readable storage me-
dium of claim 18, wherein the first operations further
comprise operations to:

notify the sending application of lost frames based
on the acknowledgment frame.

The non-transitory computer-readable storage me-
dium of claim 16, wherein a respective status of a
data frame of the data frames is one of an inflight-
status, an acknowledged-status, a lost-status, or a
spurious-lost-status.

Amended claims in accordance with Rule 137(2)
EPC.

An apparatus configured to communicate heteroge-
neous data streams to a second apparatus using a
transport framework, the transport framework com-
prising:

session management module; and

a connection managementmodule,

the session management module is configured
to:

receive arequest to establish a first stream,

wherein the first stream is used for
transmitting or receiving data,

and

wherein the request includes an ex-
press indication that the first stream is
reliable;

construct a first data frame based on appli-
cation data;

handoff the first data frame to the connec-
tion management module; and

maintain a record for the first data frame
comprising whether the first data frame is
successfully transmitted to the receiver;

the connection management module is config-
ured to:

receive the firstdata frame of the first stream
from the session management module;
encapsulate the first data frame in a packet;
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and

transmit the packet to the second apparatus us-
ing an unreliable protocol.

The apparatus of claim 1, wherein the session man-
agement module is further configured to receive a
request to establish at least one additional stream,
wherein the at least one additional stream has dif-
ferent requirements to the first stream.

The apparatus of claim 1 or claim 2, wherein the
session management module is further configured
to:

receive a priority of the first stream.

The apparatus of claim 1 or claim 2, wherein the
session management module comprises a schedul-
er module that is configured to:

receive afirst stream frame from the first stream,
wherein the first stream has a first priority;
receive a second stream frame from a second
stream, wherein the second stream has a sec-
ond priority that is higher than the first priority;
and

responsive to the second priority being higher
than the first priority, handing off the second
stream frame to the connection management
module for transmission before the first stream
frame.

The apparatus of claim 1 or claim 2, wherein the
connection management module is further config-
ured to:

receive from the receiver a congestion feedback
frame comprising network statistics collected by the
receiver, the congestion feedback frame comprises
an amount of data transmitted for at least one stream.

The apparatus of claim 5, wherein the connection
management module is further configured to:

responsive to receiving an acknowledgement of
the packet from the receiver:

remove the packet from the cache; and
notify the session management module of
acknowledgement of each frame encapsu-
lated in the packet; and

responsive to not receiving the acknowledge-
ment of the packet from the receiver:

notify the session management module of loss
of each frame encapsulated in the packet.

The apparatus of claim 5, wherein the packet com-
prises a packet number, and wherein the connection
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management module is further configured to:

receive an acknowledgement frame from the re-
ceiver, wherein the acknowledgement frame
comprises ranges of packet numbers received
by the receiver; and

determine whether the packet was received by
the receiver based on whether a range of the
ranges includes the packet number.

The apparatus of claim 7, wherein the acknowledge-
ment frame further comprises respective indications
of received timestamps of packets of the ranges of
the packet numbers.

The apparatus of claim 7, wherein the acknowledg-
ment frame further comprises a largest packet
number of packets received by the receiver.

The apparatus of claim 5, wherein the first stream is
unreliable, and wherein the connection management
module is further configured to:

responsive to determining that the packet is lost, no-
tify the first stream of frames included in the packet.

The apparatus of claim 5, wherein the network sta-
tistics comprises a stream average queuing time.

The apparatus of claim 5, wherein the connection
management module is further configured to:
include, in the packet, a packet number of a largest
acknowledged packet number that is acknowledged
by the receiver.

A method for communicating between a sender and
areceiver using a transport framework for heteroge-
neous data streams, wherein the sender is an appa-
ratus according to claim 1, comprising:

receiving for a stream, at the receiver from the
sender, a first packet comprising a first packet
number;

transmitting, by the receiver to the sender, a first
acknowledgment frame comprising the first
packet number;

receiving for the stream, at the receiver, a sec-
ond packet comprising a second packet number
that is larger than the first packet number;
transmitting, by the receiver to the sender, asec-
ond acknowledgment frame comprising the sec-
ond packet number;

receiving, at the receiver and from the sender,
a packet comprising a largest acknowledged
packet number equal to the first packet number,
wherein the largest acknowledged packet
numberindicates to the receiver alargest packet
number for which the receiver received an ac-
knowledgement frame; and
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responsive to the largest acknowledged packet
number being equal to the first packet number,
including the second packet number in a third
acknowledgment frame.

The method of claim 13, further comprising:

responsive to the largest acknowledged packet
number being equal to the first packet number, not
including packet numbers smaller or equal to the first
packet number in the third acknowledgment frame.

The method of claim 13, wherein the third acknowl-
edgementframe comprisesranges of received pack-
et numbers.

The method of claim 15, wherein the third acknowl-
edgment frame comprises indications of respective
received timestamps of packets having packet num-
bers constituting the ranges of the received packet
numbers.

A non-transitory computer-readable storage medi-
um, comprising executable instructions that, when
executed by a processor, facilitate performance of
operations of an apparatus according to claim 1, the
operations comprising:

first operations of the session management
module of the transport framework;

and

second operations of the connection manage-
ment module of the transport framework,

wherein the first operations comprise oper-
ations to:

receive, from a sending application, da-
ta frames of a stream of a connection
session for transmission to a receiver
using an unreliable protocol;

transfer the data frames to the connec-
tion management module;

and

maintain respective statuses of the da-
ta frames; and

wherein the second operations comprises
operations to:

receive an acknowledgment frame
from the receiver, wherein the acknowl-
edgment frame comprises a range of
packet numbers, wherein the range of
packet numbers indicates that the re-
ceiver received packets having the
packet numbers of the range of the
packet numbers; and

notify the session managementmodule
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of frame numbers included in the pack-
ets having the packet numbers of the
range,

wherein the first operations further comprise op-
erations to:

receive arequestto establish the stream, where-
in the request indicates that the stream is a re-
liable stream.

The non-transitory computer-readable storage me-
dium of claim 17, wherein the second operations fur-
ther comprise operations to:

notify, based on the acknowledgment frame, the ses-
sion management module of data frames acknowl-
edged by the receiver, and

wherein the first operation comprise operations to:
update the respective status of at least some of the
data frames based on the notifying.

The non-transitory computer-readable storage me-
dium of claim 18, wherein the first operations further
comprise operations to:

notify the sending application of lost frames based
on the acknowledgment frame.

The non-transitory computer-readable storage me-
dium of claim 17, wherein a respective status of a
data frame of the data frames is one of an inflight-
status, an acknowledged-status, a lost-status, or a
spurious-lost-status.
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