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(54) INFORMATION PROCESSING APPARATUS AND INFORMATION PROCESSING METHOD

(57) An information processing apparatus for config-
uring a first device and a second device connectable
thereto includes an interface and a memory that stores:
location information indicating a predetermined location
at which the devices are to be installed, first information
indicating an initial setting for the first device, and second
information indicating an initial setting for the second de-
vice. The apparatus further includes a processor config-
ured to, upon receipt of a first request including location

information from the first device, authenticate the first
device by comparing a location indicated by the location
information with the predetermined location, when the
authentication is successful, control the interface to
transmit the first information to the first device, and upon
receipt of a second request from the first device after the
initial setting for the first device has been set, control the
interface to transmit the second information to the first
device.
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Description
FIELD
[0001] Embodiments described hereinrelate generally

to an information processing apparatus, an information
processing method, and a non-transitory computer read-
able medium storing program instructions related to an
information processing method for establishing commu-
nication connections.

BACKGROUND

[0002] Zero touch provisioning (ZTP)is a known meth-
od to automatically perform an initial setup for commu-
nication relay devices and the like. In the related art, with
ZTP, a target device is connected to a network with an
Ethernet® cable and obtains an IP address of the target
device from a Dynamic Host Configuration Protocol (DH-
CP) server to download initial setting information (initial-
ization information) from a server connected to the net-
work.

[0003] However, in such a method, it is necessary to
operate a DHCP server on the network to which the target
device is connected. If another DHCP server already ex-
ists on the network to which the target device is connect-
ed, the DHCP processing may conflict in some cases.
[0004] In addition, in a method using DHCP, if the tar-
get device is a wireless device that does not have an
Ethernet port and can only communicate using Wi-Fi®,
in order to acquire an IP address by the DHCP protocol,
Wi-Fi connection authentication information needs to be
somehow acquired in advance.

[0005] A method of acquiring initial setting information
from an initial setting server via a wireless interface is
alsoknown. However, in such a case, there is a possibility
that the initial setting information will be acquired illegit-
imately by an unauthorized device.

DISCLOSURE OF INVENTION

[0006] To this end, there is provided an information
processing apparatus for configuring a first electronic de-
vice and a second electronic device connectable to the
first electronic device, the information processing appa-
ratus comprising:

a network interface;
a memory that stores:

location information indicating a predetermined
location at which the first and second electronic
devices are to be installed,

first setting information indicating an initial set-
ting for the first electronic device, and

second setting information indicating an initial
setting for the second electronic device; and

10

15

20

25

30

35

40

45

50

55

a processor configured to:

upon receipt of a first request including location
information from the first electronic device, au-
thenticate the first electronic device by compar-
ing a location indicated by the received location
information with the predetermined location,
when the authentication is successful, control
the network interface to transmit the first setting
information to the first electronic device, and
upon receipt of a second request from the first
electronic device after the initial setting for the
first electronic device has been set, control the
network interface to transmit the second setting
information to the first electronic device.

[0007] According to the present invention, the proces-
sor may be further configured to determine that the au-
thentication is successful when the location indicated by
the received location information is within a predeter-
mined range from the predetermined location.

[0008] According to the present invention, the second
request may include location information, the processor
may be further configured to, after the second request is
received, authenticate the first electronic device by com-
paring a location indicated by the location information of
the second request with the predetermined location, and
the second setting information may be transmitted to the
firstelectronic device when the authentication is success-
ful.

[0009] According to the presentinvention, the memory
may further store third setting information indicating a
main setting for the first electronic device, and the proc-
essor may be further configured to, upon receipt of a third
request from the first electronic device after the initial
setting for the first electronic device has been set, control
the network interface to transmit the third setting infor-
mation to the first electronic device.

[0010] According to the presentinvention, the memory
may further store fourth setting information indicating a
main setting for the second electronic device, and the
processor may be further configured to, upon receipt of
a fourth request from the first electronic device after the
second setting information has been transmitted, control
the network interface to transmit the fourth setting infor-
mation to the first electronic device.

[0011] According to the present invention, the first re-
quest may be received via a wide area network (WAN).
[0012] According to the present invention, the initial
setting for the first setting information may include a net-
work setting required for the first electronic device to con-
nect to the information processing apparatus via a net-
work other than the WAN.

[0013] According to the present invention, the network
setting may include a network address to be used by the
first electronic device.

[0014] There is also provided a method for configuring
a first electronic device and a second electronic device
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connectable to the first electronic device, the method
comprising:

storing, in a memory:

location information indicating a predetermined
location at which the first and second electronic
devices are to be installed,

first setting information indicating an initial set-
ting for the first electronic device, and

second setting information indicating an initial
setting for the second electronic device;

upon receipt of a first request including location in-
formation from the first electronic device, authenti-
cating the first electronic device by comparing a lo-
cation indicated by the received location information
with the predetermined location;

when the authentication is successful, transmitting
the first setting information to the first electronic de-
vice; and

upon receipt of a second request from the first elec-
tronic device after the initial setting for the first elec-
tronic device has been set, transmitting the second
setting information to the first electronic device.

[0015] According to the present invention, the method
may further comprise determining that the authentication
is successful when the location indicated by the received
location information is within a predetermined range from
the predetermined location.

[0016] According to the present invention, the second
requestmay include location information, and the method
may further comprise, after the second request is re-
ceived, authenticating the first electronic device by com-
paring a location indicated by the location information of
the second request with the predetermined location, and
the second setting information may be transmitted to the
firstelectronic device when the authentication is success-
ful.

[0017] According to the present invention, the method
may further comprise storing, in the memory, third setting
information indicating a main setting for the first electronic
device; and upon receipt of a third request from the first
electronic device after the initial setting for the first elec-
tronic device has been set, transmitting the third setting
information to the first electronic device.

[0018] According to the present invention, the method
may further comprise storing, in the memory, fourth set-
ting information indicating a main setting for the second
electronic device; and upon receipt of a fourth request
from the first electronic device after the second setting
information has been transmitted, transmitting the fourth
setting information to the first electronic device.

[0019] According to the method of the present inven-
tion, the first request may be received via a wide area
network (WAN).

[0020] According to the method of the present inven-
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tion, the initial setting for the first setting information may
include a network setting required for the first electronic
device to connect to the information processing appara-
tus via a network other than the WAN.

[0021] According to the method of the present inven-
tion, the network setting may include a network address
to be used by the first electronic device.

[0022] There is further provided a non-transitory com-
puter readable medium storing a program causing a com-
puter to execute the above-mentioned method.

BRIEF DESCRIPTION OF THE DRAWINGS
[0023]

FIG. 1 is a block diagram illustrating an information
processing system according to an embodiment.
FIG. 2 is a hardware block diagram of a server ac-
cording to an embodiment.

FIG. 3 depicts a data structure of a first table for
storing initial setting information.

FIG. 4 depicts a data structure of a second table for
storing initial setting information.

FIG. 5 is a flowchart of information processing per-
formed by a server according to an embodiment.

DETAILED DESCRIPTION

[0024] One or more embodiments of the present dis-
closure provide a technique capable of preventing an un-
known or unauthorized device from acquiring setting in-
formation.

[0025] In general, according to one embodiment, an
information processing apparatus for configuring a first
electronic device and a second electronic device con-
nectable to the first electronic device, includes a network
interface and a memory that stores: location information
indicating a predetermined location at which the first and
second electronic devices are to be installed, first setting
information indicating an initial setting for the first elec-
tronic device, and second setting information indicating
an initial setting for the second electronic device. The
information processing apparatus further includes a
processor configured to: upon receipt of a first request
including location information from the first electronic de-
vice, authenticate the first electronic device by comparing
a location indicated by the received location information
with the predetermined location, when the authentication
is successful, control the network interface to transmit
the first setting information to the first electronic device,
and upon receipt of a second request from the first elec-
tronic device after the initial setting for the first electronic
device has been set, control the network interface to
transmit the second setting information to the first elec-
tronic device.

[0026] Hereinafter, certain example embodiments will
be described with reference to the drawings. In each
drawing, the same components are denoted by the same
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reference numerals, and duplicate descriptions of re-
peated aspects will generally be omitted.

[0027] FIG. 1 is a block diagram illustrating an infor-
mation processing system S according to an embodi-
ment. The information processing system S includes a
server 1, a first electronic device 2, and a plurality of
second electronic devices 3. The server 1, the first elec-
tronic device 2, and the plurality of second electronic de-
vices 3 are communicatively connected to each other via
a network NW. For example, the network comprises at
least one or more of the Internet, a cellular wireless net-
work, a local area network (LAN), a dedicated line net-
work, a closed network, a virtual private network (VPN),
or the like. The information processing system S may
also include two or more servers 1, two or more first elec-
tronic devices 2, and any number of second electronic
devices 3.

[0028] The server 1 is an electronic device having an
information processing function such as a computer. The
server 1 has a function related to initial setting and a
function related to main setting. The initial setting is, for
example, a setting for communication between the server
1 and another electronic device. The initial setting in-
cludes, for example, a setting related to an IP address.
The main setting is, for example, a setting for an operating
environment in which an electronic device is in a full op-
eration. The main setting includes, for example, after es-
tablishing communication between the server 1 and an-
other electronic device, outputting various setting infor-
mation from the server 1 to the electronic device. In some
cases, a portion of the initial setting (hereinafter referred
to as "the first initial setting") may be performed first, and
the remaining portion of the initial setting (hereinafter re-
ferred to as "the second initial setting") may be performed
as the main setting. The server 1 is an example of the
information processing apparatus. A configuration exam-
ple of the server 1 will be described later.

[0029] The first electronic device 2 is an electronic de-
vice that can communicate with the server 1 and the sec-
ond electronic device 3. For example, the first electronic
device 2 is a management device installed in a commer-
cial facility such as a supermarket. The first electronic
device 2 includes a LAN interface such as Ethernet® and
a wide area wireless communication interface such as a
cellular wireless network. The first electronic device 2
performs the initial setting based on communication with
the server 1 via, forexample, the wide area wireless com-
munication interface. The first electronic device 2 per-
forms the main setting based on communication with the
server 1 via, for example, the LAN interface. The first
electronic device 2 acquires information necessary for
the initial setting of the second electronic device 3 from
the server 1. The first electronic device 2 includes or is
connected to a positioning device such as a global posi-
tioning system (GPS) module. The first electronic device
2 acquires location information of the first electronic de-
vice 2 from the positioning device.

[0030] The second electronic device 3 is an electronic
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device capable of communicating with the server 1 and
the first electronic device 2. The second electronic device
3isinstalled in a commercial facility such as a supermar-
ket. The second electronic device 3 is, for example, a
point-of-sales (POS) terminal, a graphic order terminal
(GOT) ("GOT terminal"), a device hub, or the like. The
second electronic device 3 includes a LAN interface such
as Ethernet® and a specific low power wireless commu-
nication interface of 920 MHz band or the like. The sec-
ond electronic device 3 performs the initial setting based
on communication with the first electronic device 2 via,
for example, the specific low power wireless communi-
cationinterface. The second electronic device 3 performs
the main setting based on communication with the server
1 via, for example, the LAN interface. The second elec-
tronic device 3 may also referred to as a related device.
[0031] A configuration example of the server 1 will be
described.

[0032] FIG.2isahardware block diagram ofthe server
1 according to an embodiment.

[0033] The server 1 includes a processor 101, a main
memory 102, an auxiliary storage device 103 (corre-
sponding to the memory), and a communication interface
(I/F) 104 (corresponding to the network interface). The
components of the server 1 are connected to each other
so that signals can be input and output.

[0034] The processor 101 is, for example, a central
processing unit (CPU), but is not limited thereto. The
processor 101 may be implemented by various circuits.
The processor 101 loads one or more programs stored
in the auxiliary storage device 103 onto the main memory
102. The programs are executed by the processor 101
of the server 1 to achieve the functions described later.
The processor 101 executes various operations by exe-
cuting the programs loaded onto the main memory 102.
[0035] The main memory 102 includes a non-volatile
storage area and a volatile storage area. The non-volatile
storage area of the main memory 102 stores an operating
system or the programs described above. The volatile
storage area is used as a work area where data is ap-
propriately rewritten by the processor 101. For example,
the main memory 102 includes a read only memory
(ROM) as the non-volatile storage area. For example,
the main memory 102 includes arandom access memory
(RAM) as the volatile storage area.

[0036] The auxiliary storage device 103 is an electric
erasable programmable read-only memory (EEPROM,;
registered trademark), a hard disk drive (HDD), a solid
state drive (SSD), or the like. The auxiliary storage device
103 stores the above-mentioned programs, data used
by the processor 101 to perform various processes, and
data generated by the processes performed by the proc-
essor 101. The auxiliary storage device 103 is an exam-
ple of a storage unit.

[0037] The auxiliary storage device 103 stores aninitial
setting information set 1031.

[0038] The initial setting information set 1031 includes
a first table and a second table. The first table includes
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one or more records, each including a first device ID,
location information, initial setting information, and the
main setting information. The first device ID is identifica-
tion information of each first electronic device 2 assigned
thereto. The location information is information indicating
a location where the first electronic device 2 is installed.
The location information includes, for example, the lati-
tude and longitude indicating the location of the commer-
cial facility where the first electronic device 2 is installed.
The initial setting information (corresponding to the first
setting information)is information related to the initial set-
ting of the first electronic device 2. The main setting in-
formation (corresponding to the third setting information)
is information related to the main setting of the first elec-
tronic device 2.

[0039] The secondtableincludes one or more records,
each including a first device ID, location information, a
second device ID, initial setting information, and main
setting information. The second device ID is identification
information of each second electronic device 3 assigned
thereto. The initial setting information (corresponding to
the second setting information) is information related to
the initial setting of the second electronic device 3 asso-
ciated with one of the first electronic devices 2. The main
setting information (corresponding to the fourth setting
information) is information related to the main setting of
the second electronic device 3 associated with one of
the first electronic devices 2. A second device ID is as-
sociated with a first device ID appropriately by the user.
[0040] The data structures of the first table and the
second table will be described later.

[0041] The communication interface 104 includes var-
ious interfaces that connect the server 1 to other elec-
tronic devices in a communicable manner via a network
according to a particular communication protocol.
[0042] The hardware configuration of the server 1 is
not limited to the above-described configuration. In gen-
eral, the above-mentioned components of server 1 can
be omitted or altered, and additional components can be
appropriately incorporated into server 1.

[0043] Each function performed by the above-men-
tioned processor 101 will be described. The processor
101 performs the functions of: a firstacquisition unit 1010,
a second acquisition unit 1011, a third acquisition unit
1012, a first authentication unit 1013, a second authen-
tication unit 1014, a third authentication unit 1015, and a
first output unit 1016, a second output unit 1017, and a
third output unit 1018. Each function may be executed
by a controller including the processor 101 and the main
memory 102.

[0044] The first acquisition unit 1010 acquires various
information. For example, the first acquisition unit 1010
acquires, from a first electronic device 2, a request for
the initial setting information thereof via the communica-
tion interface 104. The request for the initial setting infor-
mation includes the location information of the first elec-
tronic device 2.

[0045] The second acquisition unit 1011 acquires var-
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ious information. For example, the second acquisition
unit 1011 acquires a request for the main setting infor-
mation of the first electronic device 2 from the first elec-
tronic device 2 via the communication interface 104. The
request for the main setting information includes the lo-
cation information of the first electronic device 2.

[0046] The third acquisition unit 1012 acquires various
information. For example, the third acquisition unit 1012
acquires, from a first electronic device 2, a request for
the initial setting information of a second electronic de-
vice 3 via the communication interface 104. The request
for the initial setting information of the second electronic
device 3includes the location information of the first elec-
tronic device 2.

[0047] The first authentication unit 1013 performs au-
thentication based on the request for the initial setting
information of the first electronic device 2 acquired by
the first acquisition unit 1010. The first authentication unit
1013 performs authentication based on the location in-
formation of the first electronic device 2 acquired by the
first acquisition unit 1010.

[0048] The second authentication unit 1014 performs
authentication based on the request for the main setting
information of the first electronic device 2 acquired by
the second acquisition unit 1011. The second authenti-
cation unit 1014 performs authentication based on the
location information of the first electronic device 2 ac-
quired by the second acquisition unit 1011.

[0049] The third authentication unit 1015 performs au-
thentication based on the request for the initial setting
information of the second electronic device 3 acquired
by the third acquisition unit 1012. The third authentication
unit 1015 performs authentication based on the location
information of the first electronic device 2 acquired by
the third acquisition unit 1012.

[0050] The first output unit 1016 controls the commu-
nication interface 104 to output various information. The
first output unit 1016 controls the communication inter-
face 104 to output the initial setting information of the first
electronic device 2 based on the authentication result by
the first authentication unit 1013 to the first electronic
device 2.

[0051] The second output unit 1017 controls the com-
munication interface 104 to output various information.
The second output unit 1017 controls the communication
interface 104 to output the main setting information of
the first electronic device 2 based on the authentication
result by the second authentication unit 1014 to the first
electronic device 2.

[0052] The third output unit 1018 controls the commu-
nication interface 104 to output various information. The
third output unit 1018 controls the communication inter-
face 104 to output the initial setting information of the
second electronic device 3 based on the authentication
result by the third authentication unit 1015 to the first
electronic device 2.

[0053] FIG. 3 depicts a data structure of the first table
included in the initial setting information set 1031 accord-
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ing to an embodiment.

[0054] The first table includes a "first device ID" col-
umn, a "location information" column, an "initial setting
information" column, and a "main setting information" col-
umn. The "first device ID" column is used for setting the
first device ID of each first electronic device 2. The "lo-
cation information" column is used for setting the location
information of the location where each first electronic de-
vice 2 is installed. The "initial setting information" column
is used for setting the initial setting information of each
first electronic device 2. The initial setting information of
each first electronic device 2 includes an IP address of
the first electronic device 2, a subnet mask, an IP address
of the default gateway, an IP address of the server 1,
connection authentication information, and the like. For
example, the "main setting information" column is used
for setting the main setting information of each first elec-
tronic device 2. The main setting information of each first
electronic device 2 includes various setting files neces-
sary for the main setting of the first electronic device 2.
Each of the plurality of first devices ID is associated with
the location information, the initial setting information,
and the main setting information by the first table. The
information included in the first table can be set as ap-
propriate. The server 1 updates the first table as appro-
priate.

[0055] FIG. 4 depicts a data structure of the second
table included in the initial setting information set 1031
according to an embodiment.

[0056] The second table includes a "first device ID"
column, a "location information" column, a "second de-
vice ID" column, an "initial setting information" column,
and a "main setting information" column. The "first device
ID" column is used for setting the first device ID of each
first electronic devices 2. The "location information" col-
umn is used for setting the location information of the
location where each first electronic device 2 is installed.
The "second device ID" column is used for setting the
second device ID of each second electronic device 3.
The "initial setting information" is used for setting the in-
itial setting information of each second electronic device
3. Theinitial setting information of each second electronic
device 3 includes an IP address of the second electronic
device 3, the subnet mask, the IP address of the default
gateway, the IP address of the server 1, the IP address
of the first electronic device 2, the connection authenti-
cation information, and the like. For example, the "main
setting information" column is used for setting the main
setting information of each second electronic device 3.
The main setting information of each second electronic
device 3 includes various setting files necessary for the
main setting of the second electronic device 3. Each of
the plurality of first devices ID may be associated with
the location information, a second device ID, the initial
setting information of the second device, and the main
setting information of the second device by the second
table. Each of the plurality of first devices ID may be as-
sociated with one or more second devices ID. The second
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device ID associated with each of the plurality of first
devices ID specifies, for example, the second electronic
device 3 installed in the same commercial facility as the
first electronic device 2 having the first device ID. The
location information may instead, or in addition, indicate
the location where a second electronic device 3 is in-
stalled. The information included in the second table can
be set as appropriate. The server 1 updates the second
table as appropriate.

[0057] The processing performed by the information
processing system S will be described.

[0058] The following explanation mainly describes as-
pects of the server 1, in general, such aspects may more
particularly be ascribed to the processor 101 of the server
1. The details of processing described below are only
examples and may be varied as appropriate. In addition,
with respectto the particular processing described below,
steps can be omitted, replaced, and added as appropri-
ate while still being within the scope of the present dis-
closure.

[0059] Itis assumed inthe present description that the
first electronic device 2 has the first device ID "00001"
and is installed in the same commercial facility as the
second electronic devices 3 having the second device
IDs "00011" and "00012". It is also assumed here that
the second electronic device 3 having the second device
ID "00011" is a POS terminal, and the second electronic
device 3 having the second device ID "00012" is a GOT
terminal. The number and types of the second electronic
devices 3 are not limited to the above examples. The first
electronic device 2 acquires the location information via
apositioning device. Itis assumed that the first electronic
device 2 uses a GPS module as the positioning device.
In such a case, the first electronic device 2 may be in-
stalled or moved to a location where GPS signals can be
received.

[0060] FIG. 5 is a flowchart of information processing
by the server 1 according to an embodiment.

[0061] The first acquisition unit 1010 acquires a re-
quest for the initial setting information related to the first
electronic device 2 from the first electronic device 2 via
the communication interface 104 (ACT1). The request
for the initial setting information of the first electronic de-
vice 2 includes the location information of the first elec-
tronic device 2. The location information of the first elec-
tronic device 2 is, for example, the latitude and longitude
indicating the location of the commercial facility where
the first electronic device 2 is installed. The first acquisi-
tion unit 1010 may acquire the request for the initial set-
ting information of the first electronic device 2 from the
first electronic device 2 via the cellular wireless network.
[0062] The first authentication unit 1013 performs au-
thentication based on the request for the initial setting
information of the first electronic device 2 acquired by
the first acquisition unit 1010 (ACT2). In ACT2, for ex-
ample, the first authentication unit 1013 performs authen-
tication based on the location information of the first elec-
tronic device 2 acquired by the first acquisition unit 1010.
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The first authentication unit 1013 compares the location
information of the first electronic device 2 acquired by
the first acquisition unit 1010 with the location information
stored in the first table by referring to the first table of the
initial setting information set 1031. The first authentica-
tion unit 1013 performs authentication for connection per-
mission or connection non-permission based on whether
the location information of the first electronic device 2
satisfies a predetermined criterion. The predetermined
criterion is, for example, whether the location of the first
electronic device 2 is within a predetermined range from
the location stored in the first table. The predetermined
range may be set based on, for example, a distance from
the location of the commercial facility. The predetermined
range may be set in advance, or may be appropriately
updated by an administrator of the server 1 or the first
electronic device 2. If the location information of the first
electronic device 2 satisfies the predetermined criterion,
the first authentication unit 1013 determines that the au-
thentication succeeds (that is, connection is permitted).
If the location information of the first electronic device 2
does not satisfy the predetermined criterion, the first au-
thentication unit 1013 determines that the authentication
fails (e.g., connection is not permitted).

[0063] If the first authentication unit 1013 determines
that the authentication succeeds (YES in ACT2), the
process transitions from ACT2 to ACT3. If the first au-
thentication unit 1013 determines that the authentication
fails (NO in ACT2), the process ends.

[0064] The first output unit 1016 controls the commu-
nication interface 104 to output the initial setting informa-
tion of the first electronic device 2 to the first electronic
device 2 (ACT3). The initial setting information of the first
electronic device 2 may be output to the first electronic
device 2 via the cellular wireless network.

[0065] In some examples, the first electronic device 2
can perform the initial setting based on the initial setting
information output by the first output unit 1016.

[0066] According to this example, the first authentica-
tion unit 1013 can perform authentication based on the
request for the initial setting information including the lo-
cation information of the first electronic device 2 acquired
by the first acquisition unit 1010. Accordingly, the first
authentication unit 1013 can confirm that a request is
received from a legitimate first electronic device 2 by
comparing the presetinstallation location of the first elec-
tronic device 2 with the location indicated by the location
information received from the first electronic device 2.
[0067] In addition, the first output unit 1016 can control
the communication interface 104 to output the initial set-
ting information of the first electronic device 2 based on
the authentication result by the first authentication unit
1013 to the first electronic device 2. For this reason, the
server 1 can output the initial setting information only to
the legitimate first electronic device 2 and, thus, can pre-
vent unknown electronic devices from acquiring the set-
ting information.

[0068] The second acquisition unit 1011 acquires the
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request for the main setting information related to the first
electronic device 2 from the first electronic device 2 via
the communication interface 104 (ACT4). The request
for the main setting information of the first electronic de-
vice 2 includes the location information of the first elec-
tronic device 2. The second acquisition unit 1011 may
acquire the request for the main setting information of
the first electronic device 2 from the first electronic device
2 via any network, e.g., a cellular wireless network.
[0069] The second authentication unit 1014 performs
authentication based on the request for the main setting
information of the first electronic device 2 acquired by
the second acquisition unit 1011 (ACT5). In ACT5, for
example, the second authentication unit 1014 performs
authentication based on the location information of the
first electronic device 2 acquired by the second acquisi-
tion unit 1011. Similarly to ACT2, the second authentica-
tion unit 1014 performs authentication indicating connec-
tion permission or connection non-permission based on
whether the location information of the first electronic de-
vice 2 acquired by the second acquisition unit 1011 sat-
isfies the predetermined criterion by referring to the first
table of the initial setting information set 1031. If the lo-
cation information of the first electronic device 2 satisfies
the predetermined criterion, the second authentication
unit 1014 determines that the authentication succeeds
(that is, connection is permitted). If the location informa-
tion of the first electronic device 2 does not satisfy the
predetermined criterion, the second authentication unit
1014 determines that the authentication fails (that is, con-
nection is non-permitted).

[0070] If the second authentication unit 1014 deter-
mines that the authentication succeeds (YES in ACT5),
the process transitions from ACT5 to ACT6. If the first
authentication unit 1013 determines that the authentica-
tion fails (NO in ACT5), the process ends.

[0071] The second output unit 1017 controls the com-
munication interface 104 to output the main setting infor-
mation of the first electronic device 2 to the first electronic
device 2 (ACT6). The main setting information of the first
electronic device 2 may be output to the first electronic
device 2 viaany network, e.g., a cellular wireless network.
[0072] In some examples, the first electronic device 2
can perform the main setting based on the main setting
information output by the second output unit 1017.
[0073] According to this example, the second authen-
tication unit 1014 can perform authentication based on
arequest for main setting information including the loca-
tion information of the first electronic device 2 acquired
by the second acquisition unit 1011. Accordingly, the sec-
ond authentication unit 1014 can confirm that a request
is received from a legitimate first electronic device 2 by
comparing the preset installation location of the first elec-
tronic device 2 with the location information output from
the first electronic device 2.

[0074] In addition, the second output unit 1017 can
control the communication interface 104 to output to the
first electronic device 2 the main setting information of
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the first electronic device 2 based on the authentication
result by the second authentication unit 1014. Accord-
ingly, the server 1 can output the main setting information
only to the legitimate first electronic device 2 and, thus,
can prevent unknown electronic devices from acquiring
the setting information.

[0075] The third acquisition unit 1012 acquires a re-
quest for the initial setting information of the second elec-
tronic device 3 from the first electronic device 2 via the
communication interface 104 (ACT7). The request for
the initial setting information of the second electronic de-
vice 3 includes the location information of the first elec-
tronic device 2. The third acquisition unit 1012 may ac-
quire the request for the initial setting information of the
second electronic device 3 from the first electronic device
2 via any network, e.g., a cellular wireless network.
[0076] The third authentication unit 1015 performs au-
thentication based on the request for the initial setting
information of the second electronic device 3 acquired
by the third acquisition unit 1012 (ACT8). In ACT8, for
example, the third authentication unit 1015 performs au-
thentication based on the location information of the first
electronic device 2 acquired by the third acquisition unit
1012. The third authentication unit 1015 compares the
location information of the first electronic device 2 ac-
quired by the third acquisition unit 1012 with the location
information stored in the second table by referring to the
second table of the initial setting information set 1031.
The third authentication unit 1015 performs authentica-
tionfor connection permission or connection non-permis-
sion based on whether the location information of the first
electronic device 2 satisfies the predetermined criterion.
The predetermined criterion is, for example, whether the
location of the first electronic device 2 is within a prede-
termined range from the location stored in the second
table. The predetermined range may be set based on,
for example, a distance from the location of the commer-
cial facility. The predetermined range may be set in ad-
vance, or may be appropriately updated by an adminis-
trator of the server 1 or the first electronic device 2. The
predetermined range may be the same range as or dif-
ferent from the predetermined range in ACT2. If the lo-
cation information of the first electronic device 2 satisfies
the predetermined criterion, the third authentication unit
1015 determines that the authentication succeeds (that
is, connection is permitted). If the location information of
the first electronic device 2 does not satisfy the prede-
termined criterion, the third authentication unit 1015 de-
termines that the authentication fails (that is, connection
is not permitted).

[0077] If the third authentication unit 1015 determines
that the authentication succeeds (YES in ACT8), the
process transitions from ACT8 to ACT9. If the third au-
thentication unit 1015 determines that the authentication
fails (NO in ACTS8), the process ends.

[0078] The third output unit 1018 controls the commu-
nication interface 104 to output the initial setting informa-
tion of the second electronic device 3 to the first electronic
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device 2 (ACT9). The initial setting information of the sec-
ond electronic device 3 may be output to the first elec-
tronic device 2 via any network, e.g., a cellular wireless
network.

[0079] According to this example, the third authentica-
tion unit 1015 can perform authentication based on the
request for the initial setting information of the related
device (e.g., the second electronic device 3) of the first
electronic device 2 including the location information of
the first electronic device 2 and acquired by the third ac-
quisition unit 1012. Accordingly, the third authentication
unit 1015 can confirm that the request is received from
a legitimate first electronic device 2 by comparing the
preset installation location of the first electronic device 2
with the location indicated by the location information re-
ceived from the first electronic device 2.

[0080] Inaddition, the third output unit 1018 can control
the communication interface 104 to output to the first
electronic device 2 the initial setting information of the
related device of the first electronic device 2 based on
the authentication result by the third authentication unit
1015. Accordingly, the server 1 can output the initial set-
ting information of the related device only to the legitimate
first electronic device 2 and, thus, can prevent unknown
electronic devices from acquiring the setting information.
[0081] Further, since the first electronic device 2 and
the related devices thereof (e.g., the second electronic
devices 3) are installed in the same commercial facility,
the legitimacy of the related devices can also be con-
firmed by the server 1 based on the location information
of the first electronic device 2. Accordingly, the server 1
can output the legitimate initial setting information of the
related device to the first electronic device 2.

[0082] The first electronic device 2 can function as a
server for local initial setting of the second electronic de-
vice 3 after acquiring the initial setting information of the
second electronic device 3 that is output by the third out-
put unit 1018. For example, the second electronic device
3 can acquire the initial setting information from the first
electronic device 2 via a specific low power wireless com-
munication interface. The second electronic device 3 can
perform the initial setting based on the initial setting in-
formation acquired from the first electronic device 2. The
second electronic device 3 can acquire its main setting
information from the server 1 via, for example, the LAN
interface. The second electronic device 3 may perform
the main setting based on the main setting information
acquired from the server 1.

[0083] In the above example, the server 1 performs
the steps shown in FIG. 5, buta system including multiple
devices may perform the steps such that each device
performs one or more of the above-described functions .
For example, one of the devices (e.g., a first server) per-
forms the functions related to the initial setting, and an-
other of the devices (e.g., a second server) performs the
functions related to the main setting.

[0084] The information processing performed by the
server 1 as described above may be executed also when
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replacing a first electronic device 2.

[0085] The programs may be transferred already
stored in the server 1 or may be transferred in another
manner. In the latter case, the programs may be trans-
ferred via a network or may be transferred via a recording
medium. The recording medium is a non-transitory com-
puter readable recording medium. The recording medi-
um may be any form as long as it can store programs.
For example, the recording medium may be a CD-ROM
or a memory card.

[0086] While certain embodiments have been de-
scribed, these embodiments have been presented by
way of example only, and are not intended to limit the
scope of the inventions. Indeed, the novel embodiments
described herein may be embodied in a variety of other
forms; furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the scope of the
inventions. The accompanying claims and their equiva-
lents are intended to cover such forms or modifications
as would fall within the scope of the inventions.

Claims

1. Aninformation processing apparatus for configuring
a first electronic device (2) and a second electronic
device (3) connectable to the first electronic device,
the information processing apparatus comprising:

a network interface;
a memory that stores:

location information indicating a predeter-
mined location at which the first and second
electronic devices are to be installed,

first setting information indicating an initial
setting for the first electronic device, and
second setting information indicating an in-
itial setting for the second electronic device;
and

a processor (101) configured to:

upon receipt of a first request including lo-
cation information from the first electronic
device, authenticate the first electronic de-
vice by comparing a location indicated by
the received location information with the
predetermined location,

when the authentication is successful, con-
trol the network interface to transmit the first
setting information to the first electronic de-
vice, and

upon receipt of a second request from the
first electronic device after the initial setting
for the first electronic device has been set,
control the network interface to transmit the
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second setting information to the first elec-
tronic device.

2. The information processing apparatus according to
claim 1, wherein the processor (101) is further con-
figured to determine that the authentication is suc-
cessful when the location indicated by the received
location information is within a predetermined range
from the predetermined location.

3. The information processing apparatus according to
claim 1 or 2, wherein

the second request includes location informa-
tion,

the processor (101) is further configured to, after
the second request is received, authenticate the
first electronic device by comparing a location
indicated by the location information of the sec-
ond request with the predetermined location,
and

the second setting information is transmitted to
the first electronic device when the authentica-
tion is successful.

4. The information processing apparatus according to
any one of claims 1 to 3, wherein

the memory further stores third setting informa-
tion indicating a main setting for the first elec-
tronic device, and

the processor (101) is further configured to, up-
on receipt of a third request from the first elec-
tronic device after the initial setting for the first
electronic device has been set, control the net-
work interface to transmit the third setting infor-
mation to the first electronic device.

5. The information processing apparatus according to
any one of claims 1 to 4, wherein

the memory further stores fourth setting infor-
mation indicating a main setting for the second
electronic device, and

the processor (101) is further configured to, up-
on receipt of a fourth request from the first elec-
tronic device after the second setting informa-
tion has been transmitted, control the network
interface to transmit the fourth setting informa-
tion to the first electronic device.

6. The information processing apparatus according to
any one of claims 1 to 5, wherein the first request is
received via a wide area network (WAN), and/or the
initial setting for the first setting information includes
a network setting required for the first electronic de-
vice to connect to the information processing appa-
ratus via a network other than the WAN.
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The information processing apparatus according to
claim 6, wherein the network setting includes a net-
work address to be used by the firstelectronic device.

A method for configuring a first electronic device (2)
and a second electronic device (3) connectable to
the first electronic device, the method comprising:

storing, in @ memory:

location information indicating a predeter-
mined location at which the first and second
electronic devices are to be installed,

first setting information indicating an initial
setting for the first electronic device, and
second setting information indicating an in-
itial setting for the second electronic device;

upon receipt of a first request including location
information from the first electronic device, au-
thenticating the first electronic device by com-
paring a location indicated by the received loca-
tion information with the predetermined location;
when the authentication is successful, transmit-
ting the first setting information to the first elec-
tronic device; and

upon receipt of a second request from the first
electronic device after the initial setting for the
first electronic device has been set, transmitting
the second setting information to the first elec-
tronic device.

The method according to claim 8, further comprising:
determining that the authentication is successful
when the location indicated by the received location
information is within a predetermined range from the
predetermined location.

10. The method according to claim 8 or 9, wherein

the second request includes location informa-
tion,

the method further comprises, after the second
request is received, authenticating the first elec-
tronic device by comparing a location indicated
by the location information of the second request
with the predetermined location, and

the second setting information is transmitted to
the first electronic device when the authentica-
tion is successful.

11. The method according to any one of claims 8 to 10,

further comprising:

storing, in the memory, third setting information
indicating a main setting for the first electronic
device; and

upon receipt of a third request from the first elec-
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10

12.

13.

14.

15.

tronic device after the initial setting for the first
electronic device has been set, transmitting the
third setting information to the first electronic de-
vice.

The method according to any one of claims 8 to 11,
further comprising:

storing, in the memory, fourth setting information
indicating a main setting for the second electron-
ic device; and

upon receipt of a fourth request from the first
electronic device after the second setting infor-
mation has been transmitted, transmitting the
fourth setting information to the first electronic
device.

The method according to any one of claims 8 to 12,
wherein the first request is received via a wide area
network (WAN) and/or the initial setting for the first
setting information includes a network setting re-
quired for the first electronic device to connect to the
information processing apparatus via a network oth-
er than the WAN.

The method according to claim 13, wherein the net-
work setting includes a network address to be used
by the first electronic device.

A non-transitory computer readable medium storing
a program causing a computer to execute a method
according to any one of claims 8 to 11.
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