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(54) SMART OBJECT CONTROLLER FOR RAILWAY TRACKS

(57) A Smart Object Controller for mounting along a
railway track comprising:

- a cybersecurity management module (10) arranged to
receive and transmit, from or to a remote station (108),
route control data representing a configuration of the rail-
way track, and to decrypt or encrypt said route control
data into safety data;

- a safety data processing module (12) arranged to re-
ceive and transmit, from or to the cybersecurity manage-

6~

ment module (10), said safety data and to convert the
safety data into boolean variables and vice versa;

-a boolean equation module (14) arranged to receive,
from the safety data processing module (12), the boolean
variables, and to execute boolean equations based on
said boolean variables, thus obtaining command data to
be sent to trackside equipment (4) of the railway track to
get said configuration.
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Description

[0001] The presentinvention relates to a Smart Object
Controller for railway tracks.

[0002] A Smart Object Controller (SmOC) is a device
which operates in a context of Digital Railway Evolution,
as for example in a Regional ERMTS low density archi-
tecture as shown in figure 1, wherein railway vehicles
100 move on respective railway tracks 102 and a plurality
of GSM local radio equipment 104 communicate each
other through a plurality of antennas 106.

[0003] A Smart Object Controller is a device which is
placed along a railway track, nextto trackside equipment,
and is arranged to receive control commands from a re-
mote station 108 and to control, in turn, such trackside
equipment.

[0004] The Smart Object Controller is usually placed
in a same local technological cabin where the GSM local
radio equipment 104 is located.

[0005] Nowadays, in the railway architectures, it is re-
quired an enhanced digitalization of a railway infrastruc-
ture, including smart radio-controlled object controllers,
allowing communication on open networks and fulfilling
compliancy with standardized interoperability protocols.
[0006] Various railway architectures are known, and
they often include Smart Object Controllers interfaced to
a Route Control Signalling system (part of the remote
station 108) to translate control commands provided by
the Route Control Signalling system into specific track-
side equipment controls (activation of level crossing, sig-
nals, point machines, eurobalises).

[0007] Moreover, a Smart Object Controller is ar-
ranged to acquire data from the trackside equipment and
to elaborate them in order to provide to the Route Control
Signalling system a feedback from the trackside equip-
ment.

[0008] The communication between the Smart Object
Controller with the Route Control Signalling system is
usually protected by encryption.

[0009] A Smart Object Controller supports also the de-
ployment of architectures without the need of a Central
Interlocking Computer, and it can be directly connected
to a Radio Block Center or to a Traffic Management Sys-
tem per se known.

[0010] Known Smart Object Controllers are arranged
to communicate and exchange data with the other com-
ponents of a railway instrastructure, however, itis always
necessary that the remote station 108 takes care of the
security of the whole data exchange, even with the aid
of other security components located along the railway
track and external to the Smart Object Controller, so as
to allow communication with an open network communi-
cation system of the architecture.

[0011] As a result, there is a high overall number of
components and a complexity of the architecture.
[0012] In fact, in known railway architectures, all the
control logic is concentrated in the remote station 108
(and/or other related components) and the Smart Object
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Controllers are just « passive » devices, which receive
and translate commands and feedbacks to and from the
remote station or the trackside equipment.

[0013] In order to exchange information with an open
network, it is therefore always necessary that the remote
station 108 takes care of the security of such data ex-
change.

[0014] There is therefore the need to develop an inno-
vative smart object controller which is capable of inter-
facing directly with an open network communication sys-
tem without additional external equipment, thus over-
coming the problem of the prior art.

[0015] This and other objects are fully achieved by a
smart object controller for mounting along a railway track,
characterized in that it comprises:

- acybersecurity managementmodule arranged tore-
ceive and transmit, from or to a remote station, route
control data representing a configuration of the rail-
way track, and to decryptor encrypt said route control
data into safety data;

- asafety data processing module arranged to receive
and transmit, from or to the cybersecurity manage-
ment module, said safety data and to convert the
safety data into boolean variables and vice versa;

- aboolean equation module arranged toreceive, from
the safety data processing module, the boolean var-
iables, and to execute boolean equations based on
said boolean variables, thus obtaining command da-
ta to be sent to trackside equipment of the railway
track to get said configuration.

[0016] According to some embodiments, the smart ob-
ject controller according to the present invention may
comprise one or more of the following features, which
may be combined in any technical feasible combination:

- the boolean equation module is further arranged to
process object indication data received from signal-
ling object management module to confirm the re-
quested configuration to the remote station through
the safety data processing module and the cyberse-
curity management module;

- the smart object controller further comprises a sig-
nalling object module arranged to receive configu-
ration data from the remote station and command
data from the safety data processingmodule, to elab-
orate such command data to obtain final command
instructions to be sent to trackside equipment of the
railway track to get said configuration;

- the signalling object management module is further
arranged to elaborate trackside indication data re-
ceived from the trackside equipment to obtain object
indication data to be sent to the boolean equation
module through the safety data processing module;

- the smartobject controller comprises a maintenance
data processing module arranged to receive from
the boolean equation module variable monitoring da-



3 EP 4 101 727 A1 4

ta representative of the set of boolean variables that
has to be monitored and to obtain object monitoring
data from the signalling object management module
for diagnostic purposes and to transmit maintenance
data to the remote station;

- the cybersecurity management module implements
an Access Protection Layer;

- the boolean equation module and the safety data
processing module implement a two-out-of-two
("2002") safety architecture;

- the boolean equation module comprise two proces-
sors which execute at the same time, in redundant
configuration, the boolean equations.

[0017] This and other objects are also achieved by a
railway line comprising trackside equipment and a smart
object controller above indicated, and in particular as de-
scribed hereinafter and defined in the appended relevant
claims, which is configured to control the trackside equip-
ment.

[0018] Preferred embodiments of the invention are
specified in the dependent claims, whose subject-matter
is to be understood as forming an integral part of the
present description.

[0019] Further characteristics and advantages of the
present invention will become apparent from the follow-
ing description, provided merely by way of a non-limiting
example, with reference to the enclosed drawings, in
which:

- Figure 1is a schematic picture of a Regional ERMTS
low density architecture ; and

- Figure 2 is a block diagram of a smart object con-
troller according to the present invention.

[0020] The presentinvention concerns the delocaliza-
tion of part of the safety logic on the Smart Object Con-
troller itself, and to interface directly the Smart Object
Controller with an open network communication system
of a railway infrastructure, without additional external
equipment and integrating support functions such as for
example cybersecurity or maintenance elaboration.
[0021] The Smart Object Controller according to the
present invention, in a decentralized architecture, is in-
stalled close to trackside equipment of a railway track
and manages directly the equipment through a config-
ured local logic.

[0022] It is also possible to create a cluster of Smart
Object Controllers, each assigned to a section of a rail-
way station, wherein the Smart Object Controllers are
capable of communicating each other to coordinate dif-
ferent operations on the trackside equipment so as to
implement different « configurations » or « scenarios »
communicated from the remote station 108.

[0023] In this context, the terms « configuration » or
« scenario » are used in an manner equivalent to each
other and refer each to a predetermined situation on the
railway track including different conditions for various
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trackside equipment, such as lights, position of level
crossings, position of the point machines, etc.

[0024] The Smart Object Controller according to the
presentinvention also comprises a cybersecurity module
arranged to perform cybersecurity functions, thus provid-
ing secure communication on open networks (public net-
work) of the railway infrastructure.

[0025] The Smart Object Controller according to the
present invention collects and elaborates data concern-
ing the signalling functions of a railway infrastructure,
without external additional equipment, and it comprises
local logic modules assuring safe trackside equipment
management with a redundant configuration.

[0026] Thanks to the direct management of the data,
consistency between signalling events managed by the
Smart Object Controller is assured, helping also mainte-
nance and investigation operations.

[0027] Figure 2 shows a block diagram of a Smart Ob-
ject Controller 2 according to the present invention.
[0028] In particular, the Smart Object Controller 2 is
arranged to perform a plurality of functions described in
detail here below.

[0029] A radio block center, a wayside controller and
a maintenance system per se known are indicated with
reference 6 and are arranged to send to and receive from
to a cybersecurity management module 10 of the Smart
Object Controller 2 route control data.

[0030] These devices 6 are part of or are connected
to the remote station 108.

[0031] The route control data represent the all set of
data applicable to a configuration or scenario of a railway
track along with said Smart Object Controller is placed,
such as control command data, control indication data,
maintenance data.

[0032] The route control data represent also the data
used to perform remote reprogramming or remote recon-
figuration of the Smart Object Controller 2.

[0033] The cybersecurity management module 10 is
also arranged to receive and transmit, from or to the re-
mote station 108 or any device 6 thereof, maintenance
data.

[0034] The maintenance data represent for example
alarms and measures acquired from trackside equipment
4 elaborated by the Smart Object Controller.

[0035] In particular, the cybersecurity management
module 10 is arranged to decrypt or encrypt the route
control data received from/sent to the remote station 108
or any device 6 thereof into safety data to assure protec-
tion from non authorized access.

[0036] In order to perform such safety control, an Ac-
cess Protection Layer is implemented in the cybersecu-
rity management module 10 in a manner per se known.
This function allows the Smart Object Controller 2 to di-
rectly interface with an open network.

[0037] The cybersecurity management module 10 is
then arranged to exchange the safety data with te-a safe-
ty data processing module 12, to send configuration data
related in a manner per se known to the route control
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data to a signalling object management module 16, and
to receive the maintenance data from the maintenance
data processing module 18, as detailed here below.
[0038] The configuration data defines: the local logic,
the commands/indications data flow exchanged with the
trackside equipment 4, the parameters to be used for the
safety communications and the cryptographic keys for
the cyber communications.

[0039] Thanks to the cybersecurity management mod-
ule 10, all data entering or exiting from the Smart Object
Controller 2 are protected from cyber attacks.

[0040] An encryption is added to the safety data, in
order to be able to support public open network commu-
nication.

[0041] The safety data processing module 12 is ar-
ranged to receive, from the cybersecurity management
module 10, the safety data, which are data related to the
control commands sent by the remote station 108 and
which represent different configurations.

[0042] The safety data processing module 12 is also
arranged to transmit, to the cybersecurity management
module 10, the safety data which are data related to the
indications received by the trackside equipment 4
through signalling object management module 16.
[0043] These data are then transmitted to the remote
station 108.

[0044] The safety data processing module 12 con-
verts, in a manner per se known, the safety data into
boolean variables and send such boolean variables to a
boolean equation module 14.

[0045] The boolean equation module 14 is the core of
the Smart Object Controller 2 and represents the imple-
mentation of a local logic: it applies a signalling safety
principle to the equipment managed by the Smart Object
Control 2 such as the trackside equipment 4.

[0046] The boolean equation module 14 is able to ex-
ecute boolean equations per se known assuring adher-
ence to a local logic defined by a predetermined appli-
cation represented by such equations. This is a safety
related function ("SIL4").

[0047] The boolean equation module 14 represents
the added value of the Smart Object Controller 2 accord-
ing to the present invention.

[0048] The delocalization of the logic inside the Smart
Object Controller 2 permits to reduce the response time
because the Smart Object Controller 2 directly controls
the trackside equipment 4 and reacts in autonomy, ap-
plying a safe principle as configured.

[0049] The boolean equation module 14 is realized by
a redundant architecture where each single section (ac-
tive section and stand-by section) performs a configura-
ble cyclic process split in four phases :

- input phase : boolean variables are read from the
safety data processing module 12 and from the track-
side equipment 4 through a signalling object man-
agement module 16 and a safety data processing
module 12;
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- output phase : boolean variables are written into the
safety data processing module 12 and routed
through signalling object management module 16 to
the trackside equipment 4; output boolean variables
representing indications can also be trasmitted to
one or more of devices 6 basing on configuration

- equation computation phase : based on the input
variables read in the previous phase.

- redundancy management phase : alignment of the
redundant boolean equation outputs and internal
states.

[0050] The active section transmits these said data to
the stand-by section and to the safety data processing
module 12, the stand-by section receives them and over-
write its internal data to be ready in case of switch-over
avoiding a temporary loss of the safety data during
boards switches.

[0051] In particular, the boolean equation module 14
receives from the safety data processing module 12 the
boolean variables and executes the boolean equations,
based on such boolean variables.

[0052] The boolean equations are predetermined
equations defined in a configuration phase of the boolean
equation module 14, to cover specific functions and ful-
filling specific safety requirement.

[0053] As a result, the boolean equation module 14,
after appropriate further elaborations here below de-
tailed, calculates all the variables and transmits variables
to be monitored (variable monitoring data) to the main-
tenance data processing module 18, thus obtaining com-
mand data to be or commands to be transmitted to the
trackside equipment 4,

[0054] The boolean equation module 14 is also ar-
ranged to process object indication data received from a
signalling object management module 16 to confirm the
requested configuration to the remote station 108
through the safety data processing module 12 and the
cybersecurity management module 10.

[0055] In this way, the boolean equation module 14,
finally transmits indications, through the safety data
processing module 12, and cybersecurity management
module 10 to the remote station 108, to get and confirm
the configuration required by the route control data.
[0056] Each section of the boolean equation module
14 (active and stand-by) and the safety data processing
module 12 are based on a two-out-of-two ("2002") safety
architecture providing two processors, which execute at
the same time the boolean equations and cross-check
of the results obtained.

[0057] In particular the cross check of the results is
obtained through a two-out-of-two ("2002") vote ofa CRC
result computed on the whole set of the boolean varia-
bles.

[0058] The boolean equation module 14 sends these
variables monitoring data, representative of the set of
boolean variables that has to be monitored, to the main-
tenance data processing module 18.
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[0059] The maintenance data processing module 18,
which is a standard module, is also configured to obtain
object monitoring data from the signalling object man-
agement module 16 for diagnostic purposes and to trans-
mit maintenance data to the remote station 108.

[0060] The signalling object management module 16,
after having received the control object data coming from
the safety data processing module 12, and the configu-
ration data received from the cybersecurity management
module 10, elaborates, in a manner per se known, such
data to obtain final command instructions to be sent to
trackside equipment 4, such as a signal device, a point
machine or a relay, to activate and control such devices
and get the requested configuration.

[0061] In particular, the signalling object management
module 16 is also arranged to elaborate trackside indi-
cation data received from the trackside equipment 4 to
obtain object indication data to be sent to the boolean
equation module 14 through the safety data processing
module 12.

[0062] Thus, the signalling object management mod-
ule 16 detects the trackside equipment and provides to
the safety data processing module 12 the indication data
to be elaborated by the boolean equation module 14 and
combines route control indication data to confirm the re-
quested configuration status.

[0063] The signalling object management module 16
performs therefore a trackside equipment management,
in a manner per se known, based on the controls calcu-
lated by the boolean equation module 14.

[0064] All the data exchanged with the Smart Object
Controller 2 are transformed, in a manner per se known,
into digital/analogic signals according to the components
involved in the respective function.

[0065] The system of the present invention permits to
manage complete functional blocks dislocated remotely
along a railway line.

[0066] The Smart Object Controller 2 according to the
presentinvention manages autonomously complex func-
tions, such as for example the level crossing function, by
managing directly level crossing signals, barriers, acous-
tic warning and axle counters.

[0067] Itis not necessary to involve the Route Control
Signaling system (the remote station 108), because the
Smart Object Controller 2 is capable of directly manage
route information derived from other Wayside Controller
or from a Radio Block Center, through a wireless encrypt-
ed communication.

[0068] Thanks to this new functionality the response
time to activate/deactivate the trackside equipment or
the reaction time in case of degraded mode is reduced
and globally the reaction of the system is enhanced.
[0069] The main advantages of the invention can be
summarized as follows :

*  reduction of more than 50% on the system response
time due to the local logic management;
¢ reduction of more than 10% on cost of field cables,
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and sharing components and services such as pow-
er supply distribution, diagnostic and network con-
nectivity thanks to the standardization of the Smart
Object Controller.

[0070] Clearly, the principle of the invention remaining
the same, the embodiments and the details of production
can be varied considerably from what has been de-
scribed and illustrated purely by way of non-limiting ex-
ample, without departing from the scope of protection of
the present invention as defined by the attached claims.

Claims

1. A Smart Object Controller (2) for mounting along a
railway track, characterized in that it comprises:

- a cybersecurity management module (10) ar-
ranged to receive and transmit, from or to a re-
mote station (108), route control data represent-
ing a configuration of the railway track, and to
decrypt or encrypt said route control data into
safety data;

- a safety data processing module (12) arranged
to receive and transmit, from or to the cyberse-
curity management module (10), said safety da-
ta and to convert the safety data into boolean
variables and vice versa;

- a boolean equation module (14) arranged to
receive, from the safety data processing module
(12), the boolean variables, and to execute
boolean equations based on said boolean vari-
ables, thus obtaining command data to be sent
to trackside equipment (4) of the railway track
to get said configuration.

2. The Smart Object Controller (2) according to claim
1, wherein said boolean equation module (14) is fur-
ther arranged to process object indication data re-
ceived from signalling object management module
(16) to confirm the requested configuration to the
remote station (108) through the safety data
processing module (12) and the cybersecurity man-
agement module (10).

3. The Smart Object Controller (2) according to claim
1 or 2, further comprising a signalling object man-
agement module (16) arranged to receive configu-
ration data from the remote station (108) and com-
mand data from the safety data processing module
(12), to elaborate such command data to obtain final
command instructions to be sent to trackside equip-
ment (4) of the railway track to get said configuration.

4. The Smart Object Controller (2) according to claim
3, wherein said signalling object management mod-
ule (16) is further arranged to elaborate trackside
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indication data received from the trackside equip-
ment (4) to obtain object indication data to be sent
to the boolean equation module (14) through the
safety data processing module (12).

The Smart Object Controller (2) according to claim
4, comprising a maintenance data processing mod-
ule (18) arranged to receive from the boolean equa-
tion module (14) variable monitoring data represent-
ative of the set of boolean variables that has to be
monitored and to obtain object monitoring data from
the signalling object management module (16) for
diagnostic purposes and to transmit maintenance
data to the remote station (108).

The Smart Object Controller (2) according to any of
the preceding claims, wherein the cybersecurity
management module (10) implements an Access
Protection Layer.

The Smart Object Controller (2) according to any of
the preceding claims, wherein the boolean equation
module (14) and the safety data processing module
(12) implement a two-out-of-two (2002) safety archi-
tecture.

The Smart Object Controller (2) according to any of
the preceding claims, wherein the boolean equation
module (14) comprise two processors which execute
at the same time, in redundant configuration, the
boolean equations.

A railway line comprising trackside equipment (4),
characterized in that it further comprises a Smart
Object Controller (2) according to one or more of the
preceding claims configured to control the trackside
equipment (4).
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