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(54) COMMUNICATION METHOD, APPARATUS, AND SYSTEM

(57) Embodiments of this application provide a com-
munication method, apparatus, and system, to ensure
secure and efficient communication when an unmanned
aerial system accesses a mobile communication system.
The method includes: Second user equipment sends a
second message, first user equipment sends a first mes-
sage to a network device in response to the second mes-
sage, to request to perform identity verification on the
second user equipment, and the network device verifies
whether an identity of the second user equipment is valid,

and sends, to the first user equipment, a verification result
indicating whether the identity of the second user equip-
ment is valid. Alternatively, the first user equipment sends
a third message for request the second user equipment
to reply with information used for remote identification,
and the second user equipment replies with a fourth mes-
sage, where the fourth message includes the information
used for remote identification on the second user equip-
ment, and the third message and the fourth message are
encrypted by using corresponding keys.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Pat-
ent Application No. 202010231947.9, filed with the China
National Intellectual Property Administration on March
27, 2020 and entitled "COMMUNICATION METHOD,
APPARATUS, AND SYSTEM", which is incorporated
herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of wireless
communication technologies, and in particular, to a com-
munication method, apparatus, and system.

BACKGROUND

[0003] A viewpoint that a mobile communication net-
work is used to implement communication between an
unmanned aerial vehicle and another device draws at-
tention. For example, remote identification is performed
in a communication process of an unmanned aerial sys-
tem. Remote identification means that the unmanned
aerial vehicle or a controller can provide identification
information such as an identity and a position of the un-
manned aerial vehicle or the controller when the un-
manned aerial vehicle is flying, so that another device on
the ground or in a space domain in which the unmanned
aerial vehicle is located can determine the information
such as the identity and the position of the unmanned
aerial vehicle or the controller, to supervise the un-
manned aerial system, and reduce a potential security
risk brought by the unmanned aerial system.
[0004] However, no corresponding solution is pro-
posed in the conventional technology. Therefore, how to
implement communication when the unmanned aerial
system is combined with the mobile communication net-
work, and in particular, how to securely and efficiently
perform communication (for example, send remote iden-
tification information) is still an urgent problem to be re-
solved.

SUMMARY

[0005] This application provides a communication
method, apparatus, and system, to implement commu-
nication when an unmanned aerial system is combined
with a mobile communication network, and achieve se-
cure and efficient communication.
[0006] According to a first aspect, an embodiment of
this application provides a communication method, in-
cluding: A first network device receives a first message
sent by first user equipment, where the first message is
used to request to perform identity verification on second
user equipment; the first network device verifies whether
an identity of the second user equipment is valid; and the

first network device sends a verification result to the first
user equipment, where the verification result indicates
whether the identity of the second user equipment is val-
id.
[0007] The first network device may include an un-
manned aerial system traffic management UTM/un-
manned aerial system service supplier USS function that
is newly added to a mobile communication system.
[0008] According to the foregoing method, in a com-
munication process, user equipment in an unmanned
aerial system may request, by taking advantage of a mo-
bile communication network, a network device to assist
in performing identity verification on the user equipment,
and then may securely receive and send a message
(where the message may further be encrypted by using
a key or a security parameter), so that a leakage of sen-
sitive information of an unmanned aerial vehicle can be
effectively avoided. In addition, if the received message
and the sent message are encrypted by using a symmet-
ric key, a symmetric key computation amount is less, and
efficiency in the communication process can be ensured.
[0009] In a possible design, the first message includes
a first credential 1 used to verify the first user equipment.
Before the first network device verifies whether an iden-
tity of the second user equipment is valid, the first network
device may further verify validity of the first user equip-
ment based on the first credential. That the first network
device verifies whether an identity of the second user
equipment is valid includes: If verifying that the first user
equipment is valid, the first network device verifies, based
on the first message, whether the identity of the second
user equipment is valid.
[0010] In this design, before executing a request of the
first user equipment, the network device may further first
perform identity verification on the first user equipment,
and then process the request of the first user equipment
when ensuring that the first user equipment is valid. This
can further ensure security of the communication proc-
ess, and can further avoid a waste of processing resourc-
es of the network device.
[0011] In a possible design, after authentication be-
tween the first network device and the first user equip-
ment succeeds, the first network device may further gen-
erate a second credential for the first user equipment,
and/or the first network device may further receive a sec-
ond credential generated by the first user equipment.
That the first network device verifies validity of the first
user equipment based on the first credential includes:
The first network device determines validity of the first
user equipment based on the first credential and the sec-
ond credential.
[0012] In a possible design, the first message includes
identification information of the second user equipment,
and the identification information of the second user
equipment is a temporary identifier. That the first network
device verifies whether an identity of the second user
equipment is valid includes: The first network device de-
termines a permanent identifier of the second user equip-
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ment based on the temporary identifier of the second
user equipment; and the first network device verifies,
based on the permanent identifier of the second user
equipment, whether the second user equipment is au-
thenticated or authorized.
[0013] In a possible design, the first message includes
information used for remote identification on the second
user equipment. The method further includes: The first
network device may further receive information that is
from the second user equipment and that is used for re-
mote identification on the second user equipment. That
the first network device verifies whether an identity of the
second user equipment is valid includes: The first net-
work device determines whether the information that is
from the second user equipment and that is used for re-
mote identification on the second user equipment is con-
sistent with the information that is included in the first
message and that is used for remote identification on the
second user equipment.
[0014] According to a second aspect, an embodiment
of this application further provides a communication
method, including: First user equipment receives a sec-
ond message sent by second user equipment; the first
user equipment sends a first message to a first network
device in response to the second message, where the
first message is used to request to perform identity ver-
ification on the second user equipment; and the first user
equipment receives a verification result sent by the first
network device, and if the verification result indicates that
an identity of the second user equipment is valid, the first
user equipment processes the second message.
[0015] According to the foregoing method, in a com-
munication process, user equipment in an unmanned
aerial system may request, by taking advantage of a mo-
bile communication network, a network device to assist
in performing identity verification on the user equipment,
and then may securely receive and send a message
(where the message may further be encrypted by using
a key or a security parameter), so that a leakage of sen-
sitive information of an unmanned aerial vehicle can be
effectively avoided. The second user equipment broad-
casts the second message, and the second message is
encrypted by using a symmetric key. This ensures secu-
rity in the communication process, and avoids frequently
pre-configuring a large quantity of certificates for the sec-
ond user equipment. In addition, compared with an asym-
metric public-private key pair, a computation amount in
an encryption and/or decipherment process of the sym-
metric key is less, so that efficiency in the communication
process can be improved.
[0016] In a possible design, the second message in-
cludes identification information of the second user
equipment and/or information used for remote identifica-
tion on the second user equipment. The first message
includes one or more of the following: the identification
information of the second user equipment, a first creden-
tial used to verify the first user equipment, the second
message, or the information used for remote identifica-

tion on the second user equipment.
[0017] In a possible design, after authentication be-
tween the first network device and the first user equip-
ment succeeds, the first user equipment may further re-
ceive a second credential generated by the first network
device and/or a second credential generated by the first
user equipment.
[0018] The second credential generated by the first
network device is the same as the second credential gen-
erated by the first user equipment.
[0019] In a possible design, the sending a first mes-
sage to a first network device includes: sending the first
message to the first network device for one or more re-
ceived second messages broadcast by one or more sec-
ond user equipment, where the first message is specifi-
cally used to request to perform identity verification on
the one or more second user equipment.
[0020] In this design, the first user equipment may ag-
gregate the second messages broadcast by the one or
more second user equipment. Specifically, the first user
equipment may wait for preset duration, and aggregate
the second messages that are broadcast by the one or
more second user equipment and that are received in
the preset duration. Alternatively, after receiving one or
more second messages broadcast by a specified quan-
tity of second user equipment, the first user equipment
may aggregate the second messages broadcast by the
specified quantity of second user equipment.
[0021] In a possible design, before the sending a first
message to a first network device, the first user equip-
ment may further determine, based on the second mes-
sage, whether a distance between the first user equip-
ment and the second user equipment is within a preset
distance range. That the first user equipment sends a
first message to a first network device includes: If the
distance between the first user equipment and the sec-
ond user equipment is within the preset distance range,
the first user equipment sends the first message to the
first network device.
[0022] In this design, the first user equipment may filter
the second message (or the second user equipment) in
advance based on the distance between the first user
equipment and the second user equipment, and does
not respond to the second user equipment whose dis-
tance from the first user equipment is not within the preset
distance range, to save processing resources and ensure
high efficiency in the communication process.
[0023] In a possible design, before the sending a first
message to a first network device, the method further
includes:
[0024] The first user equipment determines, based on
the second message, whether time at which the second
user equipment broadcasts the second message is within
a preset time range.
[0025] That the first user equipment sends a first mes-
sage to a first network device includes:
If the time at which the second user equipment broad-
casts the second message is within the preset time range,
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the first user equipment sends the first message to the
first network device.
[0026] In this design, the first user equipment may filter
the second message (or the second user equipment) in
advance based on time at which the second user equip-
ment broadcasts the second message, and does not re-
spond to the second user equipment that broadcasts the
second message at time that is not within the preset time
range, to save processing resources and ensure high
efficiency in the communication process.
[0027] According to a third aspect, an embodiment of
this application further provides a communication meth-
od, including: Second user equipment encrypts a to-be-
sent second message based on a symmetric key gener-
ated for a second network device when the second user
equipment accesses a network; and the second user
equipment broadcasts an encrypted second message.
[0028] The second network device may include an ac-
cess and mobility management function AMF/unified da-
ta management UDM, or an AMF/UDM and UTM/a USS.
[0029] According to the foregoing method, the second
user equipment broadcasts the second message, and
the second message is encrypted by using the symmetric
key. This ensures security in a communication process,
and avoids frequently pre-configuring a large quantity of
certificates for the second user equipment. In addition,
compared with an asymmetric public-private key pair, a
computation amount in an encryption and decipherment
process of the symmetric key is less, so that efficiency
in the communication process can be improved.
[0030] In a possible design, that second user equip-
ment encrypts a to-be-sent second message based on
a symmetric key generated for a second network device
when the second user equipment accesses a network
includes: The second user equipment encrypts the to-
be-sent second message by using the symmetric key
generated for the second network device when the sec-
ond user equipment accesses the network; or the second
user equipment performs derivation based on the sym-
metric key generated for the second network device
when the second user equipment accesses the network,
to generate a subkey of the symmetric key, and the sec-
ond user equipment encrypts the to-be-sent second mes-
sage by using the subkey.
[0031] In this design, a key for encrypting the second
message may be the symmetric key generated for the
second network device when the second user equipment
accesses the network, or may be the subkey that is gen-
erated through derivation based on the symmetric key.
[0032] In a possible design, the second user equip-
ment may further send, to the second network device, a
derivation parameter and/or a derivation algorithm used
to generate the subkey.
[0033] In a possible design, the second message in-
cludes identification information of the second user
equipment and/or information used for remote identifica-
tion on the second user equipment.
[0034] The identification information of the second us-

er equipment includes a temporary identifier of the sec-
ond user equipment and/or a permanent identifier of the
second user equipment. The information used for remote
identification on the second user equipment includes one
or more of the following: position information of the sec-
ond user equipment, time at which the second user equip-
ment broadcasts the second message, a manufacturer
of the second user equipment, or an operator accessed
by the second user equipment (or an operator to which
a mobile communication network belongs).
[0035] According to a fourth aspect, an embodiment
of this application further provides a communication
method, including: A second network device receives a
first message sent by first user equipment, where the first
message is used to request to perform identity verifica-
tion on second user equipment; the second network de-
vice verifies whether an identity of the second user equip-
ment is valid; and the second network device sends a
verification result to the first user equipment, where the
verification result indicates whether the identity of the
second user equipment is valid.
[0036] According to the foregoing method, the second
user equipment broadcasts a second message, and the
second message is encrypted by using a symmetric key.
This ensures security in a communication process, and
avoids frequently pre-configuring a large quantity of cer-
tificates for the second user equipment. In addition, com-
pared with an asymmetric public-private key pair, a com-
putation amount in an encryption and decipherment proc-
ess of the symmetric key is less, so that efficiency in the
communication process can be improved. In addition, by
taking advantage of a 3GPP network, identity verification
is first performed on an unmanned aerial vehicle or an
inspection device, and then a message is securely re-
ceived and sent (that is, encrypted by using a key or a
security parameter), so that a leakage of sensitive infor-
mation of the unmanned aerial vehicle can be effectively
avoided.
[0037] In a possible design, the second network device
may further receive an encrypted second message from
the second user equipment.
[0038] The second message is encrypted by using a
symmetric key generated for the second network device
when the second user equipment accesses a network;
or the second message is encrypted by using a subkey
that is generated through derivation based on the sym-
metric key.
[0039] In a possible design, the first message includes
one or more of the following: identification information of
the second user equipment, a first credential used to ver-
ify the first user equipment, the second message, or in-
formation used for remote identification on the second
user equipment.
[0040] The second message includes the identification
information of the second user equipment and/or the in-
formation used for remote identification on the second
user equipment.
[0041] In a possible design, the first message is further
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used to request a key used by the second user equipment
to encrypt the second message; the first message is fur-
ther used to request a derivation parameter and/or der-
ivation algorithm for generating a subkey used by the
second user equipment to encrypt the second message;
and/or the first message is further used to request the
second network device to decipher the second message.
[0042] The verification result further includes the key
used by the second user equipment to encrypt the second
message, the derivation parameter and/or derivation al-
gorithm for generating the subkey used by the second
user equipment to encrypt the second message, and/or
a deciphered second message.
[0043] In a possible design, the second network device
may further receive, from the second user equipment,
the derivation parameter and/or derivation algorithm
used to generate the subkey. The second network device
generates the subkey of the symmetric key based on the
symmetric key generated for the second network device
when the second user equipment accesses the network
and the derivation parameter and/or derivation algorithm
used to generate the subkey.
[0044] In a possible design, the first message includes
a first credential used to verify the first user equipment.
Before the second network device verifies whether an
identity of the second user equipment is valid, the second
network device may further verify validity of the first user
equipment based on the first credential. That the second
network device verifies whether an identity of the second
user equipment is valid includes: If verifying that the first
user equipment is valid, the second network device ver-
ifies, based on the first message, whether the identity of
the second user equipment is valid.
[0045] In this design, before executing a request of the
first user equipment, a network device may further first
perform identity verification on the first user equipment,
and then process the request of the first user equipment
when ensuring that the first user equipment is valid. This
can further ensure security of the communication proc-
ess, and can further avoid a waste of processing resourc-
es of the network device.
[0046] In a possible design, after authentication be-
tween the second network device and the first user equip-
ment succeeds, the second network device may further
generate a second credential for the first user equipment,
and/or the second network device may further receive a
second credential generated by the first user equipment.
That the second network device verifies validity of the
first user equipment based on the second credential in-
cludes: The second network device determines validity
of the first user equipment based on the first credential
and the second credential.
[0047] In a possible design, the first message includes
identification information of the second user equipment,
and the identification information of the second user
equipment is a temporary identifier. That the second net-
work device verifies whether an identity of the second
user equipment is valid includes: The second network

device determines a permanent identifier of the second
user equipment based on the temporary identifier of the
second user equipment; and the second network device
verifies, based on the permanent identifier of the second
user equipment, whether the second user equipment is
authenticated or authorized.
[0048] In a possible design, the first message includes
information used for remote identification on the second
user equipment. The second network device may further
receive information that is from the second user equip-
ment and that is used for remote identification on the
second user equipment. That the second network device
verifies whether an identity of the second user equipment
is valid includes: The second network device determines
whether the information that is from the second user
equipment and that is used for remote identification on
the second user equipment is consistent with the infor-
mation that is included in the first message and that is
used for remote identification on the second user equip-
ment.
[0049] According to a fifth aspect, an embodiment of
this application further provides a communication meth-
od, including: First user equipment receives a second
message broadcast by second user equipment, where
the second message is encrypted based on a symmetric
key generated for a second network device when the
second user equipment accesses a network; the first user
equipment sends a first message to the first network de-
vice in response to the second message, where the first
message is used to request to perform identity verifica-
tion on the second user equipment; and the first user
equipment receives a verification result sent by the first
network device, and if the verification result indicates that
an identity of the second user equipment is valid, the first
user equipment processes the second message.
[0050] According to the foregoing method, in a com-
munication process, user equipment in an unmanned
aerial system may request, by taking advantage of a mo-
bile communication network, a network device to assist
in performing identity verification on the user equipment,
and then may securely receive and send a message
(where the message may further be encrypted by using
a key or a security parameter), so that a leakage of sen-
sitive information of an unmanned aerial vehicle can be
effectively avoided. The second user equipment broad-
casts the second message, and the second message is
encrypted by using a symmetric key. This ensures secu-
rity in the communication process, and avoids frequently
pre-configuring a large quantity of certificates for the sec-
ond user equipment. In addition, compared with an asym-
metric public-private key pair, a computation amount in
an encryption and decipherment process of the symmet-
ric key is less, so that efficiency in the communication
process can be improved.
[0051] In a possible design, the second message in-
cludes identification information of the second user
equipment and/or information used for remote identifica-
tion on the second user equipment.
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[0052] The first message includes one or more of the
following: the identification information of the second user
equipment, a first credential used to verify the first user
equipment, the second message, or the information used
for remote identification on the second user equipment.
[0053] In a possible design, the first message is further
used to request a key used by the second user equipment
to encrypt the second message; the first message is fur-
ther used to request a derivation parameter and/or der-
ivation algorithm for generating a subkey used by the
second user equipment to encrypt the second message;
and/or the first message is further used to request the
second network device to decipher the second message.
[0054] The verification result further includes the key
used by the second user equipment to encrypt the second
message, the derivation parameter and/or derivation al-
gorithm for generating the subkey used by the second
user equipment to encrypt the second message, and/or
a deciphered second message.
[0055] In a possible design, after authentication be-
tween the second network device and the first user equip-
ment succeeds, the first user equipment may further re-
ceive a second credential generated by the second net-
work device and/or the first user equipment may further
generate a second credential.
[0056] A second credential generated by the second
network device is the same as the second credential gen-
erated by the first user equipment.
[0057] In a possible design, the sending a first mes-
sage to the second network device includes: sending the
first message to the first network device for one or more
received second messages broadcast by one or more
second user equipment, where the first message is spe-
cifically used to request to perform identity verification on
the one or more second user equipment.
[0058] In a possible design, before the sending a first
message to the second network device, the first user
equipment may further determine, based on the second
message, whether a distance between the first user
equipment and the second user equipment is within a
preset distance range. That the first user equipment
sends a first message to the second network device in-
cludes: If the distance between the first user equipment
and the second user equipment is within the preset dis-
tance range, the first user equipment sends the first mes-
sage to the second network device.
[0059] In a possible design, before the sending a first
message to the second network device, the first user
equipment may further determine, based on the second
message, whether time at which the second user equip-
ment broadcasts the second message is within a preset
time range. That the first user equipment sends a first
message to the second network device includes: If the
time at which the second user equipment broadcasts the
second message is within the preset time range, the first
user equipment sends the first message to the second
network device.
[0060] According to a sixth aspect, an embodiment of

this application further provides a communication meth-
od, including: Second user equipment receives a third
message sent by first user equipment, where the third
message is used to request the second user equipment
to reply with information used for remote identification;
and the second user equipment sends a fourth message
to the first user equipment, where the fourth message
includes information used for remote identification on the
second user equipment.
[0061] The third message further includes one or more
of the following: a security token token used to verify the
first user equipment, identification information of the first
user equipment, time at which the first user equipment
sends the third message, position information of the first
user equipment, cell information of the first user equip-
ment, or signal strength of a message received by the
first user equipment from a network device.
[0062] According to the foregoing method, the first user
equipment may request the second user equipment to
send the information used for remote identification, and
the second user equipment sends the remote identifica-
tion information based on the request of the first user
equipment. This reduces channel resources occupied by
unmanned aerial vehicle broadcasting, encrypts a mes-
sage in a communication process, ensures security and
efficiency of the communication process, and avoids
channel resource occupation caused by continuous
broadcasting by the second user equipment.
[0063] In a possible design, before the second user
equipment sends a fourth message to the first user equip-
ment, the second user equipment may further determine,
based on the third message, whether a distance between
the first user equipment and the second user equipment
is within a preset distance range. That the second user
equipment sends a fourth message to the first user equip-
ment includes: If the distance between the first user
equipment and the second user equipment is within the
preset distance range, the second user equipment sends
the fourth message to the first user equipment.
[0064] In this design, the second user equipment may
filter the third message (or the first user equipment) in
advance based on the distance between the second user
equipment and the first user equipment, and does not
respond to the first user equipment whose distance from
the second user equipment is not within the preset dis-
tance range, to save processing resources and ensure
high efficiency in the communication process.
[0065] In a possible design, before the second user
equipment sends a fourth message to the first user equip-
ment, the second user equipment may further determine,
based on the third message, whether the first user equip-
ment is in a cell in which the second user equipment is
located or is in a neighboring cell of the cell in which the
second user equipment is located. That the second user
equipment sends a fourth message to the first user equip-
ment includes: If the first user equipment is in the cell in
which the second user equipment is located or is in the
neighboring cell of the cell in which the second user
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equipment is located, the second user equipment sends
the fourth message to the first user equipment.
[0066] In this design, the second user equipment may
filter the third message (or the first user equipment) in
advance based on whether the first user equipment is in
the cell in which the second user equipment is located
or the neighboring cell, and does not respond to the first
user equipment that is not in the cell in which the second
user equipment is located or the neighboring cell, to save
processing resources and ensure high efficiency in the
communication process.
[0067] In a possible design, before the second user
equipment sends a fourth message to the first user equip-
ment, the second user equipment may further send a fifth
message to the network device, where the fifth message
indicates the network device to verify validity of the first
user equipment. The second user equipment receives a
sixth message sent by the network device, where the
sixth message indicates whether an identity of the first
user equipment is valid.
[0068] In this design, the second user equipment may
request, by taking advantage of a mobile communication
network, the network device to assist in performing iden-
tity verification on the user equipment, and then may se-
curely receive and send a message, so that a leakage
of sensitive information of the unmanned aerial vehicle
can be effectively avoided.
[0069] In a possible design, the sixth message further
includes a public key of the first user equipment, a first
symmetric key generated by a second network device
when the first user equipment accesses a network, or a
derivation parameter and/or derivation algorithm used to
generate a first subkey of the first symmetric key.
[0070] In a possible design, the third message further
includes a first credential used to verify an identity of the
first user equipment, and the first credential includes a
token token generated for the first user equipment after
authentication between the first user equipment and a
first network device is performed or a digital certificate
that is of the first user equipment and that is signed by
the first network device, where the digital certificate in-
cludes the public key of the first user equipment.
[0071] Before the second user equipment sends a
fourth message to the first user equipment, the second
user equipment may further perform identity verification
on the first user equipment based on the first credential,
and the second user equipment determines validity of an
identity of the first user equipment.
[0072] In this design, the second user equipment may
verify whether the identity of the first user equipment is
valid, so that security in the communication process can
be ensured.
[0073] In a possible design, before the second user
equipment sends a fourth message to the first user equip-
ment, the second user equipment may further encrypt a
to-be-sent fourth message by using the public key of the
first user equipment; the second user equipment may
encrypt a to-be-sent fourth message by using the first

symmetric key generated by the network device when
the first user equipment accesses the network; or the
second user equipment may perform derivation based
on the first symmetric key to obtain the first subkey, and
encrypt a to-be-sent fourth message by using the first
subkey.
[0074] According to a seventh aspect, an embodiment
of this application further provides a communication
method, including: First user equipment sends a third
message to second user equipment, where the third mes-
sage is used to request the second user equipment to
reply with information used for remote identification; and
the first user equipment receives a fourth message from
the second user equipment, where the fourth message
includes the information used for remote identification on
the second user equipment.
[0075] The third message further includes one or more
of the following: a first credential used to verify an identity
of the first user equipment, identification information of
the first user equipment, time at which the first user equip-
ment sends the third message, a count of messages that
have been sent by the first user equipment, position in-
formation of the first user equipment, cell information of
the first user equipment, or signal strength of a message
received by the first user equipment from a network de-
vice.
[0076] According to the foregoing method, the first user
equipment may request the second user equipment to
send the information used for remote identification, and
the second user equipment sends the remote identifica-
tion information based on the request of the first user
equipment. This reduces channel resources occupied by
unmanned aerial vehicle broadcasting, encrypts a mes-
sage in a communication process, ensures security and
efficiency of the communication process, and avoids
channel resource occupation caused by continuous
broadcasting by the second user equipment.
[0077] In a possible design, the first credential used to
verify the identity of the first user equipment includes a
token generated for the first user equipment after authen-
tication between the first user equipment and a first net-
work device is performed or a digital certificate that is of
the first user equipment and that is signed by the first
network device, where the digital certificate includes a
public key of the first user equipment.
[0078] In a possible design, the fourth message is en-
crypted by using the public key of the first user equipment;
the fourth message is encrypted by using a second sym-
metric key generated for a second network device when
the second user equipment accesses a network; or the
fourth message is encrypted by using a second subkey
that is generated through derivation based on the second
symmetric key.
[0079] According to an eighth aspect, this application
provides a communication apparatus. The apparatus has
a function of implementing the method according to any
one of the foregoing aspects or the implementations of
the foregoing aspects. The function may be implemented
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by hardware, or may be implemented by hardware by
executing corresponding software. The hardware or the
software includes one or more modules corresponding
to the foregoing function.
[0080] According to a ninth aspect, this application pro-
vides a communication apparatus, including a processor
and a memory. The memory is configured to store com-
puter-executable instructions; and when the apparatus
runs, the processor executes the computer-executable
instructions stored in the memory, to enable the appara-
tus to perform the method according to any one of the
foregoing aspects or the implementations of the forego-
ing aspects.
[0081] According to a tenth aspect, this application pro-
vides a communication apparatus, including units or
means (means) configured to perform the steps in any
one of the foregoing aspects.
[0082] According to an eleventh aspect, this applica-
tion provides a communication apparatus, including a
processor and an interface circuit. The processor is con-
figured to: communicate with another apparatus through
the interface circuit, and perform any method according
to any one of the foregoing aspects. There are one or
more processors.
[0083] According to a twelfth aspect, this application
provides a communication apparatus, including a proc-
essor, configured to: be connected to a memory; and
invoke a program stored in the memory, to perform the
method according to any implementation of the foregoing
aspects. The memory may be inside the apparatus, or
may be outside the apparatus. In addition, there are one
or more processors.
[0084] According to a thirteenth aspect, this application
further provides a computer-readable storage medium.
The computer-readable storage medium stores instruc-
tions. When the instructions are run on a computer, a
processor is enabled to perform the method according
to any one of the foregoing aspects.
[0085] According to a fourteenth aspect, this applica-
tion further provides a computer program product includ-
ing instructions. When the computer program product
runs on a computer, the computer is enabled to perform
the method according to any one of the foregoing as-
pects.
[0086] According to a fifteenth aspect, this application
further provides a chip system, including a processor,
configured to perform the method according to the fore-
going aspects.
[0087] According to a sixteenth aspect, this application
further provides a communication system, including a
first network device configured to perform the method
according to any one of the first aspect or the implemen-
tations of the first aspect, and first user equipment and
second user equipment that are configured to perform
the method according to any one of the second aspect
or the implementations of the second aspect.
[0088] According to a seventeenth aspect, this appli-
cation further provides a communication system, includ-

ing second user equipment configured to perform the
method according to any one of the third aspect or the
implementations of the third aspect, a second network
device configured to perform the method according to
any one of the fourth aspect or the implementations of
the fourth aspect, and first user equipment configured to
perform the method according to any one of the fifth as-
pect or the implementations of the fifth aspect.
[0089] According to an eighteenth aspect, this appli-
cation further provides a communication system, includ-
ing second user equipment configured to perform the
method according to any one of the sixth aspect or the
implementations of the sixth aspect and first user equip-
ment configured to perform the method according to any
one of the seventh aspect or the implementations of the
seventh aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0090]

FIG. 1 is a schematic diagram of a possible network
architecture according to an embodiment of this ap-
plication;
FIG. 2 is a schematic diagram of a possible network
architecture according to an embodiment of this ap-
plication;
FIG. 3 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 4 is a schematic diagram of a possible network
architecture according to an embodiment of this ap-
plication;
FIG. 5 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 6 is a schematic diagram of a possible network
architecture according to an embodiment of this ap-
plication;
FIG. 7 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 8 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 9 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 10 is a schematic flowchart of a communication
method according to an embodiment of this applica-
tion;
FIG. 11 is a schematic diagram of a communication
apparatus according to an embodiment of this appli-
cation; and
FIG. 12 is a schematic diagram of a communication
apparatus according to an embodiment of this appli-
cation.
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DESCRIPTION OF EMBODIMENTS

[0091] The following further describes the present in-
vention in detail with reference to accompanying draw-
ings.
[0092] All aspects, embodiments, or features are pre-
sented in this application by describing a system that may
include a plurality of devices, components, modules, and
the like. It should be appreciated and understood that
each system may include another device, component,
module, and the like, and/or may not include all devices,
components, modules, and the like discussed with ref-
erence to the accompanying drawings. In addition, a
combination of the solutions may further be used.
[0093] In addition, the term "for example" in embodi-
ments of this application is used to represent giving an
example, an illustration, or a description. Any embodi-
ment or design described as an "example" in this appli-
cation should not be explained as being more preferred
or having more advantages than another embodiment or
design. Exactly, the term "example" is used to present a
concept in a specific manner.
[0094] A network architecture and a service scenario
described in embodiments of this application are intend-
ed to describe technical solutions in embodiments of this
application more clearly, but constitute no limitation on
the technical solutions provided in embodiments of this
application. A person of ordinary skill in the art may learn
that the technical solutions provided in embodiments of
this application are also applicable to a similar technical
problem as the network architecture evolves and a new
service scenario emerges.
[0095] The following describes some terms in embod-
iments of this application, to facilitate understanding of a
person skilled in the art.

(1) An unmanned aerial system (unmanned aerial
system, UAS) usually includes an unmanned aerial
vehicle (unmanned aerial vehicle, UAV) and an un-
manned aerial vehicle controller (UAV controller,
UAVC). The unmanned aerial vehicle may fly auton-
omously, or the unmanned aerial vehicle may fly ac-
cording to a received control instruction of the con-
troller. The unmanned aerial vehicle and the control-
ler may communicate with each other. For example,
the controller may send a control instruction to the
unmanned aerial vehicle, and the unmanned aerial
vehicle may send a photographed photo or video to
the controller after aerial photographing. Usually, a
direct connection (point-to-point connection) be-
tween the controller and the unmanned aerial vehicle
is performed by using a wireless signal (for example,
Wi-Fi). The unmanned aerial vehicle controller is al-
so referred to as a controller, a remote control device,
or the like for short.
However, a mobile communication network (or a
communication system) has many advantages, such
as wide-area coverage, high reliability, and support

for a high-speed mobile service. If the unmanned
aerial system is combined with the mobile commu-
nication network, the unmanned aerial system may
implement highly reliable beyond-line-of-sight flight.
However, in the conventional technology, there is no
solution for combining an unmanned aerial system
with a mobile communication network to implement
communication. Especially, after the unmanned aer-
ial system is combined with the mobile communica-
tion system, how to implement reliable supervision
needs more attention, so that safety of the un-
manned aerial system and public safety (including
flight-related safety (Safety) and information-related
security (Security)) are ensured, and events such as
interference of an unmanned aerial vehicle to flight
operation of an aircraft and a terrorist attack initiated
by using the unmanned aerial vehicle are prevented.
(2) Remote identification means that the unmanned
aerial vehicle or the controller may provide identifi-
cation information (such as identity information, po-
sition information, and time information) when the
unmanned aerial vehicle is flying, so that another
device on the ground and/or in a space domain in
which the unmanned aerial vehicle is located can
determine information such as an identity and a po-
sition of the unmanned aerial vehicle or the control-
ler. The identity information may include one or more
of an identification number of the unmanned aerial
vehicle (for example, a UAV-ID), an identification
number of the controller (for example, a UAVC-ID),
or an identification number of an unmanned aerial
system (for example, a UAS-ID). After the unmanned
aerial vehicle accesses the mobile communication
network, the mobile communication network may al-
locate an identification number or a subscription
identification number (for example, referred to as a
UE-ID) to the unmanned aerial vehicle. The UAV-ID
is different from the UE-ID. In other words, one un-
manned aerial vehicle may correspond to two or
more identification numbers (for example, the UAV-
ID and the UE-ID). The position information may be
represented by one or more types of information
such as longitude information, latitude information,
or an atmospheric pressure. The time information
may be a timestamp or the like when the unmanned
aerial vehicle sends the identification information.
The identification information may further include in-
formation such as a manufacturer of the unmanned
aerial vehicle and/or an operator accessed by the
unmanned aerial vehicle. The operator accessed by
the unmanned aerial vehicle may be an operator to
which the mobile communication network accessed
by the unmanned aerial vehicle belongs.
(3) A network device is a device that can provide a
wireless access function for a terminal. The network
device may support at least one wireless communi-
cation technology, for example, long term evolution
(long term evolution, LTE), new radio (new radio,
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NR), or wideband code division multiple access
(wideband code division multiple access, WCDMA).

[0096] For example, the network device may include
an access network device. For example, the network de-
vice includes but is not limited to: a next generation base
station or a next generation NodeB (generation NodeB,
gNB) in a 5th generation (5th generation, 5G) mobile
communication system, an evolved NodeB (evolved
NodeB, eNB), a radio network controller (radio network
controller, RNC), a NodeB (NodeB, NB), a base station
controller (base station controller, BSC), a base trans-
ceiver station (base transceiver station, BTS), a home
base station (for example, a home evolved NodeB or a
home NodeB, HNB), a baseband unit (baseband unit,
BBU), a transmission reception point (transmission re-
ception point, TRP), a transmission point (transmission
point, TP), a mobile switching center, a small cell, a pico
cell, and the like. Alternatively, the network device may
be a radio controller, a centralized unit (centralized unit,
CU), and/or a distributed unit (distributed unit, DU) in a
cloud radio access network (cloud radio access network,
CRAN) scenario, or the network device may be a relay
station, an access point, a vehicle-mounted device, a ter-
minal, a wearable device, a network device in future mo-
bile communication, a network device in a future evolved
public land mobile network (public land mobile network,
PLMN), or the like.
[0097] For another example, the network device may
include a core network (core network, CN) device, and
the core network device includes, for example, an access
and mobility management function (access and mobility
management function, AMF).
[0098] In addition, after the unmanned aerial system
is combined with the mobile communication network, the
network device may further include a (newly added) de-
vice configured to manage the unmanned aerial vehicle
and the controller, or a function of managing the un-
manned aerial vehicle and the controller is newly added
to an (existing) network device. For example, the device
for managing the unmanned aerial vehicle and the con-
troller may be referred to as an unmanned aerial system
traffic management (unmanned aerial system traffic
management, UTM) network function, and/or an un-
manned aerial system service supplier (UAS service sup-
pliers, USS) function. The UTM/USS may store related
information of the unmanned aerial system, such as au-
thentication information. The UTM/USS may perform
identity verification on the unmanned aerial vehicle and
the controller based on the authentication information.
The supervision department of the unmanned aerial ve-
hicle may also supervise the unmanned aerial system
through the UTM/USS, to ensure safety of flight control
of the unmanned aerial vehicle and public safety. In some
possible cases, the UTM/USS may have a function of
remotely controlling flight of the unmanned aerial vehicle.
[0099] It should be noted that the UTM/USS may be-
long to or be deployed in an operator network, or may

belong to or be deployed in a third-party entity. This is
not limited in embodiments of this application. For ease
of description, this is not distinguished in embodiments
of this application, or an example in which the UTM/USS
belongs to or is deployed in the operator network is used
for description. It may be understood that, a communi-
cation process provided in embodiments of this applica-
tion is also applicable to a scenario in which the
UTM/USS belongs to or is deployed in the third-party
entity.
[0100] It may be understood that, unless otherwise
specified, in embodiments of this application, the network
device includes at least a first network device and/or a
second network device. For related descriptions of the
first network device and the second network device, refer
to subsequent embodiments.
[0101] (4) User equipment (user equipment, UE) refers
to a device having a wireless transceiver function, and
may be referred to as a terminal device, a mobile station
(mobile station, MS), a mobile terminal (mobile terminal,
MT), a terminal, or the like. For example, a specific form
of the user equipment may be a UAV, an inspection de-
vice configured to supervise the unmanned aerial vehi-
cle, an airborne terminal, aircraft, a high-speed railway,
a vehicle-mounted terminal, or the like. Specifically, the
UAV may be understood as an aerial vehicle that is op-
erated by using a radio device for remote control or by
using a built-in program and that does not carry a person.
It should be noted that the terminal may support at least
one wireless communication technology, for example,
LTE, NR, WCDMA, or a future communication system.
[0102] (5) A credential (credential) may include one or
more of a cookie, a token (token), a ticket (ticket), a key,
a password, or a certificate. Optionally, the key may in-
clude a symmetric key or an asymmetric public-private
key pair. In embodiments of this application, an example
in which the key includes the symmetric key is mainly
used for description.
[0103] The term "and/or" in this application describes
an association relationship for describing associated ob-
jects and represents that three relationships may exist.
For example, A and/or B may represent the following
three cases: Only A exists, both A and B exist, and only
B exists. The character "/" usually indicates an "or" rela-
tionship between the associated objects.
[0104] "A plurality of’ in this application means two or
more.
[0105] In addition, it should be understood that in de-
scriptions of this application, terms such as "first" and
"second" are merely intended for purposes of description,
and should not be understood as an indication or impli-
cation of relative importance, and cannot be understood
as an indication or implication of a sequence.
[0106] The technical solutions of embodiments of this
application may be applied to various communication
systems, for example, a global system for mobile com-
munications (global system for mobile communications,
GSM), a code division multiple access (code division mul-
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tiple access, CDMA) system, a WCDMA system, a gen-
eral packet radio service (general packet radio service,
GPRS), an LTE system, an LTE frequency division du-
plex (frequency division duplex, FDD) system, an LTE
time division duplex (time division duplex, TDD) system,
a universal mobile telecommunications system (univer-
sal mobile telecommunications system, UMTS), a world-
wide interoperability for microwave access (worldwide
interoperability for microwave access, WiMAX) commu-
nication system, a 5th generation (5th generation, 5G)
system or an NR system, and a future 6th generation
communication system.
[0107] Some of the various communication systems
operated by an operator may be referred to as an oper-
ator network. The operator network may also be referred
to as a PLMN network, is a network established and op-
erated by a government or an operator approved by the
government to provide a land mobile communication
service for the public, and is mainly a public network in
which a mobile network operator (mobile network oper-
ator, MNO) provides a mobile broadband access service
for a user. The operator network or the PLMN network
described in embodiments of this application may be a
network that meets a requirement of a 3rd generation
partnership project (3rd generation partnership project,
3GPP) standard, which is referred to as a 3GPP network.
Usually, the 3GPP network is operated by the operator,
and includes but is not limited to a 5th generation (5th
generation, 5G) mobile communication network (5G net-
work for short), a 4th generation (4th generation, 4G)
mobile communication network (4G network for short), a
3rd generation (3rd generation, 3G) mobile communica-
tion technology network (3G network for short), a 2nd
generation wireless telephone technology (2nd genera-
tion wireless telephone technology, 2G) network (2G net-
work for short), and the like. For ease of description, the
operator network (for example, an MNO network) is used
as an example for description in embodiments of this
application.
[0108] Expansion of the mobile broadband access
service is accompanied by development of MNO net-
works, to better support diversified business models, and
meet requirements of more diversified application serv-
ices and more industries. To provide better and more
comprehensive services to more industries, the next gen-
eration network (that is, the 5G network) also come with
network architecture adjustment from the 4G network.
For example, the 5G network splits a mobility manage-
ment entity (mobility management entity, MME) in the 4G
network into a plurality of network functions including an
AMF, a session management function (session manage-
ment function, SMF), and the like.
[0109] To facilitate understanding of embodiments of
this application, a 5G network architecture shown in FIG.
1 is used as an example to describe an application sce-
nario used in this application. It may be understood that
an architecture of another communication network is sim-
ilar to that of the 5G network, and therefore details are

not described. Refer to FIG. 1. The network architecture
may include a terminal device (which may also be re-
ferred to as user equipment) part, an operator network
part, and a data network (data network, DN) part.
[0110] The terminal device part includes a terminal de-
vice 110, and the terminal device 110 may also be re-
ferred to as user equipment (user equipment, UE). The
terminal device 110 in embodiments of this application
is a device having a wireless transceiver function, and
may communicate with one or more core networks (core
networks, CNs) by using an access network device that
is in a (radio) access network ((radio) access network,
(R)AN) 140. The terminal device 110 may also be re-
ferred to as an access terminal, a terminal, a subscriber
unit, a subscriber station, a mobile station, a remote sta-
tion, a remote terminal, a mobile device, a user terminal,
a wireless network device, a user agent, a user appara-
tus, or the like. The terminal device 110 may be deployed
on land, including an indoor device, an outdoor device,
a handheld device, or a vehicle-mounted device, or may
be deployed on a water surface (such as a ship), or may
be deployed in the air (for example, on aircraft, a balloon,
or a satellite). The terminal device 110 may be a cellular
phone (cellular phone), a cordless phone, a session ini-
tiation protocol (session initiation protocol, SIP) phone,
a smart phone (smart phone), a mobile phone (mobile
phone), a wireless local loop (wireless local loop, WLL)
station, a personal digital assistant (personal digital as-
sistant, PDA), a handheld device having a wireless com-
munication function, a computing device or another de-
vice connected to a wireless modem, a vehicle-mounted
device, a wearable device, an unmanned aerial vehicle
device or an internet of things, a terminal in an internet
of vehicles, a terminal in any form in a 5th generation
(5th generation, 5G) network and a future network, relay
user equipment, a terminal in a future evolved public land
mobile network (public land mobile network, PLMN), or
the like. The relay user equipment may be, for example,
a 5G residential gateway (residential gateway, RG). For
example, the terminal device 110 may be a virtual reality
(virtual reality, VR) terminal, an augmented reality (aug-
mented reality, AR) terminal, a wireless terminal in in-
dustrial control (industrial control), a wireless terminal in
self driving (self driving), a wireless terminal in telemed-
icine (remote medical), a wireless terminal in a smart grid
(smart grid), a wireless terminal in transportation safety
(transportation safety), a wireless terminal in a smart city
(smart city), a wireless terminal in a smart home (smart
home), or the like. This is not limited in embodiments of
this application. For ease of description, an example in
which the terminal device 110 includes an unmanned
aerial vehicle and an inspection device is used for de-
scription in embodiments of this application.
[0111] The operator network may include a network
exposure function (network exposure function, NEF)
131, a network repository function (network repository
function, NRF) 132, a policy control function (policy con-
trol function, PCF) 133, a unified data management (uni-
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fied data management, UDM) network element 134, an
application function (application function, AF) 135, an au-
thentication server function (authentication server func-
tion, AUSF) 136, an AMF 137, an SMF 138, a user plane
function (user plane function, UPF) 139, a (R)AN 140,
and the like. In the operator network, a part other than
the (R)AN 140 part may be referred to as a core network
(core network, CN) or a core network part. For ease of
description, in this embodiment of this application, an ex-
ample in which the (R)AN 140 is a RAN is used for de-
scription.
[0112] A data network DN 120 may also be referred to
as a packet data network (packet data network, PDN),
and is usually a network outside the operator network,
for example, a third-party network. The operator network
may access a plurality of data networks DNs 120. A plu-
rality of services may be deployed on the data network
DN 120, and the data network DN 120 may provide serv-
ices such as data and/or voice for the terminal device
110. For example, the data network DN 120 may be a
private network of a smart factory, a sensor installed in
a workshop of the smart factory may be the terminal de-
vice 110, a control server of the sensor is deployed in
the data network DN 120, and the control server may
provide a service for the sensor. The sensor may com-
municate with the control server, to obtain instructions of
the control server, transmit collected sensor data to the
control server according to the instructions, and the like.
For another example, the data network DN 120 may be
an internal office network of a company, a mobile phone
or a computer of an employee of the company may be
the terminal device 110, and the mobile phone or the
computer of the employee may access information, data
resources, and the like on the internal office network of
the company.
[0113] The terminal device 110 may establish a con-
nection to the operator network through an interface (for
example, N1) provided by the operator network, and use
the services such as data and/or voice provided by the
operator network. The terminal device 110 may further
access the data network DN 120 through the operator
network, and use an operator service deployed on the
data network DN 120 and/or a service provided by a third
party. The third party may be a service provider other
than the operator network and the terminal device 110,
and may provide another service such as data and/or
voice for the terminal device 110. A specific representa-
tion form of the third party may be specifically determined
based on an actual application scenario, and is not limited
herein.
[0114] The following briefly describes a network func-
tion in the operator network.
[0115] The (R)AN 140 may be considered as a sub-
network of the operator network, and is an implementa-
tion system between a service node in the operator net-
work and the terminal device 110. To access the operator
network, the terminal device 110 first passes through the
(R)AN 140, and then may be connected to the service

node in the operator network by using the (R)AN 140.
The access network device (RAN device) in embodi-
ments of this application is used as a device that provides
a wireless communication function for the terminal device
110, and may also be referred to as a network device.
The RAN device includes but is not limited to a next gen-
eration base station or NodeB (next generation NodeB,
gNB) in a 5G system, an evolved NodeB (evolved NodeB,
eNB) in LTE, a radio network controller (radio network
controller, RNC), a NodeB (NodeB, NB), a base station
controller (base station controller, BSC), abase trans-
ceiver station (base transceiver station, BTS), a home
base station (for example, a home evolved NodeB, or a
home NodeB, HNB), a baseband unit (baseband unit,
BBU), a transmission reception point (transmission re-
ception point, TRP), a transmission point (transmission
point, TP), a pico (pico) base station device, a mobile
switching center, a network device in a future network,
or the like. It should be understood that a specific type
of the access network device is not limited in this speci-
fication. In systems using different radio access technol-
ogies, devices having a function of the access network
device may have different names.
[0116] The access and mobility management function
AMF (which may also be referred to as an AMF network
element, an AMF network function, or an AMF network
function entity) 137 is a control plane network function
provided by the operator network, and is responsible for
access control and mobility management when the ter-
minal device 110 accesses the operator network, for ex-
ample, including functions such as mobility status man-
agement, temporary user identifier assignment, and user
authentication and authorization.
[0117] The session management function SMF (which
may also be referred to as an SMF network element, an
SMF network function, or an SMF network function entity)
138 is a control plane network function provided by the
operator network, and is responsible for managing a pro-
tocol data unit (protocol data unit, PDU) session of the
terminal device 110. The PDU session is a channel used
to transmit a PDU, and the terminal device needs to trans-
mit the PDU to the data network DN 120 through the PDU
session. The SMF network function 138 is responsible
for establishment, maintenance, deletion, and the like of
the PDU session. The SMF network function 138 in-
cludes functions related to a session, for example, ses-
sion management (for example, session establishment,
modification, and release, including tunnel maintenance
between the user plane function UPF 139 and the (R)AN
140), selection and control of the UPF network function
139, service and session continuity (service and session
continuity, SSC) mode selection, and roaming.
[0118] The user plane function UPF (which may also
be referred to as a UPF network element, a UPF network
function, or a UPF network function entity) 139 is a gate-
way provided by an operator, and is a gateway for com-
munication between the operator network and the data
network DN 120. The UPF network function 139 includes
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functions related to a user plane, for example, data pack-
et routing and transmission, data packet detection, serv-
ice usage reporting, quality of service (quality of service,
QoS) processing, lawful interception, uplink data packet
detection, and downlink data packet storage.
[0119] The unified data management UDM network el-
ement (which may also be referred to as a UDM network
element, a UDM network function, or a UDM network
function entity) 134 is a control plane function provided
by the operator, and is responsible for storing information
such as a subscription permanent identifier (subscriber
permanent identifier, SUPI), a credential (credential), a
security context (security context), and subscription data
of a subscriber in the operator network. The SUPI is first
encrypted during transmission, and an encrypted SUPI
is referred to as a subscription concealed identifier (sub-
scription concealed identifier, SUCI). The information
stored in the UDM network function 134 may be used for
authentication and authorization when the terminal de-
vice 110 accesses the operator network. The subscriber
in the operator network may be specifically a user using
a service provided by the operator network, for example,
a user using a SIM card of China Telecom, or a user
using a SIM card of China Mobile. The subscription per-
manent identifier SUPI of the subscriber may be a
number of the SIM card or the like. The credential and
the security context of the subscriber may be stored small
files such as an encryption key of the SIM card or infor-
mation related to encryption of the SIM card, and are
used for authentication and/or authorization. The security
context may be cookie (cookie), a token (token), or the
like stored in a local terminal (for example, a mobile
phone) of the user. The subscription data of the subscrib-
er may be a supporting service of the SIM card, for ex-
ample, a traffic package or a used network of the SIM
card. It should be noted that the permanent identifier, the
credential, the security context, the cookie (cookie), and
the token are equivalent to information related to verifi-
cation/authentication and authorization, and are not lim-
ited or distinguished between each other for ease of de-
scription in embodiments of this application.
[0120] The authentication server function AUSF
(which may also be referred to as an AUSF network el-
ement, an AUSF network function, or an AUSF network
function entity) 136 is a control plane function provided
by the operator, and is usually used for primary authen-
tication, to be specific, authentication between the termi-
nal device 110 (the subscriber) and the operator network.
After receiving an authentication request initiated by the
subscriber, the AUSF network function 136 may perform
authentication and/or authorization on the subscriber by
using authentication information and/or authorization in-
formation stored in the UDM network function 134, or
generate authentication information and/or authorization
information of the subscriber by using the UDM network
function 134. The AUSF network function 136 may feed
back the authentication information and/or the authori-
zation information to the subscriber.

[0121] The network exposure function NEF (which
may also be referred to as an NEF network element, an
NEF network function, or an NEF network function entity)
131 is a control plane function provided by the operator.
The NEF network function 131 securely exposes an ex-
ternal interface of the operator network to the third party.
When the SMF network function 138 needs to commu-
nicate with a third-party network function, the NEF net-
work function 131 may serve as a relay for communica-
tion between the SMF network function 138 and the third-
party network entity. When serving as the relay, the NEF
network function 131 may translate identification infor-
mation of the subscriber and identification information of
the third-party network element. For example, when
sending the SUPI of the subscriber from the operator
network to the third party, the NEF network function 131
may translate the SUPI into an external identity (identity,
ID) of the SUPI. On the contrary, when sending an ex-
ternal ID (an ID of the third-party network element) to the
operator network, the NEF network function 131 may
translate the external ID into the SUPI.
[0122] The policy control function (PCF) (which may
also be referred to as a PCF network element, a PCF
network function, or a PCF network function entity) 133
is a control plane function provided by the operator, and
is configured to provide a policy of the PDU session for
the SMF network function 138. The policy may include a
charging-related policy, a QoS-related policy, an author-
ization-related policy, and the like.
[0123] In FIG. 1, Nnef, Nausf, Nnrf, Npcf, Nudm, Naf,
Namf, Nsmf, N1, N2, N3, N4, and N6 are interface se-
quence numbers. For meanings of these interface se-
quence numbers, refer to meanings defined in the 3GPP
standard protocol. Details are not described herein. It
should be noted that in FIG. 1, only an example in which
the terminal device 110 is UE is used for description.
Names of interfaces between network functions in FIG.
1 are merely examples. In specific implementation, the
names of the interfaces in the system architecture may
be other names. This is not specifically limited in this
embodiment of this application.
[0124] The mobility management network function in
embodiments of this application may be the AMF network
function 137 shown in FIG. 1, or may be another network
function that has the AMF network function 137 in a future
communication system. Alternatively, the mobility man-
agement network function in this application may be an
MME in LTE or the like.
[0125] For ease of description, in embodiments of this
application, an example in which the mobility manage-
ment network function is the AMF network function 137
is used for description. Further, the AMF network function
137 is briefly referred to as an AMF, and the terminal
device 110 is referred to as UE. In other words, in em-
bodiments of this application, all AMFs described below
may be replaced with the mobility management network
function, and all UEs may be replaced with the terminal
device.
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[0126] The network architecture (for example, the 5G
network architecture) shown in FIG. 1 uses a service-
based architecture and a universal interface, and a con-
ventional network element function is split into several
self-contained, self-managed, and reusable network
function service modules based on a network function
virtualization (network function virtualization, NFV) tech-
nology. A service module set is flexibly defined to imple-
ment customized network function reconfiguration and
form a service process through unified service invoking
interfaces. The schematic diagram of the network archi-
tecture shown in FIG. 1 may be understood as a sche-
matic diagram of a service-based 5G network architec-
ture in a non-roaming scenario. Embodiments of this ap-
plication are also applicable to a roaming scenario.
[0127] Based on the network architecture shown in
FIG. 1, FIG. 2 is a schematic diagram of a connection
between a 5G system and an unmanned aerial system.
The unmanned aerial system (UAS) includes an un-
manned aerial vehicle (UAV) and an unmanned aerial
vehicle controller (UAVC). The terminal device 110 may
include the controller, the unmanned aerial vehicle, and
a third-party authorized entity (Third-Party Authorized
Entity, TPAE). The TPAE may be a newly added entity
in a communication system. For example, the TPAE may
include an inspector (inspector) and/or an inspection de-
vice (for convenience, the inspection device or the TPAE
is usually used in embodiments of this application). The
TPAE may receive a message sent by the unmanned
aerial vehicle, and may be authorized to obtain identity
information of the unmanned aerial vehicle. The TPAE
may be connected to the UTM/USS by accessing the
operator network, or may be connected to the UTM/USS
in another manner (by using a non-operator network). In
some possible application scenarios, the TPAE may fur-
ther have a function of remotely controlling the unmanned
aerial vehicle.
[0128] It should be noted that currently, the TPAE is
only an entity in a 3GPP standardization research report,
and a name and a function of the TPAE are not completely
fixed, and may be modified in a standardization process.
The name and the function of the TPAE are not limited
in embodiments of this application.
[0129] The (R)AN 140 may include a RAN 1, a RAN
2, and a RAN 3. The RAN 1 is connected to the UAVC
and serves the controller, the RAN 2 is connected to the
unmanned aerial vehicle and serves the unmanned aerial
vehicle, and the RAN 3 is connected to the TPAE and
serves the TPAE. If the TPAE, the unmanned aerial ve-
hicle, and the controller are covered by a same RAN
(where RAN 3=RAN 1=RAN 2), the RAN 3, the RAN 1,
and the RAN 2 may also be represented by the same
(R)AN 140.
[0130] A core network in the operator network may in-
clude a CN 1, a CN 2, and a CN 3, and a specific network
function/network element is not shown in FIG. 2. The CN
1 is connected to the RAN 1 and serves the RAN 1, the
CN 2 is connected to the RAN 2 and serves the RAN 2,

and the CN 3 is connected to the RAN 3 and serves the
RAN 3. For example, when the controller controls the
unmanned aerial vehicle by using the operator network,
a control instruction sent by the controller may reach the
unmanned aerial vehicle through a path including the
RAN 1, the CN 1, the CN 2, and the RAN 2. If a same
CN serves the RAN 1, the RAN 2, and the RAN 3 (where
CN 1=CN 2=CN 3), the CN 1, the CN 2, and the CN 3
may also be represented by the same core network CN.
[0131] A network function UTM and/or USS may fur-
ther be newly added to a core network side of the operator
network. The UTM/USS may store related information of
the unmanned aerial system, such as authentication in-
formation. The UTM/USS may perform identity verifica-
tion on the unmanned aerial vehicle and the controller
based on the authentication information. The supervision
department of the unmanned aerial vehicle may also su-
pervise the unmanned aerial system through the
UTM/USS, to ensure safety of flight control of the un-
manned aerial vehicle and public safety. In some possi-
ble cases, the UTM/USS may have a function of remotely
controlling flight of the unmanned aerial vehicle.
[0132] In a communication process of the unmanned
aerial system, remote identification on the terminal de-
vice 110 may be performed. The unmanned aerial vehicle
is used as an example. Remote identification means that
the unmanned aerial vehicle can provide identification
information such as an identity, a position, and time dur-
ing flight, so that another device on the ground or in a
space domain in which the unmanned aerial vehicle is
located can determine the identity and a position at a
moment of the unmanned aerial vehicle. This feature is
very important for supervision of the unmanned aerial
system, and can reduce a potential security risk brought
by the unmanned aerial system. However, no corre-
sponding solution is proposed in the conventional tech-
nology to implement communication when the un-
manned aerial system is combined with the mobile com-
munication network. Optionally, communication may be
completed with reference to the following manners. The
following provides descriptions by using an example in
which remote identification information is sent in a com-
munication process.
[0133] Manner 1: Refer to a base station broadcast
method in a 3GPP network. In the 3GPP network, a base
station may perform broadcasting to a terminal device
UE in a cell.
[0134] If the unmanned aerial vehicle makes a refer-
ence to the base station broadcast method, that is, the
unmanned aerial vehicle is assumed as a base station,
the unmanned aerial vehicle may perform broadcasting
to a surrounding terminal device, where a broadcast mes-
sage may carry the remote identification information of
the unmanned aerial vehicle, for example, the identifica-
tion information and/or position information of the un-
manned aerial vehicle.
[0135] However, if the unmanned aerial vehicle per-
forms broadcasting in Manner 1, the following problem
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exists: A message broadcast by the base station in the
3GPP network is plaintext (where encryption and integrity
protection are not performed on the message). There-
fore, the remote identification information carried in the
broadcast message of the unmanned aerial vehicle is
prone to a leakage or even malicious tampering. A broad-
cast channel requires a dedicated spectrum and time re-
source, and another device is not allowed to send a mes-
sage in a broadcast time period and a frequency band.
The unmanned aerial vehicle has a long flight distance
and a large range, and may need to continuously perform
broadcasting in a flight process. In this case, a large
quantity of channel resources (including a spectrum re-
source and a time resource) are occupied. Therefore,
the remote identification information cannot be sent se-
curely and efficiently in Manner 1.
[0136] Manner 2: Refer to a certificate-based short
range broadcast method of a V2X (vehicle to everything,
for example, vehicle to everything in 3GPP or Wi-Fi) sys-
tem. In the V2X system, a large quantity of public-private
key pairs and certificates may be pre-configured for each
vehicle. Before performing broadcasting, the vehicle first
encrypts a broadcast message by using a private key
corresponding to an authenticated public key in the cer-
tificate, and then broadcasts an encrypted message. To
protect vehicle privacy and prevent the vehicle from being
tracked, the vehicle changes a certificate and a public-
private key pair in the certificate at an interval of time (for
example, 5 minutes). Therefore, up to thousands of cer-
tificates need to be configured for a common vehicle at
a time. When the certificates are about to be used up,
certificates are configured again.
[0137] If the unmanned aerial vehicle makes a refer-
ence to the vehicle broadcasting method, that is, the un-
manned aerial vehicle is assumed as a vehicle, a large
quantity of certificates may also be configured in the un-
manned aerial vehicle, a broadcast message is encrypt-
ed by using a private key corresponding to an authenti-
cated public key in the certificate, and then an encrypted
message is broadcast.
[0138] However, when the unmanned aerial vehicle
performs broadcasting in Manner 2, the following prob-
lems exist: A large computation amount and high com-
putation complexity are involved in encryption performed
by using a private key that is in an asymmetric key, and
a length of a data packet encrypted by using the asym-
metric key significantly increases. Consequently, trans-
mission overheads (overheads) are increased. The un-
manned aerial vehicle has a long flight distance and a
large range, and may need to continuously perform
broadcasting in a flight process. In this case, a large
quantity of channel resources are occupied. Therefore,
the remote identification information cannot be sent effi-
ciently in Manner 2.
[0139] In conclusion, how to implement communica-
tion when the unmanned aerial system is combined with
the mobile communication network, and in particular,
how to securely and efficiently perform communication

(for example, send the remote identification information)
is still an urgent problem to be resolved.
[0140] In view of this, this application provides a com-
munication method to ensure secure and efficient com-
munication. In the method, second user equipment sends
a second message in a broadcast or unicast manner,
where the second message is encrypted by using a sym-
metric key. First user equipment sends a first message
to a network device in response to the second message,
to request to perform identity verification on the second
user equipment. The network device sends, to the first
user equipment, a verification result indicating whether
an identity of the second user equipment is valid. After
determining that the identity of the second user equip-
ment is valid, the first user equipment processes the sec-
ond message. Because the second message is encrypt-
ed and is encrypted by using the symmetric key, and
requesting, by taking advantage of the network device,
the network device to assist in performing identity verifi-
cation on the user equipment can avoid a leakage of sen-
sitive information of an unmanned aerial vehicle, security
and efficiency in a communication process can be en-
sured. Alternatively, the first user equipment requests
remote identification information from the second user
equipment, and the second user equipment sends, to the
second user equipment based on the request of the first
user equipment, the information used for remote identi-
fication, where the information used for remote identifi-
cation is encrypted. In addition, the second user equip-
ment unicasts the remote identification information as
required. Therefore, security and efficiency in the com-
munication process can also be ensured.
[0141] An embodiment of this application provides a
communication method. The method may be applied to
the communication systems shown in FIG. 1 and FIG. 2.
The following describes in detail a specific process of the
communication method with reference to FIG. 3. As
shown in FIG. 3, the process includes the following steps.
[0142] S301: Second user equipment sends a second
message (in a broadcast or unicast manner), and first
user equipment receives the second message from the
second user equipment.
[0143] The second user equipment and the first user
equipment are valid subscribers of a 3GPP network. For
example, subscriber identity module (subscriber identity
module, SIM) cards are installed in the second user
equipment and the first user equipment. For example,
the second user equipment may be an unmanned aerial
vehicle (and/or a controller) shown in FIG. 4, and the first
user equipment may be a TPAE (for example, an inspec-
tion device) shown in FIG. 4.
[0144] The second user equipment may actively
broadcast the second message, or the second user
equipment may broadcast or unicast the second mes-
sage as required. For example, another device (for ex-
ample, the first user equipment) requests remote identi-
fication information from the second user equipment, and
the second user equipment broadcasts or unicasts the
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second message in response to the request.
[0145] Before S301, the second user equipment may
encrypt a to-be-sent second message by using a second
symmetric key. Optionally, the second symmetric key
may be a second symmetric key generated by the second
user equipment or a second symmetric key (which may
also be referred to as a second shared key) generated
by a first network device after authentication between the
second user equipment and the first network device (for
example, UTM/a USS) succeeds, a second symmetric
key (for example, a non-access stratum (Non-access
stratum, NAS) key K-amf and/or an access stratum (Ac-
cess stratum, AS) key K-gNB) generated for a second
network device (for example, an AMF/UDM, the
AMF/UDM + UTM/USS, or a gNB) when the second user
equipment accesses a network (that is, registers with and
accesses the 3GPP network). Alternatively, the second
user equipment may encrypt the to-be-sent second mes-
sage by using a second subkey that is generated through
derivation based on the second symmetric key generated
for the second network device when the second user
equipment accesses the network, or a second subkey
that is generated through derivation based on the second
symmetric key generated for the second network device
when the second user equipment accesses the network.
[0146] The second message includes one or more of
the following information: identification information of the
second user equipment, information used for remote
identification on the second user equipment, or a third
credential used to verify the second user equipment. The
third credential may be generated by the second user
equipment or the first network device after authentication
between the second user equipment and the first network
device succeeds. It may be understood that, based on
an actual communication requirement, the second mes-
sage may further include other service data.
[0147] Optionally, the second user equipment may en-
crypt the entire second message, or the second user
equipment may encrypt a part of information in the sec-
ond message, for example, protect only sensitive infor-
mation (for example, the information used for remote
identification on the second user equipment) in the sec-
ond message.
[0148] The identification information of the second us-
er equipment may include a temporary identifier of the
second user equipment and/or a permanent identifier of
the second user equipment, and there is a correspond-
ence between the temporary identifier of the second user
equipment and the permanent identifier of the second
user equipment. The second user equipment and the net-
work device may include the correspondence. The per-
manent identifier of the second user equipment may in-
clude a subscriber permanent identifier (subscriber per-
manent identifier, SUPI) used by the second user equip-
ment in the network, an ID of the second user equipment
in a UAS system (for example, an unmanned aerial ve-
hicle ID, UAV-ID, or a controller ID, UAVC-ID), a factory
sequence number of the second user equipment, or a

generic public subscription identifier (generic public sub-
scription identifier, GPSI) of the second user equipment.
The temporary identifier of the second user equipment
may include a pseudo-identifier obtained after randomi-
zation processing, an identifier encrypted by the UAS
system, an identifier allocated by the network device (for
example, the first network device or the second network
device) to a session of the second user equipment, an
identifier allocated by the network device (for example,
the first network device or the second network device) to
a navigation service of the second user equipment, or a
globally unique temporary UE identity (globally unique
temporary UE identity, GUTI) used by the second user
equipment in the network.
[0149] The information used for remote identification
on the second user equipment may also be referred to
as remote identification information for short. The infor-
mation used for remote identification on the second user
equipment may include one or more of the following in-
formation: information about time at which the second
user equipment sends the second message, position in-
formation of the second user equipment, information
about a manufacturer of the second user equipment, in-
formation about an operator accessed by the second us-
er equipment, or the like. The position information of the
second user equipment may be represented by using
longitude information, latitude information, atmospheric
pressure information, altitude information, or the like.
[0150] Optionally, the network device (for example, the
first network device or the second network device) may
also receive the second message from the second user
equipment. For example, the network device may receive
the second message sent by the second user equipment,
or the first user equipment may forward the second mes-
sage (or a part of information in the second message) to
the network device.
[0151] S302: The first user equipment sends a first
message to the network device in response to the second
message, and the network device receives the first mes-
sage from the first user equipment.
[0152] The first message is used to request to perform
identity verification on the second user equipment.
[0153] As shown in FIG. 4, the network device may
include the AMF/UDM and/or the UTM/USS. For exam-
ple, the network device includes the first network device
and the second network device, the first network device
may include newly added UTM/a newly added USS, and
the second network device may include the AMF/UDM,
or include the AMF/UDM and the UTM/USS.
[0154] The first message may include one or more of
the following: the identification information of the second
user equipment, the second message, a first credential
used to verify the first user equipment, or the information
used for remote identification on the second user equip-
ment. If the first message includes only the identification
information of the second user equipment, a data amount
of the first message is smaller, and transmission over-
heads are further reduced.
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[0155] Optionally, after authentication or identity veri-
fication between the network device (for example, the
first network device) and the first user equipment suc-
ceeds, the first user equipment receives a second cre-
dential (for example, a security token token) generated
by the network device. Usually, the first credential that is
included by the first user equipment in the first message
and that is used to verify the first user equipment includes
identity information (for example, a claim in the security
token token) of the first user equipment, and includes
information (for example, a digital signature of the first
network device) that can be verified by the first network
device. If the token is tampered with by an attacker in a
transmission process, the first credential carried in the
first message received by the network device cannot
pass verification of the network device. Optionally, after
authentication between the network device (for example,
the first network device) and the first user equipment suc-
ceeds, the first user equipment and the first network de-
vice separately generate a (same) first symmetric key
(which may also be referred to as a first shared key). The
first user equipment generates a first credential by using
the first symmetric key, where the first credential includes
verification information (for example, a hash-based mes-
sage authentication code (Hash-based message authen-
tication code, HMAC)). The first network device may use
the first symmetric key generated by the first network
device to verify authenticity of the first credential or the
verification information.
[0156] Optionally, the first user equipment may encrypt
a to-be-sent first message by using the first symmetric
key. The first network device deciphers the first message
by using the first symmetric key generated by the first
network device. If the first message can be correctly de-
ciphered, it may be considered that the first network de-
vice successfully verifies the first user equipment.
[0157] Optionally, the first symmetric key generated af-
ter authentication between the network device (for ex-
ample, the second network device) and the first user
equipment succeeds may alternatively be a first symmet-
ric key (for example, the NAS key K-amf and/or the AS
key K-gNB) generated for the second network device
when the first user equipment accesses a network, or a
first subkey that is generated through derivation based
on the first symmetric key generated for the second net-
work device when the first user equipment accesses the
network.
[0158] The first message may be further used to re-
quest a key used by the second user equipment to en-
crypt the second message; the first message is further
used to request a derivation parameter and/or derivation
algorithm and/or key identification number for generating
a subkey used by the second user equipment to encrypt
the second message; and/or the first message is further
used to request the second network device to decipher
the second message.
[0159] The first user equipment may further aggregate
one or more second messages sent (for example, broad-

cast or unicast) by one or more second user equipment.
For example, the first user equipment may send the first
message to the first user equipment for the received sec-
ond messages sent by the one or more second user
equipment. Specifically, the first user equipment may ag-
gregate the second messages that are sent by the one
or more second user equipment and that are received in
specified duration; or the first user equipment may ag-
gregate one or more received second messages that are
sent by a specified quantity of second user equipment,
where the specified quantity is one or more. The first
message is specifically used to request to perform iden-
tity verification on the one or more second user equip-
ment, and the first message may include (aggregate)
identification information of the one or more second user
equipment. The specified duration and the specified
quantity may be any values. This is not limited in this
embodiment of this application.
[0160] After receiving the second messages, the first
user equipment may further filter the second messages,
and the first user equipment does not respond to the sec-
ond message that is filtered out. In a possible implemen-
tation, the first user equipment performs filtering based
on a distance between the first user equipment and the
second user equipment. For example, the first user
equipment determines, based on the second message,
whether the distance between the first user equipment
and the second user equipment is within a preset first
distance range. If the distance between the first user
equipment and the second user equipment is within the
preset first distance range, the first user equipment sends
the first message to the network device in response to
the second message. The distance between the first user
equipment and the second user equipment may be de-
termined based on position information of the first user
equipment and position information of the second user
equipment, or may be determined based on signal
strength of the received second message. The preset
first distance range may be any value. This is not limited
in this embodiment of this application. In another possible
implementation, the first user equipment performs filter-
ing based on time at which the second user equipment
sends the second message. For example, the first user
equipment determines, based on the second message,
whether the time at which the second user equipment
sends the second message is within a preset time range.
If the time at which the second user equipment sends
the second message is within the preset time range, the
first user equipment sends the first message to the net-
work device in response to the second message. The
time at which the second user equipment sends the sec-
ond message may be determined based on information
carried in the second message, or may be determined
based on time at which the first user equipment receives
the second message. The preset time range may be any
value. This is not limited in this embodiment of this ap-
plication. In still another possible implementation, the first
user equipment performs filtering based on signal
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strength of the second message. For example, the first
user equipment determines, based on the second mes-
sage, whether the signal strength of the second message
is within a preset strength range. If the signal strength of
the second message is within the preset strength range,
the first user equipment sends the first message to the
network device in response to the second message. The
preset strength range may be any value. This is not lim-
ited in this embodiment of this application.
[0161] S303: The network device verifies whether an
identity of the second user equipment is valid.
[0162] Optionally, the network device may further re-
ceive, from the second user equipment, a derivation pa-
rameter and/or derivation algorithm and/or key identifi-
cation number used to generate a second subkey, where
the derivation parameter and/or derivation algorithm
and/or key identification number used to generate the
second subkey may be carried in another message (not
the second message). In this way, when the second mes-
sage is encrypted by using the second subkey, the net-
work device may generate the second subkey of the sec-
ond symmetric key based on the second symmetric key
generated for the second network device when the sec-
ond user equipment accesses the network and the der-
ivation parameter and/or derivation algorithm and/or key
identification number used to generate the second sub-
key.
[0163] If the first message includes the first credential
used to verify the first user equipment, the network device
may further verify, based on the first credential, whether
the first user equipment is valid. If verifying that the first
user equipment is valid, the network device may verify,
based on the first message, whether the identity of the
second user equipment is valid. For example, the net-
work device stores a key used to verify authenticity of
the credential of the first user equipment, and the network
device may further determine validity of the first user
equipment based on whether the first message or the
first credential can be successfully deciphered by using
the key. If the first message or the first credential can be
successfully deciphered by using the key, the network
device determines that the first user equipment is valid;
otherwise, the network device determines that the first
user equipment is invalid. For another example, after au-
thentication between the network device (for example,
the first network device) and the first user equipment suc-
ceeds, or after the network device (for example, the first
network device) successfully performs identity verifica-
tion on the first user equipment, the network device gen-
erates a second credential (for example, a security token
token) for the first user equipment. The second credential
includes identity information of the first user equipment
(for example, the token includes a claim including the
identity information) and information (for example, a dig-
ital signature of the first network device) that can be ver-
ified by the first network device. The first network device
sends a verification result to the first user equipment
when authentication succeeds. The first credential used

to verify the first user equipment is the same as the sec-
ond credential, or includes the second credential. The
network device receives the first credential of the first
user equipment, and the network device verifies authen-
ticity of the first credential based on a key for generating
the second credential (for example, verifies whether the
digital signature in the token is correct, and determines
whether the first user equipment is valid).
[0164] For another example, after authentication be-
tween the network device (for example, the first network
device) and the first user equipment succeeds, the first
user equipment and the first network device separately
generate a (same) first symmetric key (which may also
be referred to as a first shared key). The first user equip-
ment generates a first credential by using the first sym-
metric key, where the first credential includes verification
information (for example, an HMAC). The first network
device may use the first symmetric key generated by the
first network device to verify authenticity of the first cre-
dential or the verification information (for example, the
HMAC). If it is determined that the first credential or the
verification information (for example, the HMAC) is cor-
rect, it may be determined that the first user equipment
is valid.
[0165] If the first message includes the identification
information of the second user equipment, the identifica-
tion information of the second user equipment may be a
temporary identifier, or may be a permanent identifier. If
the identification information of the second user equip-
ment is a temporary identifier, the network device may
determine a permanent identifier of the second user
equipment based on the temporary identifier of the sec-
ond user equipment, and the network device may verify,
based on the permanent identifier of the second user
equipment, whether the second user equipment is au-
thenticated or authorized. If determining that the second
user equipment is authenticated or authorized, the net-
work device may determine that the identity of the second
user equipment is valid; otherwise, the network device
may determine that the identity of the second user equip-
ment is invalid. Optionally, if the identification information
of the second user equipment is a temporary identifier,
the network device may directly verify, based on the tem-
porary identifier of the second user equipment, whether
the second user equipment is authenticated or author-
ized. If determining that the second user equipment is
authenticated or authorized, the network device may de-
termine that the identity of the second user equipment is
valid; otherwise, the network device may determine that
the identity of the second user equipment is invalid. It
may be understood that a verifying process in a case in
which the identification information of the second user
equipment is a permanent identifier may be similar to the
foregoing verifying process in a case in which the iden-
tification information of the second user equipment is a
temporary identifier. Details are not described herein
again.
[0166] The network device may further receive infor-
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mation that is from the second user equipment and that
is used for remote identification on the second user equip-
ment. The information used for remote identification on
the second user equipment may be carried in the second
message, or may be carried in another message (not the
second message). If the another message includes the
information used for remote identification on the second
user equipment, the network device may determine
whether the information that is from the second user
equipment and that is used for remote identification on
the second user equipment is consistent with the infor-
mation that is included in the first message and that is
used for remote identification on the second user equip-
ment. If the information that is from the second user
equipment and that is used for remote identification on
the second user equipment is consistent with the infor-
mation that is included in the first message and that is
used for remote identification on the second user equip-
ment, the network device may determine that the identity
of the second user equipment is valid; otherwise, the net-
work device may determine that the identity of the second
user equipment is invalid.
[0167] S304: The network device sends a verification
result to the first user equipment, where the verification
result indicates whether the identity of the second user
equipment is valid. The first user equipment receives the
verification result.
[0168] Corresponding to the first message, the verifi-
cation result may further include the key used by the sec-
ond user equipment to encrypt the second message, the
derivation parameter and/or derivation algorithm and/or
key identification number for generating the subkey used
by the second user equipment to encrypt the second
message, and/or a deciphered second message.
[0169] S305: If the verification result indicates that the
identity of the second user equipment is valid, the first
user equipment processes the second message.
[0170] For example, the first user equipment may de-
cipher the second message, and/or process service data
carried in the deciphered second message.
[0171] If the verification result indicates that the identity
of the second user equipment is invalid, the first user
equipment may not process the second message. Fur-
ther, the first user equipment may trigger an application
layer message to notify the inspection device.
[0172] In this embodiment, the second user equipment
broadcasts the second message. If the second message
is encrypted by using a symmetric key, security in a com-
munication process may be ensured, and frequently pre-
configuring a large quantity of certificates for the second
user equipment is avoided. In addition, compared with
an asymmetric public-private key pair, a computation
amount in an encryption and decipherment process of
the symmetric key is less, so that efficiency in the com-
munication process can be improved. In addition, in this
embodiment of this application, by taking advantage of
the 3GPP network as much as possible, identity verifica-
tion is first performed on the unmanned aerial vehicle or

the inspection device, and then a message is securely
received and sent (that is, encrypted by using a key or a
security parameter), so that a leakage of sensitive infor-
mation of the unmanned aerial vehicle can be effectively
avoided.
[0173] FIG. 5 is a schematic diagram of another com-
munication procedure according to an embodiment of
this application. In FIG. 5, an unmanned aerial vehicle
may perform broadcasting or unicasting as required, to
alleviate a problem that a broadcast message occupies
a channel resource, and further improve efficiency of a
communication process. The process includes the fol-
lowing steps.
[0174] S501: First user equipment sends a third mes-
sage to second user equipment, and the second user
equipment receives the third message from the first user
equipment.
[0175] The third message is used to request the sec-
ond user equipment to reply with information used for
remote identification.
[0176] In this embodiment, the second user equipment
does not need to continuously perform broadcasting, and
may perform broadcasting or unicasting as required. In
other words, the second user equipment may perform
broadcasting or unicasting after receiving the third mes-
sage sent by the first user equipment.
[0177] Optionally, the second user equipment may be
in coverage of an operator network (as shown in FIG. 4),
or the second user equipment may not be in coverage
of the operator network (as shown in FIG. 6).
[0178] The third message may further include one or
more of the following information: a first credential used
to verify an identity of the first user equipment, identifi-
cation information of the first user equipment, time at
which the first user equipment sends the third message,
a count (count) of messages that have been sent by the
first user equipment, position information of the first user
equipment, cell information of the first user equipment,
signal strength of a message received by the first user
equipment from a network device, or information about
an operator accessed by the first user equipment.
[0179] The first credential used to verify the identity of
the first user equipment may include a token (token) gen-
erated for the first user equipment after authentication
between the first user equipment and a first network de-
vice is performed, or a digital certificate that is of the first
user equipment and that is signed by the first network
device (for example, UTM/a USS). The digital certificate
may include a public key of the first user equipment, and
the token may include one or more of the identification
information of the first user equipment, permission or a
validity period of the token, and the like. The identification
information of the first user equipment may include a tem-
porary identifier of the first user equipment and/or a per-
manent identifier of the first user equipment. The position
information of the first user equipment may be represent-
ed by using three-dimensional coordinates, longitude in-
formation, latitude information, atmospheric pressure in-
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formation, height information, or the like. The cell infor-
mation of the first user equipment may include cell global
identifier (cell global identifier, CGI) information, and/or
system information block (system information block,
SIB)/master information block (master information block,
MIB) information in a cell broadcast signal.
[0180] S502: The second user equipment sends a
fourth message to the first user equipment, and the first
user equipment receives the fourth message from the
second user equipment.
[0181] The fourth message includes information used
for remote identification on the second user equipment.
In addition, optionally, the fourth message may be similar
to the foregoing second message, and the fourth mes-
sage may further include identification information of the
second user equipment and/or a third credential used to
verify the second user equipment. It may be understood
that, based on an actual communication requirement, the
fourth message may further include other service data.
[0182] Optionally, the second user equipment may en-
crypt the entire fourth message, or the second user equip-
ment may encrypt a part of information in the fourth mes-
sage.
[0183] The second user equipment may encrypt a to-
be-sent fourth message by using the public key of the
first user equipment; the second user equipment may
encrypt a to-be-sent fourth message by using a symmet-
ric subkey that is obtained through derivation based on
the public key of the first user equipment; the second
user equipment may encrypt a to-be-sent fourth message
by using a second symmetric key generated for the net-
work device (for example, a second network device)
when the second user equipment accesses a network;
the second user equipment may encrypt a to-be-sent
fourth message by using a private key of the second user
equipment; the second user equipment may encrypt a
to-be-sent fourth message by using a second subkey that
is obtained through derivation based on a second sym-
metric key; the second user equipment encrypts a to-be-
sent fourth message by using a first symmetric key gen-
erated by the network device when the first user equip-
ment accesses a network; or the second user equipment
obtains a first subkey through derivation based on a first
symmetric key, and encrypts a to-be-sent fourth mes-
sage by using the first subkey.
[0184] Optionally, before sending the fourth message,
the second user equipment may further determine wheth-
er to perform another operation, where the another op-
eration may be used to alleviate attack risks such as a
denial of service (which refers to a DoS denial of service
attack), a relay (which refers to a relay or relay attack),
and a replay (which refers to a replay attack) on a net-
work.
[0185] Optionally, after receiving the third message,
the second user equipment may further filter the third
message, and the second user equipment does not reply
with the fourth message for the third message that is
filtered out. In a possible implementation, the second us-

er equipment performs filtering based on a distance be-
tween the first user equipment and the second user
equipment. For example, the second user equipment de-
termines, based on the third message, whether the dis-
tance between the first user equipment and the second
user equipment is within a preset second distance range.
If the distance between the first user equipment and the
second user equipment is within the preset second dis-
tance range, the second user equipment sends the fourth
message to the first user equipment. The preset second
distance range may be any value. This is not limited in
this embodiment of this application. The foregoing preset
first distance range may be the same as or different from
the preset second distance range. In another possible
implementation, the second user equipment determines,
based on the third message, whether the first user equip-
ment is in a cell in which the second user equipment is
located or is in a neighboring cell of the cell in which the
second user equipment is located. If the first user equip-
ment is in the cell in which the second user equipment
is located or is in the neighboring cell of the cell in which
the second user equipment is located, the second user
equipment sends the fourth message to the first user
equipment.
[0186] The second user equipment may further aggre-
gate one or more third messages sent by one or more
first user equipment. For an aggregation process, refer
to S302 in which the first user equipment aggregates the
second messages sent by the one or more second user
equipment. Details are not described herein again.
[0187] Before S502, the second user equipment sends
a fifth message to the network device, where the fifth
message indicates the network device to verify validity
of the first user equipment. The network device sends a
sixth message, and the second user equipment receives
the sixth message sent by the network device, where the
sixth message indicates whether the identity of the first
user equipment is valid. If the identity of the first user
equipment is valid, the second user equipment may per-
form S502. For a process in which the network device
verifies validity of the first user equipment, refer to S303
in which the network device verifies whether an identity
of the second user equipment is valid. Details are not
described herein again. In this case, the second user
equipment may be in the coverage of the operator net-
work.
[0188] If the second user equipment is not in the cov-
erage of the operator network, as shown in FIG. 6, before
S502, the second user equipment may perform identity
verification on the first user equipment based on the first
credential, and the second user equipment determines
whether the identity of the first user equipment is valid.
If the identity of the first user equipment is valid, the sec-
ond user equipment may perform S502.
[0189] The sixth message may further include the pub-
lic key of the first user equipment, a derivation parameter
and/or derivation algorithm required for obtaining a sym-
metric subkey through derivation based on the public key
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of the first user equipment, the first symmetric key gen-
erated by the second network device when the first user
equipment accesses the network, or a derivation param-
eter and/or derivation algorithm used to generate the first
subkey of the first symmetric key.
[0190] In this embodiment, the first user equipment
may request the second user equipment to send the in-
formation used for remote identification, and the second
user equipment sends the remote identification informa-
tion based on the request of the first user equipment.
This may reduce channel resources occupied by un-
manned aerial vehicle broadcasting, encrypt the mes-
sage in the communication process, and ensure security
and efficiency of the communication process.
[0191] It may be understood that embodiments in this
application may be randomly combined without conflict-
ing with each other, to further improve security and effi-
ciency in the communication process.
[0192] The following describes the foregoing embodi-
ments of this application by using several detailed em-
bodiments.
[0193] First, refer to a schematic diagram of a commu-
nication procedure shown in FIG. 7. In FIG. 7, a 3GPP
network may be used to protect a broadcast message of
an unmanned aerial vehicle, and the following process
is specifically included.
[0194] S700: The unmanned aerial vehicle completes
registration for accessing a network (Registration com-
pleted), and succeeds in authentication of a network de-
vice (including an AMF/UDM and/or UTM/a USS).
[0195] A symmetric key used to protect communication
between the unmanned aerial vehicle and the network
device is generated between the network device and the
unmanned aerial vehicle. The symmetric key may be, for
example, a NAS key K-amf or an AS key K-gNB (where
the AS key K-gNB is not shown in the figure). Optionally,
a symmetric key is generated between the unmanned
aerial vehicle and the UTM/USS, and the unmanned aer-
ial vehicle and the UTM/USS separately store the sym-
metric key. Security protection (encryption or integrity
protection) may be performed, by using the symmetric
key, on a message exchanged between the unmanned
aerial vehicle and the UTM/USS. It should be noted that
the symmetric key is different from the NAS key K-amf
or the AS key K-gNB for network authentication.
[0196] Optionally, after authentication between the un-
manned aerial vehicle and the UTM/USS ends, the
UTM/USS generates, for the unmanned aerial vehicle, a
token (security token) used for identity verification. The
token is stored in the unmanned aerial vehicle, and the
UTM/USS may verify authenticity of the token. For ex-
ample, the token may include a claim (claim or generation
parameter): a UAV-ID, a UAV-UEID, and a UTM/USS
signature. The claim part in the token indicates an at-
tribute such as an identity of the unmanned aerial vehicle,
and the signature part is used to enable another network
or terminal device (for example, the UTM, the USS, the
AMF, or an inspection device) to verify authenticity and

integrity of the token (and the claim thereof).
[0197] Optionally, the unmanned aerial vehicle ob-
tains, through derivation (derive) based on the symmetric
key, a subkey (K-b) used for unmanned aerial vehicle
broadcasting. A derivation parameter used to derive the
subkey may include a random number (rand), identifica-
tion information (a UE-ID) of the unmanned aerial vehicle,
and/or the like.
[0198] The unmanned aerial vehicle in this embodi-
ment of this application may be alternatively replaced
with an unmanned aerial vehicle controller. In this em-
bodiment of this application, security protection is de-
scribed by using message encryption (including gener-
ating an encryption key and the like) as an example, but
is also applicable to a scenario of message integrity pro-
tection (including generating an integrity protection key
and the like).
[0199] S701: The unmanned aerial vehicle broadcasts
(broadcast) a second message.
[0200] The second message is encrypted by using the
symmetric key generated after authentication between
the unmanned aerial vehicle and the network device ends
in step S700. Optionally, the second message is encrypt-
ed by using a symmetric key (the NAS key K-amf or the
AS key K-gNB) generated by the unmanned aerial vehi-
cle for a first network device (for example, the AMF or a
gNB). Optionally, the second message is encrypted by
using a symmetric key generated after authentication be-
tween the unmanned aerial vehicle and the UTM/USS
ends, and the symmetric key is different from the sym-
metric key generated by the unmanned aerial vehicle for
the first network device. Optionally, the unmanned aerial
vehicle obtains, through derivation (derive) based on any
symmetric key, a subkey (K-b) used for unmanned aerial
vehicle broadcasting. A derivation parameter used to de-
rive the subkey may include a random number (rand),
identification information (a UE-ID) of the unmanned aer-
ial vehicle, and/or the like.
[0201] The second message includes information
used for remote identification on the unmanned aerial
vehicle (UE remote identification info), and the informa-
tion used for remote identification on the unmanned aerial
vehicle includes identity information (for example, the
UAV-ID), position information (for example, a longitude,
a latitude, a height, or an atmospheric pressure value),
time information, or the like of the unmanned aerial ve-
hicle in an unmanned aerial system. Optionally, the in-
formation used for remote identification on the unmanned
aerial vehicle may be encrypted by using the subkey (en-
crypted by K-b).
[0202] The second message may further include iden-
tification information of the unmanned aerial vehicle in a
network (for example, a temporary identifier (temp UE
ID) of the unmanned aerial vehicle in the network). Usu-
ally, the identification information of the unmanned aerial
vehicle in the network is different from identification in-
formation in the unmanned aerial system in the informa-
tion used for remote identification on the unmanned aerial
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vehicle. Security protection may not be performed on the
temporary identifier of the unmanned aerial vehicle by
using the symmetric key or the subkey, and the temporary
identifier of the unmanned aerial vehicle may be, for ex-
ample, a GUTI or a newly defined (newly defined) iden-
tifier.
[0203] S702: Optionally, the unmanned aerial vehicle
sends a NAS message to the network device in a unicast
manner by using an operator network.
[0204] Security protection may be performed on the
message by using a generated first symmetric key for
communication between the unmanned aerial vehicle
and the network device in step S700.
[0205] Optionally, the message may further include the
derivation parameter (for example, the random number
input for generating the subkey and/or the identification
information of the unmanned aerial vehicle (for example,
the UE-ID and/or the UAV-ID)) and/or derivation algo-
rithm and/or key identification number used to derive the
subkey for encrypting the second message in step S701,
key indication information, remote identification informa-
tion (including the identity information (for example, the
UAV-ID), the position information position, and/or the
time information time of the unmanned aerial vehicle), or
the like. The key indication information may indicate
whether a key type is existing or needs to be further ob-
tained through derivation, or indicate whether the key K-
amf or the key K-gNB is used.
[0206] The network device includes the AMF/UDM and
the UTM/USS. In an actual communication process, the
AMF may be replaced with a security anchor function
(security anchor function, SEAF), an authentication cre-
dential repository and processing function (authentica-
tion credential repository and processing function,
ARPF), or any combination of the SEAF and the ARPF.
[0207] Alternatively, this step may be that the network
device sends a request message, and the unmanned
aerial vehicle replies to the network device with the NAS
message.
[0208] S703: A TPAE (for example, the inspection de-
vice) sends a first message to the network device in re-
sponse to the second message. The network device re-
ceives and processes the first message.
[0209] Because the broadcast message of the un-
manned aerial vehicle is protected by using a key be-
tween the unmanned aerial vehicle and the network de-
vice, and the key is shared by the unmanned aerial ve-
hicle and the network device, but the TPAE does not
store the key, the TPAE cannot decipher the second mes-
sage or verify authenticity/integrity of the second mes-
sage.
[0210] The first message is used to request to verify
whether an identity of the unmanned aerial vehicle is val-
id, and/or the first message is used to request related
information of the unmanned aerial vehicle (Request for
UAV info). Optionally, the first message includes the tem-
porary identifier (UAV-temp UE ID) of the unmanned aer-
ial vehicle or the second message (broadcast msg).

[0211] Optionally, security protection may be per-
formed on the first message by using a key between the
TPAE and the network device. Optionally, the TPAE may
send the first message by using another non-3GPP con-
nection (for example, a wired network or Wi-Fi).
[0212] When the network device processes the first
message, the network device may verify the unmanned
aerial vehicle based on the identification information of
the unmanned aerial vehicle, for example, verify whether
the unmanned aerial vehicle corresponding to the iden-
tification information of the unmanned aerial vehicle is a
valid unmanned aerial vehicle, for example, specifically
verify whether the unmanned aerial vehicle correspond-
ing to the identification information of the unmanned aer-
ial vehicle is a registered and subscribed unmanned aer-
ial vehicle and/or whether the unmanned aerial vehicle
has permission to fly at a current position and current
time.
[0213] Additionally/alternatively, when the network de-
vice processes the first message, the network device ver-
ifies the key and/or the derivation parameter (derivation
parameter) and/or derivation algorithm and/or key iden-
tification number for generating the subkey. If the network
device indicates, in the message received in S702, the
used key or the derivation parameter and/or derivation
algorithm and/or key identification number for generating
the subkey, the network device determines and updates
a corresponding key. If the network device does not re-
ceive the message in S702, the network device may de-
termine that the unmanned aerial vehicle does not update
the key.
[0214] Additionally/alternatively, when the network de-
vice processes the first message, if the network device
receives the first message and/or the message sent by
the unmanned aerial vehicle in S702, the network device
may determine, based on the temporary identifier of the
unmanned aerial vehicle, a terminal (that is, a permanent
identifier) corresponding to the temporary identifier of the
unmanned aerial vehicle, and determine the key used
when the unmanned aerial vehicle broadcasts the mes-
sage, and the network device may decipher (decipher)
the second message and/or verify (verify) authenticity/in-
tegrity of the first message.
[0215] S704: The network device replies to the TPAE
with a verification result. The TPAE receives and proc-
esses the verification result.
[0216] The verification result may include information
indicating whether the unmanned aerial vehicle is valid.
Optionally, for an invalid unmanned aerial vehicle, the
verification result may further include a reason why the
unmanned aerial vehicle is invalid. The reason may be,
for example, that the unmanned aerial vehicle is not reg-
istered or subscribed to, or the unmanned aerial vehicle
does not have flight permission at a current position or
current time.
[0217] The verification result may further include the
related information of the unmanned aerial vehicle, for
example, the key used by the unmanned aerial vehicle,
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the derivation parameter and/or derivation algorithm
and/or key identification number used by the unmanned
aerial vehicle to generate the subkey, or a deciphered
second message.
[0218] The TPAE may decipher the second message
by using the key used by the unmanned aerial vehicle,
or the TPAE may generate the subkey of the symmetric
key by using the derivation parameter and/or derivation
algorithm and/or an algorithm identification number used
to generate the subkey, or the TPAE determines, based
on decipherment information of the second message,
whether the unmanned aerial vehicle is valid, or the like.
[0219] It should be noted that execution of step S702
may not be limited. To be specific, S702 may be per-
formed before S701 or after the first message is sent in
S703.
[0220] Refer to a schematic diagram of a communica-
tion procedure shown in FIG. 8. In FIG. 8, a broadcast
message may not be changed, a 3GPP network assists
in remote identification, and the following steps are spe-
cifically included.
[0221] S800 is the same as S700.
[0222] S801: An unmanned aerial vehicle broadcasts
a second message.
[0223] The second message includes information
used for remote identification on the unmanned aerial
vehicle.
[0224] It should be noted that in step S801, the un-
manned aerial vehicle may broadcast the second mes-
sage by not using an operator network, but using a non-
3GPP technology (for example, Wi-Fi).
[0225] S802: The unmanned aerial vehicle sends a
NAS message or an AS message to a first network device
(for example, an AMF, a gNB, or a UPF) in a unicast
manner by using the operator network. The first network
device processes the message, and sends a processed
NAS message to UTM/a USS. The UTM/USS verifies
the unmanned aerial vehicle based on the received NAS
message.
[0226] The first network device includes the
AMF/UDM. In an actual communication process, the
AMF may be replaced with the gNB, the UPF, or any
combination of the gNB and the UPF.
[0227] The NAS message or the AS message may in-
clude a temporary identifier used by the unmanned aerial
vehicle in the network and/or a permanent identifier used
in the network and/or remote identification information.
The remote identification information includes an identi-
fier (a UAV-ID), position information, time information,
and the like of the unmanned aerial vehicle in a UAS.
The first network device may process the temporary iden-
tifier used by the unmanned aerial vehicle in the network,
for example, process a GUTI to obtain a SUPI/GPSI. For
example, if the UTM/USS is deployed in the operator
network, the processed message may carry the SUPI. If
the UTM/USS is deployed outside the operator network,
the processed message may carry the GPSI. In this case,
when forwarding the message, the network device may

further first determine whether the UTM/USS is deployed
in the operator network and then choose to carry the SUPI
or the GPSI.
[0228] It should be noted that, usually, the identifier
(UAV-ID) in the unmanned aerial system is different from
identity information (for example, the GUTI, the SUPI, or
the GPSI) in the network. The identifier in the unmanned
aerial system is identity information of the unmanned aer-
ial vehicle in the UAS, and includes a permanent identity
ID (for example, a factory sequence number) of the un-
manned aerial vehicle in the UAS and/or a temporary
identity ID (for example, a pseudo-identity ID obtained
by randomizing the permanent identity ID, and a session
address/a session ID/an IP address/a navigation ID gen-
erated by the UAS (or allocated by the UAS/UTM/USS))
of the unmanned aerial vehicle in the UAS. In this em-
bodiment of this application, a form of used permanent
identity or temporary identity information is not limited.
[0229] Optionally, the unmanned aerial vehicle sends
an identifier consistent with the identifier in the second
message in S801. For example, if the second message
includes the temporary identifier of the unmanned aerial
vehicle in the UAS, the temporary identifier of the un-
manned aerial vehicle in the UAS is also sent in S802.
This manner has two advantages: On one hand, sending
the temporary identifier of the unmanned aerial vehicle
may prevent a leakage of the permanent identifier of the
unmanned aerial vehicle. On the other hand, when ob-
taining the information used for remote identification on
the unmanned aerial vehicle in the second message, the
UTM/USS may more easily match messages that are
from a same unmanned aerial vehicle from all received
messages.
[0230] Optionally, the unmanned aerial vehicle sends
only the permanent identifier in S802. For example, if the
second message includes the temporary identifier of the
unmanned aerial vehicle in the UAS, the permanent iden-
tifier of the unmanned aerial vehicle in the UAS is still
sent in S802.
[0231] Optionally, the UTM/USS may verify whether
the unmanned aerial vehicle has been authenticated by
the UTM/USS or whether the unmanned aerial vehicle
has been authorized by the UTM/USS to fly. For a valid
unmanned aerial vehicle that has been authenticated or
authorized to fly, the UTM/USS stores related information
(such as current position information position and time
information time) of the unmanned aerial vehicle. Option-
ally, if the temporary identifier of the unmanned aerial
vehicle in the UAS is received, a corresponding perma-
nent identity ID of the unmanned aerial vehicle in the
UAS is found, and related information (further including
a position, time, and the like) is stored.
[0232] Optionally, the UTM/USS may further verify
whether network identification information of the un-
manned aerial vehicle carried in the processed NAS or
AS message is network identification information allowed
to be used, or whether there is an authorized binding
relationship (for example, in some application scenarios,

43 44 



EP 4 117 320 A1

24

5

10

15

20

25

30

35

40

45

50

55

a network identifier of an unmanned aerial vehicle and a
UAS identifier of the unmanned aerial vehicle are valid
only when they are bound). The UTM/USS stores net-
work identification information that is allowed to be used
and/or an authorized binding relationship. For another
example, the UTM/USS may determine, based on the
remote identification information, whether the unmanned
aerial vehicle is authorized to fly at a current area and
current time.
[0233] S803: Optionally, a TPAE performs authentica-
tion (authentication) with the network device and the
UTM/USS.
[0234] The TPAE includes at least two types of identi-
fiers: an identifier in the network and an identifier in the
UAS. Before using the network, an inspection device
needs to perform two-way authentication with the net-
work based on the identifier in the network and generate
a shared key for secure communication with the network.
Optionally, to allow the TPAE to participate in remote
identification on the unmanned aerial vehicle, the TPAE
further needs to complete authentication that is with the
UTM/USS and that is based on the identifier in the UAS.
Optionally, after authentication ends, a shared key may
be generated between the TPAE and the UTM/USS, and
the TPAE and the UTM/USS separately stores the shard
key. Security protection (encryption or integrity protec-
tion) may be performed, by using the shared key, on a
message exchanged between the TPAE and the
UTM/USS.
[0235] Optionally, when authentication ends, the
UTM/USS generates, for the TPAE, a token (security to-
ken) used for identity verification, and sends the token
to the TPAE for storage. A claim (claim) in the token may
include the identifier of the TPAE in the network and the
identifier of the TPAE in the UAS. The token further in-
cludes a UTM/USS signature. Another device may verify
authenticity and integrity of the token based on the sig-
nature.
[0236] Optionally, S803 may occur before steps S801
and S802.
[0237] S804: The TPAE sends a first message to the
UTM/USS based on the received second message. The
UTM/USS receives and processes the first message.
[0238] The first message may be a forwarded message
of the second message. In addition to the second mes-
sage, the first message may further include identification
information (a TPAE-ID) of the TPAE in the UAS and a
credential (TPAE credential) used to verify the TPAE.
[0239] Optionally, the first message further includes
position information of the TPAE, so that the UTM/USS
may use the position information to search for an un-
manned aerial vehicle (search for an unmanned aerial
vehicle near a position) and/or determine whether to au-
thorize the TPAE (for example, restrict the TPAE to obtain
only information about an unmanned aerial vehicle near
the TPAE, not information about an unmanned aerial ve-
hicle at any position).
[0240] Optionally, the first message includes only iden-

tification information used for remote identification, and
does not include information such as a position or time,
so that a small amount of data is sent.
[0241] Optionally, after receiving the second message,
the TPAE may delay sending the first message to the
network. After collecting second messages from a plu-
rality of unmanned aerial vehicles, the TPAE may forward
a message that aggregates information of the plurality of
unmanned aerial vehicles, to improve message sending
effectiveness.
[0242] Optionally, the first message includes only in-
formation that aggregates identification information of the
plurality of unmanned aerial vehicles.
[0243] If the TPAE can parse information such as a
position and time in the message broadcast by the un-
manned aerial vehicle, optionally, the inspection device
may first determine whether the position information, the
time information, or the like of the unmanned aerial ve-
hicle in the received message broadcast by the un-
manned aerial vehicle is in a proper range, and then de-
termine whether to forward the message of the un-
manned aerial vehicle. This may prevent a DoS attack
on the network caused by forwarding unnecessary mes-
sages. The TPAE may restrictively forward the message
of the unmanned aerial vehicle in an area based on a
position of the TPAE. For example, the TPAE performs
determining by calculating a distance between a position
sent by the unmanned aerial vehicle and the position of
the TPAE. Time may be limited in a synchronization fault
tolerance range.
[0244] Optionally, the distance between the unmanned
aerial vehicle and the inspection device may be estimat-
ed by using strength of a received unmanned aerial ve-
hicle signal. Only a message in a strength range is for-
warded.
[0245] It should be noted that optionally, the first mes-
sage in S803 and S804 may be sent before S802.
[0246] The UTM/USS may determine whether the
identification information of the unmanned aerial vehicle
and the TPAE in the forwarded message is a temporary
identifier (for example, a session identifier) or a perma-
nent identifier. For example, the forwarded message in-
cludes only either the temporary identifier or the perma-
nent identifier. The UTM/USS may pre-configure, for the
unmanned aerial vehicle and the TPAE, whether to use
the temporary identifier or the permanent identifier. Al-
ternatively, a format of the temporary identifier is different
from that of the permanent identifier. Alternatively, the
UTM/USS stores temporary identifiers of the unmanned
aerial vehicle and the TPAE. Alternatively, the forwarded
message indicates whether the temporary identifier or
the permanent identifier is carried. If the UTM/USS re-
ceives the temporary identifier, the UTM/USS may de-
termine, based on information stored in the UTM/USS,
the permanent identifier corresponding to the temporary
identifier. Optionally, the temporary identifier may be ob-
tained by encrypting the permanent identifier, or there is
a correspondence between the temporary identifier and
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the permanent identifier.
[0247] When the UTM/USS processes the first mes-
sage, the UTM/USS may verify whether the TPAE is au-
thenticated/authorized/valid. For example, the
UTM/USS may verify validity of the token of the TPAE,
or the UTM/USS may decipher the forwarded message
or perform an integrity check on the forwarded message
by using a stored key corresponding to the TPAE, or the
UTM/USS verifies whether a binding relationship be-
tween the SUPI/GPSI and the permanent identifier of the
unmanned aerial vehicle is valid.

the UTM/USS may match whether the identification
information of the unmanned aerial vehicle received
from the unmanned aerial vehicle is the same as the
identification information of the unmanned aerial ve-
hicle received from the TPAE; and/or
the UTM/USS searches, based on the temporary
identifier, for the permanent identifier (permanent ID)
corresponding to the unmanned aerial vehicle, and
determines whether the permanent identifier corre-
sponding to the identification information received
from the unmanned aerial vehicle is the same as the
permanent identifier corresponding to the identifica-
tion information received from the TPAE.

[0248] Optionally, after determining that the identifica-
tion information of the unmanned aerial vehicle received
from the unmanned aerial vehicle is the same as the iden-
tification information of the unmanned aerial vehicle re-
ceived from the TPAE, the UTM/USS may further deter-
mine whether remote identification information received
from the unmanned aerial vehicle is the same as or sim-
ilar to remote identification information received from the
TPAE (for example, a distance/time difference is in a
range).
[0249] For S805, refer to S704. Details are not repeat-
ed.
[0250] Refer to a schematic diagram of a communica-
tion procedure shown in FIG. 9. In FIG. 9, broadcast or
unicast may be performed as required, and an unmanned
aerial vehicle may be in coverage of an operator network.
An example in which a TPAE is an inspection device is
used for description, and the following steps are specif-
ically included.
[0251] S901: The inspection device sends a request
message to the unmanned aerial vehicle, to request the
unmanned aerial vehicle to reply with remote identifica-
tion information, and the unmanned aerial vehicle re-
ceives the request message.
[0252] The request message may further include one
or more of information used to verify an identity of the
inspection device, time at which the inspection device
sends the request message, a count of request messag-
es sent by the inspection device, position information of
the inspection device, cell information of the inspection
device, or signal strength of a base station received by
the inspection device.

[0253] Optionally, the unmanned aerial vehicle may
further mitigate an attack risk by further exchanging a
challenge (challenge)/response (response) message
with the inspection device. The unmanned aerial vehicle
may send the challenge message to the inspection de-
vice to request other information (for example, cell infor-
mation (for example, a cell number CGI), a current posi-
tion, measured signal strength of the unmanned aerial
vehicle, and a random number) of the inspection device.
If the unmanned aerial vehicle does not receive a re-
sponse from the inspection device, or related information
in the response message received by the unmanned aer-
ial vehicle does not meet a predetermined condition (for
example, cell numbers CGIs are not in a same cell, a
position of the inspection device is far away from the un-
manned aerial vehicle, a measured received signal
strength cannot reach a signal strength threshold, or a
result obtained through calculation based on the random
number is incorrect), the unmanned aerial vehicle does
not perform S902.
[0254] Optionally, after receiving the request mes-
sage, the unmanned aerial vehicle does not immediately
perform S902. Instead, the unmanned aerial vehicle is
limited to delaying a time period to perform S902 or a
frequency of performing S902 is set.
[0255] S902: The unmanned aerial vehicle sends a
message to a network device in a unicast manner, where
the unicast message may request the network device to
verify the inspection device, and the network device re-
ceives the message unicast by the unmanned aerial ve-
hicle.
[0256] The unmanned aerial vehicle may filter the re-
quest message based on the position of the inspection
device.
[0257] The unmanned aerial vehicle may aggregate
one or more request messages, and send a unicast mes-
sage for the one or more request messages to the net-
work device.
[0258] The unmanned aerial vehicle may perform se-
curity protection on the unicast message by using the
key (the symmetric key or the subkey) in FIG. 7 or FIG. 8.
[0259] S903: The network device unicasts a reply mes-
sage (that is, a verification result) to the unmanned aerial
vehicle, and the unmanned aerial vehicle receives the
unicast reply message.
[0260] The network device may filter, based on the po-
sition of the inspection device, the unicast message sent
by the unmanned aerial vehicle.
[0261] The network device may aggregate one or more
unicast messages sent by the unmanned aerial vehicle
and then process the messages, verify the one or more
unicast messages, and reply with a verification result.
[0262] The network device may verify validity and per-
mission of the inspection device. Optionally, the network
device may send, to the unmanned aerial vehicle, a key
used to encrypt the request message or a parameter
used to derive the key.
[0263] S904: The unmanned aerial vehicle replies to
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the inspection device with a message, where the mes-
sage includes the remote identification information.
[0264] The unmanned aerial vehicle may perform se-
curity protection on the message by using the key ob-
tained in S903, or drive the key by using the parameter
obtained in S903, and perform security protection on the
message by using the key obtained through derivation.
[0265] Refer to a schematic diagram of a communica-
tion procedure shown in FIG. 10. In FIG. 10, broadcast
or unicast may be performed as required, and an un-
manned aerial vehicle may not be in coverage of an op-
erator network. An example in which a TPAE is an in-
spection device is used for description, and the following
steps are specifically included.
[0266] S1001: The inspection device sends a request
message, to request remote identification information.
The unmanned aerial vehicle receives the request mes-
sage.
[0267] A certificate/token or a key issued by a network
device may be configured in the inspection device, where
a validity period of the token may be set to be short, to
improve security of a communication process.
[0268] The inspection device encrypts the request
message by using the key issued by the network device.
The request message may further include an inspection
device certificate or token signed by a network device.
[0269] S1002: The unmanned aerial vehicle replies to
the inspection device with a message, where the mes-
sage includes the remote identification information.
[0270] A public key or a certificate configured by the
network device is pre-configured in the unmanned aerial
vehicle and used as a root of trust between the unmanned
aerial vehicle and the inspection device.
[0271] The unmanned aerial vehicle may perform iden-
tity verification (signature verification) and validity period
verification on the certificate or the token in the request
message based on the pre-configured public key. After
verification succeeds, the unmanned aerial vehicle may
decipher the request message by using a key in the cer-
tificate or the token.
[0272] Optionally, the message replied by the un-
manned aerial vehicle may include identification informa-
tion of the unmanned aerial vehicle. The identification
information of the unmanned aerial vehicle may be en-
crypted by using a symmetric key or a subkey of the un-
manned aerial vehicle in the network, and a derivation
parameter and/or derivation algorithm and/or key identi-
fication number used to derive the subkey may be en-
crypted by using a public key of the inspection device.
Alternatively, the identification information of the un-
manned aerial vehicle may be encrypted by using a sym-
metric key generated based on the public key of the in-
spection device and a random number, and the random
number is carried in the replied message.
[0273] Correspondingly, optionally, the inspection de-
vice receives the replied message. The inspection device
may obtain the symmetric key of the unmanned aerial
vehicle in the network or generate the subkey through

derivation, and decipher the message by using the sym-
metric key or the subkey. Alternatively, the inspection
device generates the symmetric key based on the key of
the inspection device and the random number, and de-
ciphers the message by using the generated symmetric
key.
[0274] FIG. 11 is a possible example block diagram of
a communication apparatus in this application. The com-
munication apparatus 1100 may exist in a form of soft-
ware or hardware. The communication apparatus 1100
may include a processing unit 1102 and a transceiver
unit 1103. In an implementation, the transceiver unit 1103
may include a receiving unit and a sending unit. The
processing unit 1102 may be configured to control and
manage an action of the communication apparatus 1100.
The transceiver unit 1103 is configured to support the
communication apparatus 1100 in communicating with
another network entity. The communication apparatus
1100 may further include a storage unit 1101, configured
to store program code and data of the communication
apparatus 1100.
[0275] The processing unit 1102 may be a processor
or a controller, for example, may be a CPU, a general
purpose processor, a DSP, an ASIC, an FPGA, or an-
other programmable logic device, a transistor logic de-
vice, a hardware component, or any combination thereof.
The processing unit may implement or execute various
example logical blocks, modules, and circuits described
with reference to content disclosed in this application.
The processor may alternatively be a combination of
processors implementing a computing function, for ex-
ample, a combination including one or more microproc-
essors, or a combination of the DSP and a microproces-
sor. The storage unit 1101 may be a memory. The trans-
ceiver unit 1103 is an interface circuit of the apparatus,
and is configured to receive a signal from another appa-
ratus. For example, when the apparatus is implemented
in a form of a chip, the transceiver unit 1103 is an interface
circuit used by the chip to receive a signal from another
chip or apparatus, or is an interface circuit used by the
chip to send a signal to another chip or apparatus.
[0276] The communication apparatus 1100 may be the
user equipment and/or the network device in any one of
the foregoing embodiments, or may be a chip used in the
user equipment and/or the network device. For example,
when the communication apparatus 1100 is the user
equipment and/or the network device, the processing unit
1102 may be, for example, a processor, and the trans-
ceiver unit 1103 may be, for example, a transceiver. Op-
tionally, the transceiver may include a radio frequency
circuit, and the storage unit may be, for example, a mem-
ory. For example, when the communication apparatus
1100 is the chip used in the user equipment and/or the
network device, the processing unit 1102 may be, for
example, a processor, and the transceiver unit 1103 may
be, for example, an input/output interface, a pin, or a cir-
cuit. The processing unit 1102 may execute computer-
executable instructions stored in the storage unit. Op-
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tionally, the storage unit is a storage unit in the chip, such
as a register or a cache. Alternatively, the storage unit
may be a storage unit, such as a ROM, another type of
static storage device that can store static information and
instructions, or a RAM, that is outside the chip and that
is in the user equipment and/or the network device.
[0277] In a first embodiment, the communication ap-
paratus 1100 is applied to a first network device.
[0278] Specifically, the transceiver unit 1103 is config-
ured to receive a first message sent by first user equip-
ment, where the first message is used to request to per-
form identity verification on second user equipment.
[0279] The processing unit 1102 is configured to verify
whether an identity of the second user equipment is valid.
[0280] The transceiver unit 1103 is further configured
to send a verification result to the first user equipment,
where the verification result indicates whether the identity
of the second user equipment is valid.
[0281] In an implementation, the first message in-
cludes a first credential used to verify the first user equip-
ment.
[0282] The processing unit 1102 is further configured
to: before verifying whether the identity of the second
user equipment is valid, verify validity of the first user
equipment based on the first credential.
[0283] When verifying whether the identity of the sec-
ond user equipment is valid, the processing unit 1102 is
specifically configured to: if verifying that the first user
equipment is valid, verify, based on the first message,
whether the identity of the second user equipment is val-
id.
[0284] In an implementation, the processing unit 1102
is further configured to: after successfully performing au-
thentication with the first user equipment, generate, by
the first network device, a second credential for the first
user equipment.
[0285] When verifying validity of the first user equip-
ment based on the first credential, the processing unit
1102 is specifically configured to determine validity of the
first user equipment based on the first credential and the
second credential.
[0286] In an implementation, the first message in-
cludes identification information of the second user
equipment, and the identification information of the sec-
ond user equipment is a temporary identifier.
[0287] When verifying whether the identity of the sec-
ond user equipment is valid, the processing unit 1102 is
specifically configured to: determine a permanent iden-
tifier of the second user equipment based on the tempo-
rary identifier of the second user equipment; and verify,
based on the permanent identifier of the second user
equipment, whether the second user equipment is au-
thenticated or authorized.
[0288] In an implementation, the first message in-
cludes information used for remote identification on the
second user equipment.
[0289] The transceiver unit 1103 is further configured
to receive information that is from the second user equip-

ment and that is used for remote identification on the
second user equipment.
[0290] When verifying whether the identity of the sec-
ond user equipment is valid, the processing unit 1102 is
specifically configured to determine whether the informa-
tion that is from the second user equipment and that is
used for remote identification on the second user equip-
ment is consistent with the information that is included in
the first message and that is used for remote identification
on the second user equipment.
[0291] The communication apparatus 1100 is applied
to first user equipment.
[0292] Specifically, the transceiver unit 1103 is config-
ured to: receive a second message broadcast by second
user equipment; send a first message to a first network
device in response to the second message, where the
first message is used to request to perform identity ver-
ification on the second user equipment; and receive a
verification result sent by the first network device.
[0293] The processing unit 1102 is configured to: if the
verification result indicates that an identity of the second
user equipment is valid, process the second message.
[0294] In an implementation, the second message in-
cludes identification information of the second user
equipment and/or information used for remote identifica-
tion on the second user equipment.
[0295] The first message includes one or more of the
following: the identification information of the second user
equipment, a first credential used to verify the first user
equipment, the second message, or the information used
for remote identification on the second user equipment.
[0296] In an implementation, the processing unit 1102
is further configured to: after authentication between the
first network device and the first user equipment suc-
ceeds, generate a second credential; and/or
the transceiver unit 1103 is further configured to: after
authentication between the first network device and the
first user equipment succeeds, receive a second creden-
tial generated by the first network device.
[0297] The second credential generated by the first
network device is the same as a second credential gen-
erated by the first user equipment.
[0298] In an implementation, when sending the first
message to the first network device, the transceiver unit
1103 is specifically configured to send the first message
to the first network device for one or more received sec-
ond messages broadcast by one or more second user
equipment, where the first message is specifically used
to request to perform identity verification on the one or
more second user equipment.
[0299] In an implementation, the processing unit 1102
is further configured to: before sending the first message
to the first network device, determine, based on the sec-
ond message, whether a distance between the first user
equipment and the second user equipment is within a
preset distance range.
[0300] When sending the first message to the first net-
work device, the transceiver unit 1103 is specifically con-
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figured to: if the distance between the first user equipment
and the second user equipment is within the preset dis-
tance range, send the first message to the first network
device.
[0301] In an implementation, the processing unit 1102
is further configured to: before sending the first message
to the first network device, determine, based on the sec-
ond message, whether time at which the second user
equipment broadcasts the second message is within a
preset time range.
[0302] When sending the first message to the first net-
work device, the transceiver unit 1103 is specifically con-
figured to: if the time at which the second user equipment
broadcasts the second message is within the preset time
range, send the first message to the first network device.
[0303] In a second embodiment, the communication
apparatus 1100 is applied to second user equipment.
[0304] Specifically, the processing unit 1102 is config-
ured to encrypt a to-be-sent second message based on
a symmetric key generated for a second network device
when the second user equipment accesses a network.
[0305] The transceiver unit 1103 is configured to
broadcast an encrypted second message.
[0306] In an implementation, the processing unit 1102
is specifically configured to: encrypt the to-be-sent sec-
ond message by using the symmetric key generated for
the second network device when the second user equip-
ment accesses the network; or perform derivation based
on the symmetric key generated for the second network
device when the second user equipment accesses the
network, to generate a subkey of the symmetric key, and
encrypt a to-be-sent second message by using the sub-
key.
[0307] In an implementation, the transceiver unit 1103
is further configured to send, to the second network de-
vice, a derivation parameter and/or derivation algorithm
used to generate the subkey.
[0308] In an implementation, the second message in-
cludes identification information of the second user
equipment and/or information used for remote identifica-
tion on the second user equipment.
[0309] The identification information of the second us-
er equipment includes a temporary identifier of the sec-
ond user equipment and/or a permanent identifier of the
second user equipment. The information used for remote
identification on the second user equipment includes po-
sition information of the second user equipment and/or
time at which the second user equipment broadcasts the
second message.
[0310] The communication apparatus 1100 is applied
to a second network device.
[0311] The transceiver unit 1103 is configured to re-
ceive a first message sent by first user equipment, where
the first message is used to request to perform identity
verification on second user equipment.
[0312] The processing unit 1102 is configured to verify
whether an identity of the second user equipment is valid.
[0313] The transceiver unit 1103 is further configured

to send a verification result to the first user equipment,
where the verification result indicates whether the identity
of the second user equipment is valid.
[0314] In an implementation, the transceiver unit 1103
is further configured to receive an encrypted second mes-
sage from the second user equipment.
[0315] In an implementation, the first message in-
cludes one or more of the following: identification infor-
mation of the second user equipment, a first credential
used to verify the first user equipment, the second mes-
sage, or information used for remote identification on the
second user equipment.
[0316] The second message includes the identification
information of the second user equipment and/or the in-
formation used for remote identification on the second
user equipment.
[0317] In an implementation, the first message is fur-
ther used to request a key used by the second user equip-
ment to encrypt the second message; the first message
is further used to request a derivation parameter and/or
derivation algorithm for generating a subkey used by the
second user equipment to encrypt the second message;
and/or the first message is further used to request the
second network device to decipher the second message.
[0318] The verification result further includes the key
used by the second user equipment to encrypt the second
message, the derivation parameter and/or derivation al-
gorithm for generating the subkey used by the second
user equipment to encrypt the second message, and/or
a deciphered second message.
[0319] In an implementation, the transceiver unit 1103
is further configured to receive, from the second user
equipment, the derivation parameter and/or derivation
algorithm used to generate the subkey.
[0320] The processing unit is further configured to gen-
erate the subkey of the symmetric key based on the sym-
metric key generated for the second network device
when the second user equipment accesses the network
and the derivation parameter and/or derivation algorithm
used to generate the subkey.
[0321] In an implementation, the first message in-
cludes a first credential used to verify the first user equip-
ment. The processing unit 1102 is further configured to:
before verifying whether the identity of the second user
equipment is valid, verify validity of the first user equip-
ment based on the first credential.
[0322] When verifying whether the identity of the sec-
ond user equipment is valid, the processing unit 1102 is
configured to: if verifying that the first user equipment is
valid, verify, based on the first message, whether the
identity of the second user equipment is valid.
[0323] In an implementation, the processing unit 1102
is further configured to: after authentication between the
second network device and the first user equipment suc-
ceeds, generate a second credential for the first user
equipment.
[0324] The transceiver unit 1103 is further configured
to: after authentication between the second network de-
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vice and the first user equipment succeeds, receive a
second credential generated by the first user equipment.
[0325] In an implementation, when verifying validity of
the first user equipment based on the second credential,
the processing unit 1102 is specifically configured to de-
termine validity of the first user equipment based on the
first credential and the second credential.
[0326] In an implementation, the first message in-
cludes identification information of the second user
equipment, and the identification information of the sec-
ond user equipment is a temporary identifier.
[0327] When verifying whether the identity of the sec-
ond user equipment is valid, the processing unit 1102 is
specifically configured to: determine a permanent iden-
tifier of the second user equipment based on the tempo-
rary identifier of the second user equipment; and verify,
based on the permanent identifier of the second user
equipment, whether the second user equipment is au-
thenticated or authorized.
[0328] In an implementation, the first message in-
cludes information used for remote identification on the
second user equipment.
[0329] The transceiver unit 1103 is further configured
to receive information that is from the second user equip-
ment and that is used for remote identification on the
second user equipment.
[0330] When verifying whether the identity of the sec-
ond user equipment is valid, the processing unit 1102 is
specifically configured to determine whether the informa-
tion that is from the second user equipment and that is
used for remote identification on the second user equip-
ment is consistent with the information that is included in
the first message and that is used for remote identification
on the second user equipment.
[0331] The communication apparatus 1100 is applied
to first user equipment.
[0332] Specifically, the transceiver unit 1103 is config-
ured to: receive a second message broadcast by second
user equipment, where the second message is encrypted
based on a symmetric key generated for a second net-
work device when the second user equipment accesses
a network; send a first message to the second network
device in response to the second message, where the
first message is used to request to perform identity ver-
ification on the second user equipment; and receive a
verification result sent by a second network device.
[0333] The processing unit 1102 is configured to: if the
verification result indicates that an identity of the second
user equipment is valid, process the second message.
[0334] In an implementation, the second message in-
cludes identification information of the second user
equipment and/or information used for remote identifica-
tion on the second user equipment.
[0335] The first message includes one or more of the
following: the identification information of the second user
equipment, a first credential used to verify the first user
equipment, the second message, or the information used
for remote identification on the second user equipment.

[0336] In an implementation, the first message is fur-
ther used to request a key used by the second user equip-
ment to encrypt the second message; the first message
is further used to request a derivation parameter and/or
derivation algorithm for generating a subkey used by the
second user equipment to encrypt the second message;
and/or the first message is further used to request the
second network device to decipher the second message.
[0337] The verification result further includes the key
used by the second user equipment to encrypt the second
message, the derivation parameter and/or derivation al-
gorithm for generating the subkey used by the second
user equipment to encrypt the second message, and/or
a deciphered second message.
[0338] In an implementation, the processing unit 1102
is further configured to: after authentication between the
second network device and the first user equipment suc-
ceeds, generate a second credential; and/or
the transceiver unit 1103 is further configured to: after
authentication between the second network device and
the first user equipment succeeds, receive a second cre-
dential generated by the second network device.
[0339] A second credential generated by the second
network device is the same as a second credential gen-
erated by the first user equipment.
[0340] In an implementation, when sending the first
message to the second network device, the transceiver
unit 1103 is specifically configured to send the first mes-
sage to the first network device for one or more received
second messages broadcast by one or more second user
equipment, where the first message is specifically used
to request to perform identity verification on the one or
more second user equipment.
[0341] In an implementation, the processing unit 1102
is further configured to: before sending the first message
to the second network device, determine, based on the
second message, whether a distance between the first
user equipment and the second user equipment is within
a preset distance range.
[0342] When sending the first message to the second
network device, the transceiver unit 1103 is specifically
configured to: if the distance between the first user equip-
ment and the second user equipment is within the preset
distance range, send the second message to the second
network device.
[0343] In an implementation, the processing unit 1102
is further configured to: before sending the first message
to the second network device, determine, based on the
second message, whether time at which the second user
equipment broadcasts the second message is within a
preset time range.
[0344] When sending the first message to the second
network device, the transceiver unit 1103 is specifically
configured to: if the time at which the second user equip-
ment broadcasts the second message is within the preset
time range, send the first message to the second network
device.
[0345] In a third embodiment, the communication ap-

55 56 



EP 4 117 320 A1

30

5

10

15

20

25

30

35

40

45

50

55

paratus 1100 is applied to second user equipment.
[0346] Specifically, the processing unit 1102 is config-
ured to: receive, by using the transceiver unit 1103, a
third message sent by first user equipment, where the
third message is used to request the second user equip-
ment to reply with information used for remote identifica-
tion; and send a fourth message to the first user equip-
ment by using the transceiver unit 1103, where the fourth
message includes information used for remote identifi-
cation on the second user equipment.
[0347] The third message further includes one or more
of the following: a security token token used to verify the
first user equipment, identification information of the first
user equipment, time at which the first user equipment
sends the third message, position information of the first
user equipment, cell information of the first user equip-
ment, or signal strength of a message received by the
first user equipment from a network device.
[0348] In an implementation, the processing unit 1102
is further configured to: before sending the fourth mes-
sage to the first user equipment, determine, based on
the third message, whether a distance between the first
user equipment and the second user equipment is within
a preset distance range.
[0349] When sending the fourth message to the first
user equipment, the transceiver unit 1103 is specifically
configured to: if the distance between the first user equip-
ment and the second user equipment is within the preset
distance range, send the fourth message to the first user
equipment.
[0350] In an implementation, the processing unit 1102
is further configured to: before sending the fourth mes-
sage to the first user equipment, determine, based on
the third message, whether the first user equipment is in
a cell in which the second user equipment is located or
is in a neighboring cell of the cell in which the second
user equipment is located.
[0351] When sending the fourth message to the first
user equipment, the transceiver unit 1103 is specifically
configured to: if the first user equipment is in the cell in
which the second user equipment is located or is in the
neighboring cell of the cell in which the second user
equipment is located, send the fourth message to the
first user equipment.
[0352] In an implementation, the transceiver unit 1103
is further configured to: before sending the fourth mes-
sage to the first user equipment, send a fifth message to
the network device, where the fifth message indicates
the network device to verify validity of the first user equip-
ment; and receive a sixth message sent by the network
device, where the sixth message indicates whether an
identity of the first user equipment is valid.
[0353] In an implementation, the sixth message further
includes a public key of the first user equipment, a first
symmetric key generated by the second network device
when the first user equipment accesses a network, or a
derivation parameter and/or derivation algorithm used to
generate a first subkey of the first symmetric key.

[0354] In an implementation, the third message further
includes a first credential used to verify an identity of the
first user equipment, and the first credential includes a
token generated for the first user equipment after authen-
tication between the first user equipment and the first
network device is performed or a digital certificate that is
of the first user equipment that is signed by the first net-
work device, where the digital certificate includes the
public key of the first user equipment.
[0355] The processing unit 1102 is further configured
to: before sending the fourth message to the first user
equipment, perform identity verification on the first user
equipment based on the first credential, and the second
user equipment determines validity of an identity of the
first user equipment.
[0356] In an implementation, the processing unit 1102
is further configured to: before sending the fourth mes-
sage to the first user equipment, encrypt a to-be-sent
fourth message by using the public key of the first user
equipment; encrypt a to-be-sent fourth message by using
the first symmetric key generated by the network device
when the first user equipment accesses the network; or
perform derivation based on the first symmetric key to
obtain a first subkey, and encrypt a to-be-sent fourth mes-
sage by using the first subkey.
[0357] The communication apparatus 1100 is applied
to first user equipment.
[0358] Specifically, the processing unit 1102 is config-
ured to: send, by using the transceiver unit 1103, a third
message to second user equipment, where the third mes-
sage is used to request the second user equipment to
reply with information used for remote identification; and
receive a fourth message from the second user equip-
ment by using the transceiver unit 1103, where the fourth
message includes information used for remote identifi-
cation on the second user equipment.
[0359] The third message further includes one or more
of the following: a first credential used to verify an identity
of the first user equipment, identification information of
the first user equipment, time at which the first user equip-
ment sends the third message, a count of messages that
have been sent by the first user equipment, position in-
formation of the first user equipment, cell information of
the first user equipment, or signal strength of a message
received by the first user equipment from the network
device.
[0360] In an implementation, the first credential used
to verify the identity of the first user equipment includes
a token generated for the first user equipment after au-
thentication between the first user equipment and the
first network device is performed or a digital certificate
that is of the first user equipment that is signed by the
first network device, where the digital certificate includes
a public key of the first user equipment.
[0361] In an implementation, the fourth message is en-
crypted by using the public key of the first user equipment;
the fourth message is encrypted by using a second sym-
metric key generated for a second network device when
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the second user equipment accesses a network; or the
fourth message is encrypted by using a second subkey
that is generated through derivation based on a second
symmetric key.
[0362] It may be understood that, for a specific imple-
mentation process and a corresponding beneficial effect
when the communication apparatus is used for the com-
munication method, refer to related descriptions in the
foregoing method embodiments, and details are not de-
scribed herein again.
[0363] FIG. 12 is a schematic diagram of a communi-
cation apparatus according to this application. The com-
munication apparatus may be the foregoing mobility
management network element or terminal device. The
communication apparatus 1200 includes a processor
1202, a communication interface 1203, and a memory
1201. Optionally, the communication apparatus 1200
may further include a communication line 1204. The com-
munication interface 1203, the processor 1202, and the
memory 1201 may be connected to each other through
the communication line 1204. The communication line
1204 may be a peripheral component interconnect (pe-
ripheral component interconnect, PCI for short) bus, an
extended industry standard architecture (extended in-
dustry standard architecture, EISA for short) bus, or the
like. The communication line 1204 may be classified into
an address bus, a data bus, a control bus, and the like.
For ease of representation, only one bold line is used to
represent the bus in FIG. 12, but this does not mean that
there is only one bus or only one type of bus.
[0364] The processor 1202 may be a CPU, a micro-
processor, an ASIC, or one or more integrated circuits
configured to control program execution in the solutions
of this application.
[0365] The communication interface 1203 is config-
ured to communicate with another device or a commu-
nication network, such as an Ethernet, a RAN, a wireless
local area network (wireless local area network, WLAN),
or a wired access network by using any apparatus such
as a transceiver.
[0366] The memory 1201 may be a ROM or another
type of static storage device that can store static infor-
mation and instructions, or a RAM or another type of dy-
namic storage device that can store information and in-
structions, or may be an electrically erasable program-
mable read-only memory (electrically erasable program-
mable read-only memory, EEPROM), a compact disc
read-only memory (compact disc read-only memory, CD-
ROM) or another optical disc storage, an optical disc stor-
age (including a compact optical disc, a laser disc, an
optical disc, a digital versatile optical disc, a blue optical
disc, and the like), a magnetic disk storage medium or
another magnetic storage device, or any other medium
that can carry or store expected program code in a form
of an instruction structure or a data structure and can be
accessed by a computer. However, this is not limited
herein. The memory may exist independently and is con-
nected to the processor through the communication line

1204. The memory may alternatively be integrated with
the processor.
[0367] The memory 1201 is configured to store com-
puter-executable instructions for executing the solutions
of this application, and the processor 1202 controls ex-
ecution of the computer-executable instructions. The
processor 1202 is configured to execute the computer-
executable instructions stored in the memory 1201, to
implement the communication method of the terminal de-
vice according to the foregoing embodiments of this ap-
plication.
[0368] Optionally, the computer-executable instruc-
tions in embodiments of this application may also be re-
ferred to as application program code. This is not specif-
ically limited in embodiments of this application.
[0369] A person of ordinary skill in the art may under-
stand that first, second, and various reference numerals
in this application are merely distinguished for convenient
description, and are not used to limit a scope of embod-
iments of this application, and also indicate a sequence.
The term "and/or" describes an association relationship
for describing associated objects and represents that
three relationships may exist. For example, A and/or B
may represent the following three cases: Only A exists,
both A and B exist, and only B exists. The character "/"
usually indicates an "or" relationship between the asso-
ciated objects. The term "at least one" means one or
more. At least two means two or more. "At least one",
"any one", or a similar expression thereof means any
combination of the items, including a singular item (piece)
or any combination of plural items (pieces). For example,
at least one (piece, or type) of a, b, or c may indicate: a,
b, c, a and b, a and c, b and c, or a, b, and c, where a,
b, and c may be singular or plural. The term "a plurality
of’ indicates two or more, and another quantifier is similar
to this. In addition, an element (element) that appears in
singular forms "a", "an", and "the" does not mean "one
or only one" unless otherwise specified in the context,
but means "one or more". For example, "a
device" means one or more such devices.
[0370] All or some of the foregoing embodiments may
be implemented through software, hardware, firmware,
or any combination thereof. When software is used to
implement embodiments, all or some of embodiments
may be implemented in a form of a computer program
product. The computer program product includes one or
more computer instructions. When the computer pro-
gram instructions are loaded and executed on a compu-
ter, the procedure or functions according to embodiments
of this application are all or partially generated. The com-
puter may be a general purpose computer, a dedicated
computer, a computer network, or another programma-
ble apparatus. The computer instructions may be stored
in a computer-readable storage medium or may be trans-
mitted from a computer-readable storage medium to an-
other computer-readable storage medium. For example,
the computer instructions may be transmitted from a web-
site, computer, server, or data center to another website,
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computer, server, or data center in a wired (for example,
a coaxial cable, an optical fiber, or a digital subscriber
line (DSL)) or wireless (for example, infrared, radio, and
microwave, or the like) manner. The computer-readable
storage medium may be any usable medium accessible
by a computer, or a data storage device, such as a server
or a data center, integrating one or more usable media.
The usable medium may be a magnetic medium (for ex-
ample, a floppy disk, a hard disk, or a magnetic tape), an
optical medium (for example, a DVD), a semiconductor
medium (for example, a solid-state drive (Solid-State
Drive, SSD)), or the like.
[0371] The various illustrative logical units and circuits
described in embodiments of this application may imple-
ment or operate the described functions by using a gen-
eral purpose processor, a digital signal processor, an ap-
plication-specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or another programmable
logical apparatus, a discrete gate or transistor logic, a
discrete hardware component, or a design of any com-
bination thereof. The general purpose processor may be
a microprocessor. Optionally, the general purpose proc-
essor may alternatively be any conventional processor,
controller, microcontroller, or state machine. The proc-
essor may also be implemented by a combination of com-
puting apparatuses, such as a digital signal processor
and a microprocessor, a plurality of microprocessors, one
or more microprocessors in combination with a digital
signal processor core, or any other similar configuration.
[0372] Steps of the methods or algorithms described
in embodiments of this application may be directly em-
bedded into hardware, a software unit executed by a
processor, or a combination thereof. The software unit
may be stored in a RAM memory, a flash memory, a ROM
memory, an EPROM memory, an EEPROM memory, a
register, a hard disk, a removable magnetic disk, a CD-
ROM, or a storage medium of any other form in the art.
For example, the storage medium may be connected to
a processor, so that the processor may read information
from the storage medium and write information to the
storage medium. Optionally, the storage medium may
further be integrated into the processor. The processor
and the storage medium may be disposed in the ASIC.
[0373] The computer program instructions may alter-
natively be loaded onto a computer or another program-
mable data processing device, so that a series of oper-
ations and steps are performed on the computer or the
another programmable device, to generate computer-im-
plemented processing. Therefore, the instructions exe-
cuted on the computer or the another programmable de-
vice provide steps for implementing a specific function in
one or more procedures in the flowcharts and/or in one
or more blocks in the block diagrams.
[0374] Although this application is described with ref-
erence to specific features and embodiments thereof, it
is clear that various modifications and combinations may
be made to them without departing from the scope of this
application. Correspondingly, the specification and ac-

companying drawings are merely example descriptions
of this application defined by the appended claims, and
are considered as any of or all modifications, variations,
combinations or equivalents that cover the scope of this
application. It is clear that a person skilled in the art can
make various modifications and variations to this appli-
cation without departing from the scope of this applica-
tion. This application is intended to cover these modifi-
cations and variations of this application provided that
they fall within the scope of the claims of this application
and their equivalent technologies.

Claims

1. A communication method, comprising:

receiving, by a first network device, a first mes-
sage sent by first user equipment, wherein the
first message is used to request to perform iden-
tity verification on second user equipment;
verifying, by the first network device, whether an
identity of the second user equipment is valid;
and
sending, by the first network device, a verifica-
tion result to the first user equipment, wherein
the verification result indicates whether the iden-
tity of the second user equipment is valid.

2. The method according to claim 1, wherein the first
message comprises a first credential used to verify
the first user equipment; before the verifying, by the
first network device, whether an identity of the sec-
ond user equipment is valid, the method further com-
prises:

verifying, by the first network device, validity of
the first user equipment based on the first cre-
dential; and
the verifying, by the first network device, whether
an identity of the second user equipment is valid
comprises:
if verifying that the first user equipment is valid,
verifying, by the first network device based on
the first message, whether the identity of the
second user equipment is valid.

3. The method according to claim 2, wherein the meth-
od further comprises:

after authentication between the first network
device and the first user equipment succeeds,
generating, by the first network device, a second
credential for the first user equipment; and
the verifying, by the first network device, validity
of the first user equipment based on the first cre-
dential comprises:
determining, by the first network device, validity
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of the first user equipment based on the first cre-
dential and the second credential.

4. The method according to any one of claims 1 to 3,
wherein the first message comprises identification
information of the second user equipment, and the
identification information of the second user equip-
ment is a temporary identifier; and
the verifying, by the first network device, whether an
identity of the second user equipment is valid com-
prises:

determining, by the first network device, a per-
manent identifier of the second user equipment
based on the temporary identifier of the second
user equipment; and
verifying, by the first network device based on
the permanent identifier of the second user
equipment, whether the second user equipment
is authenticated or authorized.

5. The method according to any one of claims 1 to 3,
wherein the first message comprises information
used for remote identification on the second user
equipment, and the method further comprises:

receiving, by the first network device, informa-
tion that is from the second user equipment and
that is used for remote identification on the sec-
ond user equipment; and
the verifying, by the first network device, whether
an identity of the second user equipment is valid
comprises:
determining, by the first network device, whether
the information that is from the second user
equipment and that is used for remote identifi-
cation on the second user equipment is consist-
ent with the information that is comprised in the
first message and that is used for remote iden-
tification on the second user equipment.

6. A communication method, comprising:

receiving, by first user equipment, a second
message sent by second user equipment;
sending, by the first user equipment, a first mes-
sage to a first network device in response to the
second message, wherein the first message is
used to request to perform identity verification
on the second user equipment; and
receiving, by the first user equipment, a verifi-
cation result sent by the first network device, and
if the verification result indicates that an identity
of the second user equipment is valid, process-
ing, by the first user equipment, the second mes-
sage.

7. The method according to claim 6, wherein the sec-

ond message comprises identification information of
the second user equipment and/or information used
for remote identification on the second user equip-
ment; and
the first message comprises one or more of the fol-
lowing: the identification information of the second
user equipment, a first credential (credential) used
to verify the first user equipment, or the information
used for remote identification on the second user
equipment.

8. The method according to claim 6 or 7, wherein before
the sending a first message to a first network device,
the method further comprises:

determining, by the first user equipment based
on the second message, whether a distance be-
tween the first user equipment and the second
user equipment is within a preset distance
range; and
the sending, by the first user equipment, a first
message to a first network device comprises:
if the distance between the first user equipment
and the second user equipment is within the pre-
set distance range, sending, by the first user
equipment, the first message to the first network
device.

9. A communication apparatus, comprising a transceiv-
er unit and a processing unit, wherein

the transceiver unit is configured to receive a
first message sent by first user equipment,
wherein the first message is used to request to
perform identity verification on second user
equipment;
the processing unit is configured to verify wheth-
er an identity of the second user equipment is
valid; and
the transceiver unit is further configured to send
a verification result to the first user equipment,
wherein the verification result indicates whether
the identity of the second user equipment is val-
id.

10. The apparatus according to claim 9, wherein the first
message comprises a first credential used to verify
the first user equipment;

the processing unit is further configured to: be-
fore verifying whether the identity of the second
user equipment is valid, verify validity of the first
user equipment based on the first credential;
and
when verifying whether the identity of the second
user equipment is valid, the processing unit is
specifically configured to: if verifying that the first
user equipment is valid, verify, based on the first
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message, whether the identity of the second us-
er equipment is valid.

11. The apparatus according to claim 10, wherein the
processing unit is further configured to: after suc-
cessfully performing authentication with the first user
equipment, generate, by the first network device, a
second credential for the first user equipment; and
when verifying validity of the first user equipment
based on the first credential, the processing unit is
specifically configured to determine validity of the
first user equipment based on the first credential and
the second credential.

12. The apparatus according to any one of claims 9 to
11, wherein the first message comprises identifica-
tion information of the second user equipment, and
the identification information of the second user
equipment is a temporary identifier; and
when verifying whether the identity of the second
user equipment is valid, the processing unit is spe-
cifically configured to: determine a permanent iden-
tifier of the second user equipment based on the tem-
porary identifier of the second user equipment; and
verify, based on the permanent identifier of the sec-
ond user equipment, whether the second user equip-
ment is authenticated or authorized.

13. The apparatus according to any one of claims 9 to
11, wherein the first message comprises information
used for remote identification on the second user
equipment;

the transceiver unit is further configured to re-
ceive information that is from the second user
equipment and that is used for remote identifi-
cation on the second user equipment; and
when verifying whether the identity of the second
user equipment is valid, the processing unit is
specifically configured to determine whether the
information that is from the second user equip-
ment and that is used for remote identification
on the second user equipment is consistent with
the information that is comprised in the first mes-
sage and that is used for remote identification
on the second user equipment.

14. A communication apparatus, comprising a transceiv-
er unit and a processing unit, wherein

the transceiver unit is configured to: receive a
second message broadcast by second user
equipment; send a first message to a first net-
work device in response to the second message,
wherein the first message is used to request to
perform identity verification on the second user
equipment; and receive a verification result sent
by the first network device; and

the processing unit is configured to: if the verifi-
cation result indicates that an identity of the sec-
ond user equipment is valid, process the second
message.

15. The apparatus according to claim 14, wherein the
second message comprises identification informa-
tion of the second user equipment and/or information
used for remote identification on the second user
equipment; and
the first message comprises one or more of the fol-
lowing: the identification information of the second
user equipment, a first credential used to verify the
first user equipment, or the information used for re-
mote identification on the second user equipment.

16. The apparatus according to claim 14 or 15, wherein
the processing unit is further configured to: before
sending the first message to the first network device,
determine, based on the second message, whether
a distance between the first user equipment and the
second user equipment is within a preset distance
range; and
when sending the first message to the first network
device, the transceiver unit is specifically configured
to: if the distance between the first user equipment
and the second user equipment is within the preset
distance range, send the first message to the first
network device.

17. A computer-readable storage medium, comprising
a program or instructions, wherein when the program
or the instructions are run on a computer, the method
according to any one of claims 1 to 5 or the method
according to any one of claims 6 to 8 is performed.

18. A communication system, wherein the communica-
tion system comprises the communication appara-
tus according to any one of claims 9 to 13 and the
communication apparatus according to any one of
claims 14 to 16.
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