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ENHANCING FUNCTIONALITY OF A LIMITED-RESOURCE APPARATUS

An apparatus 1 comprising means for:

forming one or more electrical connections 5 with an at-
tachment 3;
controlling candidate-specific signaling 9 on the one or
more electrical connections 5 to provide one or more
commands in a form specific to a candidate for the at-
tachment 3;

confirming, based on a response 11 of the attachment 3
to the candidate-specific signaling 9, an identity of the
attachment as the candidate for the attachment 3; and
loading attachment-specific code 13, dependent upon
the identity of the attachment, to configure the apparatus
1 to access one or more functions of the attachment 2.
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Description
TECHNOLOGICAL FIELD

[0001] Embodiments of the present disclosure relate
to apparatus with limited resources and enhancing their
functionality.

BACKGROUND

[0002] Limited-resource apparatus are apparatus with
limited processing and/or memory resources. Such ap-
paratus are often used for performing specific functions
at low cost and with low power consumption. They can
be implemented using a microcontroller.

[0003] Sometimes, they are programmed only once for
dedicated use in a single application.

[0004] At present, the functionality is generally en-
hanced by replacing the apparatus with a new apparatus.

BRIEF SUMMARY

[0005] According to various, but not necessarily all,
embodiments there is provided an apparatus comprising
means for:

forming one or more electrical connections with an
attachment;

controlling candidate-specific signaling on the one
ormore electrical connections to provide one or more
commands in a form specific to a candidate for the
attachment;

confirming, based on a response of the attachment
to the candidate-specific signaling, an identity of the
attachment as the candidate for the attachment; and
loading attachment-specific code, dependent upon
the identity of the attachment, to configure the ap-
paratus to access one or more functions of the at-
tachment.

[0006] In some but not necessarily all examples, the
one or more functions of the attachment are not acces-
sible without the attachment-specific code.

[0007] In some but not necessarily all examples, the
candidate-specific form of the one or more commands is
unique to a pool of a plurality of candidate attachments.
[0008] In some but not necessarily all examples, the
means are further configured to perform determining if
the response of the attachment to the candidate-specific
signaling matches an expected response of the candi-
date for the attachment to the one or more commands.
[0009] In some but not necessarily all examples, the
means are further configured to perform identifying the
attachment as the candidate if the response of the at-
tachment to the candidate-specific signaling matches an
expected response of the candidate for the attachment
to the one or more commands,

[0010] In some but not necessarily all examples, the
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means are further configured to perform controlling the
candidate-specific signaling on the one or more electrical
connections to provide one or more commands in a form
specific to a different candidate for the attachment, if the
response of the attachment to the candidate-specific sig-
naling does not match an expected response of the can-
didate for the attachment to the one or more commands.
[0011] In some but not necessarily all examples, the
means are further configured to perform communicating
with a server to obtain, from the server, the attachment-
specific code which, when loaded, configures the appa-
ratus to access functions of the attachment.

[0012] In some but not necessarily all examples, the
means are further configured to perform receiving, from
the server, instructions indicating the form of the one or
more commands which is specific to the candidate for
the attachment.

[0013] In some but not necessarily all examples, the
instructions relating to a first subset of candidates are
received at a first time and the instructions relating to a
second subset of candidates are received at a second
time, wherein the second time is a time after it is deter-
mined that the attachment is not one of the candidates
of the first subset.

[0014] In some but not necessarily all examples, the
means are further configured to perform:

receiving, from the server, an expected response of
the candidate for the attachment to the one or more
commands;

comparing the response of the attachment to the
candidate-specific signaling, with the expected re-
sponse; and

reporting a result of the comparison to the server to
enable the server to identify the attachment-specific
code.

[0015] In some but not necessarily all examples, the
means are further configured to perform detecting that
one or more electrical connections with an attachment
have been formed and controlling candidate-specific sig-
naling on the one or more electrical connections in re-
sponse.

[0016] In some but not necessarily all examples, the
candidates for the attachment are based upon one or
more of:

user input indicating a category of the attachment;
number of electrical connections formed with the at-
tachment;

states of the one or more electrical connections; or
a protocol used by the attachment.

[0017] According to various, but not necessarily all,
embodiments there is provided a method comprising:

controlling candidate-specific signaling on one or
more electrical connections, formed between an ap-
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paratus and an attachment, to provide one or more
commands in a form specific to a candidate for the
attachment;

confirming, based on a response of the attachment
to the candidate-specific signaling, an identity of the
attachment as the candidate for the attachment; and
loading attachment-specific code, dependent upon
the identity of the attachment, to configure the ap-
paratus to access one or more functions of the at-
tachment.

[0018] In some but not necessarily all examples, the
one or more functions of the attachment are not acces-
sible without the attachment-specific code.

[0019] According to various, but not necessarily all,
embodiments there is provided executable code that,
when run on a computer, performs:

controlling candidate-specific signaling on one or
more electrical connections, formed with an attach-
ment, to provide one or more commands in a form
specific to a candidate for the attachment;
confirming, based on a response of the attachment
to the candidate-specific signaling, an identity of the
attachment as the candidate for the attachment; and
loading attachment-specific code, dependent upon
the identity of the attachment, to configure the com-
puter to access functions of the attachment.

[0020] In some but not necessarily all examples, the
one or more functions of the attachment are not acces-
sible without the attachment-specific code.

[0021] According to various, but not necessarily all,
embodiments there is provided a system comprising:

an apparatus;

a server shared by the apparatus and other appara-
tuses for enabling transfer of attachment-specific
code to the apparatus and the other apparatuses;
an attachment for physical connection to the appa-
ratus;

the system comprising means for:

forming one or more physical connections be-
tween the apparatus and the attachment for
electrical signaling;

determining, at the server or the apparatus, a
candidate for the attachment from a pool of can-
didates for the attachment;

at the apparatus, controlling candidate-specific
signaling to the attachment on the one or more
electrical connections to provide one or more
commands to the attachment in a form specific
to the determined candidate for the attachment,
the form being unique amongst the pool of can-
didates for the attachment;

at the apparatus, detecting a response of the
attachment to the candidate-specific signaling;
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at the server and/or the apparatus, determining
if the response of the attachment to the candi-
date-specific signaling matches an expected re-
sponse of the candidate for the attachment to
the candidate-specific signaling and, if so, iden-
tifying the attachment as the candidate for the
attachment;

at the server, identifying attachment-specific
code dependent upon the identification of the
attachment as the candidate for the attachment
and providing the attachment-specific code to
the apparatus; and

at the apparatus, loading the provided attach-
ment-specific code to configure the apparatus
to access one or more functions of the attach-
ment.

[0022] In some but not necessarily all examples, the
one or more functions of the attachment are not acces-
sible without the attachment-specific code.

[0023] According to various, but not necessarily all,
embodiments there is provided server apparatus system
for enabling transfer of attachment-specific code to ap-
paratuses comprising:

means for communicating separately with multiple
apparatuses configured to form one or more physical
connections between the respective apparatus and
a respective attachment for electrical signaling be-
tween the respective apparatus and the respective
attachment;

determining, at the server a pool of candidates for
the attachment or a candidate for the attachment
from a pool of candidates for the attachment;
providing candidate-specific signaling to the appa-
ratus for the determined candidate for the attach-
ment or for each candidate for the attachment in the
determined pool of attachments, each candidate-
specific signaling comprising one or more com-
mands in a form specificto the determined candidate
for the attachment,

providing candidate-specific expected responses to
the candidate-specific signaling to the apparatus for
the determined candidate for the attachment or for
each candidate for the attachment in the determined
pool of attachments, each candidate-specific ex-
pected response enabling determination at the ap-
paratus if a response of the attachment to the re-
spective candidate-specific signaling matches a re-
spective expected response of the candidate for the
attachment to the candidate-specific signaling to
identify the attachment as the candidate for the at-
tachment;

receiving from the apparatus attachment-specific
signaling identifying the attachment;

accessing attachment-specific code dependent up-
on the identification of the attachment and providing
the attachment-specific code to the apparatus to
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cause the apparatus to load the provided attach-
ment-specific code to configure the apparatus to ac-
cess one or more functions of the attachment

[0024] In some but not necessarily all examples, the
one or more functions of the attachment are not acces-
sible to the apparatus without the provided attachment-
specific code.

[0025] In some but not necessarily all examples, the
means comprises a microcontroller configured to cause
the performance of the apparatus.

[0026] In some but not necessarily all examples, the
means comprises at least one processor; and at least
one memory including executable code, the at least one
memory and executable code configured to, with the at
least one processor, cause the performance of the ap-
paratus.

[0027] According to various, but not necessarily all,
embodiments there is provided examples as claimed in
the appended claims.

[0028] The scope of protection sought for various em-
bodiments of the invention is set out by the independent
claims. The examples and features, if any, described in
this specification that do not fall under the scope of the
independent claims are to be interpreted as examples
useful for understanding various embodiments of the in-
vention.

BRIEF DESCRIPTION

[0029] Some examples will now be described with ref-
erence to the accompanying drawings in which:

FIG. 1 shows an example of the subject matter de-
scribed herein;

FIG. 2 shows another example of the subject matter
described herein;

FIG. 3 shows another example of the subject matter
described herein;

FIG. 4 shows another example of the subject matter
described herein;

FIG. 5 shows another example of the subject matter
described herein;

FIG. 6 shows another example of the subject matter
described herein;

FIG. 7 shows another example of the subject matter
described herein;

FIG. 8 shows another example of the subject matter
described herein;

FIG. 9 shows another example of the subject matter
described herein;

FIG. 10A shows another example of the subject mat-
ter described herein;

FIG. 10B shows another example of the subject mat-
ter described herein.
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DETAILED DESCRIPTION

[0030] In the following there is described examples of
an apparatus 1 comprising means for: forming one or
more electrical connections 5 with an attachment 3, such
as an attachment device 3;

controlling candidate-specific signaling 9 on the one
or more electrical connections 5 to provide one or
more commands in a form specific to a candidate 23
for the attachment 3;

confirming, based on a response 11 of the attach-
ment 3 to the candidate-specific signaling 9, an iden-
tity of the attachment 3 as the candidate 23 for the
attachment 3; and

loading attachment-specific code 13, dependent up-
on the identity of the attachment 3 to configure the
apparatus 1 to access one or more functions of the
attachment 3. In some instances, the one or more
functions of the attachment 3 are not accessible with-
out the attachment-specific code.

[0031] In this way, the apparatus 1 provides a probe
to a new attachment 3 and receives in reply a response,
where the pairing of the probe-response can provide in-
formation on the identity of the new attachment 3. The
probe (candidate-specific signaling 9) is specific to the
candidate 23 for the attachment 3 (a putative/possible
attachment). The response can be specific or non-spe-
cific. However, the pairing of the probe and response is
sufficiently specific to confirm the identity of the attach-
ment 3 as the candidate 23 for the attachment 3 or confirm
the identity of the attachment 3 as not the candidate 23
for the attachment 3. The identity of the attachment 3 is
used to load attachment-specific code 13 at the appara-
tus 1 to, at least partly, re-configure the apparatus 1. The
newly reconfigured apparatus 1 can now access one or
more functions of the attachment 3 that were not acces-
sible without the reconfiguration by the attachment-spe-
cific code 13.

[0032] In some examples, the attachment-specific
code is obtained from a remote server 17.

[0033] In some examples, information 25 configuring
the probe (candidate-specific signaling 9) and/or infor-
mation configuring the expected response 51 to the
probe can be obtained from the remote server 17 or a
different server.

[0034] Insome examples, a remote server 17 can pro-
vide, to multiple apparatuses 1, services comprising sup-
plying attachment-specific code 13, and configuring
probes (candidate-specific signaling 9) and/or the ex-
pected response 51 to the probes.

[0035] FIG 1 illustrates an example of an apparatus 1.
[0036] The apparatus comprises an interface 4 for
forming one or more electrical connections 5 with an at-
tachment 3.

[0037] The apparatus 1 comprises a controller 7 for
controlling candidate-specific signaling 9 on the one or
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more electrical connections 5 to provide one or more
commands in a form specific to a candidate for the at-
tachment 3, for confirming, based on a response 11 of
the attachment 3 to the candidate-specific signaling 9,
an identity of the attachment 3 as the candidate for the
attachment 3; and for loading/receiving attachment-spe-
cific code 13, dependent upon the identity of the attach-
ment 3 to configure the apparatus 1 to access one or
more functions of the attachment 3 not accessible without
the attachment-specific code 13.

[0038] In at least some examples, the interface 4 for
forming one or more electrical connections 5 with an at-
tachment 3 is a physical interface that forms physical
interconnections with a corresponding interface of an at-
tachment 3. The physical interconnections are used for
the electrical connections 5 with an attachment 3. In at
least some examples, each physical interconnection pro-
vides an electrical connection. For example, input/output
(I/O) pins can be used to form the physical interconnec-
tions and provide the electrical connections 5. The I/O
pins form one or more physical interconnections between
the apparatus 1 and the attachment 3 for electrical sig-
naling.

[0039] In at least some examples, there is a pool (a
set) of candidates. The pool comprises a plurality of can-
didates for the attachment 3.

[0040] There is candidate-specific signaling 9 for each
candidate in the pool. The candidate-specific signaling
comprises N commands where N >1. The N commands
are provided in a candidate-specific form.

[0041] The candidate-specificform ofthe Ncommands
is unique to the pool of the plurality of candidates 23.
Thatis, the candidate-specific form for one candidate 23
is not shared with another candidate 23 in the pool.
[0042] As illustrated in FIG 4, the candidate-specific
signaling 9 is physical layer signaling. The candidate-
specific signaling 9 in FIG 4 is, for example, voltage level
signaling.

[0043] Control of candidate-specific signaling 9 on the
one or more electrical connections 5 to provide one or
more commands in a form specific to a candidate 23 for
the attachment 3 is achieved, for example, by controlling
time-variation of voltage levels on one or more general
purpose I/O pins. This can be achieved by periodically
pulling a voltage to a HIGH level and pulling the voltage
to a LOW level. Multiple commands have a form charac-
terized by a sequence of time-varying voltage signals.
[0044] As illustrated in FIG 4 an electrical connection
5, for example "pin 1" or "pin 3", can be used first to
provide candidate-specific signaling 9 to the attachment
3 from the apparatus 1 and then subsequently used to
provide a response 11 from the attachment 3 to the ap-
paratus 1.

[0045] As illustrated in FIG 4 an electrical connection
5, for example a "pin 2", that is connected but not used
first to provide candidate-specific signaling 9 to the at-
tachment 3 from the apparatus 1 can be subsequently
used to provide a response 11 from the attachment 3 to
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the apparatus 1.

[0046] The apparatus 1 can, for example, be a micro-
controller, a single-board computer (SBC), a processor
and/or circuitry, or any combination thereof, with one or
more electrical connections, such as I/O pins. In some
examples, the apparatus can be any computer appara-
tus, such as a wireless communication device and/or an
loT (Internet-of-Things) device, with one or more electri-
cal connections, such as I/O pins. In some instances, the
apparatus 1 is without an operating system and does not
have a device discovery mechanism.

[0047] The attachment 3 is a hardware module/exten-
sion for augmenting functionality of the apparatus 1. It
can be a sensor module/device, a communication mod-
ule/device, a memory module/device, a battery mod-
ule/device, a power source module/device, a user inter-
face module/device, a user input module/device, loT
module/device, etc. or any combination thereof. The at-
tachment 3 can be implemented with or without its own
one or more processors, memories and computer pro-
gram code, that are together configured to cause the at-
tachment to function based on the one or more computer
program code.

[0048] FIG 2 illustrates an example of a method 100
that enables functionality of the apparatus 1 to be ex-
tended by connecting an attachment 3. The attachment
3 can be a removable or replaceable attachment.
[0049] The method 100 re-configures the apparatus 1
to access one or more functions of the attachment 3 not
previously accessible by loading attachment-specific
code 13 at the apparatus 1.

[0050] At block 102, the method 100 comprises con-
trolling candidate-specific signaling 9 on one or more
electrical connections 5, formed between the apparatus
1 and the attachment 3, to provide one or more com-
mands in aform specific to a candidate for the attachment
3.

[0051] At block 104, the method 100 comprises con-
firming, based on a response 11 of the attachment 3 to
the candidate-specific signaling 9, an identity of the at-
tachment 3 as the candidate 23 for the attachment 3.
[0052] Atblock 106, the method 100 comprisesloading
attachment-specific code 13, dependent upon the iden-
tity of the attachment 3, to configure the apparatus 1 to
access one or more functions of the attachment 3. In
some instances, the attachment 3 is not accessible with-
out the attachment-specific code 13 installed/configured
in the apparatus 1.

[0053] If anidentity of the attachment as the candidate
for the attachment 3 cannot be confirmed, the method
100 can be restarted 108 at block 102 in respect of a
different candidate for the attachment 3. Block 102 then
controls candidate-specific signaling on one or more
electrical connections 5 to provide one or more com-
mands in a form specific to a different candidate 23 for
the attachment 3.

[0054] As the candidate-specific signaling 9 provides
one or more commands in a form specific to a candidate
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23 for the attachment 3, then if the candidate 23 changes,
the candidate-specific signaling 9 is different and pro-
vides one or more commands in a different form specific
to the new candidate 23 for the attachment 3.

[0055] Itis possible for the candidate-specific signaling
9 to be different and use the same or different one or
more electrical connections 5.

[0056] Itis possible for the candidate-specific signaling
9 to be different and command, logically, the same or
different functions. However, the candidate-specific sig-
naling 9 is physically different (different at the physical
layer) having a form specific to the new candidate for the
attachment 3.

[0057] The method 100 can loop through blocks 102,
104, 108 until a pool of available candidate attachments
is exhausted or identity of the attachment 3 is confirmed
as the identity of the current candidate 23 for the attach-
ment 3 at block 104.

[0058] FIG 3 illustrates in more detail block 104. At
block 104, the method comprises detecting a response
11 of/from the attachment 3 to the candidate-specific sig-
naling 9, which provide one or more commands in a form
specific to a candidate 23 for the attachment 3. The re-
sponse 11 enables confirmation of an identity of the at-
tachment 3 as the candidate 23 for the attachment 3.
[0059] At sub-block 110, the method comprises deter-
mining if the response 11 of the attachment 3 to the can-
didate-specific signaling 9 matches an expected re-
sponse 51 of the candidate for the attachment 3 to the
one or more commands.

[0060] If the response 11 of the attachment 3 to the
candidate-specific signaling 9 matches the expected re-
sponse 51 of the candidate 23 for the attachment 3 to
the one or more commands, the method moves to sub-
block 112 where the attachment 3 is identified as the
candidate. The candidate identity is confirmed as the true
identity enabling the loading and/or storing of attach-
ment-specific code 13, dependent upon the identity of
the attachment 3, to configure the apparatus 1 to access
one or more functions of the attachment 3, that may not
be accessible without the attachment-specific code 13.
[0061] If the response 11 of the attachment 3 to the
candidate-specific signaling 9 does not match the ex-
pected response 51 of the candidate 23 for the attach-
ment 3 to the one or more commands, the method moves
to sub-block 114 and the attachment 3 is identified as
NOT the candidate. The candidate identity is confirmed
as NOT the true identity. The method controls candidate-
specific signaling 9 on one or more electrical connections
5 to provide one or more commands in a form specific to
a different candidate 23 for the attachment 3. This can
for example be achieved by the method 100 being re-
started 108 atblock 102 in respect of adifferent candidate
23 for the attachment 3. Block 102 then controls candi-
date-specific signaling on one or more electrical connec-
tions 5 to provide one or more commands in a form spe-
cific to a different candidate 23 for the attachment 3. The
method 100 can loop through blocks 102, 104, 108 until
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a pool of available candidate attachments is exhausted
or identity of the attachment is confirmed as the identity
of the current candidate 23 for the attachment 3 at sub-
block 110 of block 104.

[0062] FIG 5illustrates an example of the method 100
that enables functionality of an apparatus 1 to be extend-
ed by connecting an attachment 3. The attachment 3 can
be a removable or replaceable attachment.

[0063] The method configures the apparatus 1 to ac-
cess 118 one or more functions of the attachment 3 not
previously accessible by loading attachment-specific
code 13 at the apparatus 1.

[0064] At block 102, the method 100 comprises con-
trolling candidate-specific signaling 9 on one or more
electrical connections 5, formed between the apparatus
1 and the attachment 3, to provide one or more com-
mands in aform specific to a candidate for the attachment
3.

[0065] Atblock 104,the method 100 comprises detect-
ing a response 11 of the attachment 3 to the candidate-
specific signaling 9.

[0066] Atblock 110, the detected response 11 is used
to attempt to confirm an identity of the attachment 3 as
the candidate 23 for the attachment 3. It is determined if
the response 11 of the attachment 3 to the candidate-
specific signaling 9 matches an expected response 51
of the candidate for the attachment 3 to the one or more
commands.

[0067] If the response 11 of the attachment 3 to the
candidate-specific signaling 9 does not match an expect-
ed response 51 of the candidate 23 for the attachment 3
to the one or more commands, the method abandons the
current candidate 23 for the attachment and selects a
new, different candidate 23’ for the attachment and will
control candidate-specific signaling 9° on one or more
electrical connections 5 to provide one or more com-
mands in a form specific to the new, different candidate
23’ for the attachment 3.

[0068] At block 102A, the method 100 comprises con-
trolling candidate-specific signaling 9’ on one or more
electrical connections 5, formed between the apparatus
1 and the attachment 3, to provide one or more com-
mands in a form specific to the candidate 23’ for the at-
tachment 3.

[0069] At block 104A, the method 100 comprises de-
tecting a response 1 1’ of the attachment 3 to the candi-
date-specific signaling 9’ of block 102A.

[0070] At block 110A, the detected response 11’ is
used to attempt to confirm an identity of the attachment
3 as the candidate 23’ for the attachment 3. It is deter-
mined if the response 11’ of the attachment 3 to the can-
didate-specific signaling 9 matches an expected re-
sponse 51’ of the candidate 23’ for the attachment 3 to
the one or more commands.

[0071] If the response 11’ of the attachment 3 to the
candidate-specific signaling 9’ does match the expected
response 51’ of the candidate 23’ for the attachment 3
to the one or more commands, the attachment 3 is iden-
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tified as the candidate. The candidate identity is con-
firmed as the true identity enabling, at block 106, the load-
ing/storing of attachment-specific code 13, dependent
upon the identity of the attachment 3, to configure the
apparatus 1 to access one or more functions of the at-
tachment 3 not accessible without the attachment-spe-
cific code 13.

[0072] Atblock 118, the apparatus 1 accesses one or
more functions of the attachment 3 which may not be
accessible without the attachment-specific code 13.
[0073] FIG 6 illustrates an apparatus 1 and an attach-
ment 3 as previously described. The FIG additionally il-
lustrates a server 17. The server 17, apparatus 1 and the
attachment 3 together form a system 70.

[0074] The server 17 canbe used toaugmentthe func-
tionality of the apparatus 1 by communicating with the
apparatus 1. For example, the attachment-specific code
13 can be provided by the server 17. For example, the
candidate-specific signaling 9 can be provided by the
server 17. For example, the expected response 51 can
be provided by the server 17.

[0075] In the example illustrated, the apparatus 1 is
configured to communicate wirelessly with the server. In
some examples the server 17 is configured for direct wire-
less communication with the apparatus 1 and in other
examples the server 17 is configured for indirect wireless
communication with the apparatus 1 via a network or
proxy. In the particular example illustrated, the apparatus
1 comprises a radio transceiver 15 configured for direct
communication with a radio transceiver 19 of the server
17.

[0076] The apparatus 1 is configured to obtain, from
the server 17, the attachment-specific code 13 which,
whenloaded inthe apparatus 1, configures the apparatus
1 to access functions of the attachment 3, which may not
be accessible without the attachment-specific code 13.
[0077] The apparatus 1 can be configured to receive,
from the server, instructions 25 for defining candidate-
specific signaling 9, for example, indicating the form
and/or list of the one or more commands which is specific
to the candidate 23 for the attachment 3. In some exam-
ples, the instructions 25 specify the form of the one or
more commands which is specific to the candidate 23 for
the attachment 3

[0078] The apparatus 1 can be configured to receive,
from the server 17, an expected response 51 of the can-
didate 23 for the attachment 3 to the form of the one or
more commands, which is specific to the candidate 23
for the attachment 3. The apparatus 1 compares/match-
es the response 11 of the attachment 3 to the candidate-
specific signaling with the expected response 51. In this
way, the expected response 51 is used to determine if
the response 11 of the attachment 3 to the candidate-
specific signaling 9 matches an expected response 51
of the candidate 23 for the attachment 3 to the one or
more commands. The apparatus 1 is configured to report
a result of the comparison/matching to the server 17 to
enable the server to identify the correct attachment-spe-
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cific code 13.
[0079] FIG 6 is therefore illustrative of an example of
a system 70 comprising:

an apparatus 1;

a server 17 for enabling transfer of attachment-spe-
cific code 13 to the apparatus 1;

an attachment 3 for physical connection to the ap-
paratus 1;

the system 70 comprising means for:

forming one or more physical connections be-
tween the apparatus 1 and the attachment 3 for
electrical signaling;

determining, at the server 17 or the apparatus
1, a candidate 23 for the attachment 3;

atthe apparatus 1, controlling candidate-specific sig-
naling 9 to the attachment 3 on the one or more elec-
trical connections 5 to provide one or more com-
mands to the attachment 3 in a form specific to the
determined candidate 23 for the attachment 3; at the
apparatus 1, detecting a response 11 of the attach-
ment 3 to the candidate-specific signaling;

at the server and/or the apparatus 1, determining if
theresponse 11 of the attachment 3 to the candidate-
specific signaling 9 matches an expected response
51 of the candidate 23 for the attachment 3 to the
candidate-specific signaling 9 and, if so, identifying
the attachment 3 as the candidate 23 for the attach-
ment 3;

at the server, identifying attachment-specific code
13 dependent upon the identification of the attach-
ment 3 as the candidate 23 for the attachment 3 and
providing the attachment-specific code 13 to the ap-
paratus 1; and at the apparatus 1, loading the pro-
vided attachment-specific code 13 to configure the
apparatus 1 to access one or more functions of the
attachment 3, which may not be accessible without
the provided attachment-specific code 13.

[0080] The candidate 23 for the attachment 3 can be
selected from a pool of candidates 21 for the attachment.
The form of one or more commands provided by the can-
didate-specific signaling 9 is unique for the attachment
3 amongst the pool of candidates 21. In at least some
examples, the server 17 is shared by the apparatus 1
and other apparatuses 1 for enabling transfer of attach-
ment-specific code 13 to the apparatus 1 and the other
apparatuses 1 as described above. Each of the appara-
tuses 1 can operate as described above and the server
17 can operate independently, as described above, for
each apparatus 1.

[0081] The server 17 can therefore communicate sep-
arately with multiple apparatuses 1, for example, using
radio transceiver 19 and/or via a wired network. Each
apparatus 1 is configured to form one or more physical
connections 5 between the respective apparatus 1 and
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arespective attachment 3 for electrical signaling between
the respective apparatus 1 and the respective attach-
ment 3.

[0082] FIG 7 illustrates an example of the method 100
when the apparatus 1 can communicate with the server
17.

[0083] Atblock 172, the server 17 determines, for ex-
ample, after receiving / in response to a request from the
apparatus 1, a candidate 23 for the attachment 3 from a
pool of candidates for the attachment 3 and provides, to
the apparatus 1, instructions 25 for defining candidate-
specific signaling 9 for the determined candidate 23 and
candidate-specific expected responses 51 to the candi-
date-specific signaling 9 for the determined candidate 23
for the attachment 3. The candidate-specific signaling 9
comprises one or more commands in a form specific to
the determined candidate 23 for the attachment 3. The
candidate-specific expected response 51 enables deter-
mination, e.g. by comparing, at the apparatus 1, if a re-
sponse 11 of the attachment 3 to the respective candi-
date-specific signaling 9 matches a respective expected
response 51 of the candidate 23 for the attachment 3 to
the candidate-specific signaling 9 to identify the attach-
ment 3 as the candidate 23 for the attachment 3.
[0084] The blocks 102, 104, 110 are as previously de-
scribed. In this example, the response 11 of the attach-
ment 3 to the candidate-specific signaling 9 matches the
expected response 51 of the candidate 23 for the attach-
ment 3 to the one ormore commands, and the attachment
3 is identified as the candidate. The candidate identity is
confirmed as the true identity.

[0085] The apparatus 1 sends to the server attach-
ment-specific signaling 53 identifying the attachment 3.
[0086] The server 17 receives from the apparatus 1
attachment-specific signaling 53 identifying the attach-
ment 3, accesses 116 attachment-specific code 13 de-
pendent upon the identification of the attachment 3 and
provides the attachment-specific code 13 to the appara-
tus 1 to cause the apparatus 1 to load 106 the provided
attachment-specific code 13 to configure the apparatus
1 to access one or more functions of the attachment 3
not accessible to the apparatus 1 without the provided
attachment-specific code 13.

[0087] Insome examples, for example as illustrated in
FIG 8, the server 17 provides, to the apparatus 1, instruc-
tions 25 for defining candidate-specific signaling 9 for
each candidate 23 in the pool of candidates. Each can-
didate-specific signaling 9 comprises one or more com-
mands in a form specific to a candidate 23 for the attach-
ment 3.

[0088] The server 17 also provides, to the apparatus
1, candidate-specific expected responses 51 to the can-
didate-specific signaling 9 for each candidate 23 in the
pool. Each candidate-specific expected response 51 en-
ables determination at the apparatus 1 if a response 11
of the attachment 3 to the respective candidate-specific
signaling 9 matches a respective expected response 51
of the candidate 23 for the attachment 3 to the candidate-
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specific signaling 9 to identify the attachment 3 as the
candidate 23 for the attachment 3.

[0089] This allows the batch processing of the pool of
candidates by the apparatus 1.

[0090] In FIG 8, at a first time ti, the server provides
instructions 25 for defining candidate-specific signaling
9 to the apparatus 1 for each candidate 23 for the attach-
ment 3 in a first subset S, of candidate attachments and
provides candidate-specific expected responses 51 to
the candidate-specific signaling 9 to the apparatus 1 for
each candidate 23 for the attachment 3 in the first subset
S, of candidate attachments. Each candidate-specific
signaling 9 comprises one or more commands in a form
specific to the determined candidate 23 for the attach-
ment 3. Each candidate-specific expected response 51
enables determination at the apparatus 1 if a response
11 of the attachment 3 to the respective candidate-spe-
cific signaling 9 matches a respective expected response
51 of the candidate 23 for the attachment 3 to the can-
didate-specific signaling 9 to identify the attachment 3 as
the candidate 23 for the attachment 3. This allows the
batch sequential processing of the first subset S, of can-
didate attachments by the apparatus 1 as enabled, for
example, by the loop 108 in FIG 2.

[0091] If none of the candidates 23 for the attachment
3in the first subset S, of candidate attachments are con-
firmed as the attachment, the apparatus requests 182 at
block 180 more candidates.

[0092] The server, at a second time t, after the first
time, provides instructions 25 for defining candidate-spe-
cific signaling 9 to the apparatus 1 for each candidate 23
for the attachment 3 in a second subset S, of candidate
attachments and provides candidate-specific expected
responses 51 to the candidate-specific signaling 9 to the
apparatus 1 for each candidate 23 for the attachment 3
in the second subset S, of candidate attachments. The
first subset S, and the second subset S, do not intersect.
Each candidate-specific signaling 9 comprises one or
more commands in a form specific to the determined can-
didate 23 for the attachment 3. Each candidate-specific
expected response 51 enables determination at the ap-
paratus 1 if a response 11 of the attachment 3 to the
respective candidate-specific signaling 9 matches a re-
spective expected response 51 of the candidate 23 for
the attachment 3 to the candidate-specific signaling 9 to
identify the attachment 3 as the candidate 23 for the at-
tachment 3. This allows the batch sequential processing
of the second S, and more subsets of candidate attach-
ments by the apparatus 1 as enabled, for example, by
the loop 108 in FIG 2.

[0093] A subset S; of candidate attachments can com-
prise M; candidates 23 for the attachment 3, where M;
>1. A subset S, of candidate attachments can therefore
comprise one or more candidates 23 for the attachment 3.
[0094] FIG 9 illustrates an example of initiation of the
method 100.

[0095] The apparatus 1is configured to detect 120 that
one or more new electrical connections 5 have been
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formed at an interface 4, for I/O pins, used to connect an
attachment 3 to the apparatus 1 and, in response to the
detection, initiate the method 100.

[0096] In this example, where the apparatus 1 commu-
nicates with a server 17, the apparatus 1 can send a
message 55 to the server 17.

[0097] The initial stage of the method 100 is to identify
a suitable candidate. This can be performed solely at the
apparatus 1, solely at a server 17 or jointly between the
apparatus 1 and the server, for example, the server can
identify a pool of candidates and the apparatus can iden-
tify an initial candidate from the pool.

[0098] The initial candidates for the attachment 3, or
the pool of candidates for the attachment, can be based
upon one or more of:

user input at the apparatus or to the server 17 indi-
cating a category of the attachment 3;

a number of electrical connections 5 formed with the
attachment 3 e.g., how many I/O pins are used;

a physical arrangement of electrical connections 5
formed with the attachment 3 e.g. which I/O pins are
used;

voltage states of the one or more electrical connec-
tions 5; or

a protocol used by the attachment 3.

[0099] Theapparatus 1 canbe configuredtodetermine
a protocol used by the attachment 3 by:

controlling non-candidate-specific signaling on the
one or more electrical connections 5 according to a
putative protocol and in a form not specific to a can-
didate 23 for the attachment 3 but generic to multiple
candidates for the attachment 3; and

detecting if the attachment 3 responds to the non-
candidate-specific signaling with a specificresponse
according to the candidate protocol. Thus, protocol
determination uses a non-specific probe and a spe-
cific response 11 (not a specific probe and re-
sponse).

[0100] Fig 10A illustrates an example of the controller
7 of the apparatus 1. Implementation of a controller 7
may be as one or more controller circuitries/processors
33. The controller 7 may be implemented in hardware
alone, have certain aspects in software including
firmware alone or can be a combination of hardware and
software (including firmware).

[0101] As illustrated in Fig 10A the controller 7 may be
implemented using instructions that enable hardware
functionality, for example, by using executable code 37,
that may be stored on one or more computer readable
storage medium 35 (disk, memory etc.), to be executed
in one or more general-purpose or special-purpose proc-
essors 33.

[0102] The processor 33is configured to read from and
write to the memory 35. The processor 33 may also com-
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prise an output interface via which data and/or com-
mands are output by the processor 33 and an input in-
terface via which data and/or commands are input to the
processor 33.

[0103] The memory 35 stores a computer program,
such as an executable code 37, comprising computer
program instructions (computer program code),that con-
trols the operation of the apparatus 1 when loaded into
the processor 33. The executable code 37 provides the
logic and routines that enables the apparatus to perform
the methods illustrated in Figs 1 to 9. The processor 33
by reading the memory 35 is able to load and execute
the executable code 37.

[0104] The apparatus 1 therefore comprises:

at least one processor 33; and

atleastone memory 35including executable code 37
the atleast one memory 35 and the executable code
37 configured to, with the at least one processor 33,
cause the apparatus 1 at least to perform:

controlling candidate-specific signaling 9 onone
or more electrical connections 5,

formed between the apparatus 1 and the attach-
ment 3, to provide one or more commands in a
form specific to a candidate for the attachment 3;
confirming, based on a response 11 of the at-
tachment 3 to the candidate-specific signaling
9, an identity of the attachment 3 as the candi-
date 23 for the attachment 3; and

loading attachment-specific code 13, depend-
entupon the identity of the attachment 3, to con-
figure the apparatus 1 to access one or more
functions of the attachment 3 not accessible
without the attachment-specific code 13.

[0105]
es:

In general, the apparatus 1 therefore compris-

at least one processor 33; and

at least one memory 35 including computer program
37,

the at least one memory 35 and the computer pro-
gram 37 configured to, with the at least one proces-
sor 33, cause the apparatus 1 at least to perform
based on the computer program 37, for example, the
executable code 37.

[0106] Asillustratedin Fig 10B, the computer program,
such as an executable code 37, may be transported using
any suitable delivery mechanism 39. The delivery mech-
anism 39 may be, for example, a machine-readable me-
dium, a computer-readable medium, a non-transitory
computer-readable storage medium, a computer pro-
gram product, a memory device, a record medium such
as a Compact Disc Read-Only Memory (CD-ROM) or a
Digital Versatile Disc (DVD) or a solid-state memory, an
article of manufacture that comprises or tangibly embod-
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ies the executable code 37. The delivery mechanism may
be a signal configured to reliably transfer the executable
code 37.

[0107] Executable code 37 causes an apparatus to
perform at least the following or for performing at least
the following:

controlling candidate-specific signaling on one or
more electrical connections 5, formed with an attach-
ment 3, to provide one or more commands in a form
specific to a candidate 23 for the attachment 3;
confirming, based on a response 11 of the attach-
ment 3 to the candidate-specific signaling 9, aniden-
tity of the attachment 3 as the candidate 23 for the
attachment 3; and

loading attachment-specific code, dependent upon
the identity of the attachment 3, to configure the ap-
paratus to access functions of the attachment 3 not
accessible without the attachment-specific code.

[0108] The executable code 37 may be comprised in
a non-transitory computer readable medium, a computer
program product, a machine-readable medium. In some
but not necessarily all examples, the executable code 37
may be distributed over more than one computer pro-
gram.

[0109] Althoughthe memory 35isillustrated as a single
component/circuitry it may be implemented as one or
more separate components/circuitry some or all of which
may be integrated/removable and/or may provide per-
manent/semi-permanent/ dynamic/cached storage.
[0110] Although the processor 33 is illustrated as a sin-
gle component/circuitry it may be implemented as one
or more separate components/circuitry some or all of
which may be integrated/removable. The processor 33
may be a single core or multi-core processor.

[0111] References to’computer-readable storage me-
dium’, ‘computer program product’, ‘tangibly embodied
computer program’ etc. or a’controller’,’computer’, ‘proc-
essor’ etc. should be understood to encompass not only
computers having different architectures such as single
/multi- processor architectures and sequential (Von Neu-
mann)/parallel architectures but also specialized circuits
such as field-programmable gate arrays (FPGA), appli-
cation specific circuits (ASIC), signal processing devices
and other processing circuitry. References to computer
program, instructions, executable code etc. should be
understood to encompass software for a programmable
processor or firmware such as, for example, the program-
mable content of a hardware device whether instructions
for a processor, or configuration settings for a fixed-func-
tion device, gate array or programmable logic device etc.
[0112] As used in this application, the term ’circuitry’
may refer to one or more or all of the following:

(a) hardware-only circuitry implementations (such as
implementations in only analog and/or digital circuit-
ry) and
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(b) combinations of hardware circuits and software,
such as (as applicable):

(i) a combination of analog and/or digital hard-
ware circuit(s) with software/firmware and

(ii) any portions of hardware processor(s) with
software (including digital signal processor(s)),
software, and memory(ies) that work together
to cause an apparatus, such as a mobile phone
or server, to perform various functions and

(c) hardware circuit(s) and or processor(s), such as
a microprocessor(s) or a portion of a microproces-
sor(s), that requires software (e.g. firmware) for op-
eration, but the software may not be present when
it is not needed for operation.

[0113] This definition of circuitry applies to all uses of
this term, and all means, in this application, including in
any claims. As a further example, as used in this appli-
cation, the term circuitry also covers an implementation
of merely a hardware circuit or processor and its (or their)
accompanying software and/or firmware. The term cir-
cuitry also covers, for example and if applicable to the
particular claim element, a baseband integrated circuit
for a mobile device or a similar integrated circuit in a
server, a cellular network device, or other computing or
network device.

[0114] The blocks illustrated in the Figs 2, 3, 5and 7
to 9 may represent steps in a method and/or sections of
code in the executable code 37. The illustration of a par-
ticular order to the blocks does not necessarily imply that
there is a required or preferred order for the blocks and
the order and arrangement of the block may be varied.
Furthermore, it may be possible for some blocks to be
omitted.

[0115] Referring back to the previous examples, the
server 17 can be embedded in new or existing Internet
of Things (loT) Hubs/servers (for example used in home
automation, industrial automation, farming automation,
etc.) orinstantiated independently in the cloud or in edge-
cloud/server/computer. It could also be embedded in an
end-user device, for example, a mobile telephone/com-
munication device, laptop, tablet, wireless access
point/router, server, vehicle, etc. or any combination
thereof.

[0116] Anoptionalthird-party component, a remote da-
tabase can be used to store some or all of the data pro-
vided by the server 17 to the apparatus 1. The remote
database can be shared by multiple servers 17. The data
provided by the server 17 to the apparatus 1 can then be
provided on request by the local server 17, possibly
based on detected behavior and microcontroller type in
the apparatus 1.

[0117] The apparatus 1 (i.e. its microcontroller) can
dedicate a part of its internal memory (including the boot-
load section) to host the client to the server and provide
the functionality for performing the above-described
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methods, for example method 100. The bootload mem-
ory part will remain static.

[0118] The apparatus 1 can allows In-System Pro-
gramming (ISP), and can be remotely resettable.
[0119] In some examples, there are two main com-
mands from the server to the apparatus 1:

RESET: load new code in the microcontroller mem-
ory of the apparatus 1 and reset the microcontroller;
DETECT: run DTIS (Duck-Typing Instruction Set)
and report results.

[0120] The DETECT command controls candidate-
specific signaling 9 on the one or more electrical connec-
tions 5 to provide one or more commands in a form spe-
cific to a candidate 23 for the attachment 3. On DETECT
command, the microcontroller 7 receives and runs a
DTIS (Duck-Typing Instruction Set) in order to detect po-
tential new hardware attachments 3 and reports the re-
sults to the server 17.

[0121] The RESET command causes loading of at-
tachment-specific code 13 at the microcontroller 7, de-
pendentupon the identity of the attachment 3 to configure
the apparatus 1 to access one or more functions of the
attachment 3 not accessible without the attachment-spe-
cific code. On RESET command, the microcontroller 7
receives and loads new attachment-specific code 13 and
eventually resets itself, this operation is required to up-
date the apparatus 1 functionalities, for example by up-
dating the internal code and adding new libraries.
[0122] With these two commands, a low-power com-
putational apparatus 1 can be updated and upgraded
(with new hardware attachments 3) automatically or man-
ually (user-initiated).

[0123] A Duck-Typing Instruction Set (DTIS) is a spe-
cific procedure including a low-level sequence (electrical
signals) defined for a given microcontroller 7 and a piece
of hardware to be tested (such as a sensor) for identifi-
cation/typing purpose.

[0124] In atleast some examples, the DTIS object ex-
changed between the server 17 and the apparatus 1 us-
ing the DETECT command comprises:

- an apparatus target name (the microcontroller iden-
tifier the following instructions must be executed on-
to)

- aDTIS sequence number (a handle for communica-
tion with server 17)

- alist of microcontroller-specific commands to oper-
ate on I/O pins. This defines the candidate-specific
signaling 9 on the one or more electrical connections
5to provide one or more commands in a form specific
to a candidate 23 for the attachment 3. The com-
mands can be characterized by a type (in-out-pwm-
analog-digital), a value, a timing and a target (cf. mi-
crocontroller pinout identifiers))

- the expected response 51 (range, Boolean, se-
quence).

10

15

20

25

30

35

40

45

50

55

1"

[0125] The apparatus 1 can detect activity on free I/O
pins and report it to the server 17 (these steps may be
replaced by a user-initiated installation request, from the
Hub). Then the server 17 either uses its local data to
select corresponding DTIS candidates (for the given mi-
crocontroller) or may fetch data from an external data-
base.

[0126] Once the candidates are selected, a DETECT
command is sent to the apparatus 1 as aresponse to the
initial request, carrying a set of DTIS (wrt. memory re-
strictions) in order to "probe" the new hardware attach-
ment 3. Onreception ofthe DETECT command, the DTIS
object(s) are executed by the apparatus 1.

[0127] The apparatus 1 sequentially tests the hard-
ware attachment 3 by running the DTIS. The apparatus
1 controls candidate-specific signaling 9 on the one or
more electrical connections 5 to provide one or more
commands in a form specific to a candidate 23 for the
attachment 3.

[0128] Each response 11 by the attachment 3 to can-
didate-specific signaling 9 is tested against a respective
expected response 51 and a confirmation of the hard-
ware attachment 3 identity is immediately notified to the
server 17 (positive feedback).

[0129] Additional candidate 23 tests (DTIS) may be re-
quested to the server 17, e.g. loT Hub, until a positive
feedback from the new hardware attachment 3 is ob-
served, that is, for example, that the response 11 from
the hardware attachment 3 matches the expected re-
sponse 51.

[0130] A positive match is notified to the server 17 so
itcantriggerthe RESET command carrying the new client
code (hardware driver + reporting code). The server 17
loads the new client code 13 and resets the microcon-
troller of the apparatus 1, the new hardware attachment
3is then able to communicate with the apparatus 1 which
can report the new data to the server 17.

[0131] The testresult (positive feedback) is sent to the
server 17, but the whole test (set of instructions as de-
scribed by the DTIS) is preferably carried out by the ap-
paratus 1 because of the very strict timings required by
the low-level signaling protocols (microseconds inter-
vals).

[0132] It will be appreciated that the foregoing exam-
ples enable dynamic upgrade of a functionally limited ap-
paratus 1 that, for example, uses a microcontroller with-
out an operating system rather than a microcomputer
with operating system.

[0133] This brings flexibility to low-power computation-
al apparatuses 1 with a lightweight mechanism located
within the microcontroller to detect and install new one
or more hardware extensions, such as one or more at-
tachments devices 3.

[0134] This significantly reduces the cost of deploying
an upgradable loT ecosystem. loT devices (apparatus 1)
will be reusable and will evolve and adapt to their envi-
ronment with the possibility to update by adding one or
more hardware extensions (i.e. an attachment device 3),
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while keeping cheap microcontroller-enabled assets.
The solution is ecological with more multi-function appa-
ratuses 1, less power consumption, and less bandwidth
use. The solution enables loT ecosystems to evolve ex-
isting assets instead of growing by adding or replacing
assets. The solution offers greater security as apparatus
1 can be updated to fix bugs and various security flaws.
[0135] The apparatus 1 can be, or can be used in, a
"smart" home appliance (such as refrigerator, washing
machine, or coffee maker, etc.) and/or a house, vehicle,
loT device, industrial process device, etc. or any device
as a part of the aforementioned, such as door, alarm
system, shutters, electrical motor, valve, sensor, camera,
etc., which could be dynamically enhanced with one or
more extra physical/software capabilities by simply plug-
ging a right extension hardware module, such as the at-
tachment device 3, on an exposed electrical connector
interface 4 of an apparatus 1. Then apparatus 1, aug-
mented with the connected hardware attachment 3, can
detect and install the required firmware 13. This can en-
able new functionalities at the apparatus 1 based on one
or more defined functionalities of the attachment device
3. For example, the refrigerator will be able to scan and
report stored products; the washing machine will be able
to measure the water hardness by a water hardness sen-
sor; the coffee maker will play music by a loudspeaker;
the NFC-enabled door will connect with Bluetooth too by
a Bluetooth communication device; the alarm system will
be enriched with an IR-camera; the shutters will be con-
trolled by a light detector, the vehicle will be enriched with
a LIDAR (Light Detection and Ranging) device, etc.
[0136] The apparatus 1 can also be used in Industrial-
loT. The ability to easily and dynamically enhance con-
nected pieces of hardware (e.g. sensors, actuators)
could be used to reconfigure large fleets of robots / things,
and timely match their capabilities to the specific needs
of a given production line.

[0137] The server 17 can be logically hosted on a local
loT Hub/server. However, the server 17 could also be
running on the end-user device (e.g. smartphone, laptop,
tablet, vehicle) and support an operator who is interact-
ing/enhancing devices on the field.

[0138] Where a structural feature has been described,
it may be replaced by means for performing one or more
ofthe functions ofthe structural feature whether that func-
tion or those functions are explicitly or implicitly de-
scribed.

[0139] As used here 'module’ refers to a unit or appa-
ratus that excludes certain parts/components that would
be added by an end manufacturer or a user. The attach-
ment 3 can be a hardware module.

[0140] In one example, an apparatus comprises
means for:

forming one or more electrical connections with an
attachment;

controlling candidate-specific signaling on the one
or more electrical connections; providing, based on

10

15

20

25

35

40

45

50

55

12

the controlling, one or more commands in a form
specific to a candidate for the attachment;
confirming, based on a response of the attachment
to the candidate-specific signaling, an identity of the
attachment as the candidate for the attachment;
loading attachment-specific code, dependent upon
the identity of the attachment, and configuring the
apparatus to access one or more functions of the
attachment.

[0141] In one example, an apparatus comprises
means for:

forming one or more electrical connections with an
attachment;
controlling signaling on the one or more electrical
connections;
providing, based on the controlling, one or more
commands in a form specific to a candidate for the
attachment;
detecting a response of the attachment to the sign-
aling,
enabling, based on the detection, identification of the
attachment from amongst candidates for the attach-
ment; and
loading attachment-specific code, identified using
the response, which configures the apparatus to ac-
cess functions of the attachment.
[0142] In one example, a method comprises:
controlling candidate-specific signaling on one or
more electrical connections, formed between an ap-
paratus and an attachment;
providing, based on the controlling, one or more
commands in a form specific to a candidate for the
attachment;
confirming, based on a response of the attachment
to the candidate-specific signaling, an identity of the
attachment as the candidate for the attachment; and
loading attachment-specific code, dependent upon
the identity of the attachment, to configure the ap-
paratus to access one or more functions of the at-
tachment.

[0143] Inone example, a computer program, when run
on a computer, performs:

controlling candidate-specific signaling on one or
more electrical connections, formed with an attach-
ment;

providing based on the controlling, one or more com-
mands in a form specific to a candidate for the at-
tachment;

confirming, based on a response of the attachment
to the candidate-specific signaling, an identity of the
attachment as the candidate for the attachment; and
loading attachment-specific code, dependent upon
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the identity of the attachment, to configure the com-
puter to access functions of the attachment.
[0144] In one example, a system comprises:
an apparatus;
an attachment for physical connection to the appa-
ratus;
a server, connected to the apparatus, comprising
means for transferring attachment-specific code to
the apparatus;
the apparatus, connected to the attachment and the
server, comprising means for:

forming one or more physical connections be-
tween the apparatus and the attachment for
electrical signaling;

at the server or the apparatus, means for deter-
mining a candidate for the attachment from a
pool of candidates for the attachment;

at the apparatus, means for controlling candi-
date-specific signaling to the attachment on the
one or more electrical connections to provide
one or more commands to the attachment in a
form specific to the determined candidate for the
attachment, the form being unique amongst the
pool of candidates for the attachment;

at the apparatus, means for detecting a re-
sponse of the attachment to the candidate-spe-
cific signaling;

at the server and/or the apparatus, means for
determining if the response of the attachment to
the candidate-specific signaling matches an ex-
pected response of the candidate for the attach-
ment to the candidate-specific signaling and, if
so, identifying the attachment as the candidate
for the attachment;

at the server, means for identifying attachment-
specific code dependent upon the identification
of the attachment as the candidate for the at-
tachment and providing the attachment-specific
code to the apparatus; and

atthe apparatus, means forloading the provided
attachment-specific code to configure the appa-
ratus to access one or more functions of the at-
tachment.

[0145] In one example, a server system for enabling
transfer of attachment-specific code to one or more ap-
paratuses comprises means for:

communicating separately with one or more appa-
ratuses configured to form one or

more physical connections between the respective
apparatus and a respective attachment for electrical
signaling between the respective apparatus and the
respective attachment;

determining, at the server a pool of candidates for
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the attachment or a candidate for the attachment
from a pool of candidates for the attachment;
providing candidate-specific signaling to the appa-
ratus for the determined candidate for the attach-
ment or for each candidate for the attachment in the
determined pool of attachments, each candidate-
specific signaling comprising one or more com-
mands in a form specific to the determined candidate
for the attachment,

providing candidate-specific expected responses to
the candidate-specific signaling to the apparatus for
the determined candidate for the attachment or for
candidate for the attachment in the determined pool
of attachments, each candidate-specific expected
response enabling determination at the apparatus if
a response of the attachment to the respective can-
didate-specific signaling matches a respective ex-
pected response of the candidate for the attachment
to the candidate-specific signaling to identify the at-
tachment as the candidate for the attachment;
receiving from the apparatus attachment-specific
signaling identifying the attachment; accessing at-
tachment-specific code dependent upon the identi-
fication of the attachment and providing the attach-
ment-specific code to the apparatus to cause the ap-
paratus to load the provided attachment-specific
code to configure the apparatus to access one or
more functions of the attachment.

[0146] The above-described examples find application
as enabling components of: automotive systems; tele-
communication systems; electronic systems including
consumer electronic products; distributed computing
systems; media systems for generating or rendering me-
dia content including audio, visual and audio visual con-
tent and mixed, mediated, virtual and/or augmented re-
ality; personal systems including personal health sys-
tems or personal fithess systems; navigation systems;
user interfaces also known as human machine interfac-
es; networks including cellular, non-cellular, and optical
networks; ad-hoc networks; the internet; the internet of
things; virtualized networks; and related software and
services.

[0147] The term 'comprise’ is used in this document
with an inclusive not an exclusive meaning. That is any
reference to X comprising Y indicates that X may com-
prise only one Y or may comprise more than one Y. If it
is intended to use 'comprise’ with an exclusive meaning
then it will be made clear in the context by referring to
"comprising only one" or by using "consisting".

[0148] In this description, reference has been made to
various examples. The description of features or func-
tions in relation to an example indicates that those fea-
tures or functions are present in that example. The use
of the term 'example’ or 'for example’ or ’can’ or ‘'may’ in
the text denotes, whether explicitly stated or not, that
such features or functions are present in at least the de-
scribed example, whether described as an example or
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not, and that they can be, butare not necessarily, present
in some of or all other examples. Thus 'example’, 'for
example’, ‘can’ or ‘'may’ refers to a particular instance in
a class of examples. A property of the instance can be a
property of only that instance or a property of the class
or a property of a sub-class of the class that includes
some butnotall of the instancesinthe class. Itis therefore
implicitly disclosed that a feature described with refer-
ence to one example but not with reference to another
example, can where possible be used in that other ex-
ample as part of a working combination but does not nec-
essarily have to be used in that other example.

[0149] Featuresdescribedinthe precedingdescription
may be used in combinations other than the combina-
tions explicitly described above.

[0150] Although functions have been described with
reference to certain features, those functions may be per-
formable by other features whether described or not.
[0151] Althoughfeatureshave been described with ref-
erence to certain examples, those features may also be
present in other examples whether described or not.
[0152] The term ’a’ or 'the’ is used in this document
with an inclusive not an exclusive meaning. That is any
reference to X comprising a/the Y indicates that X may
comprise only one Y or may comprise more than one Y
unless the context clearly indicates the contrary. If it is
intended to use 'a’ or 'the’ with an exclusive meaning
then it will be made clear in the context. In some circum-
stances the use of 'at least one’ or 'one or more’ may be
used to emphasis an inclusive meaning but the absence
of these terms should not be taken to infer any exclusive
meaning.

[0153] The presence of a feature (or combination of
features) in a claim is a reference to that feature or (com-
bination of features) itself and also to features that
achieve substantially the same technical effect (equiva-
lent features). The equivalent features include, for exam-
ple, features that are variants and achieve substantially
the same resultin substantially the same way. The equiv-
alent features include, for example, features that perform
substantially the same function, in substantially the same
way to achieve substantially the same result.

[0154] In this description, reference has been made to
various examples using adjectives or adjectival phrases
to describe characteristics of the examples. Such a de-
scription of a characteristic in relation to an example in-
dicates that the characteristic is present in some exam-
ples exactly as described and is present in other exam-
ples substantially as described.

[0155] Whilst endeavoring in the foregoing specifica-
tion to draw attention to those features believed to be of
importance it should be understood that the Applicant
may seek protection via the claims in respect of any pat-
entable feature or combination of features hereinbefore
referred to and/or shown in the drawings whether or not
emphasis has been placed thereon.
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Claims

1.

An apparatus comprising means for:

forming one or more electrical connections with
an attachment;

controlling candidate-specific signaling on the
one or more electrical connections to provide
one or more commands in a form specific to a
candidate for the attachment;

confirming, based on a response of the attach-
ment to the candidate-specific signaling, an
identity of the attachment as the candidate for
the attachment; and

loading attachment-specific code, dependent
upon the identity of the attachment, to configure
the apparatus to access one or more functions
of the attachment.

The apparatus according to claim 1, wherein the can-
didate-specific form of the one or more commands
is unique to a pool of a plurality of candidate attach-
ments.

The apparatus according to claim 1 or 2, wherein the
means are further configured to perform determining
if the response of the attachment to the candidate-
specific signaling matches an expected response of
the candidate for the attachment to the one or more
commands.

The apparatus according to any preceding claim,
wherein the means are further configured to perform
identifying the attachment as the candidate if the re-
sponse of the attachment to the candidate-specific
signaling matches an expected response of the can-
didate for the attachment to the one or more com-
mands,

The apparatus according to any preceding claim,
wherein the means are further configured to perform
controlling the candidate-specific signaling on the
one or more electrical connections to provide one or
more commands in a form specific to a different can-
didate for the attachment, if the response of the at-
tachment to the candidate-specific signaling does
not match an expected response of the candidate
for the attachment to the one or more commands.

The apparatus according to any preceding claim,
wherein the means are further configured to perform
communicating with a server to obtain, from the serv-
er, the attachment-specific code which, when load-
ed, configures the apparatus to access functions of
the attachment.

The apparatus according to claim 6, wherein the
means are further configured to perform receiving,
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from the server, instructions indicating the form of
the one or more commands which is specific to the
candidate for the attachment.

The apparatus according to any of claims 6 to 7,
wherein the means are further configured to perform:

receiving, from the server, an expected re-
sponse of the candidate for the attachment to
the one or more commands;

comparing the response of the attachment to
the candidate-specific signaling, with the ex-
pected response; and

reporting a result of the comparison to the server
to enable the server to identify the attachment-
specific code.

The apparatus according to any preceding claim,
wherein the means are further configured to perform
detecting that one or more electrical connections
with an attachmenthave been formed and controlling
candidate-specific signaling on the one or more elec-
trical connections in response.

The apparatus according to any preceding claim
wherein the candidates for the attachment are based
upon one or more of:

user input indicating a category of the attach-
ment;

number of electrical connections formed with the
attachment;

states of the one or more electrical connections;
or

a protocol used by the attachment.

The apparatus according to any preceding claim
wherein the means comprises at least one proces-
sor; and

at least one memory including computer program
code, the at least one memory and computer pro-
gram code configured to, with the at least one proc-
essor, cause the performance of the apparatus.

A method comprising:

controlling candidate-specific signaling on one
or more electrical connections, formed between
an apparatus and an attachment, to provide one
or more commands in a form specific to a can-
didate for the attachment;

confirming, based on a response of the attach-
ment to the candidate-specific signaling, an
identity of the attachment as the candidate for
the attachment; and

loading attachment-specific code, dependent
upon the identity of the attachment, to configure
the apparatus to access one or more functions
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of the attachment.

13. Executable code that, when run on a computer, per-

forms:

controlling candidate-specific signaling on one
or more electrical connections, formed with an
attachment, to provide one or more commands
in a form specific to a candidate for the attach-
ment;

confirming, based on a response of the attach-
ment to the candidate-specific signaling, an
identity of the attachment as the candidate for
the attachment; and

loading attachment-specific code, dependent
upon the identity of the attachment, to configure
the computer to access functions of the attach-
ment.

14. A system comprising:

an apparatus;

a server shared by the apparatus and other ap-
paratuses for enabling transfer of attachment-
specific code to the apparatus and the other ap-
paratuses;

an attachment for physical connection to the ap-
paratus;

the system comprising means for:

forming one or more physical connections
between the apparatus and the attachment
for electrical signaling;

determining, at the server or the apparatus,
a candidate for the attachment from a pool
of candidates for the attachment;

atthe apparatus, controlling candidate-spe-
cific signaling to the attachment on the one
or more electrical connections to provide
one or more commands to the attachment
in a form specific to the determined candi-
date for the attachment, the form being
uniqgue amongst the pool of candidates for
the attachment;

at the apparatus, detecting a response of
the attachment to the candidate-specific
signaling;

at the server and/or the apparatus, deter-
mining if the response of the attachment to
the candidate-specific signaling matches
an expected response of the candidate for
the attachment to the candidate-specific
signaling and, if so, identifying the attach-
ment as the candidate for the attachment;
atthe server, identifying attachment-specif-
ic code dependent upon the identification of
the attachment as the candidate for the at-
tachment and providing the attachment-
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specific code to the apparatus; and

at the apparatus, loading the provided at-
tachment-specific code to configure the ap-
paratus to access one or more functions of

the attachment. 5

15. A server apparatus system for enabling transfer of
attachment-specific code to apparatuses compris-
ing:

10
means for communicating separately with mul-
tiple apparatuses configured to form one or more
physical connections between the respective
apparatus and a respective attachment for elec-
trical signaling between the respective appara- 15
tus and the respective attachment;
determining, at the server a pool of candidates
for the attachment or a candidate for the attach-
ment from a pool of candidates for the attach-
ment; 20
providing candidate-specific signaling to the ap-
paratus for the determined candidate for the at-
tachment or for each candidate for the attach-
ment in the determined pool of attachments,
each candidate-specific signaling comprising 25
one or more commands in a form specific to the
determined candidate for the attachment,
providing candidate-specific expected respons-
es to the candidate-specific signaling to the ap-
paratus for the determined candidate for the at- 30
tachment or for each candidate for the attach-
ment in the determined pool of attachments,
each candidate-specific expected response en-
abling determination at the apparatus if a re-
sponse of the attachment to the respective can- 35
didate-specific signaling matches a respective
expected response of the candidate for the at-
tachment to the candidate-specific signaling to
identify the attachment as the candidate for the
attachment; 40
receiving from the apparatus attachment-spe-
cific signaling identifying the attachment;
accessing attachment-specific code dependent
upon the identification of the attachment and
providing the attachment-specific code to the 45
apparatus to cause the apparatus to load the
provided attachment-specific code to configure
the apparatus to access one or more functions

of the attachment.
50
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