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Description
CROSS-REFERENCES TO RELATED APPLICATION

[0001] This application claims priority to Chinese Ap-
plication No. 202111017737.0 filed on September 1,
2021, the entire content of which is incorporated herein
by reference.

TECHNICAL FIELD

[0002] The present disclosure generally relates to the
integrated circuit field and, more particularly, to a micro-
processor, a data processing method, an electronic de-
vice, and a storage medium.

BACKGROUND

[0003] As security requirements imposed by computer
systems are increasing, more and more security tech-
nologies are being applied to various computer systems.
Cryptography and trusted execution environment (TEE)
technology have become an important part of a security
system. A cryptography operation is an essential part of
the security system. As a part of the security system or
a secure computer system, a cryptographic acceleration
engine is used to perform the cryptography operation to
improve the efficiency and performance of the cryptog-
raphy operation. In the security system, cryptography is
used to prevent an attacker from obtaining important da-
ta, faking identity, or modifying a document. Most proc-
essors support TEE and a rich execution environment
(REE). TEE is used to execute a trusted program with a
specific function. REE is used to execute a normal pro-
gram with rich functions. TEE can provide various secu-
rity services for REE. Generally, an application in REE
has a relatively low-security requirement. An application
in TEE has a relatively high-security requirement. Coop-
eration between TEE and the environment can form a
computer system that is relatively safe and has rich func-
tions.

[0004] Thus, itis desired to establish a secure compu-
ter system.

SUMMARY

[0005] Embodiments of the present disclosure provide
amicroprocessor comprising a cryptographic engine and
a controller. The controller is connected to the crypto-
graphic engine and configured to receive a plurality of
access requests from a plurality of execution environ-
ments, respectively and respond to one of the plurality
of access requests and instruct the cryptographic engine
to execute a cryptographic algorithm.

[0006] Embodiments of the present disclosure provide
a data processing method that is applied to a microproc-
essor implemented by a microprocessor. The method
includes receiving, by a controller of the microprocessor,

10

15

20

25

30

35

40

45

50

55

a plurality of access requests from a plurality of execution
environments, respectively and responding, by the con-
troller, to one of the plurality of access requests and in-
structing a cryptographic engine of the microprocessor
to execute a cryptographic algorithm.

[0007] Embodiments of the present disclosure provide
an electronic device, including a memory and a proces-
sor. The memory is connected to the processor and con-
figured to store instructions, when read by the processor,
the instructions causing the processor to receive a plu-
rality of access requests from a plurality of execution en-
vironments, respectively, and respond to one of the plu-
rality of access requests and instruct a cryptographic en-
gine to execute a cryptographic algorithm.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] To more clearlyillustrate the technical solutions
in the embodiments of the present disclosure, the draw-
ings used in the description of the embodiments will be
briefly described below. It is obvious that the drawings in
the following description are only some embodiments of
the present disclosure. For those having ordinary skills
in the art, other drawings can be obtained according to
these drawings without inventive efforts. It should be not-
ed that similar reference numerals and letters denote
similar items in the accompanying drawings, and there-
fore, once an item is defined in a drawing, an item may
not be defined or explained again in subsequent figures.

FIG. 1 is a schematic diagram of a microprocessor
according to some embodiments of the present dis-
closure.

FIG. 2 is a schematic diagram of another microproc-
essor according to some embodiments of the
present disclosure.

FIG. 3 is a schematic diagram of another microproc-
essor according to some embodiments of the
present disclosure.

FIG. 4 is a schematic diagram of another microproc-
essor according to some embodiments of the
present disclosure.

FIG. 5 is a schematic diagram of another microproc-
essor according to some embodiments of the
present disclosure.

FIG. 6 is a schematic flowchart of a data processing
method according to some embodiments of the
present disclosure.

FIG. 7 is a schematic flowchart of another data
processing method according to some embodiments
of the present disclosure.

FIG. 8 is a schematic flowchart of another data
processing method according to some embodiments
of the present disclosure.

FIG. 9is a schematic diagram of an electronic device
according to some embodiments of the present dis-
closure.

FIG. 10 is a schematic diagram of a computer-read-
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able storage medium according to some embodi-
ments of the present disclosure.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0009] According to embodiments of the present dis-
closure, examples of the present disclosure are shown
in the accompanying drawings. Although the present dis-
closure willbe described in connection withembodiments
of the present disclosure, the present disclosure is not
intended to be limited to described embodiments. On the
contrary, embodiments of the present disclosure are in-
tended to cover changes, modifications, and equivalents
included within the spirit and scope of the disclosure as
defined by the appended claims. Method operations de-
scribed in the specification are implemented by any func-
tional block or functional arrangement. Any functional
block or functional arrangement may be implemented as
aphysical entity, alogical entity, ora combination thereof.
[0010] Inordertoenablethose skilledinthe artto better
understand the present disclosure, the present disclo-
sure will be further described in detail below with refer-
ence to the accompanying drawings and specific embod-
iments.

[0011] The examples to be described next are merely
specific examples and are not intended to limit embodi-
ments of the present disclosure to specific shapes, hard-
ware, connection relationships, operations, numerical
values, conditions, data, order, etc., that are shown and
described. Those skilled in the art may utilize the con-
cepts of the present disclosure to construct more embod-
iments not mentioned in the specification by reading the
present specification.

[0012] The terms used in the present disclosure are
those general terms that are currently widely used in the
existing technology by considering the function of the
present disclosure. However, these terms may vary ac-
cording to the intent of those in the art, advancement, or
new technology. In addition, specific terms may be se-
lected by the applicant. In this case, the detailed mean-
ings of the specific terms will be described in the detailed
description of the present disclosure. Therefore, the
terms used in the specification should not be understood
as simple names but are based on the meanings of the
terms and the general description of the present disclo-
sure.

[0013] Inthe presentdisclosure, a flowchart is used to
illustrate an operation performed by the system accord-
ing to embodiments of the present disclosure. Previous
or following operations are not necessarily performed ex-
actly inorder. Onthe contrary, various steps may be proc-
essed inreverse order or simultaneously as needed. Oth-
er operations may be added to these processes, or one
or more operations may be removed from these proc-
esses.

[0014] First, somerelatedtermsinvolvedinthe present
disclosure are explained below.

[0015] A normal execution environment, also referred
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to as a rich execution environment (REE), may run an
operation system (OS) and a normal program, and store
normal information based on a normal area on a system
on chip (SoC).

[0016] A trusted execution environment (TEE) may
provide a function, based on a secure area on a system-
on-chip (SoC), provides functions such as isolation exe-
cution, secure communication, and secure storage to en-
sure integrity, confidentiality, and availability of sensitive
information in TEE, and provides a secure service for
REE.

[0017] A cryptographic engine may be configured to
perform a corresponding cryptography operation in re-
sponse to an access request from an execution environ-
ment. For example, the cryptographic engine may be
configured to perform encrypting, decrypting, and other
related operations on the data.

[0018] The access request may be a request in TEE,
REE, or another execution environment for the crypto-
graphic engine, including but not limited to an encryption
request, a decryption request, a signature requestrelated
to the encryption request and the decryption request, a
signature verification request, a key derivation request,
etc.

[0019] A computer system may support a variety of
execution environments, such as TEE, REE, or other ex-
ecution environments. All these environments may have
a requirement for accessing and using a cryptographic
engine. If a set of cryptographic engines are provided for
each execution environment, problems such as waste of
performance, high cost, high power consumption may be
solved. If a set of cryptographic engines are provided for
these execution environments, the cryptographic engine
and even the entire computer system may need to dif-
ferentiate the access requests based on from which spe-
cific execution environment the access requests are
from. Thus, the cryptography operation required by the
access request may be performed corresponding to the
security of the specific execution environment to ensure
the security of performing the cryptography operation.
[0020] Moreover, the security of a plurality of execution
environments may be different. If access requests from
these execution environments may use a set of crypto-
graphic engines simultaneously, a malicious access re-
quest from an execution environment with relatively low
security may know the operation process of executing
the cryptography operation from the access request with
relatively high security in the cryptographic engine, which
may exist a potential safety hazard.

[0021] Inaddition, in order to perform the cryptography
operation required by the access request, the data re-
quired for performing the cryptography operation may be
stored, for example, object data and attribute information
(e.g., types and keys of the cryptographic operation, etc.)
of the cryptography operation. If a shared storage area
is used to store the data, the cryptography operation re-
quired by the access request from an execution environ-
ment with relatively high security may be maliciously ac-
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cessed and modified.

[0022] FIG. 1 is a schematic diagram of a microproc-
essor 100 according to some embodiments of the present
disclosure. FIG. 1 shows only major units for description.
The microprocessor 100 may include more other units.
The microprocessor 100 may be a system on chip (SoC)
or a part of the SoC or another suitable system or a part
of the system capable of performing a logical operation
and data processing.

[0023] Referring to FIG. 1, the microprocessor 100 in-
cludes a cryptographic engine 102 and a controller 104.
[0024] The cryptographic engine 102 may be config-
ured to execute a cryptographic algorithm. For example,
the cryptographic engine 102 may be configured to per-
form an encryption algorithm, a decryption algorithm, or
other algorithms to perform the cryptography operation
on the data.

[0025] The cryptographic algorithm maybe a symmet-
ric algorithm, an asymmetric algorithm, a hash algorithm,
or other cryptographic algorithms. The symmetric algo-
rithm may be an encryption algorithm that encrypts and
decrypts by using a same key. A data sender may encrypt
a plaintext using the key and send the encrypted text,
the data receiver may restore the encrypted text to the
plaintext using the same key after receiving the data. In
the symmetric algorithm, since the sender and the re-
ceiver use the same key to encrypt the data, the encryp-
tion security may not only depend on the encryption al-
gorithm, the security of the key may be also important.
The symmetric algorithm may include an SM4 national
password, AES128, AES192, AES256, etc. (AES means
Advanced Encryption Standard). The asymmetric algo-
rithm may be an encryption algorithm that encrypts and
decrypts using different keys. The two keys used by the
asymmetric algorithm may include a public key and a
private key, respectively. The public key may be paired
with the private key. Ifthe data is encrypted with the public
key (the private key), the data can only be decrypted
using the corresponding private key (the public key). The
asymmetric algorithm may include an Elgamal algorithm,
a rivest, shamir, and Adleman (RSA) algorithm, etc. The
hash algorithm may be a function of changing an arbitrary
length input message string into a fixed-length output
string. A process of generating a hash value by the hash
algorithm may be unidirectional, a reverse operation may
be difficult to complete, and a probability that a collision
occurs (two differentinputs generate a same hash value)
may be very small.

[0026] The controller 104 may be connected to the
cryptographic engine 102 and configured to control the
operation of the cryptographic engine 102. The controller
104 may be configured to receive an access request from
a first execution environment. The access request may
be used to access the cryptographic engine 102 to exe-
cute the cryptographic algorithm. The access request
may at least include identification information. The iden-
tification information may be related to the first execution
environment. The first execution environment may be an
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execution environment of a number N execution environ-
ments. N may be an integer greater than or equal to 1.
Based on the identification information, the cryptographic
engine 102 may be instructed to execute the crypto-
graphic algorithm that needs to be executed required by
the access request.

[0027] The microprocessor 100 of embodiments of the
present disclosure may be configured to receive access
requests from different execution environments and dis-
tinguish execution environments where the access re-
quests are from based on the identification information,
for example, TEE, REE, or another execution environ-
ment. Accordingly, the access requests from different ex-
ecution environments may be securely executed based
on corresponding security architectures.

[0028] Insome embodiments, the number N execution
environments may include at least one of TEE, REE, or
a security subsystem (also referred to as a Secure Ele-
ment (SE)). Generally, an application in the security sub-
system SE may have higher security than an application
in TEE and much higher than an application in REE. The
technical solutions of the present disclosure may not be
limited to these execution environments and may further
include other execution environments with the same se-
curity or different security. Thus, the microprocessor 100
of the present disclosure may be applicable to a plurality
of execution environments and satisfy the access re-
quests initiated by different execution environments.
[0029] FIG.2is a schematic diagram of another micro-
processor 200 according to some embodiments of the
present disclosure. The microprocessor 200 includes
more details than the microprocessor 100.

[0030] Referringto FIG. 2, compared to the microproc-
essor 100, the microprocessor 200 further includes one
or more buffer units connected to the controller 104, e.g.,
a buffer unit 206 and a buffer unit 208. A number of the
buffer units may be adjusted. The microprocessor 200
may include three or more buffer units.

[0031] The plurality of buffer units may be separated
from each other. For example, the buffer unit 206 and
the buffer unit 208 may be separated from each other.
The "separation" may be understood as physical or log-
ical separation. Physically, the buffer unit 206 and the
buffer unit 208 may be away from each other. Logically,
the buffer unit 206 and the buffer unit 208 may have sep-
arate logical addresses.

[0032] A first buffer unit of the plurality of buffer units
may correspond to the first execution environment of the
number N execution environments.

[0033] The correspondence may mean that the data
required by the access request from the execution envi-
ronment in the execution process, intermediate data of
the execution process, and obtained result data may be
stored in a buffer unit corresponding to the execution
environment without being stored in another buffer unit.
In the microprocessor, each execution environment may
be provided with a respective buffer unit, which avoids
thatthe plurality of execution environments share a buffer
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unit and ensures the security of the data.

[0034] For example, when M is equal to N, a number
M buffer units may correspond to the number N execution
environments in an one-to-one correspondence. For ex-
ample, three (M = 3) buffer units may be provided. Three
(N = 3) execution environments may include REE, TEE,
and SE. A first buffer unit of the three buffer units may
correspond to REE, a second buffer unit of the three buff-
er units may correspond to TEE, and a third buffer unit
of the three buffer units may correspond to SE.

[0035] For another example, when N > 1, M > 1, and
N< M, that is, the number N of execution environments
is smaller than the number M of buffer units. A number
N buffer units of the number M buffer units may be in a
one-to-one correspondence with the number N execution
environments. For example, three buffer units (M=3) may
be provided. Two execution environments may include
REE and TEE. A first buffer unit of the three buffer units
may correspond to REE. A second buffer unit of the three
buffer units may correspond to TEE. The other buffer unit
may be for another use or used to adapt to a plurality of
new execution environments in the future. In some other
embodiments, at least one buffer unit may correspond
to an execution environment. For example, two or three
buffer units may correspond to an execution environ-
ment. When a new execution environment is added in
the future, a buffer unit of other buffer units may be ar-
ranged to correspond to the new execution environment
to improve the compatibility of the microprocessor. Thus,
when the number of the buffer units is more than the
number of execution environments, each execution en-
vironment may have its own data buffer unit, which avoids
the plurality of execution environments from sharing the
same buffer unit, ensures the security of the data, and
prepares to be compatible for more execution environ-
ments.

[0036] For another example, when N > 1, M > 1, and
N > M, that is, the number N of execution environments
may be greater than the number M of buffer units, and
one or more execution environments of the number N
execution environments may correspond to one of the
number M buffer units. For example, two buffer units (M
= 2) may be provided, and three execution environments
(N =3) may include REE, TEE, and SE. A first buffer unit
of the two buffer units may correspond to REE, and a
second buffer unit of the two buffer units may correspond
to TEE and SE. Thus, when the number of buffer units
is less than the number of execution environments, sev-
eral execution environments may share a same buffer
unit. Thus, a limited number of data buffer units may be
applied to the plurality of execution environments.
[0037] In addition, a difference between priorities of
the several execution environments that share the buffer
unit may be less than a predetermined threshold. For
example, according to an actual application scenario, a
corresponding priority value may be set for each execu-
tion environment to indicate the priority of each environ-
ment. For example, the priority value may range from 0
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to 1, and the greater the value , the higher the priority .
For example, when a security requirementis imposed on
the microprocessor, the priority value of REE may be set
to 0.1, the priority value of TEE may be set to 0.8, the
priority value of the SE may be set to 0.9, and the pre-
determined threshold may be 0.5. Then, the difference
between the priority of TEE and the priority of SE may
be 0.1 and less than the predetermined threshold of 0.5.
Therefore, TEE and SE may share one buffer unit, and
REE may use another buffer unit. As such, the security
requirement of the computer may be met with the limited
number of buffer units. For another example, when areal
time requirement is imposed on the microprocessor, the
priority value of REE may be set to 0.9, the priority value
of TEE may be set to 0.7, the priority value of SE may
be set to 0.1, and the predetermined threshold may be
0.5. Thus, the difference between the priority of REE and
the priority of TEE may be 0.2 and less than the prede-
termined threshold of 0.5. Therefore, REE and TEE may
share one buffer unit, and SE may use another buffer
unit. As such, the real-time requirement of the computer
can be satisfied with the limited number of buffer units.
The priority values of the environments and the prede-
termined threshold may be changed according to a spe-
cific application scenario. In addition, the difference in
the priorities of the execution environments may be
measured in another manner. Thus, the microprocessor
may be compatible with more execution environments
with a limited number of buffer units, and the performance
requirement of the microprocessor may be met.

[0038] The present disclosure may be not limited to
the correspondence of the example. Another corre-
spondence between the buffer unit and the execution
environment may exist.

[0039] With reference still to FIG. 2, FIG. 2 shows two
buffer units. For example, the two buffer units include a
buffer unit 206 and a buffer unit 208. The buffer unit 206
may correspond to TEE, and the buffer unit 208 may
correspond to REE.

[0040] Since the buffer unit corresponds to the corre-
sponding execution environment, the identification infor-
mation may further be used to identify the first buffer unit
corresponding to the first execution environment. For ex-
ample, the controller 104 may be configured to determine
the first buffer unit corresponding to the first execution
environment based on the identification information in
the access request from the first execution environment
and store the data required for performing the crypto-
graphic algorithm of the access request, the intermediate
data of the execution process, and the obtained result
data.

[0041] In some embodiments, the controller 104 may
be configured to obtain the data required by the access
request in the first buffer unit corresponding to the first
execution environment based on the identification infor-
mation. For example, with reference still to FIG. 2, when
the controller 104 receives a TEE access request from
TEE, the controller 104 may obtain the data required by
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the access request in the buffer unit 206 corresponding
to TEE based on the identification information. The data
required by the access request may include data carried
by the access request or data related to the access re-
quest. For example, the data required by the access re-
quest may include cryptographic algorithm information.
The cryptographic algorithm information may include an
address of the object data and attribute information of
the cryptographic algorithm of the object data. The object
data may be data for the cryptographic algorithm. That
is, for example, on which data the asymmetric crypto-
graphic algorithm may be performed, that is, the data to
be encrypted or decrypted. The attribute information of
the cryptographic algorithm of the object data may be an
asymmetrickey and alength of the key used by the asym-
metric cryptographic algorithm, or other information re-
lated to the cryptographic algorithm. Further, the control-
ler 104 may be configured to instruct the cryptographic
engine 102 to execute the cryptographic algorithm that
needs to be executed based on the required data.
[0042] Thus, the plurality of buffer units may be isolated
from each other and used for the execution environ-
ments, respectively, which ensures the security of the
data required to perform the cryptographic algorithm, the
intermediate data of the execution process, and the result
data, etc.

[0043] FIG. 3is a schematic diagram of another micro-
processor 300 according to some embodiments of the
present disclosure. The microprocessor 300 may have
more details than the microprocessor 200.

[0044] Referringto FIG. 3, compared to the microproc-
essor 200, the buffer unit of the microprocessor 300 also
includes a register and a memory, which may be provided
in a form of a data cache group, e.g., a data cache group
310 and a data cache group 312. For example, a buffer
unit may include at least one data cache group, and the
one data cache group may include aregisterand a mem-
ory.

[0045] The register may be configured to register the
cryptographic algorithm information. The cryptographic
algorithm information may be information required to ex-
ecute the cryptographic algorithm.

[0046] The memory may be used to store the object
data. The object data may be the data to be encrypted
or decrypted required by the cryptographic algorithm. In
some embodiments, the memory may be a first input first
output (FIFO) memory. Thus, the data that is first cached
may be first processed by the cryptographic engine to
implement a high-performance data cache. However,
embodiments of the present disclosure are not limited to
this, and the memory may be other memory.

[0047] As shown in FIG. 3, the buffer unit 206 and the
buffer unit 208 each include one or more data cache
groups. One data buffer group may be determined to be
used for a special/type cryptographic algorithm, for ex-
ample, the asymmetric cryptographic algorithm. Thus,
different data cache groups may be used to provide dif-
ferent rich cryptographic algorithms. Then, the different
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cryptographic algorithms do not share the data cache
group. The independence and security between the dif-
ferent cryptographic algorithms may be maintained.
[0048] Insomeembodiments, the access requestfrom
the first execution environment may include the identifi-
cation information used to identify the first execution en-
vironment, the corresponding first buffer unit, and the ad-
dress of the register. The address information of the reg-
ister may be used to indicate the address of the register
in the first buffer unit (a data cache group). The register
may be used to register the cryptographic algorithm in-
formation. For example, according to the asymmetric
cryptographic algorithm, a certain register may be spec-
ified in advance to register the cryptographic algorithm
information used to perform the asymmetric cryptograph-
ic algorithm. The software in the execution environment
may be used to determine the register to register the
asymmetric cryptographic algorithm according to the ad-
dress information of the register and configure the deter-
mined register according to the address information of
the register carried in the access request. Thus, the reg-
ister may register the cryptographic algorithm information
that is used to execute the asymmetric cryptographic al-
gorithm. The asymmetric cryptographic algorithm may
be only an example of the cryptographic algorithm. In
some embodiments, the cryptographic algorithm infor-
mation may be information required to perform any cryp-
tographic algorithm and may include an address of the
object data and the attribute information of the crypto-
graphic algorithm of the object data. The object data may
be the data for the cryptographic algorithm, e.g., the data
encrypted or decrypted with the asymmetric cryptograph-
ic algorithm. Thus, through the register address informa-
tion included in the access request, the controller 104
may search the register to know the cryptographic algo-
rithm information including the address of the object data
and the attribute information of the cryptographic algo-
rithm after knowing the address of the register that reg-
ister the cryptographic algorithm information.

[0049] Thus, the controller 104 may be further config-
ured to extract the object data based on the address of
the object data and store the object data in the memory
of thefirst buffer unit (in a data cache group). The address
of the object data may be determined by the register ad-
dress information. The controller 104 may be further con-
figured to instruct the cryptographic engine to perform
the cryptographic algorithm required by the access re-
quest on the object data based on the attribute informa-
tion of the cryptographic algorithm. The attribute infor-
mation of the cryptographic algorithm may be determined
through the register address information.

[0050] Insomeembodiments, the register in the deter-
mined data buffer unit (the data cache group) may be
selected based on the register address information to
further perform the cryptographic algorithm correspond-
ingto theregister. The type of the cryptographic algorithm
may be indicated in the access request without additional
information. Only the register address information may
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be needed to determine the register applied for a certain
type of cryptographic algorithm.

[0051] The microprocessor 300 of embodiments of the
present disclosure may be configured to execute the ac-
cess requests initiated by the plurality of execution envi-
ronments, ensure data security, and improve the micro-
processor performance. For example, in the execution
environment, the data corresponding to the access re-
quest may be stored in the buffer unit that is specialized
for the execution environment. The buffer units corre-
sponding to different execution environments may be
separated from each other. Thus, the security isolation
of the cryptographic algorithms of different execution en-
vironments may be realized, and the security may be
improved. For another example, each data cache group
in the buffer unit specialized for each execution environ-
ment may be specialized for a certain cryptographic al-
gorithm. That is, one data cache group may be special-
ized to cache the data required by the cryptographic al-
gorithm, which may improve the computation perform-
ance of the microprocessor.

[0052] In some embodiments, the identification infor-
mation may be as follows.

[0053] In some embodiments, the identification infor-
mation may be an identifier of a first execution environ-
ment. The identification information may directly identify
the first execution environment. Different execution en-
vironments may have different identifiers. For example,
the identifier of the first execution environment may be
REE, the identifier information may be REE or may be
identified in different segments, for example, 0 may iden-
tify REE, 1 may identify TEE. Thus, based on the identi-
fier, the execution environment where the access request
is from may be identified.

[0054] In some embodiments, the identification infor-
mation may be source address information that issues
an access request. The source address information may
correspond to the first execution environment. For exam-
ple, the identification information may be the source ad-
dress information, e.g., an IP address or a hardware ad-
dress of the access request. However, embodiments of
the present disclosure may not be limited to this, so long
as the source address information is related to a source
that issues the access request and corresponds to the
execution environment. Thus, a mapping table may be
used to indicate a mapping relationship between the
source address information and the execution environ-
ment. The controller may still know the execution envi-
ronment corresponding to the access request carrying
the identification information through the mapping table.
As such, a correspondence between the access request
and the execution environment may be implemented
without changing a segment protocol of the access re-
quest.

[0055] In some embodiments, the identification infor-
mation may be an identifier of the access request. The
identifier of the access request may correspond to the
first execution environment. For example, the identifica-
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tion information may be an ID number of the access re-
quest, e.g., a serial number of the access request. How-
ever, embodiments of the present disclosure may not be
limited to this, as long as the identifier of the access re-
quest corresponds to the execution environment. Thus,
the mapping table may be used to indicate the mapping
relationship between the identifier of the access request
and the execution environment. The controller can still
know the execution environment corresponding to the
access request carrying the identification information
through the mapping table. As such, a correspondence
between the access request and the execution environ-
ment may be implemented without changing the segment
protocol of the access request.

[0056] Insome embodiments, the microprocessor 100
further includes a direct memory access (DMA) unit con-
nected to the controller 104 (see FIG. 4). The controller
104 may also be configured to instruct the DMA unit to
transmit the data required to perform the cryptographic
algorithm, e.g., the object data or to instruct the DMA unit
to transmit the result of performing the cryptographic al-
gorithm of the access request. Thus, the transmission
speed of the data and the cryptography operation result
may be improved. The cost of the controller 104 for trans-
mitting the data and the cryptography operation result
may be reduced. The security of the transmission of the
data and the cryptography operation result may be im-
proved.

[0057] TEE and REE supported by the computer sys-
tem, as well as possible SE, or other execution environ-
ments may have requirements of using the cryptographic
engine. If a cryptographic engine is provided for each
execution environment, waste of performance, high cost,
and high power consumption may be caused. Therefore,
with reference to FIG. 1, in embodiments of the present
disclosure, the plurality of execution environments share
the cryptographic engine 102. Thus, the access requests
initiated by different execution environments may be per-
formed. However, when the access requests initiated by
different execution environments access the crypto-
graphic engine 102 simultaneously, or another access
request is initiated before the access requestis complet-
ed, the cryptographic engine 102, the microprocessor
100, or even the entire computer system may break
down, or a serious security or password leakage hazards
may be caused.

[0058] Embodiments of the present disclosure further
provide a microprocessor to avoid collisions between the
plurality of access requests from different execution en-
vironments. The collisions may mean that the plurality of
access requests from different execution environments
need to occupy or use the computation resources of the
cryptographic engine. The microprocessor may be con-
sistent with a hardware structure of the microprocessor
100. Thus, in embodiments of the present disclosure, the
microprocessor may be implemented based on the mi-
croprocessors 100 to 300 and may be an improvement
to the microprocessors 100 to 300, or may be implement-
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ed separately in the microprocessor 100. Embodiments
of the present disclosure may be described below with
reference to the microprocessor 100.

[0059] With reference still to FIG. 1, the microproces-
sor 100 includes the cryptographic engine 102 and the
controller 104.

[0060] The cryptographic engine 102 May be config-
ured to execute the cryptographic algorithm. The control-
ler 104 is connected to the cryptographic engine 102.
The controller 104 may be configured to receive the plu-
rality of access requests. The plurality of access requests
may be from a plurality of execution environments, re-
spectively. The controller 104 may be further configured
to respond to one access request ofthe plurality of access
requests to instruct the cryptographic engine 102 to ex-
ecute the cryptographic algorithm.

[0061] The microprocessor 100 of embodiments of the
present disclosure may be configured to avoid conflicts
among the plurality of access requests from different ex-
ecution environments. For example, the conflict may
mean that the plurality of access requests from different
execution environments need to occupy or use the com-
putation resources of the cryptographic engine simulta-
neously. Thus, the crash of the cryptographic engine may
be avoided, and the reliability of the microprocessor may
be improved. Further, at some point, the cryptographic
engine can only be accessed by an access request from
a single execution environment and cannot be accessed
simultaneously by an access request from another exe-
cution environment, which ensures the security of the
related data of the access request from the single exe-
cution environment.

[0062] In some embodiments, the controller 104 may
store priorities of the plurality of execution environments.
The controller 104 may be configured to respond to an
access request from an execution environment with the
highest priority first. Thus, the conflicts caused by the
access requests from different execution environments
accessing the cryptographic engine simultaneously may
be avoided based on the priorities of different access
requests. The priority may be related to the security of
the execution environment. For example, REE may have
lowest security. Thus, the priority of REE may be lowest.
TEE may have relatively higher security. Thus, the pri-
ority of TEE may be is higher. SE may have highest se-
curity. Thus, the priority of SE may be highest. Setting of
the priority may not be limited to this. The priorities of
different execution environments may be set according
to other considerations.

[0063] In some embodiments, the plurality of access
requests may include a firstaccess request and a second
access request. The first access request may be from a
first execution environment, and the second access re-
quest may be from a second execution environment. The
priority of the first execution environment may be higher
than the second execution environment. For example,
the first execution environment may be TEE, and the sec-
ond execution environment may be REE. The controller
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104 may be configured to first respond to the first access
request, thatis, the access request from TEE. For exam-
ple, when the conflict is that the first access request and
the second access request are received simultaneously,
the controller 104 may first respond to the first access
request. For another example, when the conflict is that
the second access request is received while the crypto-
graphic engine is performing the cryptographic algorithm
of the first access request, since the priority of the first
execution environment is higher, the controller 104 may
continue to execute the cryptographic algorithm of the
firstaccess request without executing the second access
request until the first access request is executed. For
another example, when the conflictis that the first access
request is received while the cryptographic engine 102
is executing the cryptographic algorithm of the second
access request, since the priority of the first execution
environment is higher, the controller 104 may first re-
spond to the first access request, and abort or terminate
the execution of the second access request until the first
access request is executed. Then, the second access
request may continue to be performed or no longer ex-
ecute the second access request.

[0064] Thus,an access requestwith a high priority may
be first performed. For example, the first execution envi-
ronment may be TEE, the second execution environment
may be REE, and the priority of the first access request
may be higher than the priority of the second access re-
quest. Therefore, the first access request with higher se-
curity requirements may be first executed to meet the
actual use requirements.

[0065] In some embodiments, the plurality of access
requests may include the first access request and the
second access request. The first access request may be
from the first execution environment, the second access
request may be from the second execution environment,
and the priority of the first execution environment may
be higher than the priority of the second execution envi-
ronment. The controller 104 may be configured to deter-
mine whether the cryptographic algorithm that needs to
be performed required by the first access request is per-
formed, respond to the second access request in re-
sponse to the cryptographic algorithm of the first access
request being performed to perform the cryptographic
algorithm required by the second access request through
the cryptographic engine.

[0066] Insome embodiments, when the cryptographic
engine 102 receives the second access request while
performing the cryptographic algorithm required by the
first access request, the cryptographic engine 102 may
continue to perform the cryptographic algorithm of the
first access request. The controller 104 may be config-
ured to determine whether the execution of the crypto-
graphicalgorithm of the firstaccess requestis completed,
for example, by monitoring (e.g., at a certain time or time-
ly) a state machine corresponding to the cryptographic
engine 102 and respond to the second access request
until the cryptographic algorithm of the first access re-
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quest is completed. Thus, since the priority of the first
execution environment is higher than the priority of the
second execution environment, the second access re-
quest may be responded to only after obtaining the cryp-
tography operation result of the cryptographic algorithm
of the first access request, which ensures the security of
the data.

[0067] In some embodiments, the plurality of access
requests may include the first access request from the
first execution environment and the second access re-
quest from the second execution environment. The pri-
ority of the first execution environment may be lower than
the priority of the second execution environment. The
second access request may be received while the cryp-
tographic algorithm of the first access request is being
executed. Thus, if the second execution environment is
responded to based on the second execution environ-
ment with the higher priority, the following problems may
be caused. The data (e.g., intermediate data, including
an intermediate cryptography resultand other related da-
ta) that has been generated while the first access request
is being performed may be deleted to prepare to perform
the second access request. Thus, the data that has been
generated may be wasted, which may cause the waste
of the computation resources. If the intermediate cryp-
tography result of the first access request is not cached,
the first access request may be caused to have an error
orlost, and even the function of the entire microprocessor
may be disordered.

[0068] In some embodiments, the plurality of access
requests may include the first access request and the
second access request. The first access request may be
from the first execution environment, the second access
request may be from the second execution environment,
and the priority of the first execution environment may
be lower than the priority of the second execution envi-
ronment. The controller 104 may be configured to deter-
mine whether the intermediate cryptography operation
result obtained by the first access request is stored and
in response to the intermediate cryptography operation
result being stored, respond to the second access re-
quest to perform the cryptographic algorithm that needs
to be executed required by the second access request
through the cryptographic engine.

[0069] In some embodiments, the second access re-
quest may be received while the cryptographic algorithm
required by the first access request is being performed.
Even if the priority of the first execution environment is
lower than the priority of the second execution environ-
ment, the cryptographic engine 102 may continue to per-
form the cryptographic algorithm required by the first ac-
cess request until the intermediate cryptography opera-
tion result of the cryptographic algorithm of the first ac-
cess request is being stored. The controller 104, for ex-
ample, may be configured to determine the intermediate
cryptography operation result of the cryptographic algo-
rithm of the first access request is stored by monitoring
(e.g., at a certain time or timely) the state machine cor-
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responding to the cryptographic engine 102 and respond
to the second access request until the intermediate cryp-
tography operation result of the cryptographic algorithm
of the first access request is stored. As such, the second
access request may be responded to after the interme-
diate cryptography operation result of the cryptographic
algorithm of the first access request. Thus, the security
of the data may be ensured, and the second access re-
quest with the higher priority may be responded to in
time. In addition, the intermediate cryptography opera-
tion result generated in the performing process of the first
access request may be stored and may continue to be
used afterthe second accessrequestis performed. Thus,
the waste of the computation resources may be avoided.
Moreover, the second access request may be responded
to after the intermediate cryptography operation result of
the first cryptographic algorithm is stored instead of wait-
ing after the first cryptographic algorithm is performed.
Waite time of the second access request may be re-
duced, and the performance of the microprocessor may
be improved.

[0070] FIG. 4 is a schematic diagram of another micro-
processor 400 according to some embodiments of the
present disclosure. The microprocessor 400 of FIG. 4
may be an example of the microprocessor 100 to 300
with more details. Other structures may also be shown
to facilitate exemplary descriptions of application exam-
ples of the microprocessor 400.

[0071] FIG. 4 shows the microprocessor 400 and an
execution environment 420 on the microprocessor 400.
FIG. 4 shows only the main units and structures for de-
scription. The microprocessor 400 and the execution en-
vironment 420 may include more or fewer units.

[0072] In FIG. 4, the execution environment 420 in-
cludes TEE 422 and REE 424. Each of TEE 422 and
REE 424 may include its own software such as an appli-
cation, an operating system, etc. A number and type of
execution environments may be merely exemplary and
are not limited here. For example, an application in TEE
422 may initiate a TEE access request for the crypto-
graphicengine 102 to require execution of a cryptograph-
ic algorithm. An application in REE 424 may initiate an
REE access request for the cryptographic engine 102 to
require execution of the same or different cryptographic
algorithms.

[0073] The microprocessor 400 includes a crypto-
graphic engine 102, a controller 104, a TEE buffer unit
406 corresponding to TEE, an REE buffer unit 408 cor-
responding to REE, and a DMA unit410. The TEE buffer
unit 406 and the REE buffer unit 408 may correspond to
the buffer unit 206 and the buffer unit 208 in FIG. 2, re-
spectively.

[0074] The cryptographic engine 102 may store one or
more cryptographic algorithms, such as a symmetric al-
gorithm, an asymmetric algorithm, a hash algorithm, or
other cryptographic algorithms. The cryptographic en-
gine 102 may be controlled by the controller 104 to sched-
ule these cryptographic algorithms to perform the cryp-
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tographic algorithms on the received data (e.g., the object
data above).

[0075] The TEE buffer unit406 and the REE buffer unit
408 are away from each other to achieve secure isolation
of different execution environments. For example, the
buffer unit 406 and the buffer unit 408 are separated from
each other. The "separation" may be understood as a
physical or logical separation. Physically, the buffer unit
406 and the buffer unit 408 may be far away from each
other. Logically, the buffer unit 406 and the buffer unit
408 may have separate logical addresses.

[0076] The TEE buffer unit406 and the REE buffer unit
408 may each include at least one data cache group.
The one data cache group may correspond to a crypto-
graphic algorithm. For example, the TEE buffer unit 406
may include a data cache group 4061, 4062, and 4063.
The data cache groups 4061, 4062, and 4063 may cor-
respond to a symmetric algorithm, an asymmetric algo-
rithm, and a hash algorithm, respectively. The REE buffer
unit 408 may include data cache groups 4081, 4082, and
4083. The data cache groups 4081, 4082, and 4083 may
correspond to a symmetric algorithm, an asymmetric al-
gorithm, and a hash algorithm, respectively. Thus, the
data cache groups may be dedicated to their own cryp-
tographic algorithms. The data cache groups may be in-
dependent of each other, which may avoid mutual inter-
ference and improve the efficiency of performing the ac-
cess request.

[0077] Data cache groups 4061, 4062, 4063, 4081,
4082, and 4083 each have their own registers and mem-
ory. The number of registers and memory may be ad-
justed according to the needs of the cryptographic algo-
rithm and the size of the object data, which is not limited
by the presentdisclosure. The memory and registers may
be numbered. The registers with a same number may be
specialized to a same cryptographic algorithm. For ex-
ample, two data cache groups of the same cryptographic
algorithm, e.g., the data cache group 4061 used to store
the object data that is encrypted using the symmetric
algorithm in TEE 422 and the data cache group 4081
used to store the object data that is encrypted using the
symmetric algorithm in REE may have a same type and
structure. Thus, the data cache group that is specialized
to the same cryptographic algorithm in different execution
environments may use the register with the same num-
bering to simplify the design and manufacture of the data
cache group. For different data cache groups of different
cryptographic algorithms, e.g., registers of the data
cache group 4061 specialized to the symmetric algorithm
and the data cache group 4062 specialized to the asym-
metric algorithm may have different numberings for dif-
ferent cryptographic algorithms. The memory may have
the same or different numbering. For example, different
cryptographic algorithms may be performed on the same
object data stored in the memory. The symmetric algo-
rithm and the asymmetric algorithm may be performed
on the object data. Therefore, the plurality of data cache
groups in the same buffer unit may have the same mem-
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ory or separated memories.

[0078] The register may be used as an interface for
software and the controller 104 in the execution environ-
ment. For example, the software may be used to config-
ure a corresponding register based on the access re-
quest, that is, a process or a part of the process of re-
ceiving the access request by the controller 104. The
configured register may have the corresponding crypto-
graphic algorithm information. The cryptographic algo-
rithm information here may also be referred to as register
information. The controller 104 may be further configured
to control an operation of another related unit (e.g., DMA
unit 410, memory 1 to 3, or cryptographic engine 102,
etc.) based on the cryptographic algorithm information
to execute the access request.

[0079] For example, TEE 422 may initiate a TEE ac-
cess request of using a symmetric algorithm to encrypt
the object data. The register corresponding to the sym-
metric algorithm may be configured based on the TEE
access request, e.g., register 1 in the data cache group
4061. Thus, register 1 may have the corresponding cryp-
tographic algorithm information. The controller 104 may
be further configured to control an operation of another
unit based on the cryptographic algorithm information.
The cryptographic algorithm information may be the in-
formation required by the controller 104 to perform the
access request to control other modules, e.g., include
but is not limited to, the address/size of the object data,
the attribute information of the cryptographic algorithm
(e.g., selection or use of the cryptographic algorithm, se-
lection of an algorithm mode, start of the cryptographic
engine, etc.).

[0080] Registers 1to 3 shown in FIG. 4 are arranged
as register groups 1 to 3 according to the requirement of
the cryptographic algorithm information used in practice.
For example, register 1 may be used as register group
1. A register group may include a register indicating the
address/size of the object data, a register indicating a
specific algorithm of a type of cryptographic algorithm, a
register indicating a key, and a register indicating to start
the cryptographic engine to perform the cryptographic
algorithm. Each register may be configured in the soft-
ware to register corresponding configuration information.
For example, register groups 1 to 3 may be specialized
to one kind or one type of cryptographic algorithm and
may include the register (i.e., algorithm selection register)
indicating a specific algorithm of a certain type of cryp-
tographic algorithm, which may register a corresponding
value through configuration of the software. The value
may be used to indicate the specific cryptographic algo-
rithm of the certain type of cryptographic algorithm. For
example, the data cache group 4061 may be specialized
to the symmetric algorithm. Register 1 may also include
an algorithm selection register. The algorithm selection
register may be configured by software and based on the
access request to register the corresponding value. For
example, value 0 may correspond to symmetric algorithm
SM4 national password. Value 1 may correspond to sym-
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metric algorithm AES128, value 2 may correspond to
symmetric algorithm AES192, value 3 may correspond
to symmetric algorithm AES256, etc. Another register
may be configured similarly or differently with corre-
sponding cryptographic algorithm information.

[0081] The memory may be used to store the object
data. For example, memory 1 in the data cache group
4061 may be used to cache the object data encrypted/de-
crypted using the symmetric algorithm for the TEE ac-
cess request. Memory 1 in the data cache group 4081
may be used to store the object data encrypted/decrypted
using the symmetric algorithm for the REE access re-
quest. Memory 2 in the data cache group 4062 may be
used to store the object data encrypted/decrypted by us-
ing the asymmetric algorithm for the TEE access request.
Memory 2 in the data cache group 4082 may be used to
store the object data encrypted/decrypted using the
asymmetric algorithm for the REE access request. Mem-
ory 3 in the data cache group 4063 may be used to store
the object data encrypted/decrypted using the Hash al-
gorithm for the TEE access request. Memory 3 in the
data cache group 4083 may be used to store the object
data encrypted/decrypted by using the Hash algorithm
for the REE access request. The memory may be a FIFO
memory, a static random access memory (SRAM), or
another memory capable of caching data.

[0082] As described above, each data cache group
may have its own register and memory, which may re-
duce the design complexity of the microprocessor. The
data cache groups may be independent of each other,
which may avoid mutual interference and improve the
efficiency of performing the access request.

[0083] The DMAunit410 may be configured to transmit
the object data from an external storage device of the
microprocessor 400 to the memory in the corresponding
data cache group or transmit the cryptography operation
result to the external storage device of the microproces-
sor 400. For example, the DMA unit 410 may be config-
ured to actively transmit the object data according to the
cryptographic algorithm information, which can release
the operation capability of the controller,improve the data
transmission speed, and improve the security of the data
transmission. In practical applications, since a certain de-
lay exists for the DMA unit 410 to read the data, the data
participating in the cryptographic algorithm may need to
be stored in the memory of the data cache group while
the cryptographic engine 102 is performing the crypto-
graphic algorithm. If the data participating in the crypto-
graphic algorithm is not stored, the cryptographic engine
102 may have a certain idle period. Thus, the utilization
rate of the cryptographic engine may be low. Therefore,
the object data may be transmitted before the crypto-
graphic engine 102 performs the cryptographic algo-
rithm.

[0084] Based on the description of the units of the mi-
croprocessor 400 shown in FIG. 4, the workflow of
processing the access request by the microprocessor
400 may be as follows. The software in the execution
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environment420 (e.g.,REE422 or TEE 424) may be used
to configure the corresponding register. The controller
104 may be triggered to start an operation. The controller
104 may trigger the DMA unit 410. The DMA unit 410
may read the object data and store the read object data
in the memory in the data cache group. The controller
104 may detect that the data of the memory is not empty,
starts reading the object data from the memory, transmits
the object data to the cryptographic engine 102 according
to the requirement of the cryptographic algorithm, and
waits to obtain the cryptography operation result of the
cryptographic algorithm. Then, the cryptography opera-
tion result may be stored under the control of the control-
ler 104 or directly written into an external cache. The
above actions may be repeated until the cryptography
operation is completed.

[0085] Therefore, the microprocessor 400 of embodi-
ments of the present disclosure may be configured to
perform the access requests from different execution en-
vironments, ensure the data security, and improve the
microprocessor performance.

[0086] The structure of the microprocessor 400 shown
in FIG. 4 is merely an example for illustration. In some
embodiments, changes and modifications may be made
to the structure without departing from the scope of the
present disclosure. For example, different numbers of
data cache groups may be set according to the number
of cryptographic algorithms. The number, structure, etc.,
of the data cache groups specialized to the execution
environments may be same or different. The DMA unit
410 may not be necessary. The data needed to perform
the cryptographic algorithm or the cryptography opera-
tion result of the cryptographic algorithm may be trans-
mitted by another technology.

[0087] Similar to the microprocessors 100 to 300
shown in FIGS. 1 to 3, the microprocessor 400 may also
solve the conflict problem caused by simultaneously ac-
cessing to the cryptographic engine in different execution
environments.

[0088] With reference still to FIG. 4, in some embodi-
ments, when only the TEE access request is received,
the controller 104 may instruct the cryptographic engine
102 to execute the cryptographic algorithm that needs to
be performed required by the TEE access request in re-
sponse to the TEE access request. When only the REE
access request is received, the controller 104 may in-
struct the cryptographic engine 102 to execute the cryp-
tographic algorithm that needs to be performed required
by the REE access request in response to the REE ac-
cess request. Thus, there is no conflict between the two
access requests.

[0089] In some embodiments, the controller 104 may
be configured to simultaneously receive the TEE access
request and the REE access request at a certain time or
within a period of time. Thus, the two access requests
may have a collision. For example, when the TEE access
request and the REE access request are simultaneously
received, or when the cryptographic engine 102 is exe-
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cuting the cryptographic algorithm of one access request
of the TEE access request and the REE access request,
the other access request may be received. Then, the
controller 104 may respond to one of the TEE access
request and the REE access request, e.g., the TEE ac-
cess request, and perform the cryptographic algorithm
according to the TEE access request.

[0090] In some embodiments, the controller 104 may
store the priorities of the TEE access request and the
REE access request. The controller 104 may be config-
ured to first respond to the access request from the ex-
ecution environment with the highest priority based on
the priority. For example, the priority may be related to
the security. Since the priority of the TEE access request
may be higher than the priority of the REE access re-
quest, the controller 104 may respond to the TEE access
request first. Although the priority in the specification is
described by the security priority. That is, the priority of
TEE may be higher than the priority of REE. The priority
may also refer to a time priority or a priority of another
performance requirement. Therefore, in some embodi-
ments, the priority of TEE access request may be lower
than the priority of the REE access request. Thus, the
controller 104 may respond to and perform the REE ac-
cess request first.

[0091] In some embodiments, the cryptographic en-
gine 102 may receive the REE access request while per-
forming the cryptographic algorithm that needs to be per-
formed required by the TEE access request. The con-
troller 104 may be configured to determine whether the
cryptographic algorithm that needs to be performed re-
quired by the TEE access request is performed, and in
response to the execution of the cryptographic algorithm
that needs to be performed required by the TEE access
request being completed, respond to the REE access
request to perform the cryptographic algorithm that
needs to be performed required by the REE access re-
quest by the cryptographic engine 102. In addition, the
controller 104 may be configured to continue to perform
the cryptographic algorithm that needs to be executed
required by the TEE access request until the crypto-
graphic algorithm is performed in response to the exe-
cution of the cryptographic algorithm that needs to be
performed required by the TEE access request being not
completed.

[0092] In some embodiments, the cryptographic en-
gine 102 may receive the TEE access request while per-
forming the cryptographic algorithm that needs to be per-
formed required by the REE access request. The con-
troller 104 may be configured to determine whether the
intermediate cryptography operation result obtained by
the cryptographic algorithm that needs to be performed
required by the REE access request is stored and, in
response to the intermediate cryptography operation re-
sult being not stored, respond to the TEE access request
to perform the cryptographic algorithm that needs to be
executed required by the TEE access request by the
cryptographic engine 102. In addition, the controller 104

10

15

20

25

30

35

40

45

50

55

12

may be configured to, in response to the intermediate
cryptography operation result being not stored, continue
to perform the cryptographic algorithm that needs to be
performed required by the REE access request until the
intermediate cryptography operation result is stored. In
addition, the controller 104 may be further configured to
determine whether the execution of the cryptographic al-
gorithm that needs to be performed required by the TEE
access request is completed and, in response to the ex-
ecution of the cryptographic algorithm of the TEE access
request being completed, instruct the cryptographic en-
gine 102 to continue to perform the cryptographic algo-
rithm of the REE access request based on the stored
intermediate cryptography operation result.

[0093] Although two execution environments are de-
scribed above in connection with the embodiments de-
scribed in FIG. 4, embodiments of the present disclosure
may also be applied to more execution environments.
For example, a three-system execution environment in-
cluding TEE, REE, and SE. Aregister unit corresponding
to SE may be arranged accordingly.

[0094] The microprocessor 400 shown in FIG. 4 may
be a more detailed example of the microprocessors 100
to 300 shown in FIG. 1 to FIG. 3. The advantages of the
microprocessors 100 to 300 may be mapped to the mi-
croprocessor 400 and are not repeated here.

[0095] A computer system may have a need to support
at least one execution environment to use the crypto-
graphic engine to perform the cryptographic algorithm.
In order to perform the cryptographic algorithm required
by the access request, the data needed to perform the
cryptographic algorithm may be stored, e.g., the object
data on which the cryptographic algorithm is performed
and the attribute information of the cryptographic algo-
rithm (e.g., a type of the cryptography operation and key).
If the shared storage area is used to store the needed
data, the data required by the cryptography operation
required by the access request from the execution envi-
ronment with a relatively high safety may be maliciously
accessed and modified. Therefore, a corresponding ar-
chitecture may need to be provided for each execution
environment to securely instruct the cryptographic en-
gine to perform the cryptographic algorithm.

[0096] FIG.5 is a schematic diagram of another micro-
processor 500 according to some embodiments of the
present disclosure.

[0097] As shownin FIG. 5, the microprocessor 500 in-
cludes a cryptographic engine 102, a controller 104, and
a number M buffer units. M is an integer greater than or
equal to 1 (FIG. 5 only shows a buffer unit 506).

[0098] The cryptographic engine 102 may be config-
ured to execute the cryptographic algorithm.

[0099] The number M buffer units may be configured
to cache the data required by the access request of the
execution environment. For example, the buffer unit 506
may correspond to the REE and may be configured to
cache data required by the REE access request.
[0100] The controller 104 may be connected to the
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cryptographic engine 102 and the number M buffer units.
The controller 104 may be configured to receive the ac-
cess request from the first execution environment. The
access request may access the cryptographic engine to
perform the cryptographic algorithm. The first execution
environment may be one of the number N execution en-
vironments. N may be an integer greater than or equal
to 1. The controller 104 may be further configured to,
based on the access request, instruct the cryptographic
engine to perform the cryptographic algorithm that needs
to be performed required by the access request on the
required data cached in the buffer unit corresponding to
the first execution environment.

[0101] The data required by the access request of the
execution environment may be stored in the correspond-
ing buffer unit. Thus, the required data may be stored in
a targeted manner. The security of the data may be en-
sured, and the cryptographic engine may be safely indi-
cated to perform the cryptographic algorithm.

[0102] In some embodiments, when M is greater than
1, the number M buffer units may be separated from each
other. Thus, the data in the number M buffer units may
be isolated from each other, which ensures the security
of the data.

[0103] In some embodiments, when M is equal to N,
the number M buffer units may correspond to the number
N execution environments in an one-to-one correspond-
ence. Thus, each execution environment may have its
own data buffer unit, which avoids the plurality of execu-
tion environments from sharing the same buffer unit and
ensures the security of the data.

[0104] In some embodiments, when N> 1, M > 1, and
N< M. The number N buffer units of the number M buffer
units may be in a one-to-one correspondence with the
number N execution environments. Thus, when the
number of buffer units are more than the number of ex-
ecution environments, each execution environment may
have its own data buffer unit, which avoids the plurality
of execution environments share the same buffer unit,
and ensures the security of the data.

[0105] In some embodiments, whenN>1, M > 1, and
N > M, one or more execution environments of the
number N execution environments may correspond to
one of the number M buffer units. Thus, when the number
of buffer units is less than the number of execution envi-
ronments, several execution environments may share
the same buffer unit, In addition, the several execution
environments that correspond to the one of the number
M buffer units may have same or similar priorities. For
example, the execution environments may have same
or similar security priorities to improve the security of the
data.

[0106] Thus, the plurality of buffer units may be isolated
from each other and used in a variety of execution envi-
ronments, which ensures the security of the data required
to perform the cryptographic algorithm, the intermediate
data of the execution process, and the obtained result
data.
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[0107] Embodiments of the microprocessor 500 shown
in FIG. 5 may be implemented separately or may be im-
plemented in the microprocessors 100 to 400 shown in
FIGS. 1 to 4. The technical effects of embodiments of
the microprocessor 500 may also be mapped to the mi-
croprocessors 100 to 400, which is not repeated here.
[0108] FIG. 6 is a schematic flowchart of a data
processing method according to some embodiments of
the present disclosure.

[0109] Embodiments of the present disclosure further
provide a data processing method, which is applied to
the microprocessor. The microprocessor may include the
cryptographic engine and the controller. The data
processing method includes processes S602 to S604
shown in FIG. 6 performed by the controller (e.g., the
controller 104).

[0110] At S602, the controller receives the access re-
quest from the first execution environment. The access
request is used to access the cryptographic engine to
perform the cryptographic algorithm. The access request
at least includes the identification information. The iden-
tification information is related to the first execution en-
vironment. The first execution environment is one of the
number N execution environments. N is an integer great-
er than or equal to 1.

[0111] At S604, the controller instructs the crypto-
graphic engine to perform the cryptographic algorithm
that needs to be performed required by the access re-
quest based on the identification information.

[0112] The microprocessor 100 of embodiments of the
present disclosure can receive access requests from dif-
ferent execution environments and can distinguish the
execution environments where the access requests are
from based on the identification information, e.g., TEE,
REE, or another execution environment. As such, the
access requests from different execution environments
may be securely performed based on corresponding se-
curity architectures.

[0113] Insomeembodiments, the microprocessor may
further include the plurality of buffer units connected to
the controller. The plurality of buffer units may be sepa-
rated from each other. The first buffer unit of the plurality
of buffer units may correspond to the first execution en-
vironment of the N execution environments. The identi-
fication information may be further used to identify the
first buffer unit corresponding to the first execution envi-
ronment. Based on the identification information, in-
structing the cryptographic engine to perform the crypto-
graphic algorithm that needs to be executed required by
the access request may include obtaining the data re-
quired by the access request from the first buffer unit
corresponding to the first execution environment based
on the identification information and based on the re-
quired data, instructing the cryptographic engine to per-
form the cryptographic algorithm that needs to be per-
formed required by the access request. Thus, the plurality
of buffer units may be isolated from each other and used
for respective execution environments, which ensures
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the security of the data required to perform the crypto-
graphic algorithm, the intermediate data of the execution
process, and the obtained result data.

[0114] Insome embodiments, the access request may
further include the register address information. The reg-
ister address information may be used to indicate the
address of the register of the first buffer unit. The register
may be used to register the cryptographic algorithm in-
formation. The cryptographic algorithm information may
include the address of the object data and the attribute
information of the cryptographic algorithm of the object
data. The object data may be the data for the crypto-
graphicalgorithm. Based on the required data, instructing
the cryptographic engine to perform the cryptographic
algorithm that needs to be performed required by the
access request may include extracting the object data
based on the address of the object data and storing the
object data in the memory of the first buffer unit. The
address of the object data may be determined by the
register address information. Based on the required data,
instructing the cryptographic engine to perform the cryp-
tographic algorithm that needs to be performed required
by the access request may further include instructing the
cryptographic engine to perform the cryptographic algo-
rithm that needs to be performed required by the access
request on the object data based on the attribute infor-
mation of the cryptographic algorithm. The attribute in-
formation of the cryptographic algorithm may be deter-
mined by the register address information. Thus, the reg-
ister in the determined buffer unit may be selected based
ontheregister address information, and the cryptograph-
ic algorithm corresponding to the register may be then
performed. Therefore, the corresponding algorithm may
be scheduled according to the register address informa-
tion carried by the access request in a targeted manner.
[0115] In some embodiments, the identification infor-
mation may include one of the identifiers of the first ex-
ecution environment, the source address information
where the access request is initiated, and the identifier
of the access request. The source address information
may correspond to the first execution environment. The
identifier of the access request may correspond to the
first execution environment. Thus, a variety of identifica-
tion information may be provided.

[0116] In some embodiments, when N is greater than
1, the data processing method may further include re-
ceiving the plurality of access requests, the plurality of
access requests being from the number N execution en-
vironments, responding to one access request of the plu-
rality of access requests, and instructing the cryptograph-
ic engine to perform the cryptographic algorithm accord-
ing to the identification information carried in the access
request. Thus, the conflicts among the plurality of access
requests from different execution environments may be
avoided, which ensures the security of the related data
of the access request from the single execution environ-
ment.

[0117] In some embodiments, the controller may store

10

15

20

25

30

35

40

45

50

55

14

the priorities corresponding to the number N execution
environments. Responding to the one access request of
the plurality of access requests may include first respond-
ing to the access request from the execution environment
with the highest priority based on the priority. Thus, the
conflict caused by accessing the cryptographic engine
simultaneously by the access requests of the different
execution environments based on the priorities of differ-
ent access requests. The security of the microprocessor
may be ensured, and the practicability may be improved.
[0118] In some embodiments, the plurality of access
requests may include the first access request and the
second access request. The first access request may be
from the first execution environment, the second access
request may be from the second execution environment,
and the priority of the first execution environment may
be higher than the priority of the second execution envi-
ronment. Responding to the one access request of the
plurality of access requests may include determining
whether the execution of the cryptographic algorithm that
needs to be performed required by the first access re-
quest is completed, responding to the second access
requestin response to the execution of the cryptographic
algorithm of the first access request being completed to
perform the cryptographic algorithm required by the sec-
ond access request through the cryptographic engine.
Thus, after the cryptography operation result of the cryp-
tographic algorithm required by the first access request
is obtained, the second access request may be respond-
ed to, which ensures the security of the data.

[0119] In some embodiments, the plurality of access
requests may include the first access request and the
second access request. The first access request may be
from the first execution environment, the second access
request may be from the second execution environment,
and the priority of the first execution environment may
be lower than the priority of the second execution envi-
ronment. Responding to the one access request of the
plurality of access requests may include determining
whether the intermediate cryptography operation result
obtained by the first access request is stored and in re-
sponse to the intermediate cryptography operation result
being stored, responding to the second access request
to perform the cryptographic algorithm that needs to be
executed required by the second access request through
the cryptographic engine. Thus, first, the second access
request may be responded to only after the intermediate
password operation result of the cryptographic algorithm
of the first access request is obtained, which ensures the
security of the data. Then, the second access request
may be responded to not to wait until the execution of
the first cryptographic algorithm is completed but until
the intermediate cryptography operation result of the first
cryptographic algorithm has been stored, which reduces
the wait time of the second access request and improves
the performance of the microprocessor.

[0120] In some embodiments, the data processing
method may further include determining whether the ex-
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ecution of the cryptographic algorithm that needs to be
performed required by the second access requestis com-
pleted, and in response to the execution of the crypto-
graphic algorithm of the second access request being
completed, instructing the cryptographic engine to con-
tinue to execute the cryptographic algorithm of the first
access request based on the stored intermediate cryp-
tography operation result. Thus, the generated interme-
diate cryptography operation result may be stored and
may continue to be used, which avoids the waste of the
computation resources.

[0121] Insome embodiments, the number N execution
environments may include at least one of TEE and REE.
Thus, embodiments of the present disclosure may be
applicable to the plurality of execution environments. The
access requests of different execution environments may
be satisfied in a targeted manner by the microprocessor
of the present disclosure.

[0122] Insomeembodiments, the microprocessor may
further include the DMA unit. The data processing meth-
od may further include instructing the DMA unit to trans-
mit the data to be encrypted or decrypted required by
performing the cryptographic algorithm or instructing the
DMA unit to transmit the result of performing the crypto-
graphic algorithm of the access request. Thus, the oper-
ation capability of the controller may be released, the
data transmission speed may be improved, and the se-
curity of the data transmission may also be improved.
[0123] The data processing method described above
in connection with FIG. 6 and the additional aspects
thereof may be applied to the microprocessors 100 to
400 described with reference to FIGS. 1 to 4. The tech-
nical effects of embodiments described with reference to
FIGS. 1 to 4 may be mapped to the above-described
processing method and additional aspects of the
processing method, which are not repeated here. The
above processing method and the additional aspects of
the processing method may also be partially or entirely
applied to the microprocessor 500 described with refer-
ence to FIG. 5.

[0124] FIG. 7 is a schematic flowchart of another data
processing method according to some embodiments of
the present disclosure.

[0125] Embodiments of the present disclosure further
provide a data processing method, which is applied to
the microprocessor. The microprocessor may include the
cryptographic engine, the number M buffer units, and the
controller. The cryptographic engine may be configured
to execute the cryptographic algorithm. The number M
buffer units may be configured to buffer the data required
by the access request of the corresponding execution
environment. M may include an integer greater than or
equalto 1. The controller is connected to the cryptograph-
ic engine and the M buffer units, and the data processing
method may include executing processes S702-S704
shown in FIG. 7 by the controller.

[0126] At S702, the controller receives the access re-
quest from the first execution environment. The access
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request is used to access the cryptographic engine to
perform the cryptographic algorithm. The first execution
environment is one of the number N execution environ-
ments. N is an integer greater than or equal to 1.
[0127] At S704, the controller instructs the crypto-
graphic engine to perform the cryptographic algorithm
that needs to be performed required by the access re-
quest based on the first execution environment.

[0128] Insome embodiments, the data required by the
access request of the execution environment is stored in
the corresponding buffer units, so that the required data
can be stored in a targeted manner, so that the security
of the data is ensured, and the cryptographic engine can
be configured to perform the cryptographic algorithm
safely.

[0129] In some embodiments, where M is greater than
1, the M buffer units are separated from each other. As
such, the data of the M buffer units are isolated from each
other, thereby ensuring the security of the data.

[0130] Insomeembodiments, where M =N, the M buff-
er units correspond to the N execution environments in
a one-to-one correspondence. As such, each execution
environment has a respective data buffer unit, which
avoid sharing one buffer unit by multiple execution envi-
ronments, thereby ensuring the security of the data.
[0131] In some embodiments, where N>1, M>1, and
N > M, the M buffer units correspond to the N execution
environments in a one-to-one correspondence. As such,
where the number of buffer units is greater than the
number of execution environments, each execution en-
vironment has a respective data buffer unit, which avoids
sharing one buffer unit with multiple execution environ-
ments, thereby ensuring the security of the data.

[0132] In some embodiments, where N>1, M>1, and
N > M, the M buffer units one or more execution environ-
ments in the N execution environments correspond to
one of the M buffer units. As such, where the number of
buffer units is less than the number of execution environ-
ments, a buffer unit may be shared by multiple execution
environments, implementing limited data buffer units
may be applicable to multiple execution environments.
[0133] In some embodiments, the difference between
the priorities of the plurality of execution environments
corresponding to one buffer unit is less than a predeter-
mined threshold. As such, it is possible to address how
much more execution environments are compatible in
the case of only limited buffer units on hardware and en-
able the microprocessor to meet performance require-
ments.

[0134] In some embodiments, N execution environ-
ments include at least one of a TEE, an REE, or a SE.
As such, the embodiments of the present disclosure may
be applicable to multiple execution environments. The
microprocessor described in the present disclosure may
meet access requests of different execution environ-
ments in a targeted manner.

[0135] Insomeembodiments, the microprocessor may
further include a DMA unit. The data processing method
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further includes the following operations performed by
the controller. The controller may be configured to in-
struct the DMA unit to transmit the data required to per-
form the cryptographic algorithm. The controller may also
be configured to instruct the DMA unit to transmit the
result of performing the cryptographic algorithm of the
access request. Thus, the operation capability of the con-
troller can be released, the transmission speed of the
data and the cryptography operation result may be im-
proved, and the security of the transmission of the data
and the cryptography operation result may be improved.
[0136] The data processing method described is as-
sociated with FIG. 7 and the additional aspects thereof
may be applied to the microprocessor 500 described with
reference to FIG. 5, and the technical effects of the em-
bodiments described with reference to FIG. 5 may be
applied to the foregoing data processing method and the
additional aspects thereof, and details are not described
herein again. The above processing method and the ad-
ditional aspects thereof may be partially or entirely ap-
plied in the microprocessor 100-400 described with ref-
erence to FIG. 1 to FIG. 4.

[0137] FIG. 8 is a schematic flowchart of another data
processing method according to some embodiments of
the present disclosure.

[0138] Embodiments of the present disclosure further
provide a data processing method, which is applied to
the microprocessor. The microprocessor may include the
cryptographic engine, the number M buffer units, and the
controller. The cryptographic engine may be configured
to execute the cryptographic algorithm. The controller is
connected to the cryptographic engine. The data
processing method may include executing the processes
shown in FIG. 8 by the controller.

[0139] At S802, the controller is configured to receive
the plurality of access requests, and the plurality of ac-
cess requests are from the plurality of execution environ-
ments, respectively.

[0140] At S804, the controller is configured to respond
to one of the plurality of access requests to instruct the
cryptographic engine to execute the cryptographic algo-
rithm.

[0141] Only one access request of the plurality of ac-
cess requests may be responded to to avoid the conflict
among the plurality of access requests from different ex-
ecution environments. For example, the conflict may
mean that the plurality of access requests from different
execution environments need to occupy or use the com-
putation resources of the cryptographic engine simulta-
neously. Thus, the crash of the cryptographic engine may
be avoided, and the reliability of the microprocessor may
be improved. Further, at some point, the cryptographic
engine can only be accessed by an access request from
a single execution environment and cannot be accessed
simultaneously by an access request from another exe-
cution environment, which ensures the security of the
related data of the access request from the single exe-
cution environment.
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[0142] In some embodiments, the controller may be
configured to store the priorities of the plurality of execu-
tion environments. Responding to one access request of
the plurality of access requests may include first respond-
ing to the access request from the execution environment
with the highest priority based on the priority. Thus, the
conflict caused by accessing the cryptographic engine
simultaneously by the access requests of the different
execution environments based on the priorities of differ-
ent access requests. The security of the microprocessor
may be ensured, and the practicability may be improved.
[0143] In some embodiments, the plurality of access
requests may include the first access request and the
second access request. The first access request may be
from the first execution environment, the second access
request may be from the second execution environment,
and the priority of the first execution environment may
be higher than the priority of the second execution envi-
ronment. Responding to the one access request of the
plurality of access requests may include determining
whether the execution of the cryptographic algorithm that
needs to be performed required by the first access re-
quest is completed, responding to the second access
requestin response to the execution of the cryptographic
algorithm of the first access request being completed to
perform the cryptographic algorithm required by the sec-
ond access request through the cryptographic engine.
Thus, after the cryptography operation result of the cryp-
tographic algorithm required by the first access request
is obtained, the second access request may be respond-
ed to, which ensures the security of the data.

[0144] In some embodiments, the plurality of access
requests may include the first access request and the
second access request. The first access request may be
from the first execution environment, the second access
request may be from the second execution environment,
and the priority of the first execution environment may
be lower than the priority of the second execution envi-
ronment. Responding to the one access request of the
plurality of access requests may include determining
whether the intermediate cryptography operation result
obtained by the first access request is stored, and in re-
sponse to the intermediate cryptography operation result
being stored, responding to the second access request
to perform the cryptographic algorithm that needs to be
executed required by the second access request through
the cryptographic engine. Thus, first, the second access
request may be responded to only after the intermediate
password operation result of the cryptographic algorithm
of the first access request is obtained, which ensures the
security of the data. Then, the second access request
may be responded to not to wait until the execution of
the first cryptographic algorithm is completed but until
the intermediate cryptography operation result of the first
cryptographic algorithm has been stored, which reduces
the wait time of the second access request and improves
the performance of the microprocessor.

[0145] In some embodiments, the data processing
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method may further include determining whether the ex-
ecution of the cryptographic algorithm that needs to be
executed required by the second access request is com-
pleted, and in response to the execution of the crypto-
graphic algorithm of the second access request being
completed, instructing the cryptographic engine to con-
tinue to execute the cryptographic algorithm of the first
access request based on the stored intermediate cryp-
tography operation result. Thus, the generated interme-
diate cryptography operation result may be stored and
may continue to be used, which avoids the waste of com-
putation resources.

[0146] Insomeembodiments, the plurality of execution
environments may include at least one of TEE, REE, or
SE. Thus, embodiments of the present disclosure may
be applicable to the plurality of execution environments.
The access requests of different execution environments
may be satisfied in a targeted manner by the microproc-
essor of the present disclosure.

[0147] Insomeembodiments, the microprocessor may
further include a DMA unit. The data processing method
may further include instructing the DMA unit to transmit
the data to be encrypted or decrypted required by per-
forming the cryptographic algorithm or instructing the
DMA unit to transmit the result of performing the crypto-
graphic algorithm of the access request. Thus, the oper-
ation capability of the controller may be released, the
data transmission speed may be improved, and the se-
curity of the data transmission may also be improved.
[0148] The data processing method described above
and the additional aspects of the data processing method
may be applied to the microprocessors 200 shown in
FIG. 2. The technical effects of embodiments described
with reference to FIG. 2 may be mapped to the above-
described processing method and the additional aspects
of the processing method, which are not repeated here.
The above processing method and the additional aspects
of the processing method may also be partially or entirely
applied to the microprocessor 100 described with refer-
ence to FIG. 1 or the microprocessors 300 to 500 de-
scribed with reference to FIGS. 2 to 5.

[0149] Although the microprocessors and the data
processing methods are described in connection with
specific drawings, the aspects of these microprocessors
and these data processing methods may be combined
and may be applicable to each other.

[0150] FIG. 9is a schematic diagram of an electronic
device 900 according to some embodiments of the
present disclosure.

[0151] With reference to FIG. 9, the electronic device
900 includes various assemblies 902 and 904. As shown
in FIG. 9, the electronic device 900 includes one or more
processors 902 and one or more memories 904. In some
embodiments, the electronic device 900 may include oth-
er assemblies as needed.

[0152] The electronic device 900 may include one or
more applications. These applications may be instruction
sets (e.g., computer program codes) that, when read by
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the one or more processors 902, cause the one or more
processors 902 to control the operation of the electronic
device 900. Thus, the one or more memories 904 may
include instructions/data that are executed by the one or
more processors 902. Thus, the electronic device 900
may be configured to perform the methods of embodi-
ments of the present disclosure.

[0153] FIG. 10 is a schematic diagram of a computer-
readable storage medium 1000 according to some em-
bodiments of the present disclosure. For example, the
computer-readable storage medium 1000 may be in a
form of adata disk. However, embodiments of the present
disclosure may not be limited to this. The computer-read-
able storage medium 1000 may also include another me-
dium, such as an optical disk, a digital video disk, a flash
memory, or another common memory technology. In
some embodiments, the data disk 1000 may include a
magnetic data storage disk. The data disk 1000 may be
configured to carry an instruction 1002. The instruction
1002 may be read or loaded into the memory 904 of the
electronic device 900 shown in FIG. 9. When the proc-
essor 902 of the electronic device 900 executes the in-
struction, the electronic device 900 may be caused to
perform the methods of embodiments of the present dis-
closure.

[0154] Exemplary embodiments of the protection
scope of the present disclosure are as follows.

Embodiment 1A

[0155] A microprocessor may include a cryptographic
engine and a controller. The cryptographic engine may
be configured to execute a cryptographic algorithm. The
controller may be connected to the cryptographic engine.
The controller may be configured to receive an access
request from a first execution environment. The access
request may need to access the cryptographic engine to
execute the cryptographic algorithm. The access request
at least includes identification information. The identifi-
cation information is related to the first execution envi-
ronment. The first execution environment may be one
execution environment of the number N execution envi-
ronments. N may be an integer greater than or equal to
1. The controller may be further configured to, based on
the identification information, instruct the cryptographic
engine to execute the cryptographic algorithm that needs
to be executed required by the access request.

Embodiment 2A

[0156] The microprocessor of embodiment 1A further
includes a plurality of buffer units connected to the con-
troller. The plurality of buffer units may be separated from
each other. A first buffer unit of the plurality of buffer units
may correspond to a first execution environment of the
number N execution environments. The identification in-
formation may be further used to identify the first buffer
unit corresponding to the first execution environment.
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The controller may be configured to obtain data required
by the accessrequestin the firstbuffer unit corresponding
to the first execution environment based on the identifi-
cation information and instruct the cryptographic engine
to execute the cryptographic algorithm that needs to be
executed required by the access request based on the
required data.

Embodiment 3A

[0157] In the microprocessor of Embodiment 2A, the
access request may further include register address in-
formation. The register address information may be used
to indicate an address of a register in the first buffer unit.
The register may be used to register cryptographic algo-
rithm information. The cryptographic algorithm informa-
tion may include an address of the object data and at-
tribute information of the cryptographic algorithm of the
object data. The object data may be data for the crypto-
graphic algorithm. The controller may be configured to
extract the object data based on the address of the object
data and store the object data in a memory of the first
buffer unit. The address of the object data may be deter-
mined by the register address information. The controller
may be further configured to instruct the cryptographic
engine to execute the cryptographic algorithm that needs
to be performed required by the access request on the
object data based on the attribute information of the cryp-
tographic algorithm. The attribute information of the cryp-
tographic algorithm may be determined by the register
address information.

Embodiment 4A

[0158] In the microprocessor of any one of Embodi-
ment 1A to 3A, the identification information may include
one of an identifier of the first execution environment,
source address information where the access request is
sent, and an identifier of the access request. The source
address information may correspond to the first execu-
tion environment. The identifier of the access request
may correspond to the first execution environment.

Embodiment 5A

[0159] Inthe microprocessor of Embodiment 1A, when
N is greater than 1, the controller may be further config-
ured to receive the plurality of access requests from the
number N execution environments, respond to one ac-
cess request of the plurality of access requests, and in-
struct the cryptographic engine to execute the crypto-
graphic algorithm according to the identification informa-
tion carried in the access request.

Embodiment 6A

[0160] In the microprocessor of Embodiment 5A, the
controller may be configured to store priorities corre-
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sponding to the number N execution environments. The
controller may be configured to respond to the access
request from the execution environment with the highest
priority based on the priority.

Embodiment 7A

[0161] In the microprocessor of Embodiment 5A, the
plurality of access requests may include a first access
request and a second access request. The first access
request may be from a first execution environment, the
second access request may be from a second execution
environment. A priority of the first execution environment
may be higher than a priority of the second execution
environment. The controller may be configured to deter-
mine whether an execution of the cryptographic algorithm
that needs to be executed required by the first access
request is completed, and in response to the execution
of the cryptographic algorithm of the first access request
being completed, respond to the second access request
to execute the cryptographic algorithm that needs to be
executed required by the second access request by the
cryptographic engine.

Embodiment 8A

[0162] In the microprocessor of Embodiment 5A, the
plurality of access requests may include a first access
request and a second access request. The first access
request may be from a first execution environment. The
second access request may be from a second execution
environment. A priority of the first execution environment
may be lower than a priority of the second execution en-
vironment. The controller may be configured to determine
whether the intermediate cryptography operation result
obtained by the first access request is stored and, in re-
sponse to the intermediate cryptography operation result
being stored, respond to the second access request to
execute the cryptographic algorithm that needs to be ex-
ecuted required by the second access request by the
cryptographic engine.

Embodiment 9A

[0163] In the microprocessor of Embodiment 8A, the
controller may be further configured to determine wheth-
er execution of the cryptographic algorithm that needs to
be executed required by the second access request is
completed and, in response to the execution of the cryp-
tographic algorithm of the second access request being
completed, instruct the cryptographic engine to continue
to execute the cryptographic algorithm of the first access
request based on the stored intermediate cryptography
operation result.

Embodiment 10A

[0164] In the microprocessor of any of the Embodi-
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ments 1A to 9A, the number N execution environments
may include at least one of TEE, REE, or SE.

Embodiment 11A

[0165] The microprocessor of any of the Embodiments
1A to 9A may further include a DMA unit. The controller
may be configured to instruct the DMA unit to transmit
data required to execute the cryptographic algorithm or
instruct the DMA unit to transmit the result of executing
the cryptographic algorithm of the access request.

Embodiment 12A

[0166] A data processing method may be applied to a
microprocessor. The microprocessor may include a cryp-
tographic engine and a controller. The data processing
method may include receiving an access request from a
first execution environment. The access request may
need to access the cryptographic engine to execute the
cryptographic algorithm. The access request at least in-
cludes identification information. The identification infor-
mation is related to the first execution environment. The
first execution environment may be one execution envi-
ronment of the number N execution environments. N may
be an integer greater than or equal to 1. The method may
further include, based on the identification information,
instructing the cryptographic engine to execute the cryp-
tographic algorithm that needs to be executed required
by the access request.

Embodiment 13A

[0167] In the data processing method of Embodiment
12A, the microprocessor may further include a plurality
of buffer units connected to the controller. The plurality
of buffer units may be separated from each other. A first
buffer unit of the plurality of buffer units may correspond
to a first execution environment of the number N execu-
tion environments. The identification information may be
further used to identify the first buffer unit corresponding
to the first execution environment. Based on the identifi-
cation information, instructing the cryptographic engine
to execute the cryptographic algorithm that needs to be
executed by the access request may include obtaining
data required by the access request in the first buffer unit
corresponding to the first execution environment based
on the identification information and instructing the cryp-
tographic engine to execute the cryptographic algorithm
that needs to be executed required by the access request
based on the required data.

Embodiment 14A

[0168] In the data processing method of Embodiment
13A, the access request may further include register ad-
dress information. The register address information may
be used to indicate an address of a register in the first
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buffer unit. The register may be used to register crypto-
graphic algorithm information. The cryptographic algo-
rithm information may include an address of the object
data and attribute information of the cryptographic algo-
rithm of the object data. The object data may be data for
the cryptographic algorithm. Instructing the cryptograph-
ic engine to execute the cryptographic algorithm that
needs to be executed required by the access request
based on the required data may include extracting the
object data based on the address of the object data and
storing the object data in a memory of the first buffer unit.
The address of the object data may be determined by
the register address information. Instructing the crypto-
graphic engine to execute the cryptographic algorithm
that needs to be executed required by the access request
based on the required data may further include instruct-
ing the cryptographic engine to execute the cryptographic
algorithm that needs to be performed required by the
access request on the object data based on the attribute
information of the cryptographic algorithm. The attribute
information of the cryptographic algorithm may be deter-
mined by the register address information.

Embodiment 15A

[0169] In the data processing method of any one of
Embodiments 12A to 14A, the identification information
may include one of an identifier of the first execution en-
vironment, source address information where the access
request is sent, and an identifier of the access request.
The source address information may correspond to the
first execution environment. The identifier of the access
request may correspond to the first execution environ-
ment.

Embodiment 16A

[0170] In the data processing method of Embodiment
12A, when N is greater than 1, the data processing meth-
od may be further include receiving the plurality of access
requests from the number N execution environments, re-
sponding to one access request of the plurality of access
requests, and instructing the cryptographic engine to ex-
ecute the cryptographic algorithm according to the iden-
tification information carried in the access request.

Embodiment 17A

[0171] In the data processing method of Embodiment
16A, the controller may be configured to store priorities
corresponding to the number N execution environments.
Responding to the one access request of the plurality of
access requests may include responding to the access
request from the execution environment with the highest
priority based on the priority.
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Embodiment 18A

[0172] In the data processing method of Embodiment
16A, the plurality of access requests may include a first
access request and a second access request. The first
access request may be from a first execution environ-
ment, the second access request may be from a second
execution environment. A priority of the first execution
environment may be higher than a priority of the second
execution environment. Responding to the one access
request of the plurality of access requests may include
determining whether an execution of the cryptographic
algorithm that needs to be executed required by the first
access request is completed, and in response to the ex-
ecution of the cryptographic algorithm of the first access
request being completed, responding to the second ac-
cess request to execute the cryptographic algorithm that
needs to be executed required by the second access
request by the cryptographic engine.

Embodiment 19A

[0173] In the data processing method of Embodiment
16A, the plurality of access requests may include a first
access request and a second access request. The first
access request may be from a first execution environ-
ment. The second access request may be from a second
execution environment. A priority of the first execution
environment may be lower than a priority of the second
execution environment. Responding to the one access
request of the plurality of access requests may include
determining whether the intermediate cryptography op-
eration result obtained by the first access request is
stored and, in response to the intermediate cryptography
operation result being stored, responding to the second
access request to execute the cryptographic algorithm
that needs to be executed required by the second access
request by the cryptographic engine.

Embodiment 20A

[0174] The data processing method of Embodiment
19A may further include determining whether execution
of the cryptographic algorithm that needs to be executed
required by the second access request is completed and,
in response to the execution of the cryptographic algo-
rithm of the second access request being completed, in-
structing the cryptographic engine to continue to execute
the cryptographic algorithm of the first access request
based on the stored intermediate cryptography operation
result.

Embodiment 21A
[0175] Inthe data processing method of any of the Em-

bodiments 12A to 20A, the number N execution environ-
ments may include at least one of TEE, REE, or SE.
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Embodiment 22A

[0176] Inthe data processing method of any of the Em-
bodiments 12A to 20A, the microprocessor may further
include a DMA unit. The data processing method may
further include instructing the DMA unit to transmit data
required to execute the cryptographic algorithm or in-
structing the DMA unit to transmit the result of executing
the cryptographic algorithm of the access request.

Embodiment 23A

[0177] Anelectronic device may include a memory and
a processor. The memory may be used to store an in-
struction. The processor may be configured to read the
instruction in the memory and perform the data process-
ing methods of any of Embodiments 12A to 22A.

Embodiment 24A

[0178] A computer-readable storage medium storing
an instruction that, when the instruction is executed by a
processor, causes the processor to perform the data
processing methods of any of Embodiments 12A to 22A.

Embodiment 1B

[0179] A microprocessor may include a cryptographic
engine, a number M of buffer units, and a controller. The
cryptographic engine may be configured to execute the
cryptographic algorithm. The number M of buffer units
may be configured to cache the data required of the ac-
cess request of a corresponding execution environment.
M may be an integer greater than or equal to 1. The con-
troller may be connected to the cryptographic engine and
the number M of buffer units. The controller may be con-
figured to receive an access request from a first execution
environment. The access request may need to access
the cryptographic engine to perform the cryptographic
algorithm. The first execution environment may be an
execution environment of the number N execution envi-
ronments. N may be an integer greater than or equal to
1. The controller may be further configured to, based on
the access request, instruct the cryptographic engine to
execute the cryptographic algorithm that needs to be ex-
ecuted required by the access request by using the re-
quired data cached in the buffer unit corresponding to
the first execution environment.

Embodiment 2B

[0180] Inthe microprocessor of Embodiment 1B, when
M is greater than 1, the number M buffer units may be
separated from each other.

Embodiment 3B

[0181] In the microprocessor of any of Embodiments
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1B and 2B, when M = N, the number M buffer units may
have a one-to-one correspondence to the number N ex-
ecution environments.

Embodiment 4B

[0182] In the microprocessor of any of Embodiments
1B and 2B, when N>1, M>1, and N<M, the number N
buffer units of the number M buffer units may have a one-
to-one correspondence to the number N execution envi-
ronments.

Embodiment 5B

[0183] In the microprocessor of any of Embodiments
1B and 2B, when N>1, M>1, and N>M, one or more ex-
ecution environments of the number N execution envi-
ronments may correspond to one buffer unit of the
number M buffer units.

Embodiment 6B

[0184] Inthe microprocessor of Embodiment 5B, a dif-
ference of priorities of a plurality of execution environ-
ments corresponding to the one buffer unit may be small-
er than a predetermined threshold.

Embodiment 7B

[0185] In the microprocessor of any of Embodiments
1B to 6B, the number N execution environments may
include at least one of TEE, REE, or SE.

Embodiment 8B

[0186] The microprocessor of any of Embodiments 1B
to 6B may further include a DMA unit. The controller may
be further configured to instruct the DMA unit to transmit
the data required to perform the cryptographic algorithm
or instruct the DMA unit to transmit a result of performing
the cryptographic algorithm of the access request.

Embodiment 9B

[0187] A data processing method may be applicable
to a microprocessor. The microprocessor may include a
cryptographic engine, a number M of buffer units, and a
controller. The cryptographic engine may be configured
to execute the cryptographic algorithm. The number M
of buffer units may be configured to cache the data re-
quired of the access request of a corresponding execu-
tion environment. M may be an integer greater than or
equal to 1. The controller may be connected to the cryp-
tographic engine and the number M of buffer units. The
data processing method may include receiving an access
request from a first execution environment. The access
request may need to access the cryptographic engine to
perform the cryptographic algorithm. The first execution
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environment may be an execution environment of the
number N execution environments. N may be an integer
greater than or equal to 1. The method may further in-
clude, based on the access request, instructing the cryp-
tographic engine to execute the cryptographic algorithm
that needs to be executed required by the access request
by using the required data cached in the buffer unit cor-
responding to the first execution environment.

Embodiment 10B

[0188] In the data processing method of Embodiment
9B, when M is greater than 1, the number M buffer units
may be separated from each other.

Embodiment 11B

[0189] In the data processing method of any of Em-
bodiments 9B and 10B, when M = N, the number M buffer
units may have a one-to-one correspondence to the
number N execution environments.

Embodiment 12B

[0190] In the data processing method of any of Em-
bodiments 9B and 10B, when N>1, M>1, and N<M, the
number N buffer units of the number M buffer units may
have a one-to-one correspondence to the number N ex-
ecution environments.

Embodiment 13B

[0191] In the data processing method of any of Em-
bodiments 9B and 10B, when N>1, M>1, and N>M, one
or more execution environments of the number N exe-
cution environments may correspond to one buffer unit
of the number M buffer units.

Embodiment 14B

[0192] In the data processing method of Embodiment
13B, a difference of priorities of a plurality of execution
environments corresponding to the one buffer unit may
be smaller than a predetermined threshold.

Embodiment 15B

[0193] In the data processing method of any of Em-
bodiments 9B to 14B, the number N execution environ-
ments may include at least one of TEE, REE, or SE.

Embodiment 16B

[0194] In the data processing method of any of Em-
bodiments 9B to 14B, the microprocessor may further
include a DMA unit. The data processing method may
further include instructing the DMA unit to transmit the
data required to perform the cryptographic algorithm or
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instructing the DMA unit to transmit a result of performing
the cryptographic algorithm of the access request.

Embodiment 17B

[0195] Anelectronic device may include amemory and
a processor. The memory may be used to store an in-
struction. The processor may be configured to read the
instruction in the memory and perform the data process-
ing methods of any of Embodiments 9B to 16B.

Embodiment 1C

[0196] A microprocessor may include a cryptographic
engine and a controller. The cryptographic engine may
be configured to execute a cryptographic algorithm. The
controller may be connected to the cryptographic engine.
The controller may be configured to receive a plurality of
access requests from the plurality of execution environ-
ments and respond to one access request of the plurality
of access requests to indicate the cryptographic engine
to perform the cryptographic algorithm.

Embodiment 2C

[0197] In the microprocessor of 1C, the controller may
be configured to store priorities of the plurality execution
environments. The controller may be configured to first
respond to an access request from an execution envi-
ronment with a highest priority based on the priority.

Embodiment 3C

[0198] In the microprocessor of Embodiment 1C, the
plurality of access requests may include a first access
request and a second access request. The first access
request may be from a first execution environment. The
second access request may be from a second execution
environment. The priority of the first execution environ-
ment may be higher than the priority of the second exe-
cution environment. The controller may be configured to
determine whether the execution of the cryptographic al-
gorithm that needs to be executed required by the first
access request is completed, and in response to the ex-
ecution of the cryptographic algorithm of the first access
request being completed, respond to the second access
request to execute the cryptographic algorithm that
needs to be executed required by the second access
request by the cryptographic engine.

Embodiment 4C

[0199] In the microprocessor of Embodiment 1C, the
plurality of access requests may include the first access
request and the second access request. The first access
request may be from the first execution environment. The
second access request may be from the second execu-
tion environment. The priority of the first execution envi-
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ronment may be lower than the priority of the second
execution environment. The controller may be configured
to determine whether an intermediate cryptography op-
eration result obtained by the first access request is
stored, and in response to the intermediate cryptography
operation result being stored, respond to the second ac-
cess request to execute the cryptographic algorithm that
needs to be executed required by the second access
request by the cryptographic engine.

Embodiment 5C

[0200] In the microprocessor of Embodiment 4C, the
controller may be further configured to determine wheth-
erthe execution of the cryptographic algorithm that needs
to be executed required by the second access request
is completed, and in response to the execution of the
cryptographic algorithm of the second access request is
completed, instruct the cryptographic engine to continue
to execute the cryptographic algorithm of the first access
request based on the stored intermediate cryptography
operation result.

Embodiment 6C

[0201] In the microprocessor of any of Embodiments
1C to 5C, the plurality of execution environments may
include at least one of TEE, REE, or SE.

Embodiment 7C

[0202] The microprocessor of any of Embodiments 1C
to 5C may furtherinclude a DMA unit. The controller may
be further configured to instructing the DMA unit to trans-
mit the data required to execute the cryptographic algo-
rithm or instructing the DMA unit to transmit the result of
executing the cryptographic algorithm of the access re-
quest.

Embodiment 8C

[0203] A data processing method may be applicable
to a microprocessor. The microprocessor may include a
cryptographic engine and a controller. The cryptographic
engine may be configured to execute a cryptographic
algorithm. The controller may be connected to the cryp-
tographic engine. The controller may be configured to
receive a plurality of access requests from the plurality
of execution environments and respond to one access
request of the plurality of access requests to indicate the
cryptographic engine to perform the cryptographic algo-
rithm.

Embodiment 9C
[0204] In the data processing method of 8C, the con-

troller may be configured to store priorities of the plurality
execution environments. Responding to the one access
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request of the plurality of access requests may include
first responding to an access request from an execution
environment with a highest priority based on the priority.

Embodiment 10C

[0205] In the data processing method of Embodiment
8C, the plurality of access requests may include a first
access request and a second access request. The first
access request may be from a first execution environ-
ment. The second access request may be from a second
execution environment. The priority of the first execution
environment may be higher than the priority of the second
execution environment. Responding to the one access
request of the plurality of access requests may include
determining whether the execution of the cryptographic
algorithm that needs to be executed required by the first
access request is completed, and in response to the ex-
ecution of the cryptographic algorithm of the first access
request being completed, responding to the second ac-
cess request to execute the cryptographic algorithm that
needs to be executed required by the second access
request by the cryptographic engine.

Embodiment 11C

[0206] In the data processing method of Embodiment
8C, the plurality of access requests may include the first
access request and the second access request. The first
access request may be from the first execution environ-
ment. The second access request may be from the sec-
ond execution environment. The priority of the first exe-
cution environment may be lower than the priority of the
second execution environment. Responding to the one
access request of the plurality of access requests may
include determining whether an intermediate cryptogra-
phy operation result obtained by the first access request
is stored, and in response to the intermediate cryptogra-
phy operation result being stored, responding to the sec-
ond access request to execute the cryptographic algo-
rithm that needs to be executed required by the second
access request by the cryptographic engine.

Embodiment 12C

[0207] The data processing method of Embodiment
11C may further include determining whether the execu-
tion of the cryptographic algorithm that needs to be ex-
ecuted required by the second access request is com-
pleted, and in response to the execution of the crypto-
graphic algorithm of the second access request is com-
pleted, instructing the cryptographic engine to continue
to execute the cryptographic algorithm of the first access
request based on the stored intermediate cryptography
operation result.
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Embodiment 13C

[0208] In the data processing method of any of Em-
bodiments 8C to 12C, the plurality of execution environ-
ments may include at least one of TEE, REE, or SE.

Embodiment 14C

[0209] In the data processing method of any of Em-
bodiments 8C to 12C, the microprocessor may further
include a DMA unit. The data processing method may
further include instructing the DMA unit to transmit the
data required to execute the cryptographic algorithm or
instructing the DMA unit to transmit the result of executing
the cryptographic algorithm of the access request.

Embodiment 15C

[0210] Anelectronic device may include a memory and
a processor. The memory may be used to store an in-
struction. The processor may be configured to read the
instruction in the memory and perform the data process-
ing methods of any of Embodiments 8C to 14C.

Embodiment 16C

[0211] A computer-readable storage medium storing
an instruction that, when the instruction is executed by a
processor, causes the processor to perform the data
processing methods of any of Embodiments 8C to 14C.
[0212] In the detailed description, for purposes of ex-
planation and not limitation, details are described in order
to provide a thorough understanding of the various as-
pects and embodiments of the present disclosure. In
some embodiments, detailed descriptions of well-known
devices, assemblies, circuits, and methods have been
omitted so as not to obscure the description of embodi-
ments of the present disclosure with unnecessary details.
All statements and examples of the principles, aspects,
and embodiments disclosed in the present disclosure are
intended to cover both structural equivalent and function-
al equivalent. In addition, such equivalents are intended
to include the currently known equivalents as well as
equivalents developed in the future, i.e., any element de-
veloped that performs a same function, regardless of the
structure. Thus, for example, the block diagram of the
present specification may represent conceptual dia-
grams of illustrative circuit system or another functional
unit, which represents the principles of embodiments of
the present disclosure. Similarly, any flowchart may rep-
resent various processes, which may be represented
substantially in a computer-readable storage medium
and executed by a computer or processor, no matter
whether such computer or processor is explicitly shown.
The functions of various elements including the functional
blocks may be provided by using hardware (such as cir-
cuit hardware and/or hardware capable of executing soft-
ware in the form of encoded instructions stored on the
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computer-readable storage medium described above).
Thus, such function and functional blocks may be imple-
mented by hardware and/or computer, that is implement-
ed by a machine. For the hardware implementation, the
functional block may include, but is not limited to, digital
signal processor (DSP) hardware, a reduced instruction
set processor, a hardware (e.qg., digital or analog) circuit
system, which includes, but is not limited to, an applica-
tion specific integrated circuit (ASIC) and/or a field pro-
grammable gate array (FPGA), and a state machine ca-
pable of performing these functions (when appropriate).
For the computer implementation, the computer may in-
clude one or more processors or one or more controllers.
When the function is provided by a computer or processor
or controller, the function may be provided by a single
dedicated computer or processor or controller, a single
shared computer or processor or controller, or a plurality
of individual computers or processors or controllers.
some of the computers or processors or controllers may
be shared or distributed. In addition, the terms "proces-
sor," "controller," or "control logic," may also be under-
stood to represent other hardware capable of performing
such functions and/or executing the software, such as
example hardware listed above.

[0213] Various embodiments of the present disclosure
are described in a progressive manner. Each embodi-
ment focuses on a difference from other embodiments.
The same or similar parts between embodiments may
refer to each other.

[0214] Inembodiments of the presentdisclosure, each
block in the flowchart or block diagram may represent a
module, a program segment, or a portion of code, which
includes one or more executable instructions for imple-
menting the specified logical functions. In some other
embodiments, the functions marked in the block/opera-
tion may occurin a sequence different from the sequence
marked in the accompanying drawings. Forexample, two
continuous blocks/operations may, in fact, be executed
in parallel or may may sometimes be executed in the
reverse order, depending upon the functions involved.
Each block/operation in the block diagram and/or flow-
chart and a combination of the block/operation of the
block diagram and/or flowchart may be implemented with
a dedicated hardware-based system that perform the
specified functions or actions, or may be implemented
with a combination of the dedicated purpose hardware
and computer instructions.

[0215] When the atleastone function described in em-
bodiments of the present disclosure is implemented in
the form of a software functional module and sold or used
as an independent product, the at least one function may
be stored in a computer-readable storage medium. Thus,
the technical solution, a part of the technical solution con-
tributed to the existing technology, or a part of the tech-
nical solutions may be embodied in a form of a software
product. The computer software product may be stored
in a storage medium, and includes several instructions,
which may be used to cause a computer device (i.e., a
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personal computer, a server, or a network device, etc.)
to perform all or part of the operations of the method of
various embodiments of the present disclosure. The stor-
age medium may include a USB flash disk, a mobile hard
drive, a read-only memory (ROM), a random access
memory (RAM), a magnetic disk, or an optical disk, which
can store the program codes.

[0216] In documents of the present disclosure, rela-
tionship terms such as first and second are merely used
to distinguish one entity or operation from another entity
or operation without necessarily requiring orimplying any
such actual relationship or order between these entities
or operations. Moreover, the terms "comprising," "includ-
ing," or any other variation thereof, are intended to cover
a non-exclusive inclusion, such that a process, method,
article, or device that includes a series of elements not
only includes those elements, but further includes other
elements not explicitly listed, or further includes elements
inherent to such processes, methods, articles, or devic-
es. When there is no more limitation, the element defined
by the term "including ..." does not the presence of ad-
ditional identical elementsin the process, method, article,
or device that includes the element.

[0217] The above are only some embodiments of the
present disclosure and are not intended to limit the
present disclosure. For those skilled in the art, modifica-
tions and changes may be made to the present disclo-
sure. Any modifications, equivalent replacements, and
improvements made within the spirit and principle of the
presentdisclosure shall be within the scope of the present
disclosure.

[0218] The above are only specific embodiments of the
present disclosure. However, the scope of the present
disclosure may not be limited to this. Those skilled in the
art may think of changes or replacements within the
scope of the present disclosure. The changes or replace-
ments may be within the scope of the present disclosure.
Therefore, the scope of the present disclosure may be
subjected to the appended claims and their equivalents
changes or substitutions can be easily conceived of by
a person skilled in the art within the of the present dis-
closure. Therefore, the protection scope of the present
disclosure shall be subject to the appended claims and
their equivalents.

Claims
1. A microprocessor comprising:

a cryptographic engine;
a controller connected to the cryptographic en-
gine, and configured to:

receive a plurality of access requests from
a plurality of execution environments, re-
spectively; and

respond to one of the plurality of access re-
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quests and instruct the cryptographic en-
gine to execute a cryptographic algorithm.

2. Themicroprocessorofclaim 1, wherein the controller
is further configured to:

store a priority of each of the plurality of execu-
tion environments; and

based on the stored priority, respond preferen-
tially to an access request from an execution
environment with a highest priority.

3. The microprocessor of claim 1, wherein:

the plurality of access requests include a first
access request from a first execution environ-
ment and a second access request from a sec-
ond execution environment;

a priority of the first execution environment is
higher than a priority of the second execution
environment; and

the controller is further configured to:

determine whether execution of a first cryp-
tographic algorithm requested by the first
access request is completed; and

in response to completion of the execution
of the first cryptographic algorithm, respond
to the second request and instruct the cryp-
tographic engine to execute a second cryp-
tographic algorithm requested by the sec-
ond access request.

4. The microprocessor of claim 1, wherein:

the plurality of access requests include a first
access request from a first execution environ-
ment and a second access request from a sec-
ond execution environment;

a priority of the first execution environment is
lower than a priority of the second execution en-
vironment; and

the controller is further configured to:

determine whether storage of an intermedi-
ate cryptography operation result of the first
cryptographic algorithm requested by the
first access request is completed; and

in response to completion of the storage of
the intermediate cryptography operation re-
sult, respond to the second access request,
and instruct the cryptographic engine to ex-
ecute a second cryptographic algorithm re-
quested by the second access request.

The microprocessor of claim 4, wherein the controller
is further configured to:
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determine whether execution of the second
cryptographic algorithm requested by the sec-
ond access request is completed; and

in response to completion of the execution of
the second cryptographic algorithm, instruct the
cryptographic engine to continue to execute the
first cryptographic algorithm requested by the
first access request based on the stored inter-
mediate cryptography operation result.

6. The microprocessor of claim 1, wherein the plurality
of execution environments include at least one of
trusted execution environment (TEE), rich execution
environment (REE), and secure element (SE).

7. The microprocessor of claim 1, further comprising:

a direct memory access (DMA) circuit;
wherein the controller is further configured to:

instruct the DMA circuit to transfer data re-
quired to execute the cryptographic algo-
rithm; or

instruct the DMA circuit to transfer a result
of execution of the cryptographic algorithm
requested by the access request.

8. A data processing method implemented by a micro-
processor, comprising:

receiving, by a controller of the microprocessor,
a plurality of access requests from a plurality of
execution environments, respectively; and
responding, by the controller, to one of the plu-
rality of access requests and instructing a cryp-
tographic engine of the microprocessor to exe-
cute a cryptographic algorithm.

9. The data processing method of claim 8, further com-
prising:

storing, by the controller, a priority of each of the
plurality of execution environments; and

based on the stored priority, responding prefer-
entially to an access request from an execution
environment with a highest priority.

10. The data processing method of claim 8,
wherein:

the plurality of access requests include a
first access request from a first execution
environment and a second access request
from a second execution environment; and
a priority of the first execution environment
is higher than a priority of the second exe-
cution environment;
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12.

13.

14.
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the data processing method further comprising:

determining whether execution of a first
cryptographic algorithm requested by the
first access request is completed; and

in response to completion of the execution
of the first cryptographic algorithm, re-
sponding to the second request and in-
structing the cryptographic engine to exe-
cute a second cryptographic algorithm re-
quested by the second access request.

The data processing method of claim 8,
wherein:

the plurality of access requests include a first
access request from a first execution environ-
ment and a second access request from a sec-
ond execution environment; and

a priority of the first execution environment is
lower than a priority of the second execution en-
vironment;

the data processing method further comprising:

determining whether storage of an intermediate
cryptography operation result of the first crypto-
graphic algorithm requested by the first access
request is completed; and

in response to completion of the storage of the
intermediate cryptography operation result, re-
sponding to the second access request, and in-
structing the cryptographic engine to execute a
second cryptographic algorithm requested by
the second access request.

The data processing method of claim 11, further
comprising:

determining whether execution of the second
cryptographic algorithm requested by the sec-
ond access request is completed; and

in response to completion of the execution of
the second cryptographic algorithm, instructing
the cryptographic engine to continue to execute
the first cryptographic algorithm requested by
the first access request based on the stored in-
termediate cryptography operation result.

The data processing method of claim 8, wherein the
plurality of execution environments include at least
one of trusted execution environment (TEE), rich ex-
ecution environment (REE), and secure element
(SE).

The data processing method of claim 1, further com-
prising:
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instructing, by the controller, a direct memory
access (DMA) circuit to transfer data required
to execute the cryptographic algorithm; or
instructing the DMA circuit to transfer a result of
execution of the cryptographic algorithm re-
quested by the access request.

15. An electronic device comprising:

a processor,
a memory connected to the processor and con-
figured to store instructions, when read by the
processor, the instructions causing the proces-
sor to:

receive a plurality of access requests from
a plurality of execution environments, re-
spectively; and

respond to one of the plurality of access re-
quests and instruct a cryptographic engine
to execute a cryptographic algorithm.
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