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(54) PACKET FORWARDING METHOD, APPARATUS AND SYSTEM

(57) Embodiments of this application provide a pack-
et forwarding method, an apparatus, and a system, and
relate to the field of communication technologies, to mit-
igate existing technical problems of a large quantity of
signaling exchanges and a long switching delay when a
session management network element modifies a PDU
session. The method includes: A session management
network element sends a path identifier to a first device,
where the first device includes an access network ele-
ment corresponding to a PDU session and a user plane
network element corresponding to the PDU session, the
PDU session corresponds to a first terminal, the path
identifier indicates a first path from the access network

element to the user plane network element, the first path
includes a part or all of a second path, and the second
path is a path corresponding to a PDU session pre-es-
tablished by the session management network element
for a second terminal. The session management network
element further sends, to the first device, identification
information of a destination address corresponding to the
path identifier, to enable the first device to include, in
received data based on the destination address of the
data, the path identifier corresponding to the destination
address, and forward the data through a path corre-
sponding to the destination address.

(Cont. next page)



2

EP 4 185 009 A1



EP 4 185 009 A1

3

5

10

15

20

25

30

35

40

45

50

55

Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 202010718828.6, filed with the China
National Intellectual Property Administration on July 23,
2020 and entitled "PACKET FORWARDING METHOD,
APPARATUS, AND SYSTEM", which is incorporated
herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present invention relates to the field of com-
munication technologies, and in particular, to a packet
forwarding method, an apparatus, and a system.

BACKGROUND

[0003] In a 3rd Generation Partnership Project (3rd
Generation Partnership Project, 3GPP) communication
system, a session management network element may
establish a protocol data unit (protocol data unit, PDU)
session for a terminal, so that the terminal can send data
to a user plane network element via an access network
element based on the PDU session. Because the termi-
nal may move continuously in a communication process,
when the terminal is handed over from a source access
network element to a target access network element, the
session management network element may modify the
PDU session corresponding to the terminal, so that the
terminal sends the data to the user plane network ele-
ment via the target access network element based on a
modified PDU session.
[0004] When the terminal is handed over from the
source access network element to the target access net-
work element, the target access network element may
send, to the session management network element via
a mobility management network element, a path switch
request including a terminal identifier. The session man-
agement network element determines, based on the ter-
minal identifier, the PDU session corresponding to the
terminal, and determines whether a user plane network
element corresponding to the PDU session can continue
to serve the terminal. If not, the session management
network element may determine an intermediate user
plane network element for the terminal, separately send
tunnel information of the intermediate user plane network
element to the user plane network element and the target
access network element, and send tunnel information of
the user plane network element and tunnel information
of the target access network element to the intermediate
user plane network element, to establish an N3 tunnel
between the target access network element and the in-
termediate user plane network element, establish an N9
tunnel between the intermediate user plane network el-
ement and the user plane network element, and complete
PDU session modification.
[0005] When modifying the PDU session, the session
management network element needs to exchange, for a

plurality of times, tunnel information between the target
access network element corresponding to a path that is
switched to and each user plane network element, to
establish a session tunnel. Consequently, signaling over-
heads are high, and a switching delay is long.

SUMMARY

[0006] In view of this, an objective of this application
is to provide a packet forwarding method, an apparatus,
and a system, to mitigate existing technical problems of
high signaling overheads and a long switching delay
when a session management network element modifies
a PDU session.
[0007] According to a first aspect, an embodiment of
this application provides a packet forwarding method.
The method includes: A session management network
element sends a path identifier to a first device, where
the first device includes an access network element cor-
responding to a PDU session and a user plane network
element corresponding to the PDU session, the PDU ses-
sion corresponds to a first terminal, the path identifier
indicates a first path from the access network element to
the user plane network element, the first path includes a
part or all of a second path, and the second path is a path
corresponding to a PDU session pre-established by the
session management network element for a second ter-
minal. The session management network element
sends, to the first device, identification information of a
destination address corresponding to the path identifier,
to enable the first device to include, in received data
based on the destination address of the data, the path
identifier corresponding to the destination address, and
forward the data through a path corresponding to the
destination address.
[0008] Based on the first aspect, when the first path
includes the part or all of the second path, the session
management network element may send the path iden-
tifier to the access network element or the user plane
network element, without re-establishing an overlapping
part of the first path and the second path. This reduces
signaling overheads and shortens a switching delay. In
addition, the session management network element may
further send a correspondence between the path identi-
fier and the destination address to the first device, so that
after receiving the data, the first device determines,
based on the destination address of the data, the path
used to forward the data, includes, in the data, a path
identifier corresponding to the path, and sends the data
to a next-hop network element.
[0009] In a possible design, the first path is a first GTP-
U path, and the second path is a second GTP-U path.
[0010] Based on this possible design, the session man-
agement network element sends the path identifier to the
first device, so that when performing data transmission,
the first device may include the path identifier in a GTP-
U header of the data and send the GTP-U header to the
next-hop network element.
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[0011] In a possible design, the first path includes an
intermediate user plane network element.
[0012] In a possible design, the path identifier includes
a first path identifier and a second path identifier, the first
path identifier indicates a path from the access network
element to the intermediate user plane network element,
and the second path identifier indicates a path from the
intermediate user plane network element to the user
plane network element.
[0013] Based on the foregoing two possible designs,
when there is an intermediate user plane network ele-
ment, the session management network element may
send the path identifier to the intermediate user plane
network element, so that the intermediate user plane net-
work element forwards the data based on the path iden-
tifier Different from a manner in which the intermediate
user plane network element establishes different for-
warding entries based on different destination addresses
of terminal data corresponding to different PDU sessions,
in this embodiment of this application, the intermediate
user plane network element may directly establish, based
on the path identifier, a forwarding entry corresponding
to the path identifier. This reduces forwarding entries on
the intermediate user plane network element and reduc-
es overheads of the intermediate user plane network el-
ement.
[0014] In a possible design, the session management
network element sends, to the first device, path informa-
tion corresponding to the path identifier, where the path
information includes identification information of the ac-
cess network element and identification information of
the user plane network element that correspond to the
first path.
[0015] Based on this possible design, the session man-
agement network element sends the path information to
the first device, so that the first device may determine,
based on the path information, the access network ele-
ment and the user plane network element that corre-
spond to the first path. In this way, when forwarding the
data, the first device determines the next-hop network
element based on the path information.
[0016] In a possible design, the path information in-
cludes tunnel information of the user plane network ele-
ment and/or tunnel information of the access network
element.
[0017] Based on this possible design, when the path
information includes the tunnel information of the user
plane network element and/or the tunnel information of
the access network element, the user plane network el-
ement and the access network element may establish a
communication connection based on the tunnel informa-
tion of each other, to facilitate subsequent data transmis-
sion.
[0018] According to a second aspect, a communication
apparatus is provided. The communication apparatus
may implement a function performed by the session man-
agement network element in the first aspect or the pos-
sible design of the first aspect, and the function may be

implemented by hardware by executing corresponding
software. The hardware or the software includes one or
more modules corresponding to the function, for exam-
ple, a sending module. The sending module is configured
to send a path identifier to a first device, where the first
device includes an access network element correspond-
ing to a PDU session and a user plane network element
corresponding to the PDU session, the PDU session cor-
responds to a first terminal, the path identifier indicates
a first path from the access network element to the user
plane network element, the first path includes a part or
all of a second path, and the second path is a path cor-
responding to a PDU session pre-established by the ses-
sion management network element for a second termi-
nal. The sending module is further configured to send,
to the first device, identification information of a destina-
tion address corresponding to the path identifier, to en-
able the first device to include, in received data based
on the destination address of the data, the path identifier
corresponding to the destination address, and forward
the data through a path corresponding to the destination
address.
[0019] For a specific implementation of the communi-
cation apparatus, refer to a behavior and a function of
the session management network element in the packet
forwarding method provided in any one of the first aspect
or the possible designs of the first aspect. Based on the
communication apparatus in the second aspect, when
the first path includes the part or all of the second path,
the session management network element may send the
path identifier to the access network element or the user
plane network element, without re-establishing an over-
lapping part of the first path and the second path. This
reduces signaling overheads and shortens a switching
delay. In addition, the session management network el-
ement may further send a correspondence between the
path identifier and the destination address to the first de-
vice, so that after receiving the data, the first device de-
termines, based on the destination address of the data,
the path used to forward the data, includes, in the data,
a path identifier corresponding to the path, and sends
the data to a next-hop network element.
[0020] In a possible design, the first path is a first GTP-
U path, and the second path is a second GTP-U path.
[0021] Based on this possible design, the session man-
agement network element sends the path identifier to the
first device, so that when performing data transmission,
the first device may include the path identifier in a GTP-
U header of the data and send the GTP-U header to the
next-hop network element.
[0022] In a possible design, the first path includes an
intermediate user plane network element.
[0023] In a possible design, the path identifier includes
a first path identifier and a second path identifier, the first
path identifier indicates a path from the access network
element to the intermediate user plane network element,
and the second path identifier indicates a path from the
intermediate user plane network element to the user
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plane network element.
[0024] Based on the foregoing two possible designs,
when there is an intermediate user plane network ele-
ment, the session management network element may
send the path identifier to the intermediate user plane
network element, so that the intermediate user plane net-
work element forwards the data based on the path iden-
tifier Different from a manner in which the intermediate
user plane network element establishes different for-
warding entries based on different destination addresses
of terminal data corresponding to different PDU sessions,
in this embodiment of this application, the intermediate
user plane network element may directly establish, based
on the path identifier, a forwarding entry corresponding
to the path identifier. This reduces forwarding entries on
the intermediate user plane network element and reduc-
es overheads of the intermediate user plane network el-
ement.
[0025] In a possible design, the sending module is fur-
ther configured to send, to the first device, path informa-
tion corresponding to the path identifier, where the path
information includes identification information of the ac-
cess network element and identification information of
the user plane network element that correspond to the
first path.
[0026] Based on this possible design, the session man-
agement network element sends the path information to
the first device, so that the first device may determine,
based on the path information, the access network ele-
ment and the user plane network element that corre-
spond to the first path. In this way, when forwarding the
data, the first device determines the next-hop network
element based on the path information.
[0027] In a possible design, the path information in-
cludes tunnel information of the user plane network ele-
ment and/or tunnel information of the access network
element.
[0028] Based on this possible design, when the path
information includes the tunnel information of the user
plane network element and/or the tunnel information of
the access network element, the user plane network el-
ement and the access network element may establish a
communication connection based on the tunnel informa-
tion of each other, to facilitate subsequent data transmis-
sion.
[0029] According to a third aspect, a communication
apparatus is provided. The communication apparatus
may be a session management network element, or a
chip or a system on chip in the session management
network element. The communication apparatus may im-
plement a function performed by the session manage-
ment network element in the foregoing aspects or the
possible designs, and the function may be implemented
by hardware. In a possible design, the communication
apparatus may include a transceiver. The transceiver
may be configured to support the communication appa-
ratus in implementing the function in any one of the first
aspect or the possible designs of the first aspect. For

example, the transceiver may be configured to send a
path identifier to a first device, where the first device in-
cludes an access network element corresponding to a
PDU session and a user plane network element corre-
sponding to the PDU session, the PDU session corre-
sponds to a first terminal, the path identifier indicates a
first path from the access network element to the user
plane network element, the first path includes a part or
all of a second path, and the second path is a path cor-
responding to a PDU session pre-established by the ses-
sion management network element for a second termi-
nal. The transceiver may be further configured to send,
to the first device, identification information of a destina-
tion address corresponding to the path identifier, to en-
able the first device to include, in received data based
on the destination address of the data, the path identifier
corresponding to the destination address, and forward
the data through a path corresponding to the destination
address. In another possible design, the communication
apparatus may further include a memory. The memory
is configured to store computer-executable instructions
and data that are necessary for the communication ap-
paratus. When the communication apparatus runs, the
transceiver executes the computer-executable instruc-
tions stored in the memory, to enable the communication
apparatus to perform the packet forwarding method ac-
cording to any one of the first aspect or the possible de-
signs of the first aspect.
[0030] For a specific implementation of the communi-
cation apparatus, refer to a behavior and a function of
the session management network element in the packet
forwarding method provided in any one of the first aspect
or the possible designs of the first aspect.
[0031] According to a fourth aspect, a communication
apparatus is provided. The communication apparatus in-
cludes one or more processors and one or more mem-
ories. The one or more memories are coupled to the one
or more processors, and the one or more memories are
configured to store computer program code or computer
instructions. When the one or more processors execute
the computer instructions, the communication apparatus
is enabled to perform the packet forwarding method ac-
cording to any one of the first aspect or the possible de-
signs of the first aspect.
[0032] According to a fifth aspect, a computer-reada-
ble storage medium is provided. The computer-readable
storage medium stores computer instructions or a pro-
gram. When the computer instructions or the program
are/is run on a computer, the computer is enabled to per-
form the packet forwarding method according to any one
of the first aspect or the possible designs of the first as-
pect.
[0033] According to a sixth aspect, a computer pro-
gram product including instructions is provided. When
the computer program product runs on a computer, the
computer is enabled to perform the packet forwarding
method according to any one of the first aspect or the
possible designs of the first aspect.

5 6 



EP 4 185 009 A1

6

5

10

15

20

25

30

35

40

45

50

55

[0034] According to a seventh aspect, a chip system
is provided. The chip system includes one or more proc-
essors and one or more memories. The one or more
memories are coupled to the one or more processors,
and the one or more memories store computer program
code or computer instructions. When the one or more
processors execute the computer program code or the
computer instructions, the chip system is enabled to per-
form the packet forwarding method according to any one
of the first aspect or the possible designs of the first as-
pect.
[0035] For technical effects achieved by any one of the
design manners of the third aspect to the seventh aspect,
refer to the technical effects achieved by any one of the
possible designs of the first aspect and the second as-
pect. Details are not described again.
[0036] According to an eighth aspect, an embodiment
of this application provides a packet forwarding method.
The method includes: A first device receives a path iden-
tifier from a session management network element,
where the first device includes an access network ele-
ment corresponding to a protocol data unit PDU session
and a user plane network element corresponding to the
PDU session, the PDU session corresponds to a first
terminal, the path identifier indicates a first path from the
access network element to the user plane network ele-
ment, the first path includes a part or all of a second path,
and the second path is a path corresponding to a PDU
session pre-established by the session management
network element for a second terminal. The first device
receives, from the session management network ele-
ment, identification information of a destination address
corresponding to the path identifier. The first device ob-
tains data that is of the first terminal and that includes
the destination address. The first device includes, in the
data based on the destination address of the data, the
path identifier corresponding to the destination address,
and forwards the data through a path corresponding to
the destination address.
[0037] Based on the eighth aspect, when the first path
includes the part or all of the second path, the first device
may receive the path identifier from the session manage-
ment network element, without re-establishing an over-
lapping part of the first path and the second path. This
reduces signaling overheads and shortens a switching
delay. In addition, the first device receives a correspond-
ence between the path identifier and the destination ad-
dress, so that after receiving the data, the first device
may determine, based on the destination address of the
data, the path used to forward the data, include, in the
data, a path identifier corresponding to the path, and send
the data to a next-hop network element.
[0038] In a possible design, the first path is a first GTP-
U path, and the second path is a second GTP-U path.
[0039] Based on this possible design, when performing
data transmission, the first device may include the path
identifier in a GTP-U header of the data and send the
GTP-U header to the next-hop network element.

[0040] In a possible design, the first path includes an
intermediate user plane network element.
[0041] In a possible design, the path identifier includes
a first path identifier and a second path identifier, the first
path identifier indicates a path from the access network
element to the intermediate user plane network element,
and the second path identifier indicates a path from the
intermediate user plane network element to the user
plane network element.
[0042] Based on the foregoing two possible designs,
when there is an intermediate user plane network ele-
ment, the intermediate user plane network element may
forward the data based on the path identifier. Different
from a manner in which the intermediate user plane net-
work element establishes different forwarding entries
based on different destination addresses of terminal data
corresponding to different PDU sessions, in this embod-
iment of this application, the intermediate user plane net-
work element may directly establish, based on the path
identifier, a forwarding entry corresponding to the path
identifier. This reduces forwarding entries on the inter-
mediate user plane network element and reduces over-
heads of the intermediate user plane network element.
[0043] In a possible design, the first device receives,
from the session management network element, path in-
formation corresponding to the path identifier, where the
path information includes identification information of the
access network element and identification information of
the user plane network element that correspond to the
first path.
[0044] Based on this possible design, the first device
may determine, based on the path information, the ac-
cess network element and the user plane network ele-
ment that correspond to the first path, so that when for-
warding the data, the first device determines the next-
hop network element based on the path information.
[0045] In a possible design, the path information in-
cludes tunnel information of the user plane network ele-
ment and/or tunnel information of the access network
element.
[0046] Based on this possible design, when the path
information includes the tunnel information of the user
plane network element and/or the tunnel information of
the access network element, the user plane network el-
ement and the access network element may establish a
communication connection based on the tunnel informa-
tion of each other, to facilitate subsequent data transmis-
sion.
[0047] According to a ninth aspect, a communication
apparatus is provided. The communication apparatus
may implement a function performed by the first device
in the eighth aspect or the possible design of the eighth
aspect, and the function may be implemented by hard-
ware by executing corresponding software. The hard-
ware or the software includes one or more modules cor-
responding to the function, for example, a receiving mod-
ule and a sending module. The receiving module is con-
figured to receive a path identifier from a session man-
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agement network element, where the first device in-
cludes an access network element corresponding to a
protocol data unit PDU session and a user plane network
element corresponding to the PDU session, the PDU ses-
sion corresponds to a first terminal, the path identifier
indicates a first path from the access network element to
the user plane network element, the first path includes a
part or all of a second path, and the second path is a path
corresponding to a PDU session pre-established by the
session management network element for a second ter-
minal. The receiving module is further configured to re-
ceive, from the session management network element,
identification information of a destination address corre-
sponding to the path identifier. The receiving module is
further configured to obtain data that is of the first terminal
and that includes the destination address. The sending
module is configured to include, in the data based on the
destination address of the data, the path identifier corre-
sponding to the destination address, and forward the data
through a path corresponding to the destination address.
[0048] For a specific implementation of the communi-
cation apparatus, refer to a behavior and a function of
the first device in the packet forwarding method provided
in any one of the eighth aspect or the possible designs
of the eighth aspect. Based on the communication ap-
paratus in the ninth aspect, when the first path includes
the part or all of the second path, the first device may
receive the path identifier from the session management
network element, without re-establishing an overlapping
part of the first path and the second path. This reduces
signaling overheads and shortens a switching delay. In
addition, the first device receives a correspondence be-
tween the path identifier and the destination address, so
that after receiving the data, the first device may deter-
mine, based on the destination address of the data, the
path used to forward the data, include, in the data, a path
identifier corresponding to the path, and send the data
to a next-hop network element.
[0049] In a possible design, the first path is a first GTP-
U path, and the second path is a second GTP-U path.
[0050] Based on this possible design, when performing
data transmission, the first device may include the path
identifier in a GTP-U header of the data and send the
GTP-U header to the next-hop network element.
[0051] In a possible design, the first path includes an
intermediate user plane network element.
[0052] In a possible design, the path identifier includes
a first path identifier and a second path identifier, the first
path identifier indicates a path from the access network
element to the intermediate user plane network element,
and the second path identifier indicates a path from the
intermediate user plane network element to the user
plane network element.
[0053] Based on the foregoing two possible designs,
when there is an intermediate user plane network ele-
ment, the intermediate user plane network element may
forward the data based on the path identifier. Different
from a manner in which the intermediate user plane net-

work element establishes different forwarding entries
based on different destination addresses of terminal data
corresponding to different PDU sessions, in this embod-
iment of this application, the intermediate user plane net-
work element may directly establish, based on the path
identifier, a forwarding entry corresponding to the path
identifier. This reduces forwarding entries on the inter-
mediate user plane network element and reduces over-
heads of the intermediate user plane network element.
[0054] In a possible design, the receiving module is
further configured to receive, from the session manage-
ment network element, path information corresponding
to the path identifier, where the path information includes
identification information of the access network element
and identification information of the user plane network
element that correspond to the first path.
[0055] Based on this possible design, the first device
may determine, based on the path information, the ac-
cess network element and the user plane network ele-
ment that correspond to the first path, so that when for-
warding the data, the first device determines the next-
hop network element based on the path information.
[0056] In a possible design, the path information in-
cludes tunnel information of the user plane network ele-
ment and/or tunnel information of the access network
element.
[0057] Based on this possible design, when the path
information includes the tunnel information of the user
plane network element and/or the tunnel information of
the access network element, the user plane network el-
ement and the access network element may establish a
communication connection based on the tunnel informa-
tion of each other, to facilitate subsequent data transmis-
sion.
[0058] According to a tenth aspect, a communication
apparatus is provided. The communication apparatus
may be a first device, or a chip or a system on chip in the
first device. The communication apparatus may imple-
ment a function performed by the first device in the fore-
going aspects or the possible designs, and the function
may be implemented by hardware. In a possible design,
the communication apparatus may include a transceiver.
The transceiver may be configured to support the com-
munication apparatus in implementing the function in any
one of the eighth aspect or the possible designs of the
eighth aspect. For example, the transceiver may be con-
figured to receive a path identifier from a session man-
agement network element, where the first device in-
cludes an access network element corresponding to a
protocol data unit PDU session and a user plane network
element corresponding to the PDU session, the PDU ses-
sion corresponds to a first terminal, the path identifier
indicates a first path from the access network element to
the user plane network element, the first path includes a
part or all of a second path, and the second path is a path
corresponding to a PDU session pre-established by the
session management network element for a second ter-
minal. The transceiver may be further configured to re-
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ceive, from the session management network element,
identification information of a destination address corre-
sponding to the path identifier. The transceiver may be
further configured to obtain data that is of the first terminal
and that includes the destination address. The transceiv-
er may be further configured to include, in the data based
on the destination address of the data, the path identifier
corresponding to the destination address, and forward
the data through a path corresponding to the destination
address. In another possible design, the communication
apparatus may further include a memory. The memory
is configured to store computer-executable instructions
and data that are necessary for the communication ap-
paratus. When the communication apparatus runs, the
transceiver executes the computer-executable instruc-
tions stored in the memory, to enable the communication
apparatus to perform the packet forwarding method ac-
cording to any one of the eighth aspect or the possible
designs of the eighth aspect.
[0059] For a specific implementation of the communi-
cation apparatus, refer to a behavior and a function of
the first device in the packet forwarding method provided
in any one of the eighth aspect or the possible designs
of the eighth aspect.
[0060] According to an eleventh aspect, a communi-
cation apparatus is provided. The communication appa-
ratus includes one or more processors and one or more
memories. The one or more memories are coupled to
the one or more processors, and the one or more mem-
ories are configured to store computer program code or
computer instructions. When the one or more processors
execute the computer instructions, the communication
apparatus is enabled to perform the packet forwarding
method according to any one of the eighth aspect or the
possible designs of the eighth aspect.
[0061] According to a twelfth aspect, a computer-read-
able storage medium is provided. The computer-reada-
ble storage medium stores computer instructions or a
program. When the computer instructions or the program
are/is run on a computer, the computer is enabled to per-
form the packet forwarding method according to any one
of the eighth aspect or the possible designs of the eighth
aspect.
[0062] According to a thirteenth aspect, a computer
program product including instructions is provided. When
the computer program product runs on a computer, the
computer is enabled to perform the packet forwarding
method according to any one of the eighth aspect or the
possible designs of the eighth aspect.
[0063] According to a fourteenth aspect, a chip system
is provided. The chip system includes one or more proc-
essors and one or more memories. The one or more
memories are coupled to the one or more processors,
and the one or more memories store computer program
code or computer instructions. When the one or more
processors execute the computer program code or the
computer instructions, the chip system is enabled to per-
form the packet forwarding method according to any one

of the eighth aspect or the possible designs of the eighth
aspect.
[0064] For technical effects achieved by any one of the
design manners of the tenth aspect to the fourteenth as-
pect, refer to the technical effects achieved by any one
of the possible designs of the eighth aspect and the ninth
aspect. Details are not described again.
[0065] According to a fifteenth aspect, a communica-
tion system is provided. The communication system in-
cludes the communication apparatus according to either
of the second aspect and the third aspect and the com-
munication apparatus according to either of the eighth
aspect and the ninth aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0066]

FIG. 1a is a simplified schematic diagram of a com-
munication system according to an embodiment of
this application;
FIG. 1b is a simplified schematic diagram of a 5G
communication system according to an embodiment
of this application;
FIG. 2 is a schematic diagram of a structure of a
communication apparatus according to an embodi-
ment of this application;
FIG. 3A and FIG. 3B are a flowchart of a packet for-
warding method according to an embodiment of this
application;
FIG. 4 is a simplified schematic diagram of a com-
munication system according to an embodiment of
this application;
FIG. 5 is a schematic diagram of composition of a
communication apparatus according to an embodi-
ment of this application; and
FIG. 6 is a schematic diagram of composition of a
communication apparatus according to an embodi-
ment of this application.

DESCRIPTION OF EMBODIMENTS

[0067] Before embodiments of this application are de-
scribed, terms used in embodiments of this application
are described as follows.
[0068] A protocol data unit (protocol data unit, PDU)
session is a transmission path (which is also referred to
as a transmission tunnel (tunnel)) used to transmit data
to a terminal. The PDU session may include a transmis-
sion path from a data network to a core network element
(for example, a user plane network element) to an access
network element, and an air interface resource that is
allocated by the access network element and that is used
to send data to a specific terminal. After receiving data
transmitted in a PDU session, the access network ele-
ment may send, on an air interface, the data to a terminal
corresponding to the PDU session in a point-to-point
(point-to-point, PTP) unicast manner. One PDU session
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is oriented to one terminal, the PDU session is at a user
equipment (user equipment, UE) level, and one terminal
corresponds to one or more PDU sessions.
[0069] A specific procedure in which a session man-
agement network element establishes a PDU session for
a terminal includes the following steps.
[0070] Step 101: The terminal sends a session estab-
lishment request to a mobility management network el-
ement via an access network element. Correspondingly,
the mobility management network element receives the
session establishment request.
[0071] The session establishment request is used to
request to establish a PDU session corresponding to the
terminal.
[0072] Optionally, the terminal further sends identifica-
tion information of the PDU session to the mobility man-
agement network element via the access network ele-
ment, where the identification information of the PDU
session is used to identify the PDU session.
[0073] Optionally, the session establishment request
and the identification information of the PDU session are
carried in a non-access stratum message (non-access
stratum message, NAS message) to be sent to the mo-
bility management network element.
[0074] Optionally, the terminal further sends location
information of the terminal to the mobility management
network element via the access network element.
[0075] Step 102: The mobility management network
element sends a session context create request mes-
sage to the session management network element. Cor-
respondingly, the session management network element
receives the session context create request message.
[0076] The session context create request message
may include identification information of the terminal, the
identification information of the PDU session, and the
session establishment request.
[0077] Optionally, the session context create request
message further includes the location information of the
terminal.
[0078] Step 103: The session management network
element sends a policy creation request to a policy control
network element. Correspondingly, the policy control net-
work element receives the policy creation request.
[0079] The policy creation request may include the
identification information of the terminal and the identifi-
cation information of the PDU session.
[0080] Step 104: The policy control network element
sends a response to the policy creation request to the
session management network element. Corresponding-
ly, the session management network element receives
the response to the policy creation request.
[0081] The response to the policy creation request may
include identification information of a service correspond-
ing to the terminal, a QoS parameter or a priority corre-
sponding to the service, or the like. The QoS parameter
may be a bandwidth, a delay, or the like.
[0082] Step 105: The session management network
element sends an N4 session establishment request to

a user plane network element. Correspondingly, the user
plane network element receives the N4 session estab-
lishment request.
[0083] Optionally, the session management network
element determines, for the terminal based on the loca-
tion information of the terminal, the user plane network
element corresponding to the PDU session.
[0084] Step 106: The user plane network element
sends a response to the N4 session establishment re-
quest to the session management network element. Cor-
respondingly, the session management network element
receives the response to the N4 session establishment
request.
[0085] The response to the N4 session establishment
request includes tunnel information of the user plane net-
work element.
[0086] Step 107: The session management network
element sends an N1N2 information transfer message
to the mobility management network element. Corre-
spondingly, the mobility management network element
receives the N1N2 information transfer message.
[0087] The N1N2 information transfer message is
Namf_Communication_N1N2Message Transfer, the
message may include a session identifier, the tunnel in-
formation of the user plane network element, and session
establishment accept information. The session establish-
ment accept information indicates to accept the session
establishment request sent by the terminal.
[0088] Step 108: The mobility management network
element sends an N2 session request (N2 request) to
the access network element. Correspondingly, the ac-
cess network element receives the N2 session request.
[0089] The N2 session request may include the iden-
tification information of the PDU session, the tunnel in-
formation of the user plane network element, and the
session establishment accept information.
[0090] Step 109: The access network element sends
a wireless connection establishment request to the ter-
minal. Correspondingly, the terminal receives the wire-
less connection establishment request.
[0091] The access network element may allocate,
based on the N2 session request, an air interface re-
source to the PDU session corresponding to the terminal.
[0092] Optionally, the wireless connection establish-
ment request may include the session establishment ac-
cept information.
[0093] Step 110: The access network element sends
tunnel information of the access network element to the
session management network element via the mobility
management network element. Correspondingly, the
session management network element receives the tun-
nel information of the access network element.
[0094] Step 111: The session management network
element sends an N4 session modification request to the
user plane network element. Correspondingly, the user
plane network element receives the N4 session modifi-
cation request.
[0095] The N4 session modification request may in-
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clude the tunnel information of the access network ele-
ment.
[0096] The session management network element
sends the tunnel information of the access network ele-
ment to the user plane network element and sends the
tunnel information of the user plane network element to
the access network element, so that the access network
element establishes a session tunnel to the user plane
network element to complete a PDU session establish-
ment procedure.
[0097] When the terminal moves from a source access
network element to a target access network element, the
session management network element may modify the
PDU session corresponding to the terminal, so that the
terminal sends data to the user plane network element
via the target access network element based on a mod-
ified PDU session. However, when modifying the PDU
session of the terminal, the session management net-
work element needs to exchange, for a plurality of times,
tunnel information between the access network element
corresponding to a path that is switched to and each user
plane network element, to establish a session tunnel.
Consequently, signaling overheads are high, and a
switching delay is long.
[0098] To resolve the problems, embodiments of this
application provide a packet forwarding method. A ses-
sion management network element may send a path
identifier to an access network element or a user plane
network element, so that the access network element or
the user plane network element sends data of a first ter-
minal to a next-hop network element through a first path
based on the path identifier. Different from a manner in
which the session management network element ex-
changes, for a plurality of times, tunnel information be-
tween an access network element corresponding to a
path that is switched to and each user plane network
element, to establish a session tunnel, in embodiments
of this application, when the first path includes a part or
all of a second path, the session management network
element may send the path identifier to the access net-
work element or the user plane network element, without
re-establishing an overlapping part of the first path and
the second path. This reduces signaling overheads and
shortens a switching delay. When there is an intermedi-
ate user plane network element, different from a manner
in which the intermediate user plane network element
establishes different forwarding entries based on differ-
ent destination addresses of terminal data corresponding
to different PDU sessions, in embodiments of this appli-
cation, the intermediate user plane network element may
directly establish, based on the path identifier, a forward-
ing entry corresponding to the path identifier. This reduc-
es forwarding entries on the intermediate user plane net-
work element and reduces overheads of the intermediate
user plane network element.
[0099] The following describes implementations of em-
bodiments of this application in detail with reference to
the accompanying drawings in this specification.

[0100] The packet forwarding method provided in em-
bodiments of this application may be used in any com-
munication system. The communication system may be
a 3rd Generation Partnership Project (Third Generation
Partnership Project, 3GPP) communication system, for
example, a long term evolution (long term evolution, LTE)
system; or may be a 5th generation (fifth generation, 5G)
mobile communication system, a new radio (new radio,
NR) system, an NR V2X system, or another next-gener-
ation communication system; or may be a non-3GPP
communication system. This is not limited.
[0101] The packet forwarding method provided in em-
bodiments of this application may be applied various
communication scenarios, for example, may be applied
to one or more of the following communication scenarios:
enhanced mobile broadband (enhanced mobile broad-
band, eMBB), ultra-reliable low-latency communication
(ultra-reliable low-latency communication, URLLC), ma-
chine type communication (machine type communica-
tion, MTC), massive machine type communications
(massive machine type communications, mMTC), de-
vice-to-device (device-to-device, D2D), vehicle to every-
thing (vehicle to everything, V2X), vehicle to vehicle (ve-
hicle to vehicle, V2V), an internet of things (internet of
things, IoT), and the like. FIG. 1a is used as an example
below to describe the packet forwarding method provided
in embodiments of this application.
[0102] FIG. 1a is a schematic diagram of a communi-
cation system according to an embodiment of this appli-
cation. As shown in FIG. 1a, the communication system
may include at least one terminal, at least one access
network element, a mobility management network ele-
ment, a session management network element, a policy
control network element, a user plane network element,
and a data network (data network, DN).
[0103] The terminal in FIG. 1a may be located in a cell
coverage area of the access network element. The ter-
minal may perform air interface communication with the
access network element over an uplink (uplink, UL). In a
UL direction, the terminal sends data to the access net-
work element, the access network element forwards the
received data to a core network element, and the core
network element processes the data and sends the proc-
essed data to an application server through an N6 inter-
face. In a DL direction, the application server sends
downlink data to the core network element, the core net-
work element processes the data and sends the proc-
essed data to an access network element through an N3
interface, and the access network element processes the
data and then sends the processed data to the terminal
through an air interface. For example, the terminal sends
uplink data to the access network element in the UL di-
rection through a physical uplink shared channel (phys-
ical sidelink shared channel, PUSCH), the access net-
work element forwards the received uplink data to the
core network element, and the core network element
processes the uplink data and sends the processed up-
link data to the application server through the N6 inter-
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face. The access network element that forwards the up-
link data from the terminal to the core network element
and the access network element that forwards the down-
link data from the core network element to the terminal
may be a same access network element, or may be dif-
ferent access network elements.
[0104] Alternatively, the terminal may communicate
with the core network element through a specific inter-
face. For example, the terminal may communicate,
through an N1 interface, with a mobility management net-
work element in the core network element.
[0105] The session management network element
may establish a PDU session for the terminal after the
terminal accesses a network. The terminal accesses an
external data network DN by using the PDU session, and
interacts with an application server deployed in the DN.
As shown in FIG. 1a, based on different DNs accessed
by the terminal, the network may select, based on a net-
work policy, an anchor, namely, a protocol data unit ses-
sion anchor (PDU session anchor, PSA) for accessing
the DN by using a user plane PDU session, to access an
application server through an N6 interface of the PSA.
Application servers of a same application may be de-
ployed at a plurality of locations. The network may select,
based on an access location of user equipment, a PSA
that is close to the user equipment and that can support
the user equipment in accessing the DN, to reduce route
recurvation and reduce a network delay.
[0106] The terminal (terminal) in FIG. 1a may be re-
ferred to as user equipment (user equipment, UE), a mo-
bile station (mobile station, MS), a mobile terminal (mo-
bile terminal, MT), or the like. Specifically, the terminal
in FIG. 1a may be a mobile phone (mobile phone), a
tablet computer, or a computer having a wireless trans-
ceiver function. Alternatively, the terminal may be a vir-
tual reality (virtual reality, VR) terminal, an augmented
reality (augmented reality, AR) terminal, a wireless ter-
minal in industrial control, a wireless terminal in self-driv-
ing, a wireless terminal in telemedicine, a wireless termi-
nal in a smart grid, a wireless terminal in a smart city
(smart city), a wireless terminal in a smart home (smart
home), a vehicle-mounted terminal, a vehicle having a
vehicle-to-vehicle (vehicle-to-vehicle, V2V) communica-
tion capability, an intelligent connected vehicle, an un-
crewed aerial vehicle having a UAV-to-UAV (UAV-to-
UAV, U2U) communication capability, or the like. This is
not limited.
[0107] The access network element in FIG. 1a may be
any device having a wireless transceiver function, and is
mainly configured to implement functions such as a radio
physical control function, resource scheduling and radio
resource management, radio access control, and mobil-
ity management. Specifically, the access network ele-
ment may be a device supporting wired access, or may
be a device supporting wireless access. For example,
the access network element may be an access network
(access network, AN)/radio access network (radio ac-
cess network, RAN) device, where the AN/RAN device

includes a plurality of 5G-AN/5G-RAN nodes. A 5G-
AN/5G-RAN node may be an access point (access point,
AP), a NodeB (NodeB, NB), an enhanced NodeB (en-
hanced NodeB, eNB), a next-generation NodeB (NR
NodeB, gNB), a transmission reception point (transmis-
sion reception point, TRP), a transmission point (trans-
mission point, TP), another access node, or the like.
[0108] The mobility management network element in
FIG. 1a is mainly responsible for work such as access
authentication and mobility management of the user
equipment, and signaling exchange between functional
network elements, for example, managing a registration
status of a user, a connection status of the user, user
registration and network access, tracking area update,
user authentication during cell handover, and key secu-
rity.
[0109] The session management network element in
FIG. 1a may be referred to as a session management
function, a multicast/broadcast service management
function (multicast/broadcast service management func-
tion, MB-SMF), a multicast session management net-
work element, or the like. This is not limited. The session
management network element is mainly configured to
implement a user plane transmission logical channel, for
example, a session management function such as es-
tablishment, release, and modification of a protocol data
unit (protocol data unit, PDU) session.
[0110] The policy control network element in FIG. 1a
may be configured to provide a policy, for example, a
quality of service (quality of service) policy, for the mo-
bility management network element and the session
management network element.
[0111] The user plane network element in FIG. 1a may
be referred to as a PDU session anchor (PSA), a user
plane function, or a multicast/broadcast user plane func-
tion (multicast/broadcast user plane function, MB-UPF).
The user plane network element may be used as an an-
chor on a user plane transmission logical channel, and
is mainly configured to complete functions such as rout-
ing and forwarding of user plane data. For example, the
user plane network element establishes a channel
(namely, the user plane transmission logical channel) to
the terminal, forwards a data packet between the terminal
and a DN on the channel, and is responsible for data
packet filtering, data forwarding, rate control, generation
of charging information, and the like for the terminal. A
multicast/broadcast (multicast/broadcast, MB) service
controller (MB service controller) has service manage-
ment functions such as group management, security
management, and service announcement.
[0112] The data network DN in FIG. 1a may be an op-
erator network that provides a data transmission service
for a user, for example, may be an operator network that
provides an IP multimedia service (IP multimedia service,
IMS) for the user. An application server (application serv-
er, AS) may be deployed in the DN, and the application
server may provide the data transmission service for the
user.
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[0113] It should be noted that the terminal, the access
network element, and the core network element in em-
bodiments of this application each may be one or more
chips, or may be a system on chip (system on chip, SoC),
or the like. FIG. 1a is merely an example diagram, and
a quantity of devices included in FIG. 1a is not limited.
In addition, the communication system may further in-
clude other devices in addition to the devices shown in
FIG. 1a. Names of the devices and the links in FIG. 1a
are not limited. In addition to the names shown in FIG.
1a, the devices and the links may have other names. In
addition to the network elements shown in FIG. 1a, the
network shown in FIG. 1a may further include an appli-
cation function network element, a network slice selec-
tion network element, a network repository network ele-
ment, an authentication server network element, a net-
work storage network element, a network data analytics
network element, a network exposure network element,
and the like. This is not limited.
[0114] Specifically, the communication system shown
in FIG. 1a may be a 3rd Generation Partnership Project
(3rd Generation Partnership Project, 3GPP) communi-
cation system, for example, a long term evolution (long
term evolution, LTE) communication system, a 4th gen-
eration (4th generation, 4G) communication system, a
5th generation (5th generation, 5G) communication sys-
tem or a new radio (new radio, NR) communication sys-
tem, or may be a non-3GPP communication system. This
is not limited.
[0115] For example, the communication system shown
in FIG. 1a is a 5G communication system. In FIG. 1b, a
network element or an entity corresponding to the access
network element may be a radio access network (radio
access network, RAN) in the 5G communication system.
A network element or an entity corresponding to the mo-
bility management network element may be an access
and mobility management function (access and mobility
management function, AMF) in the 5G communication
system. A network element or an entity corresponding to
the session management network element may be a ses-
sion management function (session management func-
tion, SMF) in the 5G communication system. The policy
control network element may be a policy control function
(policy control function, PCF) in the 5G communication
system. A network element or an entity corresponding to
the user plane network element may be a user plane
function (user plane function, UPF) in the 5G communi-
cation system. A network element or an entity corre-
sponding to the application function network element
may be an application function (application function, AF)
in the 5G communication system. A network element or
an entity corresponding to the network slice selection net-
work element may be a network slice selection function
(network slice selection function, NSSF) in the 5G com-
munication system. A network element or an entity cor-
responding to the network repository network element
may be a network repository function (network repository
function, NRF) in the 5G communication system. A net-

work element or an entity corresponding to the authen-
tication server network element may be an authentication
server function (authentication server function, AUSF) in
the 5G communication system. A network element or an
entity corresponding to the network storage network el-
ement may be an NRF, a unified data repository (unified
data repository, UDR), or a unified data management
(unified data management, UDM) in the 5G communica-
tion system. A network element or an entity correspond-
ing to the network data analytics network element may
be a network data analytics function (network data ana-
lytics function, NWDAF) in the 5G communication sys-
tem. A network element or an entity corresponding to the
network exposure network element may be a network
exposure function (network exposure function, NEF) in
the 5G communication system. A network element or an
entity corresponding to a service control network element
may be a service control point (service control point,
SCP) in the 5G communication system, and the like.
[0116] As shown in FIG. 1b, a terminal communicates
with the AMF through a next generation (next generation,
N) 1 interface (N1 for short), a RAN device communicates
with the AMF through an N2 interface (N2 for short), the
RAN device communicates with the UPF through an N3
interface (N3 for short), and the UPF communicates with
an application server in a DN through an N6 interface.
Core network elements may communicate with each oth-
er through service-oriented interfaces. For example, the
AMF may communicate with another core network ele-
ment through an Namf interface. The SMF may commu-
nicate with another core network element through an Ns-
mf interface. The PCF may communicate with another
core network element through an Npcf interface. The
NSSF may communicate with another core network el-
ement through an Nnssf interface. The NEF may com-
municate with another core network element through an
Nnef interface. The NRF may communicate with another
core network element through an Nnrf interface. The
UDM may communicate with another core network ele-
ment through an Nudr interface. The NWDAF may com-
municate with another core network element through an
Nnwdaf interface. The AUSF may communicate with an-
other core network element through an Nausf interface.
[0117] During specific implementation, as shown in
FIG. 1a, for example, each terminal, the access network
element, and the core network element may use a com-
position structure shown in FIG. 2, or include components
shown in FIG. 2. FIG. 2 is a schematic diagram of com-
position of a communication apparatus 200 according to
an embodiment of this application. The communication
apparatus 200 may be a terminal or a chip or a system
on chip in the terminal, may be an access network ele-
ment or a chip or a system on chip in the access network
element, or may be a core network element or a chip or
a system on chip in the core network element. As shown
in FIG. 2, the communication apparatus 200 includes a
processor 201, a transceiver 202, and a communication
line 203.
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[0118] Further, the communication apparatus 200 may
further include a memory 204. The processor 201, the
memory 204, and the transceiver 202 may be connected
through the communication line 203.
[0119] The processor 201 is a central processing unit
(central processing unit, CPU), a general-purpose proc-
essor, a network processor (network processor, NP), a
digital signal processor (digital signal processor, DSP),
a microprocessor, a microcontroller, a programmable
logic device (programmable logic device, PLD), or any
combination thereof. Alternatively, the processor 201
may be another apparatus having a processing function,
for example, a circuit, a component, or a software mod-
ule. This is not limited.
[0120] The transceiver 202 is configured to communi-
cate with another device or another communication net-
work. The another communication network may be an
Ethernet, a radio access network (radio access network,
RAN), a wireless local area network (wireless local area
network, WLAN), or the like. The transceiver 202 may be
a module, a circuit, a transceiver, or any apparatus that
can implement communication.
[0121] The communication line 203 is configured to
transmit information between the components included
in the communication apparatus 200.
[0122] The memory 204 is configured to store instruc-
tions. The instructions may be a computer program.
[0123] The memory 204 may be a read-only memory
(read-only memory, ROM) or another type of static stor-
age device that can store static information and/or in-
structions; may be a random access memory (random
access memory, RAM) or another type of dynamic stor-
age device that can store information and/or instructions;
or may be an electrically erasable programmable read-
only memory (electrically erasable programmable read-
only memory, EEPROM), a compact disc read-only
memory (compact disc read-only memory, CD-ROM) or
another compact disc storage, an optical disc storage
(including a compact disc, a laser disc, an optical disc, a
digital versatile disc, a Blu-ray disc, or the like), a mag-
netic disk storage medium or another magnetic storage
device, or the like. This is not limited.
[0124] It should be noted that the memory 204 may be
independent of the processor 201, or may be integrated
with the processor 201. The memory 204 may be con-
figured to store instructions, program code, some data,
or the like. The memory 204 may be located inside the
communication apparatus 200, or may be located outside
the communication apparatus 200. This is not limited.
The processor 201 is configured to execute the instruc-
tions stored in the memory 204, to implement a packet
forwarding method provided in the following embodi-
ments of this application.
[0125] In an example, the processor 201 may include
one or more CPUs, for example, a CPU 0 and a CPU 1
in FIG. 2.
[0126] In an optional implementation, the communica-
tion apparatus 200 includes a plurality of processors. For

example, in addition to the processor 201 in FIG. 2, the
communication apparatus 200 may further include a
processor 207.
[0127] In an optional implementation, the communica-
tion apparatus 200 further includes an output device 205
and an input device 206. For example, the input device
206 is a device, for example, a keyboard, a mouse, a
microphone, or a joystick, and the output device 205 is
a device, for example, a display screen, or a speaker
(speaker).
[0128] It should be noted that the communication ap-
paratus 200 may be a desktop computer, a portable com-
puter, a network server, a mobile phone, a tablet com-
puter, a wireless terminal, an embedded device, a chip
system, or a device having a structure similar to that in
FIG. 2. In addition, the composition structure shown in
FIG. 2 does not constitute a limitation on the communi-
cation apparatus. In addition to the components shown
in FIG. 2, the communication apparatus may include
more or fewer components than those shown in the fig-
ure, some components may be combined, or different
component arrangements may be used.
[0129] In embodiments of this application, the chip sys-
tem may include a chip, or may include a chip and another
discrete component.
[0130] In addition, actions, terms, and the like in em-
bodiments of this application may be mutually refer-
enced. This is not limited. In embodiments of this appli-
cation, names of messages exchanged between devic-
es, names of parameters in the messages, or the like are
merely examples. Another name may alternatively be
used during specific implementation. This is not limited.
[0131] The following describes, with reference to the
communication system shown in FIG. 1a, the packet for-
warding method provided in embodiments of this appli-
cation. A first terminal may be any terminal in the com-
munication system, a session management network el-
ement may be any session management network ele-
ment in the communication system, a mobility manage-
ment network element may be any mobility management
network element in the communication system, and a
user plane network element may be any user plane net-
work element in the communication system. A first ter-
minal, a session management network element, a mo-
bility management network element, a target access net-
work element, and a user plane network element de-
scribed in the following embodiments may all have the
components shown in FIG. 2.
[0132] FIG. 3A and FIG. 3B are a flowchart of a packet
forwarding method according to an embodiment of this
application. As shown in FIG. 3A and FIG. 3B, the method
may include the following steps.
[0133] Step 301: A session management network el-
ement establishes a PDU session for a first terminal.
[0134] Specifically, when the first terminal accesses a
network via a source access network element, the ses-
sion management network element may establish the
PDU session for the first terminal with reference to step
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101 to step 111, so that when performing data transmis-
sion, the first terminal sends data to a user plane network
element via the source access network element based
on the PDU session.
[0135] For example, the first terminal may communi-
cate with an application server in a data network based
on the PDU session, the first terminal may send, to the
user plane network element based on the PDU session,
data whose destination address is the application server,
and the user plane network element sends, based on the
destination address of the data, the data to the application
server corresponding to the destination address. Alter-
natively, the first terminal may communicate with another
terminal in a communication system based on the PDU
session. For example, the first terminal communicates
with a third terminal. It is assumed that the PDU session
established by the session management network ele-
ment for the first terminal corresponds to a first user plane
network element, and a PDU session established by the
session management network element for the third ter-
minal corresponds to a third user plane network element.
The first terminal may send, to the first user plane network
element based on the PDU session, data whose desti-
nation address is the third terminal, the first user plane
network element forwards the data to the third user plane
network element, and the third user plane network ele-
ment forwards the data to the third terminal by using the
PDU session corresponding to the third terminal.
[0136] Step 302: The first terminal is handed over from
the source access network element to a target access
network element.
[0137] Specifically, when the first terminal moves con-
tinuously in a communication process, causing the first
terminal to be handed over from the source access net-
work element to the target access network element, the
source access network element may send, to the target
access network element, identification information of the
first terminal and identification information of the PDU
session corresponding to the first terminal.
[0138] It should be noted that, for a process in which
the first terminal is handed over from the source access
network element to the target access network element,
refer to descriptions of handover of a terminal between
different access network elements in the conventional
technology. Details are not described.
[0139] Step 303: The target access network element
sends a first request to the session management network
element via a mobility management network element.
[0140] The first request may include identification in-
formation of the target access network element corre-
sponding to the first terminal and the identification infor-
mation of the PDU session corresponding to the first ter-
minal.
[0141] Specifically, the target access network element
may send the first request to the session management
network element via the mobility management network
element, to notify the session management network el-
ement that the first terminal has been handed over to the

target access network element and that the PDU session
of the first terminal needs to be modified, so that the first
terminal sends the data to the user plane network ele-
ment via the target access network element based on a
modified PDU session.
[0142] Optionally, the target access network element
includes the first request in an N2 path switch request,
and sends the N2 path switch request to the mobility man-
agement network element. After receiving the first re-
quest, the mobility management network element in-
cludes the first request in a PDU session modification
request, and sends the PDU session modification re-
quest to the session management network element.
[0143] Optionally, the target access network element
further sends location information of the first terminal to
the session management network element via the mo-
bility management network element.
[0144] Step 304: The session management network
element determines a path identifier based on the first
request.
[0145] The path identifier indicates a first path from the
target access network element to a user plane network
element corresponding to the PDU session, the first path
includes a part or all of a second path, and the second
path is a path corresponding to a PDU session pre-es-
tablished by the session management network element
for a second terminal. The second path is a path from an
access network element corresponding to the PDU ses-
sion of the second terminal to a user plane network ele-
ment corresponding to the PDU session of the second
terminal. The second terminal may be any terminal other
than the first terminal in the communication system.
[0146] Specifically, the session management network
element may determine the first path based on the first
request, and determine a first path identifier based on
the first path.
[0147] For example, the session management network
element may determine, based on the first request,
whether the user plane network element can continue to
provide a PDU session service for the first terminal. If
yes, the session management network element deter-
mines that the first path includes the target access net-
work element and the user plane network element. If not,
the session management network element determines
an intermediate user plane network element for the first
terminal, where the intermediate user plane network el-
ement is configured to forward the data of the first termi-
nal from the target access network element to the user
plane network element. In this case, the session man-
agement network element determines that the first path
includes the target access network element, the interme-
diate user plane network element, and the user plane
network element.
[0148] Optionally, the session management network
element determines the intermediate user plane network
element for the first terminal based on the location infor-
mation of the first terminal.
[0149] For example, as shown in FIG. 4, UE 1 is hand-
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ed over from a RAN 1 to a RAN 2, and a user plane
network element corresponding to a PDU session estab-
lished by a session management network element SMF
for the UE 1 is a UPF 1. The SMF may determine, based
on location information of the UE 1, whether the UPF 1
can continue to provide a PDU session service for the
UE 1. If yes, the SMF determines that a first path includes
the RAN 2 and the UPF 1. If not, the SMF may determine
an intermediate UPF for the UE 1 based on the location
information of the UE 1. Assuming that the intermediate
UPF determined by the SMF for the UE 1 is a UPF 2, the
SMF determines that the first path includes the RAN 2,
the UPF 2, and the UPF 1.
[0150] For example, the session management network
element may determine, based on the determined first
path, whether the first path includes the part or all of the
second path, and determine the path identifier of the first
path based on a determining result.
[0151] In a possible design, if the session management
network element determines, based on the first path, that
the first path includes all of the second path, the session
management network element determines the path iden-
tifier of the first path based on a path identifier of the
second path. That the first path includes all of the second
path may be understood as that the first path is the same
as the second path, or may be understood as that a part
of the first path is the same as the second path.
[0152] Specifically, when the first path is the same as
the second path, the session management network ele-
ment may determine the path identifier of the second
path as the path identifier of the first path.
[0153] That the first path is the same as the second
path may mean that the first path and the second path
share a same network element, or may be described as
that each network element corresponding to the first path
is the same as each network element corresponding to
the second path.
[0154] For example, as shown in FIG. 4, a second path
corresponding to a PDU session established by the ses-
sion management network element SMF for UE 2 in-
cludes the RAN 2 and the UPF 1. Assuming that the SMF
determines that the first path corresponding to the UE 1
includes the RAN 2 and the UPF 1, the SMF determines
that the first path is the same as the second path, and
determines a path identifier of the second path as a path
identifier of the first path.
[0155] For another example, as shown in FIG. 4, a sec-
ond path corresponding to a PDU session established
by the SMF for UE 2 includes the RAN 2, the UPF 2, and
the UPF 1. Assuming that the SMF determines that the
first path corresponding to the UE 1 includes the RAN 2,
the UPF 2, and the UPF 1, the SMF determines that the
first path is the same as the second path, and determines
a path identifier of the second path as a path identifier of
the first path.
[0156] Specifically, when a part of the first path is the
same as the second path, the session management net-
work element may use the path identifier of the second

path as a first path identifier of the part of the first path.
In addition, the session management network element
may further set a second path identifier for the other part
of the first path, and use the first path identifier and the
second path identifier as the path identifier of the first
path.
[0157] That a part of the first path is the same as the
second path may mean that the part of the first path and
the second path share a same network element, or may
be described as that the target access network element
corresponding to the first path and an access network
element corresponding to the second path are a same
access network element, and an intermediate user plane
network element corresponding to the first path and a
user plane network element corresponding to the second
path are a same user plane network element. In this case,
the session management network element may use iden-
tification information of the second path as a first path
identifier of a path from the target access network ele-
ment to the intermediate user plane network element in
the first path. The session management network element
may further establish a communication connection be-
tween the intermediate user plane network element and
the user plane network element, set a second path iden-
tifier of a path from the intermediate user plane network
element to the user plane network element, and use the
first path identifier and the second path identifier as the
path identifier of the first path.
[0158] For example, as shown in FIG. 4, a second path
corresponding to a PDU session established by the ses-
sion management network element SMF for UE 2 in-
cludes the RAN 2 and the UPF 2. Assuming that the SMF
determines that the first path corresponding to the UE 1
includes the RAN 2, the UPF 2, and the UPF 1, the SMF
may determine that a path identifier of the first path in-
cludes two parts, where one part is a first path identifier
determined based on a path identifier of the second path,
and the other part is a second path identifier that is set
by the session management network element for a path
from the UPF 2 to the UPF 1.
[0159] It should be noted that, when establishing the
communication connection between the intermediate us-
er plane network element and the user plane network
element, the session management network element may
exchange identification information of a device between
the intermediate user plane network element and the us-
er plane network element, to establish the communica-
tion connection between the intermediate user plane net-
work element and the user plane network element based
on a device plane. For example, the session manage-
ment network element may send identification informa-
tion of the intermediate user plane network element to
the user plane network element, and send identification
information of the user plane network element to the in-
termediate user plane network element, to establish the
communication connection between the intermediate us-
er plane network element and the user plane network
element. The identification information of the device may
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include information, such as a media access control (me-
dia access control, MAC) address of the device, an in-
ternet protocol (internet protocol, IP) address of the de-
vice, and identity (identity, ID) information of the device,
used to identify the device.
[0160] In another possible design, if the session man-
agement network element determines, based on the first
path, that the first path includes the part of the second
path, the session management network element deter-
mines the path identifier of the first path based on a path
identifier of the second path. That the first path includes
the part of the second path may be understood as that
the first path is the same as the part of the second path,
or may be understood as that a part of the first path is
the same as the part of the second path.
[0161] Specifically, when the first path is the same as
the part of the second path, the session management
network element may determine, as the path identifier of
the first path, a path identifier of the part that is the same
as the first path in the path identifier of the second path.
[0162] That the first path is the same as the part of the
second path may mean that the first path and the part of
the second path share a same network element, or may
be described as that each network element correspond-
ing to the first path is the same as each network element
corresponding to the part of the second path.
[0163] For example, as shown in FIG. 4, a second path
corresponding to a PDU session established by the ses-
sion management network element SMF for UE 2 in-
cludes the RAN 2, the UPF 2, and the UPF 1. Assuming
that the SMF determines that the first path corresponding
to the UE 1 includes the RAN 2 and the UPF 2, the SMF
determines that the first path is the same as a path from
the RAN 2 to the UPF 2 in the second path, and deter-
mines, as a path identifier of the first path, a path identifier
corresponding to the path from the RAN 2 to the UPF 2
in a path identifier of the second path.
[0164] Specifically, when the part of the first path is the
same as the part of the second path, the session man-
agement network element may use, as a first path iden-
tifier of the part of the first path, a path identifier of the
part of the second path that is the same as the part of
the first path. In addition, the session management net-
work element may further set a second path identifier for
the other part of the first path, and use the first path iden-
tifier and the second path identifier as the path identifier
of the first path.
[0165] That the part of the first path is the same as the
part of the second path may mean that the part of the
first path and the part of the second path share a same
network element, or may be described as that each net-
work element corresponding to the part of the first path
is the same as each network element corresponding to
the part of the second path.
[0166] For example, as shown in FIG. 4, a second path
corresponding to a PDU session established by the ses-
sion management network element SMF for UE 2 in-
cludes the RAN 2, the UPF 2, and the UPF 1. Assuming

that the SMF determines that the first path corresponding
to the UE 1 includes the RAN 2, the UPF 2, and a UPF
3, the SMF determines that a path from the RAN 2 to the
UPF 2 in the first path is the same as a path from the
RAN 2 to the UPF 2 in the second path, and determine,
as a first path identifier of the first path, a path identifier
corresponding to the path from the RAN 2 to the UPF 2
in a path identifier of the second path. The session man-
agement network element may further establish a com-
munication connection between the UPF 2 and the UPF
3, set a second path identifier, and use the first path iden-
tifier and the second path identifier as a path identifier of
the first path.
[0167] It should be noted that, for a process in which
the session management network element establishes
the communication connection between the UPF 2 and
the UPF 3, refer to the foregoing process in which the
session management network element establishes the
communication connection between the intermediate us-
er plane network element and the user plane network
element. Details are not described again.
[0168] For another example, a second path corre-
sponding to a PDU session established by the session
management network element SMF for UE 2 includes
the RAN 2, the UPF 2, and the UPF 1. Assuming that the
SMF determines that the first path corresponding to the
UE 1 includes a RAN 3, the UPF 2, and the UPF 1, the
SMF determines a path from the UPF 2 to the UPF 1 in
the first path is the same as a path from the UPF 2 to the
UPF 1 in the second path, and determines, as a first path
identifier of the first path, a path identifier corresponding
to the path from the UPF 2 and the UPF 1 in a path iden-
tifier of the second path. The session management net-
work element may further establish a communication
connection between the RAN 3 and the UPF 2, set a
second path identifier, and use the first path identifier and
the second path identifier as a path identifier of the first
path.
[0169] It should be noted that, for a specific process in
which the session management network element estab-
lishes the communication connection between the RAN
3 and the UPF 2, refer to the foregoing step 105 to step
111. Details are not described again.
[0170] In still another possible design, if the session
management network element determines, based on the
first path, that the first path does not include the part or
all of the second path, the session management network
element establishes the first path for the first terminal,
and sets a path identifier of the first path.
[0171] For a specific process in which the session man-
agement network element establishes a communication
connection between the target access network element
and the user plane network element or establishes a com-
munication connection between the target access net-
work element and the intermediate user plane network
element when establishing the first path for the first ter-
minal, refer to the foregoing step 105 to step 111. Details
are not described again. For establishment of a commu-
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nication connection between the intermediate user plane
network element and the user plane network element,
refer to the foregoing process in which the session man-
agement network element establishes the communica-
tion connection between the intermediate user plane net-
work element and the user plane network element. De-
tails are not described again.
[0172] Step 305: The session management network
element sends, to the target access network element via
the mobility management network element, the path
identifier and the identification information of the desti-
nation address corresponding to the path identifier
[0173] The session management network element
sends the path identifier to the target access network
element via the mobility management network element,
so that after receiving the data of the first terminal, the
target access network element may send the data to the
user plane network element through the first path corre-
sponding to the path identifier. The session management
network element further sends the identification informa-
tion of the destination address corresponding to the path
identifier to the target access network element, so that
after receiving the data of the first terminal, the target
access network element parses the data of the first ter-
minal to obtain the destination address of the data, and
determines, based on the destination address of the data,
a path used to forward the data.
[0174] Optionally, the session management network
element further sends, to the target access network ele-
ment, path information corresponding to the path identi-
fier, where the path information includes identification in-
formation of the access network element and identifica-
tion information of the user plane network element that
correspond to the first path. When the first path includes
the intermediate user plane network element, the path
information further includes the identification information
of the intermediate user plane network element.
[0175] Optionally, the foregoing step 305 further in-
cludes the following step 305a.
[0176] Alternatively, the foregoing step 305 may be re-
placed with the following step 305a.
[0177] It should be noted that, when the foregoing step
305 includes the following step 305a, the following step
306 may be performed; or when the foregoing step 305
is replaced with the following step 305a, the following
step 307 to step 309 may be performed.
[0178] Step 305a: The session management network
element sends, to the user plane network element cor-
responding to the first path, the path identifier and the
identification information of the destination address cor-
responding to the path identifier
[0179] Specifically, the session management network
element sends, to the user plane network element, the
identification information of the destination address cor-
responding to the path identifier, so that after receiving
the data of the first terminal, the user plane network el-
ement parses the data of the first terminal to obtain the
destination address of the data, and determines, based

on the destination address of the data, the path used to
forward the data.
[0180] When the first path includes the intermediate
user plane network element, the session management
network element may further send the path identifier to
the intermediate user plane network element.
[0181] Optionally, the session management network
element sends the path information of the first path to
the user plane network element, and when there is an
intermediate user plane network element, further sends
the path information of the first path to the intermediate
user plane network element.
[0182] Optionally, the path information further includes
tunnel information of the user plane network element
and/or tunnel information of the target access network
element.
[0183] Specifically, when the PDU session of the first
terminal corresponds to the target access network ele-
ment and the user plane network element, refer to the
foregoing step 303. If the session management network
element has not established a communication connec-
tion between the target access network element and the
user plane network element before, the session manage-
ment network element may include the tunnel information
of the target access network element in the path infor-
mation and send the path information to the user plane
network element, and include the tunnel information of
the user plane network element in the path information
and send the path information to the target access net-
work element, to establish the communication connec-
tion between the target access network element and the
user plane network element.
[0184] When there is an intermediate user plane net-
work element, the session management network ele-
ment may include the tunnel information of the target
access network element and the tunnel information of
the user plane network element in the path information
and send the path information to the intermediate user
plane network element, and include tunnel information
of the intermediate user plane network element in the
path information and separately send the path informa-
tion to the target access network element and the user
plane network element, to establish the communication
connection between the target access network element
and the intermediate user plane network element and a
communication connection between the intermediate us-
er plane network element and the user plane network
element.
[0185] It should be noted that, if the first path includes
the part or all of the second path, the session manage-
ment network element may not need to send, to the user
plane network element and the intermediate user plane
network element, path information of a part of the first
path that is the same as a part or all of the second path.
[0186] Optionally, the session management network
element determines the identification information of the
first terminal based on the identification information of
the PDU session, and sends the identification information
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of the first terminal to the user plane network element
corresponding to the path identifier, so that the user plane
network element determines, based on the identification
information of the first terminal, the data corresponding
to the first terminal, to implement an operation such as
policy control or charging on the data of the first terminal.
[0187] The identification information of the first termi-
nal includes one or more of the following: a MAC address
of the first terminal, N4 interface information correspond-
ing to the first terminal, and the like.
[0188] It should be noted that, using an example in
which the first terminal communicates with the second
terminal by using the PDU session, step 305 and/or step
305a may alternatively be replaced with the following
step 305b.
[0189] Step 305b: The session management network
element sends, to the user plane network element or the
access network element corresponding to the PDU ses-
sion of the second terminal, the path identifier and the
identification information of the destination address cor-
responding to the path identifier
[0190] Specifically, the session management network
element may determine a path identifier of a path from
the first terminal to the second terminal based on the
PDU session of the first terminal and the PDU session
of the second terminal, and send the path identifier to the
access network element or the user plane network ele-
ment corresponding to the PDU session of the second
terminal. In this way, the access network element or the
user plane network element corresponding to the PDU
session of the second terminal sends, through the path
corresponding to the path identifier, the path identifier to
the PDU session corresponding to the first terminal.
[0191] For example, as shown in FIG. 4, a path from
the UE 1 to the UE 2 sequentially includes the RAN 1,
the UPF 1, the UPF 2, and the RAN 2. The session man-
agement network element may determine a path identi-
fier based on the path from the UE 1 to the UE 2, and
send the path identifier to the RAN 2, so that the RAN 2
sequentially sends the path identifier to the UPF 2, the
UPF 1, and the RAN 1 through the path. Alternatively,
the session management network element sends the
path identifier to the UPF 2, so that the UPF 2 sequentially
sends the path identifier to the UPF 1 and the RAN 1
through the path, and sends the path identifier to the RAN
2.
[0192] Step 306: The target access network element
sends the data of the first terminal to the user plane net-
work element based on the path identifier.
[0193] After receiving the data from the first terminal,
the target access network element may parse the data
of the first terminal to obtain the destination address of
the data, determine, based on the destination address,
the path identifier corresponding to the first path used to
forward the data, and send the data of the first terminal
and the path identifier of the first path to a next-hop net-
work element of the target access network element on
the first path through the first path.

[0194] Specifically, the target access network element
may encapsulate the path identifier into a general packet
radio service tunnelling protocol for the user plane (gen-
eral packet radio service tunnelling protocol for the user
plane, GTP-U) header corresponding to the data.
[0195] In a possible design, when the session man-
agement network element sends the path identifier and
the path information of the first path to the target access
network element via the mobility management network
element through the foregoing step 305, the target ac-
cess network element may include the path identifier of
the first path and the path information of the first path in
the data of the first terminal, and send the data to the
next-hop network element of the target access network
element on the first path. The next-hop network element
determines a next-hop network element thereof based
on the path identifier of the first path, includes the path
identifier of the first path and the path information of the
first path in the data of the first terminal, and sends the
data to the next-hop network element thereof through the
first path, until the data of the first terminal is sent to the
user plane network element.
[0196] It should be noted that, after receiving the data
of the first terminal, the user plane network element de-
termines, based on the path identifier of the first path,
that the received data is of the first terminal, and may
perform a corresponding operation on the data of the first
terminal based on a forwarding rule, a charging rule, or
the like that is preset for the data of the first terminal.
[0197] For example, as shown in FIG. 4, the first path
corresponding to the PDU session established by the
session management network element for the UE 1 in-
cludes the RAN 2, the UPF 2, and the UPF 1. It is as-
sumed that the session management network element
sends the path identifier of the first path and path infor-
mation of the first path to the RAN 2 via a mobility man-
agement network element. In this case, the RAN 2 may
include the path identifier of the first path and the path
information of the first path in data of the UE 1 and send
the data to the UPF 2. If the UPF 2 determines, based
on the path information of the first path, that a next-hop
network element of the UPF 2 on the first path is the UPF
1, the UPF 2 includes the path identifier of the first path
and the path information of the first path in the data of
the UE 1, and sends the data to the UPF 1. The UPF 1
determines, based on the path identifier of the first path,
that the received data is of the UE 1, and may perform a
corresponding operation on the data of the UE 1 based
on a forwarding rule, a charging rule, or the like that is
preset for the data of the UE 1.
[0198] In another possible design, when the session
management network element sends the path identifier
and the path information of the first path to the target
access network element, the intermediate user plane net-
work element, and the user plane network element
through the foregoing step 305 and step 305a, the target
access network element may include the path identifier
of the first path in the data of the first terminal, and send
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the data to the next-hop network element of the target
access network element on the first path. The next-hop
network element determines a next-hop network element
thereof from originally stored path information based on
the path identifier of the first path, includes the path iden-
tifier of the first path in the data of the first terminal, and
sends the data to the next-hop network element thereof
through the first path, until the data of the first terminal
is sent to the user plane network element.
[0199] For example, as shown in FIG. 4, the first path
established by the session management network ele-
ment for the UE 1 includes the RAN 2, the UPF 2, and
the UPF 1. It is assumed that the session management
network element sends the path identifier of the first path
and path information of the first path to the RAN 2, the
UPF 2, and the UPF 1 through the foregoing step 305
and step 305a. In this case, the RAN 2 may include the
path identifier of the first path in data of the UE 1 and
send the data to the UPF 2. The UPF 2 determines, from
prestored path information based on the path identifier
of the first path, that a next-hop network element of the
UPF 2 on the first path is the UPF 1, includes the path
identifier of the first path in the data of the UE 1, and
sends the data to the UPF 1. The UPF 1 determines,
based on the path identifier of the first path, that the re-
ceived data is of the UE 1, and may perform a corre-
sponding operation on the data of the UE 1 based on a
forwarding rule, a charging rule, or the like that is preset
for the data of the UE 1.
[0200] Step 307: The target access network element
sends the data of the first terminal to the user plane net-
work element. Correspondingly, the user plane network
element receives the data of the first terminal.
[0201] After receiving the data from the first terminal,
the target access network element may directly send the
data to the user plane network element without parsing
the data of the first terminal.
[0202] Step 308: The user plane network element de-
termines the path identifier based on the destination ad-
dress of the data of the first terminal.
[0203] After receiving the data of the first terminal sent
by the target access network element, the user plane
network element may parse the data of the first terminal
to obtain the destination address of the data of the first
terminal, and determine the path identifier based on the
destination address.
[0204] For example, as shown in FIG. 4, the PDU ses-
sion corresponding to the UE 1 includes the RAN 1 and
the UPF 1, and the PDU session corresponding to the
UE 2 includes the RAN 2 and the UPF 2. It is assumed
that the UPF 1 receives the data of the UE 1 from the
RAN 1, and the UPF 1 parses the data and finds that a
destination address of the data corresponds to the UE
2. In this case, the UPF 1 may prestore a correspondence
between a destination address and a path identifier, to
determine a path identifier corresponding to the destina-
tion address.
[0205] Step 309: The user plane network element in-

cludes the path identifier in the data of the first terminal,
and sends the data to a next-hop network element.
[0206] Specifically, the user plane network element
may encapsulate the path identifier into the GTP-U head-
er of the data.
[0207] It should be noted that, after the user plane net-
work element includes the path identifier in the data of
the first terminal and sends the data to the next-hop net-
work element, the next-hop network element may deter-
mine, based on the foregoing step 308, the path identifier
corresponding to the destination address of the received
data, include the determined path identifier in the data,
and send the data to a next-hop network element thereof,
until the data is sent to the destination address.
[0208] Based on the method shown in FIG. 3A and
FIG. 3B, the session management network element
sends the path identifier to the target access network
element or the user plane network element, so that the
target access network element or the user plane network
element sends the data of the first terminal to the next-
hop network element through the first path based on the
path identifier Different from a manner in which the ses-
sion management network element exchanges, for a plu-
rality of times, tunnel information between the target ac-
cess network element corresponding to a path that is
switched to and each user plane network element, to
establish a session tunnel, in embodiments of this appli-
cation, when the first path includes the part or all of the
second path, the session management network element
may send the path identifier to the target access network
element or the user plane network element, without re-
establishing an overlapping part of the first path and the
second path. This reduces signaling overheads and
shortens a switching delay. When there is an intermedi-
ate user plane network element, different from a manner
in which the intermediate user plane network element
establishes different forwarding entries based on differ-
ent destination addresses of terminal data corresponding
to different PDU sessions, in embodiments of this appli-
cation, the intermediate user plane network element may
directly establish, based on the path identifier, a forward-
ing entry corresponding to the path identifier. This reduc-
es forwarding entries on the intermediate user plane net-
work element and reduces overheads of the intermediate
user plane network element.
[0209] It should be noted that in the method shown in
FIG. 3A and FIG. 3B, after the first terminal is handed
over from the source access network element to the tar-
get access network element, when modifying the PDU
session corresponding to the first terminal, the session
management network element may send the path iden-
tifier of the first path to the target access network element
and the user plane network element corresponding to
the modified PDU session of the first terminal. Alterna-
tively, when establishing an initial PDU session for the
first terminal, the session management network element
may send, with reference to the method shown in FIG.
3A and FIG. 3B, the path identifier of the path correspond-

33 34 



EP 4 185 009 A1

20

5

10

15

20

25

30

35

40

45

50

55

ing to the PDU session of the first terminal to the access
network element and the user plane network element
corresponding to the PDU session of the first terminal.
For an action performed by the access network element
corresponding to the PDU session of the first terminal,
refer to an action performed by the target access network
element in FIG. 3A and FIG. 3B. For an action performed
by the user plane network element corresponding to the
PDU session of the first terminal, refer to an action per-
formed by the user plane network element in FIG. 3A and
FIG. 3B. Details are not described again.
[0210] The foregoing mainly describes the solutions
provided in embodiments of this application from a per-
spective of interaction between the devices. It may be
understood that to implement the foregoing functions,
the devices include hardware structures and/or software
modules corresponding to the functions. A person skilled
in the art should easily be aware that, in combination with
algorithms and steps in the examples described in em-
bodiments disclosed in this specification, this application
can be implemented by hardware or a combination of
hardware and computer software. Whether a function is
performed by hardware or hardware driven by computer
software depends on particular applications and design
constraints of the technical solutions. A person skilled in
the art may use different methods to implement the de-
scribed functions for each particular application, but it
should not be considered that the implementation goes
beyond the scope of this application.
[0211] In embodiments of this application, the network
elements may be divided into functional modules based
on the foregoing method examples. For example, each
functional module may be obtained through division
based on each corresponding function, or two or more
functions may be integrated into one processing module.
The integrated module may be implemented in a form of
hardware, or may be implemented in a form of a software
functional module. It should be noted that, in embodi-
ments of this application, module division is an example,
and is merely logical function division. During actual im-
plementation, another division manner may be used.
[0212] When each functional module is obtained
through division based on each corresponding function,
FIG. 5 shows a communication apparatus. The commu-
nication apparatus 50 may be a session management
network element, or a chip or a system on chip in the
session management network element. The communi-
cation apparatus 50 may be configured to perform a func-
tion of the session management network element in the
foregoing embodiments. The communication apparatus
50 shown in FIG. 5 includes a sending module 501.
[0213] The sending module 501 is configured to send
a path identifier to a first device, where the first device
includes an access network element corresponding to a
PDU session and a user plane network element corre-
sponding to the PDU session, the PDU session corre-
sponds to a first terminal, the path identifier indicates a
first path from the access network element to the user

plane network element, the first path includes a part or
all of a second path, and the second path is a path cor-
responding to a PDU session pre-established by the ses-
sion management network element for a second termi-
nal.
[0214] The sending module 501 is further configured
to send, to the first device, identification information of a
destination address corresponding to the path identifier,
to enable the first device to include, in received data
based on the destination address of the data, the path
identifier corresponding to the destination address, and
forward the data through a path corresponding to the
destination address.
[0215] For a specific implementation of the communi-
cation apparatus 50, refer to a behavior and a function
of the session management network element in the pack-
et forwarding method in FIG. 3A and FIG. 3B.
[0216] In a possible design, the first path is a first GTP-
U path, and the second path is a second GTP-U path.
[0217] In a possible design, the first path includes an
intermediate user plane network element.
[0218] In a possible design, the path identifier includes
a first path identifier and a second path identifier, the first
path identifier indicates a path from the access network
element to the intermediate user plane network element,
and the second path identifier indicates a path from the
intermediate user plane network element to the user
plane network element.
[0219] In a possible design, the sending module 501
is further configured to send, to the first device, path in-
formation corresponding to the path identifier, where the
path information includes identification information of the
access network element and identification information of
the user plane network element that correspond to the
first path.
[0220] In a possible design, the path information in-
cludes tunnel information of the user plane network ele-
ment and/or tunnel information of the access network
element.
[0221] In another implementation, the sending module
501 in FIG. 5 may be replaced with a transceiver, and a
function of the sending module 501 may be integrated
into the transceiver Further, the communication appara-
tus 50 shown in FIG. 5 may further include a memory.
When the sending module 501 is replaced with the trans-
ceiver, the communication apparatus 50 in this embodi-
ment of this application may be the communication ap-
paratus shown in FIG. 2.
[0222] When each functional module is obtained
through division based on each corresponding function,
FIG. 6 shows a communication apparatus. The commu-
nication apparatus 60 may be a first device, or a chip or
a system on chip in the first device. The communication
apparatus 60 may be configured to perform a function of
the first device in the foregoing embodiments. The com-
munication apparatus 60 shown in FIG. 6 includes a re-
ceiving module 601 and a sending module 602.
[0223] The receiving module 601 is configured to re-
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ceive a path identifier from a session management net-
work element, where the first device includes an access
network element corresponding to a protocol data unit
PDU session and a user plane network element corre-
sponding to the PDU session, the PDU session corre-
sponds to a first terminal, the path identifier indicates a
first path from the access network element to the user
plane network element, the first path includes a part or
all of a second path, and the second path is a path cor-
responding to a PDU session pre-established by the ses-
sion management network element for a second termi-
nal.
[0224] The receiving module 601 is further configured
to receive, from the session management network ele-
ment, identification information of a destination address
corresponding to the path identifier
[0225] The receiving module 601 is further configured
to obtain data that is of the first terminal and that includes
the destination address.
[0226] The sending module 602 is further configured
to forward, based on the destination address of the data,
the data through a path corresponding to the destination
address of the data.
[0227] For a specific implementation of the communi-
cation apparatus 60, refer to a behavior and a function
of the first device in the packet forwarding method in FIG.
3A and FIG. 3B.
[0228] In a possible design, the first path is a first GTP-
U path, and the second path is a second GTP-U path.
[0229] In a possible design, the first path includes an
intermediate user plane network element.
[0230] In a possible design, the path identifier includes
a first path identifier and a second path identifier, the first
path identifier indicates a path from the access network
element to the intermediate user plane network element,
and the second path identifier indicates a path from the
intermediate user plane network element to the user
plane network element.
[0231] In a possible design, the receiving module 601
is further configured to receive, from the session man-
agement network element, path information correspond-
ing to the path identifier, where the path information in-
cludes identification information of the access network
element and identification information of the user plane
network element that correspond to the first path.
[0232] In a possible design, the path information in-
cludes tunnel information of the user plane network ele-
ment and/or tunnel information of the access network
element.
[0233] In another implementation, the receiving mod-
ule 601 in FIG. 6 may be replaced with a transceiver, and
a function of the receiving module 601 may be integrated
into the transceiver. Further, the communication appa-
ratus 60 shown in FIG. 6 may further include a memory.
When the receiving module 601 is replaced with the
transceiver, the communication apparatus 60 in this em-
bodiment of this application may be the communication
apparatus shown in FIG. 2.

[0234] An embodiment of this application further pro-
vides a computer-readable storage medium. All or some
of the processes in the foregoing method embodiments
may be implemented by a computer program instructing
related hardware. The program may be stored in the com-
puter-readable storage medium. When the program is
executed, the processes of the foregoing method em-
bodiments may be included. The computer-readable
storage medium may be an internal storage unit of the
terminal (including a data transmit end and/or a data re-
ceive end) in any one of the foregoing embodiments, for
example, a hard disk drive or a memory of the terminal.
Alternatively, the computer-readable storage medium
may be an external storage device of the terminal, for
example, a plug-in hard disk, a smart media card (smart
media card, SMC), a secure digital (secure digital, SD)
card, a flash card (flash card), or the like that are equipped
on the terminal. Further, the computer-readable storage
medium may alternatively include both of the internal
storage unit and the external storage device of the ter-
minal. The computer-readable storage medium is con-
figured to store the computer program and other pro-
grams and data that are required by the terminal. The
computer-readable storage medium may be further con-
figured to temporarily store data that has been output or
is to be output.
[0235] It should be noted that, in the specification, the
claims, and the accompanying drawings of this applica-
tion, the terms "first", "second", and the like are intended
to distinguish between different objects but do not indi-
cate a particular order. In addition, the terms "including"
and "having" and any other variants thereof are intended
to cover a non-exclusive inclusion. For example, a proc-
ess, a method, a system, a product, or a device that in-
cludes a series of steps or units is not limited to the listed
steps or units, but optionally further includes an unlisted
step or unit, or optionally further includes another inher-
ent step or unit of the process, the method, the product,
or the device.
[0236] It should be understood that, in this application,
"at least one (item)" means one or more, "a plurality of"
means two or more, "at least two (items)" means two,
three, or more, and "and/or" is used to describe an as-
sociation relationship between associated objects, and
indicates that there may be three relationships. For ex-
ample, "A and/or B" may indicate that only A exists, only
B exists, and both A and B exist, where A and B may be
singular or plural. The character "/" generally indicates
an "or" relationship between the associated objects. "At
least one of the following items (pieces)" or a similar ex-
pression thereof refers to any combination of these items,
including any combination of singular items (pieces) or
plural items (pieces). For example, at least one of a, b,
or c may indicate a, b, c, a and b, a and c, b and c, or a,
b, and c, where a, b, and c may be singular or plural.
[0237] Based on the foregoing descriptions of the im-
plementations, a person skilled in the art may clearly un-
derstand that, for the purpose of convenient and brief

37 38 



EP 4 185 009 A1

22

5

10

15

20

25

30

35

40

45

50

55

description, division of the foregoing functional modules
is used as an example for description. During actual ap-
plication, the foregoing functions can be allocated to dif-
ferent modules and implemented according to a require-
ment, that is, an inner structure of an apparatus is divided
into different functional modules to implement all or some
of the functions described above.
[0238] In the several embodiments provided in this ap-
plication, it should be understood that the disclosed ap-
paratus and method may be implemented in other man-
ners. For example, the described apparatus embodiment
is merely an example. For example, the module or unit
division is merely logical function division and may be
other division during actual implementation. For exam-
ple, a plurality of units or components may be combined
or integrated into another apparatus, or some features
may be ignored or not performed. In addition, the dis-
played or discussed mutual couplings or direct couplings
or communication connections may be implemented by
using some interfaces. The indirect couplings or commu-
nication connections between the apparatuses or the
units may be implemented in electronic, mechanical, or
other forms.
[0239] The units described as separate parts may or
may not be physically separate, and parts displayed as
units may be one or more physical units, may be located
in one place, or may be distributed in different places.
Some or all of the units may be selected according to
actual requirements to achieve the objectives of the so-
lutions of the embodiments.
[0240] In addition, functional units in embodiments of
this application may be integrated into one processing
unit, each of the units may exist alone physically, or two
or more units may be integrated into one unit. The inte-
grated unit may be implemented in a form of hardware,
or may be implemented in a form of a software functional
unit.
[0241] When the integrated unit is implemented in the
form of a software functional unit and sold or used as an
independent product, the integrated unit may be stored
in a readable storage medium. Based on such an under-
standing, the technical solutions of embodiments of this
application essentially, or the part contributing to the con-
ventional technology, or all or some of the technical so-
lutions may be implemented in the form of a software
product. The software product is stored in a storage me-
dium and includes several instructions for instructing a
device (which may be a single-chip microcomputer, a
chip, or the like) or a processor (processor) to perform
all or some of the steps of the methods described in em-
bodiments of this application. The foregoing storage me-
dium includes any medium that can store program code,
such as a USB flash drive, a removable hard disk, a ROM,
a RAM, a magnetic disk, or an optical disc.
[0242] The foregoing descriptions are merely specific
implementations of this application, but are not intended
to limit the protection scope of this application. Any var-
iation or replacement within the technical scope dis-

closed in this application shall fall within the protection
scope of this application. Therefore, the protection scope
of this application shall be subject to the protection scope
of the claims.

Claims

1. A packet forwarding method, comprising:

sending, by a session management network el-
ement, a path identifier to a first device, wherein
the first device comprises an access network
element corresponding to a protocol data unit
PDU session and a user plane network element
corresponding to the PDU session, the PDU
session corresponds to a first terminal, the path
identifier indicates a first path from the access
network element to the user plane network ele-
ment, the first path comprises a part or all of a
second path, and the second path is a path cor-
responding to a PDU session pre-established
by the session management network element
for a second terminal; and
sending, by the session management network
element to the first device, identification infor-
mation of a destination address corresponding
to the path identifier, to enable the first device
to comprise, in received data based on the des-
tination address of the data, the path identifier
corresponding to the destination address, and
forward the data through a path corresponding
to the destination address.

2. The method according to claim 1, wherein
the first path is a first general packet radio service
tunnelling protocol for the user plane GTP-U path,
and the second path is a second GTP-U path.

3. The method according to claim 1 or 2, wherein
the first path comprises an intermediate user plane
network element.

4. The method according to claim 3, wherein
the path identifier comprises a first path identifier and
a second path identifier, the first path identifier indi-
cates a path from the access network element to the
intermediate user plane network element, and the
second path identifier indicates a path from the in-
termediate user plane network element to the user
plane network element.

5. The method according to any one of claims 1 to 4,
wherein the method further comprises:
sending, by the session management network ele-
ment to the first device, path information correspond-
ing to the path identifier, wherein the path information
comprises identification information of the access
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network element and identification information of the
user plane network element that correspond to the
first path.

6. The method according to claim 5, wherein
the path information comprises tunnel information of
the user plane network element and/or tunnel infor-
mation of the access network element.

7. A packet forwarding method, comprising:

receiving, by a first device, a path identifier from
a session management network element,
wherein the first device comprises an access
network element corresponding to a protocol da-
ta unit PDU session and a user plane network
element corresponding to the PDU session, the
PDU session corresponds to a first terminal, the
path identifier indicates a first path from the ac-
cess network element to the user plane network
element, the first path comprises a part or all of
a second path, and the second path is a path
corresponding to a PDU session pre-estab-
lished by the session management network el-
ement for a second terminal;
receiving, by the first device from the session
management network element, identification in-
formation of a destination address correspond-
ing to the path identifier;
obtaining, by the first device, data of the first
terminal, wherein the data comprises the desti-
nation address; and
comprising, by the first device in the data based
on the destination address of the data, the path
identifier corresponding to the destination ad-
dress, and forwarding the data through a path
corresponding to the destination address.

8. The method according to claim 7, wherein
the first path is a first general packet radio service
tunnelling protocol for the user plane GTP-U path,
and the second path is a second GTP-U path.

9. The method according to claim 7 or 8, wherein
the first path comprises an intermediate user plane
network element.

10. The method according to claim 9, wherein
the path identifier comprises a first path identifier and
a second path identifier, the first path identifier indi-
cates a path from the access network element to the
intermediate user plane network element, and the
second path identifier indicates a path from the in-
termediate user plane network element to the user
plane network element.

11. The method according to any one of claims 7 to 10,
wherein the method further comprises:

receiving, by the first device from the session man-
agement network element, path information corre-
sponding to the path identifier, wherein the path in-
formation comprises identification information of the
access network element and identification informa-
tion of the user plane network element that corre-
spond to the first path.

12. The method according to claim 11, wherein
the path information comprises tunnel information of
the user plane network element and/or tunnel infor-
mation of the access network element.

13. A communication apparatus, comprising:

a sending module, configured to send a path
identifier to a first device, wherein the first device
comprises an access network element corre-
sponding to a protocol data unit PDU session
and a user plane network element correspond-
ing to the PDU session, the PDU session corre-
sponds to a first terminal, the path identifier in-
dicates a first path from the access network el-
ement to the user plane network element, the
first path comprises a part or all of a second path,
and the second path is a path corresponding to
a PDU session pre-established by the commu-
nication apparatus for a second terminal, where-
in
the sending module is further configured to
send, to the first device, identification informa-
tion of a destination address corresponding to
the path identifier, to enable the first device to
comprise, in received data based on the desti-
nation address of the data, the path identifier
corresponding to the destination address, and
forward the data through a path corresponding
to the destination address.

14. The communication apparatus according to claim
13, wherein
the first path is a first general packet radio service
tunnelling protocol for the user plane GTP-U path,
and the second path is a second GTP-U path.

15. The communication apparatus according to claim 13
or 14, wherein
the first path comprises an intermediate user plane
network element.

16. The communication apparatus according to claim
15, wherein
the path identifier comprises a first path identifier and
a second path identifier, the first path identifier indi-
cates a path from the access network element to the
intermediate user plane network element, and the
second path identifier indicates a path from the in-
termediate user plane network element to the user
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plane network element.

17. The communication apparatus according to any one
of claims 13 to 16, wherein
the sending module is further configured to send, to
the first device, path information corresponding to
the path identifier, wherein the path information com-
prises identification information of the access net-
work element and identification information of the
user plane network element that correspond to the
first path.

18. The communication apparatus according to claim
17, wherein
the path information comprises tunnel information of
the user plane network element and/or tunnel infor-
mation of the access network element.

19. A communication apparatus, comprising:

a receiving module, configured to receive a path
identifier from a session management network
element, wherein the communication apparatus
comprises an access network element corre-
sponding to a protocol data unit PDU session
and a user plane network element correspond-
ing to the PDU session, the PDU session corre-
sponds to a first terminal, the path identifier in-
dicates a first path from the access network el-
ement to the user plane network element, the
first path comprises a part or all of a second path,
and the second path is a path corresponding to
a PDU session pre-established by the session
management network element for a second ter-
minal, wherein
the receiving module is further configured to re-
ceive, from the session management network
element, identification information of a destina-
tion address corresponding to the path identifier;
and
the receiving module is further configured to ob-
tain data of the first terminal, wherein the data
comprises the destination address; and
a sending module, configured to comprise, in
the data based on the destination address of the
data, the path identifier corresponding to the
destination address, and forward the data
through a path corresponding to the destination
address.

20. The communication apparatus according to claim
19, wherein
the first path is a first general packet radio service
tunnelling protocol for the user plane GTP-U path,
and the second path is a second GTP-U path.

21. The communication apparatus according to claim 19
or 20, wherein

the first path comprises an intermediate user plane
network element.

22. The communication apparatus according to claim
21, wherein
the path identifier comprises a first path identifier and
a second path identifier, the first path identifier indi-
cates a path from the access network element to the
intermediate user plane network element, and the
second path identifier indicates a path from the in-
termediate user plane network element to the user
plane network element.

23. The communication apparatus according to any one
of claims 19 to 22, wherein
the receiving module is further configured to receive,
from the session management network element,
path information corresponding to the path identifier,
wherein the path information comprises identifica-
tion information of the access network element and
identification information of the user plane network
element that correspond to the first path.

24. The communication apparatus according to claim
23, wherein
the path information comprises tunnel information of
the user plane network element and/or tunnel infor-
mation of the access network element.

25. A communication apparatus, wherein the communi-
cation apparatus comprises one or more processors
and a transceiver, and the one or more processors
and the transceiver support the communication ap-
paratus in performing the packet forwarding method
according to any one of claims 1 to 6, or support the
communication apparatus in performing the packet
forwarding method according to any one of claims 7
to 12.

26. A computer-readable storage medium, wherein the
computer-readable storage medium stores compu-
ter instructions or a program, and when the computer
instructions or the program are/is run on a computer,
the computer is enabled to perform the packet for-
warding method according to any one of claims 1 to
6, or perform the packet forwarding method accord-
ing to any one of claims 7 to 12.

27. A communication system, comprising a session
management network element and a first device,
wherein the session management network element
is configured to send a path identifier to the first de-
vice, wherein the first device comprises an access
network element corresponding to a protocol data
unit PDU session and a user plane network element
corresponding to the PDU session, the PDU session
corresponds to a first terminal, the path identifier in-
dicates a first path from the access network element
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to the user plane network element, the first path com-
prises a part or all of a second path, and the second
path is a path corresponding to a PDU session pre-
established by the session management network el-
ement for a second terminal; and the session man-
agement network element is further configured to
send, to the first device, identification information of
a destination address corresponding to the path
identifier; and
the first device is configured to receive the path iden-
tifier from the session management network ele-
ment, the first device is further configured to receive,
from the session management network element, the
identification information of the destination address
corresponding to the path identifier, and the first de-
vice is further configured to: obtain data of the first
terminal, wherein the data comprises the destination
address; and comprise, in the data based on the des-
tination address of the data, the path identifier cor-
responding to the destination address, and forward
the data through a path corresponding to the desti-
nation address.
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