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(67)  Embodiments of this application disclose an ac-
cess control method. ABNG CP may receive a first mes-
sage from first user equipment. The first message is used
by the first user equipment to request to access a net-
work, a primary gateway through which the first user
equipment accesses the network is a first BNG, and a
backup gateway through which the first user equipment
accesses the network is a second BNG. After receiving
the first message, the BNG CP may determine, from a
first network segment, an IP address assigned to the first
user equipment, and send the IP address of the first user
equipment to the first user equipment. The first network
segment is only used to assign an IP address to user
equipment that accesses the network by using the first
BNG as a primary gateway and the second BNG as a
backup gateway. In other words, the first network seg-
ment is not used to assign an IP address to user equip-
ment that accesses the network by using the first BNG
as a backup gateway and the second BNG as a primary
gateway. It can be learned that based on this solution,
even if the first BNG first enables the user equipment to
access the network, a network resource of the first BNG
is not improperly occupied.

Receive a first message from first user equipment, where the first message is used by
the first user equipment to request to access a network, a primary gateway through
which the first user equipment accesses the network is a first BNG, and a backup
gateway through which the first user equipment accesses the network is a second
BNG

S102

_

Determine, from a first network segment based on the first message, an IP address
assigned to the first user equipment, where the first network segment is used to assign
an IP address to user equipment that accesses the network by using the first BNG as a

primary gateway and the second BNG as a backup gateway
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Send the IP address of the first user equipment to the first user equipment
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Description

[0001] This application claims priority to Chinese Patent Application No. 202010837047.9, filed on August 19, 2020,
and entitled "ACCESS CONTROL METHOD AND APPARATUS", which is incorporated herein by reference in its entirety.

TECHNICAL FIELD
[0002] This application relates to the communication field, and in particular, to an access control method and apparatus.
BACKGROUND

[0003] User equipment may access a network through a gateway, for example, a broadband network gateway (broad-
band network gateway, BNG). In some scenarios, user equipment may access a network through two gateways, one
gateway being a primary gateway, and the other gateway being a backup gateway. When the primary gateway is
available, the user equipment accesses the network through the primary gateway. When the primary gateway is una-
vailable, the user equipment accesses the network through the backup gateway.

[0004] When multiple user equipments all correspond to two identical gateways that are in a primary and backup
relation, the primary gateways corresponding to the user equipments may not be all the same. For example, for a first
gateway and a second gateway that are in a primary and backup relation, the primary gateway of a first user is the first
gateway, the backup gateway of the first user is the second gateway, the primary gateway of a second user is the second
gateway, and the backup gateway of the second user is the first gateway. In this case, a network resource of one of the
gateways may be improperly occupied.

SUMMARY

[0005] Embodiments of this application provide an access control method, to prevent a network resource of a gateway
from being improperly occupied.

[0006] According to a first aspect, an embodiment of this application provides an access control method. The method
may be performed by a BNG CP. In an example, the BNG CP may receive a first message from first user equipment,
where the first message is used by the first user equipment to request to access a network, a primary gateway through
which the first user equipment accesses the network is a first BNG, and a backup gateway through which the first user
equipment accesses the network is a second BNG. After receiving the first message, the BNG CP may determine, from
a first network segment, an IP address assigned to the first user equipment, and send the IP address of the first user
equipment to the first user equipment. In embodiments of this application, the first network segment is only used to
assign an IP address to user equipment that accesses the network by using the first BNG as a primary gateway and the
second BNG as a backup gateway. In other words, the first network segment is not used to assign an IP address to user
equipment that accesses the network by using the first BNG as a backup gateway and the second BNG as a primary
gateway. It can be learned that based on solutions in embodiments of this application, even if the first BNG first enables
the user equipment to access the network, a network resource of the first BNG is not improperly occupied.

[0007] In an implementation, the first BNG may form a primary and backup relation with a plurality of BNGs. For
example, the first BNG and the second BNG may form a primary and backup relation. For another example, the first
BNG and a third BNG may also form a primary and backup relation. To avoid improper occupation of network resources
of BNGs, a second network segment may be used to assign an IP address to user equipment that uses the first BNG
as a primary gateway and the third BNG as a backup gateway. The first network segment is different from the second
network segment. In this case, a BNG CP of the first BNG may further assign an IP address to second user equipment.
In an example, the BNG CP of the first BNG may receive a second message from the second user equipment, and
determine, from the second network segment, the IP address assigned to the second user equipment. After determining
the IP address assigned to the second user equipment, the BNG CP of the first BNG may send the IP address of the
second user equipment to the second user equipment.

[0008] In an implementation, solutions in embodiments of this application may be applied to a network scenario with
CU separation, in other words, a CP of the first BNG runs on a device independent of the first BNG. In this case, the
BNG CP that performs the access control method may be a virtual BNG CP module.

[0009] In an implementation, solutions in embodiments of this application may be applied to a scenario without CU
separation, in other words, both the CP of the first BNG and a UP of the first BNG run on a first BNG CP. In this case,
the BNG CP that performs the access control method may run on the first BNG CP.

[0010] In an implementation, if solutions in embodiments of this application are applied to the network scenario with
CU separation, the first BNG and the second BNG may correspond to a same vBNG CP module. In this case, the vBNG
CP may further assign an IP address to third user equipment. The third user equipment is user equipment that accesses
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the network by using the second BNG as a primary gateway and the first BNG as a backup gateway. In an example,
the vBNG CP module may receive a third message from the third user equipment, and determine, from a third network
segment, the IP address assigned to the third user equipment. After determining the IP address assigned to the third
user equipment, the vBNG CP module may send the IP address of the third user equipment to the third user equipment.
[0011] Inanimplementation,the BNG CP may obtain a correspondence between a primary gateway, a backup gateway,
and a network segment in advance. When receiving a message for requesting to access the network from user equipment,
the BNG CP may assign an IP address to the user equipment from a corresponding network segment based on the
correspondence. The correspondence may include a correspondence between the first BNG, the second BNG, and the
first network segment. When the first message is received, the IP address assigned to the first user equipment may be
determined from the first network segment. The correspondence may include a correspondence between the first BNG,
the third BNG, and the second network segment. When the second message is received, the IP address assigned to
the second user equipment may be determined from the second network segment. The correspondence may include a
correspondence between the second BNG, the first BNG, and the third network segment. When the third message is
received, the IP address assigned to the third user equipment may be determined from the third network segment.
[0012] In an implementation, when solutions in embodiments of this application are applied to the network scenario
with CU separation, the BNG CP is a virtual BNG CP module. In this case, the virtual BNG CP module may send the IP
address of the first user equipment to the first user equipment through the first BNG. In other words, the virtual BNG CP
module may send the IP address of the first user equipment to the first BNG, and after receiving the IP address of the
first user equipment, the first BNG may send the IP address of the first user equipment to the first user equipment. In
addition, the first BNG may further advertise a route corresponding to the first network segment to another network
device as a primary route to the first user equipment, so that the another network device sends data to the first user
equipment through the route. In addition, the second BNG may advertise the route corresponding to the first network
segment to the another network device as a backup route to the first user equipment.

[0013] In an implementation, when solutions in embodiments of this application are applied to a network scenario
without CU separation, the BNG CP runs on the first BNG. In this case, the BNG CP may further advertise a route
corresponding to the first network segment to another network device as a primary route to the first user equipment, so
that the another network device sends data to the first user equipment through the route. The route corresponding to
the first network segment is a route to the first user equipment through the first BNG.

[0014] According to a second aspect, an embodiment of this application provides an access control apparatus, applied
to a broadband network gateway control plane BNG CP. The apparatus includes: a receiving unit, configured to receive
a first message from first user equipment, where the first message is used by the first user equipment to request to
access a network, a primary gateway through which the first user equipment accesses the network is a first BNG, and
a backup gateway through which the first user equipment accesses the network is a second BNG; a determining unit,
configured to determine, from a first network segment based on the first message, an Internet Protocol IP address
assigned to the first user equipment, where the first network segment is used to assign an IP address to user equipment
that accesses the network by using the first BNG as a primary gateway and the second BNG as a backup gateway; and
the first network segment is not used to assign an IP address to user equipment that uses the first BNG as a backup
gateway and the second BNG as a primary gateway; and a sending unit, configured to send the IP address of the first
user equipment to the first user equipment.

[0015] In an implementation, the receiving unit is further configured to receive a second message from second user
equipment, where the second message is used by the second user equipment to request to access the network, a
primary gateway through which the second user equipment accesses the network is the first BNG; and a backup gateway
through which the second user equipment accesses the network is a third BNG; the determining unit is further configured
to determine, from a second network segment based on the second message, an IP address assigned to the second
user equipment, where the second network segment is used to assign an IP address to user equipment that accesses
the network by using the first BNG as a primary gateway and the third BNG as a backup gateway, and the first network
segment is different from the second network segment; and the sending unit is further configured to send the IP address
of the second user equipment to the second user equipment.

[0016] In an implementation, the BNG CP is a virtual BNG CP module, or the BNG CP runs on the first BNG.

[0017] In an implementation, when the BNG CP is the virtual BNG CP module, the receiving unit is further configured
to receive a third message from third user equipment, where the third message is used by the third user equipment to
request to access the network; a primary BNG through which the third user equipment accesses the network is the
second BNG, and a backup BNG through which the third user equipment accesses the network is the first BNG; the
determining unit is further configured to determine, from a third network segment based on the third message, an IP
address assigned to the third user equipment, where the third network segment is used to assign an IP address to user
equipment that accesses the network by using the second BNG as a primary gateway and the first BNG as a backup
gateway, the first network segment, the second network segment, and the third network segment are different from each
other, and the second network segment is used to assign an IP address to user equipment that accesses the network
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by using the first BNG as a primary gateway and the third BNG as a backup gateway; and the sending unit is further
configured to send the IP address of the third user equipment to the third user equipment.

[0018] Inanimplementation, the apparatus furtherincludes: an obtaining unitis configured to obtain a correspondence
between a primary gateway, a backup gateway, and a network segment, where the correspondence includes one or
more of the following: a correspondence between the first BNG, the second BNG, and the first network segment; and
a correspondence between the first BNG, the third BNG, and the second network segment; and a correspondence
between the second BNG, the first BNG, and the third network segment.

[0019] In animplementation, when the BNG CP is the virtual BNG CP module, the sending unit is configured to: send
the IP address of the first user equipment to the first user equipment through the first BNG.

[0020] Inanimplementation, whenthe BNG CP runs on the first BNG, the sending unit is further configured to: advertise
aroute corresponding to the first network segment to another network device as a primary route to the first user equipment,
where the route corresponding to the first network segment is a route to the first user equipment through the first BNG.
[0021] Accordingto athird aspect, anembodiment of this application provides a device. The device includes a processor
and a memory. The memory is configured to store instructions or a computer program. The processor is configured to
execute the instructions or the computer program in the memory, to perform the method according to any implementation
of the first aspect.

[0022] According to a fourth aspect, an embodiment of this application provides a computer-readable storage medium,
including instructions and a computer program. When the computer-readable storage medium runs on a computer, the
computer is enabled to perform the method according to any implementation of the first aspect.

[0023] According to a fifth aspect, an embodiment of this application provides a computer program product, including
instructions and a computer program. When the computer program product runs on a computer, the computer is enabled
to perform the method according to any implementation of the first aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0024] To describe the technical solutions in embodiments of this application or in the conventional technology more
clearly, the following briefly describes the accompanying drawings used to describe embodiments or the conventional
technology. It is clear that the accompanying drawings in the following descriptions show some embodiments of this
application, and a person of ordinary skill in the art may still derive other drawings from these accompanying drawings
without creative efforts.

FIG. 1 is a schematic diagram of an example application scenario according to an embodiment of this application;
FIG. 2 is a schematic diagram depicting a structure of a BNG according to an embodiment of this application;
FIG. 3 is a schematic flowchart of an access control method according to an embodiment of this application;

FIG. 4 is a schematic diagram of an example application scenario according to an embodiment of this application;
FIG. 5 is a schematic diagram depicting a structure of an access control apparatus according to an embodiment of
this application; and

FIG. 6 is a schematic diagram depicting a structure of a device according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0025] Embodiments of this application provide an access control method, to prevent a network resource of a gateway
from being improperly occupied.

[0026] Forease of understanding, possible application scenarios of embodiments of this application are described first.
[0027] FIG. 1is aschematic diagram of an example application scenario according to an embodiment of this application.
[0028] In the scenario shown in FIG. 1, user equipment 101 may communicate with a BNG 103 through an access
node (access node, AN) 102. Further, the user equipment 101 may access a network through the BNG 103. In some
embodiments, a function of the BNG is similar to that of a broadband remote access server (broadband remote access
server, BRAS). In some embodiments, there may be no other device between the access node 102 and the BNG 103.
In some embodiments, there may be an aggregation node between the access node 102 and the BNG 103.

[0029] When the user equipment 101 accesses the network through the BNG 103, the BNG 103 may perform identity
authentication on the user equipment 101, and assign an Internet Protocol (Internet Protocol, IP) address to the user
equipment 101. Refer to FIG. 2 for a better understanding. FIG. 2 is a schematic diagram depicting a structure of a BNG
according to an embodiment of this application.

[0030] The BNG shown in FIG. 2 may include an access management (access management) module 201, a session
management module 202, an authentication authorization accounting (authentication authorization accounting, AAA)
management module 203, an address assignment module 204, and a service policy control module 205.

[0031] The access management module 201 and the session management module 202 are configured to process a
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request message from user equipment. The AAA management module 204 is configured to authenticate the user
equipment, and obtain information such as a service level agreement (Service Level Agreement, SLA) of the user
equipment. The address assignment module 204 is configured to assign an IP address to the user equipment. The
service policy control module 205 is configured to determine quality of service (quality of service, QoS) of the user
equipment.

[0032] The access management module 201, the session management module 202, the AAA management module
203, the address assignment module 204, and the service policy control module 205 belong to a control plane (control
plane, CP) of the BNG. The control plane may also be referred to as a control plane.

[0033] The BNG shown in FIG. 2 may further include a user plane (user plane, UP) 207. The user plane may also be
referred to as a forwarding plane. The user plane includes a function module configured to implement data forwarding
and a function module interacting with the control plane, for example, includes a routing control module, a forwarding
control module, and the like.

[0034] In an example, the user equipment may send a request message to the BNG. The request message is used
by the user equipment to request to access a network. After receiving the request message, the forwarding plane of the
BNG sends the request message to the access management module 201 of the control plane. The access management
module 201 and the session management module 202 of the control plane process the received request message. After
the AAA management module 203 performs identity authentication on the user equipment, the address assignment
module 204 assigns an IP address to the user equipment. After the address assignment module 204 assigns the IP
address to the user equipment, the access management module 201 sends the IP address to the user plane, and the
user plane sends the IP address to the user equipment.

[0035] In addition, the control plane further needs to deliver a network segment route corresponding to the IP address
to the user plane, and the user plane sends the network segment route to another forwarding device in the network, for
example, to a network device of a core network, so that the network device that receives the network segment route
may forward data to the user equipment through the network segment route.

[0036] With development of network technologies, the control plane of the BNG may be separated from the BNG, and
deployed on another device, for example, on a control and management device or a server. In other words, the control
plane and the user plane of the BNG are separated, which is briefly referred to as CU (control plane and user plane)
separation. In a scenario with CU separation, the control plane that is separated from the BNG and deployed on another
device may also be referred to as a virtual broadband network gateway control plane (virtual broadband network gateway
control plane, vBNG CP) module. In the scenario with CU separation, one vBNG CP module may correspond to a plurality
of BNGs. In other words, one vBNG CP module may process request messages that are from the plurality of BNGs and
that are used by user equipments to request to access the network, and assign, based on the request messages, IP
addresses to the user equipments corresponding to the request messages.

[0037] A function of the vBNG CP module is similar to a function of the control plane of the BNG. Therefore, reference
may be made to the foregoing description of the control plane of the BNG, and details are not described herein again.
[0038] An interaction between the vBNG CP module and the BNG is actually an interaction between the vBNG CP
module and the UP of the BNG. For details, reference may be made to the foregoing description of the interaction
between the control plane and the user plane of the BNG, and the details are not described herein again.

[0039] Insome network scenarios, one user equipment may correspond to two gateways, one gateway being a primary
gateway, and the other being a backup gateway. When the primary gateway is available, the user equipment accesses
the network through the primary gateway. When the primary gateway is unavailable, the user equipment accesses the
network through the backup gateway. For example, for a first BNG and a second BNG that are in a primary and backup
relation, the primary gateway of a first user is the first BNG, the backup gateway of the first user is the second BNG, the
primary gateway of a second user is the second BNG, and the backup gateway of the second user is the first BNG. In
this case, the first BNG and the second BNG share one network segment, for example, share a network segment 1. A
control plane of the first BNG assigns, based on the network segment 1, an IP address to user equipment that uses the
first BNG as a primary gateway, and a control plane of the second BNG assigns, based on the network segment 1, an
IP address to user equipment that uses the second BNG as a primary gateway.

[0040] In the case in which the first BNG and the second BNG share the network segment 1, if the first BNG first
enables the user equipment to access the network, a network resource of the first BNG is improperly occupied. If the
second BNG first enables the user equipment to access the network, a network resource of the second BNG is improperly
occupied. The following uses an example in which the first BNG first enables the user equipment to access the network
for description:

[0041] Foruserequipment A that uses the first BNG as a primary route, after the first BNG receives an access request
from the user equipment A, the control plane of the first BNG assigns an IP address to the user equipment A based on
the network segment 1. Correspondingly, a forwarding plane of the first BNG may advertise a route 1 corresponding to
the network segment 1 to another device as a primary route to the user equipment A. A forwarding path indicated by
the route 1 passes through the first BNG. A forwarding plane of the second BNG may advertise a route 2 corresponding
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to the network segment 1 to the other devices as a backup route to the user equipment A, and a forwarding path indicated
by the route 2 passes through the second BNG.

[0042] After the user equipment A accesses the network through the first BNG, if user equipment B that uses the
second BNG as a primary route requests to access the network, the control plane of the second BNG assigns an IP
address to the user equipment B based on the network segment 1. In this case, the primary and backup routes corre-
sponding to network segment 1 have been advertised. Therefore, if another device in the network is to send a packet
to the user equipment B, the another device first sends the packet to the first BNG. After parsing the packet and
determining that the primary gateway of the user equipment B is the second BNG, the first BNG forwards the packet to
the second BNG. The second BNG forwards the packet to the user equipment B. It can be learned that the packet sent
by the network device to the user equipment B is forwarded to the second BNG that is the primary gateway of the user
equipment B through the first BNG that is the backup gateway of the user equipment B, and the network resource of
the first BNG is improperly occupied.

[0043] In the foregoing examples, the control plane of the first BNG may run on the first BNG, in other words, CU
separation is not implemented; or the control plane of the first BNG may run on another device, in other words, CU
separation is implemented. In the scenario with CU separation, the control plane of the second BNG and the control
plane of the first BNG may correspond to a same vBNG CP module.

[0044] It should be noted that, in the scenario with CU separation, for example, the forwarding plane of the first BNG
may receive the IP address of the user equipment from the vBNG CP module, and advertise the route 1 corresponding
to the network segment 1 to another device as a primary route to the user equipment A. Correspondingly, the forwarding
plane of the second BNG may advertise the route 2 corresponding to the network segment 1 to another device as a
backup route to the user equipment A.

[0045] To resolve the foregoing problem that the network resource of the first BNG is improperly occupied, an em-
bodiment of this application provides an access control method. The following describes the method with reference to
the accompanying drawings.

[0046] The user equipment mentioned in embodiments of this application may include a mobile terminal such as a
smartphone or a tablet computer, or may include a terminal device such as a personal computer or a smart television.
This is not specifically limited in embodiments of this application.

[0047] FIG. 3 is a schematic flowchart of an access control method according to an embodiment of this application.
[0048] The method shown in FIG. 3 may be performed by a BNG CP. In a scenario without CU separation, the BNG
CP may run on a BNG. In a scenario with CU separation, the BNG CP may be a vBNG CP module running on another
device independent of the BNG. The method may include, for example, the following steps.

[0049] S101: Receive a first message from first user equipment, where the first message is used by the first user
equipment to request to access a network, a primary gateway through which the first user equipment accesses the
network is a first BNG, and a backup gateway through which the first user equipment accesses the network is a second
BNG.

[0050] Insome embodiments, the first user equipment may send the first message to the BNG CP through a residential
gateway (residential gateway, RG) and an access node. In the scenario with CU separation, the first user equipment
may send the first message to the RG, the RG sends the first message to the AN, the AN sends the first message to
the BNG, and the BNG sends the first message to the vBNG CP module. In the scenario without CU separation, the
first user equipment may send the first message to the RG, the RG sends the first message to the AN, the AN sends
the first message to an UP of the BNG, and the UP of the BNG sends the first message to the BNG CP.

[0051] In embodiments of this application, the first message is used by the first user equipment to request to access
the network. The first message may be a point to point protocol over ethernet (Point to Point Protocol over Ethernet,
PPPoE) packet, or may be an Internet Protocol over ethernet (Internet Protocol over Ethernet, IPOE) packet. This is not
specifically limited in embodiments of this application.

[0052] In embodiments of this application, gateways used by the first user equipment to access the network include
a first BNG and a second BNG. The first BNG is a primary gateway through which the first user equipment accesses
the network, and the second BNG is a backup gateway through which the first user equipment accesses the network.
In some embodiments, the first user equipment may send the first message to a BNG CP of the first BNG and a BNG
CP of the second BNG, and the BNG CP of the first BNG and the BNG CP of the second BNG respectively determine
whether the BNG CP of the first BNG and the BNG CP of the second BNG are the primary gateway or the backup
gateway of the first user equipment. In an example, the BNG CP of the first BNG and the BNG CP of the second BNG
may respectively determine, based on a media access control (media access control, MAC) address of the first user
equipment, whether the BNG CP of the first BNG and the BNG CP of the second BNG are the primary gateway or the
backup gateway of the first user equipment. In another example, the BNG CP of the first BNG and the BNG CP of the
second BNG may respectively determine, based on a user identifier of the first user equipment, whether the BNG CP
of the first BNG and the BNG CP of the second BNG are the primary gateway or the backup gateway of the first user
equipment.
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[0053] In embodiments of this application, S101 to S103 are performed by the BNG CP of the primary gateway of the
first user equipment, in other words, performed by the BNG CP of the first BNG. In a case with CU separation, S101 to
S103 are performed by a vBNG CP module, and the vBNG CP module runs on a device independent of the first BNG.
In a case without CU separation, S102 and S103 are performed by the BNG CP of the first BNG.

[0054] S102: Determine, from a first network segment based on the first message, an IP address assigned to first
user equipment, where the first network segment is used to assign an IP address to user equipment that accesses the
network by using the first BNG as a primary gateway and the second BNG as a backup gateway.

[0055] After receiving the first message, the BNG CP of the first BNG may assign the IP address to the first user
equipment. In embodiments of this application, to prevent a network resource of one of the first BNG and the second
BNG from being improperly occupied because the first BNG and the second BNG share a network segment, in embod-
iments of this application, the first BNG and the second BNG no longer share a same network segment, but instead, a
network segment is associated with the primary gateway and the backup gateway. When the first BNG is the primary
gateway and the second BNG is the backup gateway, the first network segment is used. The first network segment is
only used to assign an IP address to user equipment that uses the first BNG as a primary gateway and the second BNG
as a backup gateway. In other words, the first network segment is no longer used to assign an IP address to user
equipment that uses the first BNG as a backup gateway and the second BNG as a primary gateway. In an example,
another network segment different from the first network segment may be used to assign an IP address to user equipment
that uses the first BNG as a backup gateway and the second BNG as a primary gateway. For example, a third network
segment is used to assign an IP address to the user equipment that uses the first BNG as a backup gateway and the
second BNG as a primary gateway.

[0056] In an implementation of embodiments of this application, the BNG CP of the first BNG may determine the first
network segment based on a predetermined correspondence between a primary gateway, a backup gateway, and a
network segment, and further determine, from the first network segment, the IP address assigned to the first user
equipment. The correspondence includes at least a correspondence between the first BNG, the second BNG, and the
first network segment.

[0057] S103: Send the IP address of the first user equipment to the first user equipment.

[0058] After determining the IP address assigned to the first user equipment, the BNG CP of the first BNG may send
the IP address of the first user equipment to the first user equipment, so that the first user equipment accesses the
network based on the IP address. The IP address of the first user equipment mentioned herein is the IP address assigned
to the first user equipment determined by the BNG CP of the first BNG in S102.

[0059] In embodiments of this application, if the BNG CP is the virtual BNG CP module, that is, in the scenario with
CU separation, the virtual BNG CP module may send the IP address of the first user equipment to the first user equipment
through the first BNG. In other words, the virtual BNG CP module may send the IP address of the first user equipment
to the first BNG, and after receiving the IP address of the first user equipment, the first BNG may send the IP address
of the first user equipment to the first user equipment.

[0060] In addition, the first BNG may further advertise a route corresponding to the first network segment to another
network device as a primary route to the first user equipment, so that the another network device sends data to the first
user equipment through the route. Correspondingly, the second BNG may advertise the route corresponding to the first
network segment to the another network device as a backup route to the first user equipment.

[0061] It can be learned from the foregoing description that, because the first BNG and the second BNG no longer
share the same network segment, the first network segment may be used to assign an IP address to user equipment
that uses the first BNG as a primary gateway and the second BNG as a backup gateway; and the third network segment
may be used to assign an IP address to user equipment that uses the first BNG as a backup gateway and the second
BNG as a primary gateway. In other words, when the first BNG first enables the first user equipment to access the
network, a route advertised by the first BNG is the route corresponding to the first network segment. When the second
BNG enables user equipment, for example, the third user equipment, to access the network, a route advertised by the
second BNG is a route corresponding to the third network segment, not the route corresponding to the first network
segment as in the conventional technology. Therefore, to send a packet to the third user equipment, the network device
may send the packet to the third user equipment through the second BNG, and the packet does not need to be forwarded
to the first BNG and then forwarded to the second BNG by the first BNG, thereby preventing the network resource of
the first BNG from being improperly occupied.

[0062] In embodiments of this application, in a case with CU separation, the first BNG and the second BNG may
correspond to a same vBNG CP module. If S101 to S103 are performed by the vBNG CP module, the vBNG CP may
further assign an IP address to third user equipment. The third user equipment is user equipment that accesses the
network by using the second BNG as a primary gateway and the first BNG as a backup gateway. In an example, the
vBNG CP module may receive a third message from the third user equipment, and determine, from the third network
segment, the IP address assigned to the third user equipment. After determining the IP address assigned to the third
user equipment, the vBNG CP module may send the IP address of the third user equipment to the third user equipment.
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[0063] A specific implementation principle of receiving the third message from the third user equipment by the vBNG
CP module is similar to an implementation principle of receiving the first message from the first user equipment by the
vBNG CP module. Therefore, for a specific implementation of receiving the third message from the third user equipment
by the vBNG CP module, reference may be made to the foregoing description of S 101, and details are not described
herein again.

[0064] For the third network segment, reference may be made to the description of the third network segment in S
102, and details are not described herein again.

[0065] After determining, from the third network segment, the IP address assigned to the third user equipment, the
vBNG CP module may send the IP address of the third user equipment to the third user equipment through the second
BNG. In other words, the virtual BNG CP module may send the IP address of the third user equipment to the second
BNG, and after receiving the IP address of the third user equipment, the second BNG may send the IP address of the
third user equipment to the third user equipment.

[0066] In addition, the second BNG may further advertise a route corresponding to the third network segment to another
network device as a primary route to the third user equipment, so that the another network device sends data to the
third user equipment through the route. In addition, the first BNG may advertise the route corresponding to the third
network segment to the another network device as a backup route to the third user equipment.

[0067] In some embodiments, the first BNG may form a primary and backup relation with a plurality of BNGs. For
example, as described above, the first BNG and the second BNG may form a primary and backup relation. For another
example, the first BNG and the third BNG may also form a primary and backup relation. To avoid improper occupation
of network resources of BNGs, in embodiments of this application, a second network segment may be used to assign
an IP address to user equipment that uses the first BNG as a primary gateway and the third BNG as a backup gateway.
The first network segment, the second network segment, and the third network segment are different from each other.
In this case, the BNG CP of the first BNG may further assign an IP address to second user equipment. In an example,
the BNG CP of the first BNG may receive a second message from the second user equipment, and determine, from the
second network segment, the IP address assigned to the second user equipment. After determining the IP address
assigned to the second user equipment, the BNG CP of the first BNG may send the IP address of the second user
equipment to the second user equipment.

[0068] A specific implementation principle of receiving the second message from the second user equipment by the
BNG CP of the first BNG is similar to an implementation principle of receiving the first message from the first user
equipment by the BNG CP of the first BNG. Therefore, for a specific implementation of receiving the second message
from the second user equipment by the BNG CP of the first BNG, reference may be made to the foregoing description
of S 101, and details are not described herein again.

[0069] After determining, from the second network segment, the IP address assigned to the second user equipment,
the BNG CP of the first BNG may send the IP address of the second user equipment to the second user equipment
through the first BNG. In other words, the virtual BNG CP module may send the IP address of the second user equipment
to the first BNG, and after receiving the IP address of the second user equipment, the first BNG may send the IP address
of the second user equipment to the second user equipment.

[0070] Inaddition, the first BNG may further advertise a route corresponding to the second network segment to another
network device as a primary route to the second user equipment, so that the another network device sends data to the
second user equipment through the route. In addition, the third BNG may advertise the route corresponding to the second
network segment to the another network device as a backup route to the second user equipment.

[0071] The access control method provided in embodiments of this application is described above. The following
describes the method provided in embodiments of this application with reference to a specific application scenario.
[0072] FIG.4is aschematic diagram of an example application scenario according to an embodiment of this application.
In the scenario shown in FIG. 4, CU separation is implemented, and a vBNG CP module 401 runs on a network man-
agement device. The vBNG CP module 401 corresponds to a plurality of BNGs. As shown in FIG. 4, the vBNG CP
module 401 corresponds to a BNG 402, a BNG 403, and a BNG 404.

[0073] In the scenario shown in FIG. 4, the BNG 402 and the BNG 403 are in a primary and backup relation, and the
BNG 402 and the BNG 404 are in a primary and backup relation. The vBNG CP module 401 pre-stores a correspondence
shown in Table 1 below.

Table 1
Primary gateway | Backup gateway | Network segment
BNG 402 BNG 403 Network segment 1
BNG 402 BNG 404 Network segment 2
BNG 403 BNG 402 Network segment 3
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[0074] With respect to Table 1, it should be noted that, the network segment 1 is used to assign an IP address to user
equipment that accesses a network by using the BNG 402 as a primary gateway and the BNG 403 as a backup gateway;
the network segment 2 is used to assign an IP address to user equipment that accesses the network by using the BNG
402 as a primary gateway and the BNG 404 as a backup gateway; and the network segment 3 is used to assign an IP
address to user equipment that accesses the network by using the BNG 403 as a primary gateway and the BNG 404
as a backup gateway.

[0075] The vBNG CP module 401 may perform the access control method provided in embodiments of this application,
to assign an IP address to user equipment that accesses the network through the BNG 402 or the BNG 403. When the
vBNG CP module 401 may perform the access control method provided in embodiments of this application, the BNG
402 may correspond to the first BNG in the foregoing embodiments, the BNG 403 may correspond to the second BNG
in the foregoing embodiments, and the BNG 404 may correspond to the third BNG in the foregoing embodiments. The
network segment 1 may correspond to the first network segment in the foregoing embodiments, the network segment
2 may correspond to the second network segment in the foregoing embodiments, and the network segment 3 may
correspond to the third network segment in the foregoing embodiments.

[0076] Based on the access control method provided in the foregoing embodiments, an embodiment of this application
further provides a corresponding apparatus, which is described below with reference to the accompanying drawings.
[0077] FIG.5is aschematic diagram depicting a structure of an access control apparatus according to an embodiment
of this application. The access control apparatus 500 shown in FIG. 5 may be, for example, used in a BNG CP, and is
configured to perform the access control method performed by the BNG CP in the foregoing method embodiments. As
shown in FIG. 5, the access control apparatus 500 includes: a receiving unit 501, a determining unit 502, and a sending
unit 503.

[0078] Thereceivingunit501 is configured to receive a first message from first user equipment, where the first message
is used by the first user equipment to request to access a network, a primary gateway through which the first user
equipment accesses the network is a first BNG, and a backup gateway through which the first user equipment accesses
the network is a second BNG.

[0079] The determining unit 502 is configured to determine, from a first network segment based on the first message,
an Internet Protocol IP address assigned to the first user equipment, where the first network segment is used to assign
an |IP address to user equipment that accesses the network by using the first BNG as a primary gateway and the second
BNG as a backup gateway, and the first network segment is not used to assign an IP address to user equipment that
uses the first BNG as a backup gateway and the second BNG as a primary gateway.

[0080] The sending unit503 is configured to send the IP address of the first user equipment to the first user equipment.
[0081] In an implementation, the receiving unit 501 is further configured to receive a second message from second
user equipment, where the second message is used by the second user equipment to request to access the network,
a primary gateway through which the second user equipment accesses the network is the first BNG, and a backup
gateway through which the second user equipment accesses the network is a third BNG.

[0082] The determining unit 502 is further configured to determine, from a second network segment based on the
second message, an |IP address assigned to the second user equipment, where the second network segment is used
to assign an IP address to user equipment that accesses the network by using the first BNG as a primary gateway and
the third BNG as a backup gateway, and the first network segment is different from the second network segment.
[0083] The sending unit 503 is further configured to send the IP address of the second user equipment to the second
user equipment.

[0084] In an implementation, the BNG CP is a virtual BNG CP module, or the BNG CP runs on the first BNG.

[0085] In an implementation, when the BNG CP is the virtual BNG CP module,

the receiving unit 501 is further configured to receive a third message from third user equipment, where the third message
is used by the third user equipment to request to access the network, a primary BNG through which the third user
equipment accesses the network is the second BNG, and a backup BNG through which the third user equipment accesses
the network is the first BNG.

[0086] The determining unit 502 is further configured to determine, from a third network segment based on the third
message, an |IP address assigned to the third user equipment, where the third network segment is used to assign an IP
address to user equipment that accesses the network by using the second BNG as a primary gateway and the first BNG
as a backup gateway, the first network segment, the second network segment, and the third network segment are
different from each other, and the second network segment is used to assign an IP address to user equipment that
accesses the network by using the first BNG as a primary gateway and the third BNG as a backup gateway.

[0087] The sending unit 503 is further configured to send the IP address of the third user equipment to the third user
equipment.

[0088] In an implementation, the apparatus further includes: an obtaining unit.

[0089] The obtaining unit is configured to obtain a correspondence between a primary gateway, a backup gateway,
and a network segment, where the correspondence includes one or more of the following:
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a correspondence between the first BNG, the second BNG, and the first network segment;
a correspondence between the first BNG, the third BNG, and the second network segment; and
a correspondence between the second BNG, the first BNG, and the third network segment.

[0090] In an implementation, when the BNG CP is a virtual BNG CP module, the sending unit 503 is configured to:
send the IP address of the first user equipment to the first user equipment through the first BNG.

[0091] In an implementation, when the BNG CP runs on the first BNG, the sending unit 503 is further configured to:
advertise a route corresponding to the first network segment to another network device as a primary route to the first
user equipment, where the route corresponding to the first network segment is a route to the first user equipment through
the first BNG.

[0092] The apparatus 500 is an apparatus corresponding to the access control method provided in the foregoing
method embodiments. Specific implementations of units of the apparatus 500 and the foregoing method embodiments
belong to a same conception. Therefore, for specific implementations of the units of the apparatus 500, reference may
be made to the description of the access control method in the foregoing method embodiments, and details are not
described herein again.

[0093] It should be noted that, a hardware structure of the access control apparatus 500 mentioned above may be a
structure shown in FIG. 6. FIG. 6 is a schematic diagram depicting a structure of a device according to an embodiment
of this application.

[0094] Refer FIG. 6. The device 600 includes: a processor 610, a communication interface 620, and a memory 630.
The device 600 may include one or more processors 610. In FIG. 6, one processor is used as an example. In embodiments
of this application, the processor 610, the communication interface 620, and the memory 630 may be connected through
a bus system or in another manner. In FIG. 6, for example, a bus system 640 is used for connection.

[0095] The processor 610 may be a central processing unit (central processing unit, CPU), a network processor
(network processor, NP), or a combination of a CPU and an NP. The processor 610 may further include a hardware
chip. The hardware chip may be an application-specific integrated circuit (application-specific integrated circuit, ASIC),
a programmable logic device (programmable logic device, PLD), or a combination thereof. The PLD may be a complex
programmable logic device (complex programmable logic device, CPLD), a field-programmable gate array (field-pro-
grammable gate array, FPGA), a generic array logic (generic array logic, GAL), or any combination thereof.

[0096] The memory 630 may include a volatile memory (English: volatile memory), for example, a random access
memory (random access memory, RAM). The memory 630 may also include a non-volatile memory (English: non-volatile
memory), for example, a flash memory (English: flash memory), a hard disk drive (hard disk drive, HDD), or a solid-state
drive (solid-state drive, SSD). The memory 630 may further include a combination of the foregoing types of memories.
The memory 630 may store, for example, the correspondence between the primary gateway, the backup gateway, and
the network segment.

[0097] Optionally, the memory 630 stores an operating system and a program, an executable module, or a data
structure, a subset thereof, or an extended set thereof. The program may include various operation instructions for
implementing various operations. The operating system may include various system programs, to implement various
basic services and process a hardware-based task. The processor 610 may read the program stored in the memory
630, to implement the access control method provided in embodiments of this application.

[0098] The bus system 640 may be a peripheral component interconnect (peripheral component interconnect, PCl)
bus, an extended industry standard architecture (extended industry standard architecture, EISA) bus, or the like. The
bus system 640 may be classified into an address bus, a data bus, a control bus, and the like. For ease of description,
in FIG. 6, only one bold line is used for description, but which does not indicate that there is only one bus or only one
type of bus.

[0099] Embodiments of this application further provide a computer-readable storage medium, including instructions
or a computer program, and when the instructions or computer program is run on a computer, the computer is enabled
to perform the access control method according to the foregoing embodiments.

[0100] In this specification, claims, and accompanying drawings of this application, the terms such as "first", "second",
"third", "fourth", and the like (if any) are intended to distinguish between similar objects but do not necessarily indicate
a specific order or sequence. It should be understood that the data used in such a way is interchangeable in appropriate
circumstances, so that the embodiments described herein can be implemented in an order other than the content
illustrated or described herein. In addition, the terms such as "include", "have", and any variants thereof are intended to
cover non-exclusive inclusions. For example, a process, method, system, product, or device that includes a series of
steps or units is not necessarily limited to those clearly listed steps or units, but may include other steps or units that
are not clearly listed or inherent to such a process, method, product, or device.

[0101] A person skilled in the art may clearly understand that, for simple and clear description, for specific work
processes of the foregoing described system, apparatus, and unit, reference may be made to corresponding processes
in the foregoing method embodiments, and details are not described herein again.
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[0102] In the several embodiments provided in this application, it should be understood that the disclosed system,
apparatus, and method may be implemented in other manners. For example, the described apparatus embodiments
are merely examples. For example, division into units is merely logical service division and may be another division
during actual implementation. For example, a plurality of units or components may be combined or integrated into another
system, or some features may be ignored or not performed. In addition, the displayed or discussed mutual couplings or
direct couplings or communication connections may be implemented through some interfaces. The indirect couplings
or communication connections between the apparatuses or units may be implemented in electrical, mechanical, or other
forms.

[0103] The units described as separate parts may or may not be physically separate, and parts displayed as units
may or may not be physical units, in other words, may be located in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected based on actual requirements to achieve the objectives of the
solutions of embodiments.

[0104] In addition, service units in embodiments of this application may be integrated into one processing unit, or each
of the units may exist alone physically, or two or more units may be integrated into one unit. The integrated unit may be
implemented in a form of hardware, or may be implemented in a form of a software service unit.

[0105] When the integrated unitis implemented in a form of a software service unit and sold or used as an independent
product, the integrated unit may be stored in a computer-readable storage medium. Based on such an understanding,
technical solutions of this application essentially, or a part contributing to a conventional technology, or all or some of
the technical solutions may be implemented in a form of a software product. The computer software product is stored
in a storage medium and includes several instructions for instructing a computer device (which may be a personal
computer, a server, a network device, or the like) to perform all or some of the steps of the method in embodiments of
this application. The foregoing storage medium includes any medium that can store program code, such as a USB flash
drive, aremovable hard disk, a read-only memory (ROM, Read-Only Memory), arandom access memory (RAM, Random
Access Memory), a magnetic disk, or an optical disc.

[0106] A person skilled in the art should be aware that, in the foregoing one or more examples, services described in
the present invention may be implemented by hardware, software, firmware, or any combination thereof. When the
present invention is implemented by the software, the services may be stored in a computer-readable medium or trans-
mitted as one or more instructions or code in the computer-readable medium. The computer-readable medium includes
a computer storage medium and a communication medium. The communication medium includes any medium that
facilitates transmission of a computer program from one place to another. The storage medium may be any available
medium accessible to a general-purpose or a special-purpose computer.

[0107] In the foregoing specific implementations, the objectives, technical solutions, and beneficial effects of the
present invention are further described in detail. It should be understood that the foregoing descriptions are merely
specific implementations of the present invention.

[0108] The foregoing embodiments are merely intended for describing the technical solutions of this application instead
of limiting this application. Although this application is described in detail with reference to the foregoing embodiments,
it should understand that a person of ordinary skill in the art may still make modifications to the technical solutions
recorded in the foregoing embodiments or make equivalent replacements to a part of technical features thereof. These
modifications or replacements do not make the essence of the corresponding technical solutions depart from the scope
of the technical solutions in embodiments of this application.

Claims

1. An access control method, performed by a broadband network gateway control plane BNG CP, the method com-
prising:

receiving a first message from first user equipment, wherein the first message is used by the first user equipment
to request to access a network, a primary gateway through which the first user equipment accesses the network
is a first BNG, and a backup gateway through which the first user equipment accesses the network is a second
BNG;

determining, from a first network segment based on the first message, an Internet Protocol IP address assigned
to the first user equipment, wherein the first network segment is used to assign an IP address to user equipment
that accesses the network by using the first BNG as a primary gateway and the second BNG as a backup
gateway; and

sending the IP address of the first user equipment to the first user equipment.

2. The method according to claim 1, wherein the method further comprises:
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receiving a second message from second user equipment, wherein the second message is used by the second
user equipment to request to access the network, a primary gateway through which the second user equipment
accesses the network is the first BNG, and a backup gateway through which the second user equipment accesses
the network is a third BNG;

determining, from a second network segment based on the second message, an IP address assigned to the
second user equipment, wherein the second network segment is used to assign an IP address to user equipment
that accesses the network by using the first BNG as a primary gateway and the third BNG as a backup gateway,
and the first network segment is different from the second network segment; and

sending the IP address of the second user equipment to the second user equipment.

The method according to claim 1 or 2, wherein the BNG CP is a virtual BNG CP module, or the BNG CP runs on
the first BNG.

The method according to claim 3, wherein when the BNG CP is the virtual BNG CP module, the method further
comprises:

receiving a third message from third user equipment, wherein the third message is used by the third user
equipment to request to access the network, a primary BNG through which the third user equipment accesses
the network is the second BNG, and a backup BNG through which the third user equipment accesses the
network is the first BNG;

determining, from a third network segment based on the third message, an IP address assigned to the third
user equipment, wherein the third network segment is used to assign an IP address to user equipment that
accesses the network by using the second BNG as a primary gateway and the first BNG as a backup gateway,
the first network segment, the second network segment, and the third network segment are different from each
other, and the second network segment is used to assign an IP address to user equipment that accesses the
network by using the first BNG as a primary gateway and the third BNG as a backup gateway; and

sending the IP address of the third user equipment to the third user equipment.

The method according to any one of claims 1 to 4, wherein the method further comprises:
acquiring a correspondence between a primary gateway, a backup gateway, and a network segment, wherein the
correspondence comprises one or more of the following:

a correspondence between the first BNG, the second BNG, and the first network segment;
a correspondence between the first BNG, the third BNG, and the second network segment; and
a correspondence between the second BNG, the first BNG, and the third network segment.

The method according to claim 3, wherein when the BNG CP is the virtual BNG CP module, the sending the IP
address of the first user equipment to the first user equipment comprises:
sending the IP address of the first user equipment to the first user equipment through the first BNG.

The method according to claim 3, wherein when the BNG CP runs on the first BNG, the method further comprises:
advertising a route corresponding to the first network segment to another network device as a primary route to the
firstuser equipment, wherein the route corresponding to the first network segment is a route to the first user equipment
through the first BNG.

An access control apparatus, applied to a broadband network gateway control plane BNG CP, the apparatus com-
prising:

a receiving unit, configured to receive a first message from first user equipment, wherein the first message is
used by the first user equipment to request to access a network, a primary gateway through which the first user
equipment accesses the network is a first BNG, and a backup gateway through which the first user equipment
accesses the network is a second BNG;

a determining unit, configured to determine, from a first network segment based on the first message, an Internet
Protocol IP address assigned to the first user equipment, wherein the first network segment is used to assign
an IP address to user equipment that accesses the network by using the first BNG as a primary gateway and
the second BNG as a backup gateway, and the first network segment is not used to assign an IP address to
user equipment that uses the first BNG as a backup gateway and the second BNG as a primary gateway; and
a sending unit, configured to send the IP address of the first user equipment to the first user equipment.
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The apparatus according to claim 8, wherein

the receiving unit is further configured to receive a second message from second user equipment, wherein the
second message is used by the second user equipment to request to access the network, a primary gateway
through which the second user equipment accesses the network is the first BNG, and a backup gateway through
which the second user equipment accesses the network is a third BNG;

the determining unit is further configured to determine, from a second network segment based on the second
message, an IP address assigned to the second user equipment, wherein the second network segment is used
to assign an IP address to user equipment that accesses the network by using the first BNG as a primary
gateway and the third BNG as a backup gateway, and the first network segment is different from the second
network segment; and

the sending unit is further configured to send the IP address of the second user equipment to the second user
equipment.

The apparatus according to claim 8 or 9, wherein the BNG CP is a virtual BNG CP module, or the BNG CP runs on
the first BNG.

The apparatus according to claim 10, wherein when the BNG CP is the virtual BNG CP module,

the receiving unit is further configured to receive a third message from third user equipment, wherein the third
message is used by the third user equipment to request to access the network, a primary BNG through which
the third user equipment accesses the network is the second BNG, and a backup BNG through which the third
user equipment accesses the network is the first BNG;

the determining unitis further configured to determine, from a third network segment based on the third message,
an IP address assigned to the third user equipment, wherein the third network segment is used to assign an IP
address to user equipment that accesses the network by using the second BNG as a primary gateway and the
first BNG as a backup gateway, the first network segment, the second network segment, and the third network
segment are different from each other, and the second network segment is used to assign an IP address to
user equipment that accesses the network by using the first BNG as a primary gateway and the third BNG as
a backup gateway; and

the sending unit is further configured to send the IP address of the third user equipment to the third user
equipment.

The apparatus according to any one of claims 8 to 11, further comprising:
an obtaining unit, configured to obtain a correspondence between a primary gateway, a backup gateway, and a
network segment, wherein the correspondence comprises one or more of the following:

a correspondence between the first BNG, the second BNG, and the first network segment;
a correspondence between the first BNG, the third BNG, and the second network segment; and
a correspondence between the second BNG, the first BNG, and the third network segment.

The apparatus according to claim 10, wherein when the BNG CP is the virtual BNG CP module, the sending unit is
configured to:
send the IP address of the first user equipment to the first user equipment through the first BNG.

The apparatus according to claim 10, wherein when the BNG CP runs on the first BNG, the sending unit is further
configured to:

advertise a route corresponding to the first network segment to another network device as a primary route to the
firstuser equipment, wherein the route corresponding to the first network segment is a route to the first user equipment
through the first BNG.

A computer-readable storage medium, comprising instructions or a computer program, wherein when the instructions

or the computer program is run on a computer, the computer is enabled to perform the method according to any
one of claims 1to 7.
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Receive a first message from first user equipment, where the first message is used by
the first user equipment to request to access a network, a primary gateway through
which the first user equipment accesses the network is a first BNG, and a backup
gateway through which the first user equipment accesses the network is a second
BNG

l o

Determine, from a first network segment based on the first message, an IP address
assigned to the first user equipment, where the first network segment is used to assign
an IP address to user equipment that accesses the network by using the first BNG as a

primary gateway and the second BNG as a backup gateway

l i

Send the IP address of the first user equipment to the first user equipment

FIG. 3
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