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(57) Apparatus and method for selecting sources of
illumination to jam for passive radar jamming. The meth-
od comprises predicting sources (300) of illumination
used by a virtual passive radar (102) of interest which is
disposed within a jamming range with respect to the lo-
cation of a passive radar jammer (200), based on the
location of the virtual passive radar of interest and the
locations of the sources of illumination and output infor-
mation thereof; selecting sources of illumination as can-
didates for jamming if the signal strength of a target re-
flection signal received by the virtual passive radar of
interest from the sources of illumination is equal to or
greater than an acceptable received signal strength,
based on the information on predicted sources of illumi-
nation; and picking out which sources of illumination to
jam from the sources of illumination selected as candi-
dates for jamming, based on how frequently the virtual
passive radar of interest uses each of the selected can-
didates for jamming.
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Description

TECHNICAL FIELD

[0001] The present disclosure relates to an apparatus of selecting sources of illumination to jam for passive radar
jamming and a method of selecting sources of illumination to jam which is performed by the apparatus.

BACKGROUND

[0002] Multistatic PCL-based passive radars are a battlefield surveillance system that detects the spatial location of
moving targets and tracks the targets, without transmitting radio waves themselves, by using signals emanating from a
plurality of third sources of illumination such as FM radio broadcasting, digital TV broadcasting, and digital audio broad-
casting. Since these passive radars do not emanate signals directly, they are capable of covert surveillance and highly
robust against jamming. Thus, active research on this technology is being conducted, especially in developed countries
such as the United States and Germany, and it is expected that there will be a shift in the future to a battlefield environment
in which both active radars and passive radars are simultaneously operated. Accordingly, there is a growing need for
the development of a jamming technology for countering passive radars which are capable of battlefield surveillance
without transmitting radio waves themselves, so as to improve the survivability of fighter aircraft in future battlefields.
[0003] In order to jam a passive radar to keep it from working normally, it is necessary to obtain the location of the
passive radar to be jammed and information on the source of illumination used by the passive radar, such as a broadcasting
channel, a transmit frequency, and the location of the source of illumination, and to transmit a jamming signal tuned in
to the broadcasting channel. However, it is quite difficult for a passive radar jammer to obtain such information since
passive radars use signals from third sources of illumination without transmitting radio waves themselves, and any
related technologies have been disclosed so far.

SUMMARY

[0004] In view of the above, an embodiment of the present disclosure provides an apparatus and method of selecting
sources of illumination to jam for passive radar jamming, without prior information such as a passive radar’s location
and the sources of illumination used by the passive radar.
[0005] In accordance with an aspect of the present disclosure, there is provided a method for selecting sources of
illumination to jam, performed by an apparatus of selecting sources of illumination to jam for passive radar jamming.
The method comprises, predicting sources of illumination used by a virtual passive radar of interest which is disposed
within a jamming range with respect to the location of a passive radar j ammer, based on the location of the virtual
passive radar of interest and the locations of the sources of illumination and output information thereof; selecting sources
of illumination as candidates for jamming if the signal strength of a target reflection signal received by the virtual passive
radar of interest from the sources of illumination is equal to or greater than an acceptable received signal strength, based
on the information on predicted sources of illumination; and picking out which sources of illumination to jam from the
sources of illumination selected as candidates for jamming, based on how frequently the virtual passive radar of interest
uses each of the selected candidates for jamming.
[0006] In accordance with another aspect of the present disclosure, there is provided an apparatus of selecting sources
of illumination to jam. The apparatus comprises, an information obtaining unit that obtains the locations of the virtual
passive radars and the locations of the sources of illumination and output information thereof; and a processor unit that
picks out which sources of illumination to jam from the plurality of sources of illumination, based on the information
obtained by the information obtaining unit. The processor unit is configured to: predict sources of illumination used by
a virtual passive radar of interest, among the plurality of virtual passive radars, which is disposed within a jamming range
with respect to the location of the passive radar jammer, based on the location of the virtual passive radar of interest
and the locations of the sources of illumination and output information thereof; select sources of illumination as candidates
for jamming if the signal strength of a target reflection signal received by the virtual passive radar of interest from the
sources of illumination is equal to or greater than an acceptable received signal strength, based on the information on
predicted sources of illumination; and pick out which sources of illumination to jam from the sources of illumination
selected as candidates for jamming, based on how frequently the virtual passive radar of interest uses each of the
selected candidates for jamming.
[0007] In accordance with another aspect of the present disclosure, there is provided a non-transitory computer-
readable recording medium storing a computer program, which comprises instructions for a processor to perform a
method for selecting sources of illumination to jam. The method comprises, predicting sources of illumination used by
a virtual passive radar of interest which is disposed within a jamming range with respect to the location of a passive
radar jammer, based on the location of the virtual passive radar of interest and the locations of the sources of illumination
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and output information thereof; selecting sources of illumination as candidates for jamming if the signal strength of a
target reflection signal received by the virtual passive radar of interest from the sources of illumination is equal to or
greater than an acceptable received signal strength, based on the information on predicted sources of illumination; and
picking out which sources of illumination to jam from the sources of illumination selected as candidates for jamming,
based on how frequently the virtual passive radar of interest uses each of the selected candidates for jamming.
[0008] According to embodiments of the present disclosure, it is possible to select sources of illumination to jam for
passive radar jamming, without prior information such as a passive radar’s location and the sources of illumination used
by the passive radar.
[0009] The aspects of the present disclosure are not limited to the foregoing, and other aspects not mentioned herein
will be clearly understood by those skilled in the art from the following description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

FIG. 1 is a diagram for explaining an example of a passive radar and a passive radar jammer to which an apparatus
and method of selecting sources of illumination to jam according to an embodiment of the present disclosure are
applicable.
FIG. 2 is a configuration diagram of an apparatus of selecting sources of illumination to jam according to an em-
bodiment of the present disclosure.
FIG. 3 depicts an example for explaining the concept of selecting sources of illumination to jam for passive radar
jamming by a passive radar j ammer according to an embodiment of the present disclosure.
FIGS.4A and 4B show a flowchart for explaining a method of selecting sources of illumination to jam for passive
radar jamming according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0011] The advantages and features of the present disclosure and the methods of accomplishing these will be clearly
understood from the following description taken in conjunction with the accompanying drawings. However, embodiments
are not limited to those embodiments described, as embodiments may be implemented in various forms. It should be
noted that the present embodiments are provided to make a full disclosure and also to allow those skilled in the art to
know the full range of the embodiments. Therefore, the embodiments are to be defined only by the scope of the appended
claims.
[0012] In describing the embodiments of the present disclosure, if it is determined that detailed description of related
known components or functions unnecessarily obscures the gist of the present disclosure, the detailed description thereof
will be omitted. Further, the terminologies to be described below are defined in consideration of functions of the embod-
iments of the present disclosure and may vary depending on a user’s or an operator’s intention or practice. Accordingly,
the definition thereof may be made on a basis of the content throughout the specification.
[0013] FIG. 1 is a diagram for explaining an example of a passive radar 100 and a passive radar jammer 200 to which
an apparatus and method of selecting sources of illumination to jam according to an embodiment of the present disclosure
are applicable.
[0014] Referring to FIG. 1, the passive radar 100 detects the location of a passive radar jammer 200 and the location
of a target 400 by using reference signals 500, which emanate from a plurality of sources of illumination 300 #1~#N and
are received directly by the passive radar 100, and target reflection signals 600, which are received by the passive radar
100 as signals emanating from the plurality of sources of illumination 300 #1~#N are reflected off a single or multiple
moving passive radar jammers 200 and a single or multiple targets 400.
[0015] The passive radar jammer 200 predicts which of the N sources of illumination 300 the passive radar 100 uses,
without prior information, and generates and transmits jamming signals 700 based on signals received from these sources
of illumination 300, thereby interfering with normal operation of the passive radar 100.
[0016] FIG. 2 is a configuration diagram of an apparatus 800 of selecting sources of illumination to jam according to
an embodiment of the present disclosure. FIG. 3 depicts an example for explaining the concept of selecting sources of
illumination to jam for passive radar jamming by a passive radar jammer 200 according to an embodiment of the present
disclosure.
[0017] Referring to FIGS. 2 and 3, the apparatus 800 of selecting sources of illumination to jam includes an information
obtaining unit 810 and a processor unit 820. The apparatus 800 of selecting sources of illumination to jam may include
an output unit 830 and/or a storage unit 840.
[0018] The information obtaining unit 810 obtains the locations of a plurality of virtual passive radars disposed in a
movement region of the passive radar j ammer and the locations of a plurality of sources of illumination and their output
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information, and provides the obtained information to the processor unit 820. M virtual passive radars 101 may be
disposed in a grid or a given pattern in a desired movement region, considering a movement path 201 of the passive
radar jammer 200. For example, the information obtaining unit 810 may include an interface for receiving inputs of various
information and/or a communication module for receiving various information.
[0019] The processor unit 820 picks out which sources of illumination to jam from the plurality of sources of illumination,
based on the information obtained by the information obtaining unit 810. For example, the processor unit 820 may include
a microprocessor.
[0020] The output unit 830 may externally present a processing result from the processor unit 820, for example, a
determination as to which sources of illumination to jam. For example, the output unit 830 may include a monitor and/or
a printer which visually presents the determination as to which sources of illumination to jam, and a communication
module for transmitting the determination as to which sources of illumination to jam.
[0021] The storage unit 840 may store a computer program for performing each of the steps of a method of selecting
sources of illumination to jam for passive radar jamming, and may store various processing results from the processor
unit 820.
[0022] The processor unit 820 of the apparatus 800 of selecting sources of illumination to jam predicts sources of
illumination suitable for use by each of the virtual passive radars 101, based on the locations of the virtual passive radars
101 in the movement path 201 of the passive radar jammer 200 and the locations of the sources of illumination 300 and
their output information.
[0023] Also, the processor unit 820 sets a jamming range 202 with respect to the location of the passive radar j ammer
200 and defines a virtual passive radar 101 present within the jamming range as a virtual passive radar of interest 102.
[0024] Afterwards, based on information on a source of illumination the virtual passive radar of interest 102 is predicted
to use, the processor unit 820 calculates the received signal strength of a target reflection signal 600 which is received
by the virtual passive radar of interest 102 as a signal emanating from the predicted source of illumination is reflected
off the passive radar jammer 200, and checks if the calculated received signal strength is equal to or greater than a
received signal strength acceptable by the virtual passive radar of interest 102.
[0025] Moreover, the processor 820 selects sources of illumination as candidates for jamming if their signal strength
is equal to or greater than a received signal strength acceptable by the virtual passive radar of interest 102, calculates
how frequently the virtual passive radar of interest 102 uses each of the selected candidates for jamming, and picks out
as many of these candidates as the number of frequency channels that can be emanated from the passive radar jammer
200, in order from most frequently used. As such, when picking out which sources of illumination to jam, if the virtual
passive radar of interest 102 uses some of the candidates with equal frequency, audio source quality analysis may be
performed on each of the sources of illumination, and the sources of illumination to jam may be picked out based on
analysis results.
[0026] FIGS. 4A and 4B show a flowchart for explaining a method of selecting sources of illumination as candidates
for passive radar jamming according to an embodiment of the present disclosure.
[0027] Referring to FIGS. 1 to 4, the method of selecting sources of illumination to jam, performed by the apparatus
800 of selecting sources of illumination to jam for passive radar jamming, will be described in detail.
[0028] First, when the movement path 201 of the passive radar j ammer 200 is set (S101), M virtual passive radars
101 are disposed (S102) in a desired movement region, according to preset criteria.
[0029] Afterwards, based on the locations of the virtual passive radars 101 and information on nearby sources of
illumination, a prediction (S103) is made as to which sources of illumination the virtual passive radars 101 use. In this
instance, the prediction as to which sources of illumination the virtual passive radars 101 use may be made by using
received signal strength or a visible path between transmitter and receiver, and as many sources of illumination as
designated by an operator or all nearby sources of illumination may be set as the sources of illumination used.
[0030] Moreover, a jamming range 202 is set (S104) with respect to the location of the passive radar j ammer 200
along the movement path 201. In this instance, the jamming range 202 may be set differently depending on the type of
a platform equipped with the passive radar jammer 200 and a predicted range detectable by passive radars 100.
[0031] Additionally, it is checked (S105) whether or not virtual passive radars 101 are present within the set jamming
range 202. If the result shows that no virtual passive radar 101 is present, there is no need to select sources of illumination
to jam. If a virtual passive radar 101 is present within the set jamming range 202, the virtual passive radar 101 within
the jamming range 202 is set (S106) as a virtual passive radar of interest 102.
[0032] After the virtual passive radar of interest 102 is set, the received signal strength of a target reflection signal PS,
which is received by the virtual passive radar of interest 102 as a signal emanating from a source of illumination is
reflected off the passive radar jammer 200, is calculated (S107) by using Equation 1, for every source of illumination
the virtual passive radar of interest 102 is predicted to use:
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where PT is the transmit power of the source of illumination, GT is the antenna gain of the source of illumination, GR is
the antenna gain of the virtual passive radar of interest 102, S0 is the RCS (radar cross section) of the passive radar
jammer 200, λ is the wavelength of the signal from the source of illumination, R1 is the distance between the source of
illumination and the passive radar jammer 200, R2 is the distance between the passive radar jammer 200 and the passive
radar jammer of interest 102, and L is the system loss of the virtual passive radar of interest 102.
[0033] Assuming that the minimum strength of the target reflection signal acceptable by the virtual passive radar of
interest 102 is denoted by PSmin, it is possible to check (S108) whether or not the virtual passive radar of interest 102
is able to detect the passive radar j ammer 200 by using the corresponding source of illumination as in the following
Equation 2: 

[0034] If a source of illumination does not satisfy Equation 2, this source of illumination is classified (S109) as not
likely to be used by the virtual passive radar of interest 102 in detecting the passive radar jammer 200 and is therefore
not selected as a candidate for jamming. On the other hand, if a source of illumination satisfies Equation 2, this source
of illumination is classified as likely to be used by the virtual passive radar of interest 102 in detecting the passive radar
j ammer 200 and is therefore selected (S110) as a candidate for jamming.
[0035] Every source of illumination the virtual passive radar of interest 102 is predicted to use is checked (S 111) to
determine whether or not they satisfy a reference received signal strength for the target reflection signal, and the total
number of sources of illumination classified as candidates for jamming and the number of frequency channels that can
be jammed by the passive radar j ammer 200 are compared (S112).
[0036] If the number of sources of illumination classified as candidates for jamming is smaller than the number of
frequencies that can be jammed by the jammer, all of the sources of illumination classified as candidates for jamming
are selected as sources of illumination to jam.
[0037] If the number of sources of illumination classified as candidates for jamming is larger than the number of
frequencies that can be jammed by the jammer, calculations (S113) are made as to how frequently the sources of
illumination classified as candidates for jamming are used, and the priorities for jamming are determined based on the
calculated frequency of use (S114).
[0038] Here, the calculations (S 1 13) of how frequently each source of illumination is used are made by checking how
frequently the sources of illumination previously selected as candidates for jamming are used by the virtual passive
radar of interest 102. For example, it is assumed that three virtual passive radars of interest 102 are present and each
of them uses seven sources of illumination, as in the following Table 1, and that Predicted Illumination sources #1 to #5
satisfy the reference received signal strength for the target reflection signal and are selected as candidates for jamming
and Predicted illumination sources #6 and #7 do not satisfy the reference received signal strength for the target reflection
signal and are not selected as candidates for jamming. In this case, "Illumination source A" and "Illumination source B"
are classified as the highest priority for jamming since they can be used by all of the virtual passive radars of interest
102 to detect the passive radar j ammer 200, whereas "Illumination source C" and "Illumination source D" are classified
as the second highest priority since they can be used by only two of the virtual passive radars of interest 102. Besides,
"Illumination source E", "Illumination source F", "Illumination source I", "Illumination source J", and "Illumination source
G" are classified as the lowest priority since they are used only one of the virtual passive radars 102, which means that
they are only occasionally used.
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[0039] After determining (S 114) the priorities based on the frequency of use, it is checked (S 1 15) if there is an equal
frequency problem. In the above example, assuming that the passive radar j ammer 200 is able to jam three sources of
illumination, "Illumination source A" and "Illumination source B" with the highest priority for jamming are selected first,
and then either "Illumination source C" or "Illumination source D" alone should be selected. In the case of this equal
frequency problem, the priorities may be determined (S117) by solving the equal frequency problem through audio
source quality analysis (S 116). The following Tables 2 and 3 show simple examples of criteria for audio source quality
analysis according to broadcasting type and how the results of the analysis turned out. The criteria for audio source
quality analysis are not limited to broadcasting type, but may be set by considering other indicators as well, such as
effective bandwidth measurements for each source of illumination and the continuity of high-quality audio sources.
Generally, using music signals having a wide bandwidth brings more advantages to the passive radars 100 than using
audio signals having a narrow bandwidth, in terms of detection accuracy. Accordingly, "Illumination source C" whose
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broadcasting type is "Music" may be given higher priority than "Illumination source D" whose broadcasting type is
"Education".

[0040] Meanwhile, aside from this example, audio source quality may be analyzed by measuring the bandwidth of
broadcast signals with these frequencies in real time. Also, if an equal frequency problem arises, this may be solved by
considering other criteria as well, such as the average received signal strength of the target reflection signal, aside from
the audio source quality analysis, or putting various criteria together.
[0041] Afterwards, once the priorities are determined, based on the frequency of use (5114) or by solving the equal
frequency problem (S 117), a final determination (S118) is made as to which sources of illumination to jam, depending
on the number of frequency channels that can be jammed by the passive radar jammer 200.
[0042] The passive radar jammer 200 may repeatedly perform the above series of steps as it moves along the movement
path, in real time or at specified time intervals, and some of the steps may be omitted or new steps may be added.
[0043] Moreover, the sources of illumination to jam for passive radar jamming may be selected by a passive radar
jammer or other apparatus supporting the jammer. That is, the apparatus 800 of selecting sources of illumination to jam
may be the passive radar jammer 200 or other apparatus supporting the passive radar j ammer 200.
[0044] As described so far, according to embodiments of the present disclosure, it is possible to select sources of
illumination to jam for passive radar jamming, without prior information such as a passive radar’s location and the sources
of illumination used by the passive radar.
[0045] Meanwhile, each of the components of the apparatus 800 of selecting sources of illumination to jam for passive
radar jamming according to the foregoing embodiments may be implemented by including one or more microprocessors.
[0046] Moreover, each of the steps of the method of selecting sources of illumination to jam for passive radar jamming
according to the foregoing embodiments may be implemented by a non-transitory computer-readable recording medium
storing a computer program programmed to execute these steps.
[0047] Additionally, each of the steps of the method of selecting sources of illumination to jam for passive radar jamming
according to the foregoing embodiments may be implemented in the form of a computer program stored in a non-
transitory computer-readable recording medium and programmed to execute these steps.
[0048] Combinations of steps in each flowchart attached to the present disclosure may be executed by computer
program instructions. Since the computer program instructions can be mounted on a processor of a general-purpose
computer, a special purpose computer, or other programmable data processing equipment, the instructions executed
by the processor of the computer or other programmable data processing equipment create a means for performing the
functions described in each step of the flowchart. The computer program instructions can also be stored on a computer-
usable or computer-readable storage medium which can be directed to a computer or other programmable data process-
ing equipment to implement a function in a specific manner. Accordingly, the instructions stored on the computer-usable
or computer-readable recording medium can also produce an article of manufacture containing an instruction means
which performs the functions described in each step of the flowchart. The computer program instructions can also be
mounted on a computer or other programmable data processing equipment. Accordingly, a series of operational steps
are performed on a computer or other programmable data processing equipment to create a computer-executable
process, and it is also possible for instructions to perform a computer or other programmable data processing equipment
to provide steps for performing the functions described in each step of the flowchart.

[Table 2]

Broadcasting type Music ... Standard ... Education

Audio source quality High ... Medium ... Low

[Table 3]

Broadcasting type Music ... Standard ... Education Score

Illumination sourceA 104.5MHz O

... ...

92

Illumination sourceB 101.9MHz O 73

Illumination sourceC 98.5MHz O 96

Illumination sourceD 106.7MHz O 61

A

Illumination sourceZ 104.1MHz ... O ... 78
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[0049] In addition, each step may represent a module, a segment, or a portion of codes which contains one or more
executable instructions for executing the specified logical function(s). It should also be noted that in some alternative
embodiments, the functions mentioned in the steps may occur out of order. For example, two steps illustrated in suc-
cession may in fact be performed substantially simultaneously, or the steps may sometimes be performed in a reverse
order depending on the corresponding function.
[0050] The above description is merely exemplary description of the technical scope of the present disclosure, and it
will be understood by those skilled in the art that various changes and modifications can be made without departing from
original characteristics of the present disclosure. Therefore, the embodiments disclosed in the present disclosure are
intended to explain, not to limit, the technical scope of the present disclosure, and the technical scope of the present
disclosure is not limited by the embodiments. The protection scope of the present disclosure should be interpreted based
on the following claims and it should be appreciated that all technical scopes included within a range equivalent thereto
are included in the protection scope of the present disclosure.

Claims

1. A method of selecting sources of illumination to jam, performed by an apparatus of selecting sources (300) of
illumination to jam for passive radar jamming, the method being characterized in comprising:

predicting sources (300) of illumination used by a virtual passive radar of interest(102) which is disposed within
a jamming range with respect to the location of a passive radar jammer(200), based on the location of the virtual
passive radar of interest(102) and the locations of the sources (300) of illumination and output information thereof;
selecting sources (300) of illumination as candidates for jamming if the signal strength of a target reflection
signal received by the virtual passive radar of interest(102) from the sources (300) of illumination is equal to or
greater than an acceptable received signal strength, based on the information on predicted sources (300) of
illumination; and
picking out which sources (300) of illumination to jam from the sources (300) of illumination selected as candidates
for jamming, based on how frequently the virtual passive radar of interest(102) uses each of the selected
candidates for jamming.

2. The method of claim 1, wherein the predicting sources (300) of illumination comprises predicting sources (300) of
illumination used by each of a plurality of virtual passive radars disposed in a movement region of the passive radar
jammer(200), based on the locations of the virtual passive radars and the locations of the sources (300) of illumination
and output information thereof, and defining any of the virtual passive radars present within the jamming range as
the virtual passive radar of interest(102).

3. The method of claim 2, wherein, when predicting sources (300) of illumination used by each of the virtual passive
radars, a designated number of sources (300) of illumination or all nearby sources (300) of illumination are predicted
as the sources (300) of illumination used, by using received signal strength or a visible path between transmitter
and receiver.

4. The method of claim 2 or 3, wherein the jamming range is set depending on the type of a platform equipped with
the passive radar jammer(200) and the range detectable by the passive radars.

5. The method of any one of claims 1 to 4, wherein the picking out of which sources (300) of illumination to jam
comprises calculating how frequently the virtual passive radar of interest(102) uses each of the selected candidates
for jamming, and picking out as many of these candidates as the number of frequency channels that can be emanated
from the passive radar jammer(200), in order from most frequently used.

6. The method of claim 5, wherein, when picking out which sources (300) of illumination to jam, if the virtual passive
radar of interest (102) uses some of the candidates with equal frequency, the sources of illumination to jam are
picked out in order from highest audio source quality.

7. The method of claim 5, wherein, when picking out which sources (300) of illumination to jam, the sources of illumination
to jam are picked out in order from highest average received strength of the target reflection signal.

8. An apparatus of selecting sources (300) of illumination to jam, the apparatus being characterized in comprising:
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an information obtaining unit(810) that obtains the locations of the virtual passive radars and the locations of
the sources (300) of illumination and output information thereof; and
a processor unit(820) that picks out which sources (300) of illumination to jam from the plurality of sources (300)
of illumination, based on the information obtained by the information obtaining unit,
wherein the processor unit(820) is configured to:

predict sources (300) of illumination used by a virtual passive radar of interest(102), among the plurality of
virtual passive radars, which is disposed within a jamming range with respect to the location of the passive
radar jammer(200), based on the location of the virtual passive radar of interest(102) and the locations of
the sources (300) of illumination and output information thereof;
select sources (300) of illumination as candidates for jamming if the signal strength of a target reflection
signal received by the virtual passive radar of interest(102) from the sources (300) of illumination is equal
to or greater than an acceptable received signal strength, based on the information on predicted sources
(300) of illumination; and
pick out which sources (300) of illumination to jam from the sources (300) of illumination selected as can-
didates for jamming, based on how frequently the virtual passive radar of interest(102) uses each of the
selected candidates for jamming.

9. The apparatus of claim 8, wherein the processor unit(820) is configured to predict sources (300) of illumination used
by each of a plurality of virtual passive radars disposed in a movement region of the passive radar j ammer(200),
based on the locations of the virtual passive radars and the locations of the sources (300) of illumination and output
information thereof, and define any of the virtual passive radars present within the jamming range as the virtual
passive radar of interest(102).

10. The apparatus of claim 9, wherein, when predicting sources (300) of illumination used by each of the virtual passive
radars, the processor unit(820) predicts a designated number of sources (300) of illumination or all nearby sources
(300) of illumination as the sources (300) of illumination used, by using received signal strength or a visible path
between transmitter and receiver.

11. The apparatus of claim 9 or 10, wherein the processor unit(820) is configured to set the jamming range depending
on the type of a platform equipped with the passive radar jammer(200) and the range detectable by the passive radars.

12. The apparatus of any one of claims 8 to 11, wherein the processor unit is configured to calculate how frequently the
virtual passive radar of interest(102) uses each of the selected candidates for jamming, and picks out as many of
these candidates as the number of frequency channels that can be emanated from the passive radar jammer(200),
in order from most frequently used.

13. The apparatus of claim 12, wherein, when picking out which sources (300) of illumination to jam, if the virtual passive
radar of interest(102) uses some of the candidates with equal frequency, the processor unit(820) picks out the
sources (300) of illumination to jam in order from highest audio source quality.

14. The apparatus of claim 12, wherein, when picking out which sources (300) of illumination to jam, the processor
unit(820) picks out the sources (300) of illumination to jam in order from highest average received strength of the
target reflection signal.

15. A computer readable storage medium characterized in that the computer readable storage medium comprises the
instructions to cause a data-processing system to carry out the following steps:

predicting sources (300) of illumination used by a virtual passive radar of interest(102) which is disposed within
a jamming range with respect to the location of a passive radar jammer(200), based on the location of the virtual
passive radar of interest(102) and the locations of the sources (300) of illumination and output information thereof;
selecting sources (300) of illumination as candidates for jamming if the signal strength of a target reflection
signal received by the virtual passive radar of interest(102) from the sources (300) of illumination is equal to or
greater than an acceptable received signal strength, based on the information on predicted sources (300) of
illumination; and
picking out which sources (300) of illumination to jam from the sources (300) of illumination selected as candidates
for jamming, based on how frequently the virtual passive radar of interest(102) uses each of the selected
candidates for jamming.



EP 4 227 709 A1

10



EP 4 227 709 A1

11



EP 4 227 709 A1

12



EP 4 227 709 A1

13



EP 4 227 709 A1

14

5

10

15

20

25

30

35

40

45

50

55



EP 4 227 709 A1

15

5

10

15

20

25

30

35

40

45

50

55


	bibliography
	abstract
	description
	claims
	drawings
	search report

