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(54) SYSTEM AND METHOD FOR DISPLAYING THE STATUS OF A RAILWAY TRANSPORTATION 
PLANT

(57) Described is a system in accordance with the
requirements specified for the maximum levels of safety
integrity and security for safety-critical applications, de-
signed to: (a) safely display the status of a railway trans-
portation plant on an operator interface terminal, consist-
ing of a commercial off-the-shelf (COTS) device (3), of
fixed or mobile type (such as, for example, tablet and
smartphone devices), connected through an open net-
work (including the 3G/4G/LTE/5G mobile networks) to
a calculation terminal (2), which receives the status of
the railway transportation plant from a command and
control platform (10); (b) sending commands towards the
command and control platform (10) from the COTS op-
erator terminal (3). Protection of the transmission of data
over an open network (security) is guaranteed by a
"transfer server" (4), which provides a protected work-

space, for example, in accordance with NIS-2016/1148,
for controlling access and directing the railway transpor-
tation plant to the command and control platform (10),
for decrypting and decompressing images and for any
other type of communication from and to the COTS op-
erator terminal. The maximum Safety Integrity Level (SIL)
is guaranteed by the architecture of the calculation ter-
minal (2), in accordance with the requirements defined
by CENELEC EN 50126 EN 50128 and EN 50129 stand-
ards, and by decrypting on the transfer server (4) the
image previously encrypted by the calculation terminal
(2) before transmission. This system may also be used
in all industrial applications different from railway appli-
cations, in which it is necessary to safely control remotely
a generic operator interface terminal.
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Description

[0001] This invention relates to a system and a method
for displaying a status of a railway transportation plant
on a terminal of a commercial type connected on an open
network.
[0002] The term "open network" means, as defined in
CENELEC EN 50159, an "open transmission system - a
transmission system with an unknown number of partic-
ipants, with unknown, variable and unreliable properties,
used for unknown telecommunications services and with
potential for unauthorised access".
[0003] The invention relates to the sector of safely dis-
playing the status of a railway transportation plant or parts
of it, that is to say, railway bodies such as, for example,
signals, switches, track circuits, level crossings and oth-
ers; The invention also relates to the sector of safely for-
warding commands for managing the status of a railway
transportation plant or parts of it, by an operator through
an operator terminal of a commercial type connected on
an open network.
[0004] In particular, in this sector, user interfaces, that
is, display and control systems, are used, as in the case
of the so-called luminous panel and operator terminal,
which allow an operator to understand the status of the
railway transportation plant and to impart commands for
managing the plant. In addition to or instead of the lumi-
nous panel and the operator terminal, which are fixed
types of user interfaces, there may be mobile user inter-
faces, such as, for example, tablet devices, comprising
a display screen and a system for imparting commands.
In this technical sector, the safety of the railway signalling
is managed by a command and control platform, also
called the safety nucleus or central apparatus, which is,
for an example of the railway sector, designed to safely
execute the routing logics or the spacing of the trains,
control the compatibility between the commands sent by
an operator and the status of the railway transportation
plant, in such a way that it is not possible to perform
movements which are in conflict with each other; there-
fore, in order to guarantee the correct operation of the
system, the command and control platform must meet
certain safety requirements; in particular, in the rail sec-
tor, these systems are developed in accordance with the
European safety standard CENELEC, and must meet
the requirements of the SIL4 level (Safety Integrity Level
4) defined in EN 50126, EN 50128 and EN 50129. Sim-
ilarly, it is important that the display and control systems
for the management of the plant, that is to say, the user
interfaces, comply with a sufficiently high safety stand-
ard, so that the actions of the operator are performed in
a safe manner and in a manner consistent with the status
of the railway transportation plant.
[0005] While there are different methods to achieve
this objective with systems designed for the purpose and
connected on closed networks, achieving the same ob-
jective is particularly complex when operator interfaces
using commercial devices must be used (COTS: com-

mercial off-the-shelf) and connected via an open net-
work.
[0006] For this purpose, display systems are known
which use procedures for checking the correctness and
integrity of information and images regarding the status
of the plant to be displayed.
[0007] An example of such systems is contained in pat-
ent document EP3438828B1, which describes a system
where the correct display of the image is checked by
means of a feedback control between an image to be
displayed, generated by a COTS device, and the data,
acquired from a safety nucleus, that is to say, a control
and drive platform, and starting from which the image
was generated. Since the image is generated inside a
COTS device, the measures adopted to achieve a suffi-
ciently high safety standard - and which include the adop-
tion of feedback mechanisms - in this case make the
system complex and its performance levels potentially
critical.
[0008] A further example is contained in patent docu-
ment ITGE2011000034, which describes a system in
which a first processor generates an image and sends it
to a screen, from which a frame grabber device captures
the image and sending it to a second processor; the sec-
ond processor generates a second image and compares
the image captured by the frame grabber; thus, in this
case, too, the control is performed by feedback. Howev-
er, the presence of the frame grabber device and feed-
back control make the system complex. Moreover, this
system is difficult to make on portable devices, that is,
mobile devices, connected on an open network and can-
not use terminals of the commercial type.
[0009] Patent document IL72348A describes two proc-
essors which generate each of the graphical information
(that is, symbols) in parallel and transfer, to two display
controllers, which transform the information into images.
These images are sent, as well as to a display (denoted
in the drawings by BS), to the two processors by means
of a feedback channel which uses a shift register. The
two processors compare the information received byte-
to-byte and if the comparison fails, then the transmission
is interrupted. The method described by patent document
IL72348A can be used efficiently because the images
they generate have a low resolution (approximately
500x500 pixels). Moreover, the display on which the im-
age is displayed is a display which may be controlled
completely by the operator, and therefore not COTS;
therefore, this system is not very suitable for processing
high resolution images and also when you want to display
them on COTS type displays.
[0010] Other examples of systems for displaying a sta-
tus of a railway transportation plant are described by pat-
ent documents EP0970869B1 and DE4432419A1; how-
ever, not even these documents provide a solution which
is able to satisfy the needs of the market.
[0011] The aim of the invention is to provide a system
and a method for displaying the status of a railway trans-
portation plant by means of a COTS operator terminal
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connected on an open network which overcome the
drawbacks of the above-mentioned prior art techniques
and which is simple to construct.
[0012] Said aim is fully achieved by the system and
method according to the invention as characterised in
the appended claims.
[0013] The system comprises a command and control
platform, configured to provide a flow of input data. The
flow of input data represents the status of the railway
transportation plant or parts of the railway transportation
plant, that is to say, railway bodies such as, for example,
signals, points, track circuits, level crossings and others.
[0014] The system comprises a calculation terminal,
configured for receiving a flow of input data. According
to an example, the computer terminal is in compliance
with the requirements for the maximum levels of safety
integrity as specified for safety-critical applications and
defined by CENELEC EN 50128 and EN 50129. Prefer-
ably, the calculation terminal is configured for receiving
the flow of input data from the command and control plat-
form. The calculation terminal is configured for generat-
ing a flow of first images and a flow of second images
starting from the flow of input data. Preferably, the images
of the flow of first images and of the flow of second images
are in a raw format and the calculation terminal is con-
figured for converting the images of the flow of first im-
ages and of the flow of second images from the raw for-
mat to a standard format. The expression "raw" referred
to the image format may be used as a synonym for "not
processed" or "unrefined". In expression "raw format"
means that the image generated is stored by saving, for
each pixel of the image, the R, G and B components
(preferably without other additional information and/or
without processing said R, G and B components). There-
fore, the images of the flow of first images may be in a
raw format, that is to say, the images of the flow of first
images may be generated by saving, for each pixel of
said images, the R, G and B components. The images
of the flow of second images may be in a raw format, that
is to say, the images of the flow of second images may
be generated by saving, for each pixel of the images, the
R, G and B components.
[0015] In particular, the flow of input data includes a
plurality of data series, each data series of the plurality
of data series representing the status of the railway trans-
portation plant or parts of the railway transportation plant
at a same instant. Each image of the flow of first images
is generated starting from a respective data series of the
plurality of data series.
[0016] Similarly, each image of the flow of second im-
ages is generated starting from a respective data series
of the plurality of data series.
[0017] According to a preferred example, the calcula-
tion terminal includes a first processor. The first proces-
sor is programmed to generate a flow of first images.
Preferably, the first processor is programmed to gener-
ate, starting from the flow of input data, a flow of first
images. Preferably, the calculation terminal includes a

second processor. The second processor is pro-
grammed to generate a flow of second images. Prefer-
ably, the second processor is programmed to generate,
starting from the flow of input data, a flow of second im-
ages.
[0018] Preferably, the first processor and the second
processor receive as input the same flow of input data
for generating, in a parallel fashion, the flow of first im-
ages and the flow of second images, respectively.
[0019] Therefore, starting from each data series of the
plurality of data series, the first processor is programmed
for generating an image, in this way forming a corre-
sponding flow of first images. Similarly, starting from each
data series of the plurality of data series, the second proc-
essor is programmed for generating an image, in this way
forming a corresponding flow of second images.
[0020] The first processor is programmed to generate
images of the flow of first images in raw format. The first
processor is also programmed for converting each image
from the raw format to a predetermined standard format,
for example, to the jpeg, gif, png or bitmap formats. The
second processor is programmed to generate images of
the flow of second images in raw format. The second
processor is also programmed for converting each image
from the raw format to a predetermined standard format,
for example, to the jpeg, gif, png or bitmap formats.
[0021] Preferably, the first processor and the second
processor are programmed for generating the respective
images (that is, the first images of the flow of first images
and the second images of the flow of second images,
respectively) in a raw format and to convert each image
from the raw format to a predetermined standard format,
for example, to the jpeg, gif, png or bitmap formats.
[0022] Preferably, a first image of the flow of first im-
ages, generated starting from a data series of the plurality
of input data series and a corresponding second image
of the flow of second images, generated starting from the
same data series of the plurality of data series, forms a
pair of images. In particular, each image of the flow of
first images and of the flow of second images, generated
starting from the same data series of the plurality of data
series, forms a pair of images. In this way, starting from
the flow of first images and the flow of second images,
the calculation terminal generates a flow of pairs of im-
ages.
[0023] The first processor and the second processor
can be programmed to generate the respective images
in a raw format, by executing applications (that is to say,
software) in accordance with the requirements specified
for the maximum levels of safety integrity for safety-crit-
ical applications (for example, applications that comply
with SIL4 requirements according to CENELEC EN
50128) without the need to use commercial graphics li-
braries. The term "commercial", referring to graphics li-
braries, means that the graphics library may not comply
with the requirements of CENELEC 50128 (to obtain cer-
tification for a certain level of SIL safety). A commercial
graphics library can be provided free of charge or upon
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payment of a license. Thus, the term "non-commercial
graphics library" means a graphics library which has a
certification (for example, a certification for a certain SIL
safety level) and/or whose source code is possessed and
the term "commercial graphics library" means a graphics
library which does not have safety certifications and/or
the source code is unavailable.
[0024] The calculation terminal is configured for gen-
erating a flow of output images, for example, starting from
the flow of first or second images. The flow of output
images may be intended to be displayed, for example by
an operator terminal. The operator terminal may be
formed by a COTS device. The COTS device may be
connected to the calculation terminal via an open net-
work. According to an example, the open network may
comprise one of the 3G, 4G, LTE or 5G mobile networks.
[0025] According to an example, the calculation termi-
nal is configured for checking that, for each pair of images
formed by a first image of the flow of first images and a
corresponding second image of the flow of second im-
ages, the first and the second images are consistent with
each other. The computer terminal may be configured,
in response to a positive outcome of said check, for en-
abling an output transmission of the stream of output im-
ages. In other words, the calculation terminal checks that,
for each pair of images formed by a first image of the flow
of first images and a second image of the flow of second
images, the first image is consistent with the second im-
age and vice versa, that is, it checks that the first image
coincides with the second image and vice versa. The
calculation terminal may be configured to check that the
first and the second image of the pair of images are con-
sistent with each other, wherein the first and the second
image are in raw format or in a standard format.
[0026] The software that is run on the first processor
and on the second processor, including the image gen-
erating software, complies with the requirements speci-
fied for the maximum levels of safety integrity for safety-
critical applications (for example, SIL4 according to the
railway standard CENELEC EN 50128), and thus does
not use commercial off-the-shelf (COTS) libraries, and
in particular does not use COTS graphics libraries.
[0027] For this reason and for checking consistency
between the first and second images described above,
the system is protected against errors in the process for
generating the image by one between the first processor
and the second processor.
[0028] In this regard, it should be noted that the pair of
images is not controlled according to a feedback logic;
in fact, the flow of output images intended to be displayed
is only generated after receiving a response to checking
the consistency between the images of a pair. This fact
contributes to rendering the display on the COTS oper-
ator terminal secure.
[0029] The applications performed to generate the im-
ages and to convert them from raw format to standard
format comply with the requirements for maximum safety
levels (that is, SIL4). Therefore, the first processor and

the second processor are programmed to generate, re-
spectively, a flow of first images and a flow of second
images starting from the flow of input data, by applica-
tions which comply with the requirements specified for
maximum safety levels.
[0030] An output image of the flow of output images
preferably shows to the operator, through a screen, a
graphical view which shows the status of a railway trans-
portation plant or the status of parts of the railway trans-
portation plant, such as, for example, the position of a
points device, the aspect of a high signal, and others.
[0031] According to an example, the system comprises
a memory, in which a graphical data structure is loaded.
The graphical data structure includes a plurality of graph-
ical data records wherein the graphical data records rep-
resent the symbols included in a reference image of the
railway transportation plant and represent the position of
the symbols inside the reference image. Preferably, the
graphical data structure conforms to a predetermined lev-
el of safety integrity. The memory comprises instructions
for managing the output image. Preferably, the manage-
ment instructions comply with predetermined safety in-
tegrity requirements;
[0032] The calculation terminal may be programmed
to perform the management instructions of the image rep-
resenting the status of a railway transportation plant and
generate the output image.
[0033] According to an example embodiment, the com-
puter terminal includes a bi-directional communication
channel. Preferably, the bi-directional channel connects
together the first processor and the second processor.
For example, the bi-directional channel may be config-
ured for sharing information between the first processor
and the second processor. In particular, the first and the
second processors are programmed to check the corre-
spondence of a respective pair of images, formed by a
first image of the flow of first images and a corresponding
second image of the flow of second images.
[0034] For example, the first processor and the second
processor exchange, that is to say, share information,
which may include, for example, a first and a second
image. For this reason, the checking of the consistency
between images is performed in a redundant fashion,
that is to say, the checking of the consistency between
images is performed both by the first processor and by
the second processor. This feature therefore constitutes
an element for protecting the safety of the system.
[0035] For example, from said checking, the first proc-
essor is programmed to generate a first check signal,
representing the consistency of the respective pair of im-
ages. For example, from said check, the second proces-
sor is programmed to generate a second check signal,
representing the consistency of the respective pair of im-
ages. Preferably, each processor of the pair consisting
of the first and second processors is programmed to
check a respective pair of images, to generate a first
check signal and a second check signal, respectively,
each first and second check signal representing the con-
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sistency of the respective pair of images. In particular,
each processor of the pair consisting of the first and sec-
ond processor is programmed to check each pair of the
flow of pairs of images. Consequently, the first processor
and the second processor, generate, respectively, a flow
of first check signals and a flow of second check signals.
[0036] According to an example embodiment, the first
processor is programmed to derive, starting from the first
image, a first signature and the information shared be-
tween the first and the second processor includes the
first signature. In this way, the first processor derives a
flow of first signatures, starting from the corresponding
flow of first images. According to an example, the second
processor is programmed to derive, starting from the sec-
ond image, a second signature and the information
shared between the first and the second processor in-
cludes the second signature. In this way, the second
processor derives a flow of second signatures, starting
from the corresponding flow of second images. Prefera-
bly, the first and the second processor are programmed
to derive, starting from the first image and from the sec-
ond image, respectively, a corresponding first and sec-
ond signature, and the information shared between the
first and the second processor includes the first and the
second signature, for each pair of images.
[0037] Since the first processor and the second proc-
essor exchange their respective signatures between
each other, this means that the checking of the consist-
ency between the images does not occur by checking
the images, but by checking the consistency of the sig-
natures derived from the images, making the checking
faster. For example, the signature of an image may be
derived by applying to the image a function which unique-
ly identifies the image. For example, the function may be
a HASH function. According to an example embodiment,
the calculation terminal is equipped with an operating
system. Preferably, the operating system is a real-time
operating system. The real-time operating system en-
sures the determinism of operations carried out under its
supervision. The real-time operating system can comply
with the requirements specified for the maximum levels
of safety integrity as required for safety-critical applica-
tions by CENELEC EN 50128 and EN 50129 (that is,
SIL4).
[0038] The calculation terminal may be configured to
perform, under the supervision of the real-time operating
system, some operations for which the first processor
and the second processor, that is, the calculation termi-
nal, are programmed. These functions can include, for
example:

- generating the flow of first images and the flow of
second images in the raw format,

- the conversion of each first image and second image
from the raw format to the predetermined standard
format,

- checking the consistency of the pair of images and
- the transmission of the flow of output images, that is

to say, of the output images.

[0039] According to an example embodiment, the sys-
tem comprises an operator terminal, that is to say, an
operator terminal which can be used, for example, by a
railway operator. The operator terminal may include a
fixed terminal, such as, for example, a COTS computer,
or a COTS mobile terminal, such as a tablet or smart-
phone. Preferably, the operator terminal includes a
screen for displaying a flow of output images.
[0040] According to an example embodiment, the sys-
tem comprises a transfer server. The aim of the transfer
server is to transfer data, for example the flow of output
images, to an operator terminal, preferably a COTS op-
erator terminal. In particular, the aim of the transfer server
is to provide a protected workspace, that is to say, a work-
ing environment in which communications to the operator
terminal and starting from the operator terminal are car-
ried out in a secure manner and protected from intrusion,
especially if the operator terminal is a COTS device. Ac-
cording to an example, the transfer server complies with
the applicable security requirements as specified by NIS-
2016/1148.
[0041] According to an example, the calculation termi-
nal may be configured for encrypting or, in addition, for
compressing each image of the flow of output images.
The calculation terminal may also be configured for trans-
mitting each image of the flow of output images encrypt-
ed, or in addition, compressed, to the transfer server.
The transfer server may be configured to decrypt, or in
addition decompress, each image of the flow of output
images. The transfer server may be configured to make
the flow of output images available to a COTS operator
terminal. For example, the transfer server may be con-
figured to provide a flow of output images to a COTS
operator terminal, operatively connected to the transfer
server, through a communication connection, for exam-
ple available at least temporarily, that is, available at least
for the time necessary for completion of a work session.
For this purpose, for example, the COTS operator termi-
nal may be configured to connect to the transfer server
by means of a network authentication procedure, by
which an operator enters its own access credentials, that
is to say, a user name and a password.
[0042] According to an example, the system may in-
clude a management server, configured to receive the
access credentials from the operator terminal and man-
age the network authentication procedure, enabling the
communication connection between the operator termi-
nal and the transfer server for the time necessary for the
completion of a work session. According to an example
embodiment, the transfer server is a network server. For
example, the network server is designed to transfer the
flow of output images to the COTS operator terminal,
through a web page. More specifically, the network serv-
er may be configured to receive the flow of output images
from the calculation terminal, to decipher and decom-
press each image of the flow of output images and to
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create a web page containing an image of the flow of
output images corresponding to the updated status of
the plant. The network server may be configured to trans-
mit the web page to the COTS operator terminal, for ex-
ample by means of a connection on an open network.
[0043] The transfer server is designed to transfer a flow
of output images to a COTS device, so as to increase
the security and protection of the flow of output images.
[0044] According to an alternative example, the trans-
fer server transmits each image of the flow of output im-
ages to the COTS operator terminal, the COTS operator
terminal being configured to decompress and decrypt
each image of the flow of output images.
[0045] The operator terminal may include a control sys-
tem, configured for controlling the railway transportation
plant or parts of the railway transportation plant. For ex-
ample, the control system may include a touch screen
monitor, and in addition or alternatively include a mouse,
and in addition or alternatively, a keyboard, which allow
the operator to interact with the operator terminal to im-
part commands. The operator terminal may be connect-
ed to the calculation terminal and may comprise a control
system, for sending a control signal to the calculation
terminal, for controlling the railway transportation plant
or parts of the railway transportation plant.
[0046] The system may comprise an authorisation sys-
tem, in order to check and authorise the control signals
generated by the operator terminal. For that purpose, the
calculation terminal may be configured for receiving a
control signal from the operator terminal and generating,
in response to the control signal, a one-time password.
The calculation terminal may also be configured to gen-
erate a request signal for the operator terminal, that is to
say, a signal requesting an insertion of the one-time pass-
word by the operator. The operator terminal may be con-
figured to receive the one-time password from the calcu-
lation terminal. The operator terminal may be configured
to receive from the calculation terminal the signal re-
questing insertion of the one-time password.
[0047] In response to the signal for requesting the in-
sertion of the one-time password by means of the calcu-
lation terminal, the operator terminal may be configured
to return the one-time password to the calculation termi-
nal. Preferably, the transmission of the one-time pass-
word from the calculation terminal to the operator termi-
nal takes place using a communication channel different
from the communication channel used for returning the
one-time password from the operator terminal to the cal-
culation terminal. According to an example, the transmis-
sion of the one-time-password from the calculation ter-
minal to the operator terminal is performed using SMS
technology, whilst the return of the one-time-password
to the calculation terminal from the operator terminal is
performed using a data connection. According to another
example, the transmission and the return of the one-time-
password occur on two different channels which use the
same technology, for example which use a data connec-
tion, but on different connections.

[0048] Preferably, the transmission of the one-time
password from the computer terminal to the operator ter-
minal occurs using a communication channel different
from the communication channel in which there is the
transmission of the stream of output images from the
computer terminal to the operator terminal. According to
a further example, the system may comprise a personal
mobile device, for example a smartphone supplied to the
operator, connected to the calculation terminal for the
transmission, using a communication channel, of the
one-time password, whilst the return of the one-time
password occurs through a communication channel be-
tween the operator terminal, for example a tablet or an
computer, and the calculation terminal.
[0049] According to an example, the transmission of
the one-time password from the calculation terminal to
the operator terminal and from the operator terminal to
the calculation terminal is performed inside a protected
workspace wherein all the data is transmitted to and from
the operator terminal, including images, commands, user
authentication data, encryption data.
[0050] According to an example, the terminal is con-
figured to check that the one-time password generated
by the calculation terminal, that is to say the one-time
password transmitted from the calculation terminal to the
operator terminal and the one-time password returned
from the operator terminal to the calculation terminal are
consistent with each other. If the control has a positive
outcome, the calculation terminal is configured for trans-
mitting the control signal to the command and control
platform in response to said control, in such a way that
only the commands positively checked are sent to the
command and control platform.
[0051] According to an example, the COTS operator
terminal is programmed for generating and transmitting
to the calculation terminal, in addition to the control signal,
a signal confirming the command by the operator. The
calculation terminal may be programmed for receiving
the command confirmation signal from the operator and
for transmitting the command signal to the command and
control platform, upon receiving the command confirma-
tion signal.
[0052] According to an example embodiment, the cal-
culation terminal includes a watchdog circuit. The watch-
dog circuit is connected to the first processor and to the
second processor. The watchdog circuit can comply with
the requirements specified for the maximum levels of
safety integrity as required for safety-critical applications
by CENELEC EN 50128 and EN 50129 (that is, SIL4).
The watchdog circuit is configured to disable the trans-
mission of the flow of output images, in response to a
negative outcome of the consistency check of each pair
of images of the flow of pairs of images generated by the
first and by the second processor. For example, the
watchdog circuit may be connected to the first processor
to receive the first check signal from the first processor
and disable the transmission of the output image , in re-
sponse to a negative outcome of the check of the pair of
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images. The watchdog circuit may also be connected to
the second processor to receive the second check signal
from the second processor and disable the transmission
of the output image. According to a preferred embodi-
ment, the watchdog circuit is connected to the first proc-
essor and to the second processor to receive, respec-
tively, the first check signal and the second check signal
and to disable the transmission of the output image from
the calculation terminal upon a negative outcome of the
check of the pair of images, that is to say, in response to
the first check signal and to the second check signal,
wherein at least one of the check signals represents a
negative outcome of the check of the pair of images. In
this way, the transmission of the output image is guar-
anteed only when both the first and the second processor
are in accordance on the checking of the congruence of
the pair of images. If at least one between the first proc-
essor and the second processor disagrees on the check
of the consistency of the pair of images, or detects any
other type of anomaly with potential impact on the safety
of the system, the watchdog circuit is programmed to
disable the transmission of the output image and prevent
potentially dangerous decisions from being taken by the
operator, as a result of a display which is inconsistent
with the status of the system.
[0053] The invention also provides a method for dis-
playing a status of a railway transportation plant.
[0054] The method comprises a step of preparing, by
a command and control platform, a flow of input data
representing the status of the railway transportation
plant. The method comprises a step of receiving, at a
calculation terminal, a flow of input data. According to an
example, the computer terminal is in compliance with the
requirements for the maximum levels of safety integrity
as specified for safety-critical applications and defined
by CENELEC EN 50128 and EN 50129 (that is, SIL4).
The method comprises a step of generating, by the cal-
culating terminal starting from a flow of input data, a flow
of first images. The images of the flow of first images are,
for example, in raw format. The method comprises a step
of generating, by the calculating terminal, starting from
a flow of input data, a flow of second images. The images
of the flow of second images are, for example, in raw
format. According to an example, the method comprises
a step of converting, by the calculation terminal, the im-
ages of the flow of first images from the raw format to a
standard format, the method may comprise a step of con-
verting, by the calculation terminal, a flow of second im-
ages from the raw format to a standard format. The meth-
od comprises a step of checking, by the calculation ter-
minal, for each pair of images formed by a first image of
a flow of first images and by a corresponding second
image of the flow of second images, that the first and the
second images are consistent with each other. As a con-
sequence of a check step, the method comprises a step
of transmitting, by the computer terminal, that is to say,
enabling the computer terminal for the transmission, the
stream of output images, for example obtained starting

from the stream of first or second images.
[0055] According to a preferred example, the calcula-
tion terminal includes a first processor and a second proc-
essor. The method comprises a step of receiving, at the
calculation terminal, the flow of input data. The method
comprises a step of generating, by the first processor,
starting from the flow of input data, a flow of first images.
Preferably, the images of the flow of first images are in
a raw format. Preferably, the method comprises a further
step of generating, by the second processor, starting
from the flow of input data, a flow of second images.
Preferably, the images of the flow of second images are
in a raw format. The method comprises a step of con-
verting, by the first processor and the second processor,
the respective images from the raw format to a standard
format. The method may comprise a step of checking,
by the first processor and the second processor, for each
pair of images formed by a first image of the flow of first
images and by a corresponding second image of the flow
of second images, that the first and the second images
are consistent with each other. As a result of a check
step, the method may comprise a step of enabling the
transmission of a flow of output images, by the calculation
terminal, obtained starting from the flow of first or second
images.
[0056] The step of checking the first and second im-
ages of each pair of images may be performed on the
images in raw format or in standard format.
[0057] According to an example, the first and second
processors execute applications which comply with the
requirements specified for the maximum levels of safety
integrity for safety-critical applications and defined by
CENELEC EN 50128 (that is, SIL4) without the need to
use commercial graphics libraries for generation of the
images.
[0058] Therefore, the first processor and the second
processor generate (that is, the method comprises a step
of generating, by the first processor and the second proc-
essor), respectively, a flow of first images and a flow of
second images starting from the flow of input data, by
applications which comply with the requirements speci-
fied for maximum safety levels (that is, SIL4).
[0059] According to an embodiment, the computer ter-
minal includes a bi-directional communication channel
between the first processor and the second processor,
and the method may comprise a step of sharing informa-
tion between the first processor and the second proces-
sor, through the bi-directional channel. The method may
comprise a step of checking, by the first and the second
processors, a respective pair of images. The method may
also comprise a step of generating, by the first and the
second processor, a first check signal and a second
check signal, respectively, each check signal represent-
ing a consistency of the respective pair of images.
[0060] According to an example, the method compris-
es a step of preparing management instructions, the step
of preparing instructions including a step of preparing a
graphical data structure. The step of preparing the graph-
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ical data structure may comprise a step of providing a
reference image for the railway transportation plant. In
particular, the reference image includes symbols posi-
tioned according to a configuration of the railway trans-
portation plant, the symbols belonging to a plurality of
predetermined symbols. The step of preparing the graph-
ical data structure may comprise a step of scanning a
reference image to identify the symbols included. The
step of preparing the graphical data structure may com-
prise a step of generating the graphical data structure
including a plurality of graphical data records, as a func-
tion of the symbols identified by the scanning and of an
arrangement of the symbols identified in the reference
image.
[0061] The method may comprise a step of checking
the correctness of the structure of the graphical data to
guarantee a predetermined level of security integrity. The
method may include a step of loading management in-
structions and the graphical data structure in a calculation
terminal, the calculation terminal being a component
compliant with predetermined safety integrity require-
ments.
[0062] According to an embodiment, the method com-
prises a step of deriving, by the first and the second proc-
essor, starting from the first image and from the second
image, respectively, a corresponding first signature and
second signature. Preferably, the method comprises a
step of sharing information between the first and the sec-
ond processor, the step including the sharing of the first
and the second signature, for each pair of images. Ac-
cording to an example embodiment, the method com-
prises a step of interrupting, by a watchdog circuit, for
example in accordance with the requirements specified
for the maximum levels of safety integrity as required for
safety-critical applications by CENELEC EN 50128 and
EN 50129 (that is, SIL4), the transmission of the flow of
output images. Preferably, the method comprises a step
of interrupting, by a watchdog circuit, the transmission of
the flow of output images in response to a negative out-
come of the check. For example, the method may com-
prise a step for receiving, at the watchdog circuit, a first
check signal and a second check signal and a step of
interrupting the transmission of the flow of output images
in response to a negative outcome of the check of the
pair of images, that is, in response to at least one between
the first check signal and the second check signal being
negative, that is to say, displaying a negative outcome
of the check of the pair of images by the first processor
or by the second processor.
[0063] According to an embodiment, the method com-
prises preparing a transfer server, the transfer server pro-
viding a protected workspace, preferably, if the operator
terminal includes a COTS device, that is to say, an en-
vironment in which communications to the operator ter-
minal and starting from the operator terminal are carried
out in a secure manner and protected from intrusions.
According to an example, the transfer server is made in
accordance with the security requirements that ensure

the security characteristics required by the NIS-
2016/1148 regulations, for example by the NIS-
2016/1148 regulations. For this purpose, the method may
comprise a step of encrypting, or in addition, compress-
ing, for example by the calculation terminal, each image
of the flow of output images. The method may comprise
a step of transferring, by the calculation terminal, the flow
of output images, for example to the transfer server. The
method may comprise a step of decrypting, or in addition
of decompressing, by the transfer server, each image of
the flow of output images. The method may comprise
preparing a COTS operator terminal, for example oper-
atively connected to the transfer server, through a com-
munication connection, available at least temporarily,
that is, available at least for a time necessary for com-
pletion of a working session. For example, the COTS
operator terminal may be configured to connect to the
transfer server by means of a network authentication pro-
cedure, by which an operator enters access credentials,
that is to say, a user name and a password. According
to an example, the method may comprise a step of net-
work authentication, by a management server. The net-
work authentication may comprise a step of receiving
access credentials coming from the operator terminal
and a step of checking the credentials for enabling the
communication connection between the operator termi-
nal and the transfer server at least for the time necessary
for completion of a work session.
[0064] The method may comprise a step of feeding the
flow of output images to the COTS operator terminal, by
the transfer server. The method may comprise a step of
displaying, by the COTS operator terminal, each image
of the flow of output images.
[0065] According to an embodiment, the method com-
prises a step, executed by an operator terminal, for con-
trolling the plant or parts of the railway transportation
plant. For this purpose, the method may comprise a step
of sending a control signal by the operator terminal. The
operator terminal may be a COTS operator terminal, for
example a tablet or a computer. The method may com-
prise a step of receiving, by the calculation terminal, a
control signal from a COTS operator terminal. The meth-
od may include a step of generating a one-time password
by the calculation terminal, in response to the control
signal. The method may comprise a further step of gen-
erating a request signal for the COTS operator terminal,
by the calculation terminal, that is to say, a signal re-
questing an insertion of the one-time password by an
operator. The method may comprise a step of receiving
the one-time password by the COTS operator terminal.
Moreover, the method may include a step of returning
the one-time password to the calculation terminal in re-
sponse to the request signal for insertion of the one-time
password by the calculation terminal. Preferably, the
method may comprise a further step, by the calculation
terminal, of checking that the one-time password gener-
ated by the terminal, that is to say the one-time password
transmitted from the calculation terminal to the COTS
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operator terminal and the one-time password returned
by the COTS operator terminal are consistent with each
other. The method may also comprise a step, executed
by the calculation terminal, of transmitting the control sig-
nal to the command and control platform, in the case of
a positive outcome of said control.
[0066] According to an example, the method compris-
es a step, by means of the calculation terminal, for re-
ceiving a control signal from the COTS operator terminal.
The method may comprise steps, by means of the COTS
operator terminal, for generating and transmitting the
control signal to the calculation terminal, for generating
and transmitting, to the calculation terminal, a signal for
confirming the command by an operator, and, by means
of the calculation terminal, the steps of receiving the sig-
nal for confirming the command by the operator and
transmitting the control signal to the command and con-
trol platform, upon receiving said confirmation signal. Ac-
cording to an example, the transmission of the signal
confirming the control signal occurs by means of the
transfer server, based on the security functions of offered
by the protected workspace. The system according to
the invention complies with the most stringent safety re-
quirements for safety-critical and security applications,
and allows the following aims to be achieved:

- safely displaying the status of a railway transporta-
tion plant on an operator interface terminal, possibly
also of a commercial type (including tablet devices),
connected through an open network (including the
3G/4G/LTE/5G mobile networks) to a processing
system, which receives the status of the railway
transportation plant from a command and control
platform;

- sending commands from the operator terminal to-
wards the command and control platform.

[0067] Protection of the transmission of data over an
open network (security) is guaranteed by a secure plat-
form (transfer server), which preferably complies with
NIS-2016/1148, for controlling access and directing to-
wards the control platform of the railway transportation
plant, for decoding (decrypting) and decompressing im-
ages and for any other type of communication from and
to the terminal.
[0068] The Safety Integrity Level (SIL) is particularly
high, thanks also to the architecture of the calculation
terminal, which preferably conforms to the requirements
specified by the CENELEC EN 50128 and EN 50129
standards; another aspect which contributes to maintain-
ing a high Level of Safety Integrity is represented by the
decoding (decrypting) on the operator terminal of the cod-
ed image (encrypted) from the calculation terminal before
the transmission.
[0069] It should be noted that the system according to
the invention may also be used in all the industrial appli-
cations different from railway applications, in which it is
necessary to safely control remotely a generic operator

interface terminal.
[0070] These and other features will become more ap-
parent from the following description of a preferred em-
bodiment, illustrated by way of non-limiting example in
the accompanying drawings, in which:

- Figure 1 illustrates a system for displaying a status
of a railway transportation plant, according to one or
more of the aspects of the invention;

- Figure 2 illustrates a system for displaying a status
of a railway transportation plant on a COTS operator
terminal, according to one or more aspects of this
disclosure;

- Figure 3 and Figure 4 illustrate a detail of the system,
according to one or more of the aspects of the in-
vention;

- Figures 5, 6 and 7 illustrate steps of the system for
displaying a status of a railway transportation plant,
according to one or more of the aspects of the in-
vention.

[0071] The numeral 1 in the accompanying drawings
denotes a system for displaying a status of a railway
transportation plant.
[0072] The system 1 comprises a command and con-
trol platform 10 and a calculation terminal 2. The com-
puter terminal 2 complies with the requirements specified
for the maximum levels of safety integrity as required for
safety-critical applications, according to CENELEC EN
50128 and EN 50129 regulations. The command and
control platform 10 is configured to provide a flow of input
data 100 to the calculation terminal 2. For this purpose,
the command and control platform 10 is connected to the
calculation terminal 2 for example by a closed network,
for example a LAN network. The flow of input data 100
represents the status of the railway transportation plant
or parts of the railway transportation plant, that is to say,
railway bodies such as, for example, signals, points, track
circuits, level crossings and others. In particular, the flow
of input data 100 includes a plurality of data series. Each
data series of the plurality of data series represents the
status of the railway transportation plant or parts of it at
the same instant.
[0073] The calculation terminal 2 is configured for re-
ceiving the flow of input data 100 from the command and
control platform 10.
[0074] The calculation terminal 2 is configured for gen-
erating, starting from the flow of input data 100, a flow of
first images 201A. In particular, each first image 201A of
the flow of first images 201A is generated starting from
a respective data series of the plurality of data series.
[0075] The calculation terminal 2 is also configured for
generating, starting from the flow of input data 100, a flow
of second images 201B. In particular, each second image
201B of the flow of second images 201B is generated
starting from a respective data series of the plurality of
data series. Therefore, starting from each data series of
the plurality of data series, the calculation terminal 2 is
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programmed for generating a first image 201A, forming,
in this way, a corresponding flow of first images 201A.
Similarly, starting from each data series of the plurality
of data series, the calculation terminal 2 is programmed
for generating a second image 201B, forming, in this way,
a corresponding flow of second images 201B.
[0076] According to a preferred example, the calcula-
tion terminal 2 includes a first processor 200A and a sec-
ond processor 200B. The first processor 200A is pro-
grammed for generating, starting from the flow of input
data 100 to the calculation terminal 2, a flow of first im-
ages 201A. The second processor 200B is programmed
for generating, starting from the flow of input data 100 to
the calculation terminal 2, a flow of second images 201B.
For this reason, the first processor 200A and the second
processor 200B are programmed for generating, in par-
allel, the flow of first images 201A and the flow of second
images 201B, respectively. In particular, the first proces-
sor 200A is programmed for generating an image starting
from a data series of the plurality of the data series of the
flow of input data 100, forming, in this way, the corre-
sponding flow of first images 201A. Similarly, the second
processor 201B is programmed for generating an image
starting from a data series of the plurality of data series
of the flow of input data 100, forming, in this way, the
corresponding flow of second images 201B.
[0077] According to an example, the first processor
200A and the second processor 200B are programmed
to execute applications which comply with the require-
ments specified for the maximum levels of safety integrity
for safety-critical applications, according to CENELEC
EN 50128 without the need to use commercial graphics
libraries. and, preferably, under the supervision of a real
time operating system. The real-time operating system
may comply with the requirements specified for the max-
imum levels of safety integrity for safety-critical applica-
tions according to CENELEC EN 50128 regulations.
[0078] Preferably, the first processor 200A and the
second processor 200B are programmed for generating
the respective images (that is, the first images 201A of
the flow of first images 201A and the second images 201B
of the flow of second images 201B, respectively) in a raw
format and to convert each image from the raw format to
a predetermined standard format, for example, to the
jpeg, gif, png or bitmap formats.
[0079] Each image of the flow of first images 201A and
of the flow of second images 201B, generated starting
from the same data series of the plurality of data series
of the flow of input data 100, forms a pair of images; in
this way, starting from the flow of first images 201A and
from the flow of second images 201B, the calculation
terminal 2 generates a flow of pairs of images.
[0080] According to an embodiment, the first processor
200A is programmed to derive, starting from each image
of the flow of first images 201A, a corresponding flow of
first signatures 202A. The second processor 200B is pro-
grammed for deriving, starting from each image of the
flow of second images 201B, a corresponding flow of

second signatures 202B. For example, each signature
of the flow of first signatures 202A and of the flow of
second signatures 202B is derived by applying, to each
image of the flow of first images 201A and of the flow of
second images 201B, a same function, for example a
HASH function.
[0081] Preferably, the computer terminal 2 includes a
bi-directional channel 203, which connects together the
first processor 200A and the second processor 200B. In
particular, the bi-directional channel 203 forms an inter-
process communication: (IPC) to allow the sharing of in-
formation between the first processor 200A and the sec-
ond processor 200B.
[0082] In particular, through the bi-directional channel
203, the first processor 200A and the second processor
200B exchange, that is, share with each other, respec-
tively, the stream of first signatures 202A and the stream
of second signatures 202B. Each processor of the pair
consisting of the first processor 200A and the second
processor 200B is programmed to check the consistency
of each pair of images, comparing each first signature
202A of the flow of first signatures 202A with a corre-
sponding second signature 202B of the flow of second
signatures 202B. The first processor 200A is pro-
grammed to generate a first check signal 204A, repre-
senting the consistency of a first signature 202A with a
corresponding second signature 202B, that is to say, a
first signature 202A derived starting from a first image
201A of the flow of first images 201A and a corresponding
second signature 202B derived starting from a second
image 201B of the flow of second images 201B. The first
processor 200A is programmed for generating a first
check signal 204A for each pair of images of the flow of
pairs of images, in such a way as to generate a corre-
sponding flow of first check signals 204A.
[0083] Similarly, the second processor 200B is pro-
grammed to generate a second check signal 204B, rep-
resenting the consistency of a first signature 202A with
a corresponding second signature 202B, that is to say,
a first signature 202A derived starting from a first image
201A of the flow of first images 201A and a corresponding
second signature 202B derived starting from a second
image 201B of the flow of second images 201B. The sec-
ond processor 200B is programmed to generate a sec-
ond check signal 204B for each pair of images of the flow
of pairs of images, in such a way as to generate a cor-
responding flow of second check signals 204B.
[0084] According to an example embodiment, the cal-
culation terminal 2 includes a watchdog circuit 205. The
watchdog circuit 205 is preferably made according to the
requirements specified for the maximum levels of safety
integrity, as required for safety-critical applications ac-
cording to CENELEC EN 50128 and EN 50129 regula-
tions. The watchdog circuit 205 is connected to the first
processor 200A and to the second processor 200B for
receiving each first check signal 204A of the flow of first
check signals 204A from the first processor 200A and
the second check signal 204B of the flow of second check
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signals 204B from the second processor 200B. In partic-
ular, each check signal of the first check signal 204A and
of the second check signal 204B may have a positive
outcome, in response to a positive outcome of the con-
sistency of a pair of images, that is, in response to a
positive outcome of the consistency of a pair of signa-
tures, the pair of signatures being formed by a first sig-
nature 202A and a corresponding second signature
202B. Alternatively, each check signal of the first check
signal 204A and of the second check signal 204B may
have a negative outcome, in response to a negative out-
come of the coherence of the pair of images.
[0085] In the case of a positive outcome of the first
check signal 204A and the second check signal 204B,
the calculation terminal 2 is configured for transmitting,
starting from the flow of first images 201A or from the
flow of second images 201B, a flow of output images
206. If at least one check signal between the first check
signal 204A generated by the first processor 200A and
the second check signal 204B generated by the second
processor 200B has a negative outcome, the watchdog
circuit 205 is programmed to interrupt the transmission
of the flow of output images 206 by the calculation ter-
minal 2.
[0086] According to an example embodiment, the sys-
tem 1 comprises an operator terminal 3. For example,
the operator terminal 3 may be a fixed terminal, such as,
for example, a computer, or a mobile terminal, that is to
say a mobile device, such as, for example, a tablet. The
operator terminal includes a screen 300, for transmitting
the flow of output images 206.
[0087] The operator terminal 3 may be a COTS oper-
ator terminal. According to an example embodiment
wherein the operator terminal 3 is a COTS operator ter-
minal, the system 1 comprises a transfer server 4. The
transfer server 4 is connected to the calculation terminal
2 and to the COTS operator terminal 3. The transfer serv-
er 4 is designed to provide a protected workspace, that
is to say, an environment in which the communications
between the calculation terminal 2 and the COTS oper-
ator terminal 3 are carried out in a secure manner and
protected from intrusion. The protected workspace, that
is to say, the reference server, according to an example
complies with the security requirements specified by NIS-
2016/1148. According to an embodiment, the transfer
server 4 is a network server. The calculation terminal 2
is configured for encrypting and for compressing each
image of the flow of output images 206; the calculation
terminal 2 is configured for transmitting the flow of en-
crypted and compressed output images 206 to the trans-
fer server 4. The transfer server 4 is configured for de-
crypting and decompressing the flow of output images
206 received from the computer terminal 2. The transfer
server 4 is configured to make the flow of output images
206 available to the COTS operator terminal 3. According
to an example, the transfer server 4 is a network server.
The network server is configured for decrypting and de-
compressing the stream of output images 206 and gen-

erating a web page containing each image of the output
images 206. The network server is also configured for
transmitting the web page to the COTS operator terminal
3 to be displayed on the screen 300 of the COTS operator
terminal 3.
[0088] According to an example embodiment, the op-
erator terminal 3 includes a control system 301, config-
ured for controlling the railway transportation plant or
parts of the railway transportation plant. According to an
example, the operator terminal 3 is a mobile operator
terminal, for example a tablet, and the control system
301 can include a keyboard 302, through which the op-
erator can interact to generate a control signal. According
to an example, the operator terminal 3 may be a fixed
operator terminal, for example a computer, and the con-
trol system 301 can include a keyboard 302 and a mouse
303, through which the operator can interact to commu-
nicate with the operator terminal 3. According to an ex-
ample, the operator terminal 3 is connected to the calcu-
lation terminal 2 and comprises a control system 301 for
sending a control signal 304 to the calculation terminal 2.
[0089] According to an embodiment, the terminal 2
may be configured for receiving the control signal 304
from the operator terminal 3 and generating, in response
to the control signal 304, a one-time password 306. The
calculation terminal 2 may also be configured to generate
a signal 307 requesting an insertion of the one-time pass-
word 306 for the operator terminal 3, that is to say, a
signal requesting an insertion of the one-time password
306 by an operator to the operator terminal 3. The oper-
ator terminal 3 is configured to receive from the calcula-
tion terminal 2 the one-time password 306 is the signal
307 requesting the insertion of the one-time password
306. The operator terminal 3 is configured to return the
one-time password to the calculation terminal 2, in re-
sponse to the request signal 307 for inserting the one-
time password 306 by the calculation terminal 2. Prefer-
ably, the transmission of the one-time password 306 from
the calculation terminal 2 to the operator terminal 3 oc-
curs using a communication channel different from the
communication channel in which there is the transmis-
sion of the flow of output images 206 from the calculation
terminal 2 to the operator terminal 3. In particular, the
system 1 may comprise a personal mobile device 308,
for example a smartphone supplied to the operator. The
personal mobile device 308 is connected to the calcula-
tion terminal 2 for transmitting the one-time password
306. The return of the one-time password 306 from the
operator terminal 3 to the calculation terminal 2 occurs
by means of a communication channel between the op-
erator terminal 3 and the calculation terminal 2. Prefer-
ably, the calculation terminal 2 is configured to control
that the one-time password 306 generated by the calcu-
lation terminal 2, that is to say, the one-time password
306 transmitted by the calculation terminal 2 to the per-
sonal mobile device 308, on which the operator reads
the one-time password, and one-time password 306 en-
tered by the operator and then returned by the operator
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terminal 3 to the calculation terminal 2 are consistent with
each other. If the control has a positive outcome, or the
password transmitted and the password returned are
consistent with each other, the calculation terminal 2 is
configured for transmitting, that is to say, forwarding, the
control signal 304 to the control and drive platform 10 in
response to said control.
[0090] According to an example, the COTS operator
terminal 3 is programmed for generating and transmitting
to the calculation terminal 2, in addition to the control
signal 304, a signal for confirmation of the command by
the operator and the calculation terminal 2 is further pro-
grammed for receiving the control confirmation signal
from the operator and for transmitting the control signal
304 to the command and control platform 10, upon re-
ceiving the control confirmation signal.
[0091] With reference to Figures 1 and 2, the command
and control platform 10 comprises a stage of:

- feeding, that is, transmitting, the flow of input data
100, representing the status of the railway transpor-
tation plant (stage 10.A).

[0092] The calculation terminal 2 comprises the follow-
ing stages:

- generating the images starting from the flow of input
data 100 (stage 2.A);

- consolidating the images (stage 2.B);
- generating a flow of output images 206 starting from

consolidated images (stage 2.C)
- transmitting the flow of output images 206.

[0093] The operator terminal 3 comprises the following
stages:

- receiving the flow of output images 206 and display-
ing each image of the flow of output images 206
(stage 3.A).

[0094] According to an embodiment wherein the oper-
ator terminal 3 is a COTS operator terminal, the system
1 comprises a transfer server 4, the calculation terminal
2 comprises a further stage of:

- encrypting and compressing the flow of output im-
ages 206 and transmission to the transfer server 4
(stage 2.D),

and the transfer server 4 comprises the following stages:

- decrypting and decompressing the flow of output im-
ages 206 (stage 4.A);

- preparing and updating a web page containing each
image of the flow of output images and sending the
web page to the COTS operator terminal 3 for dis-
playing (stage 4.B).

[0095] The invention also provides a method for dis-
playing a status of a railway transportation plant. This
method is preferably implemented in a system 1 to rep-
resent the status of a railway transportation plant, ac-
cording to one or more features described above.
[0096] Preferably, the method for displaying the status
of a railway transportation plant comprises the following
steps, which can be performed in sequence (illustrated
by way of example in Figures 5-7).
[0097] A0. Preparing a command and control platform
10 and a computer terminal 2 in accordance with the
requirements for the maximum levels of safety integrity
for safety-critical applications and defined by CENELEC
EN 50128 and EN 50129, the computer terminal 2 in-
cluding a first processor 200A and a second processor
200B. Preparing, by the command and control platform
10, a flow of input data 100, representing the status of
the railway transportation plant and transmission, pref-
erably through a closed network, for example a LAN net-
work, of the flow of input data 100, by the command and
control platform 10.
[0098] A1. Receiving, by the calculation terminal 2, the
flow of input data 100 and receiving, by each first proc-
essor 200A and second processor 200B the flow of input
data 100. Generating, in parallel, by the first processor
200A and the second processor 200B, starting from the
flow of input data 100, a flow of first images 201A and a
flow of second images 201B, respectively, in raw format.
Conversion, by the processor 200A and the second proc-
essor 200B of the respective images from the raw format
to a standard format, such as jpeg, gif, png or bitmap.
Each image of the flow of first images 201A and of the
flow of second images 201B, generated starting from the
same data series of the plurality of data series of the flow
of input data 100, forms a pair of images in such a way
as to form a flow of pairs of images.
[0099] A2. Deriving, by the first processor 200A and
the second processor 200B, starting from each image of
the flow of first images 201A and of the flow of second
images 201B, respectively, a corresponding flow of first
signatures 202A and a flow of second signatures 202B;
the flow of first signatures 202A and the flow of second
signatures 202B is derived by applying, to each image
of the flow of first images 201A and of the flow of second
images 201B, a same function, for example a HASH func-
tion.
[0100] A3. Exchanging, that is to say, sharing, between
the first processor 200A and the second processor 200B,
through a bi-directional communication channel 203, re-
spectively, the stream of first signatures 202A and the
stream of second signatures 202B.
[0101] A4. Checking the consistency, by the first proc-
essor 200A and the second processor 200B, of each pair
of images by comparing each first signature 202A of the
first flow of first signatures 202A with a corresponding
second signature 202B of the flow of second signatures
202B. Generating, respectively, by the first processor
200A and the second processor 200B, a first check signal
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204A and a second check signal 204B, respectively, for
each pair of images of the flow of pairs of images, in such
a way as to generate a corresponding flow of first check
signals 204A and second check signals 204B. The first
check signal 204A and the second check signal 204B
each represent the consistency of a first signature 202A
with a corresponding second signature 202B, that is to
say, a first signature 202A derived from a first image 201A
of the flow of first images 201A and a second signature
202B derived from a corresponding second image 201B
of the flow of second images 201B.
[0102] A5. If a signal of the flow of first check signals
204A and second check signals 204B has a positive out-
come, that is to say, if the check of the consistency of a
pair has a positive outcome, enabling, by the watchdog
circuit 205 complying with the requirements specified for
the maximum levels of safety integrity for safety-critical
applications according to CENELEC EN 50128 and EN
50129, at a transmission, by the calculation terminal 2,
starting from the flow of first images 201A or from the
flow of second images 201B, of a flow of output images
206 intended to be displayed.
[0103] A6. If at least one signal between the signals of
the flow of first check signals 204A or of the flow of second
check signals 204B has a negative outcome, interruption,
by the watchdog circuit 205, of the transmission of the
flow of output images 206 by the calculation terminal 2.
[0104] In an example embodiment, the method com-
prises the following further steps:

B0. Preparing a COTS operator terminal 3 and a
transfer server 4, in particular a network server, the
network server being connected to the calculation
terminal 2 and to the COTS operator terminal 3, the
network server providing a protected workspace,
that is to say, an environment in which the commu-
nications between the processing terminal 2 and the
COTS operator terminal 3 are carried out in a secure
manner and protected from intrusion.
B1. Encryption and compression, by the calculation
terminal 2, of each image of the flow of output images
206.
B2. Transmission, by the calculation terminal 2, of
the flow of output images 206 encrypted and trans-
mitted to the transfer server 4, that is to say, to the
network server.
B3. Decrypting and decompressing, by the network
server, of each image of the flow of output images
206 and updating of a web page containing each
image of the flow of output images 206.
B4. Feeding, that is to say, transmission of each up-
date of the web page containing each image of the
flow of output images 206 to the COTS operator ter-
minal 3
B5. Display of the updated web page on a screen
300 of the COTS operator terminal 3.

[0105] According to an example embodiment, the

method comprises the following steps:

C1. Generating, by an operator terminal 3, a control
signal 304, using a keyboard 302 and a mouse 303.
Sending the control signal 304, by the operator ter-
minal 3, to the calculation terminal 2.
C2. Receiving, from the calculation terminal 2, the
control signal 304 and generating, in response to the
control signal 304, a one-time password 306 and a
signal 307 requesting an insertion of the one-time
password 306 by an operator. Sending, by the cal-
culation terminal 2, of the one-time password 306,
to a personal mobile device 308, for example a
smartphone, available to an operator, or directly to
the operator terminal 3. Sending, by the calculation
terminal 2, of the signal 307 requesting insertion of
the one-time password 306, to the operator terminal
3.
C3. Return, by the operator terminal 3, of the one-
time password 306, in response to the request signal
307.
C4. Checking, by the calculation terminal 2, that the
one-time password 306 sent from the calculation ter-
minal 2 to the personal mobile device 308 or to the
operator terminal 3, and the one-time password re-
turned, from the operator terminal 3 to the calculation
terminal 2 are consistent with each other.
C5. If the consistency control has a positive outcome,
forwarding, by the calculation terminal 2, of the con-
trol signal 304, to the command and control platform
10.

[0106] According to an example, the method includes
a step of receiving, at the calculation terminal (2), the
control signal (304) generated and transmitted by the
COTS operator terminal (3); the method also comprises
a step of generating and transmitting, to the calculation
terminal (2), a signal confirming the command from an
operator; the calculation terminal (2) receives the control
confirmation signal and transmits the control signal (304),
upon receiving the control confirmation signal.

Claims

1. A system (1) for displaying the status of a railway
transportation plant, comprising:

- a command-and-control platform (10), config-
ured for providing a stream of input data (100)
representative of the status of the railway trans-
portation plant;
- a computer terminal (2), set up to receive from
the a command-and-control platform (10) the
stream of input data (100), the computer termi-
nal (2) including

a first processor (200A), programmed for
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generating, from the stream of input data
(100), a stream of first images (201A) and
a second processor (200B), programmed
for generating, from the stream of input data
(100), a stream of second images (201B),
wherein the first processor (200A) and the
second processor (200B) are programmed
for generating the respective images in a
raw format and for converting each image
from the raw format to a predetermined
standard format, by executing applications
compliant with the SIL4 level of safety in-
tegrity for safety-critical applications, with-
out the use of commercial libraries, in par-
ticular without commercial graphic libraries,
wherein the computer terminal (2) is config-
ured for
checking whether, for each image pair
formed by a first image of the stream of first
images (201A) and a corresponding second
image of the stream of second images
(201B), the first and the second image are
consistent with each other, and
in dependence to said checking, generat-
ing, from the stream of first (201A) or second
images (201B) a stream of output images
(206) to be visualized from a commercial
off-the-shelf (COTS) type operator terminal
(3), stationary or mobile, connected via an
open network to the computer terminal (2).

2. The system (1) according to claim 1, wherein the
computer terminal (2) includes a bi-directional com-
munication channel (203) between the first proces-
sor (200A) and the second processor (200B), con-
figured for sharing information between the first proc-
essor (200A) and the second processor (200B), and
wherein the first (200A) and the second processor
(200B) are each programmed for checking a respec-
tive image pair, to generate a first check signal
(204A) and a second check signal (204B), respec-
tively, each of the first (204A) and second check sig-
nal (204B) being representative of a consistency of
the image pair.

3. The system (1) according to claim 2, wherein the first
(200A) and the second processor (200B) are pro-
grammed for deriving, from the first images (201A)
and the second images (201B), respectively, a cor-
responding first (202A) and second signature
(202B), and wherein the information shared between
the first processor (200A) and the second processor
(200B) include the first (202A) and the second sig-
nature (202B), for each image pair.

4. The system (1) according to any of the previous
claims, wherein the computer terminal (2) is provided
with a real-time operating system compliant with pre-

scribed maximum level of safety integrity for safety-
critical applications, and is programmed for carrying
out, under the supervision of the real-time operating
system, the generation of the stream of first images
(201A) and the stream of second images (201B) in
the raw format, and the stream of second images
(201B), the conversion of each images from the raw
format to the predetermined standard format, the
checking of the consistency of the image pairs and
the generation of the stream of output images (206).

5. The system (1) according to any of the previous
claims, comprising a transfer server (4), in addition
to the computer terminal (2), providing a protected
workspace compliant with prescribed maximum lev-
el of security required by European norms and ap-
plicable to the technical field, wherein:

- the computer terminal (2) is configured for

encrypting and compressing each image of
the stream of output images (206) and
sending the stream of output images (206)
to the transfer server (4),

- the transfer server (4) is configured for

decrypting and decompressing the stream
of output images (206) and
rendering the stream of output images (206)
available to the user terminal (3) COTS op-
eratively connected to the transfer server
(4) through a communication channel avail-
able at least for the time necessary to com-
plete the work session.

6. The system (1) according to any of the claims from
1 to 4 , comprising a transfer server (4), in addition
to the computer terminal (2), providing a protected
workspace, wherein:

- the computer terminal (2) is configured for

encrypting and compressing each image of
the stream of output images (206) and
sending the stream of output images (206)
to the transfer server (4),

- the transfer server (4) is configured for
rendering the stream of output images (206)
available to the user terminal (3) COTS,
- the user terminal (3) COTS is configured for
decrypting and decompressing the stream of
output images (206), the user terminal COTS
(3) being operatively connected to the transfer
server (4) through a communication channel
available at least for the time necessary to com-
plete the work session.
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7. The system (1) according to any of the previous
claims, wherein:

- the computer terminal (2) is programmed for

receiving a command signal (304) from the
user terminal (3) COTS,
generating a one-time password (306) in re-
sponse to the command signal (304) and a
request signal (307) to enter the one-time
password (306) by an operator, for the user
terminal (3) COTS;

- the user terminal (3) COTS, is configured for

generating and sending the command sig-
nal (304) to the computer terminal (2),
receiving the one-time password (306) and
sending the one-time password (306) back
to the computer terminal (2), in response to
the request signal (307), from the computer
terminal (2), to enter the one-time pass-
word;

the computer terminal (2) being further programmed
for

checking whether the one-time password (306)
generated by the computer terminal (2) and the
one-time password (306) sent back by the user
terminal (3) COTS are consistent with each oth-
er and
sending the command signal (304) to the com-
mand-and-control platform (10) in response to
said checking.

8. The system according to claim 7, wherein at least
one of the following conditions is verified:

- a transmission channel of a one-time password
(306) to and from the user terminal (3) COTS is
different from the transmission channel used for
the transmission of data between the computer
terminal (2) and the user terminal (3) COTS:
- a transmission of all data, i.e. of the one-time
password (306) and of the data, is executed by
a protected workspace provided by a transfer
server (4).

9. The system (1) according to any of the previous
claims, wherein the computer terminal (2) includes
a watch-dog circuit (205) compliant with prescribed
maximum level of safety integrity for safety-critical
applications, connected to the first processor (200A)
and to the second processor (200B) and configured
for disabling the stream of output images (206), re-
sponsive to a negative outcome of the checking or
to any other anomaly with a potential impact on the

safety of the system.

10. A method for displaying the status of a railway trans-
portation plant, comprising the following steps:

- providing, by a command-and-control platform
(10), a stream of input data (100), the input data
(100) being representative of the status of the
railway transportation plant;
- receiving, at the computer terminal (2), the
stream of input data (100);
- generating, by the computer terminal (2), from
the stream of input data (100), a stream of first
images (201A) in a raw format,
- generating, by the computer terminal (2), from
the stream of input data (100), a corresponding
stream of second images (201B) in a raw format,
- converting, by the computer terminal (2), the
images of the stream of first images (201A) and
of the stream of second images (201B) from the
raw format to a standard format,
- checking, by the computer terminal (2), for
each image pair formed by a first image of the
stream of first images (201A) and a correspond-
ing second image of the stream of second im-
ages (201B), whether the first and the second
images are consistent with each other, and
- in dependence to said checking, generating,
by the computer terminal (2), from the stream of
first (201A) or second images (201B), a stream
of output images (206) to be displayed on a
COTS type user terminal (3) connected via an
open network to the computer terminal (2).

11. The method according to claim 10, wherein the step
of generating the stream of first images (201A) and
converting the images of the stream of first images
(201A) to the standard format is carried out by a fist
processor (200A) and wherein the step of generating
the stream of second images (201B) and converting
the images of the stream of second images (201B)
to the standard format is carried out by a second
processor (200B), the first processor (200A) and the
second processor (200B) being distinct processors
of the computer terminal (2) and executing applica-
tions compliant with the SIL4 level of safety integrity
for safety-critical applications, without the use of
commercial libraries for generating the images.

12. The method according to claim 11, wherein the com-
puter terminal (2) includes a bi-directional commu-
nication channel (203) between the first processor
(200A) and the second processor (200B), the meth-
od comprising the following steps:

- sharing information between the first processor
(200A) and the second processor (200B),
through the bi-directional channel (203),
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- checking, by each of the first processor (200A)
and the second processor (200B) a respective
image pair,
- generating, by each of the first (200A) and sec-
ond processor (200B), a fist check signal (204A)
and a second check signal (204B), respectively,
each of the of the first (204A) and second check
signal (204B) being representative of a consist-
ency of the image pair.

13. The method according to claim 12, further compris-
ing a step of deriving, by the first (200A) and the
second processor (200B), from the first and second
images, respectively, a corresponding first (202A)
and a second signature (202B), and wherein the said
sharing information between the first (200A) and the
second processor (200B) includes the first (202A)
and the second signature (202B), for each image
pair and the said checking of the first image (201A)
and the second image (201B) includes a step of
checking of a consistency between the first signature
(202A) and the second signature (202B).

14. The method according to any of the claims from 10
to 13, comprising a step of interrupting, by a watch-
dog circuit (205) compliant with prescribed maximum
level of safety integrity for safety-critical applications,
the stream of output images (206), in response to a
negative outcome of the checking or to any other
anomaly with a potential impact on the safety of the
system.

15. The method according to any of the claims from 10
to 14, comprising the following steps:

- providing a transfer server (4), defining a pro-
tected workspace compliant with prescribed
maximum level of security required by European
norms and applicable to the technical field;
- encrypting and compressing, by the computer
terminal (2), the images of the stream of output
images (206), and sending, by the computer ter-
minal (2), the stream of output images (206) to
the transfer server (4),
- decrypting and decompressing, by the transfer
server (4), stream of output images (206);
- providing a user terminal (3), the user terminal
(3) COTS connected via an open network to the
computer terminal (2), the user terminal (3)
COTS being operatively connected to the trans-
fer server (4) through a communication channel
available at least for the time necessary to com-
plete the work session;
- rendering available, by the transfer server (4),
the stream of output images (206) to the user
terminal (3) COTS,
- displaying, by the user terminal (3) COTS, the
stream of output images (206).

16. The method according to any of the claims from 10
to 14, comprising the following steps:

- providing a transfer server (4), defining a pro-
tected workspace,
- encrypting and compressing, by the computer
terminal (2), the images of the stream of output
images (206), and sending, by the computer ter-
minal (2), the stream of output images (206) to
the transfer server (4),
- providing a user terminal (3) COTS connected
via an open network to the computer terminal
(2), the user terminal (3) COTS being operatively
connected to the transfer server (4) through a
communication channel available at least for the
time necessary to complete the work session;
- rendering available, by the transfer server (4),
the stream of output images (206) to the user
terminal (3) COTS,
- decrypting and decompressing, by the user ter-
minal (3) COTS, the output images of the stream
of output images (206);
- displaying, by the user terminal (3) COTS, the
stream of output images (206).

17. The method according to any of the claims from 10
to 16, comprising the following steps of:

- at the computer terminal (2),

receiving a command signal (304) from the
user terminal (3) COTS,
generating a one-time password (306) in re-
sponse to the command signal (304) and a
request signal (307) to enter the one-time
password for the user terminal (3) COTS;

- at the user terminal (3) COTS,

generating and sending the command sig-
nal (304) to the computer terminal (2)
receiving the one-time password (306) and
sending the one-time password (306) back
to the computer terminal (2), in response to
the request signal (307) to enter the one-
time password from the computer terminal
(2),

the method further comprising the steps, by the com-
puter terminal (2),

checking whether the one-time password (306)
generated by the computer terminal (2) and the
one-time password (306) sent back by the
COTS user terminal (3) are consistent with each
other and
sending the command signal (304) to the com-
mand-and-control platform (10) in response to
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said checking.
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