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(54) ELECTRONIC SYSTEM TO CONTROL ACCESS TO A WASTE CONTAINER AND WASTE 
CONTAINER THEREOF

(57) It is disclosed an electronic system (1) to control
the access of a user to a waste container. The system
comprises a Central Processing Unit (2), a volatile central
memory (3), a non-volatile memory (4), a short-distance
wireless signal transceiver (20, 5, 6, 7), a power supply
battery, a circuit to manage electrical energy flows and
a photovoltaic panel. The central memory is configured
to store the object code of the running operating system
and the object code of the running software program and
data of the software program. The Central Processing
Unit is configured to receive a signal indicative of the
value of a user identifier or indicative of an authenticated
command or of an invalidity command, to verify whether
the user is authorized to deliver waste in the waste con-
tainer, by means of a verification of the validity of at least
part of said user identifier or by means of the verification
of reception of said authenticated command or of said
invalidity command, and to generate, as a function of the
outcome of said verification, a driving signal (S_drv) to
lock or unlock the electro-mechanical lock of the waste
container.
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Description

TECHNICAL FIELD OF THE INVENTION

[0001] The present invention generally relates to the
field of waste delivery.
[0002] More particularly, the present invention con-
cerns an electronic system to control the access of a user
to a waste container and waste container thereof.

PRIOR ART

[0003] It is known to use microcontroller electronic
boards to control the access to a waste container, by
means of electronic keys (for example, RFID or NFC
tags) adapted to unlock the opening of a lock of the con-
tainer.
[0004] The Applicant has observed that the use of a
microcontroller-based architecture has the following dis-
advantages:

- It is not very flexible when adding a new functionality
associated with the control of the access of users to
the waste container (such as for example adding a
new user for the controlled access through authen-
tication to open the lid of the waste container) or
when modifying an already existing functionality
(such as modifying the access rights of an already
registered user);

- It is not very flexible when adding a new user inter-
face (such as for example a new type of tag reader)
or when modifying an already existing interface;

- It is not very flexible when adding a new hardware
peripheral for connection to a new external device,
both in the case of a short-distance radio connection
and in the case of a medium-long-distance connec-
tion;

- It is not very flexible with regards to software devel-
opment.

SUMMARY OF THE INVENTION

[0005] The present invention concerns an electronic
system to control the access to a waste container as de-
fined in the appended claim 1 and by its preferred em-
bodiments described in the dependent claims 2 to 10.
[0006] The Applicant has perceived that the electronic
system according to the present invention has the follow-
ing advantages:

- it allows to easily add a new functionality associated
with the control of the access of users to the waste
container (such as for example adding a user for the
authenticated access to open the lid of the waste
container) or easily modify an already existing func-
tionality (such as modifying the access rights of an
already registered user), as an update of the soft-
ware program implementing the addition or modifi-

cation of the functionality of interest is sufficient;
- it allows to easily add a new user interface (such as

for example a new type of tag reader) or modify an
already existing interface, by using a new driver of
the operating system and/or of a software library pro-
vided by the manufacturer of the user interface and
compatible with the operating system itself;

- it allows to easily add a new hardware peripheral for
connection with a new external short/medium/long-
distance device, by using a new driver of the oper-
ating system and/or by using a software library pro-
vided by the manufacturer of the device itself and
compatible with the operating system itself;

- it allows to increase the stability over time of the high-
level application software;

- it has a sufficiently low electrical power consumption
such that it can operate supplied by a battery for an
extended period of time, possibly without requiring
the battery to be replaced for the entire life of the
waste container;

- it implements a strategy to exploit a photovoltaic pan-
el, also compatible with diffused/indirect light
through a suitable electrical interfacing;

- it allows switching from a stand-by operating state
to an active operating state with a sufficiently low
switching time, such that it is not perceived by the
user;

- the number of maintenance operations necessary to
replace the power supply battery that has discharged
is reduced (at most reduced to zero).

[0007] It is also an object of the present invention a
waste container, wherein the waste container is defined
in the appended claim 11 and in the preferred embodi-
ment described in the dependent claim 12.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Additional features and advantages of the in-
vention will become more apparent from the description
which follows of a preferred embodiment and the variants
thereof, provided by way of example with reference to
the appended drawings, in which:

- Figure 1 shows a block diagram of an electronic sys-
tem to control the access to a waste container ac-
cording to the invention;

- Figure 2 shows a diagram of a layered architecture
implementing the electronic system of the invention;

- Figure 3 shows a waste container according to the
invention.

DETAILED DESCRIPTION OF THE INVENTION

[0009] It should be observed that, in the following de-
scription, identical or analogous blocks, components or
modules are indicated in the figures with the same nu-
merical references, even if they are shown in different

1 2 
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embodiments of the invention.
[0010] With reference to Figure 1, it shows an electron-
ic system 1 to control the access to a waste container
according to the invention.
[0011] The electronic system 1 is positioned at least
partly inside the waste container, in particular in a suitable
housing inside the waste container.
[0012] The electronic system 1 has the function of ex-
posing methods of different types for interfacing with a
user, such as for example allowing the delivery of the
waste within the volume of the container 1 by a citizen.
[0013] Preferably, the electronic system 1 has the func-
tion of communicating autonomously with a remote mon-
itoring system, so as to guarantee remote diagnos-
tics/control and at the same time convey the data collect-
ed on site and use them to provide other types of func-
tionalities that can optimize the waste collection cycle
itself, also communicating directly with the information
system of the waste management company.
[0014] The electronic system 1 makes it possible to
make the municipal waste collection process more effi-
cient, safe and efficient, from the individual delivery of
the citizen up to the management of data acquired on
site, as well as the management of the fleet of waste
containers provided with the electronic system 1.
[0015] The electronic system 1 comprises a Central
Processing Unit 2, a generator 12 of a clock signal S_clk,
a non-volatile memory 4, a volatile-type central memory
3, one or more electrical connectors 9-1, 9-2, 9-3 and a
power supply battery 11.
[0016] The clock signal generator 12, the non-volatile
memory 4, the volatile-type central memory 3, the elec-
trical connectors 9-1, 9-2, 9-3 and the power supply bat-
tery 11 are electrically connected to the Central Process-
ing Unit 2 by means of respective wired electrical con-
nections.
[0017] The electronic system 1 can be powered, alter-
natively:

- only by the power supply battery 11;
- only by a power supply network;
- only by a photovoltaic panel;
- both by the power supply battery 11 and by the pho-

tovoltaic panel;
- by the power supply battery 11 recharged by the pho-

tovoltaic panel;
- both by the power supply network and by the power

supply battery (in the case in which the power supply
network is not available).

[0018] The power supply battery 11 has the function
of powering the electrical and electronic components of
the electronic system 1, in particular the Central Process-
ing Unit 2, the clock signal generator 12, the non-volatile
memory 4 and the central memory 3.
[0019] The central memory 3, the non-volatile memory
4 and the clock signal generator 12 are electrically con-
nected to the Central Processing Unit 2, by means of

wired connections (for example, suitable metal tracks of
a printed circuit board).
[0020] The central memory 3 is a random access mem-
ory (e.g., of the SDRAM type).
[0021] The central memory 3 has the function of storing
the object code of the operating system and of a software
program when it is executed by means of the Central
Processing Unit 2.
[0022] In addition, the central memory 3 has the func-
tion of storing the data of the operating system and of
the software programs used and being run.
[0023] The software program comprises a plurality of
code portions, each of which performs a particular func-
tionality associated with the delivery of the waste in the
container, such as for example:

- authentication of the user to verify whether he is au-
thorized to deliver waste into the waste container, in
order to unlock (or keep locked) an electro-mechan-
ical lock that allows the opening (or prevents the
opening) of a lid of the waste container;

- control of a user’s rights to access the container by
means of a comparison with a whitelist (or blacklist)
of users, in order to unlock (or keep locked) the elec-
tro-mechanical lock;

- control of a user’s rights to access the container by
evaluating other parameters associated with the us-
er, such as for example based on the municipality or
the area of residence and on the positioning of the
container, in order to unlock (or keep locked) the
electro-mechanical lock.

[0024] In addition, the central memory 3 has the func-
tion of storing the object code of an operating system
when it is executed by means of the Central Processing
Unit 2, as will be explained in more detail later.
[0025] The non-volatile memory 4 has the function of
storing the object code of the operating system.
[0026] The Central Processing Unit 2 has the function
of executing the operating system and a software pro-
gram that executes one or more functionalities associat-
ed with the delivery of waste in the waste container in
which the electronic system 1 is mounted.
[0027] The Central Processing Unit 2 is implemented
with a processor or a microprocessor, for example NXP
of the i.MX 8M family.
[0028] The term "operating system" means a software
program that has at least the following functions:

- to enable the execution of a software program that
executes one or more functionalities associated with
the delivery of the waste;

- for the execution-enabled software program, to pro-
vide a communication interface with a short-distance
wireless signal transceiver and provide a further
communication interface with the electro-mechani-
cal lock of the waste container;

- for the execution-enabled software program, to pro-
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vide a communication interface with other units of
the electronic system 1 and/or with peripherals ex-
ternal to it;

- to manage the allocation of space in the central mem-
ory 3 to store the object code containing the instruc-
tions for the execution of the software program and
to store the data of the program during its execution.

[0029] In addition, the operating system has the func-
tion of managing the hardware peripherals, ensuring a
homogeneity of interaction.
[0030] The operating system is for example Linux and
similar (Debian, Fedora, RedHat, CentOS) or Windows
Embedded Compact.
[0031] The use of a general operating system running
on a Central Processing Unit has the advantage of al-
lowing greater flexibility than an architecture using a mi-
crocontroller, because it is possible to develop and add
a new functionality to the electronic system 1 (or modify
an already existing functionality) by means of an update
of the software program authenticating the user: this is
achieved easily and quickly, since the software code is
written using standard programming languages (for ex-
ample, C or C++), which are supported by many compil-
ers and can be executred on different operating systems
without requiring substantial changes to the code.
[0032] In addition, a general operating system can use
a multitude of application libraries available for the differ-
ent functionalities and can use a wide availability of stand-
ard drivers already included in the kernel of the operating
system or add non-standard drivers if compatible with
the operating system in question, in order to interface the
operating system with new hardware peripherals.
[0033] In fact, device manufacturers (for example, a
tag reader or communication device) are encouraged to
make available software libraries that facilitate the inter-
facing and the use of their devices by user applications
and this is all the more true the more the library can be
provided to work within a widespread operating system
(eg: Linux, Android) which, de facto, makes the interac-
tion with a variety of systems (processors, memories,
peripherals, different) uniform.
[0034] Conversely, in a microcontroller architecture
each microcontroller family has its own specific develop-
ment environment and a limited number of libraries and
also in some cases it is necessary to develop new drivers
when a new peripheral is added; in some cases it is nec-
essary to use an architecture with a plurality of microcon-
trollers in which each peripheral is managed by a respec-
tive microcontroller, thus increasing the complexity,
times and cost of the overall architecture.
[0035] In general, a device manufacturer has much
more difficulty in making software libraries available for
interfacing them to microcontroller-based systems be-
cause of the enormous variability and incompatibility of
the characteristics of the microcontrollers. In fact, in mi-
crocontroller-based systems there is typically no operat-
ing system that decouples the mode of interfacing with

the environment in which the programs run (computa-
tional, storage resources and peripherals), from the spe-
cific characteristics of the same (type of processor, mem-
ory and peripherals). Some embedded operating sys-
tems consist of software modules (e.g. libraries) integrat-
ed within the single running application program and pro-
vide some functionalities that are typical of real operating
systems (e.g. event management from interrupt periph-
erals): however, these are not real operating systems,
which for example run independently of the execution of
one or more application programs and, consequently to
the limits of the microcontroller architectures (e.g. lack
of memory virtualization mechanisms), they are not able
to realize memory protection mechanisms between sev-
eral application programs in a consolidated way.
[0036] Advantageously, the electronic system 1 is
such to operate according to two operating modes:

- an active mode, in which the Central Processing Unit
2 is such to operate in order to execute the software
program associated with the control of user access
to the waste container;

- a stand-by mode ("deep sleep"), in which the Central
Processing Unit 2 is such to deactivate the operation
of at least a part of the combinational and sequential
logic circuits implementing the Central Processing
Unit 2, for example by suitably interrupting the power
supply and/or by disabling the clock signal of the
sequential circuits.

[0037] The stand-by mode is activated when the user
does not interact with the waste container (and thus with
the electronic system 1), whereas the electronic system
1 switches from the stand-by mode to the active mode
when the user interacts with the waste container (and
thus with the electronic system 1), for example for the
delivery of waste in the container.
[0038] Therefore in the stand-by mode the electrical
power consumption of the electronic system 1 is mini-
mized, thus increasing the life of the battery 11 powering
the electronic components of the electronic system 1.
[0039] The electronic system 1 is such to switch be-
tween the stand-by mode and the active mode, in the
case where the electronic system 1 is such to receive an
activation signal from a unit, sensor or hardware periph-
eral connected to the Central Processing Unit 2: in this
case, for example, a hardware interrupt signal is gener-
ated by the unit, sensor or hardware peripheral, then the
interrupt signal is received by the Central Processing Unit
2 which switches from the stand-by mode to the active
mode, in order to execute the software program that takes
as input the signal generated by the unit, sensor or hard-
ware peripheral that has awakened the Central Process-
ing Unit 2.
[0040] Using a processor or microprocessor allows to
have a switching time between the stand-by mode and
the active mode that is low enough that it is not perceived
by the user.
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[0041] For example, the switching time of the electronic
system 1 between the stand-by mode and the active
mode is equal to about 1 second.
[0042] More generally, the reaction time of the elec-
tronic system 1 towards the user is of the same order of
magnitude as the one that one would have using a mi-
crocontroller architecture.
[0043] For example, the Central Processing Unit 2
switches from the stand-by mode to the active mode in
case one or more of the following events takes place:

- coupling of an electronic key (e.g. NFC type) or of a
mobile electronic device (e.g. with NFC interface)
with an NFC type identification reader unit 20;

- pressing a button of the electronic system 1 by the
user;

- detection of the presence of a person in proximity to
the waste container, by means of a proximity sensor
21, as will be illustrated in more detail below;

- coupling of a user’s mobile electronic device with a
first short-distance wireless signal transceiver 5 (e.g.
Bluetooth Low Energy type) or with a second short-
distance wireless signal transceiver 6 (e.g. Wi-Fi or
LoRa type);

- detection of a displacement of the waste container,
by means of an inertial sensor 9, as will be illustrated
in more detail below.

[0044] The use of a microprocessor architecture and
operating system is more flexible from the point of view
of programming and ease of implementation of new func-
tionalities; on the other hand, a microprocessor architec-
ture and operating system increases electrical energy
consumption due to the size of the memory used and of
the frequency of the microprocessor which cannot be too
low.
[0045] Therefore the use of a microprocessor architec-
ture and operating system in a waste container presents
problems due to the high consumption of electrical en-
ergy.
[0046] The most important aspect to manage is the
robustness and the efficiency of the energy department,
whether batteries for the power supply of the system or
other power supply sources are used.
[0047] In fact, if batteries are used to supply a micro-
processor-based system, the duration of the latter is
greatly reduced compared to those of a microcontroller
architecture (it ranges from a duration of a few months
for microcontroller devices, to a duration of 1-2 weeks
for microprocessor architectures): energy management
is thus an extremely critical element.
[0048] In order to be able to use architectures of this
type operationally, it is thus necessary to implement a
part of the system dedicated to energy balance.
[0049] In particular, at least two solutions are possible:

1) to use microprocessors that can operate by alter-
nating the stand-by modes to the active modes: in

this way the average consumption is significantly re-
duced. It is useful to note that, since there is a need
to have a rapid interaction with the user (for example
on the occasion of the delivery of waste), the elec-
tronic system 1 cannot be completely switched off
and then restarted (as can be done with a microcon-
troller): only the use of the stand-by modes are com-
patible with the awakening times of the application,
clearly in the face of higher consumption than those
in the (completely) switched off state. In any case,
with the application and the integration of the energy
management policies in the main software, 1-2
months are reached without having to replace the
battery;
2) to use an additional energy storage module (for
example, one or more photovoltaic panels) in order
to recharge the rechargeable power supply battery.

[0050] Advantageously, the operating system execut-
ed by the Central Processing Unit 2 has the further func-
tion of managing a virtual memory simulating (by means
of a combination of hardware and software) a central
memory space 3 by making sure that the memory avail-
able for the execution of a software program is greater
than the memory physically available in the central mem-
ory 3.
[0051] For this purpose, the operating system execut-
ed on the Central Processing Unit 2 comprises portions
of software code managing the mapping between a vir-
tual memory space and the physical memory space ac-
tually assigned to the software program in question, so
that the central memory 3 appears to the running software
program as a contiguous address space. Furthermore,
the use of the virtual memory allows to guarantee the
protection (i.e. the separation) of the memory space al-
located for a program with respect to other programs and
the protection of the memory space allocated for the op-
erating system, and also to guarantee that the memory
part allocated for the object code of a software program
is not also used to store the data on which the same
program operates.
[0052] In particular, the memory space allocated in the
volatile memory 3 for the object code and data of the user
authentication program is separated from the memory
space allocated for the object code and the data of the
operating system, thus preventing a malfunction of the
authentication program from being able to compromise
the operation of the operating system, protecting the op-
erating system in case of an instability thereof or in case
of a cyber attack.
[0053] In particular, in the case in which the space of
the central memory 3 is not sufficient for the execution
of the software programs, the operating system manages
the virtual memory in the following way:

- portions of the object code and data of the software
program (for example, the authentication program)
are temporarily saved in the non-volatile memory 4
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and space in the central memory 3 is freed;
- when it is necessary to execute such portions of code

or access such data, they are restored to volatile
memory 3.

[0054] For example, the following events trigger the
recovery of the portions of the object code of the authen-
tication program from the non-volatile memory 4 to the
central memory 3:

- coupling of an electronic key (e.g. NFC type) or of a
mobile electronic device (e.g. with NFC interface)
with the NFC type identification reader unit 20;

- pressing a button of the electronic system 1 by the
user;

- detection of the presence of a person in proximity to
the waste container, by means of the proximity sen-
sor 21;

- coupling of a user’s mobile electronic device with the
first short-distance wireless signal transceiver 5 (e.g.
of Bluetooth Low Energy type) or with the second
short-distance wireless signal transceiver 6 (e.g. of
Wi-Fi type).

[0055] The use of the virtual memory is possible be-
cause a complete operating system is used that can be
executed by means of a microprocessor (i.e. the Central
Processing Unit 2); otherwise, in the solutions according
to the prior art a micro-controller programmed directly
(bare metal) or running an Operating System, for exam-
ple in Real time (Real-time OS), which does not have the
virtual memory management function is used.
[0056] Preferably, the non-volatile memory 4 has the
further function of storing alarms generated by the elec-
tronic system 1, such as for example an alarm message
indicative of the overturning of the waste container, an
alarm indicative of the presence of smoke and/or fire in-
side the waste container, an alert message indicative of
reaching a waste filling level greater than a defined
threshold value (for example, comprised between 80 and
90%), an alarm message caused by the door that has
not been shut after the delivery (e.g.: jammed), a mes-
sage indicating that the lock of the lid has not moved
despite receiving an open/close command.
[0057] In particular, the Central Processing Unit 2 com-
prises a Arithmetic Logic Unit, a Control Unit connected
with the Arithmetic Logic Unit and a plurality of internal
registers connected with the Arithmetic Logic Unit and
with the Control Unit.
[0058] The Arithmetic Logic Unit comprises a plurality
of logic ports receiving as input the data stored in at least
part of the plurality of registers and receive as input at
least one control signal generated by the Control Unit,
then said plurality of logic ports executes suitable logic
and arithmetic operations in order to execute the object
code of the operating system and the object code of the
software programs, then generate as output processed
data that are temporarily stored in at least part of the

plurality of internal registers or are stored in the central
memory 3.
[0059] The electrical connectors 9-1, 9-2, 9-3 have the
function of connecting three devices external to the elec-
tronic system 1 which can be of the electronic or electro-
mechanical type, as it will be explained in more detail
below.
[0060] The electronic system 1 is such to implement a
user authentication functionality by means of a software
program, which consists of carrying out an authentication
of a user (for example, a citizen) to verify whether he is
authorized to deliver waste into the waste container, in
order to allow the unlocking or locking of an electro-me-
chanical lock controlling the closing and opening of a lid
of the waste container.
[0061] The electronic system 1 further comprises a
short-distance wireless signal transceiver, which can be
realized with an identifier reading unit 20 or with a short-
distance wireless signal transceiver 5, 6 or 7, which will
be illustrated in more detail below.
[0062] Therefore according to a first embodiment, the
electronic system 1 further comprises the identifier read-
ing unit 20 and the connector 9-1 is electrically connected
to an input terminal of an electro-mechanical lock mount-
ed inside the waste container; moreover the central mem-
ory 3 is configured to store the object code of the running
authentication software program performing the authen-
tication of the user and verifies whether he is authorized
to deliver the waste in general and/or to deliver the waste
in a particular container.
[0063] The identifier reading unit 20 is electrically con-
nected to the Central Processing Unit 2 by means of wired
connections and is powered by the battery 11, by the
power supply network, by a photovoltaic panel or by a
combination thereof.
[0064] The identifier reading unit 20 is configured to
receive a first short-distance wireless signal S1_sd car-
rying a user identifier comprising information uniquely
identifying a user of the waste delivery service.
[0065] Further, the identifier reading unit 20 is config-
ured to generate a reading signal S_tg carrying the value
of the user identifier.
[0066] The user identifier comprises for example an
alphanumeric string uniquely associated with a user (i.e.
it is a unique code or identifier), which is therefore differ-
ent among several users.
[0067] The first short-distance wireless signal S1_sd
is generated by a mobile electronic device external to the
electronic system 1, such as for example a smartphone,
a tablet or a laptop computer, which are provided with a
suitable interface adapted to communicate with the iden-
tifier reading unit 20.
[0068] The identifier reading unit 20 transmits the read-
ing signal S_tg towards the Central Processing Unit 2 by
means of a communication interface provided by the op-
erating system executed on the Central Processing Unit
2.
[0069] Preferably, the user identifier comprises a first
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field containing the user’s unique identifier and comprises
a second field containing information associated with the
user himself, such as for example his municipality of res-
idence or his Region of residence.
[0070] The user identifier is for example contained in
an electronic tag associated with the user, which can for
example be stored inside an RFID or NFC tag, which
contains a memory having a portion that can be written
only once by the manufacturer to configure the value of
a unique code or identifier of the user: in this case the
identifier reading unit 20 is an NFC or RFID type tag read-
er that is received by means of an external electronic
device that the user places in proximity to the identifier
reading unit 20.
[0071] Furthermore, according to said first embodi-
ment, the Central Processing Unit 2 is configured to ex-
ecute, by means of the Arithmetic Logic Unit, of the Con-
trol Unit and of the plurality of internal registers, the in-
structions of the object code of the software program per-
forming the authentication of the user to verify whether
he is authorized to deliver the waste into the waste con-
tainer, in particular by means of a verification of the va-
lidity of at least part of the user identifier.
[0072] Even more particularly, the Central Processing
Unit 2 is configured to receive (from the identifier reading
unit 20) the identifier reading signal S_tg indicative of the
value of the user identifier, is configured to perform the
authentication of the user to verify whether he is author-
ized to deliver waste into the waste container by means
of a verification of the validity of the content of the user
identifier that uniquely identifies the user, and is config-
ured to generate, as a function of the outcome of said
validity verification, a driving signal S_drv to lock or un-
lock an electro-mechanical lock of the waste container:

- in the case in which the user is authorized to deliver
waste into the waste container, the Central Process-
ing Unit generates the driving signal S_drv com-
manding the unlocking of an electro-mechanical lock
of the waste container, thus allowing the opening of
the lid thereof and therefore allowing the delivery of
waste by the user;

- in the case in which the user is not authorized to
deliver waste into the waste container, the Central
Processing Unit 2 generates the driving signal S_drv
commanding the locking of the electro-mechanical
lock of the waste container, thus preventing the
opening of the lid thereof and therefore preventing
the delivery of waste by the user.

[0073] The term "validity" of the content of the user
identifier that uniquely identifies the user (i.e. the unique
identifier) means to verify that this comprises data
uniquely associated with a waste delivery service and
also to verify that said content of the user identifier (i.e.
the unique identifier) is authentic, i.e. it has not subse-
quently been modified or duplicated by unauthorized per-
sons.

[0074] The verification of the validity of the unique iden-
tifier of the user is carried out by means of a predefined
mathematical function (for example, a mathematical al-
gorithm) that takes as input at least part of the value of
the user identifier and generates as output a calculated
value by means of said function applied to said at least
part of the value of the user identifier, then it is verified
whether the calculated value is equal to an expected val-
ue or whether the calculated value respects a predefined
mathematical rule.
[0075] The expected value may be predefined, i.e. it
is known to the electronic system 1 in advance as it has
been previously configured under safe conditions; alter-
natively, the expected value is contained within a field of
the user identifier (separated from the field containing
the information uniquely identifying the user) and is then
received by the electronic system by means of the read-
ing signal S_tg generated by the read unit 20.
[0076] For example, the mathematical function is a
hash function receiving as input the field of the user iden-
tifier that contains the information uniquely identifying the
user (i.e. the unique identifier) and generates therefrom
as output an alphanumeric string of predefined length,
then it is verified (by means of the Central Processing
Unit 2) if at least part of said calculated alphanumeric
string is equal to a predefined expected hash value or
contained within a field of the same user identifier re-
ceived.
[0077] Another example is to use a user identifier com-
prising a first field that contains information uniquely iden-
tifying the user (i.e. the unique identifier) and a second
field that contains a checksum.
[0078] In this example the Central Processing Unit 2
receives (by means of the reading unit 20) the user iden-
tifier, extracts therefrom the first field and the second field
containing the checksum, then it calculates a checksum
as a function of the value of the first field, and finally it
performs the comparison between the value of the cal-
culated checksum and the value of the checksum re-
ceived in the second field:

- in the case in which the values of the two checksum
are equal, it means that the user identifier is valid,
therefore the Central Processing Unit 2 generates
the driving signal S_drv that unlocks the electro-me-
chanical lock, thus allowing the user to open the lid
of the container and deliver the waste inside it;

- in the case in which the values of the two checksum
are different, it means that the user identifier is
invalid, therefore the Central Processing Unit 2 gen-
erates the driving signal S_drv that keeps the electro-
mechanical lock locked (or simply keeps the value
of the driving signal S_drv unchanged if the electro-
mechanical lock is already closed), thus preventing
the user from opening the lid of the container and
thus preventing him from delivering the waste.

[0079] Note that the authentication of the user to verify
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whether he is authorized to deliver the waste is carried
out by means of a verification of the validity of the first
field of the read user identifier that does not require a
storage of user access rights in the non-volatile memory
4 of the electronic system 1: in this way the security of
the electronic system 1 is increased, since in the event
of break-in of the electronic system 1 by malicious per-
sons, they have no available sensitive data of the users.
[0080] According to another preferred embodiment, it
is used an encryption of at least part of the value of the
user identifier, in order to protect said part in the event
of interception by malicious persons, for example in case
of theft of the electronic tag storing the value of the user
identifier or to make it very difficult to duplicate the user
identifier itself.
[0081] For example, it is performed encryption of the
writable information content (i.e. the second field) of an
electronic tag (e.g., an NFC/RFID tag) containing a first
(non-writable) field containing information to identify the
user, using for example an asymmetric key encryption
(e.g., RSA): a private key k1 is used when preparing the
TAG (formatting) and a public key k2 is known to the
authentication software program executed on the Central
Processing Unit 2 and is used by the program itself during
execution. In this case the user identification data (in par-
ticular the data contained in the second field) are encrypt-
ed in the transmission with the private key k1 and de-
crypted in the reception with the public key k2, then the
plain data are used according to the procedures de-
scribed above.
[0082] In this case the access verification software pro-
gram (executed on the Central Processing Unit 2) com-
prises a further portion of code implementing a function-
ality of decryption of at least part of the value of the en-
crypted user identifier received by means of the reading
unit 20, thus generating the plain value of the user iden-
tifier.
[0083] In addition, the operating system executed on
the Central Processing Unit 2 can make use of the stable,
secure and performing implementation of known, shared
and reliable encryption libraries and programs (e.g.:
RSA, AES, etc.) since they are available to operate within
the operating system itself, regardless of the purpose of
the overall system. Conversely, the implementation of
new cryptographic algorithms that were necessary in en-
vironments for which there are no consolidated and ver-
ified software libraries, such as microcontrollers, is not
recommended because it can manifest security flaws re-
lated to the implementation itself.
[0084] According to said further embodiment, the Cen-
tral Processing Unit 2 is configured to receive the reading
signal S_tg indicative of the value of the encrypted user
identifier, it is configured to decrypt the value of the en-
crypted user identifier and to generate therefrom the plain
value of the user identifier.
[0085] In this case, the above considerations relating
to the verification of the validity of the first field of the user
identifier with a mathematical function (for example,

hash) or checksum are similarly applicable considering
the plain value of the first field of the user identifier, i.e.
after the first field of the encrypted user identifier has
been decrypted.
[0086] Advantageously, the non-volatile memory 4 is
configured to further store a whitelist containing a list of
the user identifiers associated with users who are author-
ized to deliver waste into the waste container in which
the electronic system 1 is mounted: in this case the Cen-
tral Processing Unit 2 is further configured to read, from
the non-volatile memory 4, the list of the authorized user
identifiers, is configured to compare the value of the read
user identifier with respect to the list of the authorized
user identifiers, and is configured to generate, as a func-
tion of the outcome of the verification and of the compar-
ison, the driving signal S_drv to lock or unlock the electro-
mechanical lock of the waste container.
[0087] In particular:

- in the case in which the Central Processing Unit 2
detects that the read user identifier is valid and also
the value of the read user identifier is included in the
list of the authorized user identifiers, the Central
Processing Unit 2 generates the driving signal S_drv
having a first value (for example, a high logical value)
to unlock the opening of the electro-mechanical lock
of the waste container;

- in the case in which the Central Processing Unit 2
detects that the read user identifier is valid and the
value of the read user identifier is instead not includ-
ed in the list of the authorized user identifiers (for
example because the user is trying to deliver waste
in a container positioned in an area different from
the one assigned to him based on the residence ad-
dress), the Central Processing Unit 2 generates the
driving signal S_drv having a second value (for ex-
ample, a low logical value) to lock the opening of the
electro-mechanical lock of the waste container;

- in the case in which the Central Processing Unit 2
detects that the read user identifier is not valid or that
the value of the read user identifier is not included
in the list of the authorized user identifiers, the Cen-
tral Processing Unit 2 generates the driving signal
S_drv having a second value (for example, a low
logical value) to lock the opening of the electro-me-
chanical lock of the waste container.

[0088] Alternatively, the non-volatile memory 4 is con-
figured to store a blacklist containing a list of the user
identifiers associated with users who are not authorized
to deliver waste into the waste container in which the
electronic system 1 is mounted: the above considerations
relating to the Central Processing Unit 2 for the whitelist
apply similarly to the blacklist, with the difference that the
opening of the lock is locked in the case in which the user
identifier is included in the blacklist.
[0089] Preferably, time and/or position rules are de-
fined based on which a user can deliver household waste
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only in the containers that are positioned within a certain
distance from his home, or only in certain time slots (for
example, only between 9:00 p.m. and 6:00 a.m.).
[0090] According to a second embodiment, the elec-
tronic system 1 does not necessarily comprise the iden-
tifier reading unit 20 and it further comprises a short-dis-
tance signal transceiver 5, 6 or 7 having the function of
receiving, from a mobile electronic device external to the
electronic system 1, an authenticated command indica-
tive of an authorization granted to the user for the delivery
of waste in the container or indicative of an invalidity com-
mand indicative of an authorization denied to the user
for the delivery of the waste in the container.
[0091] The external mobile electronic device may for
example be a smartphone, a tablet or a portable personal
computer provided with a respective short-distance sig-
nal transceiver capable of exchanging data with the
short-distance signal transceiver 5, 6 or 7 of the electronic
system 1.
[0092] The second embodiment differs from the first
one in that the verification of the authentication of the
user to deliver the waste is carried out on the mobile
electronic device external to the electronic system 1, in-
stead of in the electronic system 1.
[0093] In particular, based on said second embodi-
ment, the short-distance signal transceiver of the mobile
electronic device is configured to transmit, towards the
electronic system 1, the authenticated command or the
invalidity command; the Central Processing Unit 2 is con-
figured to execute, by means of the Arithmetic Logic Unit,
of the Control Unit and of the plurality of internal registers,
the instructions of the object code of the software pro-
gram performing the authentication of the user to verify
whether he is authorized to deliver the waste into the
waste container, in particular by means of the verification
of reception of the authenticated command or of the in-
validity command.
[0094] Finally, the Central Processing Unit 2 is config-
ured to generate, as a function of the outcome of said
reception verification, a driving signal S_drv to lock or
unlock an electro-mechanical lock of the waste container:

- in the case in which the authenticated command rep-
resentative of an authorization granted to the user
for the delivery of waste into the waste container is
received, the Central Processing Unit generates the
driving signal S_drv commanding the unlocking of
an electro-mechanical lock of the waste container,
thus allowing the opening of the lid thereof and there-
fore allowing the delivery of waste by the user;

- in the case in which the invalidity command repre-
sentative of an authorization denied to the user for
the delivery of waste into the waste container is re-
ceived, the Central Processing Unit 2 generates the
driving signal S_drv that commands the locking of
the electro-mechanical lock of the waste container
(or simply keeps the value of the driving signal S_drv
unchanged if the lock is already closed), thus pre-

venting the opening of the lid thereof and therefore
preventing the delivery of waste by the user.

[0095] According to an embodiment of the invention,
the Central Processing Unit 2, the clock signal generator,
the volatile central memory 3, the non-volatile memory 4
and the battery 11 are mounted on a first printed circuit
board 1-1, while the identifier reading unit 20 is mounted
on a second printed circuit board 2-2 which is separated
from the first board 1-1, wherein the first board 1-1 is
electrically connected to the second board 1-2 by means
of suitable electrical connections 1-3.
[0096] Therefore in this case the clock signal generator
12, the non-volatile memory 4, the volatile-type central
memory 3, the electrical connectors 9-1, 9-2 and the pow-
er supply battery 11 are electrically connected to the Cen-
tral Processing Unit 2 by means of respective metal
tracks of the first board 1-1; moreover also the identifier
reading unit 20 is electrically connected to the Central
Processing Unit 2 by means of metal tracks of the first
board 1-1 and of the second board 1-2 and of a suitable
electrical connection between the two plates 1-1, 1-2.
[0097] The use of a second printed circuit board 1-2
separated from the first printed circuit board 1-1 has the
advantage of providing greater flexibility to the electronic
system 1, in case of modification of the user authentica-
tion method: in fact in the case in which it is necessary
to replace the identifier reading unit 20 with another read-
ing unit of different type (or with other peripherals), it is
sufficient to replace only the second printed circuit board
1-2, while the hardware of the first printed circuit board
1-1 remains unchanged.
[0098] The first printed circuit board 1-1 can be made
for example with the System-on-Module SAMA series
from the company Microchip Technology Inc. or with Sys-
tem-on-Chip from the company Broadcom BCM series.
[0099] According to another embodiment, the identifier
reading unit 20 is mounted on the same printed circuit
board on which the Central Processing Unit 2, the clock
signal generator, the volatile central memory 3, the non-
volatile memory 4 and the battery 11 are mounted, there-
fore there is a single printed circuit board.
[0100] Advantageously, the Central Processing Unit 2
is able to operate with harvested energy, that is, capturing
energy from the environment (for example, from the elec-
tromagnetic radiations) and converting it into electrical
energy used to supply the Central Processing Unit 2.
[0101] Preferably, the electronic system 1 further com-
prises the first short-distance wireless signal transceiver
5 (e.g. Bluetooth Low Energy type) and/or the second
short-distance wireless signal transceiver 6 (e.g. Wi-Fi
or LoRa type) for connecting the electronic system 1 with
an external electronic device placed in the vicinity of the
waste container, such as for example a smartphone, a
tablet or a portable personal computer.
[0102] The first transceiver 5 and the second trans-
ceiver 6 are supplied by the battery 11 and/or by the
power grid and/or by an electromagnetic radiation source
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(for example, one or more photovoltaic panels) and are
connected to the Central Processing Unit 2, by means
of a respective wired connection.
[0103] In this case the operating system has the func-
tion of providing a further communication interface with
the first short-distance wireless signal transceiver 5
and/or a further communication interface with the second
short-distance wireless signal transceiver 6.
[0104] By means of the first transceiver 5 and/or of the
second transceiver 6 it is possible to authenticate the
user to access the waste container with authentication
methods other than the one used with the identifier read-
ing unit 20.
[0105] In particular, the first transceiver 5 and/or the
second transceiver 6 are used to perform the user au-
thentication as illustrated above for the second embodi-
ment, i.e. by receiving an authenticated command indic-
ative of an authorization granted to the user for the de-
livery of waste in the container or indicative of an invalidity
command indicative of an authorization denied to the us-
er for the delivery of the waste in the container.
[0106] For example, the user is provided with a smart-
phone and executes a suitable software application that
requires the access with an authentication to one or more
factors (for example, username and password in the case
of a single factor): after the user has been successfully
authenticated by means of the application executed on
the smartphone, the user can generate the authenticated
command by selecting a suitable command in the appli-
cation itself, then the smartphone transmits an authenti-
cated command towards the first transceiver 5 or towards
the second transceiver 6, thus allowing the unlocking of
the electro-mechanical lock.
[0107] In addition, by means of the first transceiver 5
and/or of the second transceiver it is possible to perform
the following functionalities:

- to send to the electronic system 1 configuration pa-
rameters for the operation thereof;

- to perform an update of the authentication software
program and/or of the operating system;

- to exchange data with the electronic system for the
maintenance or diagnostics thereof;

- to carry out the delivery operations or to receive
linked information associated with the delivery itself
(such as for example an indication to use an adjacent
container bin based on the filling state or operation
of the one with which one is interacting).

[0108] The presence of both the identifier reading unit
20 and of one or more transceivers 5, 6 allows to authen-
ticate the users based on two or more authentication
methods, even very different from each other, thus al-
lowing to have an authentication redundancy in case of
impossibility to use one of the authentication methods.
[0109] Preferably, the electronic system 1 further com-
prises a medium-long distance signal transceiver 7 (e.g.
of GPRS type) for connecting the electronic system 1

with a remote monitoring system (e.g. waste collection
service manager), via a medium-long distance telecom-
munications network.
[0110] The telecommunications network can be of a
fixed type (e.g. Internet) and in this case the medium-
long distance signal transceiver 7 is for example an Eth-
ernet interface.
[0111] Alternatively, the telecommunications network
can be of the radio-mobile type and in this case the me-
dium-long distance signal transceiver 7 is for example of
the 4G or 5G type.
[0112] Alternatively, the telecommunications network
comprises a radio-mobile type access network and a
fixed type telecommunications network (e.g., in fibre op-
tics).
[0113] The medium-long-distance signal transceiver 7
is powered by the battery 11 and/or by the power grid
and/or by an electromagnetic radiation source (e.g. one
or more photovoltaic panels) and is electrically connected
to the Central Processing Unit 2, by means of a wired
connection.
[0114] In this case the operating system has the func-
tion of providing a further communication interface with
the medium-long distance wireless signal transceiver 7.
[0115] In particular, by means of the transceiver 7 it is
possible to perform the following functionalities:

- to transmit towards the remote monitoring system
messages indicative of the waste deliveries made
by the users (such as for example the date of the
delivery) and operating information (such as for ex-
ample, geographical location of the waste container,
state of charge of the battery 11);

- to transmit alarm messages towards the remote
monitoring system, such as for example a container
overturning, a block of the lock of the lid, a fire in the
container, a too high filling level, abnormal geograph-
ical displacement of the waste container.

[0116] Preferably, the electronic system 1 further com-
prises (possibly in addition to the medium-long-distance
signal transceiver 7) a localization unit 8 configured to
generate a localization signal S_lcz indicative of the ge-
ographical position on Earth of the electronic system 1.
[0117] The localization unit may be of satellite type
(e.g. GPS) or of terrestrial type (e.g. exploiting the me-
dium-long distance signal transceiver 7 and the cell sub-
division of the mobile radio network), or a combination
thereof.
[0118] The localization unit 8 is powered by the battery
11 and/or by the power grid and/or by an electromagnetic
radiation source (e.g. one or more photovoltaic panels)
and it is electrically connected to the Central Processing
Unit 2, by means of a wired connection.
[0119] In this case the operating system has the func-
tion of providing a further communication interface with
the localization unit 8.
[0120] In particular, the Central Processing Unit 2 is
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configured to receive (from the localization unit 8) the
localization signal S_Icz indicative of the geographical
position on Earth of the electronic system 1 (and therefore
of the waste container in which it is mounted), and is
configured to carry out suitable processings of the geo-
graphical position on Earth of the electronic system 1
(and therefore of the waste container in which it is mount-
ed).
[0121] Advantageously, the Central Processing Unit 2
is configured to forward to the medium-long-distance sig-
nal transceiver 7 information indicative of the geograph-
ical position on Earth of the electronic system 1 (and
therefore of the waste container in which it is mounted).
[0122] In this case the medium-long distance signal
transceiver 7 is configured to receive the information in-
dicative of the geographical position on Earth of the elec-
tronic system 1 (and therefore of the waste container in
which it is mounted), and is configured to transmit, to-
wards the remote monitoring system passing through the
telecommunications network, a message carrying the in-
formation indicative of the geographical position on Earth
of the electronic system 1 (and therefore of the waste
container in which it is mounted).
[0123] The remote monitoring system is such that it
receives the information indicative of the geographical
position on Earth of the electronic system 1 (and therefore
of the waste container in which it is mounted), then this
information is used by the remote monitoring system to
perform one or more of the following functionalities:

- to map the geographical position on the territory of
a plurality of waste containers, for example a homo-
geneous distribution in a given area;

- to optimise the emptying path of a plurality of con-
tainers in a given area, as a function of the filling level;

- to plan the emptying intervals of a plurality of con-
tainers in a given area;

- to lock the opening of a container, for example for
the replacement thereof due to damages or due to
the need to withdraw the container;

- transmission of warning messages for the users as
a function of the position of the container, by means
of a screen 10 of the electronic system 1 ;

- to detect an unauthorized movement of a waste con-
tainer;

- to notify the users the availability of one or more
waste containers, in order to encourage them to use
the available containers.

[0124] Preferably, the electronic system 1 further com-
prises an inertial sensor 9 (commonly indicated with
IMU), in order to detect the movement of the waste con-
tainer in which the electronic system 1 is housed, such
as for example an overturning of the waste container or
a lifting of the container due to emptying by authorized
personnel.
[0125] The inertial sensor 9 is an electronic device
comprising one or more accelerometers and one or more

gyroscopes, and it is such to generate a movement signal
S_imu indicative of the values of the linear acceleration
and of the rotation in the space of the electronic system
1 (and therefore of the waste container in which it is
housed).
[0126] The inertial sensor 9 is powered by the battery
11 and/or by the power grid and/or by an electromagnetic
radiation source (for example, one or more photovoltaic
panels) and it is electrically connected to the Central
Processing Unit 2, by means of a wired connection.
[0127] In particular, the inertial sensor 9 is mounted on
the printed circuit plate 1-1 and thus the movement signal
S_imu is indicative of the values of the linear acceleration
and of the rotation of the printed circuit plate 1-1.
[0128] In this case the operating system has the func-
tion of providing a further communication interface with
the inertial sensor 9.
[0129] The Central Processing Unit 2 is thus config-
ured to receive the movement signal S_imu, it is config-
ured to process the values of the linear acceleration and
of the rotation in the space of the electronic system 1
(and thus of the waste container in which it is housed)
and it is configured to generate a processed signal indic-
ative of a displacement of the waste container, such as
for example an overturning or a lifting.
[0130] Advantageously, the electronic system 1 further
comprises a screen 10 having the function of displaying
text messages and/or images to interact with the user,
such as for example:

- to guide the user to use the electronic key or a smart-
phone for the delivery of waste;

- to generate warning messages in the case in which
the user is not authorized to deliver the waste into
the container;

- to warn the user in case of failure of the container
and provide textual, graphic or sound indications of
the position of other containers nearby.

[0131] Preferably, the screen 10 is of the touch type
and it is configured to receive an access code to unlock
the opening of the waste container, by typing the access
code, by touching a virtual keyboard on the screen 10 or
by displaying a QR code.
[0132] According to a third embodiment, the display 10
is configured to display a QR code to implement another
method for enforcing the user’s presence in front of the
container downstream of the user’s authentication, alter-
natively or in addition to the authentication methods of
the first embodiment (identifier reading unit 20) and of
the second embodiment (short distance wireless trans-
ceiver 5, 6).
[0133] In this case, the user is provided with a mobile
electronic device (for example, a smartphone or tablet)
with a camera and suitable software, which allow to ac-
quire the QR code displayed on the screen 10.
[0134] The user then approaches the screen 10 and
his presence is detected, for example by means of the
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proximity sensor: this activates the switching on of the
screen 10 displaying the QR code and furthermore the
Central Processing Unit 2 switches from the stand-by
mode to the active one.
[0135] Subsequently, the user scans the QR code dis-
played on the screen 10 by means of the camera of his
mobile electronic device and the user’s access require-
ments are verified, wherein said verification can be car-
ried out on the mobile electronic device itself or externally
thereto, for example by means of a cloud service.
[0136] In case of positive verification, the mobile elec-
tronic device transmits towards the electronic system 1
the authenticated command, which is received by means
of the transceiver 5 or 6, then the authenticated command
is forwarded to the Central Processing Unit 2, which gen-
erates the driving signal S_drv to unlock the electro-me-
chanical lock, thus allowing the opening of the lid of the
waste container.
[0137] Conversely, in case of negative verification, the
mobile electronic device transmits towards the electronic
system 1 the invalidity command, which is received by
means of the transceiver 5 or 6, then the invalidity com-
mand is forwarded to the Central Processing Unit 2,
which generates the driving signal S_drv to lock (or keep
locked) the electro-mechanical lock, thus preventing the
opening of the lid of the waste container.
[0138] The screen 10 is powered by the battery 11
and/or by the power grid and/or by an electromagnetic
radiation source (for example, one or more photovoltaic
panels) and it is electrically connected to the Central
Processing Unit 2, by means of a wired connection.
[0139] In this case the operating system has the func-
tion of providing a further communication interface with
the screen 10.
[0140] The Central Processing Unit 2 is thus config-
ured to generate a driving signal S_dp of the screen 10,
wherein said driving signal S_dp carries data represent-
ative of the text messages and/or images to be displayed
on the screen 10.
[0141] In addition, the Central Processing Unit 2 is con-
figured to receive the driving signal S_dp carrying the
value of the access code to the waste container.
[0142] Preferably, the electronic system 1 further com-
prises a proximity sensor 21, in order to detect the pres-
ence of a user in the vicinity of the waste container.
[0143] The proximity sensor 21 is such to generate a
vicinity signal S_prx indicative of the presence of a user
positioned in proximity to the electronic system 1 (and
therefore positioned in proximity to the waste container).
[0144] The proximity sensor 21 is powered by the bat-
tery 11 and/or by the power grid and/or by an electro-
magnetic radiation source (for example, one or more pho-
tovoltaic panels) and it is electrically connected to the
Central Processing Unit 2, by means of a wired connec-
tion.
[0145] In particular, the proximity sensor 21 is mounted
on the second printed circuit plate 2-2 and is electrically
connected to the Central Processing Unit 2 by means of

metal tracks of the first plate 1-1 and of the second plate
1-2 and of the electrical connection between the two
plates 1-1, 1-2.
[0146] In this case the operating system has the func-
tion of providing a further communication interface with
the proximity sensor 21.
[0147] The Central Processing Unit 2 is thus config-
ured to receive the vicinity signal S_prx, and is configured
to detect the presence or absence of a person positioned
in proximity to the waste container on which the electronic
system 1 is mounted.
[0148] In particular, the Central Processing Unit 2 is
configured to receive the vicinity signal S_prx indicative
of the presence of a person in proximity to the waste
container, then the Central Processing Unit 2 switches
from the stand-by mode to the active mode.
[0149] According to a preferred embodiment, the elec-
tronic system 1 further comprises a level sensor, in order
to measure the filling level of the waste accumulated with-
in the waste container.
[0150] The level sensor is such to generate a meas-
urement signal indicative of the filling level of the waste
accumulated within the container, expressed for example
in centimetres.
[0151] In this case, the operating system has the func-
tion of providing a further communication interface with
the level sensor.
[0152] The Central Processing Unit 2 is thus config-
ured to receive the measurement signal indicative of the
filling level of the waste accumulated within the container,
it is configured to compare the value of the measurement
signal with respect to a defined filling threshold value (for
example, a value comprised between 70% and 90%),
and it is configured to generate a filling alarm signal in
the case in which the detected value of the measurement
signal is greater than or equal to the filling threshold val-
ue.
[0153] Alternatively, the measured filling level value is
transmitted (by means of the transceiver 7) to a remote
server (e.g. a server of the manager of a remote moni-
toring system), which makes said comparison between
the measured filling level value and a threshold value.
[0154] The alarm signal may be for example a textual
or graphic message displayed on the screen 10, in which
the message contains an indication to the user that it is
not possible to deliver the waste into the container in
question and invites the user to deliver the waste into
one of the containers placed nearby.
[0155] The alarm signal can also be a sound signal
generated by means of a miniaturized speaker mounted
on the electronic board 1-1.
[0156] According to a variant, the Central Processing
Unit 2 is configured to generate an alert signal in the case
in which the filling level is comprised within a defined
interval of alert values and an alarm signal in the case in
which the filling level is greater than an alarm threshold
equal to the extreme value greater than the defined range
of values. For example, the alert value interval is com-

21 22 



EP 4 239 601 A1

13

5

10

15

20

25

30

35

40

45

50

55

prised between 70% and 90% of the filling level of the
waste container, and the alarm threshold value is equal
to 90% of the filling level.
[0157] According to a preferred embodiment, the elec-
tronic system 1 further comprises a volumetric sensor to
measure the filling level and the position of the waste
accumulated within the waste container.
[0158] The above considerations relating to the level
sensor are applicable similarly to the volumetric sensor
and moreover the electronic system 1 can take advan-
tage of the information relating to the position of the waste
in the container, i.e. how they are arranged.
[0159] The electronic system 1 further comprises at
least one photovoltaic panel configured to generate a
direct current and voltage used to power the electronic
and electrical components of the electronic system 1 (in
particular, the Central Processing Unit 2), in addition to
the power supply of the battery 11 and/or of the power
grid.
[0160] In this case the electronic system 1 further com-
prises a circuit to manage the electrical energy flows of
the battery 11, of the power grid and of the photovoltaic
panel, thus the electronic and electric components of the
electronic system 1 can be powered only by the battery
11, only by the power grid, only by the photovoltaic panel,
or by the combination of the battery with the power grid,
of the battery with the photovoltaic panel and of the power
grid with the photovoltaic panel, or by the combination of
the battery with the photovoltaic panel with the power
grid.
[0161] The photovoltaic panel is suitably positioned on
the waste container, for example it is fixed on a portion
of the surface of the lid or it is fixed on a side wall of the
container.
[0162] Preferably, the battery 11 is of the rechargeable
type and the electronic system 1 further comprises an
electrical connector to connect an external power supply
source for recharging at least in part the battery 11: in
this case the electronic system 1 comprises a charge
management circuit having the function of carrying out
an electronic control of the recharging of the battery 11.
[0163] Furthermore, in the case in which a photovoltaic
panel is present, the battery 11 can be recharged by
means of the electric current and voltage generated by
means of the photovoltaic panel, i.e. by using the excess
electric energy generated by the photovoltaic panel that
is not used to power the electronic components of the
electronic system 1.
[0164] It is known that a photovoltaic panel is designed
for use in direct exposure to solar radiation, although with
different inclinations, but not for operation in the absence
of direct solar radiation, that is when only diffuse and
indirect lighting is present.
[0165] According to the present invention, the photo-
voltaic panel is robustly fixed to the structure of the waste
container and thus the photovoltaic panel follows the po-
sitioning of the waste container: this does not always al-
low to orient the photovoltaic panel in the best way, be-

cause it is possible that the waste container is constantly
positioned in the shade of buildings, plants or other ob-
stacles.
[0166] According to an embodiment of the invention,
the first printed circuit board 1-1 comprises a portion ded-
icated to energy management, which allows to extract
the maximum electrical energy from the at least one pho-
tovoltaic panel fixed to the waste container, both in case
of direct irradiation condition, and in case of very low
solar irradiation and/or low brightness condition.
[0167] In particular, the charge management circuit is
connected in input with the output of the solar panel and
with the output voltage of the rechargeable type battery
11, so that the components mounted on the first printed
circuit board 1-1 can be powered only by the recharge-
able battery 11, or only by the at least one photovoltaic
panel, or only by the battery 11 which is actively being
recharged by means of the at least one photovoltaic pan-
el, or by means of the combination of the rechargeable
battery 11 and of the at least one photovoltaic panel.
[0168] The Applicant carried out tests under conditions
of indirect irradiation, using a photovoltaic panel de-
signed to generate under direct irradiation conditions di-
rect current of at least 800 mA (milli amps) in the active
range [10 -12] Volts. The test showed that under condi-
tions of indirect irradiation it was possible to generate a
recharging current of the battery 11 of about 35 mA with
a voltage of 6 Volts: this current and voltage value is
sufficient to recharge the battery 11 when the electronic
system 1 operates in the stand-by mode, which is the
one in which the electronic system 1 is for most of the
time, thus allowing to sufficiently recharge the battery 11
and thus greatly increasing the life time of the battery 11,
i.e. without requiring the replacement thereof.
[0169] The Applicant carried out a second test under
conditions of indirect irradiation, using a photovoltaic
panel designed to generate under conditions of direct
irradiation direct current of at least 800-900 mA (milli
amps) at a voltage of 7 Volts (collected power about
6-7W). The test showed that under conditions of indirect
irradiation it was possible to generate a recharging cur-
rent of the battery 11 of about 30 mA with a voltage of
4.5 Volts (about 100mW): this current and voltage value
is sufficient to recharge the battery 11 when the electronic
system 1 operates in the stand-by mode, which is the
one in which the electronic system 1 is for most of the
time, thus allowing the battery 11 to be sufficiently re-
charged and thus greatly increasing the life time of the
battery 11, i.e. without requiring the replacement thereof.
It should also be added that in this embodiment it is pos-
sible to accumulate energy even by detecting voltages
of 3.5V (about 50mW). These powers are extremely low
when compared with those for the context of energy pro-
duction, i.e. the context for which the photovoltaic panels
are designed and produced, but they are very interesting
for harvesting, since, given the reduced consumption of
the system at stand-by (used for most of the time), they
are sufficient for the average sustenance of the system

23 24 



EP 4 239 601 A1

14

5

10

15

20

25

30

35

40

45

50

55

and, with an indirect light easily obtainable under oper-
ating conditions, sufficient for recharging the battery 11.
[0170] With reference to Figure 2, it shows a diagram
of a layered architecture implementing the electronic sys-
tem 1 and the hardware peripherals connected thereto.
[0171] The purpose of the diagram of Figure 2 is to
show how the software and the hardware implementing
the electronic system 1 are organized.
[0172] The architecture comprises three layers:

- a hardware layer, which is the lowest one;
- a kernel layer of the operating system, which is the

intermediate layer;
- a user layer, which is the highest one.

[0173] The hardware layer is implemented in hardware
and it comprises the Central Processing Unit 2, the cen-
tral memory 3 and one or more hardware peripherals
indicated with the reference number 30.
[0174] The hardware peripherals 30 are components
external to the electronic system 1, but they are connect-
ed thereto by means of wired connections between the
connectors 9-1, 9-2 and the peripherals.
[0175] The hardware peripherals 30 may be mounted
internally to the waste container or externally thereto, in
the latter case for example by means of weather-resistant
containers.
[0176] Some examples of hardware peripherals 30
that can be connected to the electronic system 1 are the
following:

- the identifier reading unit 20;
- an electro-mechanical lock provided with an electric

motor to actuate suitable pistons to unlock or lock
the opening of the lid of the waste container;

- a sensor for detecting the filling level of the waste in
the container, positioned inside the waste container;

- a fire sensor for detecting the presence of fire and/or
smoke inside the container;

- a photovoltaic panel;
- sensors for detecting the opening or closing of the

container or of a liquid discharge hole.

[0177] The kernel layer of the standard operating sys-
tem is implemented in software.
[0178] The kernel of the operating system is suitably
configured to provide support for hardware peripherals,
by means of a plurality of drivers for interfacing one or
more hardware peripherals external to the electronic sys-
tem 1, wherein said drivers may be modules compiled
together with the monolithic type kernel or may be binary
files that are dynamically loaded by the hybrid type kernel.
[0179] The kernel of the operating system is updated
when a new driver of a new peripheral for a monolithic
kernel is added, thus ensuring maximum flexibility of the
electronic system 1.
[0180] The user layer is also realized software and is
in turn subdivided into two layers:

- libraries;
- high-level software layer.

[0181] The high-level software layer comprises the us-
er programs, the software applications, and the system
programs.
[0182] The libraries have the function of putting the op-
erating system in communication with the user programs,
the software applications and the system programs.
[0183] In particular, a software library of a hardware
peripheral allows to provide the application with a simple-
use and/or standard and/or high-level user interface for
the same, for example by summing up and orchestrating
over time more signals and activities of the peripheral so
as to make available to the application program a func-
tionality with a semantic level higher than that of the in-
dividual signals involved.
[0184] In other cases, the library plays the same role
in a purely software context, making available computa-
tions at a high semantic or abstraction level (e.g.: oper-
ation of compressing an image according to the jpeg
standard starting from a bitmap image), through a soft-
ware function that specifies only two parameters: the
memory areas of the bitmap image to be processed and
that to be filled with the result of the compression thereof
into jpeg.
[0185] User programs are software programs (execut-
ed by the Central Processing Unit 2) implementing func-
tionalities of the electronic system 1 that are oriented to
the delivery of waste by the user, such as for example:

- the control of the user access to open the container
by means of one or more user authentication meth-
ods, as illustrated above for the first and second em-
bodiments;

- the interaction with the user by means of text mes-
sages and/or images displayed on the screen 10 of
the electronic system 1;

- interaction with the user by means of audio messag-
es generated by means of a miniaturized loudspeak-
er of the electronic system 1;

- user interaction with the electro-mechanical lock;
- sending to the remote monitoring system information

indicative of the waste deliveries of the user (such
as for example the identity of the user who made the
delivery, the date of delivery, the number of deliver-
ies in a given period of time); sending to the remote
monitoring system information indicative of the state
of the waste container, such as for example its ge-
ographical location, the filling level of the waste.

[0186] Software applications are software programs
(executed by the Central Processing Unit 2) for the op-
eration and maintenance of the electronic system 1, such
as for example:

- configuration of user access lists, such as a whitelist
or blacklist;
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- programming of the electronic system 1, such as for
example update of the software program in case of
addition of a new functionality associated with the
delivery of waste of the user (or modification of an
existing functionality) or update of the operating sys-
tem or its configuration parameters, both locally and
remotely;

- configuration of operating parameters of the various
peripherals, such as for example for driving the servo
motor of the lock, number of repeated measure-
ments of the waste level, voltage thresholds of the
photovoltaic panel and of the battery for the man-
agement of low consumption strategies;

- configuration of the application functionalities of the
software program, such as for example internet ad-
dresses for the transmission of data to the service
manager and for the transmission of telemetric mon-
itoring data, setting of operating modes, availability
for the delivery and timing of the same.

[0187] System programs are software programs (exe-
cuted by the Central Processing Unit 2) implementing
functionalities to interface the electronic system 1 with
external systems, such as for example business process
management software of a company (such as
BPM/ERP), transmission of diagnostic and measure-
ment data towards data analysis systems themselves,
transmission of alarms generated by the electronic sys-
tem 1 towards alarm analysis systems themselves.
[0188] In one embodiment in which the rechargeable
type battery 11, at least one photovoltaic panel and the
charge management circuit are present, the measure-
ment of the accumulated current and of the voltage on
the battery and of the photovoltaic panel is inserted into
the software control of the operating system in order to
be able to activate different energy saving strategies.
[0189] Therefore, in addition to an electronic control
managing the recharging of the battery 11 by means of
the at least one photovoltaic panel or the direct power
supply of the components of the electronic board 1-1 by
means of the at least one photovoltaic panel, there is
also a software module executed on the Central Process-
ing Unit 2 processing such data.
[0190] In particular:

• in the event of detection of insufficient electrical en-
ergy generated by the photovoltaic panel, by means
of the software control an operating anomaly is de-
tected with respect to an expected value of electrical
energy from the photovoltaic panel, then an operat-
ing strategy of the electronic system 1 oriented to
energy saving is activated, such as for example the
activation of a switched off mode of the electronic
system 1 during the night hours (in the switched off
mode the lock can be maintained in the locked state
thus preventing the opening of the lid of the container
and the delivery of waste during night hours, or the
lock can be maintained in the unlocked state thus

allowing the opening of the lid and the delivery of
waste during the night hours, as a function of the
software configuration of the electronic system 1);

• in the event of restoration of sufficient electrical en-
ergy generated by the photovoltaic panel, by means
of the software control the electronic system 1
switches automatically from the shutdown mode to
the stand-by mode and possibly to the active mode;

• the electronic system transmits a notification of mal-
function of the at least one photovoltaic panel to the
remote monitoring system;

• a maintenance of the photovoltaic panel is carried
out: when the maintenance has been carried out cor-
rectly, by means of the software control the electronic
system 1 switches automatically from the shutdown
mode to the stand-by mode and possibly to the active
mode.

[0191] With reference to Figure 3, it shows a waste
container 50 according to the invention.
[0192] It can be seen that the electronic system 1 and
the electro-mechanical lock 30 are present, which are
suitably fixed to the structure of the container 50.
[0193] It can also be noted that there is a photovoltaic
panel 35 fixed on the upper surface of the container 50,
or integrated within the upper portion of the structure (or
casing) of the container 50.
[0194] Finally, it can be noted that the sensor 31 is
present for measuring the filling level of the container 50.

Claims

1. Electronic system (1) to control the access of a user
to a waste container, the system comprising a Cen-
tral Processing Unit (2), a volatile central memory
(3), a non-volatile memory (4), a short-distance wire-
less signal transceiver (20, 5, 6, 7), a photovoltaic
panel, a circuit to manage electrical energy flows and
a power supply battery comprising an output terminal
adapted to generate a supply voltage of the volatile
central memory, of the non-volatile memory and of
the short-distance wireless signal transceiver (20, 5,
6, 7),

wherein the photovoltaic panel comprises an
output terminal adapted to generate a direct cur-
rent and voltage as a function of the intensity of
solar radiation impinging on the surface of the
photovoltaic panel,
wherein the volatile central memory, the non-
volatile memory and the short-distance wireless
transceiver are electrically connected to the
Central Processing Unit, wherein the manage-
ment circuit is connected in input with the output
terminal of the battery and with the output ter-
minal of the photovoltaic panel and comprises
an output terminal adapted to generate a supply
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voltage for the Central Processing Unit as a
function of the output voltage of the battery and
of the output terminal voltage of the photovoltaic
panel,
the non-volatile memory being configured to
store an object code of a software program and
an object code of an operating system,
the central memory being configured to store
the object code of the running operating system
and the object code of the running software pro-
gram and data of the software program,
wherein the Central Processing Unit is config-
ured to execute the object code of the operating
system,
the operating system being configured to:

- enable the execution of the software pro-
gram and provide therefrom a communica-
tion interface with the short-distance wire-
less signal transceiver (20) and provide a
further communication interface with an
electro-mechanical lock of the waste con-
tainer;
- manage a central memory allocation to
store data and the object code containing
instructions for the execution of the software
program;

wherein the software program comprises a code
portion configured to control the access to the
waste container,
the short-distance wireless signal transceiver
being configured to generate a signal indicative
of the value of a user identifier, or indicative of
an authenticated command representative of an
authorization granted to the user for the delivery
of waste in the container or an invalidity com-
mand representative of an authorization denied
to the user for the delivery of waste in the con-
tainer,
and wherein the Central Processing Unit is fur-
ther configured to execute the object code of the
software program and it is configured to:

- receive the signal (S_tg) indicative of the
value of the user identifier or indicative of
the authenticated command or the invalidity
command;
- verify whether the user is authorized to de-
liver waste in the waste container, by means
of a verification of the validity of at least part
of said user identifier or by means of the
verification of reception of said authenticat-
ed command or said invalidity command;
- generate, as a function of the outcome of
said verification, a driving signal (S_drv) to
lock or unlock the electro-mechanical lock
of the waste container.

2. Electronic system according to claim 1, wherein the
power supply battery is of the rechargeable type, and
wherein the management circuit is further configured
to receive the voltage of the output terminal of the
photovoltaic panel and it is configured to at least par-
tially recharge the battery as a function of the current
flowing through the output terminal of the photovolta-
ic panel,
and wherein the management circuit is configured
to power the Central Processing Unit:

- only as a function of the output voltage of the
rechargeable battery;
- only as a function of the voltage of output ter-
minal of the photovoltaic panel;
- as a function of both the output voltage of the
rechargeable battery and of the voltage of the
output terminal of the photovoltaic panel.

3. Electronic system according to claim 1 or 2, wherein
the output terminal of the management circuit is fur-
ther configured to power at least one of the central
volatile memory (3), the non-volatile memory (4) and
the short-distance wireless signal transceiver.

4. Electronic system according to any one of the pre-
ceding claims, wherein the short-distance wireless
signal transceiver is an identifier reading unit (20)
configured to generate a reading signal (S_tg) indic-
ative of the value of the user identifier,
wherein the Central Processing Unit is configured to
carry out said validity verification, alternatively, by
means of:

- calculate, by means of a defined mathematical
function, a value as a function of said at least
part of the content of the user identifier, compare
the calculated value with respect to an expected
value defined or contained in another part of the
user identifier received by means of the reading
signal, and generate the driving signal of the
electro-mechanical lock as a function of the out-
come of said comparison, in particular the math-
ematical function is a hash function;
- calculate, by means of a defined mathematical
function, a value as a function of at least part of
the content of the user identifier, verify whether
the calculated value complies with a defined
mathematical rule and generate the driving sig-
nal of the electro-mechanical lock as a function
of the outcome of said comparison;
- calculate a checksum as a function of the value
of data contained in a first field of the received
user identifier, compare the calculated value of
the checksum with respect to a value contained
in a second field of the received user identifier
and generate the driving signal of the electro-
mechanical lock as a function of the outcome of
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said comparison.

5. Electronic system according to claim 4, wherein the
software program further comprises a code portion
configured to carry out a decryption of at least part
of the value of an encrypted user identifier,

and wherein the Central Processing Unit is fur-
ther configured to:

- receive the reading signal indicative of said
at least part of the value of the encrypted
user identifier;
- decrypt said at least part of the value of
the encrypted user identifier and generate
therefrom a plain value of the at least part
of the user identifier;

and wherein said calculation of the mathemati-
cal function or checksum is carried out by taking
the plain value of said part of the user identifier
as input.

6. Electronic system according to any one of the pre-
ceding claims, wherein the short-distance wireless
signal transceiver (5, 6) is configured to receive a
short-distance wireless signal (S2_sd, S3_sd) car-
rying the authenticated command or the invalidity
command,
wherein the Central Processing Unit is further con-
figured to:

- receive the short-distance wireless signal
(S2_sd, S3_sd) carrying the authenticated com-
mand or the invalidity command;
- verify whether the user is authorized to deliver
waste in the waste container, by verifying recep-
tion of said authenticated command or said in-
validity command;
- generate, as a function of the outcome of said
verification, the driving signal (S_drv) to lock or
unlock the electro-mechanical lock of the waste
container.

7. Electronic system according to any one of the pre-
ceding claims, wherein the processing unit is further
configured to:

- manage a virtual memory for the authentication
software program;
- separate the memory space allocated in the
volatile memory (3) for the object code and data
of the authentication program with respect to the
memory space allocated in the volatile memory
(3) for the object code and data of the operating
system.

8. Electronic system according to any one of the pre-

ceding claims, wherein the non-volatile memory (4)
is configured to store an access list containing a list
of user identifiers authorized or not authorized to de-
liver waste into the waste container,
the Central Processing Unit being further configured
to:

- read, from the non-volatile memory (4), the list
of user identifiers of the access list;
- compare the value of said at least part of the
user identifier with respect to the list of user iden-
tifiers;
- generate, as a function of the outcome of said
verification and of said comparison, a driving sig-
nal (S_drv) to lock or unlock the electro-mechan-
ical lock of the waste container.

9. Electronic system according to any one of the claims
2 to 8, wherein the Central Processing Unit is con-
figured to operate:

- in an active mode, in which the Central
Processing Unit (2) is configured to execute the
software program for controlling user access to
the waste container;
- in a stand-by mode, in which the Central
Processing Unit (2) is configured to deactivate
the operation of at least part of its combinational
logic and sequential circuits;
and wherein the Central Processing Unit is con-
figured to switch from the stand-by mode to the
active mode in the event of reception of the read-
ing signal carrying the value of the user identifier
or in the event of reception of the authenticated
command;
and wherein the management circuit is config-
ured to recharge the battery when the Central
Processing Unit operates in the stand-by mode

10. Electronic system according to any one of the pre-
ceding claims, wherein the Central Processing Unit
is implemented by means of a microprocessor, and
wherein the Central Processing Unit comprises an
Arithmetic Logic Unit, a Control Unit connected with
the Arithmetic Logic Unit and a plurality of internal
registers connected with the Arithmetic Logic Unit
and with the Control Unit, wherein:

- the Arithmetic Logic Unit comprises a plurality
of logic ports configured to carry out, as a func-
tion of data received from the plurality of regis-
ters, as a function of at least one control signal
and as a function of said reading signal, a plu-
rality of logic and arithmetic operations to exe-
cute the object code of the operating system and
the object code of the software program;
- the plurality of internal registers is configured
to store the temporary results of at least part of
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the logic and arithmetic operations;
- the Control Unit comprises a plurality of logic
ports and sequential circuits configured to read
from the central memory and process a se-
quence of instructions of the object code of the
operating system and the object code of the soft-
ware program, execute the sequence of instruc-
tions by means of the Arithmetic Logic Unit and
generate therefrom said at least one control sig-
nal of the Arithmetic Logic Unit.

11. Waste container comprising:

- an electro-mechanical lock adapted to control
the locking/unlocking of the container opening;
- an electronic system according to any one of
the preceding claims; wherein the lock is con-
figured to switch between a closed position and
an open position, as a function of the value of
the driving signal;

wherein the photovoltaic panel is fixed to the struc-
ture of the waste container.

12. Container according to claim 11, further comprising
a level sensor configured to generate a measure-
ment signal indicative of a filling level of the waste
accumulated within the container,
wherein the Central Processing Unit is configured to
generate an alarm signal in case the value of the
measurement signal is greater than a threshold val-
ue.
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