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Description

BACKGROUND

[0001] Thepresent inventions relate to testingof a computer systemand,morespecifically, a testcase infrastructure that
can identify hidden variable(s), hidden attributes, and hidden attribute-values, that are not being tested, but should.
Further, the present inventions relate to using the identified hidden variables to improve the testing infrastructure, for
example, by generating additional testcases to test such variables, identifying code paths that have to be exercised, etc.
[0002] Computerized devices control almost every aspect of our life-from writing documents, controlling traffic lights,
completing e-commerce transactions, to controlling spacecraftmissions. However, computerized devices are often error-
prone, and thus require a testing phase in which the errors are discovered and corrected. The testing phase is considered
one of the most difficult tasks in designing a computerized device. Thorough testing is important, as the cost of not
discovering anerrormaybeenormousdepending onhow the computerizeddevice is utilized.Coverage tools for checking
softwareprovideameasureof howwell the softwarebeingevaluatedhasbeenexercisedduring testingand therebygivea
level of assurance that the software is of high quality.
[0003] United States Patent Application number US 2020/242010 A1, Hicks, A. et al ("Fault Detection and Localization
Using Combinatorial Test Design Techniques While Adhering to Architectural Restrictions", 30 July 2020) discloses
systems,methods, and computer-readablemedia for performing fault detection and localization usingCombinatorial Test
Design (CTD) techniques andgenerating a regression bucket of test cases that exposea detected fault in aSystemUnder
Test (SUT).
[0004] International Patent Application numberWO 2019/161619 A1, Peng, M. ("Automatic interface Test Method and
Apparatus, andDeviceAndComputer-ReadableStorageMedium", 29August 2019) disclosesanautomatic interface test
methodandapparatus, and adevice anda computer-readable storagemedium.Themethod comprises: generating a test
case according to a preset test case description structure; acquiring a test task list corresponding to the test case;
sequentially executing test tasks corresponding to the test task list to generate an execution result; and generating a test
report according to the execution result. Bymeans of the implementation of the presentmethod, themaintenance costs of
interface test can be reduced, and the work efficiency of interface test can be increased.

SUMMARY

[0005] According to the present invention there are provided a method, a system, a computer program product and a
computer program according to the independent claims.
[0006] Additional technical features and benefits are realized through the techniques of the present invention.
Embodiments and aspects of the invention are described in detail herein and are considered a part of the claimed
subject matter. For a better understanding, refer to the detailed description and to the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The specifics of the exclusive rights described herein are particularly pointed out and distinctly claimed in the
claims at the conclusion of the specification. The foregoing and other features and advantages of the embodiments of the
invention are apparent from the following detailed description taken in conjunction with the accompanying drawings in
which:

FIG. 1 shows a schematic illustration of a computerized environment in accordancewith one ormore embodiments of
the present invention;
FIG. 2 is a block diagram representing modules providing a testing infrastructure according to an embodiment of the
present invention;
FIG. 3 is a schematic hybrid data flow/block diagram illustrating fault detection and localization using combinatorics
test design (CTD)andgenerationof a regressionbucket of failing testcases that exposeadetected fault inaccordance
with one or more one or more embodiments of the present invention;
FIG. 4 depicts an example set of CTD vectors according to one or more embodiments of the present invention;
FIG. 5 depicts an example CTD vector according to one or more embodiments of the present invention;
FIG. 6 is a process flow diagram of an illustrative method for detecting and localizing an n-wise fault using CTD
techniques and generating a regression bucket of failing testcases that expose the detected n-wise fault in
accordance with one or more one or more embodiments of the present invention;
FIG. 7 depicts a flowchart of a method for detecting deficiencies in a testing model using success rates of attribute-
value pairs over time when testing a system under test according to one or more embodiments of the present
invention;
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FIG. 8 depicts an example visualization of success rates (SAV) of attribute-value pairs according to one or more
embodiments of the present invention;
FIG.9depictsa flowchart of amethod for determining if a hiddenattributeexists in thepresent testingmodel according
to one or more embodiments of the present invention;
FIG. 10 depicts a flowchart of a method for identifying portions of the system under test that drive a hidden attribute
according to one or more embodiments of the present invention;
FIG. 11depicts a flowchart of amethod for identifying portions of theSUT that drive a hiddenattribute according to one
or more embodiments of the present invention;
FIG. 12 depicts a computer system according to one or more embodiments of the present invention;
FIG. 13 depicts a cloud computing environment according to one or more embodiments of the present invention; and
FIG. 14 depicts abstraction model layers according to one or more embodiments of the present invention.

[0008] The diagrams depicted herein are illustrative. There can be many variations to the diagram or the operations
described therein without departing from the scope of the invention. For instance, the actions can be performed in a
differing order or actions can be added, deleted or modified. Also, the term "coupled" and variations thereof describe
having a communications path between two elements and do not imply a direct connection between the elements with no
intervening elements/connections between them. All of these variations are considered a part of the specification.

DETAILED DESCRIPTION

[0009] Exemplary embodiments of the present invention relate to, among other things, devices, systems, methods,
computer-readable media, techniques, and methodologies for performing fault detection and localization using combi-
natorial test design (CTD) techniquesand for generatinga regressionbucket of testcases that expose thedetected fault. In
exemplaryembodimentsof thepresent invention, thedetectedand localized fault occurs inasystemunder test (SUT).The
SUT may be a hardware system or a software system. Further, in exemplary embodiments of the present invention, the
fault detection and localization may be performed while adhering to architectural restrictions on the SUT.
[0010] When assessing the quality of the SUT, it is imperative to identify the "weaker parts" of the SUTand understand
why they exist. A "weaker part" in this context can be part of the SUT that is more prone to failures when one or more
parameters associated with the SUTchange. For example, a "hidden attribute" that causes failures can be considered a
weak part of the SUT. Parameters associated with the SUT can include configurable values of the SUT, for example,
amount of memory, number of processors, or any other such hardware/software that form the SUT, and any settings
associated with the hardware and/or software of the SUT. In addition, the parameters of the SUT that can affect the
success/failure of the SUT, or the success/failure of one or more testcases of the SUTcan include operating conditions
associated with the SUT, such as, temperature, humidity, electric power, combination of software applications being
executed in conjunction, number/type of jobs being executed by the SUT in conjunction, and any other such dynamic
conditions that can vary from one instance of the SUT to another.
[0011] Existing techniques to identify a weaker part of the SUTare narrow in scope, and do not describe enough of the
metrics that cause failures or errors. Hence, the metrics are not sufficient to explain a cause of one or more such failures.
Some such existing techniques, like calculating the success rate of a given testcase, can provide an early warning sign of
an underlying problemwith the SUT. However, identifying the underlying problem requires manual intervention and deep
skills in the art.
[0012] For example, a testcase failure can be because of an error in the implementation of the SUT itself, such as a bug.
Alternatively, the testcase failure can be because of an incorrect user input. Alternatively, the testcase failure can be
caused by an operating condition that causes the SUT to operate in an unpredicted manner. Further yet, the testcase
failure can be because of an attribute, or value that is not being tested (and hence, not being adjusted) in the testcase. In
addition, the testcase failure can be occurring in a first SUT with a certain configuration, but not in a second SUT with
substantially the same configuration.
[0013] When testing the SUT, it is observed that some errors are not surfaced consistently due to a requirement of
specificenvironmental or timingcircumstances.Forexample, in thecaseofasoftwareSUT, thecircumstancescan include
one ormore parameters of a computer systemonwhich the software is being executed. For example, the parameters can
includesettingsof thecomputer system,other softwarebeingexecutedon the computer system,ahardwareconfiguration
of the computer system, and the like. In a similar manner, in the case of a hardware SUT, the configuration of a system of
which thehardwareSUTisapart of canaffect theenvironmental conditions. Inotherwords, particular errors in theSUTcan
be a result of the systemstate and not the quality of theSUT itself. Such errors are sometimes referred to as "soft failures,"
Identifying such conditions, referred herein as "hidden variables," which can lead to soft failures is a technical challenge.
Additionally, identifying the soft failures, i.e., determining that an error is a soft failure can also be a technical challenge.
[0014] This difficulty is especially exacerbatedwhen hidden variables in theSUThave a profound effect on the outcome
of the tests. A hidden variable can be factor that is not being controlled, and in some casesmay not be controllable, when
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executing a testcase. For example, any of the operating conditions of the SUT, such as the temperature, humidity,
combination of jobs, availablememory, etc. that are not configured by the testcase itself, butmay cause the testcase to fail
intermittently can be considered a hidden variable. Hidden variables are not always discoverable for a given test
infrastructure because they are outside the specific scope of the SUT. A stress test, for example, may drive the SUT
into a configuration where various resources (e.g. memory, compute cycles, etc.) are constrained therefore causing
unpredictable errors or failures in the SUT that are difficult, if not impossible, to consistently reproduce. This means that a
resource that the stress test relies onmay cause the SUT to perform inadequately or fail even though the specific function
or feature that the stress test verifies is stable.
[0015] Thus, a technical challenge exists with testing infrastructures to determine that one or more hidden variables
consistently affect the outcome of a given testcase, and further identify such hidden variables. Further, a technical
challenge exists to identify such hidden variables when a testcase is failing due to factors beyond the test infrastructure
itself such that resources can be adjusted or new test infrastructure can be developed accordingly.
[0016] Embodiments of thepresent inventionaddress such technical challengeswith testing infrastructure for computer
systems. It should be noted that the testing infrastructure itself includes computer systems, including memory devices,
processing units, and one or more computer executable instructions. Accordingly, embodiments of the present invention
facilitate improvements to computing technology, the testing infrastructure and the SUT. In one or more embodiments of
the present invention, embodiments of the present invention, by utilizing Pseudo-Boolean algebra, such as Heyting
algebra, can quantize the success rate of a test vectorwhile encapsulating the hidden variables that consistently affect the
outcomeof the testcase. For example, for a test vector <Andrew,Blue, 30>,which in this casehas three attributes <Name,
Color, Age> with assigned combination of values, the success rate indicates how often a test case succeeds while using
this specific combination of values. An "attribute-value pair" represents a particular value that is assigned to a particular
attribute being tested by the testcases. Theattribute is cycled throughmultiple valuesduring the testing. Further, there can
be several such attributes that are tested. The quantization of the success rate of an attribute-value pair enables a user,
such as quality assurance engineer, to reliably identify when the testcase is failing due to factors beyond the test
infrastructure itself such that resources can be adjusted or new test infrastructure can be developed accordingly. This
enhanced success metric can be used to improve the efficiency and reliability of a testing effort to improve the overall
stability of the SUT. Accordingly, embodiments of the present invention provide improvements, practical applications, and
technical solutions to technical challenges in the computing technology, particularly testing infrastructure used to test a
SUT.
[0017] Additionally, coverage tools for testing theSUTprovideameasureofhowwell theSUThasbeenexercisedduring
testingand therebygivea level of assurance that theSUTisof highquality. Thereareanumber of typesof coverageknown
in the art, such as statement coverage, line coverage, condition coverage, path coverage, method coverage, and the like.
One additional coveragemethod is functional coverage. Functional coverage is designed to measure an amount, portion
or similar metric of tests that examined predetermined functional behaviors. Once functional coverage is measured,
quality assurance (QA) personnel may design additional tests to examine untested behaviors.
[0018] However, test infrastructure can become incredibly expensive and cost per test cycle increases without
continuous optimization of products, tests, and environments. As more tests are added, more test suites are run, and
the complexity of the supporting services increases along with the cost of each test cycle. Test environments, test
dependencies, and test suites need to be managed with the same rigor as the product being shipped (i.e., the SUT).
Accordingly, managing the test infrastructure is a technical challenge, and in turn, efficient reduction of the test
infrastructure is a technical challenge. It should be noted that the reduction of the test infrastructure does not imply a
reduction in quality of testing theSUT.Rather, the technical challenge is that the quality of the tests is to be improved along
with the reduction in the test infrastructure.
[0019] Embodiments of the present invention address such technical challenges. According to one or more embodi-
ments of the present invention, a reducedset of testcases for aSUTare executedon the system. It shouldbenoted that the
system is different than the SUT; the SUT is being executed using the system. The reduced set of testcases can be
generated using combinatorics test designing (CTD). Errors can be identified based on a subset of tests that fail from that
reduced set. Further, according to one or more embodiments of the present invention, inverse CTD is used to localize the
fault in the system.
[0020] According to one ormore embodiments of the present invention, CTD is performedwith respect to an interaction
requirement, such as a pair-wise interaction, n-tuple interaction, or any other. The test plan may provide for sufficient
coverage tasks that assure that the interaction requirement is fulfilled. In some exemplary embodiments, test planning is
based on amodeling of the test space using a functional coveragemodel. The test space can represent inputs, scenarios,
configurations, the application’s internal state, or any other aspect that might need to be tested. The functional coverage
model may include a set of functional attributes. In other embodiments of the present invention, the coverage model can
include one from a number of types of coverage known in the art, such as statement coverage, line coverage, condition
coverage, path coverage, method coverage, and the like. The type of coverage does not affect reduction of the test
infrastructure techniques described herein.
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[0021] Further, with respect to test planning, a test-spacemaydefine potential tests thatmay be executed on theSUT. A
test can be associated with exactly one potential test, as opposed to coverage tasks. In some exemplary embodiments of
the present invention, several different tests may hold the same potential test.
[0022] In some exemplary embodiments of the present invention, the motivation for the approach of CTD is that most
errors depend on the interaction between a small number of functional attributes. CTD algorithms may also deal with
scalability issues. The CTD algorithms may assume that the combinations space is too large to be represented explicitly,
and they use various techniques to try to generate an optimized test plan without explicitly enumerating all possible
combinations. Examples of such algorithms may be a reduction to the orthogonal arrays or covering array problems.
Those techniques are limited in the type of restrictions they allow on the value combinations, or in the type of requested
interaction level, and still hit scalability issues as the number of model variables increases.
[0023] In one or more embodiments of the present invention, inputs to a SUTare modeled as a collection of attribute-
valuepairs.More specifically, inputs to aSUTcanbemodeledasa collectionof attributes, eachofwhich can takeononeor
more corresponding attribute-values. In one or more embodiments of the present invention, the entire Cartesian product
space that contains all possible combinations of attribute-value pairs can be reduced to a smaller set of test vectors that
provides complete n-wise coverage of the entire test space. For instance, if it is assumed that four different attributes A, B,
C, and D are modeled, and if it is further assumed that attribute A can take on four distinct values; attribute B can take on
three distinct values; attribute C can take on three distinct values; and attribute D can take on two distinct values, then the
total number of possible combinations of attribute-value pairs would be 4*3*3*2 = 72. Thus, in this illustrative example, the
entireCartesianproduct spacewould include72different combinationsof attribute-valuepairs. Aspreviously noted, these
72 different combinations of attribute-value pairs can be reduced down to a smaller set of combinations that still provide
complete n-wise coverage of theCartesian product space. For instance, referring to the sameexample introduced above,
if complete pairwise coverage is sought, then the 72 different combinations can be reduced down to 12 distinct
combinations that together include every possible pairwise interaction of attribute-values. The reduced number of
combinations required to provide n-wise coverage may increase logarithmically as n increases.
[0024] In exemplary embodiments of the present invention, the entire Cartesian product space including all combina-
tions of attribute-value pairs is reduced down to a smaller set of CTD test vectors that provides complete n-wise coverage
for a desired n. In complex hardware or software systems, the total number of attributes and corresponding candidate
attribute-valuesmaybequite large, inwhich case, the total number of possible combinationsof attribute-valuesmakingup
the entire Cartesian product space may be astronomically large, making it practically infeasible to test all possible
combinations.Reduction of the entireCartesianproduct spacedown toa substantially smaller number ofCTD test vectors
that still provide complete n-wise coverage allows for any n-wise (or m-wise where m < n) fault to be detected without
having to directly test every possible combination in the test space.
[0025] In exemplary embodiments of the present invention, a binary decision diagramor the likemaybeused to perform
the reduction and identify the reduced set of CTD vectors that provides complete n-wise coverage. In one or more
embodiments of the present invention, each CTD test vector that is generated includes a unique combination of attribute-
values, and the set of CTD test vectors together include every possible n-wise interaction of attribute-values. In particular,
eachCTD vectormay have a dimension corresponding to the number of attributes that aremodeled, where each element
of the CTD vector is a respective attribute-value for a corresponding attribute. The set of CTD vectors that is generated,
however,may not be unique. That is, theremaybemultiple different sets of CTDvectors, each ofwhich provides complete
n-wise coverage. In one or more embodiments of the present invention, the CTD vectors may be chosen at randomwhile
still ensuring complete n-wise coverage. In other one or more embodiments, the initial set of CTD vectors may be chosen
with specific criteria inmind such as, for example, to increase or decrease the representation of particular attribute-values
within the set of CTD vectors.
[0026] In exemplary embodiments of the present invention, once the initial set of CTD test vectors are generated, they
areused togenerateacorrespondingset of testcases.For instance, theset ofCTD test vectorsmaybeprovidedas input to
a testcasegeneration tool configured togeneratea respective corresponding testcase for eachCTDvector.Each testcase
may be designed to test the interactions among the particular combination of attribute-values contained in the corre-
sponding CTD vector.
[0027] In exemplary embodiments of the present invention, the testcases are then executed. The execution of each
testcase results in either a successful execution result, indicating that the combination of attribute-values associated with
the testcase does not contain an n-wise (or m-wise where m < n) error, or a failure execution result, indicating that the
combination of attribute-values associated with the testcase do contain an n-wise (or m-wise wherem< n) error. In one or
more embodiments of the present invention, a particular failing testcase is then selected and inverse combinatorics is
applied to the failing testcase toproduceanewset of testcasescapableof exposing thebug. Inexemplaryembodimentsof
thepresent invention, applicationof inversecombinatorics to theselected failing testcase includesgeneratinga respective
new testcase with respect to each attribute. Thus, the number of new testcases generatedmay be equal to the number of
attributes. In exemplary embodiments of the present invention, in each new testcase, the attribute-value of a correspond-
ing attribute in the selected failing testcase is changed to anattribute-value for that attribute that is not present in any failing
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testcase and the respective attribute-value for each other attribute is unchanged from that which is present in the selected
failing testcase.
[0028] Thosenew testcase(s) that yield asuccessful execution resultmay thenbeassessed todetect and localize then-
wise (or m-wise where m < n) error. In particular, the specific attribute-value pairs that cause the error may be identified
based on those new testcases that successfully execute. A regression bucket of testcasesmay then be generated based
on the error-producing combination of attribute-value pairs. More specifically, every possible combination of attribute-
values that include the attribute-values determined to cause the error may be determined and a regression bucket of
corresponding testcases for testing these combinations can be outputted for use by a manual tester, for example. In
particular, in one or more embodiments of the present invention, all testcases contained in the regression bucket will fail
when executed until the bug is fixed, after which all regression bucket testcases should pass (i.e., produce a successful
execution result).
[0029] In exemplary embodimentsof the present invention, architectural restrictionsmayapply to theSUT.Architectural
restrictions may include any of a variety of restrictions on inputs to the SUT. For instance, an example restriction may be
that if a given attribute has a particular attribute-value, then one or more other attributes are excluded from having certain
attribute-value(s). Another example architectural restrictionmay be that if a given attribute has a particular attribute-value,
thenoneormoreotherattributesmusthavecertainattribute-value(s).Yetanotherexamplearchitectural restrictionmaybe
that a newattribute is introduced if and only if a particular attribute has a particular attribute-value. It should be appreciated
that the above examples of architectural restrictions are merely illustrative and not exhaustive.
[0030] In exemplary embodiments of the present invention, architectural restrictions are considered prior to performing
the reduction of the entireCartesian space down to the initial set of CTDvectors that provides the desired complete n-wise
coverage. That is, in exemplary embodiments of the present invention, particular combinations of attribute-values that
violate any architectural restrictions are first excluded from the Cartesian product space, and then the reduction down to
the set of CTDvectors that provides complete desired n-wise coverage is performed. In thismanner, it can be ensured that
no combination of attribute-values that violates an architectural restriction is included in the initial set of CTD vectors.
Further, in exemplary embodiments of the present invention, when a selected testcase corresponding to an initial CTD
vector fails and is selected for expansion to obtain a set of new testcases designed to detect and localize an n-wise error,
that expansion can be performed first without taking into account any architectural restrictions. Then, any new testcases
that violate an architectural restriction can be excluded. In this manner, it can be ensured that the expansion provides as
much coverage of the test space in the neighborhood around the failing testcase as possible. In addition, in exemplary
embodiments of the present invention, the regression bucket of failing testcasesmay first be generatedwithout regards to
architectural restrictions, and then any testcases that violate an architectural restriction can be excluded from the
regression bucket. That is, testcases corresponding to all possible combinations in the entire Cartesian product test
space that include the particular combination of attribute-values causing an n-wise or lesser order error may first be
generatedand then reduceddown toexcludeany testcase(s) that violatea restriction.Alternatively, the testcases included
in the regression bucket may be selected from the reduced Cartesian space from which the initial set of CTD vectors are
selected, in which case, the regression bucket is generated to include only those combinations of attribute-values that
include the subset of attribute-values causing the error and that do not violate any architectural restriction.
[0031] One or more embodiments of the invention include various technical features that yield technical effects that
provide various improvements to computer technology. For instance, exemplary embodiments of the invention include the
technical feature of inverse combinatorics to expand a set of testcases from a selected failing testcase. This technical
feature allows for an n-wise or lesser order fault to be detected and localizedwithin a single iteration of the expansion. This
technical effect represents an improvement to debugging and fault detection computer technology because it automates
the creation of additional testcases around a selected failing testcase in amanner that is specifically designed to facilitate
detection and localization of a fault. Thus, the automated generation of new testcases in accordance with one or more
embodiments of the invention is capable of exposing a fault more efficiently and using a fundamentally different
methodology than manual testcase generation. Exemplary embodiments of the invention also include the technical
feature of generating a regression bucket of testcases that tests every possible combination of attribute-values that
includes the particular subset of attribute-values causing the n-wise fault. Thus, the regression bucket includes only
testcases that would all fail prior to correction of the fault and that would all pass after correction of the fault. Thus, the
automated generation of a regression bucket of failing testcases in accordance with one or more embodiments of the
invention provides an improvement to computer technology by providing a tester or automated testing algorithmwith a set
of testcases - each of which is ensured to fail - such that the tester or automated testing algorithm can use the regression
bucket of testcases to verify that a fault has been corrected when all testcases ultimately pass after debugging is
performed.
[0032] During the life cycle of an effort to test the SUT, considerable time and resources are invested into building up
sustainable, trustworthy testcases and infrastructure to provide a consistent testing system to execute the testcases to
verify the SUT. The end result of building the testing system is a reliable, efficient way to continuously verify the SUT
throughout the lifetime of the SUT, especially as maintenance and updates are applied overtime. A common way of
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insuring sufficient test coverage is through the use of CTD to ensure that the test coverage is sufficient.
[0033] A technical challenge with this paradigm lies in the test model designers either missing attribute-values from
those that are to be tested, or defining insufficient granularity for the values for an attribute to be tested. In such cases, the
testingmodel that is generated for use by the testing system can be incomplete, leading to incomplete testing of the SUT.
Another technical challenge is uneven use of any one test attribute variable value over time due to the particular algorithm
used to generate the tests. This case also results in some of the attribute-values not being exercised, again resulting in
incomplete testing of the SUT. In addition to the missing attribute-values, as noted earlier, the technical challenges also
include thehiddenvariablescausing the testcases failing to testand/or identify a root causeofa failure that theSUTmaybe
experiencing.
[0034] It should be noted that a "hidden variable" may fail intermittently due to difficult to control parameters such as
other applications, jobs, or services running concurrently with the SUT, temperature of the SUT, etc. A "hidden attribute" is
an attribute that should be included in the model to generate better test vectors. A "hidden attribute-value" is a value that
should be included in the attribute in a model to generate better test vectors, but was missed/overlooked at the time of
creating the testmodel, or that the userswerenot aware ofwhendesigning the testmodel.Whereas, a "hidden value" is an
environmental/outside factor that influences the result of one or more testcases.
[0035] Embodiments of the present invention address such technical challenges by using CTD to automatically
generate and select testcases to test a SUT, and further facilitating the use of Pseudo-Boolean algebra, such as Heyting
algebra, Kripke algebra, or any other intuitionistic logic to detect one or more hidden variables causing failure of one or
more of the testcases. Embodiments of the present invention further facilitate using the detected hidden variables to
determine one ormore portions of the SUT thatmay need to be further diagnosed to detect an error that may be causing a
failure of the testcase(s).
[0036] In one or more embodiments of the present invention, to recognize the missing/hidden attributes that are to be
tested, a success rate for eachattribute-valuepair over time is computedusingPsuedo-Booleanalgorithms. Thehistory of
the success rate is then displayed visually using an unevenly distributed visual representation, which can be referred to as
a non-uniform table or heat-map of the test vectors attribute-values of a model used to test the SUT. According to the
invention, based on the historical data, an attribute in themodel is identified that contains valueswhich has a success rate
that does not satisfy a predetermined threshold. The identified attribute is used to identify and reveal a lack of depth in a set
of valuesused to test at least that attribute.Byaddingadditional values to theattribute, andanyotherassociatedattributes,
thesuccess rateof theattribute ismonitoredover timeagain. If thesuccess rate threshold is satisfied, it canbedeemed that
a hidden value, or a hidden attribute has been identified by the values thatwere added. The hidden value can then be used
in further set of testcases.
[0037] Referring now to FIG. 1, which shows a schematic illustration of a computerized environment in accordancewith
embodiments of the present invention. A computerized environment 100 may include one or more computerized tools. It
should be noted that the depiction is one possible example of a block diagram and that some components may not be
depicted for clarity.
[0038] In one or more embodiments of the present invention, a user 110, such as a developer, a QA staff member, a
tester, a designer, a verification engineer or the like, may interact with the computerized environment 100. The user 110
may utilize a man-machine interface (MMI) 112 such as a terminal, a display, a keyboard, an input device or the like.
[0039] In some exemplary embodiments of the present invention, a coveragemodel defining tool 102may be utilized to
define the test coveragemodel, such as a functional coverage model, or the like. In some exemplary embodiments of the
present invention, the user 110maydefine the attributes that are to be tested, for example, the functional attributes in case
a functional coverage is being tested. In some exemplary embodiments of the present invention, a similar tool may be
utilized to define a test-space. In some exemplary embodiments, the coverage model may be adapted to be utilized as a
test model.
[0040] In some exemplary embodiments of the present invention, a test execution engine 108may be utilized to test the
SUT. It will be noted that the SUT may be hardware, firmware, software, combination thereof, or any other type of
computerized device. The test execution engine 108 may be a simulation-based verification tool, a test-generation
platform,or the like. The test executionengine108maybeoperatively coupled toa test planning tool 106andconfigured to
perform testing in accordancewith the test plan. In some exemplary embodiments, the test planning tool 106may provide
the tests for the test execution engine 108 to perform. It will be noted that dynamic verification is a broader concept than
testing the SUT, and it further includes test planning, coverage analysis and the like. The test execution engine 108
provides only one aspect of the entire scope of operations that may be performed during dynamic verification and should
not be used to construe the term "dynamic verification" narrowly.
[0041] In someexemplary embodiments of the present invention, a coverageanalysis tool 104 is configured tomeasure
coverage of the test space for the SUT based on the dynamic verification performed by the test execution engine 108. For
example, the coverage analysis tool 104 can be a functional coverage analysis tool. The coverage analysis tool 104
provides a coverage measurement, such as a portion of the coverage test-space or of the defined test plan, indicative of
coverage tasks that were covered during dynamic verification performed by the test execution engine 108. The user 110
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may review the coverage measurement and/or the list of covered tasks.
[0042] In some exemplary embodiments of the present invention, a test planning tool 106 may define a test plan to be
covered. In some exemplary embodiments of the present invention, the test plan may be a set of coverage tasks to be
covered. In some exemplary embodiments of the present invention, the test plan tool 106may provide tests that are likely
to cover the test plan, such as based on a test benchmark stored in a datastore which includes tests that are
known/estimated to cover specific aspects of the SUT. As another example, the test plan tool 106 is configured to
generate tests so as to cover coverage tasks. The user 110may review the test plan, the selected test or the like. In some
exemplaryembodimentsof thepresent invention, theuser110mayprovideparameters for the testplanning tool 106 touse
in determining the objective of the test plan, such as a desired interaction level. Embodiments of the present invention
enable the elimination of any redundancy in the generated tests.
[0043] While thedepiction inFIG.1hasbeendescribedwith specific components including thecoveragemodel defining
tool 102, coverageanalysis tool 104, test planning tool 106and the test execution engine108, embodiments of the present
invention are not limited to these components or system configurations and can be implemented with other system
configuration employing fewer or additional components.
[0044] FIG. 2 is a block diagram representingmodules providing a testing infrastructure according to an embodiment of
the invention. More specifically, the infrastructure includes a test generator 208. The test generator 208 accesses a test
infrastructure, such as a repository of testcases 202, which stores suites of testcases available to verify the correctness of
the SUT 214. Each testcase specifies an input to be applied to the SUT 214 and the expected response that should be
returned in response to this input (to indicate its correct operation). Typically, the testcases are organized into sets (test
suites), for example, each test suite for a different component of the SUT 214.
[0045] The test generator 208 creates an execution bucket for each run of the test on theSUT214. The bucket specifies
the operations to be performed for running the desired testcases in a machine-readable language (such as XML-based).
Particularly, in the case of a complete test, all the available testcases are executed on each component of the SUT 214;
conversely, in the case of a regression test, the execution is limited to a subset of selected testcases. The bucket so
obtained can be saved into a file.
[0046] A test executionengine108controls theexecutionof thebucket read from thefile.Foreach testcaseof thebucket
212, this involves theapplicationof thecorresponding input (attribute-values) to theSUT214. In response thereto, theSUT
214 returns a corresponding output to the test execution engine 108. The test execution engine 108 determines the result
of the testcase by comparing its output with the corresponding expected response (extracted from the file, for example).
The result of the testcase (i.e., positive when the two values match and negative otherwise) is saved into a log. For
example, thismay be achieved bymeans of a standard Test Tracking Tool (TTT). The results of the (current) run of the test
are available in the log for their analysis.
[0047] For a large, complex SUT 214, the testcase infrastructure 202 can contain a large amount of duplicate test
actions/testcases. In accordancewith certain embodiments of the present invention, one technique developed to address
these challenges incorporates the use of a fingerprint repository 206 with a store of information including a set of
fingerprints that correspond to a plurality of regression tests stored in the test repository 202. In one embodiment, the
fingerprints are generated by a fingerprint generator 204. For instance, the fingerprint repository 206 can include
fingerprints of most, if not all, of the tests stored in the test repository 202 and a reference to where copies of the test
are located throughout the test infrastructure, similar to an index in a book. Each fingerprint uniquely identifies a specific
code path covered by a corresponding testcase. In this manner, the system can identify fingerprints (and corresponding
tests) that are redundant, and in some cases duplicate.
[0048] According to embodiments of the present invention, processing of the results 216 of the regression tests
generated by the test generator 208 and executed by the test execution engine 108 may include determination of a code
path traversed during execution of each generated regression test and generation of a fingerprint for each executed
regression testcase based at least in part on the code path. In some embodiments of the present invention, these steps
maybeperformedby the fingerprint generator 204.Here, a "codepath" associatedwith a testcase refers to a portion of the
SUT 214 that is exercised by the testcase.
[0049] Aredundancyanalyzer218comparesfingerprints corresponding toall testcasesgeneratedby the test generator
208 to a plurality of fingerprints stored in the fingerprint repository 206. The redundancy analyzer 218 provides a list of the
regression testcases generated by the test generator 208 that have matching fingerprints with one or more fingerprints
stored in the fingerprint repository 206. This information is used to select and discard the duplicate testcases from the test
repository 202 (as described below).
[0050] FIG. 3 is a schematic hybrid data flow/block diagram illustrating fault detection and localization using CTD
techniques and generation of a regression bucket of failing testcases that expose a detected fault in accordance with one
or more one or more embodiments of the invention. FIG. 6 is a process flow diagram of an illustrative method 600 for
detecting and localizing an n-wise fault usingCTD techniques and generating a regression bucket of failing testcases that
expose the detected n-wise fault in accordance with one or more one or more embodiments of the invention. FIG. 6 is
described in conjunction with FIGS. 1‑5.
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[0051] Illustrative methods in accordance with one or more embodiments of the invention and corresponding data
structures (e.g., modules, units, and other such components) for performing themethods are now described. It should be
noted thateachoperationofoneormoremethodsdescribedhereinmaybeperformedbyoneormoreof themodulesor the
like described herein. Thesemodulesmay be implemented in any combination of hardware, software, and/or firmware as
describedherein. In certainoneormoreembodiments, oneormoreof thesemodulesmaybe implemented, at least in part,
as software and/or firmware modules that include computer-executable instructions that when executed by a processing
circuit cause one or more operations to be performed. A system or device described herein as being configured to
implement oneormoreembodimentsmay includeoneormoreprocessing circuits, eachofwhichmay includeoneormore
processing units or nodes. Computer-executable instructionsmay include computer-executable program code that when
executed byaprocessing unitmay cause input data contained in or referencedby the computer-executable programcode
to be accessed and processed to yield output data.
[0052] Referring toFIG.6 inconjunctionwithFIG.3, inoneormoreembodimentsof thepresent invention, at block602of
the method 600, inputs to the SUT 214 are modeled as a collection of attribute-value pairs 302. Any number of attributes
may be used tomodel SUT inputs and each attributemay take on any number of candidate attribute-values. At block 604,
computer-executable instructions of one or more n-wise coverage CTD vector generation modules 304 are executed to
generate an initial set of CTD vectors 306 that provides n-wise coverage of an entire Cartesian product space associated
with the collection of attribute-value pairs 302.
[0053] In particular, the entire Cartesian product space that contains all possible combinations of the attribute-value
pairs 302 is reduced to a smaller set of CTD test vectors 306 that provides complete n-wise coverage of the entire test
space. In one or more embodiments of the present invention, the complete n-wise coverage provided by the set of CTD
vectors 306maybe complete pairwise coverage. For instance, if it is assumed that threeattributes aremodeled, namely, a
"name" attribute, a "color" attribute, and a "shape" attribute as shown in FIG. 4, and if it is further assumed that the "name"
attribute can take on 4 distinct attributes (Dale, Rachel, Andrew, and Ryan), the "color" attribute can take on 2 distinct
attributes (green, blue), and the "shape" attribute can take on 3 distinct attributes (circle, square, triangle), then the total
number of possible combinations of attribute-value pairs would be 4*3*2 = 24. Thus, in this illustrative example, the entire
Cartesian product space would include 24 different combinations of attribute-value pairs.
[0054] The 24 different combinations of attribute-value pairs can be reduced down to a smaller set of combinations (i.e.,
the set of CTD vectors 306) that still provides complete n-wise coverage of the Cartesian product space. For instance, if
completepairwisecoverage is sought, then the24different combinations canbe reduceddown to12distinct combinations
that together includeeverypossiblepairwise interactionofattribute-values.Anexampleset ofCTDvectors400 is shown in
FIG. 4. Theexample set ofCTDvectors 400 includesall pairwise interactionsbetween theattribute-valuesof theattributes
"name," "color," and "shape."
[0055] A binary decision diagram or the like may be used to perform the reduction and identify the reduced set of CTD
vectors 306 that provides complete n-wise coverage. While each CTD vector in the set of CTD vectors 306 includes a
unique combination of attribute-values, the set of CTD vectors 306 itself may not be unique. That is, theremay bemultiple
different sets of CTD vectors, each of which provides complete n-wise coverage. For instance, while FIG. 4 depicts an
example set of CTD vectors 400 for the example attributes and attribute-values described, it should be appreciated that
alternative sets of CTD vectors that include different combinations of attribute-values may also independently provide
complete n-wise coverage. It should further be appreciated that while the example set of CTD vectors 400 provides
complete pairwise coverage and partial three-wise coverage, a greater number of CTD vectors would be needed to
provide complete three-wise coverage. Stated more generally, as n increases, the number of CTD vectors needed to
provide complete n-wise coverage increases logarithmically with n.
[0056] FIG. 5 depicts an example CTD vector 500 of the type that may be included in the set of CTD vectors 306. The
example CTD vector 500 includes multiple attributes 502. As previously described, the attributes 502 may be used to
model inputs to the SUT 214. The attributes 502may be associated with attribute-values 504. In particular, each attribute
502 may have a corresponding attribute-value 504, which may be one of one or more candidate attribute-values that the
attribute is allowed to take on.
[0057] In one ormore embodiments of the present invention, architectural restrictions are taken into account in method
600 prior to performing the reduction of the entire Cartesian space down to the initial set of CTD vectors 306 that provides
desired complete n-wise coverage. That is, particular combinations of attribute-values that violate any architectural
restrictions are first excluded from theCartesian product space, and then the reduction down to the set ofCTDvectors 306
that provides complete desired n-wise coverage is performed. In this manner, it can be ensured that no combination of
attribute-values that violates an architectural restriction is included in the initial set of CTD vectors 306.
[0058] Architectural restrictions may include any of a variety of restrictions on inputs to the SUT 214. For instance, an
example restriction may be that if a given attribute has a particular attribute-value, then one or more other attributes are
excluded from having certain attribute-value(s). Another example architectural restriction may be that if a given attribute
has a particular attribute-value, then one or more other attributes must have certain attribute-value(s). Yet another
example architectural restrictionmaybe that a newattribute is introduced if andonly if a particular attribute has aparticular
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attribute-value. It shouldbeappreciated that theaboveexamplesof architectural restrictionsaremerely illustrativeandnot
exhaustive.
[0059] Referring again to FIG. 6, at block 606 of themethod 600, in one or more embodiments of the present invention,
the testcase generation modules 208 may be executed to generate, from the initial set of CTD test vectors 306, a
corresponding set of testcases 202, which are then executed by the testcase execution module(s) 108 to yield an
execution result (pass or fail) for each testcase.
[0060] For instance, the set of CTD test vectors 306 may be provided as input to a testcase generation tool 208 that
generates a respective corresponding testcase for each CTD vector. Each testcase in the set of testcases 202 tests the
interactions among the particular combination of attribute-values contained in a corresponding CTD vector of the set of
CTD vectors 306. It should be appreciated that a set of CTD vectors and their corresponding testcases may, at times
herein, bedescribedand/or depicted interchangeably. For instance, theexample set ofCTDvectors 400depicted inFIG. 4
may be interchangeably thought of as the corresponding set of testcases that test the particular combinations of attribute-
values represented by the set of CTD vectors 400.
[0061] At block 608 of the method 600, computer-executable instructions of the testcase execution module(s) 108 are
executed to determinewhether any testcases in the set of testcases202 failed. In oneormoreembodimentsof the present
invention, execution of each testcase 202 results in either a successful execution result, indicating that the combination of
attribute-values contained in the correspondingCTDvector 306 does not contain an n-wise (orm-wisewherem<n) error,
or a failure execution result, indicating that the combination of attribute-values in the corresponding CTD vector 306 does
contain an n-wise (or m-wise where m < n) error.
[0062] Referring to the example depicted in FIG. 4, testcases corresponding to the example set of CTD vectors 400 are
executed at block 606 to yield a respective execution result for each testcase. In particular, two testcases 402 and 404 are
illustratively depicted in FIG. 4 as resulting in failure. Failing testcase 402 tests the following combination of attribute-
values: Dale; blue; triangle, which respectively correspond to the attributes name, color, and shape. Failing testcase 404
tests the followingcombinationof attribute-values:Dale; blue; circle,which respectively correspond to theattributesname,
color, and shape. Although "Dale" and "blue" are present both in theCTD vector corresponding to failing testcase 402 and
in the CTD vector corresponding to failing testcase 404, it is unclear at this stage in the process as to whether "Dale" and
"blue" are generating a pairwise error; whether "Dale" and ("triangle" or "circle") are generating the pairwise errors; or
whether "blue" and "triangle" or "circle") are generating the pairwise errors. Subsequent operations of method 600 can
utilize inverse combinatorics to expand the test space around a selected failing testcase to detect and localize the
particular combination of attribute-values that are causing the n-wise error (pairwise error in the case of the example
depicted in FIG. 4).
[0063] Responsive to a negative determination at block 608, themethod 600may end because none of the initial set of
testcases 202 has failed. Because the initial set of CTD vectors 306 (based on which the set of testcases 202 are
generated) provided complete n-wise coverage, it can be ensured that an n-wise or lesser order error is not present.
However, successful execution of all of the testcases in the initial set of testcases 202 does not ensure that a higher order
error (k-wise where k > n) is not present.
[0064] On the other hand, in response to a positive determination at block 608 indicating that execution of the set of
testcases 202 results in one or more failing testcases 314, the method 600 includes using an inverse CTD testcase
generation module 316 to execute and to select a particular failing testcase 314 and apply inverse combinatorics to the
selected failing testcase 314 to produce a new set of testcases 318 capable of being used to detect and localize the
combination of attribute-values that are causing the n-wise or lesser order error.
[0065] In one ormore embodiments of the present invention, application of inverse combinatorics to the selected failing
testcase 314 includes generating a respective new testcase 318 with respect to each attribute. Thus, the number of new
testcasesgeneratedmaybeequal to the number of attributes. In oneormoreembodiments, in eachnew testcase318, the
attribute-value in the selected failing testcase 314 of a corresponding attribute is changed to an attribute-value for that
attribute that is not present in any other failing testcase and the respective attribute-value for each other attribute is
unchanged from that which is present in the selected failing testcase 314.
[0066] Referring again to the example depicted in FIG. 4, assuming that failing testcase 402 is selected at block 610,
then the example set of new testcases 406may be generated. In one ormore embodiments of the present invention, each
example new testcase 406may be generated by changing the attribute-value of a corresponding attribute in the selected
failing testcase 402 to a different value that is not present in any other failing testcase. For instance, a first new testcase
corresponding to the CTD vector <Andrew, blue, triangle> is obtained by changing the attribute-value of the "name"
attribute in the failing testcase 402 from "Dale" to "Andrew" while keeping the attribute-values for the other attributes the
same as in the failing testcase 402. Similarly, a second new testcase corresponding to the CTD vector <Dale, green,
triangle> isobtainedbychanging theattribute-valueof the "color" attribute in the failing testcase402 from"Blue" to "Green"
while keeping the attribute-values for the other attributes the same as in the failing testcase 402. Lastly, a third new
testcase corresponding to theCTD vector <Dale, blue, square> is obtained by changing the attribute-value of the "shape"
attribute in the failing testcase 402 from "triangle" to "square" while keeping the attribute-values for the other attributes the
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same as in the failing testcase 402.
[0067] It should be appreciated that the respective attribute-value that is changed to obtain each new testcase 406 is
obviously not present in the selected failing testcase 402. Moreover, each changed attribute-value is not present in any
other failing testcase aswell (e.g., failing testcase 404). Specifically, the changedattribute-value "Andrew" for the first new
testcase is not present in any failing testcase; the changed attribute-value "green" for the second new testcase is not
present in any failing testcase; and the changed attribute-value "square" for the third new testcase is not present in any
failing testcase.
[0068] After generating the set of new testcases 318 by performing inverse combinatorics on a selected failing testcase
314, the testcase execution module(s) 108 is used for executing the new testcases 318, at block 612 of the method 600.
Further, at block 614, one ormore n-wise error localizationmodules 322 detect and localize an n-wise or lesser order error
based on the attributes and their corresponding original failing attribute-values in the selected failing testcase 314 that
when changed resulted in new testcases that pass. In particular, computer-executable instructions of the n-wise error
localization module(s) 322 are executed to assess execution results 320 for the set of new testcases 318 to detect and
localize an n-wise or lesser order error based on those new testcases that yield a successful execution result. As used
herein, a lesser order error refers to anm-wise error wherem < n, assuming complete n-wise coverage by the set of CTD
vectors 306.
[0069] Referring again to the example depicted in FIG. 4 which assumes detection and localization of a pairwise error,
execution of the set of new testcases 406 results in the first new testcase corresponding to theCTD vector <Andrew, blue,
triangle>passing; thesecondnew testcasecorresponding to theCTDvector<Dale, green, triangle>passing; and the third
new testcase corresponding the CTD vector <Dale, blue, square> failing. In one or more embodiments, the n-wise error
localization module(s) 322 determine, based on the failing execution result for the third new testcase, that the "shape"
attribute is not contributing to a pairwise error because changing the attribute-value from "triangle" in the failing test 402 to
"square" in the third new testcase continues to result in failure.
[0070] On the other hand, the n-wise error localizationmodule(s) 322may determine that the attributeswhose attribute-
valueswere changed to obtain the new testcases that passed execution do contribute to the pairwise error. Specifically, in
one or more embodiments of the present invention, based on the successful execution result for the first new testcase
corresponding to theCTDvector <Andrew, blue, triangle>, the n-wise error localizationmodule(s) 322 determines that the
"name"attributeand theoriginal failingattribute-value "Dale" are contributing to thepairwiseerror.Similarly, in oneormore
embodiments, based on the successful execution result for the second new testcase corresponding to the CTD vector
<Dale, green, triangle>, the n-wise error localization module(s) 322 determines that the "color" attribute and the original
failing attribute-value "blue" are also contributing to the pairwise error.
[0071] Thus, basedon theexecution results 320 for the set of new testcases318, the n-wise error localizationmodule(s)
322 can determine, in the example depicted in FIG. 4, that the attributes "name" and "color" having the attribute-values
"Dale" and "blue," respectively, are responsible for the pairwise error. Stated more generally, the n-wise error localization
module(s) 322 can determine the specific attribute-value pairs that cause an n-wise or lesser order error based on an
assessment of the execution results 320 for the set of new cases 318, and more specifically, the original attribute-values
that were changed in the selected failing testcase to obtain passing new testcases.
[0072] The example depicted in FIG. 4 assumes an initial set of CTD vectors 400 that provides complete pairwise
coverage, inwhichcase, apairwiseor lesser ordererror (e.g., a singleattribute-value that causesanerror) canbedetected
and localized in a single pass of applying inverse combinatorics on a selected failing testcase to obtain the set of new
testcases 318. In general, if the initial set of CTD vectors 306 provides n-wise coverage, then a single pass of applying
inversecombinatoricsonaselected failing testcase revealsann-wiseor lesserorder error.Whileak-wiseerrorwherek>n
may be detectable using an initial set of CTD vectors that provides complete n-wise coverage, this is not a guarantee
because the initial set of CTD vectors 306 would not include all k-wise interactions. However, an initial set of CTD vectors
306 that provides complete n-wise coverage (e.g., complete pairwise coverage) may provide some degree of k-wise
coverage where k > n (e.g., three-wise coverage), and thus, based on the particular CTD vectors that are chosen, the
method600can reveal a k-wiseerror at a singlepassoraftermultiple passesof applying inversecombinatorics to selected
failing testcases.
[0073] Referring again to FIG. 6, at block 616 of the method 600, computer-executable instructions of one or more
regression bucket generation module(s) 326 are executed to generate and output a regression bucket 212 of failing
testcases that includes all possible combinations in the Cartesian product space that include the original failing attribute-
valuepairs. The regressionbucket generationmodule326, in oneormoreembodimentsof thepresent invention, receives
an indication of the error-producing subset of attribute-value pairs 324as input and determines andoutputs the regression
bucket 212 that includes only those testcases that correspond to all possible combinations in theCartesian product space
that include the particular attribute-values that are causing the detected error.
[0074] Referring again to the example of FIG. 4, the regression bucket generation module 326 receives as input the
attributes "name" and "color" and the corresponding attribute-values "Dale" and "blue" that are causing the pairwise error,
determines all attribute-value combinations in the Cartesian product space that include "Dale" and "blue," and populates
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the regression bucket 212 with testcases corresponding to all of these combinations. In this example, the regression
bucket 212 includes the following testcases: (Dale, blue, triangle); (Dale, blue, circle); and (Dale, blue, square). Because
each of the testcases in the regression bucket 212 includes the attribute-values "Dale" and "blue" for the attributes "name"
and "color," respectively, which together are contributing to the detected pairwise error, each testcase in the regression
bucket 212 is ensured to fail. In one or more embodiments of the present invention, the regression bucket 212 can be
outputted for use by a manual tester or another automated debugging algorithm. The regression bucket 212 of failing
testcases can be used to verify whether the detected error has been corrected because all testcases contained in the
regression bucket 212will pass onlywhen the error is fixed. Thus, if any testcase in the regression bucket 212 continues to
fail despite modifications made to the SUT 214 in an attempt to correct the error, then this indicates that the error has not
been completely resolved.
[0075] FIG. 7 depicts a flowchart of a method for detecting deficiencies in a testing model using success rates of
attribute-value pairs over time when testing a SUTaccording to one or more embodiments of the present invention. The
method700 includesmodeling theattribute-valuepairs for testing theSUT214,at block702.Themodeling is similar to that
performed in the method 600 and generates a dictionary of attributes and their corresponding values that can be used to
create all combinations of testcases.
[0076] At block 704, the n-wise coverageCTD vector generationmodule 304 generates a set of CTD vectors 306 to test
theSUT214with n-wise coverageusing themodel. In oneormoreembodiments of the present invention, theCTDvectors
306 are generated from the entire Cartesian product space of the attributes that are tested for the SUT 214. In example
embodiments of the present invention, each CTD vector 306 is selected only from the reduced test space that excludes
invalid combinations of attribute-values that violate architectural restrictions of theSUT 214. For example, theCTD vector
generation module 304 reduces the entire Cartesian product space associated with the collection of attribute-value pairs
302 down by identifying and excluding those combinations that do not adhere to architectural restrictions associated with
the SUT 214.
[0077] At block 706, a set of testcases 202 is generated from the initial set of CTD vectors 306 and executed similar to
block 606 of the method 600. In one or more embodiments of the present invention, generating and executing the
testcases 202 can include using inverse combinatorics based on one or more failing testcases 202 to generate additional
testcases 202.
[0078] Atblock708, the result of eachof the testcases202 is recorded for at least apredeterminednumberof executions
of the testcases202, i.e., repeatedexecutions of the sameset of testcases202.Thenumberof executionsof the testcases
202 can be limited using a predetermined number of executions, such as 10, 100, 1000 etc., or using a predetermined
duration of time, e.g., executions over an hour, day, a week, a month, etc.
[0079] A result of executing testcase is binary, i.e., PASS or FAIL. Accordingly, for a given configuration of the SUT 214,
without any configuration changes, it may be expected that the result of the testcases 202 do not change over themultiple
executions. However, as noted earlier, because of hidden attributes, the same testcase that passes (or fails) in one
execution,with a specific configurationof theSUT214, can fail (or pass) in another execution,with the sameconfiguration.
Accordingly, the result of the testcases 202 are converted into a non-binary form prior to storing the results, at block 710.
[0080] Converting the results of the testcases 202 into non-binary form is performed by computing a success rate of the
attribute-value pairs used by the testcases. In one or more embodiments of the present invention, the success rate is
computed using Pseudo-Boolean Algebra, such as Heyting algebra, to quantize a vector of Boolean outcomes that
represent a successful/failed testcase. In one ormore embodiments of the present invention, an eigen value is calculated
based on the success rates (i.e., Heyting values) computed for each attribute-value pairs used by testcases of the test
model. All of the computed success rates of the test model are aggregated into an eigen vector which is then used to
calculate an eigen value. The success rate (or failure rate) of each attribute-value pair (SAV) is computed based on
execution of each testcase. Thus, the success rate (SAV) of an attribute-value pair is a non-binary value that describes the
success/fail rate of a given attribute-value pair over time, where the success rate is computed using Pseudo-Boolean
algebra. The vector that includes results ofmultiple executions of a testcase using anattribute-valuepair can bequantized
asSAV= f(t1, t2...tn), whereSAV=success rate of the attribute-value pair, ti = 1/0 basedon success/failure of testcase i, n =
number of testcase executions, and f =Pseudo-Booleanalgebra function that converts theBoolean ti values to non-binary
SAV. Here, n can be a number of testcases that use the attribute-value pair, and the number of times the testcases are
executed.
[0081] In addition, success rate (ST) (or failure rate) for each testcase is also monitored and recorded as a non-binary
value. The success rate (ST) of a testcase is computed using Pseudo-Boolean Algebra to quantize a vector of testcase
execution results over time. For example, the vector that includes results of multiple executions of testcase can be
quantized as ST = g(t1, t2...tn), where ST = success rate of the testcase, ti = 1/0 based on success/failure of testcase i, n =
numberof testcaseexecutions, andg=Pseudo-Booleanalgebra function that converts theBoolean ti values tonon-binary
ST. Here, n can be a number of times the testcase is executed. In one or more embodiments of the present invention, an
eigenvalue is calculatedbasedon thesuccess rates (i.e.,Heytingvalues) computed foreach test vector (i.e., testcase)of a
test model. All of the computed success rates of the test model are aggregated into an eigen vector which is then used to
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calculate an eigen value
[0082] Tables 1 and 2 depict example test vectors, where the attributes being tested include <name, color, state, age>
and the values used are from the sets shown in Table 1. It is understood that this is just one example, and that in other
embodiments of the present invention, the test vectors can include different attributes, and/or a different number of
attributes in the test vectors. Also, the values of the attributes can vary from those depicted herein. Table 1 depicts the
success rates for each attribute-value pair, while Table 2 depicts the success rates for each testcase. A success rate of a
testcase can be the same as the success rate of a test vector. The last column of Table 2 is an eigen vector of the Pseudo-
Boolean algebra, and includes all of the success rates. The eigen value is a numerical representation of the eigen vector.

Table 1

Table 1A Table 1B Table 1C Table 1D

Name Success
Rate Color Success

Rate State Success
Rate Age Success

Rate

Andrew SAV1 Blue SAV3 Connecticut SAV5 20 SAV7

Dan SAV2 Black SAV4 New York SAV6 30 SAV8

Table 2

Test vector# Name Color State Age Success Rate (ST)

1 Andrew Black Connecticut 20 ST1

2 Dan Black Connecticut 20 ST2

3 Andrew Blue Connecticut 20 ST3

4 Andrew Black New York 20 ST4

5 Andrew Black Connecticut 30 ST5

[0083] It should be noted that a "hidden variable" may cause a testcase to fail intermittently due to difficult to control soft
failures such as other applications, jobs, or services running concurrently with the SUT 214, temperature of the SUT 214,
etc. A "hidden attribute" is an attribute that should be included in the model to generate test vectors with different
combination of attributes. Further, a "hidden attribute-value" is a value that should be included to test an attribute that is
already in themodel, i.e., the combinationof attributesdoesnot change, rather combinationof attribute-valuesused to test
the SUT 214 is changed. A "hidden value" is an environmental/outside factor that influences the result of one or more
testcases; a hidden variable is a type of a hidden value.
[0084] In the example of Table 2, the testcases using the combination of attribute-values represented by the test vector
#1 fail 50% of the times, and the test vectors #2 and #5 result in the testcases passing 100%of the times. The test vectors
#1, #2, and #5, differ from each other by a single value, as can be seen.
[0085] Let us assume, for the sake of this example, that the combination of the attribute-values <Color, Black> and
<State, Connecticut> cause the testcase to fail. If that is the case, per Pseudo-Boolean algebra, it can be deemed that the
testcases with the test vectors #2 and #5 should have also failedwith success rate 50% (same as vector #1). But because
that is not the case here, it can be deemed that there is a "hidden variable" that themodel does not have control over, i.e., a
soft failure caused by, for example, an unknown environmental condition. Further, if all three test vectors, #1, #2, and #5,
resulted in 50% success rate, it can be deemed that there is a "hidden attribute" that has to be used to generate additional
test vectors. Further yet, by adding one ormore values to the range of the attributes andmonitoring the success rate of the
new attribute-values over time, a "hidden attribute-value" can be detected if a threshold success rate is satisfied by using
theoneormoreadditional values.Also,whenahiddenvariable is present, andcauses intermittent failure, as testcasesare
executed, the success rate of a specific test vector may change over time.
[0086] At block 712, the success rates (SAV) of the attribute-value pairs are stored in a data structure, such as a
Karnaughmap, a heatmap, or any other form of a non-uniform data structure that can be analyzed for detecting trends of
the attributes over time. The data structure is non-uniform because each attribute can have a different number of values
that are tested.
[0087] FIG. 8 depicts an example visualization of success rates (SAV) of attribute-value pairs according to one or more
embodimentsof thepresent invention.Thevisualization800canbegeneratedbasedon thedatastructureused for storing
the success rates (SAV) using techniques, such as generating a heatmap, a polygon, or any other representation to
visualize the non-uniform table of success rates (SAV). The visualization 800 is a non-uniform heat-map inwhich a color or
shading of each square 802 represents a success rate (SAV) of an attribute-value pair corresponding to that square 802. In
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the particular example shown, the darker the square, the lesser the success rate (SAV), and conversely, the brighter the
square the higher the success rate (SAV) of the corresponding attribute-value pair. However, it is understood that the heat-
map800 canbe shadedusing different rules in other embodiments. Alternatively, or in addition, the success rate (SAV) can
be representedusingadifferent propertyof thevisualization, other thancolor, for example, asizemaybeused.Further, it is
understood that although the visualization 800 is a 2D depiction, in other embodiments of the present invention, the
visualization can use different number of dimensions, such as 3D.
[0088] Using the visualization 800, by analyzing a particular range of attributes, the effectiveness of each attribute can
reveal a lack or of depth in themodel’s attribute-values. For example, if the attribute "age" in the visualization 800 shows a
success rate (SAV) above (or below) a threshold for each attribute-value pair, the range of values used to test the attribute
may be underdeveloped. Otherwise if adding additional values to the attribute does not change the visualization 800 (i.e.,
the underlying success rates) by at least a predetermined threshold, then the attribute is deemed to be sufficiently
explored.
[0089] At block 714, the success rates are analyzed to determine deficiencies of the testing model and/or data. The
deficiencies can include hidden variable(s), hidden attribute(s), and/or hidden attribute-value(s). In one or more embodi-
ments of thepresent invention, the testmodel is used to create a test bucketwhich canbe run.Using the results the inverse
combinatoric set for each failed test vector can be computed. Inverse Combinatorics, which is a known technique,
facilitates identifying all failing test vectors. For each failing test vector, an inverse combinatoric set is generated. For each
inverse combinatoric set a new test bucket is generated to test and diagnose the SUT to determine a cause of the failing
testcases. Further, in one ormore embodiments of the present invention, the inverse testcases are run and the results are
used to perform root cause analysis, which results in locating the source of the failure in the original test model.
[0090] In one or more embodiments of the present invention, the analysis includes computing an eigen value and an
eigen vector based on the success rates (ST) of the testcases 202. For example, the S = <ST1, ST2... STN> represents a
vector of the success rates of the testcases202over time. Theeigen value andeigen vector are computed for the vectorS.
[0091] In oneormoreembodiments of the present invention, the eigen vector can be visualized in severalways, suchas
a linegraph.Theeigenvectorsandeigenvalues, over time, indicate improvement, anddegradation, of the testingprocess,
and also highlight focal points for execution # n+1 of the testcases 202. In one or more embodiments of the present
invention, the eigen vectors, representing the success rates of the testcases can be used to create a unit vector
representing testing model coverage over time. Further, the eigen vectors and eigen values can be used to monitor/track
changes in quality of outcomes because of changes to existing testcases, generation of new testcases, changes to the
SUT 214, or any other changes. Accordingly, the eigen values and eigen vectors can facilitate quantifying andmonitoring
the testcase quality as the SUT 214 and the testing environment 100 changes. This provides a user with a new metric to
maintain and enhance a test infrastructure.
[0092] In one or more embodiments of the present invention, the success rates (SAV) are stored in the form of the
Karnaugh map, or any other data structure for the visualization 800. Surface local minima and maxima of the Karnaugh
map can, respectively, identify attribute-value pairs deficient in testing by the presentmodel, and attribute-value pairs that
are inversely coveredwith robustness. In one ormore embodiments of the present invention, the testing environment 100
can indicate that more or different resourcesmay be needed to properly test or stress the SUT 214. Further, multiple such
visualizations 800 obtained over multiple testcase executions can be used to assess the SUT 214. For example, the
visualization 800 can be compared to one ormore versions of the visualization 800 to isolate patterns over time to indicate
how the SUT 214 and/or the testing infrastructure 100matured and changed. The baseline versions used for comparison
canbeoneormore visualizations 800 that aregenerated using theSUT214 itself. Alternatively, or in addition, the baseline
visualizations 800 can include a reference visualization that was generated offline using a different instance of the SUT
214.
[0093] In one or more embodiments of the present invention, clustering can be performed on each set of the
visualizations 800 at each release version of the SUT 214, and identify individual maps that migrate from one cluster
to another that are disparate with their peer’s migration. For example, localized hotspots can migrate as the hidden
attribute is triggered,which correlates to assessing similar attributes/test scopes todeterminewhether the sameattributes
that cause the failure surface under multiple views.
[0094] Further, the analysis includes determining if the success rate ST of a first combination of values of a test vector
(e.g., vector #1 in table 1) deviates fromother combinationof valuesof the same test vector (e.g., vectors #2and#5 in table
1). If this condition is satisfied, it canbedeemed that a hidden variable is associatedwith the testcases202 that use the first
test vector. For example, if a first combination of attribute-values for a test vector has a first success rate, e.g., 50%, and all
other combinations of the attribute-values have a second success rate, e.g., 100%, the first combination is deemed to
trigger a soft failure. In oneormoreembodimentsof thepresent invention, theuser canbenotifiedof the testcases202, the
test vectors, and the combination of attribute-values that trigger such soft failures, at block 716.
[0095] Additionally, if the success rateSTof aparticular testcase is belowapredetermined threshold, e.g., 50%,over the
predetermined number of test executions (or duration), a "hidden attribute-value" can be detected if a threshold success
rateST is satisfied by using the oneormore additional values by adding oneormore values to the rangeof attribute-values
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and monitoring the success rate ST’ of the new attribute-values over time at block 718.
[0096] Alternatively, or in addition, at block 718, the hidden-attribute value can be detected based on a set of success
rates (SAV) corresponding to a set of attribute-value pairs associated with an attribute are all below a predetermined
threshold. The attribute can then be further diagnosed by adding more test vectors using additional attribute-values and
executing the testcases using the additional attribute-values. If the success rates SAV’ of the testcases executed with the
additional attribute-values satisfies the predetermined threshold, a hidden attribute-value condition has been identified
and the hidden value has been found. The user is notified accordingly.
[0097] If the threshold success rate is not satisfied, the usermay be notified of a hidden attribute or to diagnose the SUT
214 based on determining whether a hidden attribute exists, at block 720. That is, additional attribute may be required to
exercise the code paths that are causing the testcases to fail with the particular test vector.
[0098] FIG. 9 depicts a flowchart of a method for determining if a hidden attribute exists in the present testing model
according to one ormore embodiments of the present invention. Themethod 900 is triggered in response to detecting that
success rate ST of a testcase is below a predetermined threshold, e.g., 50%. It should be noted that the success rate ST in
all the examples herein, except where explicitly mentioned, is above 0%, because ST = 0% indicates that the testcase is
consistently failing. Here, the testcase is succeeding and failing intermittently, and hence, the technical challenge of
determining whether the fault lies in the SUT 214, the testcase, the environment (soft failure), or any other factor.
[0099] The method 900 includes generating an entire set of inverse combinatorial testcases based on the present
model, the attribute-value pairs from the test vector, and the intermittently failing testcases 202, at block 902. Known
techniques of inverse CTD can be used to generate the set of testcases. The set of testcases that is generated has the
samenumber of testcasesas the intermittently failing testcases202,with one-to-one correspondencebetweena testcase
A from the original set of testcases and a corresponding testcase A’ in the inverse combinatorial testcases.
[0100] An inverse combinatoric set is defined as a set of mutated test vectors where one attribute value is replaced with
another value from the original test model. For a minimal mutation, n test vectors are created where n is the number of
attributes in the initial failing test vector. For example, if a failed test vector is <Andrew, Black, NewYork, 20, 0> (SeeTable
2), a maximum inverse combinatoric set is:

Debbie Black New York 20 0

Ryan Black New York 20 0

Mike Black New York 20 0

Dale Black New York 20 0

Daniel Black New York 20 0

Andrew Blue New York 20 0

Andrew Red New York 20 0

Andrew Yellow New York 20 0

Andrew Orange New York 20 0

Andrew Black Connecticut 20 0

Andrew Black Maine 20 0

Andrew Black Pennsylvania 20 0

Andrew Black New York 30 0

Andrew Black New York 40 0

Andrew Black New York 50 0

Andrew Black New York 20 8

[0101] A minimal inverse combinatoric set in this example can be:

Ryan black New York 20 0

Andrew blue New York 20 0

Andrew black Pennsylvania 20 0

Andrew black New York 30 0
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(continued)

Andrew black New York 20 0

[0102] The set of inverse combinatorial testcases is executed at least a predetermined number of times, at block 904.
The success ratesST’ of the set of inverse combinatorial testcases is recordedand stored, at block906. Thesuccess rates
ST’ of the set of inverse combinatorial testcases are computed using Pseudo-Boolean algebra in the samemanner as the
success rates of the original testcases.
[0103] Thesuccess ratesST’ of the inversecombinatorial testcasesarecomparedwith thecorrespondingsuccess rates
ST of the intermittently failing testcases, i.e., original testcases, at block 908. In one or more embodiments of the present
invention, the comparison can be performed by comparing the eigen value of the vector of the success rate ST’ with the
eigen value of the vector of the success rates ST.
[0104] If all of the failing tests in the inverse combinatorial testcases fail at the same rate as those in the original set of
testcases, it can be deemed that there is a defect with the testingmodel, at block 910. For example, if the two eigen values
are the same, the two sets of testcases are deemed to be failing at the same rate. The user is notified that the testingmodel
needs to be diagnosed and revised in this case, at block 912.
[0105] Alternatively, if none of the testcases in the set of inverse combinatorial testcase fail, then it is deemed that a
hiddenmodel attribute is to be added to themodel, and the user is notified accordingly, at blocks 914 and 916. If the rate of
failing of the testcases is different, and at least some of the testcases in the set of inverse combinatorial testcase fail, then
the user is notified that the SUT 214 has to be diagnosed to determine cause of the failing testcases, at block 918.
[0106] FIG.10depictsaflowchartof amethod for identifyingportionsof theSUT thatdriveahiddenattributeaccording to
one or more embodiments of the present invention. As described so far, using Pseudo-Boolean algebra, eigen vectors,
and non-uniform table heat-maps can help to identify the testcases that reveal that the model is missing one or more
attributes, i.e., hidden attributes. The next technical challenge is to determine what these hidden attributes are for a given
model. Embodiments of the present invention address these technical challenges by using Pseudo-Boolean algebra,
eigen vectors, and non-uniform table heat-maps to identify and generate additional testcases that drive the path
corresponding to lower pseudo-Boolean values in the original set of testcases. Darker areas of the visualization 800,
which represent attribute-value pairs with success rate values below a predetermined threshold, are indicative of
testcases that expose hidden attributes in the model.
[0107] Embodiments of thepresent invention, suchas themethod1000 inFIG. 10, andmethod1100 inFIG. 11, facilitate
usingbreakpoints to trace thecodepathsof successful and failing runsof the testcases to isolate theportions, for example,
codepaths that those testcasesexercise.Oneormoreportionsof theSUT214, for example, codepaths, are identifiedand
highlightedasareas to investigate further to identify hiddenattributesbasedonsystemconfigurationsand timingwindows.
[0108] The method 1000 includes identifying a set of attribute-value pairs that have success rates (SAV) below a
predetermined threshold, at block 1002. The attribute-value pairs are those that will be represented with darker shades in
the visualization 800, in which the success rates (SAV) are used to determine the shading of the squares; lower the SAV,
darker the square. In one or more embodiments of the present invention, a user selects one or more squares in the
visualization 800 that are to be investigated further using a graphical user interface (GUI). Alternatively, or in addition, the
user can provide the threshold SAV to select the squares with SAV lower (or greater) than the threshold.
[0109] Further, at block 1004, a subset of testcases from the testcases 202 that are executed is identified, where the
testcases from the subset use at least one of attribute-value pair from the identified set of attribute-value pairs. Identifying
the subset of testcases can be performed by scanning the testcases 202 to identify the testcases that use any of the
identified attribute-value pairs. Alternatively, the test execution engine 108, or the test generator 208 keep a record of the
testcases and corresponding attribute-value pairs.
[0110] At block 1006, code paths associated with the subset of testcases are determined. The code paths can be
determined using the fingerprints 206 associated with each of the testcase in the subset.
[0111] At block 1008, intersection areas of the code paths are determined. The intersection areas further zoom into, or
hone into, portions of the SUT 214 that are causing the most intermittent success/failures of the testcases 202. In one or
more embodiments of the present invention, the intersection areas of the code paths are highlighted in the source code of
the SUT 214, at block 1010.
[0112] In one or more embodiments of the present invention, debugging code is generated to diagnose the portions of
theSUT214 that are identified in thismanner, at block 1012. The debugging code can be provided to the user to apply and
diagnose the soft failures or any other defects causing the intermittent success/failure of the testcases. For example, if the
SUT 214 is based on Z/OS®, commands such as SLIP or any other such commands used to investigate performance
related concerns can be used to generate the debugging code. It is understood that if the SUT 214 is using any other
architecture or operating system, performance related commands from that architecture will be used to generate the
debugging code.
[0113] FIG.11depicts a flowchart of amethod for identifyingportionsof theSUT that driveahiddenattributeaccording to
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oneormoreembodimentsof thepresent invention.Method1100 includes identifyingasetof attribute-valuepairs that have
success rates (SAV) below a predetermined threshold, at block 1102. The attribute-value pairs are those that will be
represented with darker shades in the visualization 800, in which the success rates (SAV) are used to determine the
shading of the squares; lower the SAV, darker the square. In one or more embodiments of the present invention, a user
selects one or more squares in the visualization 800 that are to be investigated further using a graphical user interface
(GUI). Alternatively, or in addition, the user can provide the threshold SAV to select the squares with SAV lower (or greater)
than the threshold.
[0114] Further, at block 1104, a subset of testcases from the testcases 202 that are executed is identified, where the
testcases from the subset use at least one of attribute-value pair from the identified set of attribute-value pairs. Identifying
the subset of testcases can be performed by scanning the testcases 202 to identify the testcases that use any of the
identified attribute-value pairs. Alternatively, the test execution engine 108, or the test generator 208 keep a record of the
testcases and corresponding attribute-value pairs.
[0115] Foreach testcase in thesubsetof testcases, determineafirst codepathassociatedwithasuccessful executionof
the testcase, anddetermineasecondcodepath associatedwith a failedexecutionof the testcase, at block1106.Thecode
paths can be determined using the fingerprints 206 associated with each of the testcase in the subset.
[0116] The first code path and the second code path are compared to identify portions of the code path that are different,
and these portions are highlighted for inspection by a user, at block 1108. Code paths can be compared using text
comparison to compare the source code that is in the code paths, in one or more embodiments of the present invention.
Thehighlightingof theportionsof thecodepaths canbeperformedbysendingcommands toagraphical user interface that
identify the portions of the source code that are to be marked and highlighted.
[0117] In one or more embodiments of the present invention, debugging code is generated to diagnose the portions of
the SUT 214 that are identified in thismanner, at block 1110. The debugging code can be provided to the user to apply and
diagnose the soft failures or any other defects causing the intermittent success/failure of the testcases. For example, if the
SUT 214 is based on Z/OS®, commands such as SLIP or any other such commands used to investigate performance
related concerns can be used to generate the debugging code. It is understood that if the SUT 214 is using any other
architecture or operating system, performance related commands from that architecture will be used to generate the
debugging code.
[0118] Embodiments of the present inventionaccordingly facilitate focus artistic testing ondarker (or lighter) areas in the
visualization 800 because those areas highlight defects that cause the testcase to succeed/fail more intermittently
compared to other areas of the visualization 800. Embodiments of the present invention further facilitate using break
points, fingerprints, or other techniques to highlight areas in the source code of the SUT 214 to be investigated further
based on the visualization 800 depicted weak spots.
[0119] Utilizing Pseudo-Boolean algebra, such as Heyting algebra, the testing system 100 can quantize the success
rate of a testcase while encapsulating the hidden variables that consistently affect the outcome of the testcase. This
enables a user tomore reliably identify when the testcase is failing due to factors beyond the test infrastructure itself such
that resourcescanbeadjustedornew test infrastructurecanbedevelopedaccordingly.Thisenhancedsuccessmetric can
be used to improve the efficiency and reliability of testing the stability of the SUT 214.
[0120] Turning now to FIG. 12, a computer system 1200 is generally shown in accordance with an embodiment. The
computer system 1200 can be an electronic, computer framework comprising and/or employing any number and
combination of computing devices and networks utilizing various communication technologies, as described herein.
The computer system 1200 can be easily scalable, extensible, andmodular, with the ability to change to different services
or reconfigure some features independently of others. The computer system1200may be, for example, a server, desktop
computer, laptop computer, tablet computer, or smartphone. In some examples, computer system 1200 may be a cloud
computing node. Computer system 1200 may be described in the general context of computer system executable
instructions, such as programmodules, being executed by a computer system. Generally, programmodulesmay include
routines, programs, objects, components, logic, data structures, and so on that perform particular tasks or implement
particular abstract data types. Computer system 1200 may be practiced in distributed cloud computing environments
where tasks are performed by remote processing devices that are linked through a communications network. In a
distributed cloud computing environment, program modules may be located in both local and remote computer system
storage media including memory storage devices.
[0121] As shown in FIG. 12, the computer system 1200 has one or more central processing units (CPU(s)) 1201a,
1201b, 1201c, etc. (collectively or generically referred to asprocessor(s) 1201). Theprocessors 1201canbea single-core
processor, multi-core processor, computing cluster, or any number of other configurations. The processors 1201, also
referred to as processing circuits, are coupled via a system bus 1202 to a system memory 1203 and various other
components. The system memory 1203 can include a read only memory (ROM) 1204 and a random access memory
(RAM)1205.TheROM1204 is coupled to thesystembus1202andmay includeabasic input/output system (BIOS),which
controls certain basic functions of the computer system 1200. The RAM is read-write memory coupled to the system bus
1202 for use by the processors 1201. The systemmemory 1203 provides temporarymemory space for operations of said
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instructions during operation. The systemmemory 1203 can include random access memory (RAM), read only memory,
flash memory, or any other suitable memory systems.
[0122] The computer system 1200 comprises an input/output (I/O) adapter 1206 and a communications adapter 1207
coupled to the system bus 1202. The I/O adapter 1206 may be a small computer system interface (SCSI) adapter that
communicateswith ahard disk 1208and/or anyother similar component. The I/Oadapter 1206and thehard disk 1208are
collectively referred to herein as a mass storage 1210.
[0123] Software 1211 for execution on the computer system 1200 may be stored in the mass storage 1210. The mass
storage 1210 is an example of a tangible storage medium readable by the processors 1201, where the software 1211 is
stored as instructions for execution by the processors 1201 to cause the computer system 1200 to operate, such as is
described herein below with respect to the various Figures. Examples of computer program product and the execution of
such instruction is discussed herein inmore detail. The communications adapter 1207 interconnects the systembus 1202
with a network 1212, which may be an outside network, enabling the computer system 1200 to communicate with other
such systems. In one embodiment, a portion of the systemmemory 1203 and themass storage 1210 collectively store an
operating system, which may be any appropriate operating system, such as the z/OS or AIX operating system from IBM
Corporation, to coordinate the functions of the various components shown in FIG. 12.
[0124] Additional input/output devices are shown as connected to the system bus 1202 via a display adapter 1215 and
an interface adapter 1216 and. In one embodiment, the adapters 1206, 1207, 1215, and 1216may be connected to one or
more I/O buses that are connected to the system bus 1202 via an intermediate bus bridge (not shown). A display 1219
(e.g., a screen or a display monitor) is connected to the system bus 1202 by a display adapter 1215, which may include a
graphics controller to improve the performanceof graphics intensive applications anda video controller. A keyboard 1221,
a mouse 1222, a speaker 1223, etc. can be interconnected to the system bus 1202 via the interface adapter 1216, which
may include, for example, aSuper I/O chip integratingmultiple device adapters into a single integrated circuit. Suitable I/O
buses for connecting peripheral devices such as hard disk controllers, network adapters, and graphics adapters typically
include common protocols, such as the Peripheral Component Interconnect (PCI). Thus, as configured in FIG. 12, the
computer system1200 includesprocessing capability in the formof the processors 1201, and, storage capability including
the systemmemory 1203 and the mass storage 1210, input means such as the keyboard 1221 and themouse 1222, and
output capability including the speaker 1223 and the display 1219.
[0125] In some embodiments, the communications adapter 1207 can transmit data using any suitable interface or
protocol, such as the internet small computer system interface, among others. The network 1212 may be a cellular
network, a radio network, a wide area network (WAN), a local area network (LAN), or the Internet, among others. An
external computing device may connect to the computer system 1200 through the network 1212. In some examples, an
external computing device may be an external webserver or a cloud computing node.
[0126] It is tobeunderstood that theblockdiagramofFIG.12 isnot intended to indicate that the computer system1200 is
to include all of the components shown in FIG. 12.Rather, the computer system1200 can include any appropriate fewer or
additional components not illustrated in FIG. 12 (e.g., additional memory components, embedded controllers, modules,
additional network interfaces, etc.). Further, the embodiments described herein with respect to computer system 1200
maybe implementedwithanyappropriate logic,wherein the logic, as referred toherein, can includeany suitablehardware
(e.g., a processor, an embedded controller, or an application specific integrated circuit, among others), software (e.g., an
application, among others), firmware, or any suitable combination of hardware, software, and firmware, in various
embodiments.
[0127] It is to be understood that although this disclosure includes a detailed description on cloud computing,
implementation of the teachings recited herein are not limited to a cloud computing environment. Rather, embodiments
of the present invention are capable of being implemented in conjunction with any other type of computing environment
now known or later developed.
[0128] Cloud computing is amodel of service delivery for enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks, network bandwidth, servers, processing, memory, storage,
applications, virtualmachines, andservices) that canbe rapidly provisionedand releasedwithminimalmanagement effort
or interactionwith a provider of the service. This cloudmodelmay include at least five characteristics, at least three service
models, and at least four deployment models.
[0129] Characteristics are as follows:

On-demand self-service: a cloud consumer can unilaterally provision computing capabilities, such as server time and
network storage, as needed automatically without requiring human interaction with the service’s provider.
Broad network access: capabilities are available over a network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAs).
Resource pooling: the provider’s computing resources are pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynamically assigned and reassigned according to demand.
There is a sense of location independence in that the consumer generally has no control or knowledge over the exact

18

EP 4 264 433 B1

5

10

15

20

25

30

35

40

45

50

55



location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country,
state, or datacenter).
Rapid elasticity: capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning oftenappear to
be unlimited and can be purchased in any quantity at any time.
Measuredservice: cloudsystemsautomatically control andoptimize resourceuseby leveragingameteringcapability
at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can bemonitored, controlled, and reported, providing transparency for both the provider
and consumer of the utilized service.

[0130] Service Models are as follows:

Software as aService (SaaS): the capability provided to the consumer is to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such
as a web browser (e.g., web-based e-mail). The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific application configuration settings.
Platform as a Service (PaaS): the capability provided to the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming languages and tools supported by the
provider. The consumer does not manage or control the underlying cloud infrastructure including networks, servers,
operating systems, or storage, but has control over the deployed applications and possibly application hosting
environment configurations.
Infrastructure as a Service (laaS): the capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems, storage, deployed applications, and possibly
limited control of select networking components (e.g., host firewalls).

[0131] Deployment Models are as follows:

Private cloud: the cloud infrastructure is operated solely for an organization. Itmaybemanagedby the organization or
a third party and may exist on-premises or off-premises.
Community cloud: the cloud infrastructure is shared by several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be
managed by the organizations or a third party and may exist on-premises or off-premises.
Public cloud: the cloud infrastructure ismade available to the general public or a large industry group and is owned by
an organization selling cloud services.
Hybrid cloud: thecloud infrastructure is acompositionof twoormoreclouds (private, community, or public) that remain
unique entities but are bound together by standardized or proprietary technology that enables data and application
portability (e.g., cloud bursting for load-balancing between clouds).

[0132] A cloud computing environment is service oriented with a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing is an infrastructure that includes a network of interconnected
nodes.
[0133] Referring now to FIG. 13, illustrative cloud computing environment 50 is depicted. As shown, cloud computing
environment 50 includes one or more cloud computing nodes 10 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant (PDA) or cellular telephone 54A, desktop computer 54B,
laptop computer 54C, and/or automobile computer system54Nmay communicate. Nodes 10may communicate with one
another. They may be grouped (not shown) physically or virtually, in one or more networks, such as Private, Community,
Public, orHybrid clouds asdescribed hereinabove, or a combination thereof. This allows cloud computing environment 50
to offer infrastructure, platforms and/or software as services for which a cloud consumer does not need to maintain
resources on a local computing device. It is understood that the types of computing devices 54A-N shown in FIG. 13 are
intended to be illustrative only and that computing nodes 10 and cloud computing environment 50 can communicate with
any type of computerized device over any type of network and/or network addressable connection (e.g., using a web
browser).
[0134] Referringnow toFIG.14, a set of functional abstraction layersprovidedbycloudcomputingenvironment 50 (FIG.
13) is shown. It shouldbeunderstood in advance that the components, layers, and functions shown inFIG. 14are intended
to be illustrative only and embodiments of the invention are not limited thereto. As depicted, the following layers and
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corresponding functions are provided:
[0135] Hardware and software layer 60 includes hardware and software components. Examples of hardware compo-
nents include:mainframes61;RISC(Reduced InstructionSetComputer) architecturebasedservers62; servers63; blade
servers 64; storage devices 65; and networks and networking components 66. In some embodiments, software
components include network application server software 67 and database software 68.
[0136] Virtualization layer 70 provides an abstraction layer from which the following examples of virtual entities may be
provided: virtual servers 71; virtual storage 72; virtual networks 73, including virtual private networks; virtual applications
and operating systems 74; and virtual clients 75.
[0137] In one example, management layer 80 may provide the functions described below. Resource provisioning 81
provides dynamic procurement of computing resources and other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing 82 provide cost tracking as resources are utilized within the cloud
computingenvironment, andbilling or invoicing for consumptionof these resources. In oneexample, these resourcesmay
include application software licenses. Security provides identity verification for cloud consumers and tasks, as well as
protection fordataandother resources.Userportal 83providesaccess to thecloudcomputingenvironment for consumers
andsystemadministrators.Service levelmanagement84providescloudcomputing resourceallocationandmanagement
such that required service levels are met. Service Level Agreement (SLA) planning and fulfillment 85 provide pre-
arrangement for, and procurement of, cloud computing resources for which a future requirement is anticipated in
accordance with an SLA.
[0138] Workloads layer 90 provides examples of functionality for which the cloud computing environment may be
utilized. Examples of workloads and functions whichmay be provided from this layer include: mapping and navigation 91;
software development and lifecycle management 92; virtual classroom education delivery 93; data analytics processing
94; transaction processing 95; and testing 96.
[0139] In one ormore embodiments of the present invention, the computer system can be the environment 100with the
SUT 214 being a computer program or a hardware component being used by the computer system. In one or more
embodiments of the present invention, the computer system can be the SUT 214, which is part of a server cluster.
[0140] The present inventionmay be a system, amethod, and/or a computer programproduct at any possible technical
detail level of integration. The computer program product may include a computer-readable storage medium (or media)
having computer-readable program instructions thereon for causing a processor to carry out aspects of the present
invention.
[0141] Thecomputer-readable storagemediumcanbea tangible device that can retain and store instructions for useby
an instruction execution device. The computer-readable storage medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination of the foregoing. A non-exhaustive list of more specific
examples of the computer-readable storage medium includes the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM or
Flashmemory), a static randomaccessmemory (SRAM), a portable compact disc read-onlymemory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded thereon, and any suitable combination of the foregoing. A computer-
readable storagemedium, as used herein, is not to be construed as being transitory signals per se, such as radiowaves or
other freely propagating electromagnetic waves, electromagnetic waves propagating through a waveguide or other
transmissionmedia (e.g., light pulses passing through a fiber-optic cable), or electrical signals transmitted through awire.
[0142] Computer-readable program instructions described herein can be downloaded to respective computing/proces-
sing devices from a computer-readable storage medium or to an external computer or external storage device via a
network, for example, the Internet, a local area network, a wide area network and/or a wireless network. The networkmay
comprise copper transmission cables, optical transmission fibers, wireless transmission, routers, firewalls, switches,
gateway computers and/or edge servers. A network adapter card or network interface in each computing/processing
device receives computer-readable program instructions from the network and forwards the computer-readable program
instructions for storage in a computer-readable storage medium within the respective computing/processing device.
[0143] Computer-readable program instructions for carrying out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions, machine instructions, machine-dependent instructions, mi-
crocode, firmware instructions, state-setting data, configuration data for integrated circuitry, or either source-code or
object codewritten in any combination of oneormoreprogramming languages, including anobject-oriented programming
language such as Smalltalk, C++, or the like, and procedural programming languages, such as the "C" programming
language or similar programming languages. The computer-readable program instructions may execute entirely on the
user’s computer, partly on the user’s computer, as a stand-alone software package, partly on the user’s computer and
partly on a remote computer or entirely on the remote computer or server. In the latter scenario, the remote computermay
be connected to the user’s computer through any type of network, including a local area network (LAN) or a wide area
network (WAN), or the connection may be made to an external computer (for example, through the Internet using an
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InternetServiceProvider). In someembodiments, electronic circuitry including, for example, programmable logic circuitry,
field-programmable gate arrays (FPGA), or programmable logic arrays (PLA) may execute the computer-readable
program instruction by utilizing state information of the computer-readable program instructions to personalize the
electronic circuitry, in order to perform aspects of the present invention.
[0144] Aspects of the present invention are described herein with reference to flowchart illustrations and/or block
diagramsofmethods, apparatus (systems), andcomputer programproductsaccording toembodimentsof the invention. It
will be understood that each block of the flowchart illustrations and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be implemented by computer-readable program instructions.
[0145] These computer-readable program instructionsmay be provided to a processor of a general-purpose computer,
special purpose computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data processing apparatus, create
means for implementing the functions/acts specified in the flowchart and/or block diagram block or blocks. These
computer-readable program instructions may also be stored in a computer-readable storage medium that can direct a
computer, a programmable data processing apparatus, and/or other devices to function in a particular manner, such that
the computer-readable storage medium having instructions stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act specified in the flowchart and/or block diagram block or blocks.
[0146] The computer-readable program instructions may also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of operational steps to be performed on the computer, other
programmable apparatus or other devices to produce a computer-implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.
[0147] Theflowchart andblockdiagrams in theFigures illustrate thearchitecture, functionality, andoperationof possible
implementations of systems,methods, and computer programproducts according to various embodiments of the present
invention. In this regard, each block in the flowchart or block diagrams may represent a module, segment, or portion of
instructions, which comprises one or more executable instructions for implementing the specified logical function(s). In
some alternative implementations, the functions noted in the blocks may occur out of the order noted in the Figures. For
example, two blocks shown in succession may, in fact, be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality involved. It will also be noted that each
blockof theblock diagramsand/or flowchart illustration, and combinationsof blocks in theblockdiagramsand/or flowchart
illustration, can be implemented by special purpose hardware-based systems that perform the specified functions or acts
or carry out combinations of special purpose hardware and computer instructions.
[0148] The descriptions of the various embodiments of the present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the art without departing from the scope of the described
embodiments. The terminology used herein was chosen to best explain the principles of the embodiments, the practical
application or technical improvement over technologies found in themarketplace, or to enableothers of ordinary skill in the
art to understand the embodiments described herein.
[0149] Various embodiments of the invention are described herein with reference to the related drawings. Alternative
embodiments of the invention can be devised without departing from the scope of this invention. Various connections and
positional relationships (e.g., over, below, adjacent, etc.) are set forth between elements in the following description and in
the drawings. These connections and/or positional relationships, unless specified otherwise, can be direct or indirect, and
the present invention is not intended to be limiting in this respect. Accordingly, a coupling of entities can refer to either a
direct or an indirect coupling, and a positional relationship between entities can be a direct or indirect positional
relationship. Moreover, the various tasks and process steps described herein can be incorporated into a more compre-
hensive procedure or process having additional steps or functionality not described in detail herein.
[0150] The followingdefinitionsandabbreviationsare tobeused for the interpretationof theclaimsand thespecification.
As used herein, the terms "comprises," "comprising," "includes," "including," "has," "having," "contains" or "containing," or
any other variation thereof, are intended to cover a non-exclusive inclusion. For example, a composition, a mixture,
process,method, article, or apparatus that comprisesa list of elements is not necessarily limited toonly thoseelementsbut
can include other elements not expressly listed or inherent to such composition, mixture, process, method, article, or
apparatus.
[0151] Additionally, the term "exemplary" is used herein to mean "serving as an example, instance or illustration." Any
embodiment or design described herein as "exemplary" is not necessarily to be construed as preferred or advantageous
over other embodiments or designs. The terms "at least one" and "one ormore"may be understood to include any integer
number greater thanor equal to one, i.e. one, two, three, four, etc. The terms "a plurality"may beunderstood to include any
integer number greater than or equal to two, i.e. two, three, four, five, etc. The term "connection" may include both an
indirect "connection" and a direct "connection."
[0152] The terms "about," "substantially," "approximately," and variations thereof, are intended to include the degree of
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error associated with measurement of the particular quantity based upon the equipment available at the time of filing the
application. For example, "about" can include a range of ± 8% or 5%, or 2% of a given value.
[0153] For the sake of brevity, conventional techniques related tomaking andusing aspects of the inventionmayormay
not be described in detail herein. In particular, various aspects of computing systems and specific computer programs to
implement the various technical features described herein are well known. Accordingly, in the interest of brevity, many
conventional implementation details are only mentioned briefly herein or are omitted entirely without providing the well-
known system and/or process details.

Claims

1. A method for detecting and localizing a fault when testing a system under test, SUT (214), the method comprising:

modeling inputs (602) to the SUTas a collection of attribute-value pairs (302);
generating (604) an initial set of test vectors (306) that provides complete n-wise coverage of a test space
represented by the attribute-value pairs;
generating (606) a set of testcases (202) from the initial set of test vectors;
executing (108) the set of testcases to obtain a set of execution results, the execution results being in binary form
indicative that a testcase succeeded or failed, the set of testcases executed a plurality of times;
updating, for each execution of the set of testcases, for each attribute-value pair, a non-binary success rate (SAV)
based on the set of execution results, wherein the non-binary success rate of an attribute-value pair is based on
execution results of each testcase that uses said attribute-value pair;
selecting an attribute in response to a set of success rates corresponding to a set of attribute-value pairs
comprising said attribute are all below a predetermined threshold;
generating a second set of test vectors that includes additional values for the attribute that is selected;
executing (612) the set of testcases to obtain a second set of execution results using the second set of test
vectors, wherein the set of testcases is executed at least a predetermined number of times;
recording, for each execution of the set of testcases, for each attribute-value pair, a second non-binary success
rate (SAV’) based on the second set of execution results; and
in response to a set of second success rates corresponding to the set of attribute-value pairs comprising said
attribute satisfying thepredetermined threshold, notifying (718)auser of theadditional values for theattribute that
were detected.

2. The method of claim 1, wherein the non-binary success rate SAV is computed using Pseudo-Boolean algebra.

3. Themethod of claim 1, further comprising, in response to the set of second success rates corresponding to the set of
attribute-value pairs comprising said attribute not satisfying the predetermined threshold, outputting, to the user, an
identification of one or more testcases that use the set attribute-value pairs, wherein the one or more testcases are to
be used for diagnosing a soft failure associated with the SUT.

4. The method of claim 3, wherein a soft failure is caused by one or more operating conditions of the SUT.

5. Themethod of claim 1,wherein aCartesian product space comprising all possible combinations of the attribute-value
pairs is reduced to a reduced test space at least in part using combinatorics test designing.

6. Themethod of claim 5,wherein theCartesian product space is further reduced based on an architectural restriction of
the SUT.

7. Themethodof claim6,wherein thearchitectural restrictioncomprisesat least oneof: a requirement that afirst attribute
cannot take on one or more candidate attribute-values if a second attribute has a particular attribute-value, a
requirement that the first attribute must take on a particular candidate attribute-value if the second attribute has the
particular attribute-value, or a requirement to introduce a third attribute if the second attribute has the particular
attribute-value.

8. A system comprising:

a memory (1203); and
aprocessor coupledwith thememory, theprocessor configured toperformamethod for detectingand localizinga
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fault when testing a system under test, SUT (214), the method comprising:

modeling (602) inputs to the SUTas a collection of attribute-value pairs (302);
generating (604) an initial set of test vectors that provides complete n-wise coverage of a test space
represented by the attribute-value pairs;
generating (606) a set of testcases from the initial set of test vectors;
executing the set of testcases to obtain a set of execution results, the execution results being in binary form
indicative that a testcase succeeded or failed, the set of testcases executed a plurality of times;
updating, for each execution of the set of testcases, for each attribute-value pair, a non-binary success rate
(SAV) based on the set of execution results, wherein the non-binary success rate of an attribute-value pair is
based on execution results of each testcase that uses said attribute-value pair;
selecting an attribute in response to a set of success rates corresponding to a set of attribute-value pairs
comprising said attribute are all below a predetermined threshold:

generating a second set of test vectors that includes additional values for the attribute that is selected;
executing (612) the set of testcases to obtain a second set of execution results using the second set of
test vectors, wherein the set of testcases is executed at least a predetermined number of times;
recording, for each execution of the set of testcases, for each attribute-value pair, a second non-binary
success rate (SAV’) based on the second set of execution results; and
in response to a set of second success rates corresponding to the set of attribute-value pairs comprising
said attribute satisfying the predetermined threshold, notifying a user of the additional values for the
attribute that were detected, and outputting, to the user, an identification of one or more testcases that
use the set attribute-value pairs, wherein the one or more testcases are to be used for diagnosing a soft
failure associated with the SUT.

9. The system of claim 8, wherein the non-binary success rate SAV is computed using Pseudo-Boolean algebra.

10. The system of claim 8, wherein the method further comprises, in response to the set of second success rates
corresponding to the set of attribute-value pairs comprising said attribute not satisfying the predetermined threshold,
outputting, to the user, an identification of one ormore testcases that use the set attribute-value pairs, wherein theone
or more testcases are to be used for diagnosing a soft failure associated with the SUT.

11. The system of claim 10, wherein a soft failure is caused by one or more operating conditions of the SUT.

12. The system of claim 8, wherein aCartesian product space comprising all possible combinations of the attribute-value
pairs is reduced to a reduced test space at least in part using combinatorics test designing.

13. Thesystemof claim12,wherein theCartesianproduct space is further reducedbasedonanarchitectural restrictionof
the SUT.

14. The system of claim 13, wherein the architectural restriction comprises at least one of: a requirement that a first
attribute cannot take on one ormore candidate attribute-values if a second attribute has a particular attribute-value, a
requirement that the first attribute must take on a particular candidate attribute-value if the second attribute has the
particular attribute-value, or a requirement to introduce a third attribute if the second attribute has the particular
attribute-value.

15. A computer program product for detecting and localizing a fault when testing a system under test, the computer
program product comprising: a computer readable storage medium readable by a processing circuit and storing
instructions for execution by the processing circuit for performing a method according to any of claims 1 to 7.

Patentansprüche

1. Verfahren zum Erkennen und Lokalisieren eines Fehlers beim Prüfen eines Testsystems, SUT (214), wobei das
Verfahren aufweist:

Modellieren von Eingaben (602) an das SUT als eine Zusammenstellung von Attribut-Wert-Paaren (302);
Erzeugen (604) eines Anfangssatzes von Testvektoren (306), der eine vollständige n-weise Abdeckung eines
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Testraumes bereitstellt, der von den Attribut-Wert-Paaren dargestellt wird;
Erzeugen (606) eines Satzes von Testfällen (202) aus dem Anfangssatz von Testvektoren;
Ausführen (108) des Satzes von Testfällen zum Erhalten eines Satzes von Ausführungsergebnissen, wobei die
Ausführungsergebnisse in binärer Form anzeigen, dass ein Testfall erfolgreich war oder versagt hat, wenn der
Satz von Testfällen mehrmals ausgeführt wird;
für jede Ausführung des Satzes von Testfällen Aktualisieren einer nicht binären Erfolgsrate (SAV) beruhend auf
dem Satz von Ausführungsergebnissen für jedes Attribut-Wert-Paar, wobei die nicht binäre Erfolgsrate eines
Attribut-Wert-Paars auf den Ausführungsergebnissen von jedem Testfall beruht, der das Attribut-Wert-Paar
verwendet;
Auswählen einesAttributs inReaktion darauf, dass bei einemSatz vonErfolgsraten, der einemSatz vonAttribut-
Wert-Paaren entspricht, die das Attribut aufweisen, alle unterhalb eines vorgegebenen Schwellenwerts sind;
Erzeugen eines zweiten Satzes von Testvektoren, der zusätzliche Werte für das ausgewählte Attribut enthält;
Ausführen (612) desSatzes von Testfällen zumErhalten eines zweiten Satzes von Ausführungsergebnissenmit
dem zweiten Satz von Testvektoren, wobei der Satz von Testfällen wenigstens eine vorgegebene Anzahl von
Malen ausgeführt wird;
für jede Ausführung des Satzes von Testfällen Aufzeichnen einer zweiten nicht binären Erfolgsrate (SAV’) für
jedes Attribut-Wert-Paar beruhend auf dem zweiten Satz von Ausführungsergebnissen; und
inReaktion darauf, dass ein Satz von zweitenErfolgsraten, der demSatz von dasAttribut aufweisendenAttribut-
Wert-Paaren entspricht, den vorgegebenen Schwellenwert erfüllt, Benachrichtigen (718) eines Nutzers von den
zusätzlichen, für das Attribut erkannten Werten.

2. Verfahren nach Anspruch 1, wobei die nicht binäre Erfolgsrate SAVmit einer Pseudo-Booleschen-Algebra berechnet
wird.

3. Verfahren nach Anspruch 1, das in Reaktion darauf, dass der Satz von Erfolgsraten, der dem Satz von das Attribut
aufweisenden Attribut-Wert-Paaren entspricht, den vorgegebenen Schwellenwert nicht erfüllt, ferner das Ausgeben
einer Identifikation an den Nutzer des einen oder der mehreren Testfälle aufweist, die den Satz von Attribut-Wert-
Paaren verwenden, wobei der eine oder die mehreren Testfälle zum Diagnostizieren eines dem SUT zugeordneten
Soft-Fehlers verwendet werden sollen.

4. Verfahren nach Anspruch 3, wobei ein Soft-Fehler durch eine oder mehrere Betriebsbedingungen des SUT verur-
sacht werden.

5. Verfahren nach Anspruch 1, wobei ein kartesischer Produktraum, der alle möglichen Kombinationen der Attribut-
Wert-Paare aufweist, wenigstens teilweise mit Kombinatorik-Testdesigns auf einen reduzierten Testraum reduziert
wird.

6. Verfahren nach Anspruch 5, wobei der kartesische Produktraum ferner auf einer architektonischen Einschränkung
des SUT beruhend reduziert wird.

7. VerfahrennachAnspruch6,wobeidiearchitektonischeEinschränkungwenigstenseinesaufweist: eineAnforderung,
dass ein erstes Attribut nicht einen odermehrere potenzielle Attributwerte annehmen kann, wenn ein zweites Attribut
einen bestimmten Attributwert aufweist, eine Anforderung, dass das erste Attribut einen bestimmten potenziellen
Attributwert annehmenmuss, wenn das zweite Attribut den bestimmten Attributwert aufweist, oder eine Anforderung
zum Einführen eines dritten Attributs, wenn das zweite Attribut den bestimmten Attributwert aufweist.

8. System, das aufweist:

einen Arbeitsspeicher (1203); und
einen mit dem Arbeitsspeicher verbundenen Prozessor, wobei der Prozessor konfiguriert ist, ein Verfahren zum
Erkennen und Lokalisieren eines Fehlers beimPrüfen eines Testsystems, SUT (214), durchzuführen, wobei das
Verfahren aufweist:

Modellieren (602) von Eingaben an das SUTals eine Zusammenstellung von Attribut-Wert-Paaren (302);
Erzeugen (604) eines Anfangssatzes von Testvektoren, der eine vollständige n-weise Abdeckung eines
Testraumes bereitstellt, der von den Attribut-Wert-Paaren dargestellt wird;
Erzeugen (606) eines Satzes von Testfällen aus dem Anfangssatz von Testvektoren;
Ausführen des Satzes von Testfällen zum Erhalten eines Satzes von Ausführungsergebnissen, wobei die
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Ausführungsergebnisse in binärer Form anzeigen, dass ein Testfall erfolgreich war oder versagt hat, wenn
der Satz von Testfällen mehrmals ausgeführt wird;
für jede Ausführung des Satzes von Testfällen Aktualisieren einer nicht binären Erfolgsrate (SAV) beruhend
auf dem Satz von Ausführungsergebnissen für jedes Attribut-Wert-Paar, wobei die nicht binäre Erfolgsrate
eines Attribut-Wert-Paars auf den Ausführungsergebnissen jedes Testfalls beruht, der das Attribut-Wert-
Paar verwendet;
Auswählen eines Attributs in Reaktion darauf, dass bei einem Satz von Erfolgsraten, der einem Satz von
Attribut-Wert-Paaren entspricht, die das Attribut aufweisen, alle unterhalb eines vorgegebenen Schwellen-
werts sind;
Erzeugen eines zweiten Satzes von Testvektoren, der zusätzliche Werte für das ausgewählte Attribut
enthält;
Ausführen (612)desSatzesvonTestfällenzumErhalteneineszweitenSatzesvonAusführungsergebnissen
mit demzweitenSatz vonTestvektoren, wobei der Satz vonTestfällenwenigstens eine vorgegebeneAnzahl
von Malen ausgeführt wird;
für jedeAusführung desSatzes von Testfällen Aufzeichnen einer zweiten nicht binären Erfolgsrate (SAV’) für
jedes Attribut-Wert-Paar beruhend auf dem zweiten Satz von Ausführungsergebnissen; und
in Reaktion darauf, dass ein Satz von zweiten Erfolgsraten, der dem Satz von das Attribut aufweisenden
Attribut-Wert-Paaren entspricht, den vorgegebenen Schwellenwert erfüllt, Benachrichtigen eines Nutzers
von den weiteren, für das Attribut erkannten Werten und Ausgeben einer Identifikation des einen oder der
mehreren Testfällen an den Nutzer, die den Satz von Attribut-Wert-Paaren verwenden, wobei der eine oder
die mehreren Testfälle zum Diagnostizieren eines dem SUT zugeordneten Soft-Fehlers verwendet werden
sollen.

9. System nach Anspruch 8, wobei die nicht binäre Erfolgsrate SAV mit einer Pseudo-Booleschen-Algebra berechnet
wird.

10. System nach Anspruch 8, wobei das Verfahren in Reaktion darauf, dass der Satz von zweiten Erfolgsraten, der dem
Satz von das Attribut aufweisenden Attribut-Wert-Paaren entspricht, nicht den vorgegebenen Schwellenwert erfüllt,
Ausgeben einer Identifikation des einen oder der mehreren Testfälle an den Nutzer, die den Satz von Attribut-Wert-
Paaren verwenden, wobei der eine oder die mehreren Testfälle zum Diagnostizieren eines dem SUT zugeordneten
Soft-Fehlers verwendet werden sollen.

11. SystemnachAnspruch10,wobei einSoft-Fehler durcheineodermehrereBetriebsbedingungendesSUTverursacht
wird.

12. System nach Anspruch 8, wobei ein kartesischer Produktraum, der alle möglichen Kombinationen der Attribut-Wert-
Paare aufweist, wenigstens teilweise mit Kombinatorik-Testdesigns auf einen reduzierten Testraum reduziert wird.

13. SystemnachAnspruch12,wobei der kartesischeProduktraum ferner auf einer architektonischenBeschränkungdes
SUT beruhend reduziert wird.

14. System nach Anspruch 13, wobei die architektonische Beschränkung wenigstens eines aufweist: eine Anforderung,
dass ein erstes Attribut nicht einen odermehrere potenzielle Attributwerte annehmen kann, wenn ein zweites Attribut
einen bestimmten Attributwert aufweist, eine Anforderung, dass das erste Attribut einen bestimmten potenziellen
Attributwert annehmenmuss, wenn das zweite Attribut den bestimmten Attributwert aufweist, oder eine Anforderung
zum Einführen eines dritten Attributs, wenn das zweite Attribut den bestimmten Attributwert aufweist.

15. Computer-Programmprodukt zum Erkennen und Lokalisieren eines Fehlers beim Prüfen eines Testsystems, wobei
das Computer-Programmprodukt aufweist: ein für einen Computer lesbares Speichermedium, das für eine Ver-
arbeitungsschaltung lesbar ist undAnweisungenzurAusführungdurchdieVerarbeitungsschaltung speichert, umein
Verfahren nach einem der Ansprüche 1 bis 7 durchzuführen.

Revendications

1. Procédédedétectionetde localisationd’undéfaut lorsdu testd’unsystème testé,SUT(214), leprocédécomprenant :

la modélisation d’entrées (602) dans le SUTen tant qu’un ensemble de paires attribut-valeur (302) ;

25

EP 4 264 433 B1

5

10

15

20

25

30

35

40

45

50

55



la génération (604) d’unensemble initial devecteursde test (306)qui fournit unecouverturen-wise complèted’un
espace de test représenté par les paires attribut-valeur ;
la génération (606) d’un ensemble de cas de test (202) à partir de l’ensemble initial de vecteurs de test ;
l’exécution (108) de l’ensemble de cas de test pour obtenir un ensemble de résultats d’exécution, les résultats
d’exécutionétant sousune formebinaire indiquantqu’uncasde testa réussi ouéchoué, l’ensembledecasde test
étant exécuté une pluralité de fois ;
lamiseà jour, pour chaqueexécutionde l’ensemble decasde test, pour chaquepaire attribut-valeur, d’un tauxde
réussitenonbinaire (SAV) basésur l’ensemblede résultatsd’exécution, le tauxde réussitenonbinaired’unepaire
attribut-valeur étant basé sur les résultats d’exécution dechaquecasde test qui utilise ladite paire attribut-valeur ;
la sélection d’un attribut en réponse à un ensemble de taux de réussite correspondant à un ensemble de paires
attribut-valeur comprenant ledit attribut qui sont toutes inférieures à un seuil prédéterminé ;
la génération d’un deuxième ensemble de vecteurs de test qui comprend des valeurs supplémentaires pour
l’attribut qui est sélectionné ;
l’exécution (612) de l’ensemble de cas de test pour obtenir un deuxième ensemble de résultats d’exécution en
utilisant le deuxième ensemble de vecteurs de test, l’ensemble de cas de test étant exécuté aumoins un nombre
prédéterminé de fois ;
l’enregistrement, pour chaque exécution de l’ensemble de cas de test, pour chaque paire attribut-valeur, d’un
deuxième taux de réussite non binaire (SAV’) basé sur le deuxième ensemble de résultats d’exécution ; et
en réponse à un ensemble de deuxièmes taux de réussite correspondant à l’ensemble de paires attribut-valeur
comprenant ledit attribut satisfaisant le seuil prédéterminé, la notification (718) d’un utilisateur des valeurs
supplémentaires pour l’attribut qui ont été détectées.

2. Procédé selon la revendication 1, dans lequel le taux de réussite non binaire SAV est calculé informatiquement en
utilisant un algèbre Pseudo-Booléen.

3. Procédé selon la revendication 1, comprenant en outre, en réponse à l’ensemble de deuxièmes taux de réussite
correspondant à l’ensemble de paires attribut-valeur comprenant ledit attribut ne satisfaisant pas le seuil prédé-
terminé, la délivrance en sortie à l’utilisateur d’une identification d’un ou plusieurs cas de test qui utilisent les paires
attribut-valeur définies, dans lequel le ou les cas de test doivent être utilisés pour diagnostiquer une défaillance douce
associée au SUT.

4. Procédéselon la revendication3,dans lequel unedéfaillancedouceest provoquéeparuneouplusieursconditionsde
fonctionnement du SUT.

5. Procédé selon la revendication 1, dans lequel un espace de produit cartésien comprenant toutes les combinaisons
possibles des paires attribut-valeur est réduit à un espace de test réduit aumoins en partie enutilisant une conception
de test combinatoire.

6. Procédé selon la revendication 5, dans lequel l’espace de produit cartésien est davantage réduit sur la base d’une
restriction architecturale du SUT.

7. Procédé selon la revendication 6, dans lequel la restriction architecturale comprend au moins l’une des conditions
suivantes : une exigence selon laquelle un premier attribut ne peut pas prendre une ou plusieurs valeurs d’attribut
candidates si un deuxième attribut a une valeur d’attribut particulière, une exigence selon laquelle le premier attribut
doit prendre une valeur d’attribut candidate particulière si le deuxième attribut a la valeur d’attribut particulière ou une
exigence d’introduire un troisième attribut si le deuxième attribut a la valeur d’attribut particulière.

8. Système comprenant : une mémoire (1203) ; et
un processeur couplé à la mémoire, le processeur étant configuré pour mettre en oeuvre un procédé de détection et
localisation d’un défaut lors du test d’un système testé, SUT (214), le procédé comprenant :

la modélisation (602) des entrées dans le SUTen tant qu’ensemble de paires attribut-valeur (302) ;
la génération (604) d’un ensemble initial de vecteurs de test qui fournit une couverture n-wise complète d’un
espace de test représenté par les paires attribut-valeur ;
la génération (606) d’un ensemble de cas de test à partir de l’ensemble initial de vecteurs de test ;
l’exécution de l’ensemble de cas de test pour obtenir un ensemble de résultats d’exécution, les résultats
d’exécution étant sous une forme binaire indiquant qu’un cas de test a réussi ou échoué, l’ensemble de cas
de test étant exécutés une pluralité de fois ;
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lamiseà jour, pour chaqueexécutionde l’ensemble decasde test, pour chaquepaire attribut-valeur, d’un tauxde
réussitenonbinaire (SAV) basésur l’ensemblede résultatsd’exécution, le tauxde réussitenonbinaired’unepaire
attribut-valeur étant basé sur des résultats d’exécution de chaque cas de test qui utilise ladite paire attribut-
valeur ;
la sélection d’un attribut en réponse à un ensemble de taux de réussite correspondant à un ensemble de paires
attribut-valeur comprenant ledit attribut, qui sont tous inférieurs à un seuil prédéterminé :

la génération d’un deuxième ensemble de vecteurs de test qui comprend des valeurs supplémentaires pour
l’attribut qui est sélectionné ;
l’exécution (612) de l’ensemble de cas de test pour obtenir un deuxième ensemble de résultats d’exécution
en utilisant le deuxième ensemble de vecteurs de test, dans lequel l’ensemble de cas de test est exécuté au
moins un nombre prédéterminé de fois ;
l’enregistrement, pour chaqueexécutionde l’ensembledecasde test, pour chaquepaireattribut-valeur, d’un
deuxième taux de réussite non binaire (SAV’) basé sur le deuxième ensemble de résultats d’exécution ; et
en réponse à un ensemble de deuxièmes taux de réussite correspondant à l’ensemble de paires attribut-
valeur comprenant ledit attribut satisfaisant le seuil prédéterminé, la notification à un utilisateur des valeurs
supplémentaires pour l’attribut qui ont été détectées, et la délivrance en sortie à l’utilisateur d’une identifica-
tion d’un ou plusieurs cas de test qui utilisent les paires attribut-valeur définies, dans lequel le ou les cas de
test doivent être utilisés pour diagnostiquer une défaillance douce associée au SUT.

9. Système selon la revendication 8, dans lequel le taux de réussite non binaire SAY est calculé informatiquement en
utilisant un algèbre Pseudo-Booléen.

10. Système selon la revendication 8, dans lequel le procédé comprenden outre, en réponse à l’ensemble de deuxièmes
taux de réussite correspondant à l’ensemble de paires attribut-valeur comprenant ledit attribut ne satisfaisant pas le
seuil prédéterminé, la délivrance en sortie à l’utilisateur d’une identification d’un ou plusieurs cas de test qui utilisent
les paires attribut-valeur définies, dans lequel le ou les cas de test doivent être utilisés pour diagnostiquer une
défaillance douce associée au SUT

11. Système selon la revendication 10, dans lequel une défaillance douce est provoquée par une ou plusieurs conditions
de fonctionnement du SUT.

12. Système selon la revendication 8, dans lequel un espace de produit Cartésien comprenant toutes les combinaisons
possiblesdespairesattribut-valeurest réduit àunespacede test réduit aumoinsenpartieà l’aided’uneconceptionde
test combinatoire.

13. Système selon la revendication 12, dans lequel l’espace de produit cartésien est en outre réduit sur la base d’une
restriction architecturale du SUT.

14. Système selon la revendication 13, dans lequel la restriction architecturale comprend au moins l’une des conditions
suivantes : une exigence selon laquelle un premier attribut ne peut pas prendre une ou plusieurs valeurs d’attribut
candidates si un deuxième attribut a une valeur d’attribut particulière, une exigence selon laquelle le premier attribut
doit prendre une valeur d’attribut candidate particulière si le deuxième attribut a la valeur d’attribut particulière ou une
exigence d’introduire un troisième attribut si le deuxième attribut a la valeur d’attribut particulière

15. Produit de programme informatique pour détecter et localiser un défaut lors du test d’un système testé, le produit de
programme informatique comprenant : un support de mémorisation lisible par ordinateur lisible par un circuit de
traitement etmémorisant des instructions en vued’uneexécution par le circuit de traitement pourmettre enoeuvre un
procédé selon une quelconque des revendications 1 à 7.

27

EP 4 264 433 B1

5

10

15

20

25

30

35

40

45

50

55



28

EP 4 264 433 B1



29

EP 4 264 433 B1



30

EP 4 264 433 B1



31

EP 4 264 433 B1



32

EP 4 264 433 B1



33

EP 4 264 433 B1



34

EP 4 264 433 B1



35

EP 4 264 433 B1



36

EP 4 264 433 B1



37

EP 4 264 433 B1



38

EP 4 264 433 B1



39

EP 4 264 433 B1



40

EP 4 264 433 B1



41

EP 4 264 433 B1



42

EP 4 264 433 B1

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

• US 2020242010 A1, Hicks, A. [0003] • WO 2019161619 A1, , Peng, M. [0004]


	bibliography
	description
	claims
	drawings
	cited references

