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(54) DIFFERENTIALLY PRIVATE DATABASE PERMISSIONS SYSTEM

(57)  Adifferentially private systemreceives a request
from a client to perform a query on data stored in a da-
tabase. The differentially private system establishes a process

Establish permissions
705 Recursive

___________________ 725
set of permissions of the client with respect to the data _¢
in the database. The differentially private system decon- Deconstruct the receivedtquerv into query
. components
structs the query into query components. The query com- h

ponents include at least one relation that identifies a da-
tasetin the database and at least one expressions spec-
ifying an operation to be performed in the identified da-
taset. The differentially private system identifies permis-
sions necessary to perform the specified operation on
the identified dataset. The differentially private system
determines whether the established permissions grants
of the client include the identified permissions necessary
to perform the specified operation on the identified data-
set. The differentially private system selectively executes
the query responsive to the determination.
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