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(54)
AWARENESS

(57)  An apparatus and method for classifying traffic
datainacommunication network based on IP flow. Traffic
data in a communication network is monitored in order
to detect an IP flow. A preliminary classification is as-
signed to the IP flow based on protocol information con-

MULTI-PHASE IP-FLOW-BASED CLASSIFIER WITH DOMAIN NAME AND HTTP HEADER

tained in its first packet. Subsequent packets within the
IP flow are further monitored, and the IP flow is reclassi-
fied based, in part, on the domain name of the responding
server. Web pages can also be classified, and monitored
to determine their response time.
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