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(54) METHOD AND SYSTEM FOR ANONYMIZATION AND NEGOTIATION FOR PREDICTIVE 
MAINTENANCE

(57) A method for anonymization and negotiation for
predictive maintenance, the method comprising: Aggre-
gating (S11), by an aggregation service module (110),
runtime data and/or context data using an aggregation
policy to generate aggregated data; Anonymizating

(S12), by an anonymization module (120), the aggregat-
ed data using a user-definable internal anonymization
policy to generate anonymized data; and Sending (S13),
by a transmitting module (130), the anonymized data to
a condition prediction service module (210).
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Description

TECHNICAL FIELD

[0001] The present disclosure relates to a method and
a system for anonymization and negotiation for predictive
maintenance. In particular the present invention relates
to methods and systems for anonymization of information
and parameter negotiation for predictive maintenance.

TECHNICAL BACKGROUND

[0002] The general background of this disclosure is
predictive maintaince.
[0003] Predictive maintenance applications are typical
cross-company applications where different companies
exchange data. For example, a plant operator (O) is own-
ing devices and data from the physical plant and from
the process these devices are attached to (e.g., temper-
ature, pressure etc.). The device manufacturer or main-
tenance company (M) has device-specific information
from their experience pool (e.g., device fleet analysis
across multiple operators) which may help them to iden-
tify issues with devices early. Furthermore, typically de-
vices are operated within a technical scope on O’s site,
e.g. a DCS, which is provided by some automation ven-
dor (A).
[0004] Within predictive maintenance applications, the
exchanged data is sensitive as each site has reasons for
limited trust towards other parties:

• O: does not want to expose too much of its process
data either to M or A, e.g., due to commercial secrets
of production like recipes or production volumes.

• M: does not want to expose its device knowledge to
others, in order not to lose competitive advantage.

• A: as "information broker" between M and O, A is
interested in a neutral role and into ensuring trust
from M and O.

[0005] Current solutions for predictive maintenance
suffer from the following flaws:

• Disbalance between O’s and M’s interests:

+ M gets "unlimited" access to O’s operational
data on M’s devices installed on O’s sites
+ M does not get any access to "context" of its
devices, only the "isolated" runtime data of the
devices
+ O gets the "predictive maintenance algorithm"
in its physical possession, e.g. as part of device
firmware, allowing possibly to tamper and ex-
tract it

• A has limited control over information flows between
components in the system as they are extracted by
3rd party systems and passed outside A’s infrastruc-

ture, e.g. by using side-channels like embedded
4G/5G modems, Bluetooth connectivity etc.

[0006] Fixes to those flaws are currently labor-expen-
sive and error-prone project-specific manual work. For
example, the amount and quality of exchanged informa-
tion needs to be defined in a project specific way. The
same holds for the mechanisms of information exchange,
i.e., service invocations, authentication and the definition
of the format of the exchanged information.

SUMMARY OF THE INVENTION

[0007] The present invention solves the problem of
avoiding error-prone project-specific manual work. The
present invention provides a method and a system for
anonymization and negotiation for predictive mainte-
nance and for (de-)anonymization of information and pa-
rameter as defined in the appended claims. Further em-
bodiments are provided by the description.
[0008] In one aspect of the invention a method for an-
onymization and negotiation for predictive maintenance
is provided, the method comprising the stepf of: aggre-
gating, by an aggregation service module, runtime data
and/or context data using an aggregation policy to gen-
erate aggregated data; anonymizating, by an anonymi-
zation module, the aggregated data using a user-defin-
able internal anonymization policy to generate ano-
nymized data; and sending, by a transmitting module,
the anonymized data to a condition prediction service
module.
[0009] The modules as defined in the present descrip-
tion of the present patent application and in particular the
aggregation service module, (de)anonymization module,
the condition prediction service module, the quality esti-
mation service module may be a hardware device or a
software functionatlity as also for example a digital serv-
ice running on an existing device (edge device, controller.
In other words, the term "module" as used and defined
in the present description of the present patent applica-
tion may be understood as a building block of a software
system that is created during modularization, represents
a functionally closed unit and provides a specific service.
[0010] The present invention advantageously provides
predictive maintenance applications for which different
companies exchange data e.g. an operator sends device
runtime information to the device manufacturer to receive
an estimation of device’s condition. Currently such inter-
actions need to be set up manually with a limited control
of the exchanged information amount.
[0011] The present invention advantageously provides
a system for a structured definition of information to be
exchanged between companies and anonymization
rules applied to this information.
[0012] The present invention advantageously allows
users to have a better control of the information which is
leaving their organization and having a faster i.e. cheaper
setup of condition monitoring infrastructure.
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[0013] According to an exemplary embodiment of the
present invention, the aggregation policy is created stat-
ically or dynamically according to pre-defined rules.
[0014] According to an exemplary embodiment of the
present invention, the user-definable internal anonymi-
zation policy is configured per device instance and/or as-
set instance or based on anonymization policy rules
based on properties of the device instance and/or asset
instance.
[0015] According to an exemplary embodiment of the
present invention, the user-definable internal anonymi-
zation policy is configured using machine learning.
[0016] According to an exemplary embodiment of the
present invention, the user-definable internal anonymi-
zation policy may contain at least one of the following
anonymization rules to be applied on exchanged data:
value anonymization rules, history-limit rules, identity an-
onymization rules, context anonymization rule.
[0017] According to an exemplary embodiment of the
present invention, the method is further comprising the
step of adjusting the user-definable internal anonymiza-
tion policy dynamically.
[0018] According to an aspect of the present invention,
a method for deanonymization and negotiation for pre-
dictive maintenance is provided, the method comprising
the following steps of receiving, by a condition prediction
service module, the anonymized data from a transmitting
module; deanonymizating, by an deanonymization mod-
ule, the received and anonymized data using a user-de-
finable internal deanonymization policy to generate
deanonymized data; and providing, by a quality estima-
tion service module, prediction service based on the
deanonymized data to generate predicition data.
[0019] According to an exemplary embodiment of the
present invention, the user-definable internal deano-
nymization policy is configured per device instance
and/or asset instance or based on deanonymization pol-
icy rules based on properties of the device instance
and/or asset instance.
[0020] According to an exemplary embodiment of the
present invention, the user-definable internal deano-
nymization policy is configured using machine learning.
[0021] According to an exemplary embodiment of the
present invention, the user-definable internal deano-
nymization policy may contain at least one of the following
deanonymization rules to be applied on exchanged data:
value deanonymization rules, history-limit rules, identity
deanonymization rules, context deanonymization rules.
[0022] According to an exemplary embodiment of the
present invention, the method is further comprising the
step of adjusting the user-definable internal deanonymi-
zation policy dynamically.
[0023] According to an aspect of the present invention
a system for anonymization and negotiation for predictive
maintenance is provided, the system comprising: an ag-
gregation service module configured to aggregate runt-
ime data and/or context data using an aggregation policy
to generate aggregated data; an anonymization module

configured to anonymizate the aggregated data using a
user-definable internal anonymization policy to generate
anonymized data; and a transmitting module configured
to send the anonymized data to a condition prediction
service module.
[0024] According to an aspect of the present invention
a system for deanonymization and negotiation for pre-
dictive maintenance is provided, the system comprising:
a condition prediction service module configured to re-
ceive the anonymized data from a transmitting module;
an deanonymization module configured to deanonymi-
zate the anonymized data using a user-definable internal
deanonymization policy to generate deanonymized data;
and a quality estimation service module configured to
provide prediction service based on the deanonymized
data to generate predicition data.
[0025] According to an aspect of the present invention
a network for predictive maintenance is provided, the net-
work comprising the system for anonymization and the
system for deanonymization.
[0026] Any disclosure and embodiments described
herein relate to the method and the system, lined out
above and vice versa. Advantageously, the benefits pro-
vided by any of the embodiments and examples equally
apply to all other embodiments and examples and vice
versa.
[0027] As used herein "determining" also includes "in-
itiating or causing to determine", "generating" also in-
cludes "initiating or causing to generate" and "provding"
also includes "initiating or causing to determine, gener-
ate, select, send or receive". "Initiating or causing to per-
form an action" includes any processing signal that trig-
gers a computing device to perform the respective action.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] In the following, the present disclosure is further
described with reference to the enclosed figures:

Fig. 1 illustrates a static view of components and
schematic information flows and anonymiza-
tion of condition monitoring information accord-
ing to an exemplary embodiment of the present
invention;

Fig. 2 illustrates an example for interactions between
user and the engineering system and UI ac-
cording to an exemplary embodiment of the
present invention;

Fig. 3 illustrates an method for anonymization and ne-
gotiation for predictive maintenance according
to an exemplary embodiment of the present in-
vention;

Fig. 4 illustrates an method for deanonymization and
negotiation for predictive maintenance accord-
ing to an exemplary embodiment of the present
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invention;

Fig. 5 illustrates an system for anonymization and ne-
gotiation for predictive maintenance according
to an exemplary embodiment of the present in-
vention;

Fig. 6 illustrates an system for deanonymization and
negotiation for predictive maintenance accord-
ing to an exemplary embodiment of the present
invention;

DETAILED DESCRIPTION OF EMBODIMENT

[0029] The following embodiments are mere examples
for the method and the system disclosed herein and shall
not be considered limiting.
[0030] Fig. 1 illustrates a static view of components
and schematic information flows and anonymization of
condition monitoring information according to an exem-
plary embodiment of the present invention.
[0031] According to an exemplary embodiment of the
present invention, a set of user-configurable anonymiza-
tion and deanonymization services is provided allowing
to adapt runtime and context data of a monitored asset
before this data is passed outside the organization.
[0032] According to an exemplary embodiment of the
present invention, furthermore, structured anonymiza-
tion rules allow deanonymization of external condition
predictions before processing them within the organiza-
tion.
[0033] According to an exemplary embodiment of the
present invention, the flexibility of the system allows au-
tomatic negotiation between organizations to find an op-
timal tradeoff between the amount and the quality of the
shared data with the quality of received predictions as it
is expected that the quality/reliability of the prediction de-
clines with the amount of anonymization that is applied
to the original data.
[0034] According to an exemplary embodiment of the
present invention, a system for anonymization and ne-
gotiation of predictive maintenance data and parameters
is provided. This system can typically be executed on an
Edge device provided by A and deployed within O’s or-
ganization (this applies for services marked with "<O>"
in Figure 1). The 3rd party condition prediction service
(marked with "<M>" in Figure 1) does not have to fulfill
any deployment requirements and can, e.g., run in M’s
cloud to ensure confidentiality of included algorithms.
[0035] According to an exemplary embodiment of the
present invention, the cross-company communication
between O and M is handled by the Caller Service and
Receiver Service on O’s site and the Condition Prediction
Service on M’s side. In order to request a maintenance
suggestion, the caller service provides the runtime data
(e.g., temperature, vibration, stroke count, current etc.)
(arrow 6b in Figure 1) and context data (e.g., its location,
its environmental condition like ambient temperature, its

physical surroundings (like connection to other device
types) of device(s)) (arrow 6b in Figure 1) to the Condition
Prediction Service.
[0036] According to an exemplary embodiment of the
present invention, the main output of the Condition Pre-
diction Service is the Estimated Asset Condition (arrow
7b) which is received by Caller Service of O and proc-
essed further. Technical realization of service interac-
tions is possible using interoperable semantic informa-
tion containers (e.g., Asset Administration Shell -AAS)
and AAS-infrastructure like registries to accomplish dis-
covery of available condition prediction services.
[0037] According to an exemplary embodiment of the
present invention, moving away from central interaction
between O and M organizations, let us describe the re-
maining components and information flows. Before the
information about device or other asset’s (identification
of the asset of interest is transferred via arrow 1 in Figure
1) can be sent to M, it needs to be aggregated from mul-
tiple information sources within O’s infrastructure (arrows
2 and 3 in Figure 1).
[0038] According to an exemplary embodiment of the
present invention, the information sources are manyfold,
e.g., control systems for current device values, historian
systems for historical process values (arrow 2), engineer-
ing systems for device context information like its location
etc. (arrow 3).
[0039] According to an exemplary embodiment of the
present invention, the aggregation is handled by the Ag-
gregation service which processes the so-called aggre-
gation policy to collect data (arrow I). This policy can be
created statically (i.e., once) or dynamically (i.e., during
the condition monitoring request) according to pre-de-
fined rules. The static aggregation policy and rules for
dynamic aggregation are defined by the user of the sys-
tem via suitable engineering tools or wizards.
[0040] According to an exemplary embodiment of the
present invention, in the subsequent step, a user-defin-
able internal Anonymization Policy is processed by the
Anonymization Service on O’s site (I) prior to aggregated
device data (arrow 4) leaving the company via the caller
service (arrow 6a). The anonymization policy is creat-
ed/configured manually per device/asset instance or in
a rule-based fashion based on certain device’s properties
(e.g., its type and vendor, or its physical location) or ma-
chine learning.
[0041] According to an exemplary embodiment of the
present invention, the anonymization policy may contain
the following anonymization rules to be applied on ex-
changed data:

• Value anonymization rules

+ Adding noise to the value
+ Adding drift
+ Changing precision, e.g., rounding, flooring
+ Time-delays
+ Further parameter based rules
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• History-limit rules

+ Sending only selected number of latest values
of the device
+ Reducing sampling rates within the time win-
dow

• Identity anonymization rules
+ No or tampered device identification, e.g., random
IDs or serials

• Context anonymization rules related to

+ Physical environment of the device (e.g., am-
bient temperature) + value anonymization
+ Device location anonymization
+ Tampered topology of device’s installation, e.g.
modification of the details regarding device
neighboring systems and devices, e.g. change
or simplify existing piping and electrical signal
layout

[0042] An additional aspect of anonymization can in-
volve means of homomorphic encryption allowing the
Condition Prediction Service to operate on transmitted
encrypted values of Caller Service without decrypting
them. In particular, the homomorphic encryption can be
applied for Machine Learning systems since a trained
model can be broken down in a set of addition and mul-
tiplication operations, cf. patent application EP
3412000A1. As therein described, the training and the
prediction may take place on encrypted data, which is
processed based on homomorphic encryption. Homo-
morphic encryption provides the possibility that calcula-
tions may be based on plaintext data and encrypted data
simultaneously. There may be one or more functions
mapping a plaintext first data value and an encrypted
second data value to an encrypted result data value,
which are compatible with the encryption. When the re-
sult data value is decrypted, it may have the same value,
as when a specific other function, such as addition or
multiplication, is applied to the first data value and the
encrypted second data value.
[0043] According to an exemplary embodiment of the
present invention, after modifying the runtime and con-
text, the data which is related to the device (arrow 5), is
sent to the Condition Prediction Service of another party
(arrow 6b). The data is complemented by an External
Anonymization Policy (arrow 6a) which is disclosed to M
and might be used to improve or indicate uncertainty in
the prediction.
[0044] The External Anonymization Policy is not just a
copy of the internal one, but again is a partially ano-
nymized reflection of the internal policy. The amount of
anonymization information, which is disclosed to the oth-
er party, is selected either manually or based on pre-
defined rules in a semi-automated fashion.
[0045] According to an exemplary embodiment of the

present invention, the Condition Prediction Service con-
sumes provided runtime and context information includ-
ing available external anonymization policy via its algo-
rithm.
[0046] According to an exemplary embodiment of the
present invention, based on this information the condition
of the device is predicted, e.g. signalizing a normal or an
abnormal condition of the device. The prediction (arrow
7b) is accomplished by a Prediction Quality Estimation
(arrow 7a) which the Condition Prediction Service is pro-
ducing based on the input information and on internal
knowledge and will be used in later steps.
[0047] According to an exemplary embodiment of the
present invention, the predicted condition is further proc-
essed by O’s infrastructure. Here, deanonymization of
results is made, if possible, by the Deanonymization
Service (arrow 8). This can, for example, include chang-
ing the tampered IDs of the device which have been
transmitted to M back to its proper internal Identification.
[0048] According to an exemplary embodiment of the
present invention, the exchange is done continuously,
e.g., in pre-defined intervals. In case that non-sufficient
quality of the prediction has been indicated externally by
the prediction service or detected internally by the Quality
Estimation Service based on external quality estimation
(arrow 9) and deanonymized prediction data (arrow 10),
a specific action can be triggered.
[0049] According to an exemplary embodiment of the
present invention, such actions can be and informing the
user and opening a wizard to re-adjust policies, or auto-
matic dynamic negotiation of parameters (described be-
low). The Quality Estimation Service may use a database
of previous predictions and set of internal rules to detect
insufficient prediction quality.
[0050] According to an exemplary embodiment of the
present invention, based on the Aggregation Policy, the
predicted condition of the device a passed to the Decom-
position Service (arrow 11), which dispatches the results
to one or multiple Maintenance Action Sinks (arrow 12),
e.g., operator display or O’s maintenance system.
[0051] According to an exemplary embodiment of the
present invention, along with described components, an
Engineering System and UI component is part of the sys-
tems. The simplified sequence of events when interacting
with the engineering system is shown in the following Fig.
2.
[0052] Fig. 2 illustrates an example for interactions be-
tween user and the engineering system and UI according
to an exemplary embodiment of the present invention.
[0053] According to an exemplary embodiment of the
present invention, the initial setup of condition monitoring
is performed by a user, e.g., application engineer, inter-
acting with the engineering system, by opening a wizard,
selecting the Asset ID (e.g., the serial number of the de-
vice) to be monitored.
[0054] According to an exemplary embodiment of the
present invention, the next step is selecting a suitable
external Condition Prediction Service which is suitable
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for the particular device to be monitored.
[0055] According to an exemplary embodiment of the
present invention, the Condition Prediction Service sup-
plies its meta information, e.g., information which needs
to be supplied by the Caller Service.
[0056] According to an exemplary embodiment of the
present invention, based on this requested information,
the user uses the engineering system to browse available
information sources and select the information to be ex-
changed with M.
[0057] According to an exemplary embodiment of the
present invention, after the information amount is fixed,
the anonymization is defined based on the application
needs.
[0058] According to an exemplary embodiment of the
present invention, the next step defines the rule set to
assess whether the returned prediction suffices the ap-
plication needs.
[0059] According to an exemplary embodiment of the
present invention, the prediction system is started with
this information.
[0060] According to an exemplary embodiment of the
present invention, in case an insufficient prediction qual-
ity has been detected by the Prediction Quality Estima-
tion Service, i.e., the acceptance rule set is violated, the
user is informed and asked to re-define anonymization
policies and/or acceptance rules to either increase the
information respectively its quality which is provided to
M or to lower the expectations of the received predictions.
[0061] According to an exemplary embodiment of the
present invention, a dynamic negotiation of anonymiza-
tion policy depending on the prediction quality is per-
formed as follows:
According to an exemplary embodiment of the present
invention, a possibility to adjust the anonymization policy
dynamically is based on prediction quality opens an ad-
ditional possibility for negotiation and dynamic adjust-
ments of the anonymization policy either during the op-
eration of the system or a-priori, i.e., during the setup if
the condition monitoring process.
[0062] According to an exemplary embodiment of the
present invention, based on collected knowledge from
previous interactions, the condition prediction service
may not only communicate the list of needed information
about the asset, e.g. list of required parameters and var-
iables, but also indicate which anonymization might be
adequate for each parameter in order to acquire mean-
ingful prediction results.
[0063] According to an exemplary embodiment of the
present invention, such indicators may include, but are
not limited to:

- Minimal resolution of information
- Minimal sampling rates of each parameter
- Required non-functional information about the de-

vice, e.g., number of hours in operation.

[0064] According to an exemplary embodiment of the

present invention, a table or even a mathematical func-
tion may be included in Condition Prediction Service to
indicate how the provided quality of information corre-
lates with the prediction result quality, for example: a
sampling rate of parameter X and included history of pa-
rameter X of at least 60 days will result in 90% prediction
accuracy (e.g., in terms the expected F1 score of the
classifier).
[0065] According to an exemplary embodiment of the
present invention, the negotiation process itself can
again technically be based on industry 4.0 technologies,
like the Asset Administration Shell, especially on so-
called "Type-3 AAS" interacting using so-called Industry
4.0 language.
[0066] Fig. 3 illustrates an method for anonymization
and negotiation for predictive maintenance according to
an exemplary embodiment of the present invention.
[0067] A method for anonymization and negotiation for
predictive maintenance comprises at least the following
steps:
As a first step of the method, aggregating S11, by an
aggregation service module 110, runtime data and/or
context data is performed using an aggregation policy to
generate aggregated data.
[0068] As a second step of the method, anonymizating
S12, by an anonymization module 120, the aggregated
data is performed using a user-definable internal ano-
nymization policy to generate anonymized data.
[0069] As a third step of the method, sending S13, by
a transmitting module 130, the anonymized data to a con-
dition prediction service module 110 is performed.
[0070] Fig. 4 illustrates an method for deanonymiza-
tion and negotiation for predictive maintenance accord-
ing to an exemplary embodiment of the present invention.
[0071] A method for deanonymization and negotiation
for predictive maintenance, the method comprising:
As a first step of the method, receiving S21, by a condition
prediction service module 210, the anonymized data from
a transmitting module 130 is performed.
[0072] As a second step of the method, deanonymi-
zating S22, by an deanonymization module 220, the re-
ceived and anonymized data using a user-definable in-
ternal deanonymization policy to generate deano-
nymized data is performed.
[0073] As a third step of the method, providing S23, by
a quality estimation service module 230, prediction serv-
ice based on the deanonymized data to generate pre-
dicition data is performed.
[0074] Fig. 5 illustrates a system for anonymization and
negotiation for predictive maintenance according to an
exemplary embodiment of the present invention.
[0075] A system 100 for anonymization and negotia-
tion for predictive comprises an aggregation service mod-
ule 110 configured to aggregate runtime data and/or con-
text data using an aggregation policy to generate aggre-
gated data.
[0076] The system 100 for anonymization and negoti-
ation for predictive comprises an anonymization module
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120 configured to anonymizate the aggregated data us-
ing a user-definable internal anonymization policy to gen-
erate anonymized data.
[0077] The system 100 for anonymization and negoti-
ation for predictive comprises a transmitting module 130
configured to send the anonymized data to a condition
prediction service module 210.
[0078] Fig. 6 illustrates a system for deanonymization
and negotiation for predictive maintenance according to
an exemplary embodiment of the present invention.
[0079] A system 200 for deanonymization and negoti-
ation for predictive maintenance comprises a condition
prediction service module 210 configured to receive the
anonymized data from a transmitting module 130.
[0080] The system 200 for deanonymization and ne-
gotiation for predictive maintenance further comprises
an deanonymization module 220 configured to deano-
nymizate the anonymized data using a user-definable
internal deanonymization policy to generate deano-
nymized data.
[0081] The system 200 for deanonymization and ne-
gotiation for predictive maintenance further comprises a
quality estimation service module 230 configured to pro-
vide prediction service based on the deanonymized data
to generate predicition data.
[0082] In the claims as well as in the description the
word "comprising" does not exclude other elements or
steps and the indefinite article "a" or "an" does not ex-
clude a plurality. A single element or other unit may fulfill
the functions of several entities or items recited in the
claims. The mere fact that certain measures are recited
in the mutual different dependent claims does not indi-
cate that a combination of these measures cannot be
used in an advantageous implementation.

Claims

1. A method for anonymization and negotiation for pre-
dictive maintenance, the method comprising:

- Aggregating (S11), by an aggregation service
module (110), runtime data and/or context data
using an aggregation policy to generate aggre-
gated data;
- Anonymizating (S12), by an anonymization
module (120), the aggregated data using a user-
definable internal anonymization policy to gen-
erate anonymized data; and
- Sending (S13), by a transmitting module (130),
the anonymized data to a condition prediction
service module (210).

2. The method according to claim 1,
wherein the aggregation policy is created statically
or dynamically according to pre-defined rules.

3. The method according to claim 1 or 2,

wherein the user-definable internal anonymization
policy is configured per device instance and/or asset
instance or based on anonymization policy rules
based on properties of the device instance and/or
asset instance.

4. The method according to one of the claims 1 to 3,
wherein the user-definable internal anonymization
policy is configured using machine learning.

5. The method according to one of the claims 1 to 4,
wherein the user-definable internal anonymization
policy may contain at least one of the following an-
onymization rules to be applied on exchanged data:
value anonymization rules, history-limit rules, iden-
tity anonymization rules, context anonymization rule.

6. The method according to one of the claims 1 to 5,
further comprising the step of adjusting the user-de-
finable internal anonymization policy dynamically.

7. A method for deanonymization and negotiation for
predictive maintenance, the method comprising:

- Receiving (S21), by a condition prediction serv-
ice module (210), the anonymized data from a
transmitting module (130);
- Deanonymizating (S22), by an deanonymiza-
tion module (220), the received and anonymized
data using a user-definable internal deanonymi-
zation policy to generate deanonymized data;
and
- Providing (S23), by a quality estimation service
module (230), prediction service based on the
deanonymized data to generate predicition da-
ta.

8. The method according to claim 7,
wherein the user-definable internal deanonymiza-
tion policy is configured per device instance and/or
asset instance or based on deanonymization policy
rules based on properties of the device instance
and/or asset instance.

9. The method according to one of the claims 7 to 8,
wherein the user-definable internal deanonymiza-
tion policy is configured using machine learning.

10. The method according to one of the claims 7 to 9,
wherein the user-definable internal deanonymiza-
tion policy may contain at least one of the following
deanonymization rules to be applied on exchanged
data: value deanonymization rules, history-limit
rules, identity deanonymization rules, context dean-
onymization rule.

11. The method according to one of the claims 7 to 10,
further comprising the step of adjusting the user-de-
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finable internal deanonymization policy dynamically.

12. A system (100) for anonymization and negotiation
for predictive maintenance the system comprising:

- an aggregation service module (110) config-
ured to aggregate runtime data and/or context
data using an aggregation policy to generate ag-
gregated data;
- an anonymization module (120) configured to
anonymizate the aggregated data using a user-
definable internal anonymization policy to gen-
erate anonymized data; and
- a transmitting module (130) configured to send
the anonymized data to a condition prediction
service module (210).

13. A system (200) for deanonymization and negotiation
for predictive maintenance, the system comprising:

- a condition prediction service module (210)
configured to receive the anonymized data from
a transmitting module (130);
- an deanonymization module (220) configured
to deanonymizate the anonymized data using a
user-definable internal deanonymization policy
to generate deanonymized data; and
- a quality estimation service module (230) con-
figured to provide prediction service based on
the deanonymized data to generate predicition
data

14. A network for predictive maintenance, the network
comprising the system (100) according to claim 12
and the system (200) according to claim 13.
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