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(54) DETECTION OF MALICIOUS BEHAVIOR OF APPLET

(57) Some embodiments of this specification provide
a method and an apparatus for detecting a malicious be-
havior of an applet. According to the method in some
embodiments, first, at least two behavior records that are
generated through triggering during running of the applet
are obtained; then, a behavior feature of each behavior
record is extracted; next, at least one feature combination
is formed by using at least two behavior features of at
least two successively generated behavior records,
where each feature combination includes at least two

behavior features, and a sequence of the at least two
behavior features in the feature combination is the same
as a time sequence of generating behavior records cor-
responding to the at least two behavior features; and fi-
nally, it is determined whether there is a feature combi-
nation that includes a predetermined feature combination
of a malicious behavior record; and if there is a feature
combination that includes the predetermined feature
combination of a malicious behavior record, it is deter-
mined that the applet conducts a malicious behavior.
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Description

TECHNICAL FIELD

[0001] One or more embodiments of this specification
relate to the field of computer technologies, and in par-
ticular, to detection of a malicious behavior of an applet.

BACKGROUND

[0002] An applet is an application that can be used
without downloading and installing. Generally, the applet
needs to rely on a specific applet platform (other appli-
cation software), and implements its service functions
through a service interface provided by the applet plat-
form. A malicious applet causes problems such as leak-
age of privacy data of a user and a property loss. There-
fore, how to detect whether an applet conducts a mali-
cious behavior becomes a focus of attention of program
developers.
[0003] In a conventional technology, security scanning
is performed on static code of an applet to detect whether
a malicious behavior exists in the static code. However,
the conventional technology solution encounters a prob-
lem of low detection accuracy. Therefore, it is necessary
to provide a more reliable method for detecting a mali-
cious behavior of an applet.

SUMMARY

[0004] One or more embodiments of this specification
describe a method and an apparatus for detecting a ma-
licious behavior of an applet, so as to improve accuracy
of detecting a malicious behavior of an applet.
[0005] According to a first aspect, a method for detect-
ing a malicious behavior of an applet is provided, includ-
ing: obtaining at least two behavior records that are gen-
erated through triggering during running of the applet;
extracting a behavior feature of each behavior record;
forming at least one feature combination by using at least
two behavior features of at least two successively gen-
erated behavior records, where each feature combina-
tion includes at least two behavior features, and a se-
quence of the at least two behavior features in the feature
combination is the same as a time sequence of generat-
ing behavior records corresponding to the at least two
behavior features; determining whether there is a feature
combination that includes a predetermined feature com-
bination of a malicious behavior record; and if there is a
feature combination that includes the predetermined fea-
ture combination of a malicious behavior record, deter-
mining that the applet conducts a malicious behavior.
[0006] In some embodiments, the behavior record in-
cludes at least one of the following: a name of a service
interface invoked by the applet, time information when
the applet invokes the service interface, parameter infor-
mation in an invoking request sent by the applet, param-
eter information in an invoking request response received

by the applet, and information about a function page cor-
responding to the applet after invoking the service inter-
face.
[0007] In some embodiments, the obtaining at least
two behavior records that are generated through trigger-
ing during running of the applet includes: obtaining at
least two behavior records generated by the applet during
running of the applet; and the forming at least one feature
combination by using at least two behavior features of at
least two successively generated behavior records in-
cludes: forming one feature combination by using behav-
ior features of the at least two behavior records generated
by the applet.
[0008] In some embodiments, the obtaining at least
two behavior records that are generated through trigger-
ing during running of the applet includes: obtaining at
least two behavior records generated by the applet during
running of the applet; for two adjacent behavior records
in the at least two behavior records, when a first function
page corresponding to a behavior record with an earlier
generation time jumps to a second function page corre-
sponding to a behavior record with a later generation
time, determining whether the first function page jumps
to the second function page via at least one third function
page, and if the first function page jumps to the second
function page via at least one third function page, gen-
erating a corresponding behavior record for the third
function page; and using the at least two behavior records
generated by the applet and the behavior record corre-
sponding to the third function page as the at least two
behavior records that are generated through triggering
during running of the applet.
[0009] In some embodiments, the forming at least one
feature combination by using at least two behavior fea-
tures of at least two successively generated behavior
records includes: forming a first feature combination by
using behavior features of the at least two behavior
records generated by the applet; and forming at least one
second feature combination by using the behavior fea-
tures of the at least two behavior records generated by
the applet and a behavior feature of the behavior record
corresponding to the third function page.
[0010] In some embodiments, the obtaining at least
two behavior records generated by the applet during run-
ning of the applet includes: obtaining at least two behavior
records generated when the applet invokes at least two
service interfaces during running of the applet.
[0011] In some embodiments, the extracting a behav-
ior feature of each behavior record includes: determining,
based on a name, included in the behavior record, of a
service interface invoked by the applet, a classification
of the service interface; determining a classification value
corresponding to the classification of the service interface
based on a classification value predefined for each clas-
sification; and determining the determined classification
value as the behavior feature of the behavior record;
and/or detecting, based on parameter information, in-
cluded in the behavior record, in an invoking request sent
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by the applet and parameter information, included in the
behavior record, in an invoking request response re-
ceived by the applet, privacy data included in the param-
eter information; determining, based on a predetermined
mapping relationship between a data type and a sensi-
tivity weight value, a sensitivity weight value correspond-
ing to the privacy data; and determining the sensitivity
weight value corresponding to the privacy data as the
behavior feature of the behavior record.
[0012] According to a second aspect, an apparatus for
detecting a malicious behavior of an applet is provided,
including: a behavior record obtaining unit, configured to
obtain at least two behavior records that are generated
through triggering during running of the applet; a behavior
feature extraction unit, configured to extract a behavior
feature of each behavior record; a feature combination
unit, configured to form at least one feature combination
by using at least two behavior features of at least two
successively generated behavior records, where each
feature combination includes at least two behavior fea-
tures, and a sequence of the at least two behavior fea-
tures in the feature combination is the same as a time
sequence of generating behavior records corresponding
to the at least two behavior features; and a determining
unit, configured to determine whether there is a feature
combination that includes a predetermined feature com-
bination of a malicious behavior record; and if there is a
feature combination that includes the predetermined fea-
ture combination of a malicious behavior record, deter-
mine that the applet conducts a malicious behavior.
[0013] In some embodiments, the behavior record in-
cludes at least one of the following: a name of a service
interface invoked by the applet, time information when
the applet invokes the service interface, parameter infor-
mation in an invoking request sent by the applet, param-
eter information in an invoking request response received
by the applet, and information about a function page cor-
responding to the applet after invoking the service inter-
face.
[0014] In some embodiments, the behavior record ob-
taining unit is configured to obtain at least two behavior
records generated by the applet during running of the
applet; and the feature combination unit is configured to
form one feature combination by using behavior features
of the at least two behavior records generated by the
applet.
[0015] In some embodiments, the behavior record ob-
taining unit is configured to: obtain at least two behavior
records generated by the applet during running of the
applet; for two adjacent behavior records in the at least
two behavior records, when a first function page corre-
sponding to a behavior record with an earlier generation
time jumps to a second function page corresponding to
a behavior record with a later generation time, determine
whether the first function page jumps to the second func-
tion page via at least one third function page, and if the
first function page jumps to the second function page via
at least one third function page, generate a correspond-

ing behavior record for the third function page; and use
the at least two behavior records generated by the applet
and the behavior record corresponding to the third func-
tion page as the at least two behavior records that are
generated through triggering during running of the applet.
[0016] In some embodiments, the feature combination
unit is configured to form a first feature combination by
using behavior features of the at least two behavior
records generated by the applet; and form at least one
second feature combination by using the behavior fea-
tures of the at least two behavior records generated by
the applet and a behavior feature of the behavior record
corresponding to the third function page.
[0017] In some embodiments, the behavior record ob-
taining unit is configured to: when obtaining the at least
two behavior records generated by the applet during run-
ning of the applet, obtain at least two behavior records
generated when the applet invokes at least two service
interfaces during running of the applet.
[0018] In some embodiments, the behavior feature ex-
traction unit is configured to determine, based on a name,
included in the behavior record, of a service interface
invoked by the applet, a classification of the service in-
terface; determine a classification value corresponding
to the classification of the service interface based on a
classification value predefined for each classification;
and determine the determined classification value as the
behavior feature of the behavior record; and/or detect,
based on parameter information, included in the behavior
record, in an invoking request sent by the applet and
parameter information, included in the behavior record,
in an invoking request response received by the applet,
privacy data included in the parameter information; de-
termine, based on a predetermined mapping relationship
between a data type and a sensitivity weight value, a
sensitivity weight value corresponding to the privacy da-
ta; and determine the sensitivity weight value corre-
sponding to the privacy data as the behavior feature of
the behavior record.
[0019] According to a third aspect, a computer-reada-
ble storage medium is provided, where the computer-
readable storage medium stores a computer program,
and when the computer program is executed on a com-
puter, the computer is enabled to perform the method
according to any embodiment of this specification.
[0020] According to a fourth aspect, a computing de-
vice is provided, including a memory and a processor,
where the memory stores executable code, and the proc-
essor executes the executable code to implement the
method according to any embodiment of this specifica-
tion.
[0021] In the method and apparatus for detecting a ma-
licious behavior of an applet provided in some embodi-
ments of this specification, at least two behavior records
that are generated through triggering during running of
the applet are obtained; a behavior feature of each be-
havior record is extracted; then at least one feature com-
bination is formed by using at least two behavior features
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of at least two successively generated behavior records;
and if there is a feature combination that includes the
predetermined feature combination of a malicious behav-
ior record, it is determined that the applet conducts a
malicious behavior. This solution is to detect whether
there is a malicious behavior in a plurality of consecutive
invoking behaviors of the applet, providing high coverage
of invoking behaviors, and therefore can improve accu-
racy of detecting a malicious behavior of the applet.

BRIEF DESCRIPTION OF DRAWINGS

[0022] To describe the technical solutions in some em-
bodiments of this specification or in a conventional tech-
nology more clearly, the following briefly describes the
accompanying drawings needed for describing some
embodiments or the conventional technology. Clearly,
the accompanying drawings in the following descriptions
show some embodiments of this specification, and a per-
son of ordinary skill in the art can still derive other draw-
ings from these accompanying drawings without creative
efforts.

FIG. 1 is a schematic diagram of a system architec-
ture according to some embodiments of this speci-
fication;
FIG. 2 is a flowchart of a method for detecting a ma-
licious behavior of an applet according to some em-
bodiments of this specification;
FIG. 3 is a flowchart of obtaining a behavior record
according to some embodiments of this specifica-
tion;
FIG. 4 is a schematic diagram of a behavior record
according to some embodiments of this specifica-
tion;
FIG. 5 is a flowchart of obtaining a behavior record
according to some other embodiments of this spec-
ification;
FIG. 6 is a schematic diagram of a behavior graph
according to some embodiments of this specifica-
tion; and
FIG. 7 is a structural diagram of an apparatus for
detecting a malicious behavior of an applet accord-
ing to some embodiments of this specification.

DESCRIPTION OF EMBODIMENTS

[0023] The solutions provided in this specification are
described below with reference to the accompanying
drawings.
[0024] In a conventional technology, security scanning
is performed on static code of an applet to detect whether
a malicious behavior exists in the static code. For exam-
ple, it is detected whether a service interface of a fixed
feature is invoked in the static code, and whether there
is leakage of sensitive information when the service in-
terface is invoked. The conventional technology is to de-
tect whether an invoking behavior of a single service in-

terface is malicious. However, during actual running, the
applet conducts a plurality of consecutive invoking be-
haviors, and there is a malicious behavior in the plurality
of consecutive invoking behaviors. For example, the ap-
plet sends sensitive data of the user to the outside by
invoking a combination of a plurality of different service
interfaces, but there is a reasonable service requirement
for invoking a single service interface. In such case, in
the conventional technology, a malicious behavior of the
applet cannot be detected, causing low detection accu-
racy. Therefore, it may be considered according to this
solution that, a behavior record of an applet during run-
ning is obtained, and an existing malicious sample is used
to detect the behavior record of the applet, so as to de-
termine whether the applet conducts a malicious behav-
ior.
[0025] The following describes some specific imple-
mentations of the above-mentioned ideas.
[0026] To facilitate understanding of this specification,
a system architecture used in this specification is first
described. As shown in FIG. 1, the system architecture
mainly includes a client and a server.
[0027] An application that can serve as a host applica-
tion of each applet is installed in the client. An APP in the
client shown in FIG. 1 is a host application. By using a
bridging (JavaScript Bridge) mechanism, the host appli-
cation provides a service interface (JSAPI) that can be
invoked for each applet, and each applet implements a
corresponding service function by invoking each service
interface. For example, the host application is "Alipay",
and the applet is "Cainiao", "Travel", or "Eleme" .
[0028] The client may be an intelligent device located
on a user side, for example, a mobile phone, a tablet
computer, or a notebook computer.
[0029] The server may be a server that provides a serv-
ice for the host application or the client.
[0030] FIG. 2 is a flowchart of a method for detecting
a malicious behavior of an applet according to some em-
bodiments. It may be understood that the method can be
performed by any apparatus, device, platform, or device
cluster having computing and processing capabilities.
Referring to FIG. 2, subsequent specific implementation
includes:

Step 200: Obtain at least two behavior records that
are generated through triggering during running of
the applet.
Step 202: Extract a behavior feature of each behav-
ior record.
Step 204: Form at least one feature combination by
using at least two behavior features of at least two
successively generated behavior records, where
each feature combination includes at least two be-
havior features, and a sequence of the at least two
behavior features in the feature combination is the
same as a time sequence of generating behavior
records corresponding to the at least two behavior
features.
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Step 206: Determine whether there is a feature com-
bination that includes a predetermined feature com-
bination of a malicious behavior record; and if there
is a feature combination that includes the predeter-
mined feature combination of a malicious behavior
record, determine that the applet conducts a mali-
cious behavior.

[0031] In the method for detecting a malicious behavior
of an applet shown in FIG. 2, at least two behavior records
that are generated through triggering during running of
the applet are obtained; a behavior feature of each be-
havior record is extracted; then at least one feature com-
bination is formed by using at least two behavior features
of at least two successively generated behavior records;
and if there is a feature combination that includes the
predetermined feature combination of a malicious behav-
ior record, it is determined that the applet conducts a
malicious behavior. This solution is to detect whether
there is a malicious behavior in a plurality of consecutive
invoking behaviors of the applet, providing high coverage
of invoking behaviors, and therefore can improve accu-
racy of detecting a malicious behavior of the applet.
[0032] The following describes a method for perform-
ing each step shown in FIG. 2.
[0033] For step 200, at least two behavior records that
are generated through triggering during running of the
applet are obtained.
[0034] In some embodiments of this specification, in
step 200, a behavior record is generated through trigger-
ing during running of the applet, and the at least two be-
havior records that are generated through triggering cor-
respond to at least the following two cases.
[0035] Case 1: The at least two behavior records in-
clude at least two behavior records generated by the ap-
plet during running of the applet.
[0036] Case 2: The at least two behavior records in-
clude at least two behavior records generated by the ap-
plet during running of the applet, and a behavior record
generated based on the at least two behavior records
generated by the applet.
[0037] The following separately describes the behavior
record obtaining method in some embodiments of this
specification for the above-mentioned two cases.
[0038] For case 1:
In case 1, FIG. 3 is a flowchart of obtaining a behavior
record according to some embodiments of this specifi-
cation. Referring to FIG. 3, step 200 may specifically in-
clude step 300: Obtain at least two behavior records gen-
erated by the applet during running of the applet.
[0039] In step 300, obtaining at least two behavior
records generated by the applet during running of the
applet may be obtaining at least two behavior records
generated when the applet invokes at least two service
interfaces during running of the applet. For example, the
applet generates a behavior record when invoking a serv-
ice interface with a file uploading function, and the applet
generates a behavior record when invoking a service in-

terface with a file downloading function.
[0040] It may be understood that the behavior record
is generated by the applet when invoking a service inter-
face during running, or can be generated by the applet
when executing corresponding logic based on static code
corresponding to the applet during running.
[0041] In some embodiments of this specification, the
behavior record may include at least one of the following:
a name of a service interface invoked by the applet, time
information when the applet invokes the service inter-
face, parameter information in an invoking request sent
by the applet, parameter information in an invoking re-
quest response received by the applet, and information
about a function page corresponding to the applet after
invoking the service interface.
[0042] FIG. 4 is a schematic diagram of a plurality of
behavior records that are generated by the applet during
running of the applet and that are obtained by a server.
A first behavior record is used as an example to describe
content included in the behavior record. In the first be-
havior record, a name of a service interface invoked by
the applet is GetUserInfo; a time at which the applet in-
vokes the service interface is 15:00:00; parameter infor-
mation in an invoking request sent by the applet is a pa-
rameter 1; parameter information in an invoking request
response received by the applet is a return result 1; a
function page corresponding to the applet after invoking
the service interface is a function page 1.
[0043] For case 2:
In case 2, FIG. 5 is another flowchart of obtaining a be-
havior record according to some embodiments of this
specification. Referring to FIG. 5, step 200 may specifi-
cally include step 500: Obtain at least two behavior
records generated by the applet during running of the
applet.
[0044] An execution process of step 500 is the same
as that of step 300. For description of step 500, referenc-
es are made to the description of step 300, and details
are not described herein again.
[0045] Step 502: For two adjacent behavior records in
the at least two behavior records, when a first function
page corresponding to a behavior record with an earlier
generation time jumps to a second function page corre-
sponding to a behavior record with a later generation
time, determine whether the first function page jumps to
the second function page via at least one third function
page, and if the first function page jumps to the second
function page via at least one third function page, gen-
erate a corresponding behavior record for the third func-
tion page.
[0046] The two adjacent behavior records in this step
are two behavior records at adjacent locations after at
least two behavior records obtained in step 500 are sort-
ed based on a time sequence of generating the behavior
records.
[0047] Each behavior record corresponds to one func-
tion page. For example, after invoking a service interface
1, the applet enters a function page 1, and when the
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applet invokes a service interface 2 on the function page
1, the applet enters a function page 2 after invoking the
service interface 2. In addition, it may be understood,
based on content included in the behavior record, that
information about a function page corresponding to the
applet after invoking a service interface may be located
in the behavior record.
[0048] This step is described by using a behavior
record 1 and a behavior record 2 that are adjacent to
each other in the at least two behavior records obtained
in step 500 as examples. The behavior record 1 corre-
sponds to the function page 1, the behavior record 2 cor-
responds to the function page 2, and a generation time
of the behavior record 1 is earlier than a generation time
of the behavior record 2.
[0049] It may be understood that the server can pre-
store a relationship between function pages of the applet.
It can be determined based on a relationship between
the function page 1 and the function page 2 that, when
the applet jumps from the function page 1 to the function
page, in addition to directly jumping from the function
page 1 to the function page 2, the applet can jump to the
function page 2 via a function page 1A1 and a function
page 1A2, or can jump to the function page 2 via a func-
tion page 1B1, that is, there are the following three paths
from the function page 1 to the function page 2:

Path 1: function page 1 -> function page 2;
Path 2: function page 1 -> function page 1A1 -> func-
tion page 1A2 -> function page 2;
Path 3: function page 1 -> function page 1B1 -> func-
tion page 2.

[0050] In such case, corresponding behavior records
need to be generated for the function page 1A1, the func-
tion page 1A2, and the function page 1B1, respectively.
[0051] When the corresponding behavior record is
generated for the third function page, the corresponding
behavior record can be generated based on a pre-stored
mapping relationship between the function page and the
service interface, and parameter information corre-
sponding to invoking the service interface and returning
the invoking request response. It should be noted that
the generation time of the behavior record corresponding
to the third function page needs to be located between
the first function page and the second function page. The
path 2 is used as an example. Generation times of be-
havior records corresponding to the function pages in-
cluded in the path 2 are successively the function page
1, the function page 1A1, the function page 1A2, and the
function page 2.
[0052] Step 504: Use the at least two behavior records
generated by the applet and the behavior record corre-
sponding to the third function page as the at least two
behavior records that are generated through triggering
during running of the applet.
[0053] It is determined whether there is a transit third
function page between the first function page and the

second function page that respectively correspond to the
two adjacent behavior records, and a corresponding be-
havior record is generated for the transit third function
page. Then, the behavior record generated for the third
function page and the at least two behavior records gen-
erated by the applet are used together as the at least two
behavior records that are generated through triggering
during running of the applet. As such, the behavior record
used to detect whether the applet conducts a malicious
behavior is more abundant, and further detection accu-
racy is higher when the more abundant behavior record
is used to analyze whether the applet conducts a mali-
cious behavior.
[0054] Regardless of case 1 or case 2, in some em-
bodiments of this specification, a behavior record gener-
ated through triggering during running of the applet can
be obtained and sent by a client.
[0055] It may be understood from the foregoing de-
scription of the system architecture to which this specifi-
cation is applicable that, by using the bridging mecha-
nism, the host application provides a service interface
that can be invoked for each applet. When invoking a
service interface, the applet sends an invoking request
to the JavaScript Bridge according to an agreed protocol,
where the invoking request includes the carried param-
eter information and the information about the service
interface that needs to be invoked. Then, the host appli-
cation invokes the service interface based on the infor-
mation about the service interface, so as to return an
invoking request response to the applet. Therefore, the
client can obtain at least two behavior records generated
when the applet invokes at least two service interfaces
during running.
[0056] In some embodiments of this specification, the
client can obtain a behavior record by using a security
aspect module. Specifically, the JavaScript Bridge can
be cut by using a Hook (hook function) or through static
code replacement, so that when sending an invoking re-
quest to the JavaScript Bridge, the applet first routes ex-
ecution logic to a security aspect module. The security
aspect module receives the invoking request, and for-
wards the invoking request to the JavaScript Bridge.
When the JavaScript Bridge sends an invoking request
response to the security aspect module, the security as-
pect module sends the invoking request response to the
applet. As such, the security aspect module can obtain
the behavior record generated when the applet invokes
the service interface.
[0057] The aspect means aspect-oriented program-
ming (AOP), which is a programming paradigm that dy-
namically adds a function to a program without modifying
source code through pre-compilation, dynamic runtime
proxy, or injection. Therefore, the invoking request and
the invoking request response are obtained by using the
security aspect module, so that an invoking behavior of
the applet for the service interface can be monitored, and
the invoking behavior is recorded without affecting a serv-
ice function to be implemented by the applet.
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[0058] For step 202, the behavior feature of each be-
havior record is extracted.
[0059] In some embodiments of this specification, the
behavior feature can be extracted separately based on
at least the following two dimensions.
[0060] Dimension 1: The function of the service inter-
face corresponding to the behavior record.
[0061] Dimension 2: Sensitivity of data corresponding
to the behavior record.
[0062] The following describes extraction of the behav-
ior feature separately based on the above-mentioned two
dimensions.
[0063] In terms of dimension 1, step 202 may include:
determining, based on a name, included in the behavior
record, of a service interface invoked by the applet, a
classification of the service interface; determining a clas-
sification value corresponding to the classification of the
service interface based on a classification value prede-
fined for each classification; and determining the deter-
mined classification value as the behavior feature of the
behavior record.
[0064] In some embodiments of this specification, all
service interfaces that can be provided by the host ap-
plication can be classified in advance based on service
functions implemented by the service interfaces. For ex-
ample, the classification may include a file operation type,
a network operation type, a device information type, and
the like. A classification value is defined for each classi-
fication. For example, a classification value correspond-
ing to the file operation type is 1, a classification value
corresponding to the network operation type is 2, and a
classification value corresponding to the device informa-
tion type is 3.
[0065] It may be understood that a mapping relation-
ship among a service interface name, a classification,
and a classification value is stored in the server. In such
case, when a behavior feature is extracted for a behavior
record, a classification value can be determined directly
based on the name of the service interface invoked by
the applet and the stored mapping relationship that are
included in the behavior record, and the determined clas-
sification value is determined as the behavior feature of
the behavior record.
[0066] It should be noted that, in terms of dimension
1, in addition to the above-mentioned definition of a clas-
sification value for a classification, there may be another
form of definition. For example, a classification granular-
ity is further divided. In an example in which functions of
service interfaces included in the file operation type are
uploading a file, downloading a file, obtaining a file path,
and the like, corresponding classification values can be
respectively defined for uploading a file, downloading a
file, and obtaining a file path in the file operation type.
After the classification value is used as an extracted be-
havior feature, when the behavior feature is used to de-
tect whether the applet conducts a malicious behavior,
detection accuracy is further improved.
[0067] In terms of dimension 2, step 202 may include:

detecting, based on parameter information, included in
the behavior record, in an invoking request sent by the
applet and parameter information, included in the behav-
ior record, in an invoking request response received by
the applet, privacy data included in the parameter infor-
mation; determining, based on a predetermined mapping
relationship between a data type and a sensitivity weight
value, a sensitivity weight value corresponding to the pri-
vacy data; and determining the sensitivity weight value
corresponding to the privacy data as the behavior feature
of the behavior record.
[0068] In some embodiments of this specification, an
applet may involve privacy data when invoking a service
interface, and there is a specific relationship between a
malicious behavior of the applet and privacy data. There-
fore, the behavior feature can be extracted by using the
sensitivity of the corresponding data in the behavior
record as a dimension.
[0069] In some embodiments of this specification, the
server can predefine a data type of the privacy data, and
define a sensitivity weight value of each data type. The
data type may include location information, a user ID,
identity information, a file name, and the like. A sensitivity
weight value can be defined for each data type based on
a sensitive program of data corresponding to the data
type. For example, the sensitivity weight value of the iden-
tity information is larger than the sensitivity weight value
of the location information.
[0070] It may be understood that a mapping relation-
ship between each data type and a sensitivity weight val-
ue is stored in the server. In such case, when a behavior
feature is extracted for a behavior record, it can be de-
tected, directly based on parameter information (param-
eter information in an invoking request sent by the applet
and parameter information in an invoking request re-
sponse received by the applet) included in the behavior
record, whether the parameter information includes pri-
vacy data, and a data type of the privacy data is deter-
mined. Then, a sensitivity weight value corresponding to
the privacy data is determined based on the mapping
relationship between each data type and the sensitivity
weight value stored in the server.
[0071] It should be noted that, in terms of dimension
2, if the parameter information in the behavior record in-
cludes a plurality of pieces of privacy data, a comprehen-
sive sensitivity weight value of the behavior record can
be calculated by using a sensitivity weight value of each
piece of privacy data, and the comprehensive sensitivity
weight value is determined as the behavior feature of the
behavior record.
[0072] There may be a plurality of methods for calcu-
lating the comprehensive sensitivity weight value, for ex-
ample, adding up the sensitivity weight values of all piec-
es of privacy data, or dividing a sum of the sensitivity
weight values of all pieces of privacy data by a quantity
of pieces of privacy data.
[0073] In some preferred embodiments of this specifi-
cation, the classification values and sensitivity weight val-
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ues that are respectively determined in terms of the
above-mentioned two dimensions are all used as behav-
ior features of the behavior record. When the behavior
features in these preferred embodiments are used to
compare and determine a subsequent feature combina-
tion, the behavior features can be determined to be the
same only when both the classification values and the
sensitivity weight values are the same. As such, an anal-
ysis granularity is more refined, thereby further improving
detection accuracy.
[0074] In some embodiments of this specification, the
behavior feature is quantized into a numerical form, and
when the behavior feature in the numerical form is used
to compare and determine a subsequent feature combi-
nation, whether the behavior features are the same can
be determined directly by comparing whether values are
equal. As such, the determining and comparison proc-
esses are more convenient, thereby increasing a speed
of detecting a malicious behavior of an applet.
[0075] For step 204, at least one feature combination
is formed by using at least two behavior features of at
least two successively generated behavior records,
where each feature combination includes at least two
behavior features, and a sequence of the at least two
behavior features in the feature combination is the same
as a time sequence of generating behavior records cor-
responding to the at least two behavior features.
[0076] In some embodiments of this specification,
when the at least two behavior records that are generated
through triggering during running of the applet in step
200 correspond to different cases, the feature combina-
tion formed in step 204 varies. The following separately
describes the two cases.
[0077] When the at least two behavior records that are
generated through triggering during running of the applet
in step 200 correspond to case 1, step 204 may include:
forming one feature combination by using behavior fea-
tures of the at least two behavior records generated by
the applet.
[0078] For example, it can be determined based on
step 200 that, a sequence of the generation times of the
behavior records is as follows: behavior record 1, behav-
ior record 2, behavior record 3, ..., and behavior record
n, where n is an integer not less than 2. Behavior feature
1, behavior feature 2, behavior feature 3, ..., and behavior
feature n can be successively extracted based on step
202. In such case, a feature combination formed in step
204 is as follows: behavior feature 1, behavior feature 2,
behavior feature 3, ..., and behavior feature n.
[0079] When the at least two behavior records that are
generated through triggering during running of the applet
in step 200 correspond to case 2, step 204 may include:
forming a first feature combination by using behavior fea-
tures of the at least two behavior records generated by
the applet; and forming at least one second feature com-
bination by using the behavior features of the at least two
behavior records generated by the applet and a behavior
feature of the behavior record corresponding to the third

function page.
[0080] For example, it can be determined based on
step 200 that, a sequence of the generation times of the
behavior records is as follows: behavior record 1, behav-
ior record 2, behavior record 3, ..., and behavior record
n, where n is an integer not less than 2. In addition, the
function page 1 corresponding to the behavior record 1
can alternatively jump to the function page 2 correspond-
ing to the behavior record 2 via a function page 1A1, and
the function page 2 corresponding to the behavior record
2 can alternatively jump to the function page 3 corre-
sponding to the behavior record 3 via a function page
2A1. In such case, a behavior record 1A1 and a behavior
record 2A1 are generated for the function page 1A1 and
the function page 2A1. Behavior feature 1, behavior fea-
ture 1A1, behavior feature 2, behavior feature 2A1, be-
havior feature 3, ..., and behavior feature n can be suc-
cessively extracted based on step 202.
[0081] During formation of the feature combination, to
help determine a quantity of feature combinations that
can be formed, a behavior graph of the applet can be
first restored. FIG. 6 is a schematic diagram of a behavior
graph disclosed in some embodiments of this specifica-
tion. The behavior graph includes behavior nodes and
an edge relationship between behavior nodes, and a be-
havior node corresponds to a behavior record. According
to the behavior graph, four behavior links can be ob-
tained: behavior node 1 -> behavior node 2 -> behavior
node 3, ..., and behavior node n; behavior node 1 -> be-
havior node 2 -> behavior node 2A1 -> behavior node 3,
..., and behavior node n; behavior node 1 -> behavior
node 1A1 -> behavior node 2 -> behavior node 3, ..., and
behavior node n; behavior node 1 -> behavior node 1A1
-> behavior node 2 -> behavior node 2A1 -> behavior
node 3, ..., and behavior node n.
[0082] In such case, the four behavior links obtained
above can form four feature combinations in step 204.
[0083] First, based on the first behavior link, one fea-
ture combination of behavior feature 1, behavior feature
2, behavior feature 3, ..., and behavior feature n can be
formed by using behavior features of behavior record 1,
behavior record 2, behavior record 3, ..., and behavior
record n.
[0084] Then, based on the second to the fourth behav-
ior links, three feature combinations can be formed by
using behavior record 1, behavior record 1A1, behavior
record 2, behavior record 2A1, behavior record 3, ..., and
behavior record n. The three feature combinations are
respectively as follows:
[0085] Feature combination 1: behavior feature 1, be-
havior feature 2, behavior feature 2A1, behavior feature
3, ..., and behavior feature n.
[0086] Feature combination 2: behavior feature 1, be-
havior feature 1A1, behavior feature 2, behavior feature
3, ..., and behavior feature n.
[0087] Feature combination 3: behavior feature 1, be-
havior feature 1A1, behavior feature 2, behavior feature
2A1, behavior feature 3, ..., and behavior feature n.
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[0088] For step 206, it is determined whether there is
a feature combination that includes a predetermined fea-
ture combination of a malicious behavior record; and if
there is a feature combination that includes the prede-
termined feature combination of a malicious behavior
record, it is determined that the applet conducts a mali-
cious behavior.
[0089] In some embodiments of this specification, the
feature combination of the malicious behavior record is
a feature combination formed based on step 202 to step
204 for a malicious behavior record of a malicious be-
havior that has been discovered.
[0090] For example, the malicious behavior includes
the following three consecutive behaviors: invoking a us-
er camera to photograph -> locally saving a file -> up-
loading a picture to a server.
[0091] For another example, the malicious behavior in-
cludes the following five consecutive behaviors: setting
an applet title (xxx chess game) -> enabling a payment
interface -> entering a fixed collection account -> obtain-
ing a payment status.
[0092] In some embodiments of this specification, the
feature combination of behavior feature 1, behavior fea-
ture 2, behavior feature 3, behavior feature 4, behavior
feature 5, ..., and behavior feature n is used as an exam-
ple, and the classification values and sensitivity weight
values that are determined in terms of two dimensions
in step 202 are all used as behavior features of the be-
havior record. In such case, the feature combination is
(X1, Y1), (X2, Y2), (X3, Y3), (X4, Y4), (X5, Y5), ..., and
(Xn, Yn), where Xn is used to represent a classification
value of the behavior feature n, and Yn is used to repre-
sent a sensitivity weight value of the behavior feature n.
[0093] It is assumed that a feature combination of a
known malicious behavior record is (X2, Y2), (X3, Y3),
and (X4, Y4). In such case, when it is determined whether
the feature combination formed for the applet includes
the feature combination of the malicious behavior record,
it is necessary to sequentially compare whether behavior
features at locations in a one-to-one correspondence are
the same. For example, first, it is compared whether three
behavior features (X1, Y1), (X2, Y2), and (X3, Y3) in the
feature combination formed for the applet are the same
as the feature combination of the malicious behavior
record, and a comparison result indicates that they are
different. Then, it is compared whether three behavior
features (X2, Y2), (X3, Y3), and (X4, Y4) in the feature
combination formed for the applet are the same as the
feature combination of the malicious behavior record,
and a comparison result indicates that they are the same.
In such case, it can be determined that the feature com-
bination formed for the applet includes the feature com-
bination of the malicious behavior record.
[0094] Detection of a malicious behavior of an applet
has been implemented above.
[0095] Some embodiments of another aspect further
provide an apparatus for detecting a malicious behavior
of an applet. FIG. 7 shows an apparatus for detecting a

malicious behavior of an applet according to some em-
bodiments. It may be understood that the apparatus can
be implemented by any apparatus, device, platform, or
device cluster having computing and processing capa-
bilities. As shown in FIG. 7, the apparatus 70 includes:
a behavior record obtaining unit 71, configured to obtain
at least two behavior records that are generated through
triggering during running of the applet; a behavior feature
extraction unit 72, configured to extract a behavior fea-
ture of each behavior record; a feature combination unit
73, configured to form at least one feature combination
by using at least two behavior features of at least two
successively generated behavior records, where each
feature combination includes at least two behavior fea-
tures, and a sequence of the at least two behavior fea-
tures in the feature combination is the same as a time
sequence of generating behavior records corresponding
to the at least two behavior features; and a determining
unit 74, configured to determine whether there is a feature
combination that includes a predetermined feature com-
bination of a malicious behavior record; and if there is a
feature combination that includes the predetermined fea-
ture combination of a malicious behavior record, deter-
mine that the applet conducts a malicious behavior.
[0096] In some possible implementations, the behavior
record includes at least one of the following: a name of
a service interface invoked by the applet, time information
when the applet invokes the service interface, parameter
information in an invoking request sent by the applet,
parameter information in an invoking request response
received by the applet, and information about a function
page corresponding to the applet after invoking the serv-
ice interface.
[0097] In some possible implementations, the behavior
record obtaining unit 71 is configured to obtain at least
two behavior records generated by the applet during run-
ning of the applet; and the feature combination unit 73 is
configured to form one feature combination by using be-
havior features of the at least two behavior records gen-
erated by the applet.
[0098] In some possible implementations, the behavior
record obtaining unit 71 is configured to: obtain at least
two behavior records generated by the applet during run-
ning of the applet; for two adjacent behavior records in
the at least two behavior records, when a first function
page corresponding to a behavior record with an earlier
generation time jumps to a second function page corre-
sponding to a behavior record with a later generation
time, determine whether the first function page jumps to
the second function page via at least one third function
page, and if the first function page jumps to the second
function page via at least one third function page, gen-
erate a corresponding behavior record for the third func-
tion page; and use the at least two behavior records gen-
erated by the applet and the behavior record correspond-
ing to the third function page as the at least two behavior
records that are generated through triggering during run-
ning of the applet.
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[0099] In some possible implementations, the feature
combination unit 73 is configured to form a first feature
combination by using behavior features of the at least
two behavior records generated by the applet; and form
at least one second feature combination by using the
behavior features of the at least two behavior records
generated by the applet and a behavior feature of the
behavior record corresponding to the third function page.
[0100] In some possible implementations, the behavior
record obtaining unit 71 is configured to: when obtaining
the at least two behavior records generated by the applet
during running of the applet, obtain at least two behavior
records generated when the applet invokes at least two
service interfaces during running of the applet.
[0101] In some possible implementations, the behavior
feature extraction unit 73 is configured to determine,
based on a name, included in the behavior record, of a
service interface invoked by the applet, a classification
of the service interface; determine a classification value
corresponding to the classification of the service interface
based on a classification value predefined for each clas-
sification; and determine the determined classification
value as the behavior feature of the behavior record;
and/or detect, based on parameter information, included
in the behavior record, in an invoking request sent by the
applet and parameter information, included in the behav-
ior record, in an invoking request response received by
the applet, privacy data included in the parameter infor-
mation; determine, based on a predetermined mapping
relationship between a data type and a sensitivity weight
value, a sensitivity weight value corresponding to the pri-
vacy data; and determine the sensitivity weight value cor-
responding to the privacy data as the behavior feature
of the behavior record.
[0102] Some embodiments of this specification pro-
vide a computer-readable storage medium, where the
computer-readable storage medium stores a computer
program, and when the computer program is executed
on a computer, the computer is enabled to perform the
method according to any embodiment of this specifica-
tion.
[0103] Some embodiments of this specification pro-
vide a computing device, including a memory and a proc-
essor, where the memory stores executable code, and
the processor executes the executable code to imple-
ment the method according to any embodiment of this
specification.
[0104] It may be understood that the structure illustrat-
ed in some embodiments of this specification does not
constitute a specific limitation on the apparatus for de-
tecting a malicious behavior of an applet. In some other
embodiments of this specification, the apparatus for de-
tecting a malicious behavior of an applet may include
more or fewer components than those shown in the fig-
ure, or combine some components, or split some com-
ponents, or have different component arrangements.
The components in the figure can be implemented by
hardware, software, or a combination of software and

hardware.
[0105] Content such as information exchange and an
execution process between the modules in the apparatus
and the system is based on the same idea as some meth-
od embodiments of this specification. Therefore, for de-
tailed content, references can be made to descriptions
in the method embodiments of this specification, and de-
tails are not described herein again.
[0106] Some embodiments of this specification are de-
scribed in a progressive way. For same or similar parts
of some embodiments, mutual references can be made
to the embodiments. Each embodiment focuses on a dif-
ference from other embodiments. Particularly, some ap-
paratus embodiments are briefly described since they
are basically similar to some method embodiments. For
related parts, references can be made to related descrip-
tions in the method embodiments.
[0107] A person skilled in the art should be aware that
in the above-mentioned one or more examples, functions
described in this specification can be implemented by
hardware, software, firmware, or any combination there-
of. When these functions are implemented by software,
they can be stored in a computer-readable medium or
transmitted as one or more instructions or code on the
computer-readable medium.
[0108] The above-mentioned some specific imple-
mentations further describe the purposes, technical so-
lutions, and beneficial effects of this specification. It
should be understood that the foregoing descriptions are
merely some specific implementations of this specifica-
tion and are not intended to limit the protection scope of
this specification. Any modification, equivalent replace-
ment, or improvement made based on the technical so-
lutions of this specification shall fall within the protection
scope of this specification.

Claims

1. A method for detecting a malicious behavior of an
applet, comprising:

obtaining at least two behavior records that are
generated through triggering during running of
the applet;
extracting a behavior feature of each behavior
record;
forming at least one feature combination by us-
ing at least two behavior features of at least two
successively generated behavior records,
wherein each feature combination comprises at
least two behavior features, and a sequence of
the at least two behavior features in the feature
combination is the same as a time sequence of
generating behavior records corresponding to
the at least two behavior features;
determining whether there is a feature combi-
nation that comprises a predetermined feature
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combination of a malicious behavior record; and
if there is a feature combination that comprises
the predetermined feature combination of a ma-
licious behavior record, determining that the ap-
plet conducts a malicious behavior.

2. The method according to claim 1, wherein the be-
havior record comprises at least one of the following:
a name of a service interface invoked by the applet,
time information when the applet invokes the service
interface, parameter information in an invoking re-
quest sent by the applet, parameter information in
an invoking request response received by the applet,
and information about a function page correspond-
ing to the applet after invoking the service interface.

3. The method according to claim 1, wherein

the obtaining at least two behavior records that
are generated through triggering during running
of the applet comprises: obtaining at least two
behavior records generated by the applet during
running of the applet; and
the forming at least one feature combination by
using at least two behavior features of at least
two successively generated behavior records
comprises: forming one feature combination by
using behavior features of the at least two be-
havior records generated by the applet.

4. The method according to claim 1, wherein the ob-
taining at least two behavior records that are gener-
ated through triggering during running of the applet
comprises:

obtaining at least two behavior records gener-
ated by the applet during running of the applet;
for two adjacent behavior records in the at least
two behavior records, when a first function page
corresponding to a behavior record with an ear-
lier generation time jumps to a second function
page corresponding to a behavior record with a
later generation time, determining whether the
first function page jumps to the second function
page via at least one third function page, and if
the first function page jumps to the second func-
tion page via at least one third function page,
generating a corresponding behavior record for
the third function page; and
using the at least two behavior records gener-
ated by the applet and the behavior record cor-
responding to the third function page as the at
least two behavior records that are generated
through triggering during running of the applet.

5. The method according to claim 4, wherein the form-
ing at least one feature combination by using at least
two behavior features of at least two successively

generated behavior records comprises:

forming a first feature combination by using be-
havior features of the at least two behavior
records generated by the applet; and
forming at least one second feature combination
by using the behavior features of the at least two
behavior records generated by the applet and a
behavior feature of the behavior record corre-
sponding to the third function page.

6. The method according to claim 3 or 4, wherein the
obtaining at least two behavior records generated
by the applet during running of the applet comprises:
obtaining at least two behavior records generated
when the applet invokes at least two service inter-
faces during running of the applet.

7. The method according to claim 1, wherein the ex-
tracting a behavior feature of each behavior record
comprises:

determining, based on a name, comprised in the
behavior record, of a service interface invoked
by the applet, a classification of the service in-
terface; determining a classification value cor-
responding to the classification of the service
interface based on a classification value prede-
fined for each classification; and determining the
determined classification value as the behavior
feature of the behavior record;
and/or
detecting, based on parameter information,
comprised in the behavior record, in an invoking
request sent by the applet and parameter infor-
mation, comprised in the behavior record, in an
invoking request response received by the ap-
plet, privacy data comprised in the parameter
information; determining, based on a predeter-
mined mapping relationship between a data
type and a sensitivity weight value, a sensitivity
weight value corresponding to the privacy data;
and determining the sensitivity weight value cor-
responding to the privacy data as the behavior
feature of the behavior record.

8. An apparatus for detecting a malicious behavior of
an applet, comprising:

a behavior record obtaining unit, configured to
obtain at least two behavior records that are gen-
erated through triggering during running of the
applet;
a behavior feature extraction unit, configured to
extract a behavior feature of each behavior
record;
a feature combination unit, configured to form
at least one feature combination by using at least
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two behavior features of at least two successive-
ly generated behavior records, wherein each
feature combination comprises at least two be-
havior features, and a sequence of the at least
two behavior features in the feature combination
is the same as a time sequence of generating
behavior records corresponding to the at least
two behavior features; and
a determining unit, configured to determine
whether there is a feature combination that com-
prises a predetermined feature combination of
a malicious behavior record; and if there is a
feature combination that comprises the prede-
termined feature combination of a malicious be-
havior record, determine that the applet con-
ducts a malicious behavior.

9. The apparatus according to claim 8, wherein the be-
havior record comprises at least one of the following:
a name of a service interface invoked by the applet,
time information when the applet invokes the service
interface, parameter information in an invoking re-
quest sent by the applet, parameter information in
an invoking request response received by the applet,
and information about a function page correspond-
ing to the applet after invoking the service interface.

10. The apparatus according to claim 8, wherein

the behavior record obtaining unit is configured
to obtain at least two behavior records generat-
ed by the applet during running of the applet; and
the feature combination unit is configured to
form one feature combination by using behavior
features of the at least two behavior records gen-
erated by the applet.

11. The apparatus according to claim 8, wherein the be-
havior record obtaining unit is configured to: obtain
at least two behavior records generated by the applet
during running of the applet; for two adjacent behav-
ior records in the at least two behavior records, when
a first function page corresponding to a behavior
record with an earlier generation time jumps to a sec-
ond function page corresponding to a behavior
record with a later generation time, determine wheth-
er the first function page jumps to the second function
page via at least one third function page, and if the
first function page jumps to the second function page
via at least one third function page, generate a cor-
responding behavior record for the third function
page; and use the at least two behavior records gen-
erated by the applet and the behavior record corre-
sponding to the third function page as the at least
two behavior records that are generated through trig-
gering during running of the applet.

12. The apparatus according to claim 11, wherein the

feature combination unit is configured to form a first
feature combination by using behavior features of
the at least two behavior records generated by the
applet; and form at least one second feature combi-
nation by using the behavior features of the at least
two behavior records generated by the applet and a
behavior feature of the behavior record correspond-
ing to the third function page.

13. The apparatus according to claim 10 or 11, wherein
the behavior record obtaining unit is configured to:
when obtaining the at least two behavior records
generated by the applet during running of the applet,
obtain at least two behavior records generated when
the applet invokes at least two service interfaces dur-
ing running of the applet.

14. The apparatus according to claim 8, wherein the be-
havior feature extraction unit is configured to deter-
mine, based on a name, comprised in the behavior
record, of a service interface invoked by the applet,
a classification of the service interface; determine a
classification value corresponding to the classifica-
tion of the service interface based on a classification
value predefined for each classification; and deter-
mine the determined classification value as the be-
havior feature of the behavior record; and/or detect,
based on parameter information, comprised in the
behavior record, in an invoking request sent by the
applet and parameter information, comprised in the
behavior record, in an invoking request response re-
ceived by the applet, privacy data comprised in the
parameter information; determine, based on a pre-
determined mapping relationship between a data
type and a sensitivity weight value, a sensitivity
weight value corresponding to the privacy data; and
determine the sensitivity weight value corresponding
to the privacy data as the behavior feature of the
behavior record.

15. A computer-readable storage medium, wherein the
computer-readable storage medium stores a com-
puter program, and when the computer program is
executed on a computer, the computer is enabled to
perform the method according to any one of claims
1 to 7.

16. A computing device, comprising a memory and a
processor, wherein the memory stores executable
code, and the processor executes the executable
code to implement the method according to any one
of claims 1 to 7.
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