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(54) ANALYSIS DEVICE, ANALYSIS METHOD, AND ANALYSIS PROGRAM

(57) An analysis server (10) acquires observation in-
formation including a transmission source IP address, a
transmission source MAC address, a transmission des-
tination IP address, and a transmission destination MAC
address in communication from each of sensing devices
(2). The analysis server (10) estimates a topology of a
network on the basis of the acquired observation infor-
mation. On the basis of the estimated topology, an anal-
ysis server (10) creates a monitoring list indicating com-

munication that is a target for transmission of the obser-
vation information for each sensing device (2) such that
any one sensing device (2) on a path of the communica-
tion transmits the observation information of the commu-
nication for each piece of communication in the network,
and transmits the monitoring list to the sensing device
(2). Thereafter, each sensing device (2) transmits the
observation information of the communication to the
analysis server (10) on the basis of the monitoring list.
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Description

Technical Field

[0001] The present invention relates to an analysis ap-
paratus, an analysis method, and an analysis program
for analyzing communication in a network.

Background Art

[0002] Conventionally, there is a technology in which,
in order to monitor communication in a network without
omission, communication in the network is observed by
a plurality of sensing devices and observation information
is acquired. The observation information is information
indicating an observation result of communication, and
includes IP addresses of a transmission source and a
transmission destination, MAC addresses of the trans-
mission source and the transmission destination, and the
like of the communication.

Citation List

Patent Literature

[0003] Patent Literature 1: Japanese Patent No.
4809880

Summary of Invention

Technical Problem

[0004] However, when communication in a network is
observed by a plurality of sensing devices, the same com-
munication may be observed by the plurality of sensing
devices. In such a case, an analysis server redundantly
receives observation information of the same communi-
cation from a plurality of sensing devices, and thus re-
ception efficiency of the observation information is not
good.
[0005] In a case where a plurality of sensing devices
observe communication across a plurality of Layer 3 net-
works (L3 NWs), different MAC addresses are set for an
interface of a router installed at a boundary between the
networks. Therefore, the analysis server may receive ob-
servation information with different MAC addresses as-
sociated with IP addresses from a plurality of sensing
devices.
[0006] In such a case, the analysis server cannot de-
termine whether the MAC addresses associated with the
IP addresses are different due to routing or impersona-
tion of a terminal. Thus, when the analysis server per-
forms detection of an impersonated terminal or the like
by using a pair of an IP address and a MAC address
indicated in observation information of communication,
there is a possibility of erroneous detection.
[0007] Therefore, an object of the present invention is
to solve the above problem and appropriately monitor

communication in a network.

Solution to Problem

[0008] In order to solve the above problems, the
present invention provides an analysis apparatus includ-
ing: an acquisition unit that acquires observation infor-
mation of communication including a transmission
source IP address, a transmission source MAC address,
a transmission destination IP address, and a transmis-
sion destination MAC address in the communication from
each communication observation device that observes
the communication in a network; an estimation unit that
estimates a topology of the network on the basis of the
acquired observation information; an allocation unit that
allocates the communication observation devices such
that any one communication observation device on a
path of the communication transmits the observation in-
formation of the communication for each piece of com-
munication flowing through the network on the basis of
the estimated topology, an installation position of the
communication observation device, and the observation
information of the communication acquired from the com-
munication observation device; a list creation unit that
creates a monitoring list indicating communication that
is a target for transmission of the observation information
from the communication observation device for each
communication observation device on the basis of a re-
sult of the allocation, and a list transmission unit that
transmits the created monitoring list for each of the com-
munication observation devices to each of the commu-
nication observation devices.

Advantageous Effects of Invention

[0009] According to the present invention, it is possible
to appropriately monitor communication in a network.

Brief Description of Drawings

[0010]

Fig. 1 is a diagram for describing an outline of an
analysis system.
Fig. 2 is a diagram illustrating a configuration exam-
ple of the analysis system.
Fig. 3 is a diagram for describing a monitoring list.
Fig. 4 is a diagram for describing estimation 1 of a
MAC address of a router.
Fig. 5 is a diagram for describing estimation 2 of a
MAC address of a router and estimation of an IP
address of an external terminal.
Fig. 6 is a diagram for describing estimation of a to-
pology.
Fig. 7 is a sequence diagram illustrating an example
of a processing procedure of the analysis system.
Fig. 8 is a flowchart illustrating details of processes
in S13 and S14 in Fig. 7.
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Fig. 9 is a diagram for describing estimation of an L2
topology performed by the analysis server.
Fig. 10 is a diagram for describing estimation of a
topology of a network in which routers are hierarchi-
cally installed, performed by the analysis server.
Fig. 11 is a diagram illustrating an example of a net-
work configured by a white box switch (WB SW) hav-
ing a function of a sensing device.
Fig. 12 is a diagram illustrating a configuration ex-
ample of a computer that executes an analysis pro-
gram.

Description of Embodiments

[0011] Hereinafter, modes for carrying out the present
invention (embodiments) will be described with reference
to the drawings. The present invention is not limited to
the embodiments described below.

[Outline]

[0012] First, an outline of an operation of an analysis
system 1 including an analysis apparatus (analysis serv-
er) 10 will be described with reference to Fig. 1. The anal-
ysis system 1 includes sensing devices 2 (for example,
sensing devices 2A, 2B, and 2C) and an analysis server
10. Switching hubs (SWs; for example, SW1, SW2, and
SW3) are installed in a network.
[0013] Each sensing device (communication observa-
tion device) 2 observes communication in the network
that is a monitoring target. For example, each sensing
device 2 observes communication between PCs (termi-
nals) via the SW in the network that is a monitoring target
by using a port mirror or the like, and creates observation
information. Each sensing device 2 transmits the created
observation information to the analysis server 10. The
observation information includes, for example, a trans-
mission source IP address, a transmission source MAC
address, a transmission destination IP address, and a
transmission destination MAC address of communica-
tion in an observation target.
[0014] The analysis server 10 estimates a topology (re-
fer to Fig. 1) of the network that is a monitoring target on
the basis of the observation information received from
each sensing device 2. The analysis server 10 creates,
for each sensing device 2, a monitoring list indicating
communication that is a target for transmission (collec-
tion target) of the observation information from the sens-
ing device 2, on the basis of the estimated topology.
[0015] For example, on the basis of the estimated to-
pology, the analysis server 10 allocates the sensing de-
vices 2A, 2B, and 2C such that any one of the sensing
devices 2 on a path of communication transmits obser-
vation information of the communication for each piece
of communication flowing in the network (refer to the ref-
erence numeral 100).
[0016] The analysis server 10 creates, for each sens-
ing device 2, for example, a monitoring list (for example,

monitoring lists 101, 102, and 103) indicating communi-
cation that is a target for transmission of the observation
information from the sensing device 2 on the basis of an
allocation result denoted by the reference numeral 100.
The analysis server 10 transmits the created monitoring
lists to the sensing devices 2A, 2B, and 2C.
[0017] For example, the analysis server 10 transmits
the monitoring list 101 to the sensing device 2A, transmits
the monitoring list 102 to the sensing device 2B, and
transmits the monitoring list 103 to the sensing device
2C. Each of the sensing devices 2A, 2B, and 2C transmits
observation information of communication to the analysis
server 10 on the basis of the monitoring list transmitted
from the analysis server 10.
[0018] For example, in the communication illustrated
in Fig. 1, the sensing device 2A transmits observation
information of communication from PC1 to PC5 and com-
munication from PC1 to PC3 to the analysis server 10
on the basis of the monitoring list 101. The sensing device
2B transmits observation information of communication
from PC3 to PC1 to the analysis server 10 on the basis
of the monitoring list 102. The sensing device 2C trans-
mits observation information of communication from PC5
to an external terminal and from the external terminal to
PC5 to the analysis server 10 on the basis of the moni-
toring list 103.
[0019] As described above, the analysis server 10 can
prevent observation information of the same communi-
cation from being redundantly received from each sens-
ing device 2 as far as possible.
[0020] The analysis server 10 can estimate an IP ad-
dress and a MAC address of a router in a network and
an IP address of a terminal (external terminal) installed
outside the network (that is, the outside of the network
divided by the router) on the basis of the observation
information received from each of the sensing devices
2. As a result, the analysis server 10 can reduce errone-
ous detection in detection of an impersonated terminal
by using the IP address and MAC address indicated in
the observation information from each sensing device 2.
[0021] The analysis server 10 transmits, for each sens-
ing device 2, a monitoring list indicating communication
that is to be a target for transmission of observation in-
formation from the sensing device 2 to the sensing device
2. Consequently, each sensing device 2 can determine
which observation information is to be transmitted without
making an inquiry to another device.

[Configuration example]

[0022] Next, a configuration example of the analysis
system 1 will be described with reference to Fig. 2. The
analysis system 1 includes the plurality of sensing devic-
es 2 and the analysis server 10.
[0023] The sensing device 2 transmits, to the analysis
server 10, observation information of communication in-
dicated in the monitoring list (refer to the monitoring lists
101 to 103 in Fig. 1) transmitted from the analysis server
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10.
[0024] The analysis server 10 includes a communica-
tion unit 11, a storage unit 12, and a control unit 13. The
communication unit 11 is a communication interface with
an external device. The communication unit 11 receives
observation information from the sensing device 2 or
transmits a monitoring list to the sensing device 2 via a
network such as the Internet.
[0025] The storage unit 12 stores data to be referred
to when the control unit 13 executes various processes
and data created by the control unit 13 executing various
processes. For example, the storage unit 12 stores ob-
servation information acquired from each of the sensing
devices 2 or information (topology information) indicating
a topology of a network created by the control unit 13.
[0026] The control unit 13 controls the entire analysis
server 10. The control unit 13 includes an acquisition unit
130, an estimation unit 131, an allocation unit 132, a list
creation unit 133, a list transmission unit 134, an analysis
unit 135, and a control processing unit 136.
[0027] The acquisition unit 130 acquires observation
information of communication from each sensing device
2. The acquisition unit 130 stores the acquired observa-
tion information in the storage unit 12.
[0028] The estimation unit 131 estimates a topology of
the network on the basis of the observation information
acquired from each sensing device 2. That is, the esti-
mation unit 131 estimates a disposition and connection
of a router, an apparatus (for example, a SW), and a
terminal (for example, a PC) of the network that is a mon-
itoring target, and an IP address and a MAC address
allocated to each device. The estimation unit 131 esti-
mates a router via which an external terminal of the net-
work that is a monitoring target is connected and an IP
address allocated to the external terminal.
[0029] For example, the estimation unit 131 estimates
an IP address and a MAC address of the terminal, an IP
address and a MAC address of the router, and an IP
address of the external terminal of the network that is a
monitoring target, on the basis of a difference between
pieces of observation information acquired from the re-
spective sensing devices 2. The estimation unit 131 es-
timates a topology (for example, the topology illustrated
in Fig. 1) of an L2 network in a subnet by using the esti-
mation result. Details of estimation of a topology by the
estimation unit 131 will be described later with reference
to the drawings.
[0030] The allocation unit 132 allocates communica-
tion that is a target for transmission of observation infor-
mation from each sensing device 2 on the basis of the
topology estimated by the estimation unit 131, the instal-
lation position of each sensing device 2, and the obser-
vation information of communication from each sensing
device 2.
[0031] For example, the allocation unit 132 allocates
each sensing device 2 for each piece of communication
flowing through the network such that any one of the
sensing devices 2 of SWs on a path of the communication

transmits the observation information of the communica-
tion on the basis of the topology estimated by the esti-
mation unit 131, the installation position of each sensing
device 2, and the observation information of the commu-
nication from each sensing device 2.
[0032] For example, the allocation unit 132 allocates
the sensing device 2A as the sensing device 2 that trans-
mits observation information of communication from PC1
to PC5 among the sensing devices 2 (2A, 2B, and 2C)
of SW1, SW2, and SW3 on the path from PC1 to PC5
illustrated in Fig. 1. The list creation unit 133 allocates
the sensing device 2C as the sensing device 2 that trans-
mits observation information of communication from PC5
to PC1 among the sensing devices 2 (2A, 2B, and 2C)
of SW1, SW2, and SW3 on the path from PC5 to PC1.
[0033] The allocation unit 132 performs the above al-
location process on the sensing device 2 for each piece
of communication flowing through the network. Conse-
quently, communication that is to be a target for trans-
mission of observation information is allocated to each
sensing device 2.
[0034] The list creation unit 133 creates a monitoring
list indicating communication that is a target for transmis-
sion of observation information for each sensing device
2 on the basis of the allocation result from the allocation
unit 132. For example, as illustrated in the monitoring
lists 101 to 103 in Fig. 1, this monitoring list is information
indicating a transmission source IP address related to
communication that is a target for transmission of the
observation information from the sensing device 2 and a
transmission source IP address related to communica-
tion that is not a target for transmission.
[0035] The monitoring list will be described in detail
with reference to Fig. 3. Here, a case is considered in
which the list creation unit 133 creates a monitoring list
301 for the sensing device 2A and a monitoring list 302
for the sensing device 2B illustrated in Fig. 3, and creates
a monitoring list 303 for the sensing device 2C.
[0036] For example, the monitoring list 301 indicates
that communication in which transmission sources are
PC1 and PC2 is a target for transmission of observation
information, but communication in which transmission
sources are PC3, PC4, and PC5 is not a target for trans-
mission of observation information. It is indicated that all
pieces of communication in which transmission sources
are not PC3, PC4, and PC5 are targets for transmission
of observation information.
[0037] The monitoring list 302 indicates that commu-
nication in which transmission sources are PC3 and PC4
is a target for transmission of observation information,
but communication in which transmission sources are
PC1, PC2, and PC5 is not a target for transmission of
observation information. It is indicated that all pieces of
communication in which transmission sources are not
PC1, PC2, and PC5 are targets for transmission of ob-
servation information.
[0038] The monitoring list 303 indicates that commu-
nication in which a transmission source is PC5 is a target
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for transmission of observation information, but commu-
nication in which transmission sources are PC1, PC2,
PC3, and PC4 is not a target for transmission of obser-
vation information. It is indicated that all pieces of com-
munication in which transmission sources are not PC1,
PC2, PC3, and PC4 are targets for transmission of ob-
servation information.
[0039] For example, the sensing device 2A transmits
observation information of communication from PC1 to
PC3 to the analysis server 10 but does not transmit ob-
servation information of communication from PC3 to PC1
to the analysis server 10 on the basis of the monitoring
list 301.
[0040] The sensing device 2B transmits observation
information of communication from PC3 to PC1 to the
analysis server 10 but does not transmit observation in-
formation of communication from PC1 to PC3 to the anal-
ysis server 10 on the basis of the monitoring list 302.
[0041] The sensing device 2C transmits observation
information of communication from W2 (external termi-
nal) to PC5 and observation information of communica-
tion from PC5 to W2 to the analysis server 10 on the
basis of the monitoring list 303.
[0042] Consequently, the analysis server 10 can re-
duce a possibility of redundantly receiving observation
information of the same communication from each sens-
ing device 2. For example, in a case where there is only
one sensing device 2 on the communication path as in
the communication between W2 and PC5 illustrated in
Fig. 3, the analysis server 10 creates the monitoring list
303 in which the sensing device 2 (that is, the sensing
device 2C) transmits observation information of the com-
munication from W2 to PC5 and the communication from
PC5 to W2, and transmits the monitoring list to the sens-
ing device 2C. Consequently, the analysis server 10 can
receive observation information of communication in the
network that is a monitoring target without omission.
[0043] The description returns to Fig. 2. The list trans-
mission unit 134 transmits the monitoring list created by
the list creation unit 133 to each sensing device 2. For
example, the list transmission unit 134 transmits the mon-
itoring list 301 illustrated in Fig. 3 to the sensing device
2A, transmits the monitoring list 302 to the sensing device
2B, and transmits the monitoring list 303 to the sensing
device 2C.
[0044] The description returns to Fig. 2. The analysis
unit 135 analyzes communication in the network on the
basis of the observation information of each piece of com-
munication in the network acquired by the acquisition unit
130.
[0045] For example, when the observation information
is acquired via the acquisition unit 130, the analysis unit
135 detects communication performed by an imperson-
ated terminal by comparing a pair of the transmission
source IP address and the transmission source MAC ad-
dress in the observation information with a pair of an IP
address and a MAC address of each terminal, router, or
the like indicated in the topology information stored in the

storage unit 12.
[0046] For example, the analysis unit 135 detects a
change in the topology on the basis of the observation
information of the communication acquired by the acqui-
sition unit 130. For example, the analysis unit 135 detects
the presence or absence of a change in the topology by
comparing an estimated new topology with the topology
stored in the storage unit 12 on the basis of the obser-
vation information acquired by the acquisition unit 130.
When it is detected that there is a change in the topology,
the analysis unit 135 outputs a detection result (for ex-
ample, which terminal in the network has been added
and which terminal has been moved).
[0047] Consequently, a user of the analysis server 10
can ascertain that there is a possibility that an unauthor-
ized terminal has been connected to the network and that
there has been a change in the network configuration
due to movement of a terminal or an apparatus.
[0048] The control processing unit 136 controls each
unit of the control unit 13. For example, in a case where
the analysis unit 135 detects that there is a change in the
topology of the network, when the user of the analysis
server 10 determines that the change in the topology is
not illegal, the control processing unit 136 instructs the
allocation unit 132 to allocate communication that is a
target for transmission of observation information from
each sensing device 2 on the basis of the estimated new
topology and the observation information.
[0049] In response to the instruction, the list creation
unit 133 reallocates communication that is a target for
transmission of observation information from each sens-
ing device 2 on the basis of the estimated new topology
and the observation information. Next, the list creation
unit 133 recreates the monitoring list for each of the sens-
ing devices 2 by using the result of the reallocation de-
scribed above. Thereafter, the list transmission unit 134
transmits the recreated monitoring list to each sensing
device 2. Thereafter, each sensing device 2 transmits
observation information on the basis of the new monitor-
ing list.
[0050] Consequently, the analysis server 10 can ap-
propriately receive observation information from each of
the sensing devices 2 even when there is a change in a
network configuration.

[Processing example]

[0051] Next, estimation of a topology of a network by
the estimation unit 131 and creation of a monitoring list
by the list creation unit 133 will be described with refer-
ence to Figs. 4 to 6.

(Estimation 1 of MAC address of router)

[0052] First, estimation of an IP address of a router and
a MAC address associated with the IP address by the
estimation unit 131 will be described with reference to
Fig. 4.
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[0053] Here, a case where the sensing device 2 ac-
quires observation information from SW1, SW2, and
SW3 in a network denoted by the reference numeral 401
will be described as an example. An arrow denoted by
the reference numeral 401 indicates communication in
the network. In the network denoted by the reference
numeral 401, W1 and W2 denote external terminals, and
RT denotes a router.
[0054] The estimation unit 131 creates a list 402 indi-
cating observation information of communication (a
transmission source IP address (Src IP), a transmission
source MAC address (Src MAC), a transmission desti-
nation IP address (Dst IP), and a transmission destination
MAC address (Dst MAC) of the communication) via SW1,
SW2, and SW3 acquired by the acquisition unit 130. The
estimation unit 131 creates, for each MAC address, the
list 403 indicating an IP address associated with the MAC
address on the basis of the list 402.
[0055] Here, the router replaces a MAC address of an
IP address of a packet that is a routing target with a MAC
address allocated to the router. Therefore, a plurality of
IP addresses are associated with the MAC address al-
located to the router. Thus, in the list 403, the MAC ad-
dress of the router is associated with a plurality of IP
addresses. Therefore, the estimation unit 131 estimates
R1 and R2, which are MAC addresses associated with
a plurality of IP addresses in the list 403, as MAC ad-
dresses of the router.

(Estimation 2 of MAC address of router)

[0056] Fig. 5 will be described. Next, for each pair of
(a transmission source IP address (Src IP) and a trans-
mission destination IP address (Dst IP)) in the list 402,
the estimation unit 131 creates a list 501 indicating a pair
of (a transmission source MAC address (Src MAC) and
a transmission destination MAC address (Dst MAC)) cor-
responding to the pair.
[0057] Here, in the list 501, when there are a plurality
of (a transmission source MAC address, a transmission
destination MAC address) pairs for the same (transmis-
sion source IP address and transmission destination IP
address) and a transmission destination MAC address
in one of the pairs is the MAC address of the router es-
timated in (Estimation 1 of MAC address of router) de-
scribed in Fig. 4, the transmission source MAC address-
es of the other pairs can be considered as a MAC address
of an exit IF (interface) of the router (refer to the reference
numeral 502).
[0058] For example, pairs of (transmission source
MAC address, transmission destination MAC address)
for (PC1, PC5) in the list 501 are (PC1, R1) and (R3,
PC5). Of the pairs, the transmission destination MAC ad-
dress (R1) in the pair of (PC1, R1) is a MAC address of
the router estimated in (Estimation 1 of MAC address of
router) described in Fig. 4.
[0059] Here, the transmission source MAC address
(R3) in another pair (R3, PC5) is not estimated as a MAC

address of the router in (Estimation 1 of MAC address of
router) described in Fig. 4, but can be considered as a
MAC address of the exit IF of the router (refer to the
reference numeral 502).
[0060] Therefore, the estimation unit 131 estimates R3
in the above pair of (R3, PC5) as the MAC address of
the router (refer to (1) in the list 501). By performing the
above process, the estimation unit 131 can also estimate
the MAC address of the router that cannot be estimated
in (Estimation 1 of MAC address of router) described with
reference to Fig. 4.

(Estimation of external terminal)

[0061] In the list 501 illustrated in Fig. 5, in a case where
there is only one pair of (transmission source MAC ad-
dress, transmission destination MAC address) with re-
spect to the same (transmission source IP address,
transmission destination IP address), and it is ascer-
tained that a transmission destination MAC address in
the pair is the MAC address of the router, the pair of
(transmission source IP address, transmission destina-
tion IP address) can be considered to be a pair with an
IP address of the external terminal (refer to the reference
numeral 502 and (2) in the list 501).
[0062] Therefore, for example, each of the pairs of IP
addresses of (PC1, W1) and (PC1, W2) in the list 501
can be considered as a pair indicating communication
with the external terminal. Therefore, the estimation unit
131 estimates W1 and W2 as IP addresses of the external
terminals.

(Estimation of topology)

[0063] Next, estimation of a topology of a network by
the estimation unit 131 will be described with reference
to Fig. 6. The estimation unit 131 estimates a topology
of the network by using the MAC address of the router
and the IP address of the external terminal estimated
through the above process.
[0064] For example, the estimation unit 131 estimates
the topology of the network indicated by the reference
numeral 602 by using observation information (transmis-
sion source IP addresses (Src IP), transmission source
MAC addresses (Src MAC), transmission destination IP
addresses (Dst IP), and transmission destination MAC
addresses (Dst MAC) of communication) of SW1, SW2,
and SW3 denoted by the reference numeral 601 in Fig.
6 and the MAC address of the router and the IP address
of the external terminal estimated through the above
process.
[0065] On the basis of the estimated topology, the al-
location unit 132 performs allocation for each piece of
communication flowing through the network such that
any one of the sensing devices 2 capable of transmitting
observation information of the communication transmits
the observation information of the communication.
[0066] For example, in the topology denoted by the
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reference numeral 601, the allocation unit 132 allocates
communication of PC1 and PC2 to the sensing device 2
of SW1, allocates communication of PC3 and PC4 to the
sensing device 2 of SW2, and allocates communication
of PC5 to the sensing device 2 of SW3.
[0067] The list creation unit 133 creates monitoring lists
603 to 605 on the basis of the allocation results. That is,
the list creation unit 133 creates the monitoring list 603
for the sensing devices 2 of SW1, creates the monitoring
list 604 for the sensing devices 2 of SW2, and creates
the monitoring list 605 for the sensing devices 2 of SW3.
Thereafter, the list transmission unit 134 transmits the
monitoring lists 603 to 605 to the target sensing devices
2. Each sensing device 2 transmits observation informa-
tion of communication indicated in the received monitor-
ing list to the analysis server 10.
[0068] As described above, the analysis server 10 can
appropriately receive observation information of commu-
nication in the network from each sensing device 2.

[Example of processing procedure]

[0069] Next, an example of a processing procedure of
the analysis system 1 will be described with reference to
Fig. 7. First, the acquisition unit 130 of the analysis server
10 transmits an instruction for transmitting observation
information of communication to each sensing device 2
(S1). Each of the sensing devices 2 creates observation
information of communication via the SW in the network
that is a monitoring target on the basis of the above in-
struction, and transmits the observation information to
the analysis server 10 (S2).
[0070] Thereafter, the estimation unit 131 of the anal-
ysis server 10 creates a list of communication observed
by the SW (refer to, for example, the list 402 in Fig. 4)
for each apparatus (for example, the SW) in the network
that is a monitoring target on the basis of the observation
information of communication transmitted from each
sensing device 2.
[0071] On the basis of the created list, the estimation
unit 131 estimates a MAC address of the router in the
network that is a monitoring target according to the meth-
od described in above (Estimation 1 of MAC address of
router) (S3: Router Estimation 1). The estimation unit 131
estimates the MAC address of the router according to
the method described in above (Estimation 2 of MAC
address of router) (S4: Router Estimation 2). Conse-
quently, the estimation unit 131 can also estimate the
MAC address of the router that cannot be estimated in S3.
[0072] The estimation unit 131 estimates an IP address
of the external terminal according to the method de-
scribed in the above (Estimation of external terminal) on
the basis of the created list (S5: Estimation of external
terminal). The estimation unit 131 records an estimation
result of the MAC address of the router and an estimation
result of the IP address of the external terminal obtained
through the above process in the above list (refer to the
list 601 in Fig. 6).

[0073] After S5, in a case where the list has been up-
dated (for example, update of the estimation result of the
MAC address of the router or update of the estimation
result of the IP address of the external terminal) in the
above list through the processes up to S5 (Yes in S6),
the estimation unit 131 executes the processes in and
after S4 again.
[0074] On the other hand, in a case where there is no
update (for example, update of the estimation result of
the MAC address of the router or update of the estimation
result of the IP address of the external terminal) in the
above list through the processes up to S5 (No in S6), the
estimation unit 131 estimates a topology of the network
on the basis of the above list (S7).
[0075] After S7, the allocation unit 132 allocates com-
munication that is a target for transmission of the obser-
vation information from each sensing device 2 on the
basis of the estimation result of the topology in S7. The
list creation unit 133 creates a monitoring list for each
sensing device 2 on the basis of the allocation result (S8).
Thereafter, the list transmission unit 134 transmits the
monitoring list for each sensing device 2 to each sensing
device 2.
[0076] Thereafter, each sensing device 2 starts mon-
itoring communication on the basis of the transmitted
monitoring list (S9). If the observed communication is a
target for transmission of the observation information in-
dicated in the monitoring list (Yes in S10), each sensing
device 2 transmits the observation information of the
communication to the analysis server 10. On the other
hand, if the observed communication is not a target for
transmission (No in S10), each sensing device 2 contin-
ues monitoring (S11), and returns to S10.
[0077] Thereafter, when the acquisition unit 130 of the
analysis server 10 receives the observation information
from the sensing device 2 (S12), the analysis unit 135
specifies an apparatus (for example, a PC) included in
the observation information from the estimation result of
the topology (topology information) in S7 (S13). The anal-
ysis unit 135 performs a communication abnormality de-
tection process by using information regarding the appa-
ratus specified in S13 (S14). The analysis unit 135 exe-
cutes the processes in the above S13 and S14 each time
the observation information is received from the sensing
device 2.
[0078] The processes in S13 and S14 in Fig. 7 will be
described in detail with reference to Fig. 8. For example,
the analysis unit 135 specifies an apparatus ID and a
current installation location (NW configuration) of each
apparatus from a device ID of the sensing device 2, an
apparatus IP (an IP address of the apparatus), and an
apparatus MAC (a MAC address of the apparatus) indi-
cated in the observation information received in S12 in
Fig. 7 (S131 in Fig. 8).
[0079] The analysis unit 135 determines whether there
is a difference between the NW configuration specified
in S131 and the topology information stored in the storage
unit 12 (S132).
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[0080] Here, in a case where the analysis unit 135 de-
termines that there is no difference between the NW con-
figuration specified in S131 and the topology information
stored in the storage unit 12 (No in S132), the process
proceeds to S141. S141 will be described later.
[0081] On the other hand, in a case where the analysis
unit 135 determines that there is a difference between
the NW configuration specified in S131 and the topology
information stored in the storage unit 12 (Yes in S132),
information regarding the difference is output via the
communication unit 11 (S133). Consequently, the user
of the analysis server 10 can ascertain that the configu-
ration of the network that is a monitoring target has been
changed. Thereafter, the analysis server 10 receives in-
put of a determination result regarding whether the con-
figuration change of the network is a normal configuration
change from the user. Here, in a case where the analysis
unit 135 receives an input indicating that the configuration
change of the network is a normal configuration change
from the user (Yes in S134), the topology information is
updated on the basis of the NW configuration specified
in S131 (S135).
[0082] Thereafter, the analysis unit 135 performs a
process of detecting communication details on the basis
of the topology information updated in S135 and the ob-
servation information received in S12 in Fig. 7 (S141).
For example, in a case where the pair of the IP address
and the MAC address of the terminal indicated in the
observation information received in S12 in Fig. 7 does
not match the pair of the IP address and the MAC address
indicated in the topology information, the analysis unit
135 detects the communication indicated in the obser-
vation information as communication performed by an
impersonated terminal.
[0083] In a case where the analysis unit 135 detects
an abnormality (for example, communication performed
by an impersonated terminal) in the communication de-
tails through the detection process in S141 (Yes in S142),
a notification indicating that the abnormality has been
detected is sent through the communication unit 11
(S143: abnormality detection notification). Thereafter,
the user handles the abnormality in the network on the
basis of the notification.
[0084] On the other hand, in a case where analysis
unit 135 does not detect an abnormality of the commu-
nication details through the detection process in S141
(No in S142), and when the topology information has
been updated in S135 (Yes in S151), the process pro-
ceeds to S8 in Fig. 7. That is, on the basis of the topology
information updated in S135, the allocation unit 132 re-
allocates communication that is a target for transmission
of the observation information from each sensing device
2. The list creation unit 133 recreates a monitoring list
for each of the sensing devices 2 on the basis of the
reallocation result (S8 in Fig. 7). Thereafter, the list trans-
mission unit 134 transmits the recreated monitoring list
to each sensing device 2.
[0085] On the other hand, if the topology information

has not been updated in S135 (No in S151 in Fig. 8), the
process returns to S12 in Fig. 7. That is, the analysis
server 10 waits for arrival of the observation information
from the sensing device 2.
[0086] The analysis unit 135 outputs information re-
garding a difference between the NW configuration spec-
ified in S131 in Fig. 8 and the topology information stored
in the storage unit 12 (S133), and in a case where it is
determined by the user that some kind of abnormality
has occurred in the configuration change of the network
(No in S134), the user handles the abnormality in the
network.
[0087] According to such an analysis server 10, each
sensing device 2 is allocated such that the sensing device
2 of any one SW on a path of communication transmits
observation information of the communication by using
the estimated topology. Consequently, the analysis serv-
er 10 can reduce redundant transmission of the obser-
vation information from each sensing device 2.
[0088] For example, in a case where there is only one
sensing device 2 capable of transmitting observation in-
formation of communication as in the communication be-
tween W2 and PC5 in Fig. 3 described above, the sensing
device 2 transmits observation information of the com-
munication to the analysis server 10. That is, the sensing
device 2C in Fig. 3 transmits observation information for
W2 to PC5 and observation information for PC5 to W2
to the analysis server 10. Consequently, the analysis
server 10 can receive observation information of com-
munication in the network that is a monitoring target with-
out omission.
[0089] For example, as illustrated in Fig. 9, in a case
where a plurality of SWs (SW1, SW2, and SW3) are in-
stalled in the same subnet and the sensing device 2 is
installed in each of the SWs, the analysis server 10 can
estimate an L2 topology by comparing observation infor-
mation from each of the sensing devices 2 (sensing de-
vices 2A, 2B, and 2C). For example, the analysis server
10 can estimate the L2 topology by comparing observa-
tion information according to the methods described in
(Estimation 1 of MAC address of router) and (Estimation
2 of MAC address of router).
[0090] The analysis server 10 can estimate an IP ad-
dress and a MAC address of the router and an IP address
of the external terminal by comparing observation infor-
mation according to the methods described in (Estima-
tion 1 of MAC address of router) and (Estimation 2 of
MAC address of router). As a result, when the analysis
server 10 detects an impersonated terminal by using the
IP address and the MAC address indicated in the obser-
vation information from each sensing device 2, it is pos-
sible to reduce erroneous detection.
[0091] According to the analysis server 10, for exam-
ple, as illustrated in Fig. 10, even in a case where routers
(RT1, RT2) are hierarchically installed and the sensing
device 2 is not installed under any router (RT2), a topol-
ogy can be estimated by the same algorithm as described
above.
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[0092] For example, PC1 and PC2 illustrated in Fig.
10 are terminals of a network different from the network
to which SW1 belongs, but the sensing device 2A of SW1
always observes communication in which PC1 and PC2
are transmission sources or transmission destinations.
From this, the analysis server 10 estimates that PC1 and
PC2 are under control of SW1. The analysis server 10
estimates, for example, the topology illustrated in Fig. 10
as a topology of the network.
[0093] Thereafter, the analysis server 10 creates a
monitoring list denoted by the reference numeral 1001
as a monitoring list for the sensing device 2A of SW1, for
example, by using the estimation result of the topology.
The analysis server 10 creates, for example, a monitoring
list denoted by the reference numeral 1002 as a moni-
toring list for the sensing device 2B of SW2. The analysis
server 10 acquires observation information transmitted
from the sensing devices 2A and 2B on the basis of the
monitoring list. Thus, the analysis server 10 can acquire
observation information of communication between PC1
and PC2.
[0094] As described above, the analysis server 10 can
also monitor communication between terminals in a com-
plicated network such as a network in which routers are
hierarchically installed as illustrated in Fig. 10. In a tech-
nique in which only a local network is a monitoring target
as in the conventional technique, communication of ter-
minals outside the local network, such as PC1 and PC2
in Fig. 10, cannot be monitored However, according to
the analysis server 10 of the present embodiment, com-
munication of terminals outside the local network, such
as PC1 and PC2 in Fig. 10, can be monitored.
[0095] The analysis unit 135 of the analysis server 10
may output information regarding a monitoring location
insufficient for monitoring communication in the network
on the basis of the estimated topology of the network and
the information regarding the installation location of the
sensing device 2 in the network.
[0096] For example, in the network illustrated in Fig.
10, since observation information of the communication
between PC1 and PC2 cannot be acquired with the cur-
rent configuration, the analysis unit 135 recommends in-
stalling a new sensing device 2 at a location (for example,
RT2) where the communication between PC1 and PC2
can be monitored. Consequently, the user of the analysis
server 10 can ascertain a location where the sensing
device 2 is added in order to monitor each piece of com-
munication in the network without omission.
[0097] According to the analysis server 10, it is possi-
ble to estimate a topology that does not contradict an
actual network configuration on the basis of the obser-
vation information transmitted from each sensing device
2. For example, there is a possibility that there is a loca-
tion that the analysis server 10 cannot accurately esti-
mate a network configuration depending on a case where
observation information is insufficient or an installation
location of the sensing device 2, but sensing (acquisition
of observation information of communication from each

sensing device 2) can be performed without any problem.
[0098] Even if estimation of a topology by the analysis
server 10 is incomplete due to the lack of information, at
least one sensing device 2 transmits observation infor-
mation of each piece of communication, and thus missing
of the observation information does not occur.
[0099] Since the analysis server 10 can detect new
observation information or a network configuration
change, connection of an unauthorized apparatus or
movement of an apparatus can be detected. After de-
tecting the configuration change of the network, the anal-
ysis server 10 can update the topology information and
perform a communication detection process on the basis
of the updated topology information and the observation
information of the communication (refer to S141 in Fig.
7). Consequently, the analysis server 10 can appropri-
ately perform a communication detection process.
[0100] After detecting the configuration change of the
network, the analysis server 10 can recreate and transmit
the monitoring list for each sensing device 2 on the basis
of the updated topology information. Consequently, the
analysis server 10 can appropriately receive observation
information from each sensing device 2.
[0101] The network that is a monitoring target of the
analysis server 10 may be a network configured by a
white box switch (WB SW) having the function of the
sensing device 2 (Fig. 11). In this case, the analysis serv-
er 10 transmits a monitoring list to each WB SW. Each
WB SW transmits observation information of communi-
cation to the analysis server 10 on the basis of the mon-
itoring list transmitted from the analysis server 10. The
analysis server 10 monitors the communication in the
network on the basis of the observation information of
the communication transmitted from each WB SW.

[System configuration and the like]

[0102] Each constituent of each unit illustrated in the
drawings is functionally conceptual and does not neces-
sarily need to be physically configured as illustrated in
the drawings. In other words, a specific form of distribu-
tion and integration of individual devices is not limited to
the illustrated form, and all or some of the devices may
be functionally or physically distributed and integrated in
any unit according to various loads, usage conditions,
and the like. All or some of the processing functions per-
formed in the respective devices may be realized by a
CPU and a program to be executed by the CPU or may
be realized as hardware by wired logic.
[0103] Among the processes described in the above
embodiment, all or some of the processes described as
being automatically performed may be manually per-
formed, or all or some of the processes described as
being manually performed may be automatically per-
formed according to a known method. The processing
procedure, the control procedure, the specific name, and
the information including various types of data and pa-
rameters that are illustrated in the document and the
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drawings can be freely changed unless otherwise spec-
ified.

[Program]

[0104] The analysis server 10 can be implemented by
installing a program as package software or online soft-
ware in a desired computer. For example, by causing an
information processing apparatus to execute the above
program, the information processing apparatus can be
caused to function as the analysis server 10. The infor-
mation processing apparatus mentioned here includes a
desktop or a laptop personal computer. The information
processing apparatus also includes a mobile communi-
cation terminal such as a smartphone, a mobile phone,
or a personal handy-phone system (PHS) and a terminal
such as a personal digital assistant (PDA).
[0105] The analysis server 10 may also be implement-
ed as a server apparatus that uses a terminal apparatus
used by a user as a client and provides the client with a
service related to the above process. In this case, the
server apparatus may be implemented as a web server
or may be implemented as a cloud that provides a service
related to the above process by outsourcing.
[0106] Fig. 12 illustrates an example of a computer that
executes an analysis program. A computer 1000 in-
cludes, for example, a memory 1010 and a CPU 1020.
The computer 1000 also includes a hard disk drive inter-
face 1030, a disk drive interface 1040, a serial port inter-
face 1050, a video adapter 1060, and a network interface
1070. These units are connected to each other via a bus
1080.
[0107] The memory 1010 includes a read only memory
(ROM) 1011 and a random access memory (RAM) 1012.
The ROM 1011 stores, for example, a boot program such
as a basic input output system (BIOS). The hard disk
drive interface 1030 is connected to a hard disk drive
1090. The disk drive interface 1040 is connected to a
disk drive 1100. For example, a removable storage me-
dium such as a magnetic disk or an optical disc is inserted
into the disk drive 1100. The serial port interface 1050 is
connected to, for example, a mouse 1110 and a keyboard
1120. The video adapter 1060 is connected with, for ex-
ample, a display 1130.
[0108] The hard disk drive 1090 stores, for example,
an OS 1091, an application program 1092, a program
module 1093, and program data 1094. That is, a program
that defines each process executed by the analysis serv-
er 10 is implemented as the program module 1093 in
which a computer executable code is described. The pro-
gram module 1093 is stored in, for example, the hard
disk drive 1090. For example, the program module 1093
for executing processes similar to those of the functional
configuration in the analysis server 10 is stored in the
hard disk drive 1090. The hard disk drive 1090 may be
replaced with a solid state drive (SSD).
[0109] Data to be used in the processes of the above
embodiment is stored in, for example, the memory 1010

or the hard disk drive 1090 as the program data 1094.
The CPU 1020 reads the program module 1093 or the
program data 1094 stored in the memory 1010 or the
hard disk drive 1090 to the RAM 1012 as necessary and
executes the program module 1093 or the program data
1094.
[0110] The program module 1093 or the program data
1094 is not limited to being stored in the hard disk drive
1090, and may be stored in, for example, a removable
storage medium and read by the CPU 1020 via the disk
drive 1100 or the like. Alternatively, the program module
1093 and the program data 1094 may be stored in an-
other computer connected via a network (local area net-
work (LAN), wide area network (WAN), or the like). The
program module 1093 and the program data 1094 may
be read by the CPU 1020 from another computer via the
network interface 1070.

Reference Signs List

[0111]

1 Analysis system
2(2A, 2B, 2C) Sensing device
10 Analysis server
11 Communication unit
12 Storage unit
13 Control unit
130 Acquisition unit
131 Estimation unit
132 Allocation unit
133 List creation unit
134 List transmission unit
135 Analysis unit
136 Control processing unit

Claims

1. An analysis apparatus comprising:

an acquisition unit that acquires, from each of
communication observation devices that ob-
serve communication in a network, observation
information of the communication including a
transmission source IP address, a transmission
source MAC address, a transmission destina-
tion IP address, and a transmission destination
MAC address in the communication;
an estimation unit that estimates a topology of
the network on the basis of the acquired obser-
vation information;
an allocation unit that allocates the communica-
tion observation devices such that any one com-
munication observation device on a path of the
communication transmits the observation infor-
mation of the communication for each piece of
communication flowing through the network on
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the basis of the estimated topology, an installa-
tion position of the communication observation
device, and the observation information of the
communication acquired from the communica-
tion observation device;
a list creation unit that creates, for each of the
communication observation devices, a monitor-
ing list indicating communication that is a target
for transmission of the observation information
from the communication observation device on
the basis of a result of the allocation; and
a list transmission unit that transmits the created
monitoring list for each of the communication
observation devices to each of the communica-
tion observation devices.

2. The analysis apparatus according to claim 1, where-
in

the estimation unit
estimates the topology of the network including
an IP address and a MAC address of an appa-
ratus in the network on the basis of the acquired
observation information, and
the analysis apparatus further comprises
an analysis unit that compares a pair of an IP
address and a MAC address of the apparatus
included in the acquired observation information
of the communication with a pair of an IP address
and a MAC address of the apparatus included
in the estimated topology to detect communica-
tion performed by an impersonated apparatus.

3. The analysis apparatus according to claim 2, where-
in

the analysis unit further
detects whether or not there is a change in the
topology of the network by comparing the esti-
mated topology of the network with a past topol-
ogy of the network.

4. The analysis apparatus according to claim 3, where-
in

in a case where the analysis unit detects that
there is a change in the topology of the network,
the list creation unit
recreates a monitoring list for each of the com-
munication observation devices on the basis of
the estimated topology and the observation in-
formation, and
the list transmission unit
transmits the recreated monitoring list for each
of the communication observation devices to
each of the communication observation devices.

5. The analysis apparatus according to claim 2, where-

in

the analysis unit further
specifies a monitoring location insufficient for
monitoring each piece of communication in the
network on the basis of the estimated topology
of the network and information regarding an in-
stallation location of the communication obser-
vation device in the network, and outputs the
specified monitoring location.

6. The analysis apparatus according to claim 1, where-
in

in a case where a plurality of communication ob-
servation devices are installed in a same subnet
in the network,
the estimation unit
estimates a topology of an L2 network in the
subnet on the basis of a difference between
pieces of observation information acquired from
the respective communication observation de-
vices.

7. An analysis method executed by an analysis appa-
ratus, comprising:

a step of acquiring, from each of communication
observation devices that observe communica-
tion in a network, observation information of the
communication including a transmission source
IP address, a transmission source MAC ad-
dress, a transmission destination IP address,
and a transmission destination MAC address in
the communication;
a step of estimating a topology of the network
on the basis of the acquired observation infor-
mation;
a step of allocating the communication observa-
tion devices such that any one communication
observation device on a path of the communi-
cation transmits the observation information of
the communication for each piece of communi-
cation flowing through the network on the basis
of the estimated topology, an installation posi-
tion of the communication observation device,
and the observation information of the commu-
nication acquired from the communication ob-
servation device;
a step of creating, for each of the communication
observation devices, a monitoring list indicating
communication that is a target for transmission
of the observation information from the commu-
nication observation device on the basis of a re-
sult of the allocation; and
a step of transmitting the created monitoring list
for each of the communication observation de-
vices to each of the communication observation

19 20 



EP 4 333 376 A1

12

5

10

15

20

25

30

35

40

45

50

55

devices.

8. An analysis program causing a computer to execute:

a step of acquiring, from each of communication
observation devices that observe communica-
tion in a network, observation information of the
communication including a transmission source
IP address, a transmission source MAC ad-
dress, a transmission destination IP address,
and a transmission destination MAC address in
the communication;
a step of estimating a topology of the network
on the basis of the acquired observation infor-
mation;
a step of allocating the communication observa-
tion devices such that any one communication
observation device on a path of the communi-
cation transmits the observation information of
the communication for each piece of communi-
cation flowing through the network on the basis
of the estimated topology, an installation posi-
tion of the communication observation device,
and the observation information of the commu-
nication acquired from the communication ob-
servation device;
a step of creating, for each of the communication
observation devices, a monitoring list indicating
communication that is a target for transmission
of the observation information from the commu-
nication observation device on the basis of a re-
sult of the allocation; and
a step of transmitting the created monitoring list
for each of the communication observation de-
vices to each of the communication observation
devices.
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