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(54) REMOTE DEBUGGING METHOD AND APPARATUS

(57) Provided are a remote debugging method and
apparatus, an electronic device, a computer-readable
storage medium, a computer program product, and a
computer program. The method comprises: receiving
first operation data of a controller (S101); according to a
debugging instruction, acquiring the first operation data

of the controller to be debugged, wherein the debugging
instruction comprises identification information of the
controller to be debugged (S102); and generating debug-
ging data according to the first operation data, and send-
ing the debugging data to the controller to be debugged
(S 103).
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The application is based on and claims priority
to Chinese Patent Application No. 202111283676.2, filed
on November 1, 2021, the entire content of which is in-
corporated herein by reference.

FIELD

[0002] The present disclosure relates to the technical
field of intelligent control, and specifically to a remote
debugging method and device therefor, an electronic de-
vice, computer-readable storage medium, computer pro-
gram product and computer program.

BACKGROUND

[0003] A controller belongs to the building automatic
control product, where the building equipment may be
subjected to some adjustments and debugging accord-
ing to the owner’s demand. In the related art, when de-
bugging the controller, technicians need to debug on site,
which however are unable to arrive at the site for debug-
ging at once when the customer has demand. It is not in
time and of high cost.

SUMMARY

[0004] The present disclosure aims to solve at least
one of the technical problems in the related art to a certain
degree.
[0005] According to a first aspect of embodiments of
the present disclosure, there is provided a remote de-
bugging method, for a cloud server side, comprising: re-
ceiving first operating data of a controller; acquiring the
first operating data of a controller to be debugged ac-
cording to a debugging instruction, wherein the debug-
ging instruction comprises an identification of the con-
troller to be debugged; and generating debugging data
according to the first operating data, and transmitting the
debugging data to the controller to be debugged.
[0006] According to a second aspect of embodiments
of the present disclosure, there is provided another re-
mote debugging method, for a client side, comprising:
transmitting first operating data of a controller; and re-
ceiving debugging data corresponding to a controller to
be debugged, and debugging the controller to be de-
bugged according to the debugging data.
[0007] According to a third aspect of embodiments of
the present disclosure, there is provided a remote de-
bugging device, for a cloud server side, comprising: a
first receiving module, configured to receive first operat-
ing data of a controller; a data acquiring module, config-
ured to acquire the first operating data of a controller to
be debugged according to a debugging instruction,
wherein the debugging instruction comprises an identifi-

cation of the controller to be debugged; and a data trans-
mitting module, configured to generate debugging data
according to the first operating data, and transmit the
debugging data to the controller to be debugged.
[0008] According to a fourth aspect of embodiments of
the present disclosure, there is provided another remote
debugging device, for a client side, comprising: a trans-
mitting module, configured to transmit first operating data
of a controller; and a receiving module, configured to re-
ceive debugging data corresponding to a controller to be
debugged, and debug the controller to be debugged ac-
cording to the debugging data.
[0009] According to a fifth aspect of embodiments of
the present disclosure, there is provided an electronic
device, comprising: at least one processor; and a mem-
ory, communicated to said at least one processor, where-
in the memory has stored therein executable instructions
that, when executed by said at least one processor,
achieve a remote debugging method according to the
first or second aspect of embodiments of the present dis-
closure.
[0010] According to a sixth aspect of embodiments of
the present disclosure, there is provided a non-transitory
computer-readable storage medium having stored there-
in computer executable instructions that, when executed
by a computer, achieves a remote debugging method
according to the first or second aspect of embodiments
of the present disclosure.
[0011] According to a seventh aspect of embodiments
of the present disclosure, there is provided a computer
program product, comprising a computer program that,
when executed by a processor, achieves a remote de-
bugging method according to the first or second aspect
of embodiments of the present disclosure.
[0012] According to an eighth aspect of embodiments
of the present disclosure, there is provided a computer
program, comprising a computer program code that,
when executed by a computer, implements a remote de-
bugging method according to the first or second aspect
of embodiments of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013]

Figure 1 is a block diagram showing a remote de-
bugging method according to at least one of exam-
ples of the present disclosure.
Figure 2 is a schematic diagram showing a remote
debugging according to at least one of examples of
the present disclosure.
Figure 3 is a block diagram showing a remote de-
bugging method according to at least one of exam-
ples of the present disclosure.
Figure 4 is a block diagram showing transmission of
debugging data to a controller to be debugged, ac-
cording to at least one of examples of the present
disclosure.
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Figure 5 is a schematic diagram showing acquire-
ment for debugging data, according to at least one
of examples of the present disclosure.
Figure 6 is a block diagram showing reception to
second operating data of a controller to be de-
bugged, according to at least one of examples of the
present disclosure.
Figure 7 is a schematic diagram showing generation
of a target data architecture, according to at least
one of examples of the present disclosure.
Figure 8 is a block diagram showing a remote de-
bugging method according to at least one of exam-
ples of the present disclosure.
Figure 9 is a block diagram showing another remote
debugging method according to at least one of ex-
amples of the present disclosure.
Figure 10 is a block diagram showing transmission
of second operating data, according to at least one
of examples of the present disclosure.
Figure 11 is a schematic diagram showing acquire-
ment for second operating data, according to at least
one of examples of the present disclosure.
Figure 12 is a schematic diagram showing a remote
debugging device according to at least one of exam-
ples of the present disclosure.
Figure 13 is a schematic diagram showing a remote
debugging device according to at least one of exam-
ples of the present disclosure.
Figure 14 is a schematic diagram showing an elec-
tronic device according to at least one of examples
of the present disclosure.

DETAILED DESCRIPTION

[0014] Reference will be made in detail to embodi-
ments of the present disclosure. The same or similar el-
ements and the elements having same or similar func-
tions are denoted by like reference numerals throughout
the descriptions. The embodiments described herein
with reference to drawings are illustrative, and used to
generally understand the present disclosure. The em-
bodiments shall not be construed to limit the present dis-
closure.
[0015] Figure 1 is a block diagram showing a remote
debugging method provided in at least one of examples
of the present disclosure. As shown in Figure 1, the re-
mote debugging method comprises the following steps
5101-5103.
[0016] At the S101, first operating data of a controller
is received.
[0017] There are generally a lot of environmental mon-
itoring equipment and electromechanical equipment in
the interior of buildings. The equipment belonging to a
same kind builds an integrated subsystem, through a
controller. In a building, there are generally many sub-
systems, such as security subsystem, air conditioning
subsystem, cold and heat source subsystem, water sup-
ply and drainage subsystem, power transformation and

distribution subsystem, lighting subsystem, elevator sub-
system and so on.
[0018] To achieve a remote debugging to the control-
ler, the controller may transmit its first operating data in
real time to a remote device capable of performing de-
bugging. In some examples, the remote device capable
of performing debugging may be a server, a cloud, a con-
trol terminal, a debugging terminal, etc., that is, the serv-
er, the cloud, the control terminal, the debugging termi-
nal, etc. receive the first operating data of the controller.
[0019] At the S102, the first operating data of a con-
troller to be debugged is acquired according to a debug-
ging instruction, where the debugging instruction com-
prises an identification of the controller to be debugged.
[0020] In some examples, the controller may transmit
the first operating data, by itself, to the remote device
capable of performing debugging. In some examples, the
controller may be a direct digital control (DDC) controller,
a programmable logic controller (PLC) and so on.
[0021] In other examples, the controller may transmit
the first operating data to a client side, and the client side
unifies and manages the controller, and transmits the
first operating data to the remote device capable of per-
forming debugging.
[0022] The remote device capable of performing de-
bugging such as the server, the cloud, the control termi-
nal, the debugging terminal, etc., after receiving the de-
bugging instruction, acquires the first operating data ac-
cording to the debugging instruction and the identification
of the controller to be debugged comprised in the debug-
ging instruction. The debugging instruction may be gen-
erated according to external instructions of debugging
personnel or customers, or be automatically generated
according to internal debugging strategies.
[0023] At the S103, debugging data is generated ac-
cording to the first operating data, and the debugging
data is transmitted to the controller to be debugged.
[0024] The debugging personnel start to debug ac-
cording to the received first operating data. In some ex-
amples, debugging may be interface dragging, compila-
tion deployment, etc. Based on debugging by debugging
personnel, the device performing debugging generates
the debugging data and transmits the debugging data to
the controller to be debugged.
[0025] The present disclosure provides in at least one
of examples the remote debugging method, comprising:
receiving the first operating data of a controller; acquiring
the first operating data of a controller to be debugged
according to the debugging instruction, where the debug-
ging instruction comprises the identification of the con-
troller to be debugged; and generating the debugging
data according to the first operating data, and transmit-
ting the debugging data to the controller to be debugged.
According to examples of the present disclosure, the de-
vice performing debugging may acquire real-time infor-
mation of several controllers, such that the debugging
personnel can remotely acquire the information of the
controllers through the device performing debugging to

3 4 



EP 4 354 242 A1

4

5

10

15

20

25

30

35

40

45

50

55

remotely debug the controller, which is more convenient
and faster with reduced costs.
[0026] Figure 2 is a schematic diagram showing a re-
mote debugging system according to at least one of ex-
amples of the present disclosure. The remote debugging
system comprises: a plurality of cloud servers, a plurality
of client sides and a plurality of controllers, where one
cloud server may correspond to one or more client
side(s), each of which manages one or more control-
ler(s).
[0027] In some examples, the controller under the
management of the client side may be a direct digital
control (DDC) controller (known as DDC controller).
When the controller under the management of the client
side is a DDC controller, a DDC system may comprise
central control equipment, field DDC controller, commu-
nication network, and corresponding sensors, actuators,
regulating valves and other components. There are gen-
erally a lot of environmental monitoring equipment and
electromechanical equipment in the interior of buildings.
The equipment belonging to a same kind builds an inte-
grated subsystem, through a DDC controller. In a build-
ing, there are generally many subsystems, such as se-
curity subsystem, air conditioning subsystem, cold and
heat source subsystem, water supply and drainage sub-
system, power transformation and distribution subsys-
tem, lighting subsystem, elevator subsystem and so on.
[0028] The remote debugging method provided in ex-
amples of the present disclosure is illustrated below, by
taking the remote debugging system as shown in Figure
2 as an example.
[0029] Figure 3 is a block diagram showing a remote
debugging method according to at least one of examples
of the present disclosure. As shown in Figure 3, the re-
mote debugging method comprises the following steps
5301-5303.
[0030] At the S301, the first operating data of each con-
troller is received from each client side managing the
controller respectively.
[0031] As shown in Figure 2, the controller may man-
age the monitoring subsystem which is under the control
of the controller, and transmit the first operating data rep-
resenting an operating state of the monitoring subsystem
to the client side, which transmits the first operating data
sent by the controller to the cloud server, thereby realizing
intensive management of the client side. The first oper-
ating data comprises resource usage state data and/or
configuration information of the controller to be de-
bugged. For example, the configuration information may
comprise html, css, js, svg, icon, etc., and the resource
usage state data may comprise real-time data of hard-
ware. In some examples, the cloud server may imple-
ment a two-level storage mechanism. On the one hand,
the binding relationship between the cloud server and
the client side and the controller managed by the client
side would be persisted locally, thereby forming a map-
ping relationship that can be read on demand and can
prevent from loss resulting from power failure. On the

other hand, the cloud server would store this binding re-
lationship in memory to achieve high-speed reading and
high-speed matching.
[0032] In some examples, when the cloud server re-
ceives the first operating data transmitted by the client
side, heartbeat data may be sent to the client side at set
intervals to keep the pipeline alive.
[0033] At the S302, the first operating data of the con-
troller to be debugged is acquired according to the de-
bugging instruction, where the debugging instruction
comprises an identification of the controller to be de-
bugged.
[0034] When the controller requires debugging, the de-
bugging personnel may communicate with the cloud
server through a terminal device, for example, through
the browser of the terminal device, and transmit the de-
bugging instruction for debugging the controller to be de-
bugged to the cloud server, and the cloud server receives
the debugging instruction sent by the debugging person-
nel through the browser of the terminal device. The de-
bugging instruction comprises identification of the con-
troller to be debugged, such as an IP address of the con-
troller to be debugged. In some examples, the terminal
device may be a mobile phone, tablet, computer, etc.
[0035] The cloud server, according to the received de-
bugging instruction and the identification of the controller
to be debugged therein, extracts the first operating data
corresponding to the controller to be debugged. The first
operating data comprises resource usage state data
and/or configuration information of the controller to be
debugged. For example, the configuration information
may comprise html, css, js, svg, icon, etc., and the re-
source usage state data may comprise real-time data of
hardware.
[0036] At the S303, debugging data is generated ac-
cording to the first operating data, and the debugging
data is transmitted to the controller to be debugged.
[0037] The debugging personnel start to debug ac-
cording to the first operating data as received. In some
examples, debugging may be interface dragging, com-
pilation deployment, etc. Based on debugging of debug-
ging personnel, the cloud server generates the debug-
ging data and transmits the debugging data to a target
client side to which the controller to be debugged be-
longs, and the target client side transmits the debugging
data to the controller to be debugged.
[0038] The present disclosure provides in examples
the remote debugging method, comprising: receiving the
first operating data of each controller from each client
side managing the controller respectively; acquiring the
first operating data of a controller to be debugged ac-
cording to the debugging instruction, where the debug-
ging instruction comprises the identification of the con-
troller to be debugged; and generating the debugging
data according to the first operating data, and transmit-
ting the debugging data to the controller to be debugged.
According to examples of the present disclosure, the
cloud server may acquire real-time information of the
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controller managed by several client sides, such that the
debugging personnel can remotely acquire the informa-
tion of the controllers from the cloud server through the
terminal device, to remotely debug the controller, which
is more convenient and faster with reduced costs.
[0039] In some examples, when there are multiple
cloud servers, all cloud servers may be grouped into a
cloud server cluster, and a balancing server is set in the
cloud server cluster. Debugging personnel send the de-
bugging instruction to the balancing server in the cloud
server cluster, which determines a cloud server for
processing the debugging instruction according to load
status of each cloud server in the cluster, and transmits
the debugging instruction to the determined cloud server,
thereby realizing a load balance in the cloud server clus-
ter. For example, if there are three cloud servers and one
balancing server in the cloud server cluster and two of
them are working, the balancing server can distribute the
debugging instruction to the third cloud server.
[0040] In some examples, after receiving the first op-
erating data transmitted by the server, it is judged wheth-
er the first operating data carries the project identification
and the client’s identification; and if the first operating
data does not carry the project identification or the client’s
identification, a filter may be set on the cloud server,
where the filter searches for the project identification or
the client’s identification based on the anti-theft chain
technology in Hyper Text Transfer Protocol (HTTP), and
adds the project identification and/or the identification in-
to the first operating data. For example, the project infor-
mation corresponding to the controller to be debugged
may be "** Park", and the identification of the client side
to which the controller to be debugged belongs may be
an IP address of the client side.
[0041] Figure 4 is a block diagram showing a remote
debugging method according to at least one of examples
of the present disclosure, which is executed by a cloud
server side. As shown in Figure 4, the transmission of
debugging data to a target client side to which a controller
to be debugged belongs comprises the following steps
5401-5402.
[0042] At the S401, a debugging link of the controller
to be debugged is determined according to the identifi-
cation of the controller to be debugged.
[0043] The project identification of the controller to be
debugged and the identification of the client side to which
the controller to be debugged belongs are determined
according to the identification of the controller to be de-
bugged; and the debugging link is generated based on
the identification and the project identification of the con-
troller to be debugged, and the identification of the target
client side to which the controller to be debugged be-
longs. For example, the project information correspond-
ing to the controller to be debugged may be "** Park",
the identification of the client side to which the controller
to be debugged belongs may be an IP address of the
client side, and the identification of the controller to be
debugged may be an IP address of the controller to be

debugged.
[0044] At the S402, the debugging data is transmitted
to the controller to be debugged through the debugging
link.
[0045] Figure 5 is a schematic diagram showing ac-
quirement for debugging data. As shown in Figure 5, an
interceptor is set on the cloud server for judging a de-
bugging type of the debugging instruction, for example,
the debugging type may be a data type or a data-free
type, where the data type may be divided into a normal
data type and a byte stream data type. Based on the
debugging type, a method base required to be called for
the debugging type is acquired, and a data architecture,
for debugging correspondingly, as the debugging data,
is generated. After acquiring the debugging data, the de-
bugging data is transmitted to the target client side
through the debugging link, and further transmitted to the
controller to be debugged, thereby realizing debugging
for the controller to be debugged.
[0046] In some examples, the method base may com-
prise a P method base and a G method base. The method
base automatically identifies whether the debugging type
is the data type or data-free type and a request mode. If
it is a get request, it will enter the G method base, which
has methods calling html, svg, png, etc.; if it is a Post
request, it will enter the P method base, which contains
user-configured methods, time methods, node methods,
language methods, etc.
[0047] According to at least one examples of the
present disclosure, by the method the debugging link of
each controller is determined, such that the cloud server
can accurately and quickly find the target client side, so
as to complete the debugging of the controller.
[0048] Figure 6 is a block diagram showing a remote
debugging method according to at least one of examples
of the present disclosure, which is executed by a cloud
server side. As shown in Figure 6, subsequent to trans-
mitting the debugging data to the target client side to
which the controller to be debugged belongs, the method
further comprises the following steps 5601-5602.
[0049] At the S601, second operating data generated,
by the controller to be debugged, during and/or after a
debugging process, is received from the target client
side.
[0050] The second operating data generated, by the
controller to be debugged, during and/or after the debug-
ging process, is received from the target client side. The
second operating data comprises resource usage state
data and/or configuration information of the controller to
be debugged. For example, the configuration information
may comprise html, css, js, svg, icon, etc., and the re-
source usage state data may comprise real-time data of
hardware.
[0051] After receiving the second operating data trans-
mitted by the server, it is judged whether the second op-
erating data carries the project identification and the cli-
ent’s identification; and if the second operating data does
not carry the project identification or the client’s identifi-
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cation, the project identification or the client’s identifica-
tion may be searched based on the anti-theft chain tech-
nology in HTTP, and added into the first operating data.
[0052] Figure 7 is a schematic diagram showing gen-
eration of a target data architecture. As shown in Figure
7, the received second operating data is collated for re-
moving unnecessary information and retain key informa-
tion, thereby reducing the amount of data transmitted.
The second operating data with unnecessary information
removed is adjusted and cleaned structurally on a hier-
archical structure of authorization code, information ab-
stract, event type and event, and finally converted into a
relatively fixed data structure through filters, adapters
and decorators, to generate the target data architecture.
[0053] At the S602, a debugging log of the controller
to be debugged is generated according to the second
operating data.
[0054] The debugging log of the debugged controller
is generated according to the second operating data
which is transmitted by the client side and generated dur-
ing and/or after the debugging process. The debugging
log may record debugging requesting data, debugging
data and debugging result data.
[0055] According to at least one of examples of the
present disclosure, the cloud server receives the second
operating data generated, by the controller to be de-
bugged, during and/or after the debugging process, and
generates the debugging log, which is beneficial for de-
bugging personnel to monitor information of the de-
bugged controller in real time, and the log recorded in
the cloud server facilitates subsequent reference when
required.
[0056] Continuing to take the debugging structure of
Figure 2 as an example, Figure 8 is a schematic diagram
of a remote debugging method according to at least one
of examples of the present disclosure, which is executed
by a cloud server side. As shown in Figure 8, the remote
debugging method comprises the following steps 5801
to 5810.
[0057] At the 5801, the first operating data of each con-
troller is received from each client side managing the
controller respectively.
[0058] At the 5802, the project identification of the con-
troller to be debugged and the identification of the client
side to which the controller to be debugged belongs are
determined according to the identification of the controller
to be debugged.
[0059] At the S803, the debugging link is generated
based on the identification and the project identification
of the controller to be debugged, and the identification of
the target client side
[0060] The steps 5801-5803 may apply to implemen-
tation models according to examples of the present dis-
closure, which will be not repeated herein.
[0061] At the 5804, the debugging instruction is re-
ceived from the terminal device, where the debugging
instruction comprises the identification of the controller
to be debugged.

[0062] At the 5805, the first operating data of the con-
troller to be debugged is acquired according to the de-
bugging instruction.
[0063] At the 5806, the debugging data is generated
according to the first operating data.
[0064] At the S807, the debugging link of the controller
to be debugged is determined according to the identifi-
cation of the controller to be debugged.
[0065] At the 5808, the debugging data is transmitted
to the controller to be debugged through the debugging
link.
[0066] The steps 5804-5808 may apply to implemen-
tation models according to examples of the present dis-
closure, which will be not repeated herein.
[0067] At the S809, the second operating data gener-
ated, by the controller to be debugged, during and/or after
a debugging process, is received from the target client
side.
[0068] At the S810, the debugging log of the controller
to be debugged is generated according to the second
operating data.
[0069] The steps 5809-5810 may apply to implemen-
tation models according to examples of the present dis-
closure, which will be not repeated herein.
[0070] The present disclosure further provides in ex-
amples the remote debugging method, comprising: re-
ceiving the first operating data of each controller from
each client side managing the controller respectively; ac-
quiring the first operating data of a controller to be de-
bugged according to the debugging instruction, where
the debugging instruction comprises the identification of
the controller to be debugged; and generating the de-
bugging data according to the first operating data, and
transmitting the debugging data to the target client side
to which the controller to be debugged belongs. Accord-
ing to examples of the present disclosure, the cloud serv-
er may acquire real-time information of the controller
managed by several client sides, such that the debugging
personnel can remotely acquire the information of the
controllers from the cloud server through the terminal de-
vice, to remotely debug the controller, which is more con-
venient and faster with reduced costs.
[0071] An executive subject of the remote debugging
method provided by the present disclosure may directly
interact with the controller to be debugged with data
and/or information. If the executive subject is a client side,
data and/or information interaction may be performed
with the controller to be debugged. If the executive sub-
ject is a cloud server, data and/or information interaction
may be performed with the controller to be debugged
through the client side.
[0072] In some examples, subsequent to transmitting
the debugging data to the controller to be debugged, the
method further comprises: receiving the second operat-
ing data generated, by the controller to be debugged,
during and/or after the debugging process; and generat-
ing the debugging log of the controller to be debugged
according to the second operating data.
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[0073] In some examples, transmitting the debugging
data to the controller to be debugged comprises: deter-
mining the debugging link of the controller to be de-
bugged according to the identification of the controller to
be debugged; and transmitting the debugging data to the
controller to be debugged through the debugging link.
[0074] In some examples, subsequent to acquiring the
first operating data of a controller to be debugged, the
remote debugging method further comprises: determin-
ing the project identification of the controller to be de-
bugged and the identification of a client side to which the
controller to be debugged belongs, according to the iden-
tification of the controller to be debugged; and generating
the debugging link based on the identification and the
project identification of the controller to be debugged,
and the identification of a target client side to which the
controller to be debugged belongs.
[0075] In some examples, subsequent to acquiring the
first operating data or the second operating data, the re-
mote debugging method further comprises: judging
whether the first operating data or the second operating
data carries the project identification and the identifica-
tion of the client side; and adding the project identification
and/or the identification into the first operating data or
the second operating data, in response to the determi-
nation that the project identification and/or the identifica-
tion of the client side are/is not carried.
[0076] In some examples, prior to transmitting the de-
bugging data to the controller to be debugged, the remote
debugging method further comprises: acquiring the de-
bugging type of the debugging instruction, acquiring the
method base required to be called for the debugging type
according to the debugging type, and generating the data
architecture, for debugging correspondingly, as the de-
bugging data.
[0077] In some examples, subsequent to acquiring the
first operating data or the second operating data, the re-
mote debugging method further comprises: collating the
first operating data or the second operating data to obtain
key information; and adjusting the key information struc-
turally to generate the target data architecture.
[0078] Continuing to take the debugging structure of
Figure 2 as an example, Figure 9 is a schematic diagram
of a remote debugging method according to at least one
of examples of the present disclosure, which is executed
by a target client side. As shown in Figure 9, the remote
debugging method comprises the following steps S901-
S902.
[0079] At the S901, first operating data of each con-
troller managed by the target client side is transmitted to
a target cloud server.
[0080] The client side transmits the first operating data
of each controller under its management in real time to
the target cloud server. The first operating data compris-
es resource usage state data and/or configuration infor-
mation of the controller to be debugged. For example,
the configuration information may comprise html, css, js,
svg, icon, etc., and the resource usage state data may

comprise real-time data of hardware.
[0081] At the S902, debugging data corresponding to
a controller to be debugged is received from the target
cloud server, and the controller to be debugged is de-
bugged according to the debugging data.
[0082] When debugging personnel debugs the control-
ler to be debugged, the client side receives the debugging
data corresponding to the controller to be debugged from
the target cloud server, and debugs the controller to be
debugged according to the debugging data.
[0083] The present disclosure further provides in ex-
amples another remote debugging method, comprising:
transmitting the first operating data of each controller
managed by the target client side to the target cloud serv-
er; and receiving the debugging data corresponding to
the controller to be debugged from the target cloud serv-
er, and debugging the controller to be debugged accord-
ing to the debugging data. According to examples of the
present disclosure, the cloud server may acquire real-
time information of the controller managed by several
client sides, such that the debugging personnel can re-
motely acquire the information of the controllers from the
cloud server through the terminal device, to remotely de-
bug the controller, which is more convenient and faster
with reduced costs.
[0084] Continuing to take the debugging structure of
Figure 2 as an example, Figure 10 is a schematic diagram
of a remote debugging method according to at least one
of examples of the present disclosure, which is executed
by a target client side. As shown in Figure 10, subsequent
to receiving the debugging data corresponding to the
controller to be debugged from the target cloud server,
the method further comprises the following steps
51001-51004.
[0085] At the S1001, the debugging data is parsed to
generate discrete debugging data.
[0086] Figure 11 is a schematic diagram showing ac-
quirement for second operating data. As shown in Figure
11, the debugging data, received by the client side from
the cloud server, is parsed with a parser and a decipherer,
so as to generate several discrete debugging data, which
may divided into a byte stream/character stream and an
identification set.
[0087] At the S1002, the discrete debugging data is
processed and regrouped to generate the regrouped de-
bugging data.
[0088] The several discrete debugging data is proc-
essed, and then regrouped by a decorator, so as to gen-
erate the regrouped debugging data.
[0089] At the S1003, a debugging type of the re-
grouped debugging data is acquired, an event library re-
quired to be called for the debugging type is acquired
according to the debugging type, and second operating
data of the controller to be debugged is generated.
[0090] The debugging type the regrouped debugging
data corresponds to is acquired. For example, the re-
grouped debugging data may correspond to html, css,
js, svg, icon, etc., or real-time data of hardware. As shown
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in Figure 11, according to the debugging type, the event
library required to be called for the debugging type is
acquired, and initial operating data of the controller to be
debugged is generated through a verifier, a filter, and an
encoder. The initial operating data is split, decorated, en-
crypted and encoded to generate the second operating
data finally. The second operating data comprises re-
source usage state data and/or configuration information
of the controller to be debugged. The cloud server judges
the debugging type, and according to different debugging
types goes to different event libraries, which contains cor-
responding sub-events and an addressing mapping table
preset in advance, and the identification of a target con-
troller can be quickly and efficiently found through the
addressing mapping table. The addressing mapping ta-
ble is made according to the network topology structure
prepared in advance. After the cloud server finds a target
address, the target address is returned back to an initial
result set which has tracing markers of relevant events.
With the tracing marker, an original debugging instruction
could be found in an addresser, forming a closed loop.
In some examples, the addressing mapping table may
be stored in the addresser, which implements a two-level
mechanism, one persistent to disk and the other resident
in memory, to achieve high speed reading and matching.
[0091] At the S1004, the second operating data is
transmitted.
[0092] Subsequent to acquiring the second operating
data, the second operating data generated, by the con-
troller to be debugged, during and/or after the debugging
process is transmitted to the target cloud server through
debugging link.
[0093] According to at least one of examples of the
present disclosure, the client side transmits the second
operating data generated, by the controller to be de-
bugged, during and/or after the debugging process to the
target cloud server, which is beneficial for debugging per-
sonnel to monitor information of the debugged controller
in real time.
[0094] In some examples, subsequent to receiving the
debugging data corresponding to a controller to be de-
bugged, and debugging the controller to be debugged
according to the debugging data, the remote debugging
method further comprises: transmitting the second oper-
ating data generated, by the controller to be debugged,
during and/or after the debugging process.
[0095] In some examples, the operating data of the
controller comprises resource usage state data and/or
configuration information of the controller to be de-
bugged.
[0096] In some examples, subsequent to receiving de-
bugging data corresponding to a controller to be de-
bugged, the remote debugging method further compris-
es: parsing the debugging data to generate discrete de-
bugging data; processing and regrouping the discrete
debugging data to generate regrouped debugging data;
acquiring a debugging type of the regrouped debugging
data, acquiring an event library required to be called for

the debugging type according to the debugging type, and
generating second operating data of the controller to be
debugged; and transmitting the second operating data.
[0097] Figure 12 is a schematic diagram showing a
remote debugging device according to at least one of
examples of the present disclosure. As shown in Figure
12, the remote debugging device 1200 is installed at a
cloud server, comprising: a first receiving module 1201,
a data acquiring module 1202 and a data transmitting
module 1203.
[0098] The first receiving module 1201 is configured
to receive first operating data of a controller.
[0099] The data acquiring module 1202 is configured
to acquire the first operating data of a controller to be
debugged according to a debugging instruction, where
the debugging instruction comprises an identification of
the controller to be debugged.
[0100] The data transmitting module 1203 is config-
ured to generate debugging data according to the first
operating data, and transmit the debugging data to the
controller to be debugged.
[0101] In some examples, the data transmitting mod-
ule 1203 is further configured to receive second operating
data generated, by the controller to be debugged, during
and/or after a debugging process; and generate a de-
bugging log of the controller to be debugged according
to the second operating data.
[0102] In some examples, the operating data of the
controller comprises resource usage state data and/or
configuration information of the controller to be de-
bugged.
[0103] In some examples, the data transmitting mod-
ule 1203 is further configured to determine a debugging
link of the controller to be debugged according to the
identification of the controller to be debugged; and trans-
mit the debugging data to the controller to be debugged
through the debugging link.
[0104] In some examples, the first receiving module
1201 is further configured to determine a project identi-
fication of the controller to be debugged and an identifi-
cation of a client side to which the controller to be de-
bugged belongs, according to the identification of the
controller to be debugged; and generate the debugging
link based on the identification and the project identifica-
tion of the controller to be debugged, and the identifica-
tion of a target client side to which the controller to be
debugged belongs.
[0105] In some examples, the remote debugging de-
vice 1200 further comprises an identification judging
module 1204, configured to judge whether the first oper-
ating data or the second operating data carries the project
identification and the identification of the client side; and
adding the project identification and/or the identification
into the first operating data or the second operating data
in response to the determination that the project identifi-
cation and/or the identification of the client side are/is not
carried.
[0106] In some examples, the data transmitting mod-
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ule 1203 is further configured to acquire a debugging
type of the debugging instruction, acquire a method base
required to be called for the debugging type according
to the debugging type, and generate a data architecture,
for debugging correspondingly, as the debugging data.
[0107] In some examples, the remote debugging de-
vice 1200 further comprises a collating module, config-
ured to collate the first operating data or the second op-
erating data to obtain key information; and to adjust the
key information structurally to generate a target data ar-
chitecture.
[0108] Figure 13 is a schematic diagram showing a
remote debugging device according to at least one of
examples of the present disclosure. As shown in Figure
13, the remote debugging device 1300 is installed at a
client side, comprising a transmitting module 1301 and
a receiving module 1302.
[0109] The transmitting module 1301 is configured to
transmit first operating data of a controller.
[0110] The receiving module 1302 is configured to re-
ceive debugging data corresponding to a controller to be
debugged, and debug the controller to be debugged ac-
cording to the debugging data.
[0111] In some examples, the receiving module 1302
is further configured to transmit second operating data
generated, by the controller to be debugged, during
and/or after a debugging process.
[0112] In some examples, the operating data of the
controller comprises resource usage state data and/or
configuration information of the controller to be de-
bugged.
[0113] In some examples, the receiving module 1302
is further configured to parse the debugging data to gen-
erate discrete debugging data; process and regroup the
discrete debugging data to generate regrouped debug-
ging data; acquire a debugging type of the regrouped
debugging data, acquire an event library required to be
called for the debugging type according to the debugging
type, and generate second operating data of the control-
ler to be debugged; and transmit the second operating
data.
[0114] To achieve the above examples, the present
disclosure further provides in examples an electronic de-
vice 1400. As shown in Figure 14, the electronic device
1400 comprises: a processor 1401; and a memory 1402,
communicated to the processor, where the memory 1402
has stored therein executable instructions that, when ex-
ecuted by the processor 1401, achieve a remote debug-
ging method according to the above examples.
[0115] To achieve the above examples, the present
disclosure further provides in examples a non-transitory
computer-readable storage medium having stored there-
in computer executable instructions that, when executed
by a computer, achieves a remote debugging method
according to the above examples.
[0116] To achieve the above examples, the present
disclosure further provides in examples a computer pro-
gram product, comprising a computer program that,

when executed by a processor, achieves a remote de-
bugging method according to the above examples.
[0117] To achieve the above examples, the present
disclosure further provides in examples a computer pro-
gram, comprising a computer program code that, when
executed by a computer, implements a remote debug-
ging method according to the above examples.
[0118] It should be noted that the interpretation for a
remote debugging method according to the above exam-
ples applies in a remote debugging device, an electronic
device, a non-transitory computer-readable storage me-
dium, a computer program product and a computer pro-
gram according to the above examples, which will not be
repeated herein.
[0119] In the specification, it should be understood
that, the terms indicating orientation or position relation-
ship such as "central", "longitudinal", "lateral", "width",
"thickness", "above", "below", "front", "rear", "right", "left",
"vertical", "horizontal", "top", "bottom", "inner", "outer",
"clockwise", "counter-clockwise", "axial", "radial", "cir-
cumferential" should be construed to refer to the orien-
tation or position relationship as then described or as
shown in the drawings. These terms are merely for con-
venience and concision of description and do not alone
indicate or imply that the device or element referred to
must have a particular orientation or must be configured
or operated in a particular orientation. Thus, it cannot be
understood to limit the present disclosure.
[0120] In addition, terms such as "first" and "second"
are used herein for purposes of description and are not
intended to indicate or imply relative importance or sig-
nificance or impliedly indicate quantity of the technical
feature referred to. Thus, the feature defined with "first"
and "second" may comprise one or more this feature. In
the description of the present disclosure, "a plurality of"
means two or more than two this features, unless spec-
ified otherwise.
[0121] Reference throughout this specification to "an
embodiment," "some embodiments," "an example," "a
specific example," or "some examples," means that a
particular feature, structure, material, or characteristic
described in connection with the embodiment or example
is comprised in at least one embodiment or example of
the present disclosure. Thus, the appearances of the
phrases such as "in some embodiments," "in one em-
bodiment", "in an embodiment", "in another example," "in
an example," "in a specific example," or "in some exam-
ples," in various places throughout this specification are
not necessarily referring to the same embodiment or ex-
ample of the present disclosure. Furthermore, the par-
ticular features, structures, materials, or characteristics
may be combined in any suitable manner in one or more
embodiments or examples. Besides, any different em-
bodiments and examples and any different characteris-
tics of embodiments and examples may be combined by
those skilled in the art without contradiction.
[0122] Although explanatory embodiments have been
shown and described, it would be appreciated by those
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skilled in the art that the above embodiments cannot be
construed to limit the present disclosure, and changes,
alternatives, and modifications can be made in the em-
bodiments in the scope of the present disclosure.

Claims

1. A method for remote debugging, for a cloud server
side, comprising:

receiving a first operating data of a controller;
acquiring the first operating data of a controller
to be debugged according to a debugging in-
struction, wherein the debugging instruction
comprises an identification of the controller to
be debugged; and
generating a debugging data according to the
first operating data, and transmitting the debug-
ging data to the controller to be debugged.

2. The method according to claim 1, wherein subse-
quent to transmitting the debugging data to the con-
troller to be debugged, the method further compris-
es:

receiving a second operating data generated,
by the controller to be debugged, during and/or
after a debugging process; and
generating a debugging log of the controller to
be debugged according to the second operating
data.

3. The method according to claim 1 or 2, wherein the
operating data of the controller comprises a resource
usage state data of the controller to be debugged
and/or a configuration information of the controller
to be debugged.

4. The method according to any one of claims 1 to 3,
wherein transmitting the debugging data to the con-
troller to be debugged, comprises:

determining a debugging link of the controller to
be debugged according to the identification of
the controller to be debugged; and
transmitting the debugging data to the controller
to be debugged through the debugging link.

5. The method according to any one of claims 1 to 4,
wherein subsequent to acquiring the first operating
data of a controller to be debugged, the method fur-
ther comprises:

determining a project identification of the con-
troller to be debugged and an identification of a
client side, according to the identification of the
controller to be debugged; and

generating the debugging link based on the
identification of the controller to be debugged,
the project identification of the controller to be
debugged, and the identification of the target cli-
ent side.

6. The method according to any one of claims 2 to 5,
wherein subsequent to acquiring the first operating
data or the second operating data, the method fur-
ther comprises:

judging whether the first operating data or the
second operating data carries the project iden-
tification and the identification of the client side;
and
adding the project identification and/or the iden-
tification of the client side into the first operating
data or the second operating data in response
to the determination that the project identifica-
tion and/or the identification of the client side
are/is not carried.

7. The method according to any one of claims 1 to 6,
wherein prior to transmitting the debugging data to
the controller to be debugged, the method further
comprises:
acquiring a debugging type of the debugging instruc-
tion, acquiring a method base required to be called
for the debugging type according to the debugging
type, and generating a data architecture correspond-
ing for debugging as the debugging data.

8. The method according to any one of claims 2 to 7,
wherein subsequent to acquiring the first operating
data or the second operating data, the method fur-
ther comprises:

collating the first operating data or the second
operating data to obtain a key information; and
adjusting the key information structurally to gen-
erate a target data architecture.

9. A method for remote debugging, for a client side,
comprising:

transmitting a first operating data of a controller;
and
receiving a debugging data corresponding to a
controller to be debugged, and debugging the
controller to be debugged according to the de-
bugging data.

10. The method according to claim 9, wherein subse-
quent to receiving a debugging data corresponding
to a controller to be debugged, and debugging the
controller to be debugged according to the debug-
ging data, the method further comprises:
transmitting a second operating data generated, by
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the controller to be debugged, during and/or after a
debugging process.

11. The method according to claim 9 or 10, wherein the
operating data of the controller comprises a resource
usage state data and/or a configuration information
of the controller to be debugged.

12. The method according to any one of claims 9 to 11,
wherein subsequent to receiving a debugging data
corresponding to a controller to be debugged, the
method further comprises:

parsing the debugging data to generate a dis-
crete debugging data;
processing and regrouping the discrete debug-
ging data to generate a regrouped debugging
data;
acquiring a debugging type of the regrouped de-
bugging data, acquiring an event library required
to be called for the debugging type according to
the debugging type, and generating a second
operating data of the controller to be debugged;
and
transmitting the second operating data.

13. A remote debugging device, for a cloud server side,
comprising:

a first receiving module, configured to receive a
first operating data of a controller;
a data acquiring module, configured to acquire
the first operating data of a controller to be de-
bugged according to a debugging instruction,
wherein the debugging instruction comprises an
identification of the controller to be debugged;
and
a data transmitting module, configured to gen-
erate a debugging data according to the first op-
erating data, and transmit the debugging data
to the controller to be debugged.

14. A remote debugging device, for a client side, com-
prising:

a transmitting module, configured to transmit a
first operating data of a controller; and
a receiving module, configured to receive a de-
bugging data corresponding to a controller to be
debugged, and debug the controller to be de-
bugged according to the debugging data.

15. An electronic device, comprising:

at least a processor; and
a memory, communicated to said at least one
processor,
wherein the memory has stored therein an ex-

ecutable instruction that, when executed by said
at least one processor, achieve a remote debug-
ging method according to any one of claims 1
to 8 or 9 to 12.

16. A non-transitory computer-readable storage medi-
um having stored therein a computer executable in-
struction that, when executed by a computer,
achieves a remote debugging method according to
any one of claims 1 to 8 or 9 to 12.

17. A computer program product, comprising a compu-
ter program that, when executed by a processor,
achieves a remote debugging method according to
any one of claims 1 to 8 or 9 to 12.

18. A computer program, comprising a computer pro-
gram code that, when executed by a computer, im-
plements a remote debugging method according to
any one of claims 1 to 8 or 9 to 12.

19 20 



EP 4 354 242 A1

12



EP 4 354 242 A1

13



EP 4 354 242 A1

14



EP 4 354 242 A1

15



EP 4 354 242 A1

16



EP 4 354 242 A1

17

5

10

15

20

25

30

35

40

45

50

55



EP 4 354 242 A1

18

5

10

15

20

25

30

35

40

45

50

55



EP 4 354 242 A1

19

5

10

15

20

25

30

35

40

45

50

55



EP 4 354 242 A1

20

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

• CN 202111283676 [0001]


	bibliography
	abstract
	description
	claims
	drawings
	search report
	cited references

