
Processed by Luminess, 75001 PARIS (FR)

(19)
EP

4 
37

5 
78

0
A

1
*EP004375780A1*

(11) EP 4 375 780 A1
(12) EUROPEAN PATENT APPLICATION

(43) Date of publication: 
29.05.2024 Bulletin 2024/22

(21) Application number: 22209815.4

(22) Date of filing: 28.11.2022

(51) International Patent Classification (IPC):
G05B 23/02 (2006.01)

(52) Cooperative Patent Classification (CPC): 
G05B 23/0248 

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC ME MK MT NL 
NO PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA
Designated Validation States: 
KH MA MD TN

(71) Applicant: Siemens Aktiengesellschaft
80333 München (DE)

(72) Inventor: Zeller, Marc
81243 München (DE)

(74) Representative: Siemens Patent Attorneys
Postfach 22 16 34
80506 München (DE)

(54) COMPUTER-IMPLEMENTED METHOD AND COMPUTER PROGRAM PRODUCT FOR SAFETY 
ANALYSIS IN A TECHNICAL SYSTEM AND APPARATUS

(57) A computer-implemented method for safety
analysis is proposed which comprises the steps:
a) providing a controller model and a controlled process
model, each including control states including a failure
state causing one hazard,
b) applying guidewords to commands for providing first
further control states and obtaining an extended control-
ler model, each first further control state being a possible
unsafe control action,
c) applying a first simulation to each possible unsafe con-
trol action for identifying unsafe control actions,
d) applying the guidewords to feedback information for
providing second further control states and obtaining an
extended controlled process model, each second further
control state being a possible causal scenario,
e) applying a second simulation to each possible causal
scenario for identifying causal scenarios, and
f) deriving redefined safety constraints using the identi-
fied causal scenarios.
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Description

[0001] Independent of the grammatical term usage, in-
dividuals with male, female or other gender identities are
included within the term.
[0002] The present invention relates to a computer-
implemented method, a computer program product and
an apparatus for safety analysis in a technical system.
[0003] Apart from the traditional safety analysis tech-
niques such as Failure Mode and Effects Analysis and
Fault Tree Analysis, Systems-Theoretic Process Analy-
sis (STPA) has been proposed in recent time to better
cope with complex software-intensive systems in order
to increase the safety of a technical system. First case
studies showed that STPA is an effective approach to
software safety requirements which is important for up-
coming autonomous systems.
[0004] However, STPA is a time-intensive methodolo-
gy, especially for engineers with little or no prior experi-
ence in the STPA. Moreover, the STPA must be conduct-
ed continuously throughout the product development
each time the system design is modified in order to as-
sess the technical system in terms of functional safety
and ensure that the safety requirements and the system
design are consistent. To meet these challenges and at
the same time increase the safety of technical systems,
it is known from the state of the art to combine the STPA
with other techniques.
[0005] In [1] and [2], the STPA is combined with Model
Based System Engineering (MBSE). Further, in [3], the
results of a STPA are verified using a Systems Modeling
Language.
[0006] Hence, the support of engineers to carry out
STPA are key to introduce the method in a broader scope
and to provide benefit for the safety analysis of complex
software-intensive systems.
[0007] It is one object of the present invention to im-
prove the failure safety of a technical system.
[0008] According to a first aspect, a computer-imple-
mented method for safety analysis in a technical system
including a controller and a controlled process controlled
by commands from the controller is proposed. The meth-
od comprising:

a) providing a controller model and a controlled proc-
ess model, wherein each of the controller model and
the controlled process model includes N control
states including at least a failure state causing at
least one hazard which can occur in the technical
system, with N ≥ 1,
b) applying specific guidewords to the commands
associated to the at least one failure state for pro-
viding a first set of further control states and extend-
ing the provided controller model by adding the first
set of further control states for obtaining an extended
controller model, wherein each further control state
of the first set is a possible unsafe control action,
c) applying a first simulation to each possible unsafe

control action based on the extended controller mod-
el and the controlled process model for identifying a
set of unsafe control actions,
d) applying the specific guidewords to feedback in-
formation being provided from the controlled process
model to the controller model and associated to the
at least one failure state for providing a second set
of further control states and extending the provided
controlled process model by adding the second set
of further control states for obtaining an extended
controlled process model, wherein each further con-
trol state of the second set is a possible causal sce-
nario,
e) applying a second simulation to each possible
causal scenario based on the extended controller
model and the extended controlled process model
for identifying a set of causal scenarios, wherein
each causal scenario of the set of causal scenarios
corresponds to a certain one of the feedback infor-
mation causing the at least one hazard, wherein
each of the unsafe control actions of the identified
set results from a corresponding causal scenario of
the identified set of causal scenarios, and
f) deriving redefined safety constraints using the
identified set of causal scenarios.

[0009] According to the first aspect, the failure safety
and the reliability of the technical system are improved
by an automatically performed safety analysis of the tech-
nical system.
[0010] With the above-described computer-imple-
mented method, it is possible, by a linking the STPA as
a model-based engineering approach with the first and
second simulation for automating the STPA, to automat-
ically identify all unsafe control actions and causal sce-
narios which lead to undesired hazards and accidents in
an existing technical system and/or in the process of de-
velopment of a technical system.
[0011] This advantageously increases the failure safe-
ty and reliability of the individual technical components
of the technical system as well as the technical system
as a whole while reducing the effort, such as the reducing
of computational and human resources, for performing
such an automatic identification according to the compu-
ter-implemented method according to the first aspect. In
detail, no operator with a high level of technical knowl-
edge is required since the above-described computer-
implemented method is carried out fully automatically,
thus eliminating the need for operator intervention or con-
trol due to the automation, which in turn saves the above-
mentioned resources. Further, since the computer-im-
plemented method according to the first aspect is carried
out fully automatically, the development of a technical
system or a technical safety system is speeded up.
[0012] A further advantage of the above-described
computer-implemented method is that it makes it possi-
ble to seamlessly embed the STPA and a MBSE into a
development process of a technical system by using the
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controller model and the controlled process model,
whereby avoiding inconsistencies between the individual
technical components of the technical system during the
development process of the technical system.
[0013] In addition, a further advantage of the above-
described computer-implemented method is that it can
be executed automatically in a Continuous Integra-
tion/Continuous Deployment-pipeline (CI/CD-pipeline),
thus improving the providing and developing of software
safety requirements and safety software itself.
[0014] A computer-implemented method is a method
which involves the use of a computer, a computer net-
work or other programmable apparatus, where one or
more features are realized wholly or partly by means of
a computer program.
[0015] The term "safety analysis" is understood to
mean, in particular, that potential safety risks in a tech-
nical system are reliably identified and analyzed to the
extent that they can no longer occur or can only occur to
a limited (tolerable) extent.
[0016] Examples for a technical system are a train door
system for controlling the door of a train, a chemical re-
actor system for controlling components of the chemical
reactor such as a valve, an adaptive cruise control system
of a vehicle for controlling the motion of the vehicle by
controlling its brakes and/or its motor and/or an aircraft
control system for controlling individual control compo-
nents of the aircraft.
[0017] Examples for a controller and a controlled proc-
ess are dependent on the type of the technical system.
In particular, if the technical system is a train door system,
the controller is a train door controller and an exemplary
controlled process is the controlling of closing and open-
ing of the controlled object, e.g. the train door.
[0018] Preferably, the controller model is a represen-
tation of the physical controller of the technical system,
wherein the controlled process model is a representation
of the physical controlled process including at least an
actuator, a sensor and the controlled object of the tech-
nical system.
[0019] A control state and/or a further control state can
be a (motion) state of the controlled object, a command
or an instruction of the controller, a resting state of the
controlled object, a feature with respect to the controlled
object such as a door obstruction in the controlled object
if the controlled object is a door, a delay of a command
or an instruction of the controller and/or a feedback in-
formation by the controlled process.
[0020] In particular, a failure state can be a command,
an instruction and/or a state in the technical system which
causes the at least one hazard.
[0021] A hazard is a risk or a danger in a technical
system which may lead to injuries or deaths of human
beings or damage the environment. An example of a haz-
ard is that a train door closes while a person is still stand-
ing in the doorway. Independent of the grammatical term
usage, individuals with male, female or other gender
identities are included within the term.

[0022] Examples for a command from the controller
are: "Open-Door-Command", "Stop-Opening-Door-
Command", "Close-Door-Command" and/or "Stop-Clos-
ing-Door-Command".
[0023] According to an embodiment, the method in-
cludes, prior to step a), the method steps:

defining a technical system including a controller and
a controlled process controlled by commands from
the controller,
deriving, from the defined technical system, at least
one hazard which can occur in the technical system
and which can lead to at least one accident, and
providing the defined technical system.

[0024] The defining of the technical system can further
comprise a defining of constraints of the technical sys-
tem, the system context and/or further system compo-
nents.
[0025] An accident in a technical system can damage
the environment or can lead to injuries or deaths of hu-
man beings. An example of an accident is an injury of a
person because the person stands in the doorway while
a door closes. In particular, the at least one hazard is a
state which is only one step removed from the accident.
[0026] Preferably, the defined technical system can be
represented as a control structure diagram in which the
interactions of the controller, the controlled process in-
cluding the controlled object, the commands from the
controller and the feedback information from the control-
led process are described.
[0027] Preferably, the term "possible unsafe control
action" means that a certain unsafe control action can
be, in dependence on the applying according to step c),
an unsafe control action or not. For example, an unsafe
control action is a command from the controller, which
was not, too early or too late transmitted to the controlled
process. Specifically, the set of unsafe control actions
are erroneous control actions which are leading to the at
least one hazard.
[0028] The first simulation and the second simulation
can be implemented as a software, for example, as a
computer program, as a routine or a executable object.
In particular, the first and the second simulation are func-
tional simulations.
[0029] An example of feedback information is the po-
sition of the controlled object, for example, the door po-
sition and/or whether there is a door obstruction in the
door present. In particular, feedback information is a con-
trol feedback failure information of information, instruc-
tions or commands from the controlled process to the
controller. For example, feedback information can be a
instruction or a command from the controlled process,
which was not, too early or too late transmitted to the
controller.
[0030] Preferably, a causal scenario is the real or ac-
tual cause why the at least one hazard is occurred. Pref-
erably, the term "possible causal scenario" means that
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the causal scenario can be, in dependence on the apply-
ing according to step e), a causal scenario or not.
[0031] According to a further embodiment, the deriving
of step f) includes:
deriving redefined safety constraints using the identified
set of causal scenarios by negating the causal scenarios
out of the identified set of causal scenarios.
[0032] For example, a causal scenario is formed as
the information "door obstruction information is not pro-
vided by the door to the controller" or "door obstruction
information is provided too late by the door to the con-
troller". A negating of these both causal scenarios and
thus a respective redefined safety constraint can be
formed as the information "door controller must detect if
door obstruction information is not provided by the door"
or "door controller must detect if door obstruction infor-
mation is provided too late by the door". In particular, the
negating of the feature "not provided" to the feature "must
detect if (...) not provided" is a sentence negation.
[0033] Moreover, the commands of the controller mod-
el are transmitted to the controlled process model. Fur-
ther, the commands of the controller are transmitted to
the controlled process. In particular, the feedback infor-
mation is also provided or not provided from the control-
led process to the controller.
[0034] According to a further embodiment, step c) fur-
ther includes:
deriving safety constraints using the identified set of un-
safe control actions.
[0035] This embodiment has the advantage that incon-
sistencies are avoided by automatically deriving a set of
safety constraints and a set of redefined safety con-
straints from the defined technical system at any stage
of the system design, whereby system design and (re-
defined) safety constraints are always consistent and up-
dated to each other.
[0036] According to a further embodiment, the deriving
of step c) includes:
deriving safety constraints using the identified set of un-
safe control actions by negating the unsafe control ac-
tions out of the identified set of unsafe control actions.
[0037] For example, an unsafe control action is formed
as a further control state of the first set of further control
states such as "Stop-Closing-Door-Command not pro-
vided while a person is standing in the doorway" or "Stop-
Closing-Door-Command provided too late while a person
is standing in the doorway". A negating of these both
unsafe control actions and thus a respective safety con-
straint can be formed as the information "Stop-Closing-
Door-Command must be provided while a person is
standing in the doorway" or "Stop-Closing-Door-Com-
mand must not be provided too late while a person is
standing in the doorway". In particular, the negating of
the feature "not provided" to the feature "must be provid-
ed" is a sentence negation.
[0038] Specifically, the safety constraints are derived
in that manner so that the identified unsafe control actions
no longer occur, whereas the redefined safety constraints

are derived in that manner so that the identified causal
scenarios and the resulting at least one derived hazard
no longer occur.
[0039] According to a further embodiment, the method
further comprises:
g) executing the steps b) to f) again if it is detected that
at least one of the N control states of the controller model
and/or the controlled process model has been modified
or redefined for automatically updating the identified set
of unsafe control actions, the derived safety constraints,
the identified set of causal scenarios and/or the derived
refined safety constraints.
[0040] This embodiment has the technical effect that
at any time, the technical system models, e.g. the con-
troller model and/or the controlled process model, have
been changed, the method steps b) to f) can be executed
again. Also, this advantageously increases the failure
safety and reliability of the individual technical compo-
nents of the technical system as well as the technical
system as a whole since the technical system and its
models are always up to date.
[0041] According to a further embodiment, the specific
guidewords include Systems-Theoretic Process Analy-
sis guidewords and/or hazard and operability guide-
words, wherein the Systems-Theoretic Process Analysis
guidewords include the guidewords provided, not provid-
ed, provided too early, provided too late, stopped to soon
and/or applied to long.
[0042] Examples for hazard and operability guide-
words are: no or not, other than, more, early, less, late,
before, part of and/or after.
[0043] According to a further embodiment, step c) fur-
ther includes:
removing all control states of the first set of further control
states added during step b) to the provided controller
model which do not lead to a respective unsafe control
action out of the identified set of unsafe control actions
from the extended controller model.
[0044] Thus, the superfluous further control states
which do not lead to a respective unsafe control action
are removed from the extended controller model, which
makes it clearer and smaller in terms of file size, thus
saving storage space. This results in a reduced extended
controller model, which only consists of the control states
N of the controller model and the added further control
states of the first set of further control states which have
led to a respective unsafe control action.
[0045] According to a further embodiment, the control-
led process includes an actuator, a sensor and a control-
led object, wherein the actuator receives the commands
from the controller for controlling the controlled object
based on the received commands, the controlled object
performs a task based on the commands and the sensor
receives signals from the controlled object indicating a
result of the performed task and feedbacks the result to
the controller.
[0046] In particular, an actuator is a component of a
machine that is responsible for moving and controlling a
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mechanism or system, for example, by opening a valve
or by controlling the motion of a train door.
[0047] Preferably, an example for a sensor is a train
door sensor for detecting if a train door is closed or open.
[0048] Specifically, the controlled object is a physical
object such as a train door or a valve.
[0049] For example, a task is "close the train door" or
"open the train door". A feedback can be information that
indicates whether the train door is then actually closed
or open.
[0050] According to a further embodiment, the control-
ler model and the controlled process model are repre-
sented as a respective state machine, in particular as a
finite state machine, wherein the state machine of the
controller model as well as the state machine of the con-
trolled process model describe a behavior of a controlled
object model which describes the controlled object,
wherein the state machine of the controller model in-
cludes a first state, a first state transition, a second state
and a second state transition of the controlled object mod-
el, wherein the state machine of the controlled process
model includes also the first state transition and the sec-
ond state transition, wherein the at least one failure state
corresponds at least to the second state transition.
[0051] Preferably, a behavior is a control behavior of
the controlled object, i.e. which commands the controlled
object receives from the controller and which tasks the
controlled process including the controlled object per-
forms in response.
[0052] The extended controller model and/or the ex-
tended controlled process model can also be represent-
ed as a respective state machine, in particular as a finite
state machine.
[0053] In particular, the controller model, the extended
controller model, the controlled process model and/or the
extended controlled process model can also be repre-
sented as a differential equation.
[0054] According to a further embodiment, the state
machine of the controller model includes a first transition
from the first state via the first state transition in depend-
ence on a certain one of the commands of the controller
model to the second state and a second transition from
the second state via the second state transition in de-
pendence on a further certain one of the commands of
the controller model back to the first state.
[0055] According to a further embodiment, the adding
according to step b) further includes:
directly or indirectly connecting the added first set of fur-
ther control states, assigned to the at least one failure
state, to the at least one failure state of the controller
model, wherein a respective possible unsafe control ac-
tion is formed as a state or a state transition of at least
one of the commands of the controller model.
[0056] According to a further embodiment, the apply-
ing according to step d) further includes:
determining, by applying the first simulation, for each
possible unsafe control action, whether a respective pos-
sible unsafe control action leads to the at least one failure

state, wherein, if the respective possible unsafe control
action leads to the at least one failure state, the respective
possible unsafe control action is designated as an unsafe
control action for identifying the set of unsafe control ac-
tions.
[0057] According to a further embodiment, the adding
according to step d) further includes:
directly or indirectly connecting the added second set of
further control states, assigned to the at least one failure
state, to the at least one failure state of the controlled
process model.
[0058] According to a further embodiment, the apply-
ing according to step e) further includes:
determining, by applying the second simulation, for each
possible causal scenario, whether a respective possible
causal scenario leads to the at least one hazard, wherein,
if the respective possible causal scenario leads to the at
least one hazard, the respective possible causal scenario
is designated as a causal scenario for identifying the set
of causal scenarios.
[0059] According to a further embodiment, at least the
steps b) to f) are performed during a Systems-Theoretic
Process Analysis.
[0060] Preferably, a Systems-Theoretic Process Anal-
ysis (STPA) is a hazard or safety analysis method for
analyzing technical systems. Human beings with their
actions can be considered in the analysis as well as pro-
grammable units. Furthermore, STPA is designed as a
top-down method and is therefore particularly suitable
for the use during development.
[0061] Any embodiment of the first aspect may be com-
bined with any embodiment of the first aspect to obtain
another embodiment of the first aspect.
[0062] According to a second aspect, a computer pro-
gram product is proposed which comprises a program
code for executing the computer-implemented method
according to the first aspect or an embodiment of the first
aspect when run on at least one computer.
[0063] A computer program product, such as a com-
puter program means, may be embodied as a memory
card, USB stick, CD-ROM, DVD or as a file which may
be downloaded from a server in a network. For example,
such a file may be provided by transferring the file com-
prising the computer program product from a wireless
communication network.
[0064] According to a third aspect, an apparatus for
safety analysis in a technical system including a control-
ler and a controlled process controlled by commands
from the controller is proposed. The apparatus compris-
ing:

a provision unit for providing a controller model and
a controlled process model, wherein each of the con-
troller model and the controlled process model in-
cludes N control states including at least a failure
state causing at least one hazard which can occur
in the technical system, with N ≥ 1,
a first application unit for applying specific guide-
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words to the commands associated to the at least
one failure state for providing a first set of further
control states and for extending the provided con-
troller model by adding the first set of further control
states for obtaining an extended controller model,
wherein each further control state of the first set is a
possible unsafe control action,
a second application unit for applying a first simula-
tion to each possible unsafe control action based on
the extended controller model and the controlled
process model for identifying a set of unsafe control
actions,
a third application unit for applying the specific guide-
words to feedback information being provided from
the controlled process model to the controller model
and associated to the at least one failure state for
providing a second set of further control states and
for extending the provided controlled process model
by adding the second set of further control states for
obtaining an extended controlled process model,
wherein each further control state of the second set
is a possible causal scenario,
a fourth application unit for applying a second sim-
ulation to each possible causal scenario based on
the extended controller model and the extended con-
trolled process model for identifying a set of causal
scenarios, wherein each of the set of causal scenar-
ios corresponds to a certain one of the feedback in-
formation causing the at least one hazard, wherein
each of the unsafe control actions of the identified
set results from a corresponding causal scenario of
the identified set of causal scenarios, and
a derivation unit for deriving redefined safety con-
straints using the identified set of causal scenarios.

[0065] According to an embodiment of the apparatus,
the second application unit comprises:
a further derivation unit for deriving safety constraints
using the identified set of unsafe control actions.
[0066] According to a further embodiment of the appa-
ratus, the apparatus further comprises:

a detection unit for detecting whether at least one of
the N control states of the controller model and/or
the controlled process model has been modified or
redefined, and
an update unit for automatically executing the first
application unit, the second application unit, the third
application unit, the fourth application unit, the deri-
vation unit and/or the further derivation unit again, if
it is detected by the detection unit that at least one
of the N control states of the controller model and/or
the controlled process model has been modified or
redefined, for automatically updating the identified
set of unsafe control actions, the derived safety con-
straints, the identified set of causal scenarios and/or
the derived refined safety constraints.

[0067] The technical effects and advantages de-
scribed for the computer-implemented method according
to the first aspect apply equally to the apparatus accord-
ing to the third aspect.
[0068] The embodiments and features described with
reference the computer-implemented method according
to the first aspect apply mutatis mutandis to the apparatus
according to the third aspect.
[0069] Preferably, the apparatus is a control unit or part
of a control unit for executing the method steps of the
above-described computer-implemented method ac-
cording to the first aspect or embodiments of the first
aspect.
[0070] The respective unit, e.g. the provision unit, the
first application unit, the derivation unit or the control unit,
may be implemented in hardware and/or in software. If
said unit is implemented in hardware, it may be embodied
as a device, e.g. as a computer or as a processor or as
a part of a system, e.g. a computer system. If said unit
is implemented in software it may be embodied as a com-
puter program product, as a function, as a routine, as a
program code or as an executable object.
[0071] Further possible implementations or alternative
solutions of the invention also encompass combinations
- that are not explicitly mentioned herein - of features
described above or below with regard to the embodi-
ments. The person skilled in the art may also add indi-
vidual or isolated aspects and features to the most basic
form of the invention.
[0072] Further embodiments, features and advantag-
es of the present invention will become apparent from
the subsequent description and dependent claims, taken
in conjunction with the accompanying drawings, in which:

Fig. 1 shows a computer-implemented meth-
od for safety analysis in a technical sys-
tem;

Figs. 2A - 2E show embodiments of method steps of
the computer-implemented method ac-
cording to Fig. 1 based on a train door
system; and

Fig. 3 shows an apparatus for safety analysis
in a technical system.

[0073] In the Figures, like reference numerals desig-
nate like or functionally equivalent elements, unless oth-
erwise indicated.
[0074] Fig. 1 shows a computer-implemented method
for safety analysis in a technical system 10 (see also Fig.
2A) including a controller 20 (see Fig. 2A) and a controlled
process 24 (see Fig. 2A) controlled by commands COM
(see Fig. 2A) from the controller 20. The computer-im-
plemented method comprises the method steps S13 to
S18. In the embodiment in Fig. 1, the computer-imple-
mented method further comprises the method steps S10
to S12 and S19.
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[0075] In method step S10, the above-described tech-
nical system 10 is defined and output.
[0076] Further, in method step S11, from the defined
technical system 10, at least one hazard HAZ (see also
Fig. 2D or 2E) which can occur in the technical system
10 and which can lead to at least one accident ACC is
derived. As shown in Fig. 1, the at least one derived haz-
ard HAZ and the at least one accident ACC are the output
of method step S11.
[0077] Moreover, in method step S12, the defined tech-
nical system 10 is transferred into a specific representa-
tion, in particular a control structure diagram 11 (see also
Fig. 2A), which is the output of method step S12.
[0078] Next, in method step S13, a controller model
20a (see Fig. 2B) and a controlled process model 24a
(see Fig. 2D) are provided. Each of the controller model
20a and the controlled process model 24a includes N
control states including at least a failure state causing at
least one hazard HAZ which can occur in the technical
system 10, with N ≥ 1. In Fig. 1 and the following Figs.
2A - 2E, the controller model 20a and a controlled process
model 24a are represented as a state machine, in par-
ticular as a finite state machine. Thus, the output of meth-
od step S13 in Fig. 1 is a state machine 12 (see also Fig.
2B) of the controller model 20a as well as a state machine
13 (see also Fig. 2D) of the controlled process model 24a.
[0079] Then, in method step S14, specific guidewords
are applied to the commands COM associated to the at
least one failure state for providing a first set of further
control states and the provided controller model 20a is
extended by adding the first set of further control states
for obtaining, as an output of method step S14, an ex-
tended controller model 20b (see also Fig. 2C). Each
further control state of the first set is a possible unsafe
control action pUCA. Thus, the possible unsafe control
actions pUCA are a further output of method step S14.
[0080] After that, in method step S15, a first simulation
SIM1 is applied to each possible unsafe control action
pUCA based on the defined technical system 10, the de-
rived at least one hazard HAZ, the control structure dia-
gram 11, the state machine 12 of the controller model
20a, the state machine 13 of the controlled process model
24a, the extended controller model 20b and the control-
led process model 20a for identifying, as an output of
method step S15, a set of unsafe control actions UCA.
[0081] Also, in method step S15, safety constraints SC
are derived using the identified set of unsafe control ac-
tions UCA.
[0082] Furthermore, in method step S16, the specific
guidewords are applied to feedback information FI (see
Fig. 2A) being provided from the controlled process mod-
el 24a to the controller model 20a and associated to the
at least one failure state for providing a second set of
further control states and the provided controlled process
model 24a is extended by adding the second set of further
control states for obtaining an extended controlled proc-
ess model 24b (see also Fig. 2E). Each further control
state of the second set is a possible causal scenario pCS.

Thus, the possible causal scenarios pCS are an output
of method step S16.
[0083] In the next method step S17, a second simula-
tion SIM2 is applied to each possible causal scenario
pCS based on the defined technical system 10, the ex-
tended controller model 20b and the extended controlled
process model 24b for identifying, as an output of method
step S17, a set of causal scenarios CS.
[0084] In the embodiment of Fig. 1, each causal sce-
nario of the set of causal scenarios CS corresponds to a
certain one of the feedback information FI causing the at
least one hazard HAZ. In addition, each of the unsafe
control actions UCA of the identified set results from a
corresponding causal scenario of the identified set of
causal scenarios CS.
[0085] Moreover, in method step S18, redefined safety
constraints RSC are derived using the identified set of
causal scenarios CS.
[0086] At least, in method step S19, the method steps
S14 - S18 are executed again if it is detected that at least
one of the N control states of the controller model 20a
and/or the controlled process model 24a has been mod-
ified or redefined for automatically updating the identified
set of unsafe control actions UCA, the derived safety con-
straints SC, the identified set of causal scenarios CS
and/or the derived refined safety constraints RSC. In Fig.
1, this is shown with the connection with the arrow on
one end from the output of method step S19 to the input
of method step S14. Also, in Fig. 1, the method steps
S14 - S18 are performed during a Systems-Theoretic
Process Analysis.
[0087] Figs. 2A - 2E show embodiments of method
steps of the computer-implemented method according
to Fig. 1 based on a train door system.
[0088] In Fig. 2A, the defined technical system 10 (see
also Fig. 1) is a train door system and it is represented
as a control structure diagram 11 (see also Fig. 1).
[0089] The defined technical system 10 includes a con-
troller 20 and a controlled process 24. In Fig. 2A, the
controlled process 24 includes an actuator 21, a sensor
22 and a controlled object 23. The actuator 21 receives
the commands COM from the controller 20 for controlling
the controlled object 23 based on the received com-
mands COM. Then, the controlled object 23 performs a
task based on the commands COM and the sensor 22
receives signals from the controlled object 23 indicating
a result of the performed task and feedbacks, in particular
as feedback information FI, the result to the controller 20.
[0090] Fig. 2B shows a state machine 12 (see also Fig.
1), in Fig. 2B a finite state machine, of the controller model
20a.
[0091] The state machine 12 of the controller model
20a includes a first state ST1 (see also Figs. 2C - 2E), a
first state transition STT1 (see also Figs. 2C - 2E), a sec-
ond state ST2 (see also Figs. 2C - 2E) and a second
state transition STT2 (see also Figs. 2C - 2E) of a con-
trolled object model included in the controlled process
model 24a (see Fig. 2D). In Fig. 2B, the first state ST1
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is the initial state and is formed as the state "door closed".
The first state transition STT1 is in Fig. 2B the transition
"door opening", the second state is the state "door open"
and the second state transition STT2 is the transition
"door closing". The state machine 12 of the controller
model 20a includes a first transition from the first state
ST1 via the first state transition STT1 in dependence on
a certain one of the commands COM (see Fig. 2A) of the
controller model 20a to the second state ST2. For exam-
ple, the certain one command is a command COM1 (see
also Figs. 2C - 2E) formed as "Open-Door-Command".
If the controlled object 23 (see Fig. 2A) reaches the sec-
ond state ST2, sensed by the sensor 22 (see Fig. 2A),
the controller model 20a sends another command COM2
(see also Fig. 2C) formed as "Stop-Opening-Door-Com-
mand". Then, the controlled object 23 is in the second
state ST2.
[0092] In addition, the state machine 12 of the control-
ler model 20a includes a second transition from the sec-
ond state ST2 via the second state transition STT2 in
dependence on a further certain one of the commands
COM of the controller model 20a back to the first state
ST1. For example, the further certain one command is a
command COM3 (see also Figs. 2C - 2E) formed as
"Close-Door-Command". If the controlled object 23
reaches the first state ST1, sensed by the sensor 22, the
controller model 20a sends another further command
COM4 (see also Figs. 2C - 2E) formed as "Stop-Closing-
Door-Command". Then, the controlled object 23 is again
in the first state ST1.
[0093] In Fig. 2B, the at least one failure state corre-
sponds to the second state transition STT2. Thus, the
failure state in Fig. 2B is the state transition, namely "door
closing", causing the hazard HAZ (see Fig. 1, 2D or 2E).
[0094] This is shown in Fig. 2B based on the door ob-
struction OBS (see also Figs. 2C - 2E) detected by the
sensor 22 of the controlled object 23 during the second
state transition STT2 which leads to a third state ST3
(see also Fig. 2C), namely "closing stopped". The third
state ST3 results from the another further command
COM4 "Stop-Closing-Door-Command" from the control-
ler model 20a.
[0095] Thus, the detected door obstruction OBS is the
reason for the failure state and causing the hazard HAZ.
[0096] Further, in Fig. 2C, the extended controller mod-
el 20b (see also Fig. 1) is shown. It comprises all features
of the controller model 20a of Fig. 2B. Fig. 2C shows that,
based on the detected door obstruction OBS (see also
Fig. 2B, 2D or 2E), the first set of further control states,
assigned to the second state transition STT2 (see also
Fig. 2B, 2D or 2E) which is the failure state, are added
to the second state transition STT2 (this is shown in Fig.
2C by the dashed rectangle).
[0097] In addition, the extended controller model 20b
is obtained by the above-mentioned method step S14
(see Fig. 1). Further, the adding according to method
step S14 further includes directly or indirectly connecting
the added first set of further control states, assigned to

the at least one failure state, to the at least one failure
state of the controller model 20a (see Fig. 2B).
[0098] A respective possible unsafe control action pU-
CA (see Fig. 1) is formed as a state or a state transition
of at least one of the commands COM (see Fig. 2A) of
the controller model 20a.
[0099] For example, Fig. 2C shows multiple further
control states of the first set of further control states which
are designated in Fig. 2C with COM4a, COM4b, COM4c,
COM4d, COM4e, COM4f and COM4g.
[0100] COM4a is an added further control state based
on a combination of the command "Stop-Closing-Door-
Command" with the guideword "provided too late".
Therefore, a possible unsafe control action pUCA is that
the command "Stop-Closing-Door-Command" is "provid-
ed too late". In a similar way, the further control states
designated in Fig. 2C with COM4b, COM4c, COM4d,
COM4e, COM4f and COM4g are described. Further ex-
amples of specific guidewords including Systems-Theo-
retic Process Analysis guidewords used in terms of Fig.
2C and 2E are the guidewords "provided", "not provided",
"provided too early", "provided too late", "stopped to
soon" and "applied to long". In embodiments not shown,
also hazard and operability guidewords can be used.
[0101] COM4b is an added further control state based
on a combination of the command "Stop-Closing-Door-
Command" with the guideword "not provided". Thus, a
possible unsafe control action pUCA is that the command
"Stop-Closing-Door-Command" is "not provided".
[0102] Further, COM4c is an added further control
state formed as a constraint rectangle for distinguishing
the different added further control states, COM4d is an
added further control state based on a combination of
the command "Stop-Closing-Door-Command" with no
guidewords used since COM4d is the case if the com-
mand "Stop-Closing-Door-Command" is normally trans-
mitted to the third state ST3 (see also Fig. 2B) shown in
Fig. 2C. In addition, COM4e is a state designated as "de-
layed for 15 sec" based on the added further control state
COM4a which is provided too late, namely 15 seconds.
COM4f is an added further control state formed as the
command "Stop-Closing-Door-Command" but provided
15 seconds too late to the third state ST3. Moreover,
COM4g is an added further control state based on a com-
bination of the command "Stop-Closing-Door-Com-
mand" with the guideword "provided". Thus, a possible
unsafe control action pUCA is that the command "Stop-
Closing-Door-Command" is "provided".
[0103] Furthermore, in Fig. 2C, the further certain one
command is the command COM3 (see also Fig. 2B, 2D
or 2E) formed as "Close-Door-Command" extending
from the third state ST3 to the second state transition
STT2 since no door obstruction OBS is detected.
[0104] After the possible unsafe control actions pUCA
are obtained, the method step S16 (see Fig. 1) further
includes:
determining, by applying the first simulation SIM1 (see
Fig. 1), for each possible unsafe control action pUCA,
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whether a respective possible unsafe control action pU-
CA leads to the at least one failure state, wherein, if the
respective possible unsafe control action pUCA leads to
the at least one failure state, the respective possible un-
safe control action pUCA is designated as an unsafe con-
trol action for identifying the set of unsafe control actions
UCA (see Fig. 1).
[0105] Then, the set of unsafe control actions UCA
comprises the unsafe control actions "UCA1: Stop-Door-
Closing-Command not provided while a person is stand-
ing in the doorway" and "UCA2: Stop-Door-Closing-Com-
mand provided too late while a person is standing in the
doorway". These both unsafe control actions are based
on the added further control states COM4a and COM4b.
[0106] Afterwards, according to method step S15 (see
Fig. 1), safety constraints SC (see Fig. 1) are derived
using the set of unsafe control actions UCA. In this case,
the derived safety constraints SC are "SC1: Stop-Door-
Closing-Command must be provided while a person is
standing in the doorway" and "SC2: Stop-Door-Closing-
Command must not be provided too late while a person
is standing in the doorway".
[0107] Subsequently, after that, according to method
step S15 above, method step S15 further includes that
all control states of the first set of further control states
added during method step S14 to the provided controller
model 20a which do not lead to a respective unsafe con-
trol action out of the identified set of unsafe control actions
UCA are removed from the extended controller model
20b. In this case, these are the added further control
states COM4d and COM4g.
[0108] Fig. 2D shows a state machine 13 (see also Fig.
1), in Fig. 2D a finite state machine, of the controlled
process model 24a.
[0109] The state machine 13 of the controlled process
model 24a includes also a first state ST1 (see also Fig.
2B, 2C or 2E), a first state transition STT1 (see also Fig.
2B, 2C or 2E), a second state ST2 (see also Fig. 2B, 2C
or 2E) and a second state transition STT2 (see also Fig.
2B, 2C or 2E) of the controlled object model included in
the controlled process model 24a. In Fig. 2D, the first
state ST1 and the second state ST2 are forming together
the initial state.
[0110] Further, Fig. 2D includes the certain one com-
mand COM1 (see also Fig. 2B, 2C or 2E), the further
certain one command COM3 (see also Fig. 2B, 2C or
2E) and the another further command COM4 (see also
Fig. 2B, 2C or 2E). Moreover, in Fig. 2D, based on the
second state transition STT2 and the another further
command COM4, it is shown that the another further
command COM4 is involved in causing the hazard HAZ
(see also Fig. 1 or 2E).
[0111] In addition, the state machine 13 of the control-
led process model 24a of Fig. 2D includes a further state
machine including a fourth state ST4 (see also Fig. 2E),
a fifth state ST5 (see also Fig. 2E), the detected door
obstruction OBS (see also Fig. 2B, 2C or 2E) and a state
transition NO_OBS (see also Fig. 2E) which means that

no door obstruction OBS is detected. The fourth state
ST4 is the initial state of the further state machine formed
as "no object in doorway", wherein the fifth state ST5 is
formed as "object in doorway". The further state machine
in Figs. 2D and 2E functions in that manner that if it is
detected there is a door obstruction OBS, the further state
machine transitions to the fifth state ST5 and if it is de-
tected there is no door obstruction, the further state ma-
chine transitions to the fourth state ST4.
[0112] Since in Fig. 2D, during the second state tran-
sition STT2, the door obstruction OBS is detected and
the added further control state COM4 is falsified provided
to the controller model 20a, the hazard HAZ occurs.
[0113] Further, in Fig. 2E, the extended controlled
process model 24b (see also Fig. 1) is shown. It com-
prises all features of the controlled process model 24a
of Fig. 2D. In Figs. 2C and 2D not shown, the state ma-
chine 13 (see also Fig. 1 or 2D) and the further state
machine are connected between the second state tran-
sition STT2 (see also Figs. 2B - 2D) and the fourth state
ST4 (see also Fig. 2D).
[0114] Fig. 2E shows that, based on the detected door
obstruction OBS (see also Figs. 2B - 2D), the second set
of further control states is added to the detected door
obstruction OBS and the second state transition STT2
via the fourth state ST4 (this is shown in Fig. 2E by the
dashed rectangle).
[0115] In addition, the extended controlled process
model 24b is obtained by the above-mentioned method
step S16 (see Fig. 1). Further, the adding according to
method step S16 further includes directly or indirectly
connecting the added second set of further control states,
assigned to the at least one failure state, to the at least
one failure state of the controlled process model 24a (see
Fig. 2D). This is done via the not shown connection be-
tween the second state transition STT2 and the fourth
state ST4. Each further control state of the second set is
a possible causal scenario pCS (see Fig. 1) .
[0116] In particular, a respective possible causal sce-
nario pCS corresponds to a certain one of the feedback
information FI (see Fig. 2A) causing the at least one haz-
ard HAZ (see also Fig. 1, 2C or 2D). Further, feedback
information FI being provided from the controlled process
model 24a to the controller model 20a (see Fig. 2B).
[0117] For example, Fig. 2E shows multiple further
control states of the second set of further control states
corresponding to respective specific possible causal sce-
narios pCS which are designated in Fig. 2E with pCS1,
pCS2, pCS3, pCS4, pCS5 and pCS6.
[0118] pCS1 is an added further control state based
on a combination of the feedback information FI "door
obstruction information" with the guideword "provided too
late". Therefore, a specific possible causal scenario pCS
is that the feedback information FI "door obstruction in-
formation" is "provided too late". In a similar way, the
further control states designated in Fig. 2E with pCS2,
pCS3, pCS4, pCS5 and pCS6 are described.
[0119] pCS2 is an added further control state based
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on a combination of the feedback information FI "door
obstruction information" with the guideword "not provid-
ed". Thus, a specific possible causal scenario pCS is that
the feedback information FI "door obstruction informa-
tion" is "not provided".
[0120] Further, pCS3 is an added further control state
formed as a constraint rectangle for distinguishing the
different added further control states, pCS4 is an added
further control state based on a combination of the feed-
back information FI "door obstruction information" with
no guidewords used since pCS4 is the case if the feed-
back information FI "door obstruction information" is nor-
mally transmitted to the fifth state ST5 (see also Fig. 2D)
shown in Fig. 2E. In addition, pSC5 is a state designated
as "delayed for 15 sec" based on the added further control
state pCS1 which is provided too late, namely 15 sec-
onds. pCS6 is an added further control state formed as
the feedback information FI "door obstruction informa-
tion" but provided 15 seconds too late to the fifth state
ST5.
[0121] After the possible causal scenarios pCS are ob-
tained, the method step S17 (see Fig. 1) further includes:
determining, by applying the second simulation SIM2
(see Fig. 1), for each possible causal scenario pCS,
whether a respective possible causal scenario pCS leads
to the at least one hazard HAZ (see Fig. 1, 2D or 2E),
wherein, if the respective possible causal scenario pCS
leads to the at least one hazard HAZ, the respective pos-
sible causal scenario pCS is designated as a causal sce-
nario for identifying the set of causal scenarios CS (see
Fig. 1).
[0122] Then, the set of causal scenarios CS comprises
the causal scenarios "CS1: door obstruction information
is not provided by the door" and "CS2: door obstruction
information is provided too late by the door". These both
causal scenarios are based on the added further control
states pCS1 and pCS2.
[0123] Afterwards, according to method step S18 (see
Fig. 1), redefined safety constraints RSC (see Fig. 1) are
derived using the set of causal scenarios CS. In this case,
the derived redefined safety constraints RSC are "RSC1:
door controller must detect if door obstruction information
is not provided by the door" and "RSC2: door controller
must detect if door obstruction information is provided
too late by the door".
[0124] Consequently, based on Figs. 2A - 2E, due to
the fact that the "door obstruction information" was not
or too late provided from the controlled process model
24a (see Fig. 2D) to the controller model 20a (Fig. 2B)
as feedback information FI (see Fig. 2A), the set of unsafe
control actions UCA (see Fig. 1) occurred. This leads to
that the controller model 20a did not or too late provide
the "Stop-Closing-Door-Command" to the controlled
process model 24a (see Fig. 2C), which in the end caused
the hazard HAZ (see Fig. 1, 2D or 2E). The cause of the
hazard HAZ ("door closes although a person was stand-
ing in the door") is therefore that the "door obstruction
information" was not provided or was provided too late

by the controlled process model 24a. This then led to the
accident ACC (see Fig. 1), namely that a human being
was injured.
[0125] Fig. 3 shows an apparatus 100 for safety anal-
ysis in a technical system 10 (see Fig. 1 or 2A) including
a controller 20 (see Fig. 2A) and a controlled process 24
(see Fig. 2A) controlled by commands COM (see Fig.
2A) from the controller 20.
[0126] The apparatus 100 of Fig. 3 comprises a provi-
sion unit 100a, a first application unit 100b, a second
application unit 100c, a third application unit 100d, a
fourth application unit 100e, a derivation unit 100f. Fur-
ther, in the embodiment in Fig. 3, the apparatus 100 in-
cludes an update unit 100g.
[0127] The provision unit 100a is configured to provide
a controller model 20a (see Fig. 2B) and a controlled
process model 24a (see Fig. 2D), wherein each of the
controller model 20a and the controlled process model
24a includes N control states including at least a failure
state causing at least one hazard HAZ (see Fig. 1, 2D or
2E) which can occur in the technical system 10, with N ≥ 1.
[0128] Further, the first application unit 100b is config-
ured to apply specific guidewords to the commands COM
associated to the at least one failure state for providing
a first set of further control states and for extending the
provided controller model 20a by adding the first set of
further control states for obtaining an extended controller
model 20b (see Fig. 1 or 2C), wherein each further control
state of the first set is a possible unsafe control action
pUCA (see Fig. 1) .
[0129] Moreover, the second application unit 100c is
configured to apply a first simulation SIM1 (see Fig. 1)
to each possible unsafe control action pUCA based on
the extended controller model 20b and the controlled
process model 24a for identifying a set of unsafe control
actions UCA (see Fig. 1). Further, the second application
unit 100c comprises a further derivation unit. The further
derivation unit is configured to derive safety constraints
SC using the identified set of unsafe control actions UCA.
[0130] Furthermore, the third application unit 100d is
configured to apply the specific guidewords to feedback
information FI (see Fig. 2A) being provided from the con-
trolled process model 24a to the controller model 20a
and associated to the at least one failure state for pro-
viding a second set of further control states and for ex-
tending the provided controlled process model 24a by
adding the second set of further control states for obtain-
ing an extended controlled process model 24b (see Fig.
1 or 2E), wherein each further control state of the second
set is a possible causal scenario pCS.
[0131] Additionally, the fourth application unit 100e is
configured to apply a second simulation SIM2 (see Fig.
1) to each possible causal scenario pCS based on the
extended controller model 20b and the extended control-
led process model 24b for identifying a set of causal sce-
narios CS (see Fig. 1), wherein each causal scenario of
the set of causal scenarios CS corresponds to a certain
one of the feedback information FI causing the at least
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one hazard HAZ, wherein each of the unsafe control ac-
tions of the identified set results from a corresponding
causal scenario of the identified set of causal scenarios
CS.
[0132] Then, the derivation unit 100f is configured to
derive redefined safety constraints RSC (see Fig. 1) us-
ing the identified set of causal scenarios CS.
[0133] Moreover, the apparatus 100 includes a detec-
tion unit for detecting whether at least one of the N control
states of the controller model 20a and/or the controlled
process model 24a has been modified or redefined.
[0134] At least, the update unit 100g is configured to
automatically execute the first application unit 100b, the
second application unit 100c, the third application unit
100d, the fourth application unit 100e, the derivation unit
100f and/or the further derivation unit again, if it is de-
tected by the detection unit that at least one of the N
control states of the controller model 20a and/or the con-
trolled process model 24a has been modified or rede-
fined, for automatically updating the identified set of un-
safe control actions UCA, the derived safety constraints
SC, the identified set of causal scenarios CS and/or the
derived refined safety constraints RSC.
[0135] Although the present invention has been de-
scribed in accordance with preferred embodiments, it is
obvious for the person skilled in the art that modifications
are possible in all embodiments.

Claims

1. Computer-implemented method for safety analysis
in a technical system (10) including a controller (20)
and a controlled process (24) controlled by com-
mands (COM) from the controller (20), the method
comprising:

a) providing (S13) a controller model (20a) and
a controlled process model (24a), wherein each
of the controller model (20a) and the controlled
process model (24a) includes N control states
including at least a failure state causing at least
one hazard (HAZ) which can occur in the tech-
nical system (10), with N ≥ 1,
b) applying (S14) specific guidewords to the
commands (COM) associated to the at least one
failure state for providing a first set of further
control states and extending the provided con-
troller model (20a) by adding the first set of fur-
ther control states for obtaining an extended
controller model (20b), wherein each further
control state of the first set is a possible unsafe
control action (pUCA),
c) applying (S15) a first simulation (SIM1) to
each possible unsafe control action (pUCA)
based on the extended controller model (20b)
and the controlled process model (20a) for iden-
tifying a set of unsafe control actions (UCA),

d) applying (S16) the specific guidewords to
feedback information (FI) being provided from
the controlled process model (24a) to the con-
troller model (20a) and associated to the at least
one failure state for providing a second set of
further control states and extending the provided
controlled process model (24a) by adding the
second set of further control states for obtaining
an extended controlled process model (24b),
wherein each further control state of the second
set is a possible causal scenario (pCS),
e) applying (S17) a second simulation (SIM2) to
each possible causal scenario (pCS) based on
the extended controller model (20b) and the ex-
tended controlled process model (24b) for iden-
tifying a set of causal scenarios (CS), wherein
each causal scenario of the set of causal sce-
narios (CS) corresponds to a certain one of the
feedback information (FI) causing the at least
one hazard (HAZ), wherein each of the unsafe
control actions (UCA) of the identified set results
from a corresponding causal scenario of the
identified set of causal scenarios (CS), and
f) deriving (S18) redefined safety constraints
(RSC) using the identified set of causal scenar-
ios (CS).

2. Method according to claim 1,
characterized in
that step c) (S15) further includes:
deriving safety constraints (SC) using the identified
set of unsafe control actions (UCA).

3. Method according to claim 2,
characterized by:
g) executing (S19) the steps b) to f) (S14 - S18) again
if it is detected that at least one of the N control states
of the controller model (20a) and/or the controlled
process model (24a) has been modified or redefined
for automatically updating the identified set of unsafe
control actions (UCA), the derived safety constraints
(SC), the identified set of causal scenarios (CS)
and/or the derived refined safety constraints (RSC).

4. Method according to one of claims 1 - 3,
characterized in
that the specific guidewords include Systems-The-
oretic Process Analysis guidewords and/or hazard
and operability guidewords, wherein the Systems-
Theoretic Process Analysis guidewords include the
guidewords provided, not provided, provided too
early, provided too late, stopped to soon and/or ap-
plied to long.

5. Method according to one of claims 1 - 4,
characterized in
that step c) (S15) further includes:
removing all control states of the first set of further
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control states added during step b) (S14) to the pro-
vided controller model (20a) which do not lead to a
respective unsafe control action out of the identified
set of unsafe control actions (UCA) from the extend-
ed controller model (20b) .

6. Method according to one of claims 1 - 5,
characterized in
that the controlled process (24) includes an actuator
(21), a sensor (22) and a controlled object (23),
wherein the actuator (21) receives the commands
(COM) from the controller (20) for controlling the con-
trolled object (23) based on the received commands
(COM), the controlled object (23) performs a task
based on the commands (COM) and the sensor (22)
receives signals from the controlled object (23) indi-
cating a result of the performed task and feedbacks
the result to the controller (20).

7. Method according to claim 6,
characterized in
that the controller model (20a) and the controlled
process model (24a) are represented as a respective
state machine, in particular as a finite state machine,
wherein the state machine (12) of the controller mod-
el (20a) as well as the state machine (13) of the con-
trolled process model (24a) describe a behavior of
a controlled object model which describes the con-
trolled object (23), wherein the state machine (12)
of the controller model (20a) includes a first state
(ST1), a first state transition (STT1), a second state
(ST2) and a second state transition (STT2) of the
controlled object model, wherein the state machine
(13) of the controlled process model (24a) includes
also the first state transition (STT1) and the second
state transition (STT2), wherein the at least one fail-
ure state corresponds at least to the second state
transition (STT2).

8. Method according to claim 7,
characterized in
that the state machine (12) of the controller model
(20a) includes a first transition from the first state
(ST1) via the first state transition (STT1) in depend-
ence on a certain one of the commands (COM) of
the controller model (20a) to the second state (ST2)
and a second transition from the second state (ST2)
via the second state transition (STT2) in dependence
on a further certain one of the commands (COM) of
the controller model (20a) back to the first state
(ST1).

9. Method according to claim 8,
characterized in
that the adding according to step b) (S14) further
includes:
directly or indirectly connecting the added first set of
further control states, assigned to the at least one

failure state, to the at least one failure state of the
controller model (20a), wherein a respective possi-
ble unsafe control action (pUCA) is formed as a state
or a state transition of at least one of the commands
(COM) of the controller model (20a) .

10. Method according to claim 9,
characterized in
that the applying according to step d) (S16) further
includes:
determining, by applying the first simulation (SIM1),
for each possible unsafe control action (pUCA),
whether a respective possible unsafe control action
(pUCA) leads to the at least one failure state, where-
in, if the respective possible unsafe control action
(pUCA) leads to the at least one failure state, the
respective possible unsafe control action (pUCA) is
designated as an unsafe control action for identifying
the set of unsafe control actions (UCA).

11. Method according to one of claims 7 - 10,
characterized in
that the adding according to step d) (S16) further
includes:
directly or indirectly connecting the added second
set of further control states, assigned to the at least
one failure state, to the at least one failure state of
the controlled process model (24a).

12. Method according to claim 11,
characterized in
that the applying according to step e) (S17) further
includes:
determining, by applying the second simulation
(SIM1), for each possible causal scenario (pCS),
whether a respective possible causal scenario (pCS)
leads to the at least one hazard (HAZ), wherein, if
the respective possible causal scenario (pCS) leads
to the at least one hazard (HAZ), the respective pos-
sible causal scenario (pCS) is designated as a caus-
al scenario for identifying the set of causal scenarios
(CS) .

13. Method according to one of claims 1 - 12,
characterized in
that at least the steps b) to f) (S14 - S18) are per-
formed during a Systems-Theoretic Process Analy-
sis.

14. A computer program product comprising a program
code for executing the computer-implemented meth-
od according to one of claims 1 - 13 when run on at
least one computer.

15. Apparatus (100) for safety analysis in a technical
system (10) including a controller (20) and a control-
led process (24) controlled by commands (COM)
from the controller (20), the apparatus (100) com-
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prising:

a provision unit (100a) for providing a controller
model (20a) and a controlled process model
(24a), wherein each of the controller model (20a)
and the controlled process model (24a) includes
N control states including at least a failure state
causing at least one hazard (HAZ) which can
occur in the technical system (10), with N ≥ 1,
a first application unit (100b) for applying specific
guidewords to the commands (COM) associat-
ed to the at least one failure state for providing
a first set of further control states and for extend-
ing the provided controller model (20a) by add-
ing the first set of further control states for ob-
taining an extended controller model (20b),
wherein each further control state of the first set
is a possible unsafe control action (pUCA),
a second application unit (100c) for applying a
first simulation (SIM1) to each possible unsafe
control action (pUCA) based on the extended
controller model (20b) and the controlled proc-
ess model (24a) for identifying a set of unsafe
control actions (UCA),
a third application unit (100d) for applying the
specific guidewords to feedback information (FI)
being provided from the controlled process mod-
el (24a) to the controller model (20a) and asso-
ciated to the at least one failure state for provid-
ing a second set of further control states and for
extending the provided controlled process mod-
el (24a) by adding the second set of further con-
trol states for obtaining an extended controlled
process model (24b), wherein each further con-
trol state of the second set is a possible causal
scenario (pCS),
a fourth application unit (100e) for applying a
second simulation (SIM2) to each possible
causal scenario (pCS) based on the extended
controller model (20b) and the extended control-
led process model (24b) for identifying a set of
causal scenarios (CS), wherein each of the set
of causal scenarios (CS) corresponds to a cer-
tain one of the feedback information (FI) causing
the at least one hazard (HAZ), wherein each of
the unsafe control actions (UCA) of the identified
set results from a corresponding causal scenar-
io of the identified set of causal scenarios (CS),
and
a derivation unit (100f) for deriving redefined
safety constraints (RSC) using the identified set
of causal scenarios (CS).
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