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(67)  The present invention is related to a method, a
computer program code, and an apparatus for detection
of an attack on a software program running on a platform.
The invention is further directed towards a method, a
computer program code, and an apparatus for providing
a detection model for use in such a method, computer
program code, or apparatus. The invention is also direct-
ed towards a corresponding detection model. In a first
step, a behavior of a software program is recorded (S1)

from a start of execution of the software program to an

end of execution of the software program. The recorded
behavior is then evaluated (S2) with a trained detection
model. In case the trained detection model determines
an existence of an anomaly, the occurrence of an attack
is determined (S3), and a security event is reported (S5).
Optionally, a type of attack may be identified (S4) and
included in the reported security event.
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Description

[0001] The presentinvention is related to a method, a
computer program code, and an apparatus for detection
of an attack on a software program running on a platform.
The invention is further directed towards a method, a
computer program code, and an apparatus for providing
a detection model for use in such a method, computer
program code, or apparatus. The invention is also direct-
ed towards a corresponding detection model.

[0002] Modern motor vehicles, medical devices, cloud
devices, home appliances, etc., are equipped with a
steadily growing number of processors and also increas-
ingly have the ability to communicate with external enti-
ties. As a consequence, there is the risk that advanced
attacks may penetrate the vehicle or appliance network
to inject malicious code or disrupt the normal execution,
etc.

[0003] Anintrusion detection system (IDS)is a security
control system that aims to detect malicious activities in
a system or network. There are various types of intrusion
detection systems, including network intrusion detection
systems, hostintrusion detection systems, etc. A distinc-
tion can be made between two detection methods that
are used in intrusion detection systems, namely static
checks, and anomaly detection.

[0004] Static checks use a list of detection sensors,
such as formality, location, frequency, etc., to detect pos-
sible intrusions on the system.

[0005] Anomaly detection is usually based on the use
of machine learning to build a model of a normal behavior
and consider anything behaving differently as an anom-
aly.

[0006] In this regard, the article by M. Miter et al.: "A
structured approach to anomaly detection for in-vehicle
networks," 2010 Sixth International Conference on Infor-
mation Assurance and Security, pp. 92-98, discusses the
use of an anomaly detection system in automotive in-
vehicle networks. Based on properties of typical vehicular
networks, like the Controller Area Network (CAN), a set
of anomaly detection sensors is introduced, which allow
the recognition of attacks during the operation of the ve-
hicle.

[0007] US 2019/0215329 A1 discloses a solution for
malware detection using machine learning. Synthetic
training sets for machine learning are created by identi-
fying and modifying functional features of code in an ex-
isting malware training set. By filtering the resulting syn-
thetic code to measure malware impact and novelty,
training sets can be created that predict novel malware
and to seek to preemptively exhaust the space of new
malware. These synthesized training sets can be used
in turn to improve training of machine learning models.
[0008] Current approaches focus on network intrusion
detection systems or malware detection using machine
learning. This has the drawback that no protection is pro-
vided against misuse of software programs, e.g., secure
boot, secure diagnostic, other applications running on
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top of an OS, etc. Furthermore, no protection is provided
against zero-day attacks on software programs.

[0009] Itis an object of the presentinvention to provide
an improved solution for detection of an attack on a soft-
ware program.

[0010] This object is achieved by a method according
to claim 1 or 8, by a computer program code according
to claim 5 or 12, which implements this method, and by
an apparatus according to claim 6 or 13. This object is
further achieved by a machine according to claim 7 and
a detection model according to claim 14. The dependent
claims include advantageous further developments and
improvements of the present principles as described be-
low.

[0011] According to a first aspect, a method for detec-
tion of an attack on a software program running on a
platform comprises the steps of:

- recording a behavior of the software program from
a start of execution of the software program to an
end of execution of the software program;

- evaluating the recorded behavior with a trained de-
tection model; and

- reporting a security event in case the trained detec-
tion model determines an existence of an anomaly.

[0012] Accordingly, a computer program code com-
prises instructions, which, when executed by atleastone
processor, cause the at least one processor to perform
the following steps for detection of an attack on a software
program running on a platform:

- recording a behavior of the software program from
a start of execution of the software program to an
end of execution of the software program;

- evaluating the recorded behavior with a trained de-
tection model; and

- reporting a security event in case the trained detec-
tion model determines an existence of an anomaly.

[0013] Thetermcomputer has to be understood broad-
ly. In particular, it also includes embedded devices, elec-
tronic control units and other processor-based data
processing devices.

[0014] The computer program code can, for example,
be made available for electronic retrieval or stored on a
computer-readable storage medium.

[0015] According to another aspect, an apparatus for
detection of an attack on a software program running on
a platform comprises:

- a recording unit configured to record a behavior of
the software program from a start of execution of the
software program to an end of execution of the soft-
ware program;

- atrained detection model configured to evaluate the
recorded behavior with; and

- a reporting unit configured to reporting a security
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eventin case the trained detection model determines
an existence of an anomaly.

[0016] According to the invention, a trained detection
model is used for intrusion detection for any software
program i.e., the trained detection model is used as a
security sensor for a software program. A software pro-
gram has a behavior reflected in many features. The as-
sumption is that an attack on the software program caus-
es a detectable change of the behavior. Therefore, di-
rectly after that the software program finishes its execu-
tion, the detection model evaluates the recorded behav-
ior to detect if there was a malicious activity because of
an attack on the software program. In case a possible
attack is detected, a security event is generated. In re-
sponse to this security event, appropriate actions can be
taken. Alternatively, or in addition, a further analysis may
be triggered. The described solution can be used with
any type of software program, e.g., embedded applica-
tions running on top of an operating system or a real-time
operating system, applications for secure boot or secure
diagnostic, web applications, containers, etc., but also
operating system modules and hypervisor modules.
[0017] In an advantageous embodiment, the behavior
encompasses one or more software or hardware per-
formance indicators. For example, the performance in-
dicators may include at least one or more of an execution
time, a power consumption, a memory consumption, cy-
cle counters, numbers of issued and/or retired instruc-
tions, and cache misses. The behavior of a software pro-
gram is based on its characteristics while running on a
target hardware-software platform. For example, modern
processors have a performance monitor unit (PMU),
which allows gathering various statistics on the operation
of the core and its memory system during runtime. Per-
formance monitor units offers many performance event
counters that can be used as features for the behavior
of the software program running on this specific hard-
ware-software platform. Moreover, power consumption
of a software program can also be used, as it correlates
to the software program activity. This feature is likewise
platform dependent.

[0018] In an advantageous embodiment, a type of at-
tack is identified. As part of the detection model or as
separate entities, trained classifiers may detect the attack
type once an attack has been detected. Information on
the type of attack may then be used to choose the ap-
propriate actions to be taken.

[0019] Advantageously, a machine comprises an ap-
paratus according to the invention or is configured to per-
form a method according to the invention for detection
of an attack on a software program running on a platform
of the machine. For example, the machine may be a mo-
tor vehicle or home appliance. For instance, the motor
vehicle may be a (semi-)autonomous or manually driven
connected car. However, the described solution is like-
wise suitable for other types of motor vehicles, such as
drones, airplanes, or ships. Of course, use of the inven-
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tion is not limited to these types of machines. Further
fields of use are internet of things or cloud-native tech-
nologies, such as containers or microservices.

[0020] According to another aspect, a method for pro-
viding a detection model for detection of an attack on a
software program running on a platform comprises the
steps of:

- collecting training data for normal execution of the
software program and execution of the software pro-
gram under one or more attacks, the training data
encompassing a time period from a start of execution
of the software program to an end of execution of
the software program;

- training one or more detection models with the train-
ing data; and

- selecting one detection model among the one or
more trained detection models.

[0021] Accordingly, a computer program code com-
prises instructions, which, when executed by atleastone
processor, cause the at least one processor to perform
the following steps for providing a detection model for
detection of an attack on a software program running on
a platform:

- collecting training data for normal execution of the
software program and execution of the software pro-
gram under one or more attacks, the training data
encompassing a time period from a start of execution
of the software program to an end of execution of
the software program;

- training one or more detection models with the train-
ing data; and

- selecting one detection model among the one or
more trained detection models.

[0022] Thetermcomputer has to be understood broad-
ly. In particular, it also includes workstations, distributed
systems and other processor-based data processing de-
vices.

[0023] The computer program code can, for example,
be made available for electronic retrieval or stored on a
computer-readable storage medium.

[0024] According to another aspect, an apparatus for
providing a detection model for detection of an attack on
a software program running on a platform comprises:

- a collecting unit configured to collect training data
for normal execution of the software program and
execution of the software program under one or more
attacks, the training data encompassing a time pe-
riod from a start of execution of the software program
to an end of execution of the software program;

- a processing unit configured to train one or more
detection models with the training data; and

- anevaluation unit configured to select one detection
model among the one or more trained detection mod-
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els.

[0025] Advantageously, a detection model for detec-
tion of an attack on a software program running on a
platform is provided by a solution according to the inven-
tion.

[0026] As already stated above, a software program
has a behavior reflected in many features. According to
the invention, such features are used to train a machine
learning model. Selected features are extractedina sam-
pling mode to build data samples as time series used to
train the real-time detection model. The training and test
data are collected for both normal execution and execu-
tion under attack. Advantageously, various artificial intel-
ligence algorithms are used and trained. The best model
in terms of e.g., accuracy and performance is then se-
lected and used. Various types of artificial intelligence
algorithms can be used for the models, e.g., machine
learning algorithms. Deep learning algorithms, such as
deep neural networks (DNN) or long short-term memory
(LSTM) networks, are particularly suitable for this pur-
pose.

[0027] In an advantageous embodiment, the training
data encompasses one or more software or hardware
performance indicators. For example, the performance
indicators may include at least one or more of an execu-
tion time, a power consumption, a memory consumption,
cycle counters, numbers of issued and/or retired instruc-
tions, and cache misses. The behavior of a software pro-
gram is based on its characteristics while running on a
target hardware-software platform.

[0028] In an advantageous embodiment, machine
learning classifiers are built for multiple attack types. The
training and test data for the execution under attack can
be used to build machine learning classifiers for each
attack type, assuming that multiple attack types are used
during training. If the detection model detects an exploit
or an attempt to exploit the system, then the attack type
can be detected by the trained classifiers.

[0029] Furtherfeatures of the presentinvention will be-
come apparent from the following description and the
appended claims in conjunction with the figures.

Figures

[0030]

Fig. 1 schematically illustrates a method for detec-
tion of an attack on a software program run-
ning on a platform;

Fig. 2 schematically illustrates a first embodiment of
an apparatus for detection of an attack on a
software program running on a platform;

Fig. 3 schematically illustrates a second embodi-

ment of an apparatus for detection of an attack
on a software program running on a platform;
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Fig. 4 schematically illustrates a machine in which a
solution according to the invention is imple-
mented;

Fig. 5 schematically illustrates a method for provid-
ing a detection model for detection of an attack
on a software program running on a platform;
Fig. 6 schematically illustrates a first embodiment of
an apparatus for providing a detection model
for detection of an attack on a software pro-
gram running on a platform;

Fig. 7 schematically illustrates a second embodi-
ment of an apparatus for providing a detection
model for detection of an attack on a software
program running on a platform;

Fig. 8 schematically shows an intrusion detection
system;

Fig. 9 shows a high-level concept of a solution ac-
cording to the invention for detection of an at-
tack on a software program;

Fig. 10  shows a framework for providing a security
sensor for a software program, which is based
on machine learning;

Fig. 11 shows an intrusion detection system using
trained models as security sensors;

shows detection of an attack after execution
of a software program; and

Fig. 12

Fig. 13  shows use of trained classifiers for detecting

the type of attack on a software program.
Detailed description

[0031] Thepresentdescriptionillustrates the principles
of the present disclosure. It will thus be appreciated that
those skilled in the art will be able to devise various ar-
rangements that, although not explicitly described or
shown herein, embody the principles of the disclosure.
[0032] All examples and conditional language recited
herein are intended for educational purposes to aid the
reader in understanding the principles of the disclosure
and the concepts contributed by the inventor to furthering
the artand are to be construed as being without limitation
to such specifically recited examples and conditions.
[0033] Moreover, all statements herein reciting princi-
ples, aspects, and embodiments of the disclosure, as
well as specific examples thereof, are intended to en-
compass both structural and functional equivalents
thereof. Additionally, it is intended that such equivalents
include both currently known equivalents as well as
equivalents developed in the future, i.e., any elements
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developed that perform the same function, regardless of
structure.

[0034] Thus, for example, it will be appreciated by
those skilled in the art that the diagrams presented herein
represent conceptual views of illustrative circuitry em-
bodying the principles of the disclosure.

[0035] The functions of the various elements shown in
the figures may be provided through the use of dedicated
hardware as well as hardware capable of executing soft-
ware in association with appropriate software. When pro-
vided by a processor, the functions may be provided by
a single dedicated processor, by a single shared proc-
essor, by a plurality of individual processors, some of
which may be shared, by a graphic processing Unit
(GPU), or by banks of GPUs. Moreover, explicit use of
the term "processor" or "controller" should not be con-
strued to refer exclusively to hardware capable of exe-
cuting software, and may implicitly include, without limi-
tation, digital signal processor (DSP) hardware, systems
on a chip, microcontrollers, read only memory (ROM) for
storing software, random-access memory (RAM), and
nonvolatile storage.

[0036] Other hardware, conventional and/or custom,
may also be included. Similarly, any switches shown in
the figures are conceptual only. Their function may be
carried out through the operation of program logic,
through dedicated logic, through the interaction of pro-
gram control and dedicated logic, or even manually, the
particular technique being selectable by the implementer
as more specifically understood from the context.
[0037] Inthe claims hereof, any element expressed as
a means for performing a specified function is intended
to encompass any way of performing that function includ-
ing, for example, a combination of circuit elements that
performs that function or software in any form, including,
therefore, firmware, microcode or the like, combined with
appropriate circuitry for executing that software to per-
form the function. The disclosure as defined by such
claims resides in the fact that the functionalities provided
by the various recited means are combined and brought
together in the manner which the claims call for. It is thus
regarded that any means that can provide those func-
tionalities are equivalent to those shown herein.

[0038] Fig. 1 schematically illustrates a method ac-
cording to the invention for detection of an attack on a
software program running on a platform. In a first step,
a behavior of a software program is recorded S1 from a
start of execution of the software program to an end of
execution of the software program. The behavior may
encompass one or more software or hardware perform-
ance indicators. The recorded behavior is then evaluated
S2 with a trained detection model. In case the trained
detection model determines an existence of an anomaly,
the occurrence of an attack is determined S3, and a se-
curity event is reported S5. Optionally, a type of attack
may be identified S4 and included in the reported security
event.

[0039] Fig. 2 schematically illustrates a block diagram
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of a first embodiment of an apparatus 10 according to
the invention for detection of an attack on a software pro-
gram running on a platform. The apparatus 10 has an
input 11, viawhich a recoding unit 12 receives information
related to a behavior of a software program. The behavior
may encompass one or more software or hardware per-
formance indicators Pl;. A processing unit 13 is config-
ured to evaluate the recorded behavior using a trained
detection model M;. In case the trained detection model
determines an existence of an anomaly, the occurrence
of an attack is determined by the processing unit 13. Op-
tionally, a type of attack may be identified by the process-
ing unit 13 using trained classifiers TC,. In case the oc-
currence of an attack is determined, a security event SE
is reported by a reporting unit 14. For this purpose, a
report R may be provided via an output 17 of the appa-
ratus 10. The output 17 may be combined with the input
11 into a single interface. A local storage unit 16 is pro-
vided for storing data during processing.

[0040] The recording unit 12, the processing unit 13,
and the reporting unit 14 may be controlled by a control
unit 15. A user interface 18 may be provided for enabling
a user to modify settings of the recording unit 12, the
processing unit 13, the reporting unit 14, or the control
unit 15. The recording unit 12, the processing unit 13,
the reporting unit 14, and the control unit 15 can be em-
bodied as dedicated hardware units. Of course, they may
likewise be fully or partially combined into a single unit
orimplemented as software running on a processor, e.g.,
a CPU or a GPU.

[0041] A block diagram of a second embodiment of an
apparatus 20 according to the invention for detection of
an attack on a software program running on a platform
is illustrated in Fig. 3. The apparatus 20 comprises a
processing device 22 and a memory device 21. For ex-
ample, the apparatus 20 may be a computer, an elec-
tronic control unit, or an embedded system. The memory
device 21 has stored instructions that, when executed
by the processing device 22, cause the apparatus 20 to
perform steps according to one of the described meth-
ods. The instructions stored in the memory device 21
thus tangibly embody a program of instructions execut-
able by the processing device 22 to perform program
steps as described herein according to the present prin-
ciples. The apparatus 20 has an input 23 for receiving
data. Data generated by the processing device 22 are
made available via an output 24. In addition, such data
may be stored in the memory device 21. The input 23
and the output 24 may be combined into a single bidirec-
tional interface.

[0042] The processing device 22 as used herein may
include one or more processing units, such as microproc-
essors, digital signal processors, or a combination there-
of.

[0043] The local storage unit 16 and the memory de-
vice 21 may include volatile and/or non-volatile memory
regions and storage devices such as hard disk drives,
optical drives, and/or solid-state memories.



9 EP 4 383 105 A1 10

[0044] Fig. 4 schematically shows a machine 30, in
which a solution in accordance with the invention is im-
plemented. In this example, the machine 30 is a motor
vehicle. The motor vehicle has at least one processing
system 31, which provides a hardware-software plat-
form. The processing system 31 may process data gath-
ered by sensors 32 of the motor vehicle and provide au-
tomated driving functions. A data transmission unit 33
may allow a connection to a remote backend or to other
motor vehicles or infrastructure units. A memory 34 is
available for storing data. The data exchange between
the different components of the motor vehicle takes place
via a network 35. An apparatus 10 according to the in-
vention is provided for detection of an attack on a soft-
ware program running on the hardware-software plat-
form.

[0045] Fig.5schematicallyillustrates a method for pro-
viding a detection model for detection of an attack on a
software program running on a platform. In a first step,
training data are collected S10 for normal execution of
the software program and execution of the software pro-
gram under one or more attacks. The training data en-
compasses a time period from a start of execution of the
software program to an end of execution of the software
program and may encompass one or more software or
hardware performance indicators. One or more detection
models are then trained S11 with the training data. Fur-
thermore, machine learning classifiers may be built S12
for multiple attack types. Finally, one detection model is
selected S13 among the one or more trained detection
models.

[0046] Fig. 6 schematically illustrates a block diagram
of a first embodiment of an apparatus 40 according to
the invention for providing a detection model for detection
of an attack on a software program running on a platform.
The apparatus 40 has an input 41, via which a collecting
unit 42 collects training data TD for normal execution of
the software program and execution of the software pro-
gram under one or more attacks. The training data TD
encompasses a time period from a start of execution of
the software program to an end of execution of the soft-
ware program and may encompass one or more software
or hardware performance indicators Pl;. A processing unit
43 is configured to train one or more detection models
M; with the training data TD. The processing unit 43 may
further be configured to build machine learning classifiers
TC, for multiple attack types. An evaluation unit 44 is con-
figured to select one detection model M; among the one
or more trained detection models M;. The selected de-
tection model M; and the machine learning classifiers TC;
may be made available via an output 47 of the apparatus
40. The output 47 may be combined with the input 41
into a single interface. A local storage unit 46 is provided
for storing data during processing.

[0047] The collecting unit 42, the processing unit 43,
and the evaluation unit 44 may be controlled by a control
unit45. A user interface 48 may be provided for enabling
a user to modify settings of the collecting unit 42, the
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processing unit 43, the evaluation unit 44, or the control
unit 45. The collecting unit 42, the processing unit 43,
the evaluation unit 44, and the control unit 45 can be
embodied as dedicated hardware units. Of course, they
may likewise be fully or partially combined into a single
unit orimplemented as software running on a processor,
e.g., a CPU or a GPU.

[0048] A block diagram of a second embodiment of an
apparatus 50 according to the invention for providing a
detection model for detection of an attack on a software
program running on a platform is illustrated in Fig. 7. The
apparatus 50 comprises a processing device 52 and a
memory device 51. For example, the apparatus 50 may
be a computer, a workstation, or a distributed system.
The memory device 51 has stored instructions that, when
executed by the processing device 52, cause the appa-
ratus 50 to perform steps according to one of the de-
scribed methods. The instructions stored in the memory
device 51 thus tangibly embody a program of instructions
executable by the processing device 52 to perform pro-
gram steps as described herein according to the present
principles. The apparatus 50 has an input 53 for receiving
data. Data generated by the processing device 52 are
made available via an output 54. In addition, such data
may be stored in the memory device 51. The input 53
and the output 54 may be combined into a single bidirec-
tional interface.

[0049] The processing device 52 as used herein may
include one or more processing units, such as microproc-
essors, digital signal processors, or a combination there-
of.

[0050] The local storage unit 46 and the memory de-
vice 51 may include volatile and/or non-volatile memory
regions and storage devices such as hard disk drives,
optical drives, and/or solid-state memories.

[0051] In the following, further details of a solution ac-
cording to the invention shall be given.

[0052] Fig. 8 schematically shows an overall concept
of an intrusion detection system IDS with components
specified in AUTOSAR. Security sensors S report secu-
rity events SE to an intrusion detection system manager
IdsM. The security sensors S are implemented in the
AUTOSAR basic software or as software components.
The intrusion detection system manager IdsM provides
a standardized interface for receiving notifications of se-
curity events SE. The intrusion detection system man-
ager IdsM performs a qualification of the security events
SE to obtain qualified security events QSE. The intrusion
detection system manager IdsM may also persist the
qualified security events QSE in a security event memory
SEM. An intrusion detection system reporter IdsR re-
ceives the qualified security events QSE from the in-
stances of the intrusion detection system manager IdsM
running in different electronic control units and enriches
the data, e.g., by adding a respective geo-position. This
data can then propagate to a security operations center
SOC for further analysis.

[0053] Fig. 9 shows a high-level concept of a solution
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according to the invention for detection of an attack on a
software program SP; running on a platform P. As shown
inFig. 9, the software program SP; can be running directly
on the hardware HW or on top of an optional software
platform SW, e.g., an operating system. The described
solution is based on the assumption that any software
program SP; has a certain behavior B, which can be re-
flected by various performance indicators.

[0054] This behavior may vary if the software program
SP; is running different use-cases (bi, b, ..., b,), which
canbeincludedin B={b4, b,, ..., b,}. Afurtherassumption
is that an attack on the software program SP; changes
the behavior B by a detectable amount.

[0055] According to the invention, the behavior B of a
software program SP; is extracted based on its charac-
teristics while running on a target hardware-software plat-
form. For example, modern processors have a perform-
ance monitor unit, which allows gathering various statis-
tics on the operation of the core and its memory system
during runtime. Performance monitor units offer many
performance indicators that can be recorded for a specific
software program SP; during its genuine runtime and de-
rive a corresponding genuine behavior of the software
program SP; on this specific hardware-software platform.
Moreover, power consumption of a software program SP;
can also be used as it correlates with the activity of the
software program SP;. This feature is also platform de-
pendent.

[0056] Fig. 10 shows a framework for providing a se-
curity sensor for a software program SP;, which is based
on artificial intelligence, e.g., machine learning. Accord-
ing to the invention, machine learning is used for creating
a trustful activity model of any software program SP;. Any
execution of the software program SP; will be checked
by this model for possible malicious activity. The frame-
work is preferably automated and accepts as input a soft-
ware program SP;. As output, the framework generates
a corresponding machine learning model M;. The model
M; acts as a security sensor to detect possible exploits
of software program SP;. As shown in Fig. 10, training
and test data are collected for an embedded software
program SP; for both normal execution and execution
under one or more attacks A;. One or more models are
then trained using this data. Various machine learning
algorithms can be used for this purpose, such as deep
neural networks or long short-term memory networks.
The best model M,, e.g., in terms of accuracy and per-
formance, is then selected and integrated in an intrusion
detection system.

[0057] Fig. 11showsanintrusiondetection system IDS
using trained models My, ...,M;,...,M,, as security sensors.
For each software program SP;, a corresponding model
M; can be built. Itis likewise possible to only build models
M; for selected software programs SP; found as relevant,
e.g., software programs SP; that have a high security or
safety impact on the system. The models My,...,M;,...,M,,
report security events SE to the intrusion detection sys-
tem manager IdsM.
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[0058] Fig. 12 shows detection of an attack after exe-
cution of a software program SP;. The aim is to detect if
a software program SP; was exploited during its execu-
tion. To this end, the model M; executes right after that
the software program SP; finishes its execution. Perform-
ance indicators are used to detect normal or abnormal
behavior. Therefore, the behavior B; of each software
program SP; is monitored during its execution from the
initial start of execution at the time ¢ till its end of exe-
cution at the time t,;. B; includes multiple performance
indicators Pl;. Based on the behavior B;, the trained de-
tection model will detect if there is an anomaly or not.
[0059] Fig. 13 shows use of trained classifiers TC; for
detecting the type of attack on a software program. Once
a trained detection model M; detects an anomaly based
on the performance indicators PI;, the behavior may be
provided to trained classifiers TC,; to obtain further infor-
mation on the attack. Building these classifiers TC, can
be part of the same framework shown in Fig. 10, where
the data resulting from executions under the same attack
A, can be used to train a corresponding classifier TC;.
There are various options where to use the trained clas-
sifiers TC;. For example, the trained classifiers TC; can
be deployed in the security operations center shown in
Fig. 8.

Reference numerals
[0060]

10  Apparatus

11 Input

12 Recording unit

13  Processing unit
14  Reporting unit

15  Control unit

16  Local storage unit
17 Output

18  User interface

20  Apparatus

21 Memory device
22 Processing device

23  Input
24  Output
30 Machine

31  Processing system
32 Sensor
33 Data transmission unit

34  Memory
35 Network
40  Apparatus
41 Input

42  Collecting unit

43  Processing unit
44 Evaluation unit
45  Control unit

46  Local storage unit
47  Output



13 EP 4 383 105 A1 14

48  User interface

50 Apparatus

51  Memory device

52  Processing device

53 Input

54  Output

A attack

HW Hardware

IDS Intrusion detection system

IdsM Intrusion detection system manager

IdsR Intrusion detection system reporter

M; Trained detection model

P Platform

Pl; Performance indicator

QSE  Qualified security event

S Security sensor

SE Security event

SEM  Security event memory

SOC  Security operations center

SP; Software program

SwW Software platform

TG, Trained classifier

TD Training data

S1  Record behavior

S2  Evaluate behavior

S3  Determine occurrence of attack

S4  Identify type of attack

S5 Report security event

S10  Collect training data

S11  Train detection models

S12  Build machine learning classifiers

S13  Select detection model

Claims

1. A method for detection of an attack on a software
program (SP;) running on a platform (P), the method
comprising:

- recording (S1) a behavior of the software pro-
gram (SP;) from a start of execution of the soft-
ware program (SP;) to an end of execution of
the software program (SP;);

- evaluating (S2) the recorded behavior with a
trained detection model (M;); and

- reporting (S5) a security event (SE) in case the
trained detection model (M;) determines an ex-
istence of an anomaly.

2. The method according to claim 1, wherein the be-
havior encompasses one or more software or hard-
ware performance indicators (Pl,).

3. The method according to claim 2, wherein the per-
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formance indicators (Pl;) include at least one or more
of an execution time, a power consumption, a mem-
ory consumption, cycle counters, numbers of issued
and/or retired instructions, and cache misses.

The method according to one of the preceding
claims, further comprising identifying (S3) a type of
attack.

A computer program code comprising instructions,
which, when executed by at least one processor,
causethe atleastone processor to perform a method
according to any of claims 1 to 4 for detection of an
attack on a software program (SP;) running on a plat-
form (P).

An apparatus (10) for detection of an attack on a
software program (SP;) running on a platform (P),
the apparatus (10) comprising:

- arecording unit (12) configured to record (S1)
a behavior of the software program (SP;) from a
start of execution of the software program (SP;)
to an end of execution of the software program
(SPy);

- a processing unit (13) configured to evaluate
(S2) the recorded behavior using a trained de-
tection model (M;); and

- a reporting unit (14) configured to reporting
(S5) a security event (SE) in case the trained
detection model (M;) determines an existence
of an anomaly.

A machine (30), wherein the machine (30) comprises
an apparatus (10) according to claim 6 or is config-
ured to perform a method according to any of claims
1to 4 for detection of an attack on a software program
(SP;) running on a platform (P) of the machine (30).

A method for providing a detection model (M,) for
detection of an attack on a software program (SP;)
running on a platform (P), the method comprising:

- collecting (S10) training data (TD) for normal
execution of the software program (SP;) and ex-
ecution of the software program (SP;) under one
or more attacks, the training data encompassing
a time period from a start of execution of the
software program (SP;) to an end of execution
of the software program (SP;);

- training (S11) one or more detection models
(M;) with the training data; and

- selecting (S13) one detection model (M)
among the one or more trained detection models
(M).

9. The method according to claim 8, wherein the train-

ing data encompasses one or more software or hard-
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ware performance indicators (Pl;).

The method according to claim 9, wherein the per-
formance indicators (Pl;) include at least one or more
of an execution time, a power consumption, a mem-
ory consumption, cycle counters, numbers of issued
and/or retired instructions, and cache misses.

The method according to one of claims 8 to 10, fur-
ther comprising building (S12) machine learning
classifiers (TC;) for multiple attack types.

A computer program code comprising instructions,
which, when executed by at least one processor,
cause the atleast one processor to perform a method
according to any of claims 8 to 11 for providing a
detection model (Mi) for detection of an attack on a
software program (SP;) running on a platform (P).

An apparatus (40) for providing a detection model
(M;) for detection of an attack on a software program
(SP;) running on a platform (P), the apparatus (40)
comprising:

- acollecting unit (42) configured to collect (S10)
training data (TD) for normal execution of the
software program (SP;) and execution of the
software program (SP;) under one or more at-
tacks, the training data encompassing a time pe-
riod from a start of execution of the software pro-
gram (SP;) to an end of execution of the software
program (SP;);

- a processing unit (43) configured to train (S11)
one or more detection models (M;) with the train-
ing data; and

- an evaluation unit (44) configured to select
(S13) one detection model (M;) among the one
or more trained detection models (M;).

A detection model (M;) for detection of an attack on
a software program (SP;) running on a platform (P),
wherein the detection model (M)) is provided by a
method according to any of claims 8 to 11.
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