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(54) KEY TRANSMISSION METHOD AND APPARATUS

(67)  This application discloses a key transmission
method and apparatus. In the method, a first component
may receive a first instruction from a first key tool. The
first instruction includes first information associated with
an initial key. The initial key may be at least used to gen-
erate a shared key. The shared key may be at least used
to encrypt data including geographical location informa-
tion. Then, the first component may obtain the initial key
according to the first instruction. In this way, the first key
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Description
TECHNICAL FIELD

[0001] Embodiments of this application relate to the
field of communication technologies, and in particular, to
a key transmission method and apparatus.

BACKGROUND

[0002] With development of intelligent vehicles, differ-
ent components (for example, a domain controller, an
electronic control unit, and a sensor) in the intelligent
vehicle may perform communication interaction, to coor-
dinately complete a service of the intelligent vehicle. For
example, when the intelligent vehicle performs an intel-
ligent driving service, geographical location information
may be transmitted between the sensor and an intelligent
driving controller.

[0003] To ensure secure communication between dif-
ferent components, a shared key between the different
components needs to be used to encrypt related service
datafortransmission. The shared key is generated based
onaninitial key of the vehicle. In an existing filling process
of the initial key, security of the initial key cannot be en-
sured, and consequently service data security of the ve-
hicle is threatened. Therefore, how to securely transmit
a key to improve security performance of communication
between different components is a technical problem that
needs to be urgently resolved.

SUMMARY

[0004] Embodiments of this application disclose a key
transmission method and apparatus, to improve key
transmission security, so as to improve security perform-
ance of communication between components in a vehi-
cle, and protect service data associated with the vehicle.
[0005] According to a first aspect, an embodiment of
this application provides a key transmission method. The
method may be performed by a first component in a ve-
hicle or a chip configured in a first component. The meth-
od includes: receiving a first instruction from a first key
tool, where the first instruction includes first information
associated with an initial key; and obtaining the initial key
according to the first instruction. The initial key is at least
used to generate a shared key, and the shared key is at
leastusedto encryptdataincluding geographicallocation
information. It should be understood that the first com-
ponent may be a controller, an electronic control unit, a
sensor, or the like in the vehicle. This is not specifically
limited in embodiments of this application. The first in-
struction may be used to fill the initial key for the first
component.

[0006] In this solution, the first key tool is used to trans-
mit the first information associated with the initial key to
the first component in the vehicle, so that the first com-
ponent can obtain the initial key based on the first infor-
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mation. This can effectively improve key transmission
security, so that the shared key generated based on the
initial key cannot be obtained by another device, to ef-
fectively improve security performance of communica-
tion between components of the vehicle.

[0007] The data of the geographical location informa-
tion may include data related to one or more of the fol-
lowing: longitude and latitude, an elevation, and a geo-
graphical track. For example, the data of the geograph-
ical location information may include data whose longi-
tude and latitude data range and/or elevation data range
falls within a preset threshold range. Alternatively, the
data ofthe geographical location information may be data
related to a geographical location. This is not specifically
limited in embodiments of this application. The elevation
is a height of a point relative to a reference plane, for
example, a height of the top of the vehicle relative to the
ground. Correspondingly, elevation data includes data
reflecting the height of the point relative to the reference
plane, for example, data reflecting the height of the top
of the vehicle relative to the ground.

[0008] The shared key may be a shared key of all com-
ponents in the vehicle, or may be a shared key of a com-
ponent associated with a function domain (for example,
an intelligent driving domain) in the vehicle. This is not
limited in embodiments of this application.

[0009] In a possible design, the initial key is unrelated
to an original equipment manufacturer (original equip-
ment manufacturer, OEM), or is unrelated to an OEM
having no navigation electronic map production qualifi-
cation. The OEM herein is an OEM associated with the
vehicle. In this design, an entire transmission process of
the initial key does not require participation of the OEM
associated with the vehicle, so that the initial key is in-
visible to the OEM, or does not require participation of
the OEM having no navigation electronic map production
qualification, so that the initial key is invisible to the OEM
having no navigation electronic map production qualifi-
cation. This can further improve key transmission secu-
rity.

[0010] In a possible design, the initial key is related to
an organization having a navigation electronic map pro-
duction qualification. This can ensure security of the initial
key, thereby ensuring transmission security of the geo-
graphical location information.

[0011] In a possible design, the initial key is different
from an authentication key, and the authentication key
is from the OEM associated with the vehicle. The first
component may determine at least one function key
based onthe authentication key. The atleast one function
key corresponds to at least one service function of the
first component. In embodiments of this application, a
service related to the geographical location information
can be implemented based on the initial key from the first
key tool and the shared key generated by using the initial
key. A service unrelated to the geographical location in-
formation can be implemented based on the authentica-
tion key from the OEM and the function key generated
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by using the authentication key. In this way, differentkeys
can be used for the service related to the geographical
location information and the service unrelated to the ge-
ographical location information, to further ensure trans-
mission security of the data related to the geographical
location information.

[0012] The first information may be implemented in a
plurality of manners, including but not limited to the fol-
lowing manners.

[0013] Manner 1: The first information includes a first
ciphertext, and the first ciphertext includes information
obtained by encrypting the initial key by using a first public
key of the first component. Correspondingly, a process
in which the first component obtains the initial key ac-
cording to the first instruction may be: decrypting the first
ciphertext based on a first private key of the first compo-
nent, to obtain the initial key. The first private key corre-
sponds to the first public key.

[0014] InManner1,theinitial keyis encrypted for trans-
mission by using the first public key of the first compo-
nent, so that the first component can decrypt the cipher-
text of the initial key by using the first private key corre-
sponding to the first public key, to obtain the initial key.
In an optional design, the first component may generate
the first public key and the first private key corresponding
to the first public key, and send the first public key to the
first key tool. The first key tool encrypts the initial key by
using the first public key, to obtain the first ciphertext,
and sends the first ciphertext to the first component. Be-
cause the first component has the first private key cor-
responding to the first public key, the first component can
decrypt the first ciphertext based on the first private key,
to obtain the initial key. Transmission of the initial key is
implemented according to the asymmetric encryption al-
gorithm, to effectively improve transmission security of
the initial key.

[0015] Manner 2: The first information includes the in-
itial key. Correspondingly, a process in which the first
component obtains the initial key according to the first
instruction may be: obtaining the initial key according to
the first instruction in a wired connection manner.
[0016] In Manner 2, in the wired connection manner,
the first component can directly receive the initial key,
and the first component does not need to perform an
encryption/decryption operation. Therefore, a first com-
ponent having no encryption/decryption capability can
also obtain the initial key, to ensure security of commu-
nication between different components. In addition, the
initial key is obtained in this manner, to simplify an oper-
ation of the first component, and reduce component im-
plementation complexity and component costs.

[0017] In a possible design, the first component may
further sendfirst response information to the first key tool.
The first response information includes a filling result of
theinitial key. Inthis design, the firstresponse information
sent by the first component includes the filling result of
the initial key, so that the first key tool can better monitor
a key filling result of the first component.
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[0018] The filling result of the initial key may indicate
that the initial key is successfully filled or the initial key
fails to be filled.

[0019] Ina possible design, thefilling result of the initial
key includes: a first identifier, where the first identifier
indicates that the initial key is successfully filled; and/or
a third ciphertext, where the third ciphertext includes in-
formation obtained by encrypting, by using the initial key
or a derived key of the initial key, a first random number
included in the first instruction. In this design, the filling
result of the initial key includes the first identifier and/or
the third ciphertext, so that the first key tool can deter-
mine, based on the first identifier and/or the third cipher-
text, whether the initial key is successfully filled.

[0020] Ina possible design, thefilling result of the initial
key may include a second identifier. The second identifier
may indicate that the initial key fails to be filled. In this
design, the filling result of the initial key includes the sec-
ond identifier, so that the first key tool can determine,
based on the second identifier, that the initial key fails to
be filled.

[0021] Ina possible design, thefilling result of the initial
key may further include an identifier of the vehicle and/or
an identifier of the first component. In this way, the first
key tool can monitor a filling status of the initial key of the
vehicle and/or the first component.

[0022] In a possible design, the first component may
further receive a second instruction from the first key tool
or a second key tool, where the second instruction in-
cludes second information associated with the shared
key; and obtain the shared key based on the initial key
and the second information. The second instruction may
be used to fill the shared key for the first component. In
this design, the first component can receive a shared key
filling instruction from the first key tool, that is, the first
key tool can be used to fill the initial key and the shared
key. An operation of key filling of the first component can
be simplified, and a design of a key tool used for key
filling can also be simplified. Alternatively, according to
the foregoing design, the first component can fill the
shared key by using the second key tool different from
the first key tool, to implement flexibility of filling of the
initial key and the shared key. It may be understood that,
for the latter design, the first key tool can be used only
to fill the initial key.

[0023] In a possible design, the first key tool and the
second key tool may correspond to different key filling
environments. For example, the first key tool corre-
sponds to a component supplier/component production
line, that is, at the component supplier and/or in the com-
ponent production line, the first key tool may be used to
fill the initial key of the first component, or fill the initial
key and the shared key of the first component. The sec-
ond key tool corresponds to an OEM production line, that
is, in the OEM production line, the second key tool may
be used to fill the shared key of the first component. In
this design, in the different key filling environments, dif-
ferent key tools are used to fill the initial key and the
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shared key of the first component. In this way, not only
flexibility of key filling can be implemented, but also the
key tools adapted to the different key filling environments
can be designed. This further ensures security of key
filling in the different key filling environments, thereby im-
proving security performance of communication between
the different components in the vehicle.

[0024] Inanother possible design, the first key tool and
the second key tool may alternatively correspond to the
different components in the vehicle. For example, the
first key tool corresponds to any componentin the vehicle
or a component that is in the vehicle and that participates
in geographicinformation exchange. In this case, the first
key tool may be used to fill the initial key or the initial key
and the shared key for the any component in the vehicle
or the component that is in the vehicle and that partici-
pates in geographic information exchange. The second
key tool only corresponds to a main control component
(for example, a software and hardware integrated plat-
form, namely, a vehicle computing platform (vehicle com-
puting platform), thatis used to supportintelligent driving,
or a gateway) in the vehicle or a component associated
with a specific function domain (for example, the intelli-
gent driving domain or a human machine interface (hu-
man machine interface, HMI)). In this case, the second
key tool may be used to fill the shared key for the main
control component in the vehicle or the component as-
sociated with the specific function domain. In this design,
for the different components in the vehicle, different key
tools are used to fill the initial key and/or the shared key.
In this way, not only flexibility of key filling can be imple-
mented, but also the key tools adapted to the different
components in the vehicle can be designed. This further
ensures security of key filling of the different components
in the vehicle, thereby improving security performance
of communication between the different components in
the vehicle.

[0025] Inanother possible design, the first key tool and
the second key tool may alternatively correspond to dif-
ferent component suppliers. For example, the first key
tool corresponds to a component supplier 1. In this case,
the first key tool may be used to fill the initial key or the
initial key and shared key for any component that is in
the vehicle and that is associated with the component
supplier 1. Forexample, the second key tool corresponds
to a component supplier 2. In this case, the second key
tool may be used to fill the shared key for any component
that is in the vehicle and that is associated with the com-
ponent supplier 2. In this design, for the different com-
ponent suppliers, different key tools are used to fill the
initial key and/or the shared key of the first component.
In this way, not only flexibility of key filling can be imple-
mented, but also the key tools adapted to the different
component suppliers can be designed. This further en-
sures security of key filling of the different component
suppliers, thereby improving security performance of
communication between the different components in the
vehicle.
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[0026] It should be noted that there are a plurality of
implementations in which the first component obtains the
shared key based on the initial key and the second infor-
mation, including but not limited to the following manners.
[0027] Manner 1: The second information may be used
as a keying material, and the first component obtains,
according to a symmetric encryption algorithm or based
on a key derivation function or a message authentication
code of a symmetric encryption algorithm, the shared key
based on the initial key and the second information.
[0028] In Manner 1, the second information can be
used as the keying material. The first component gener-
ates, according to a specific key algorithm, the shared
key based on the initial key and the second information,
and does not need to transmit the shared key by using
a key tool. In this way, the another device cannot obtain
the shared key of the first component, to effectively im-
prove security of the shared key of the first component.
In addition, Manner 1 has a low requirement on an algo-
rithm of the first component. For example, the shared key
can be obtained as long as the first component supports
any symmetric encryption algorithm, any message au-
thentication code according to a symmetric encryption
algorithm, or any key derivation algorithm. This reduces
implementation complexity and costs of the first compo-
nent. Manner 2: The second information includes infor-
mation obtained by encrypting the shared key by using
the initial key, and therefore the first component may ob-
tain the shared key based on the initial key and the sec-
ond information. For example, the second information is
decrypted by using the initial key, to obtain the shared
key.

[0029] In Manner 2, the second information includes a
ciphertext of the shared key, and the ciphertext is the
information obtained by encrypting the shared key by us-
ing the initial key. The first component can obtain the
shared key based on the initial key and the ciphertext.
However, for another device having no initial key, the
shared key cannot be restored even if the ciphertext is
received. This effectively improves security of the shared
key of the first component. In addition, Manner 2 has a
low requirement on an algorithm of the first component.
For example, the shared key can be obtained as long as
the first component supports any decryption algorithm.
This reduces implementation complexity and costs of the
first component.

[0030] It should be noted that the first component may
alternatively fill the shared key through information ex-
change with a second component, which includes but is
not limited to the following implementations.

[0031] Manner 1: The second component is at least
configured to distribute key information (for example, a
second instruction) from the first key tool or a second key
tool. Correspondingly, the first component may further
receive the second instruction forwarded by the second
component, and fill the shared key by using the second
instruction. The second component is another compo-
nent that is in the vehicle and that is different from the



7 EP 4 391 607 A1 8

first component.

[0032] InManner1,the second componentdirectly for-
wards, to the first component, the second instruction from
the first key tool or the second key tool, to fill the shared
key of the first component. In this way, the first key tool
and the second key tool only need to communicate with
the second component, do not need to perform commu-
nication interaction with another component in the vehi-
cle, and can also fill the shared key for the another com-
ponent in the vehicle. This effectively improves filling ef-
ficiency of the shared key of all the components in the
vehicle.

[0033] Manner 2: The first component may alternative-
ly receive a third instruction from the second component,
where the third instruction includes third information as-
sociated with the shared key; and obtain the shared key
based on the initial key and the third information. The
third instruction may be used to fill the shared key for the
first component. The third instruction may be obtained
by the second component by processing a second in-
struction. For example, the second component may con-
vert a communication protocol format of the second in-
struction, to obtain the third instruction. For another ex-
ample, the second component may convert a communi-
cation protocol format of second information included in
the second instruction, to obtain the third information in-
cluded in the third instruction. Alternatively, the third in-
formation may be generated by the second component.
For example, the third information includes a keying ma-
terial generated by the second component. For another
example, the second component may generate the
shared key, and determine the third information based
on the shared key and the initial key.

[0034] It should be understood that an implementation
in which "the first component obtains the shared key
based on the initial key and the third information" is similar
to an implementation in which "the first component ob-
tains the shared key based on the initial key and the sec-
ondinformation". Refer to the foregoing descriptions. On-
ly the "second information" needs to be replaced with the
"third information". Details are not described herein
again.

[0035] In Manner 2, the second component can per-
form communication protocol format conversion on the
second instruction or the second information from the
firstkey tool or the second key tool, and correspondingly,
obtain the third instruction or the third information. In this
way, the third instruction or the third information can be
better adapted to a communication protocol between the
first component and the second component, and the first
component can fill the shared key according to the in-
struction (namely, the third instruction). In addition, the
first component does not need to obtain a shared key
filling instruction from the first key tool or the second key
tool, to effectively improve filling efficiency of the shared
key. Alternatively, the second component can generate
a shared key filling instruction (for example, the third in-
struction or the third information), to fill the shared key
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for another component (namely, the first component) in
the vehicle. In this way, filling of the shared key no longer
depends on the first key tool or the second key tool. This
simplifies a filling procedure of the shared key.

[0036] In a possible design, the first component may
further send second response information in response
to the second instruction. The second response informa-
tion includes a filling result of the shared key. The first
component may send the second response information
to the first key tool or the second key tool. This is not
specifically limited in embodiments of this application.
[0037] In a possible design, the first component may
further send third response information in response to
the third instruction. The third response information in-
cludes a filling result of the shared key. The first compo-
nent may send the third response information to the sec-
ond component.

[0038] In a possible design, the filling result of the
shared key may include: a third identifier, where the third
identifier indicates that the shared key is successfully
filled; and/or a fourth ciphertext, where the fourth cipher-
textincludes information obtained by encrypting, by using
the shared key or a derived key of the shared key, a
second random number included in the second instruc-
tion or a second random number included in the third
instruction. In this design, the filling result of the shared
key includes the first identifier and/or the third ciphertext,
so that the first key tool can determine, based on the first
identifier and/or the third ciphertext, whether the shared
key is successfully filled.

[0039] In a possible design, the filling result of the
shared key includes a fourth identifier. The fourth identi-
fier may indicate that the shared key fails to be filled. In
this design, the filling result of the shared key includes
the fourth identifier, so that the first key tool can deter-
mine, based on the fourth identifier, that the shared key
fails to be filled.

[0040] In a possible design, the filling result of the
shared key may further include the identifier of the vehicle
and/or the identifier of the first component. In this design,
the first key tool or the second key tool can monitor a
filling status of the shared key of the vehicle and/or the
first component.

[0041] In a possible design, the first component may
further receive a fourth instruction from the first key tool
or a key detection tool, where the fourth instruction in-
cludes a third random number; determine a first check
value based on the third random number and the shared
key; and send fourth response information, where the
fourth response information includes the first check val-
ue. The fourth instruction may be used to detect whether
the shared key of the first component is abnormal. In this
design, the first componentreceives the fourth instruction
from the first key tool or the key detection tool, generates
the first check value based on the random number in-
cluded in the fourth instruction and the shared key of the
first component, and returns the first check value to the
first key tool or the key detection tool. In this way, the first
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key tool or the key detection tool can determine, based
on the first check value, whether the shared key of the
first component is consistent with a local shared key of
the first key tool or the key detection tool, and then de-
termine whether the shared key of the first component is
abnormal. This helps the firstkey tool or the key detection
tool monitor an abnormality of the shared key of the first
component. When the abnormality exists, this can help
ensure, through a subsequent operation, that the shared
key of the first component is consistent with the local
shared key of the first key tool or the key detection tool,
thereby ensuring security of communication between the
components of the vehicle.

[0042] In a possible design, the first component is fur-
ther configured to receive a fifth instruction from the first
key tool or the key detection tool. The fifth instruction
includes a fifth random number, and the fifth instruction
may be used to detect whether the initial key of the first
component is abnormal. The first component is further
configured to determine a third check value based on the
fifth random number and the initial key. The first compo-
nent is further configured to send fifth response informa-
tion. The fifth response information includes the third
check value. When the initial key is abnormal, this can
help ensure, through a subsequent operation, that the
initial key of the first component is consistent with a local
initial key of the first key tool, thereby ensuring security
of the shared key determined subsequently based on the
initial key.

[0043] According to a second aspect, an embodiment
of this application further provides a key transmission
method. The method may be performed by a second
component in a vehicle or a chip configured in a second
component. The method includes: The second compo-
nent obtains a shared key filling instruction. The second
component sends the shared key filling instruction to a
first component. The shared key filling instruction is used
to fill a shared key for the first component. The shared
key is atleast used to encrypt data including geographical
location information.

[0044] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0045] That the second component obtains a shared
key filling instruction may be that the second component
generates or receives the shared key filling instruction.

[0046] In a possible design, the shared key filling in-
struction may be a second instruction. The second in-
structionincludes second information associated with the
shared key. In this design, that the second component
obtains a shared key filling instruction includes: The sec-
ond component receives the second instruction from a
first key tool or a second key tool. The shared key filling
instruction includes the second instruction. For example,
the shared key filling instruction is the second instruction.
It should be understood that, in this design, the second
component may directly use the second instruction from
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the first key tool or the second key tool as the shared key
filling instruction, and forward the shared key filling in-
struction to the first component, to fill the shared key of
the first component. According to this design, an opera-
tion procedure of the second component can be simpli-
fied, and implementation is simple. In addition, the first
component does not need to obtain the shared key filling
instruction from the first key tool or the second key tool,
to effectively improve filling efficiency of the shared key.
[0047] The second information may be implemented
in a plurality of manners. For example, the first key tool
or the second key tool generates a keying material (for
example, the keying material is randomly generated or
generated according to a specific rule), and uses the key-
ing material as the second information in the second in-
struction. For another example, the first key tool or the
second key tool may generate the shared key (for exam-
ple, the shared key is randomly generated or generated
according to a specific rule), obtain a ciphertext of the
shared key based on an initial key and the shared key,
and use the ciphertext as the second information. For
still another example, the first key tool or the second key
tool may encrypt the shared key by using an initial key,
to obtain a ciphertext of the shared key, and use the ci-
phertext as the second information.

[0048] Inanotherpossible design, the shared key filling
instruction may include a third instruction. For example,
the shared key filling instruction is the third instruction.
The third instruction includes third information associated
with the shared key. In this design, the third instruction
may be implemented in a plurality of manners, including
but not limited to the following implementations.

[0049] Manner 1: The third instruction is obtained by
the second component by processing a second instruc-
tion.

[0050] For example, the second component may con-
vert a communication protocol format of the second in-
struction, to obtain the third instruction, or may convert
a communication protocol format of second information
included in the second instruction, to obtain the third in-
formation included in the third instruction.

[0051] InManner1,the second componentcanreceive
the second instruction sent by a first key tool or a second
key tool, and then obtain the third instruction by process-
ing the second instruction. The second instruction in-
cludes the second information associated with the shared
key. The second information may be implemented in a
plurality of manners. For details, refer to the implemen-
tation of the second information in the foregoing corre-
sponding possible design in which the shared key filling
instruction is the second instruction.

[0052] In Manner 1, the third instruction or the third
information included in the third instruction can be better
adapted to a communication protocol between the first
component and the second component. The first com-
ponent can fill the shared key according to the instruction
(namely, the third instruction). The first component does
not need to obtain the shared key filling instruction from
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the first key tool or the second key tool, to effectively
improve filling efficiency of the shared key.

[0053] Manner 2: The third instruction is generated by
the second component.

[0054] For example, the second component may gen-
erate the third instruction when a preset condition is met
or a specific instruction is received. The shared key filling
instruction includes the third instruction. For example,
the shared key filling instruction is the third instruction.
[0055] The "specific instruction" may be any instruc-
tion, and the second component may use the instruction
as a trigger signal. For example, the specific instruction
may be adiagnostic command specially used to generate
the shared key filling instruction, or may be a diagnostic
command of another function, for example, an instruction
of component flushing or component reset. In an optional
design, the specific instruction may be from a diagnostic
instrument, an entire-vehicle electric inspection test de-
vice, a cloud, or another component (for example, a
telematics box (telematics box, TBOX) or a gateway
(gate way, GW)) in the vehicle.

[0056] The preset condition includes but is not limited
to that a device associated with the second component
is started and a specific time point arrives.

[0057] It may be understood that "a device associated
with the second component is started" may be that the
second component is started or a device at which the
second component is located is started. For example,
the second componentis A. Inthis case, when Ais started
or a device at which A is located is started, A may gen-
erate the third instruction. For another example, the sec-
ond component is B. In this case, when B is started or a
device at which B is located is started, B may generate
the third instruction.

[0058] It may be understood that "a specific time point
arrives" may be that a specified key filling time point (for
example, 00:00 on the first day of each month) arrives
or a preset day (for example, a previous day before key
expiration) before key expiration arrives.

[0059] In Manner 2, the third information may be im-
plemented in a plurality of manners. For example, the
second component may generate a keying material (for
example, the keying material is randomly generated or
generated according to a specific rule), and use the key-
ing material as the third informationin the third instruction.
For another example, the second component may gen-
erate the shared key (for example, the shared key is ran-
domly generated or generated according to a specific
rule), obtain a ciphertext of the shared key based on an
initial key and the shared key, and use the ciphertext as
the third information.

[0060] In Manner 2, the second component can gen-
erate the shared key filling instruction, to fill the shared
key for another component (namely, the first component)
in the vehicle. In this way, filling of the shared key no
longer depends on a first key tool or a second key tool.
This simplifies a filling procedure of the shared key.
[0061] In a possible design, the second component
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may receive a second instruction from a first key tool or
a second key tool, where the second instruction includes
second information associated with the shared key; and
obtain the shared key based on an initial key and the
second information. The second instruction may be used
to fill the shared key for the second component. In this
design, the second component can receive the shared
key filling instruction from the first key tool, that is, the
first key tool can be used to fill the initial key and the
shared key. An operation of key filling of the second com-
ponent can be simplified, and a design of a key tool used
for key filling can also be simplified. Alternatively, accord-
ing to the foregoing design, the second component can
fill the shared key by using the second key tool different
from the first key tool, to implement flexibility of filling of
the initial key and the shared key.

[0062] It should be noted that there are a plurality of
implementations in which the second component obtains
the shared key based on the initial key and the second
information, including but not limited to the following man-
ners.

[0063] Manner 1: The second component obtains, ac-
cording to a symmetric encryption algorithm or based on
a key derivation function or a message authentication
code of a symmetric encryption algorithm, the shared key
based on the initial key and the second information.
[0064] In Manner 1, the second information can be
used as a keying material. The second component gen-
erates, according to a specific key algorithm, the shared
key based on the initial key and the second information,
and does not need to transmit the shared key by using
a key tool. In this way, another device cannot obtain the
shared key of the second component, to effectively im-
prove security of the shared key of the second compo-
nent. In addition, Manner 1 has a low requirement on an
algorithm of the second component. For example, the
shared key can be obtained as long as the second com-
ponent supports any symmetric encryption algorithm,
any message authentication code according to a sym-
metric encryption algorithm, or any key derivation algo-
rithm. This reduces implementation complexity and costs
of the second component.

[0065] Manner 2: The second information includes in-
formation obtained by encrypting the shared key by using
the initial key, and then the second component may ob-
tain the shared key based on the initial key and the sec-
ond information. For example, the second information is
decrypted by using the initial key, to obtain the shared
key.

[0066] In Manner 2, the second information includes a
ciphertext of the shared key, and the ciphertext is the
information obtained by encrypting the shared key by us-
ing the initial key. The second component can obtain the
shared key based on the initial key and the ciphertext.
However, for another device having no initial key, the
shared key cannot be restored even if the ciphertext is
received. This effectively improves security of the shared
key of the second component. In addition, Manner 2 has
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a low requirement on an algorithm of the second com-
ponent. For example, the shared key can be obtained as
long as the second component supports any decryption
algorithm. This reduces implementation complexity and
costs of the second component. In another possible de-
sign, the second component may directly generate the
shared key.

[0067] In a possible design, the second component
may receive a first instruction from the first key tool. The
first instruction includes first information associated with
the initial key. The second component may obtain the
initial key according to the first instruction. The initial key
is at least used to generate the shared key, and the
shared key is at least used to encrypt the data including
the geographical location information.

[0068] For descriptions of the data of the geographical
location information, refer to the related descriptions in
the first aspect.

[0069] The first information may be implemented in a
plurality of manners. Correspondingly, there are a plu-
rality of implementations in which the second component
obtains the initial key according to the first instruction,
including but not limited to the following manners.
[0070] Manner 1: The first information includes a first
ciphertext, and the first ciphertext includes information
obtained by encrypting the initial key by using a first public
key of the second component. Correspondingly, a proc-
ess in which the second component obtains the initial
key according to the first instruction may be: decrypting
the first ciphertext based on a first private key of the sec-
ond component, to obtain the initial key. The first private
key corresponds to the first public key.

[0071] InManner1,theinitial keyis encrypted for trans-
mission by using the first public key of the second com-
ponent, so that the second component can decrypt the
ciphertext of the initial key by using the first private key
corresponding to the first public key, to obtain the initial
key. In an optional design, the second component may
generate the first public key and the first private key cor-
responding to the first public key, and send the first public
key to the first key tool. The first key tool encrypts the
initial key by using the first public key, to obtain the first
ciphertext, and sends the first ciphertext to the second
component. Because the second component has the first
private key corresponding to the first public key, the sec-
ond component can decrypt the first ciphertext based on
the first private key, to obtain the initial key. Transmission
of the initial key is implemented according to the asym-
metric encryption algorithm, to effectively improve trans-
mission security of the initial key.

[0072] Manner 2: The first information includes the in-
itial key. Correspondingly, a process in which the second
component obtains the initial key according to the first
instruction may be: obtaining the initial key according to
the first instruction in a wired connection manner.
[0073] In Manner 2, in the wired connection manner,
the second component can directly receive the initial key,
and the second component does not need to perform an
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encryption/decryption operation. Therefore, the second
component having no encryption/decryption capability
can also obtain the initial key, to ensure security of com-
munication between different components. In addition,
the initial key is obtained in this manner, to simplify an
operation of the second component, and reduce compo-
nent implementation complexity and component costs.
[0074] In a possible design, the second component
may further send first response information to the first
key tool. The first response information includes a filling
result of the initial key. In this design, the first response
information sent by the second component includes the
filling result of the initial key, so that the first key tool can
better monitor a key filling result of the second compo-
nent.

[0075] The filling result of the initial key may indicate
that the initial key is successfully filled or the initial key
fails to be filled.

[0076] Ina possible design, thefilling result of the initial
key includes: a first identifier, where the first identifier
indicates that the initial key is successfully filled; and/or
a third ciphertext, where the third ciphertext includes in-
formation obtained by encrypting, by using the initial key
or a derived key of the initial key, a first random number
included in the first instruction. In this design, the filling
result of the initial key includes the first identifier and/or
the third ciphertext, so that the first key tool can deter-
mine, based on the first identifier and/or the third cipher-
text, whether the initial key is successfully filled.

[0077] Ina possible design, thefilling result of the initial
key may include a second identifier. The second identifier
may indicate that the initial key fails to be filled. In this
design, the filling result of the initial key includes the sec-
ond identifier, so that the first key tool can determine,
based on the second identifier, that the initial key fails to
be filled.

[0078] Ina possible design, thefilling result of the initial
key may further include an identifier of the vehicle and/or
an identifier of the second component. In this way, the
first key tool can monitor a filling status of the initial key
of the vehicle and/or the second component.

[0079] In a possible design, the second component
may further send second response information in re-
sponse to the second instruction. The second response
information includes a filling result of the shared key.
[0080] The filling result of the shared key may indicate
that the shared key is successfully filled or the shared
key fails to be filled.

[0081] In a possible design, the filling result of the
shared key may include: a third identifier, where the third
identifier indicates that the shared key is successfully
filled; and/or a fourth ciphertext, where the fourth cipher-
textincludes information obtained by encrypting, by using
the shared key or a derived key of the shared key, a
second random number included in the second instruc-
tion or a second random number included in the third
instruction. In this design, the filling result of the shared
key includes the first identifier and/or the third ciphertext,
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so that the first key tool can determine, based on the first
identifier and/or the third ciphertext, whether the shared
key is successfully filled.

[0082] In a possible design, the filling result of the
shared key includes a fourth identifier. The fourth identi-
fier may indicate that the shared key fails to be filled. In
this design, the filling result of the shared key includes
the fourth identifier, so that the first key tool can deter-
mine, based on the fourth identifier, that the shared key
fails to be filled.

[0083] In a possible design, the filling result of the
shared key may further include the identifier of the vehicle
and/or the identifier of the second component. In this de-
sign, the first key tool or the second key tool can monitor
a filling status of the shared key of the vehicle and/or the
second component.

[0084] In a possible design, the second component
may further receive a fourth instruction from the first key
tool or a key detection tool, where the fourth instruction
includes a third random number, and the fourth instruc-
tion is used to detect whether the shared key of the first
component is abnormal; determine a first check value
based on the third random number and the shared key;
and send fourth response information, where the fourth
response information includes the first check value. In
this design, the second component receives the fourth
instruction from the first key tool or the key detection tool,
generates the first check value based on the random
number included in the fourth instruction and the shared
key of the second component, and returns the first check
value to the first key tool or the key detection tool. In this
way, the first key tool or the key detection tool can deter-
mine, based on the first check value, whether the shared
key of the second component is consistent with a local
shared key of the first key tool or the key detection tool,
and then determine whether the shared key of the second
component is abnormal. This helps the first key tool or
the key detection tool monitor an abnormality of the
shared key of the second component. When the abnor-
mality exists, this can help ensure, through a subsequent
operation, that the shared key of the second component
is consistent with the local shared key of the first key tool
or the key detection tool, thereby ensuring security of
communication between the components of the vehicle.
[0085] In a possible design, the second component is
further configured to receive a fifth instruction from the
first key tool or the key detection tool. The fifth instruction
includes a fifth random number, and the fifth instruction
may be used to detect whether the initial key of the sec-
ond component is abnormal. The second component is
further configured to determine a third check value based
on thefifthrandom number and the initial key. The second
component is further configured to send fifth response
information. The fifth response information includes the
third check value. When the initial key is abnormal, this
can help ensure, through a subsequent operation, that
the initial key of the second component is consistent with
a local initial key of the first key tool or the key detection
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tool, thereby ensuring security of the shared key deter-
mined subsequently based on the initial key.

[0086] According to a third aspect, an embodiment of
this application further provides a key transmission meth-
od. The method may be performed by a first key tool. In
the method, determining an initial key of a vehicle, where
the initial key is at least used to generate a shared key,
and the shared key is at least used to encrypt data in-
cluding geographical location information; and sending
afirstinstruction to a first component of the vehicle, where
the first instruction includes first information associated
with the initial key.

[0087] In this solution, the first key tool can transmit
the first information associated with the initial key to the
first componentin the vehicle, so that the first component
can obtain the initial key based on the first information.
This can effectively improve key transmission security,
so that the shared key generated based on the initial key
cannot be obtained by another device, to effectively im-
prove security performance of communication between
components of the vehicle.

[0088] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0089] In a possible design, the initial key is unrelated
to an OEM, or is unrelated to an OEM having no naviga-
tion electronic map production qualification. The OEM
herein is an OEM associated with the vehicle. In this de-
sign, an entire transmission process of the initial key does
not require participation of the OEM associated with the
vehicle, so that the initial key is invisible to the OEM, or
does not require participation of the OEM having no nav-
igation electronic map production qualification, so that
the initial key is invisible to the OEM having no navigation
electronic map production qualification. This can further
improve key transmission security.

[0090] In a possible design, the initial key is related to
an organization having a navigation electronic map pro-
duction qualification. This can ensure security of the initial
key, thereby ensuring transmission security of the geo-
graphical location information.

[0091] In a possible design, the initial key is different
from an authentication key, and the authentication key
is from the original equipment manufacturer OEM asso-
ciated with the vehicle. The authentication key is at least
used to generate at least one function key, and the at
least one function key corresponds to atleast one service
function of the first component. In this design, a service
related to the geographical location information can be
implemented based on the initial key from the first key
tool and the shared key generated by using the initial
key. A service unrelated to the geographical location in-
formation can be implemented based on the authentica-
tion key from the OEM and the function key generated
by using the authentication key. In this way, differentkeys
can be used for the service related to the geographical
location information and the service unrelated to the ge-
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ographical location information, to further ensure trans-
mission security of the data related to the geographical
location information.

[0092] The authentication key is at least used to au-
thenticate a function key of the vehicle. For example, the
authentication key may be one of the following: a master
ECU key (master ECU key, MEK), a pre-master ECU key
(pre-master ECU key, PMEK), and a root key. This is not
specifically limited in embodiments of this application.
[0093] In a possible design, the first information in-
cludes a first ciphertext. The first ciphertext includes in-
formation obtained by encrypting the initial key by using
afirst public key. The first public key is from the first com-
ponent.

[0094] In a possible design, the first information in-
cludes the initial key. The sending a first instruction to a
first component of the vehicle includes: sending the initial
key to the first component in a wired connection manner.
[0095] Ina possible design, a process in which the first
key tool determines the initial key of the vehicle may be:
generating a second public key and a second private key;
sending request information to a key management sys-
tem, where the request information requests the initial
key, and the request information includes the second
public key; and receiving a second ciphertext from the
key management system, and determining the initial key
based on the second ciphertext and the second private
key. In this design, the first key tool can request the initial
key from the key management system, and can receive
the ciphertext of the initial key. This ensures security of
obtaining the initial key by the first key tool.

[0096] In a possible design, the first key tool may fur-
ther receive first response information from the first com-
ponent. The first response information includes a filling
result of the initial key.

[0097] In a possible design, if the filling result of the
initial key indicates that the initial key fails to be filled, the
first key tool may further resend the first instruction.
[0098] Inapossible design, thefilling result of the initial
key includes a second identifier. The second identifier
indicates that the initial key fails to be filled.

[0099] Inapossible design, thefilling result of the initial
key may include: a first identifier, where the first identifier
indicates that the initial key is successfully filled; and/or
a third ciphertext, where the third ciphertext includes in-
formation obtained by encrypting, by using the initial key
or a derived key of the initial key, a first random number
included in the first instruction.

[0100] In a possible design, when the filling result of
the initial key includes the third ciphertext, the first key
tool may further determine, based on the third ciphertext,
whether the initial key is successfully filled.

[0101] Inapossible design, thefilling result of the initial
key may further include an identifier of the vehicle and/or
an identifier of the first component.

[0102] In a possible design, if the filling result of the
initial key indicates that the initial key is successfullyfilled,
the first key tool may further send a second instruction
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to the first component. The second instruction includes
second information associated with the shared key.
[0103] It should be noted that the second information
may be implemented in a plurality of manners, including
but not limited to the following implementations.

[0104] Manner 1: The first key tool generates the
shared key (for example, the shared key is randomly gen-
erated or generated according to a specific rule), and
obtains the second information based on the initial key
and the shared key. For example, the first key tool may
encrypt the shared key based on the initial key, to obtain
the second information.

[0105] In Manner 1, the first key tool can generate the
shared key, and obtain the second information based on
the initial key and the shared key. In this way, the first
component can obtain the shared key based on the initial
key and a ciphertext of the shared key. However, for an-
other device having no initial key, the shared key cannot
be restored even if the ciphertext is received. This effec-
tively improves security of the shared key of the first com-
ponent. In addition, Manner 1 has a low requirement on
an algorithm of the first component. For example, the
shared key can be obtained as long as the first compo-
nent supports any decryption algorithm. This reduces im-
plementation complexity and costs of the first compo-
nent.

[0106] Manner 2: The first key tool may generate a
keying material (for example, the keying material is ran-
domly generated or generated according to a specific
rule), and use the keying material as the second infor-
mation.

[0107] In Manner 2, the second information can be
used as the keying material. In this way, the first compo-
nent generates, according to a specific key algorithm,
the shared key based on the initial key and the second
information, and does not need to transmit the shared
key by using the first key tool. The another device cannot
obtainthe shared key of the first component, to effectively
improve security of the shared key of the first component.
In addition, Manner 2 has a low requirement on an algo-
rithm of the first component. For example, the shared key
can be obtained as long as the first component supports
any symmetric encryption algorithm, any message au-
thentication code according to a symmetric encryption
algorithm, or any key derivation algorithm. This reduces
implementation complexity and costs of the first compo-
nent.

[0108] In a possible design, the first key tool may fur-
ther receive second response information from the first
component. The second response information includes
a filling result of the shared key.

[0109] In a possible design, the filling result of the
shared key may include: a third identifier, where the third
identifier indicates that the shared key is successfully
filled; and/or a fourth ciphertext, where the fourth cipher-
textincludes information obtained by encrypting, by using
the shared key or a derived key of the shared key, a
second random number included in the second instruc-
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tion.

[0110] In a possible design, when the filling result of
the shared key includes the fourth ciphertext, the method
further includes: The first key tool may further determine,
based on the second information and the fourth cipher-
text, whether the shared key is successfully filled. In this
design, whether the shared key is successfully filled is
verified by using the fourth ciphertext. This helps the first
key tool accurately monitor a filling status of the shared
key.

[0111] In a possible design, the filling result of the
shared key may further include a fourth identifier. The
fourth identifier indicates that the shared key fails to be
filled.

[0112] In a possible design, if the filling result of the
shared key indicates that the shared key fails to be filled,
the first key tool may further resend the second instruc-
tion. In this design, a possibility of successfully filling the
shared key can be effectively improved.

[0113] In a possible design, the filling result of the
shared key may further include the identifier of the vehicle
and/or the identifier of the first component.

[0114] In a possible design, the first key tool may fur-
ther send a fourth instruction to the first component of
the vehicle, where the fourth instruction includes a third
random number; receive fourth response information
from the first component, where the fourth response in-
formation includes a first check value, the first check val-
ue is associated with the third random number and the
shared key of the vehicle, and the shared key is at least
used to encrypt the data including the geographical lo-
cation information; determine, based on the first check
value, whether the shared key of the vehicle is consistent
with a local shared key corresponding to the vehicle; and
report abnormality information if the shared key of the
vehicle is inconsistent with the local shared key. In the
method, the first key tool performs communication inter-
action with the first component in the vehicle, to imple-
ment abnormality detection for the shared key of the ve-
hicle. When an abnormality exists, this can help ensure,
through a subsequent operation, that the shared key of
the first component is consistent with a local shared key
of the first key tool, thereby ensuring security of commu-
nication between the components of the vehicle.

[0115] In a possible design, the first key tool may fur-
ther send a fifth instruction to the first component of the
vehicle, where the fifth instruction includes a fifth random
number; receive fifth response information from the first
component, where the fifth response information in-
cludes a third check value, the third check value is asso-
ciated with the fifth random number and the initial key of
the vehicle, and the initial key is at least used to generate
the shared key; determine, based on the third check val-
ue, whether the initial key of the vehicle is consistent with
alocal initial key corresponding to the vehicle; and report
abnormality information if the initial key of the vehicle is
inconsistent with the local initial key. In this design, the
first key tool performs communication interaction with the
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first component in the vehicle, to implement abnormality
detection for the initial key of the vehicle. When an ab-
normality exists, this can help ensure, through a subse-
quent operation, that the initial key of the first component
is consistent with a local initial key of the first key tool,
thereby ensuring security of the shared key determined
subsequently based on the initial key.

[0116] According to a fourth aspect, an embodiment
of this application further provides a key transmission
method. The method may be performed by a second key
tool. The method includes: determining a second instruc-
tion, and sending the second instruction to a first com-
ponentin a vehicle. The second instruction includes sec-
ond information associated with a shared key. The
shared key is at least used to encrypt data including ge-
ographical location information. The second instruction
is used to fill the shared key for the first component.
[0117] Inthis solution, the second key tool can transmit
the second information associated with the shared key
to the first component in the vehicle, so that the first com-
ponent can obtain the shared key based on the second
information and an initial key. This can effectively im-
prove transmission security of the shared key, so that
the shared key of the first component cannot be obtained
by another device, to effectively improve security per-
formance of communication between components of the
vehicle.

[0118] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0119] It should be noted that the second information
may be implemented in a plurality of manners, including
but not limited to the following implementations.

[0120] Manner 1: The second key tool generates the
shared key (forexample, the shared key is randomly gen-
erated or generated according to a specific rule), and
obtains the second information based on the initial key
and the shared key. For example, the second key tool
may encrypt the shared key based on the initial key, to
obtain the second information.

[0121] In Manner 1, the second key tool can generate
the shared key, and obtain the second information based
on the initial key and the shared key. In this way, the first
component can obtain the shared key based on the initial
key and a ciphertext of the shared key. However, for an-
other device having no initial key, the shared key cannot
be restored even if the ciphertext is received. This effec-
tively improves security of the shared key of the first com-
ponent. In addition, Manner 1 has a low requirement on
an algorithm of the first component. For example, the
shared key can be obtained as long as the first compo-
nent supports any decryption algorithm. This reduces im-
plementation complexity and costs of the first compo-
nent.

[0122] Manner 2: The second key tool may generate
a keying material (for example, the keying material is
randomly generated or generated according to a specific
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rule), and use the keying material as the second infor-
mation.

[0123] In Manner 2, the second information can be
used as the keying material. In this way, the first compo-
nent generates, according to a specific key algorithm,
the shared key based on the initial key and the second
information, and does not need to transmit the shared
key by using the second key tool. The another device
cannot obtain the shared key of the first component, to
effectively improve security of the shared key of the first
component. In addition, Manner 2 has a low requirement
on an algorithm of the first component. For example, the
shared key can be obtained as long as the first compo-
nent supports any symmetric encryption algorithm, any
message authentication code according to a symmetric
encryption algorithm, or any key derivation algorithm.
This reduces implementation complexity and costs of the
first component.

[0124] Manner 3: The second key tool may request the
shared key from a first key tool, and obtain the second
information based on the initial key and the shared key.
Forexample, the second key tool may encrypt the shared
key based on the initial key, to obtain the second infor-
mation.

[0125] In Manner 3, the shared key is managed by the
first key tool, and the second key tool requests the shared
key from the first key tool. In this way, the shared key is
filled for the first component by using a plurality of key
tools, so that the shared key is not easily obtained by
another device. This effectively improves security of the
shared key of the first component. In addition, Manner 3
has a low requirement on an algorithm of the first com-
ponent. For example, the shared key can be obtained as
long as the first component supports any decryption al-
gorithm. This reduces implementation complexity and
costs of the first component.

[0126] In a possible design, the second key tool may
further receive second response information fromthe first
component. The second response information includes
a filling result of the shared key.

[0127] In a possible design, the filling result of the
shared key includes: a third identifier, where the third
identifier indicates that the shared key is successfully
filled; and/or a fourth ciphertext, where the fourth cipher-
textincludes information obtained by encrypting, by using
the shared key or a derived key of the shared key, a
second random number included in the second instruc-
tion.

[0128] In a possible design, when the filling result of
the shared key includes the fourth ciphertext, the second
key tool may further determine, based on the second
information and the fourth ciphertext, whether the shared
key is successfully filled. In this design, whether the
shared key is successfully filled is verified by using the
fourth ciphertext. This helps the second key tool accu-
rately monitor a filling status of the shared key.

[0129] In a possible design, if the filling result of the
shared key indicates that the shared key fails to be filled,
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the second key tool may further resend the second in-
struction. In this design, a possibility of successfully filling
the shared key can be effectively improved.

[0130] In a possible design, the filling result of the
shared key includes a fourth identifier. The fourth identi-
fier indicates that the shared key fails to be filled.
[0131] In a possible design, the filling result of the
shared key may further include an identifier of the vehicle
and/or an identifier of the first component. In this way,
the second key tool can monitor a filling status of the
shared key of the vehicle and/or the first component.
[0132] According to a fifth aspect, an embodiment of
this application further provides a key detection method.
The method may be performed by a key detection tool.
The method includes: sending a fourth instruction to a
first component of a vehicle, where the fourth instruction
includes a third random number; receiving fourth re-
sponse information from the first component, where the
fourth response information includes a first check value,
the first check value is associated with the third random
number and a shared key of the vehicle, and the shared
keyis atleastused to encryptdataincluding geographical
location information; determining, based on the first
check value, whether the shared key of the vehicle is
consistent with a local shared key corresponding to the
vehicle; and reporting abnormality information if the
shared key of the vehicle is inconsistent with the local
shared key.

[0133] In the method, the key detection tool performs
communication interaction with the first componentin the
vehicle, to implement abnormality detection for the
shared key of the vehicle. When an abnormality exists,
this can help ensure, through a subsequent operation,
that the shared key of the first component is consistent
with a local shared key of the key detection tool, thereby
ensuring security of communication between compo-
nents of the vehicle.

[0134] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0135] It should be noted that there are a plurality of
implementations in which the key detection tool may de-
termine, based on the first check value, whether the
shared key of the vehicle is consistent with the local
shared key corresponding to the vehicle, including but
not limited to the following implementations.

[0136] Implementation 1: Calculate a second check
value based on the local shared key and the third random
number, and compare the first check value with the sec-
ond check value. If the first check value is consistent with
the second check value, determine that the local shared
key of the vehicle is consistent with a current shared key
of the vehicle. If the first check value is inconsistent with
the second check value, determine that the local shared
key of the vehicle is inconsistent with a current shared
key of the vehicle. In Implementation 1, the key detection
tool performs abnormality detection on the shared key
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by comparing consistency between the second check
value determined by the key detection tool and the first
check value determined by the first component. This can
improve accuracy of key abnormality detection.

[0137] Implementation 2: Determine a fourth random
number based on the received first check value and the
local shared key, and then compare whether the fourth
random number is consistent with the third random
number. If the third random number is consistent with the
fourth random number, determine that the local shared
key of the vehicle stored in the key detection tool is con-
sistent with a current shared key of the vehicle. If the third
random number is inconsistent with the fourth random
number, determine that the local shared key of the vehicle
is inconsistent with a current shared key of the vehicle.
In Implementation 2, the key detection tool performs ab-
normality detection on the shared key by comparing con-
sistency between the fourth random number determined
by the key detection tool based on the first check value
and the third random number. This can improve accuracy
of key abnormality detection.

[0138] In apossible design, the key detection tool may
further send a fifth instruction to the first component of
the vehicle, where the fifth instruction includes a fifth ran-
dom number; receive fifth response information from the
first component, where the fifth response information in-
cludes a third check value, the third check value is asso-
ciated with the fifth random number and an initial key of
the vehicle, and the initial key is at least used to generate
the shared key; determine, based on the third check val-
ue, whether the initial key of the vehicle is consistent with
alocal initial key corresponding to the vehicle; and report
abnormality information if the initial key of the vehicle is
inconsistent with the local initial key. In this design, the
key detection tool performs communication interaction
with the first component in the vehicle, to implement ab-
normality detection for the initial key of the vehicle. When
an abnormality exists, this can help ensure, through a
subsequent operation, that the initial key of the first com-
ponent is consistent with a local initial key of the key
detection tool, thereby ensuring security of the shared
key determined subsequently based on the initial key.
[0139] According to a sixth aspect, an embodiment of
this application further provides another key detection
method. The method may be performed by a key detec-
tion tool. The method includes: obtaining a communica-
tion information ciphertext of a first component of a ve-
hicle, where the communication information ciphertext
includes information obtained by encrypting first informa-
tion by using a shared key of the vehicle, and the first
information includes geographical location information;
determining, based on a local shared key corresponding
to the vehicle and the communication information cipher-
text, whether the shared key of the vehicle is consistent
with the local shared key; and reporting abnormality in-
formation if the shared key of the vehicle is inconsistent
with the local shared key.

[0140] In the method, in the method, the key detection
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tool can obtain the communication information ciphertext
of the first component, and implement abnormality de-
tection for the shared key of the vehicle based on the
communication information ciphertext. This helps discov-
er a key abnormality of the vehicle in a timely manner.
The key detection tool performs communication interac-
tion with the first component in the vehicle, to implement
abnormality detection for the shared key of the vehicle.
When an abnormality exists, this can help ensure,
through a subsequent operation, that the shared key of
the first component is consistent with a local shared key
of the key detection tool, thereby ensuring security of
communication between components of the vehicle.
[0141] For specific descriptions of the shared key and
data of the geographical location information, refer to the
related descriptions in any one of the first aspect or the
possible designs of the first aspect.

[0142] Ina possible design, a process in which the key
detection tool determines, based on the local shared key
of the vehicle stored in the key detection tool and the
communication information ciphertext, whether the
shared key used by the vehicle is consistent with the local
shared key may be: obtaining communication informa-
tion based on the local shared key and the communica-
tioninformation ciphertext, determining whether the com-
munication information is abnormal, and if the commu-
nication information is abnormal, determining that the
shared key used by the vehicle is inconsistent with the
local shared key, or if the communication information is
normal, determining that the shared key used by the ve-
hicle is consistent with the local shared key. For example,
aprocess in which the key detection tool obtains the com-
munication information based on the local shared key
and the communication information ciphertext may be:
decrypting the communication information ciphertext by
using the local shared key, to obtain the communication
information.

[0143] In a possible design, there are a plurality of im-
plementations in which the key detection tool in the fifth
aspect and the sixth aspect obtains the local shared key
corresponding to the vehicle, including but not limited to
the following manners.

[0144] Manner 1: Obtain an identifier of the vehicle or
an identifier of the first component. Query, based on the
identifier of the vehicle or the identifier of the first com-
ponent, an initial key corresponding to the vehicle and a
keying material used to generate the local shared key.
Generate the local shared key based on the initial key
and the keying material. In this way, the local shared key
of the key detection tool has high real-time performance.
[0145] Manner 2: Obtain an identifier of the vehicle or
anidentifier of the first component. Query the local shared
key based on the identifier of the vehicle or the identifier
of the first component. In this way, the key detection tool
can quickly obtain the local shared key, to improve key
detection efficiency.

[0146] In a possible design, the key detection tool in
the fifth aspect and the sixth aspect may further report
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the abnormality information to a qualification manage-
ment organization, or report the abnormality information
to a key management system. In some possible embod-
iments, the qualification management organization is an
organization that has a surveying and mapping qualifi-
cation and/or that engages in a surveying and mapping
activity according to law.

[0147] According to a seventh aspect, an embodiment
of this application provides a control apparatus, config-
ured to implement the method performed by the first com-
ponent in the first aspect.

[0148] For example, the apparatus may include:

a transceiver module, configured to receive a first
instruction from a first key tool, where the first in-
struction includes first information associated with
an initial key; and

a processing module, configured to obtain the initial
key according to the first instruction, where the initial
key is at least used to generate a shared key, and
the shared key is at least used to encrypt data in-
cluding geographical location information.

[0149] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0150] For descriptions of other possible designs and
related beneficial effects in the seventh aspect, refer to
the first aspect and corresponding possible designs in
the first aspect. Details are not described herein again.

[0151] According to an eighth aspect, an embodiment
of this application provides another control apparatus,
configured to implement the method performed by the
second component in the second aspect.

[0152] For example, the apparatus may include:

a processing module, configured to obtain a shared
key filling instruction, where the shared key filling
instruction is used to fill a shared key for a first com-
ponent, and the shared key is atleast used to encrypt
data including geographical location information;
and

a transceiver module, configured to send the shared
key filling instruction to the first component.

[0153] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0154] For descriptions of other possible designs and
related beneficial effects in the eighth aspect, refer to the
second aspect and corresponding possible designs in
the second aspect. Details are not described herein
again.

[0155] According to a ninth aspect, an embodiment of
this application provides a key transmission apparatus.
The apparatus may be the first key tool in the third aspect.
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[0156] For example, the apparatus may include:

a processing module, configured to determine an in-
itial key of a vehicle, where the initial key is at least
used to generate a shared key, and the shared key
is at least used to encrypt data including geograph-
ical location information; and

a transceiver module, configured to send a first in-
struction to a first component of the vehicle, where
the first instruction includes first information associ-
ated with the initial key.

[0157] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0158] For descriptions of other possible designs and
related beneficial effects in the ninth aspect, refer to the
third aspect and corresponding possible designs in the
third aspect. Details are not described herein again.
[0159] According to a tenth aspect, an embodiment of
this application provides another key transmission appa-
ratus. The apparatus may be the second key tool in the
fourth aspect.

[0160] For example, the apparatus may include:

a processing module, configured to determine a sec-
ond instruction; and

atransceiver module, configured to send the second
instruction to a first component in a vehicle, where
the second instruction includes second information
associated with a shared key, the second instruction
is used to fill the shared key for the first component,
and the shared key is at least used to encrypt data
including geographical location information.

[0161] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0162] For descriptions of other possible designs and
related beneficial effects in the tenth aspect, refer to the
fourth aspect and corresponding possible designs in the
fourth aspect. Details are not described herein again.
[0163] According to an eleventh aspect, an embodi-
ment of this application provides a key detection appa-
ratus, to implement the method performed by the key
detection tool in the fifth aspect.

[0164] For example, the apparatus includes:

a transceiver module, configured to send a fourth
instruction to a first component of a vehicle, where
the fourth instruction includes a third random
number; and

the transceiver module is further configured to re-
ceive fourth response information from the first com-
ponent, where the fourth response information in-
cludes a first check value, the first check value is
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associated with the third random number and a
shared key of the vehicle, and the shared key is at
least used to encrypt data including geographical lo-
cation information; and

a processing module, configured to: determine,
based on the first check value, whether the shared
key of the vehicle is consistent with a local shared
key corresponding to the vehicle; and report abnor-
mality information if the shared key of the vehicle is
inconsistent with the local shared key.

[0165] For specific descriptions of the shared key and
the data of the geographical location information, refer
to the related descriptions in any one of the first aspect
or the possible designs of the first aspect.

[0166] For other possible designs in the eleventh as-
pect, refer to corresponding possible designs in the fifth
aspect. Details are not described herein again.

[0167] According to a twelfth aspect, an embodiment
of this application further provides another key detection
apparatus, to implement the method performed by the
key detection tool in the sixth aspect.

[0168] For example, the apparatus includes:

a processing module, configured to obtain a com-
munication information ciphertext of a first compo-
nent of a vehicle, where the communication informa-
tion ciphertext includes information obtained by en-
crypting first information by using a shared key of
the vehicle, and the first information includes geo-
graphical location information; and

the processing module is further configured to de-
termine, based on a local shared key corresponding
to the vehicle and the communication information
ciphertext, whether the shared key of the vehicle is
consistent with the local shared key; and
atransceiver module, configured to reportabnormal-
ity information if the shared key of the vehicle is in-
consistent with the local shared key.

[0169] For specific descriptions of the shared key and
data of the geographical location information, refer to the
related descriptions in any one of the first aspect or the
possible designs of the first aspect.

[0170] Forother possible designs in the twelfth aspect,
refer to corresponding possible designs in the sixth as-
pect. Details are not described herein again.

[0171] According to a thirteenth aspect, an embodi-
ment of this application further provides an on-board
component. The on-board component includes a proc-
essor and a storage medium. The storage medium stores
instructions. When the instructions are run by the proc-
essor, the on-board componentis enabled to perform the
method according to any one of the first aspect or the
possible designs of the first aspect, or the on-board com-
ponent is enabled to perform the method according to
any one of the second aspect or the possible designs of
the second aspect.
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[0172] According to a fourteenth aspect, an embodi-
ment of this application further provides an electronic de-
vice. The electronic device includes a processor and a
storage medium. The storage medium stores instruc-
tions. When the instructions are run by the processor,
the electronic device is enabled to perform the method
according to any one of the third aspect to the sixth aspect
or the possible designs of the third aspect to the sixth
aspect.

[0173] According to a fifteenth aspect, an embodiment
of this application provides a chip system. The chip sys-
tem includes a processor, configured to invoke a com-
puter program or computer instructions stored in a mem-
ory, to enable the processor to perform the method ac-
cording to any one of the first aspect or the possible de-
signs of the first aspect, or to enable the processor to
perform the method according to any one of the second
aspect or the possible designs of the second aspect, or
to enable the processor to perform the method according
to any one of the third aspect or the possible designs of
the third aspect, or to enable the processor to perform
the method according to any one of the fourth aspect or
the possible designs of the fourth aspect, or to enable
the processor to perform the method according to any
one of the fifth aspect or the possible designs of the fifth
aspect, or to enable the processor to perform the method
according to any one of the sixth aspect or the possible
designs of the sixth aspect.

[0174] In a possible design, the processor is coupled
to the memory through an interface.

[0175] In a possible design, the chip system further
includes a memory. The memory stores the computer
program or the computer instructions.

[0176] According to a sixteenth aspect, an embodi-
ment of this application provides a computer-readable
storage medium. The computer-readable storage medi-
um stores a computer program or instructions. When the
computer program or the instructions are executed, the
method according to any one of the first aspect or the
possible designs of the first aspect is performed, or the
method according to any one of the second aspect or the
possible designs of the second aspect is performed, or
the method according to any one of the third aspect or
the possible designs of the third aspect is performed, or
the method according to any one of the fourth aspect or
the possible designs of the fourth aspect is performed,
or the method according to any one of the fifth aspect or
the possible designs of the fifth aspect is performed, or
the method according to any one of the sixth aspect or
the possible designs of the sixth aspect is performed.
[0177] According to a seventeenth aspect, an embod-
iment of this application provides a computer program
product. When the computer program product runs on
one or more processors, the method according to any
one of the first aspect or the possible designs of the first
aspect is performed, or the method according to any one
of the second aspect or the possible designs of the sec-
ond aspect is performed, or the method according to any
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one of the third aspect or the possible designs of the third
aspect is performed, or the method according to any one
of the fourth aspect or the possible designs of the fourth
aspect is performed, or the method according to any one
of the fifth aspect or the possible designs of the fifth as-
pect is performed, or the method according to any one
of the sixth aspect or the possible designs of the sixth
aspect is performed.

[0178] According to an eighteenth aspect, an embod-
iment of this application provides a vehicle. The vehicle
includes the first component in any one of the first aspect
or the possible designs of the first aspect, and/or the sec-
ond component in any one of the second aspect or the
possible designs of the second aspect.

[0179] For beneficial effects of the seventh aspect to
the eighteenth aspect, refer to the descriptions of the
beneficial effects of the first aspect to the sixth aspect.
Details are not described herein again.

BRIEF DESCRIPTION OF DRAWINGS
[0180]

FIG. 1 is a schematic diagram of an architecture of
a possible system to which an embodiment of this
application is applicable;

FIG. 2 is a schematic flowchart of generating a key
tool according to an embodiment of this application;
FIG. 3 is a schematic flowchart of a key transmission
method according to an embodiment of this applica-
tion;

FIG. 4 is a schematic flowchart in which a key tool
200 requests an initial key from a key management
system according to an embodiment of this applica-
tion;

FIG. 5 is a schematic flowchart of transmitting a ci-
phertext of aninitial key according to an embodiment
of this application;

FIG. 6 is a schematic flowchart of another key trans-
mission method according to an embodiment of this
application;

FIG. 7 is a schematic flowchart of another key trans-
mission method according to an embodiment of this
application;

FIG. 8 is a schematic flowchart of a key detection
method according to an embodiment of this applica-
tion;

FIG. 9 is a schematic diagram of a structure of a
control apparatus according to an embodiment of
this application;

FIG. 10 is a schematic diagram of a structure of an-
other control apparatus according to an embodiment
of this application;

FIG. 11 is a schematic diagram of a structure of a
key transmission apparatus according to an embod-
iment of this application;

FIG. 12 is a schematic diagram of a structure of an-
other key transmission apparatus according to an
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embodiment of this application;

FIG. 13 is a schematic diagram of a structure of a
key detection apparatus according to an embodi-
ment of this application;

FIG. 14 is a schematic diagram of a structure of an-
other key detection apparatus according to an em-
bodiment of this application; and

FIG. 15 is a schematic diagram of a structure of a
chip system according to an embodiment of this ap-
plication.

DESCRIPTION OF EMBODIMENTS

[0181] The following describes embodiments of this
application with reference to the accompanying drawings
in embodiments of this application. It should be noted
that, in this application, the term "example", "for exam-
ple", or the like is used to represent giving an example,
an illustration, or a description. Any embodiment or de-
sign scheme described as an "example" or "for example"
in this application should not be explained as being more
preferred or having more advantages than another em-
bodiment or design scheme. Exactly, use of the term "ex-
ample", "for example", or the like is intended to present
a related concept in a specific manner.

[0182] In embodiments of this application, "at least
one" means one or more, and "a plurality of" means two
or more than two. "At least one of the following items
(pieces)" or a similar expression thereof means any com-
bination of these items (pieces), including any combina-
tion of singular items (pieces) or plural items (pieces).
For example, at least one of a, b, or c may represent a,
b, c, (@andb), (aandc), (b and c), or (a, b, and c), where
a, b, and ¢ may be singular or plural. The term "and/or"
describes an association relationship between associat-
ed objects and indicates that three relationships may ex-
ist. For example, A and/or B may indicate the following
three cases: Only A exists, both A and B exist, and only
B exists, where A and B may be singular or plural. The
character "/" generally indicates an "or" relationship be-
tween associated objects.

[0183] In addition, unless otherwise stated, ordinal
numbers such as "first" and "second" in embodiments of
this application are used to distinguish between a plurality
of objects, but are not intended to limit an order, a time
sequence, priorities, or importance of the plurality of obj
ects. For example, first information and second informa-
tion are merely intended to distinguish between different
information, but do not indicate that the two types of in-
formation are different in content, priorities, a sending
sequence, importance, or the like.

[0184] The following first describes technical terms
used in embodiments of this application.

1. Component

[0185] The component is an electronic device having
a key transmission function in a vehicle or a part (for
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example, a chip or an integrated circuit) in an electronic
device. The electronic device may include a terminal de-
vice. Forexample, the component may be a vehicle cock-
pit (cockpit domain) device or a module (for example, a
cockpit domain controller (cockpit domain controller,
CDC)) in a vehicle cockpit device. For another example,
the component may be an electronic control unit (elec-
tronic control unit, ECU). For still another example, the
component may be a sensor. In embodiments of this ap-
plication, the key transmission function includes receiv-
ing and/or sending data associated with a key. The data
associated with the key includes but is not limited to the
key, a ciphertext generated based on the key, information
used to flush the key, information used to verify integrity
of the key, information used to detect whether the key is
abnormal, and information used to feed back a status of
the key.

[0186] Insome technical scenarios, aname ofadevice
having a similar key transmission function in the vehicle
may not be referred to as a component. However, for
ease of description, electronic devices having the key
transmission function in the vehicle are collectively re-
ferred to as components in embodiments of this applica-
tion.

2. Key tool

[0187] The key tool is a software system or an elec-
tronic device having a key transmission function and/or
a key detection function. The electronic device may be
a terminal device, for example, various types of user
equipment (user equipment, UE). In an optional design,
the key tool may be an OEM diagnostic tool, an OEM
diagnostic instrument, a dealer diagnostic instrument, a
dealer diagnostic tool (tester tool), or an on-board diag-
nostics (on-board diagnostics, OBD) system. In some
embodiments, the key tool may be used to implement
one or more of the following functions: filling an initial key
for a component in a vehicle, filling a shared key for the
component in the vehicle, and detecting whether the
shared key and the initial key of the component in the
vehicle are abnormal. The key tool may be one or more
key tools. This is not specifically limited in embodiments
of this application.

3. Qualification management organization

[0188] The qualification management organization
may be used to implement one or more of the following
functions: allocating a key tool, evaluating a software se-
curity mechanism of a component supplier and/or an
OEM of a vehicle, evaluating a hardware security mech-
anism of the component supplier and/or the OEM of the
vehicle, evaluating a production environment of the com-
ponent supplier and/or the OEM of the vehicle, and de-
tecting or monitoring key usage during vehicle running.
In some possible embodiments, the qualification man-
agement organization is an organization that has a sur-
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veying and mapping qualification and/or that engages in
a surveying and mapping activity according to law.

4. Key management system

[0189] The key management system may be used to
implement one or more of the following functions: man-
aging generation of an initial key of a vehicle, managing
distribution of the initial key, and managing storage of
the initial key. In some possible embodiments, the key
management system may be deployed in a qualification
management organization, or may be deployed in a man-
agement system of an OEM.

5. Shared key

[0190] In embodiments of this application, the shared
key may be used to encrypt communication information
between different components in a vehicle, for example,
encrypt geographical location information transmitted
between the different components. In embodiments of
this application, the shared key may be a key shared by
all components in the vehicle, or may be a key shared
by components associated with a function domain (for
example, an intelligent driving domain) in the vehicle, or
may be a key shared by components associated with a
service in the vehicle. This is not specifically limited in
embodiments of this application.

6. Initial key (seed)

[0191] In some embodiments, the initial key may be
used as a keying material, and is used to generate a
shared key. In some other embodiments, the initial key
may be used to encrypt a shared key, to implement en-
crypted transmission of the shared key.

[0192] Insome embodiments, an initial key of a vehicle
is uniformly allocated by an OEM associated with the
vehicle to a component supplier of each component in
the vehicle, and then transferred by the component sup-
plier to an employee of the component supplier in an
offline manner (for example, an encrypted email or a file
of an encrypted password). Finally, the employee of the
component supplier imports the initial key into a compo-
nent production line system and fills the initial key in a
corresponding component. Therefore, the initial key may
be disclosed by a person in a process of filling the initial
key. A shared key is generated based on the initial key
of the vehicle. Once the initial key is obtained by another
device, security of the shared key cannot be ensured. In
some cases, the OEM allocates a same initial key to all
vehicles of a same vehicle type. Once the initial key is
obtained by the another device, security of the shared
key of all the vehicles of the same vehicle type is threat-
ened. As a result, security of communication between
different components of the vehicle is damaged. There-
fore, how to securely transmit the initial key to improve
security of communication between the different compo-
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nents is a technical problem that needs to be urgently
resolved.

[0193] In view of this, embodiments of this application
provide a key transmission method. The method may be
performed by a first component in a vehicle and a first
key tool. In the method, the first component may receive
a first instruction from the first key tool. The first instruc-
tion includes first information associated with an initial
key. Then, the first component may obtain the initial key
according to the first instruction. The initial key may be
at least used to generate a shared key, and the shared
key may be at least used to encrypt data including geo-
graphical location information. In this way, key transmis-
sion security can be effectively improved, so that the
shared key generated based on the initial key cannot be
obtained by another device, to effectively improve secu-
rity performance of communication between components
of the vehicle, and protect the geographical location in-
formation associated with the component.

[0194] The following describes a system architecture
and a service scenario in embodiments of this applica-
tion. It should be noted that the system architecture and
the service scenario described in this application are in-
tended to describe the technical solutions in this appli-
cation more clearly, and do not constitute a limitation on
the technical solutions provided in this application. A per-
son of ordinary skill in the art may know that, with evolu-
tion of the system architecture and emergence of a new
service scenario, the technical solutions provided in this
application are also applicable to a similar technical prob-
lem.

[0195] FIG. 1isaschematic diagram of an architecture
of a possible system according to an embodiment of this
application. The system includes a key tool 200 and a
vehicle 100. The vehicle 100 includes a first component
101. For example, the first component 101 may be an
ECU, adomain controller, or a sensor in the vehicle 100.
The key tool 200 has one or more of the following func-
tions: a function 1, a function 2, a function 3, and a func-
tion 4.

[0196] The function 1 is an initial key filling function.
[0197] In a possible implementation, the key tool 200
may be used to determine an initial key of the vehicle
100, and send a first instruction to the first component
101. The first instruction includes first information asso-
ciated with the initial key. Then, the first component 101
receives the first instruction, and may obtain the initial
key based on the first information. The initial key may be
used to generate a shared key, and the initial key is in-
visible to an OEM associated with the vehicle 100. The
shared key may be used to encrypt communication in-
formation (for example, geographical location informa-
tion) of the vehicle 100. In this way, the vehicle 100 ef-
fectively improves transmission security of the initial key,
so that the initial key and the shared key generated based
on the initial key cannot be obtained by another device,
to effectively improve security of communication be-
tween components of the vehicle 100.
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[0198] The function 2 is a shared key filling function.
[0199] In a possible implementation, the key tool 200
may send a second instruction to the first component 101
when the initial key is successfully filled for the first com-
ponent 101. The second instruction includes second in-
formation associated with the shared key. Then, the first
component 101 receives the second instruction, and may
obtain the shared key based on the second information
and the initial key. In this way, efficiency of obtaining the
shared key by the first component 101 is effectively im-
proved.

[0200] In an optional implementation, the vehicle 100
may further include a second component 102. The first
component 101 and the second component 102 may per-
form communication interaction with each other, and the
second component 102 and the key tool 200 may perform
communication interaction with each other. In a possible
implementation, the key tool 200 may alternatively send
a second instruction to the second component 102, to fill
the shared key for the second component 102. The sec-
ond component 102 may convert the second instruction
to obtain a third instruction, send the third instruction to
the first component 101, and fill the shared key for the
first component 101 by using the third instruction. In an-
other possible implementation, after the key tool 200
sends the second instruction to the second component
102, the second component 102 may forward the second
instruction to the first component 101, and fill the shared
key for the first component 101 by using the second in-
struction. In this way, the key tool 200 does not need to
perform communication interaction with the first compo-
nent 101, and can also fill the shared key for the first
component 101. This effectively improves efficiency of
filling the shared key for a plurality of components in the
vehicle 100.

[0201] It should be noted that the second component
102 is a component integrated in the entire vehicle, for
example, may be an intelligent driving domain controller
or a central gateway, and the first component 101 may
be a single component in a component production line,
and may be any on-board component. When the shared
key is a shared key of the entire vehicle, the first compo-
nent 101 and the second component 102 only need to
belong to the vehicle 100. When the shared key is a func-
tion key of a specific service, the first component 101 and
the second component 102 may be associated with a
same service.

[0202] The function 3 is a function of detecting a key
by using a random number.

[0203] In a possible implementation, the key tool 200
may send a fourth instruction to the first component 101.
The fourth instruction includes a third random number.
Then, the firstcomponent 101 receives the fourth instruc-
tion, and may generate a first check value based on the
shared key of the vehicle 100 and the third random
number, and return fourth response information including
the first check value to the key tool 200. The key tool 200
determines, based on the first check value, whether the
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shared key used by the vehicle 100 is consistent with a
local shared key that corresponds to the vehicle 100 and
that is determined by the key tool 200, and reports ab-
normality information if the shared key used by the vehi-
cle 100 is inconsistent with the local shared key stored
in the key tool 200. In this way, the key tool 200 interacts
with the first component 101, to detect the shared key of
the vehicle 100.

[0204] Inanother possible implementation, the key tool
200 may be further used to detect the initial key of the
vehicle. A detection process may be as follows: The key
tool 200 may send a fifth instruction to the first component
101. The fifth instruction includes a fifth random number.
Then, the first component 101 receives the fifth instruc-
tion, and may generate a third check value based on the
fifth random number and the initial key of the vehicle 100,
and return fifth response information including the third
check value to the key tool 200. The key tool 200 deter-
mines, based on the third check value, whether the initial
key used by the vehicle 100 is consistent with a local
initial key that corresponds to the vehicle 100 and that is
determined by the key tool 200, and reports abnormality
information if the initial key used by the vehicle 100 is
inconsistent with the local initial key stored in the key tool
200. In this way, the key tool 200 interacts with the first
component 101, to detect the initial key of the vehicle 100.
[0205] The function 4 is a function of detecting the key
by using a communication information ciphertext.
[0206] In a possible implementation, the key tool 200
may obtain a communication information ciphertext of
the first component 101 of the vehicle 100. The commu-
nication information ciphertext includes information ob-
tained by encrypting the first information by using the
shared key of the vehicle 100. The first information in-
cludes the geographical location information. The key
tool 200 determines whether the shared key of the vehicle
100is consistent with alocal shared key that corresponds
to the vehicle 100 and that is determined by the key tool
200, and reports abnormality information if the shared
key of the vehicle 100 is inconsistent with the local shared
key of the vehicle 100. In this way, the key tool 200 can
detect the shared key of the vehicle 100 only by obtaining
the communication information ciphertext of the first com-
ponent 101 in the vehicle 100. This effectively improves
detection efficiency. In addition, due to randomness
and/or real-time performance of the communication in-
formation ciphertext, through key detection implemented
based on the communication information ciphertext, ro-
bustness of key detection can be further improved, and
the shared key can be prevented from being forged.
[0207] It should be noted that the key tool 200 may be
any one of a first key tool, a second key tool, and a key
detection tool. The first key tool may have the function
1. Alternatively, in addition to the function 1, the first key
tool may further have one or more of the following func-
tions: the function 2, the function 3, and the function 4.
The second key tool may have the function 2. The key
detection tool may have the function 3 and/or the function
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4. Key detection may specifically include detection of the
initial key and/or the shared key.

[0208] Therefore, when the key tool 200 has the func-
tion 1, or when the key tool 200 has the one or more of
the function 2, the function 3, and the function 4 in addition
to the function 1, the key tool 200 may be the first key
detection tool. When the key tool 200 has only the shared
key filling function, the key tool 200 may be the second
key detection tool. When the key tool 200 has only a key
detection function, the key tool 200 may be the key de-
tection tool. In addition, the key tool 200 may alternatively
correspond to another key tool. The another key tool may
have the function 2 and the function 3, or have the func-
tion 2 and the function 4, or have the function 2, the func-
tion 3, and the function 4.

[0209] In a possible implementation, the first key tool
and the second key tool may correspond to different key
filling environments. For example, the first key tool cor-
responds to a component supplier/component produc-
tion line, that is, at the component supplier and/or in the
component production line, the first key tool may be used
to fill the initial key of the first component, or fill the initial
key and the shared key of the first component. The sec-
ond key tool corresponds to an OEM production line, that
is, in the OEM production line, the second key tool may
be used to fill the shared key of the first component. In
this implementation, in the different key filling environ-
ments, different key tools are used to fill the initial key
and the shared key of the first component. In this way,
not only flexibility of key filling can be implemented, but
also the key tools adapted to the different key filling en-
vironments can be implemented. This further ensures
security of key filling in the different key filling environ-
ments, thereby improving security performance of com-
munication between different components in the vehicle.
[0210] Inanotherpossibleimplementation, the first key
tool and the second key tool may alternatively correspond
to different components in the vehicle. For example, the
first key tool corresponds to any component in the vehicle
or acomponent thatis in the vehicle and that participates
in geographicinformation exchange. In this case, the first
key tool may be used to fill the initial key or the initial key
and the shared key for the any component in the vehicle
or the component that is in the vehicle and that partici-
pates in geographic information exchange. The second
key tool only corresponds to a main control component
(for example, a software and hardware integrated plat-
form, namely, a vehicle computing platform (vehicle com-
puting platform), that is used to supportintelligent driving,
or a gateway) in the vehicle or a component associated
with a specific function domain (for example, an intelli-
gent driving domain or an HMI). In this case, the second
key tool may be used to fill the shared key for the main
control component in the vehicle or the component as-
sociated with the specific function domain. In this imple-
mentation, for the different components in the vehicle,
different key tools are used to fill the initial key and/or the
shared key. In this way, not only flexibility of key filling
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can be implemented, but also the key tools adapted to
the different components in the vehicle can be imple-
mented. This further ensures security of key filling of the
different components in the vehicle, thereby improving
security performance of communication between the dif-
ferent components in the vehicle.

[0211] Inanother possible implementation, the first key
tool and the second key tool may alternatively correspond
to different component suppliers. For example, the first
key tool corresponds to a component supplier 1. In this
case, the first key tool may be used to fill the initial key
or the initial key and shared key for any component that
isinthe vehicle and thatis associated with the component
supplier 1. Forexample, the second key tool corresponds
to a component supplier 2. In this case, the second key
tool may be used to fill the shared key for any component
that is in the vehicle and that is associated with the com-
ponent supplier 2. In this implementation, for the different
component suppliers, different key tools are used to fill
the initial key and/or the shared key of the first compo-
nent. In this way, not only flexibility of key filling can be
implemented, but also the key tools adapted to the dif-
ferent component suppliers can be implemented. This
further ensures security of key filling of the different com-
ponent suppliers, thereby improving security perform-
ance of communication between different components
in the vehicle.

[0212] It should be noted that the key tool 200 may be
allocated by a qualification management organization to
the OEM. For example, FIG. 2 shows a process in which
a qualification management organization allocates a key
tool to an OEM. The process includes the following steps.
[0213] S201: The qualification management organiza-
tion determines that an OEM qualification and environ-
ment information of an OEM production line meet a se-
curity requirement, and generates an initial key.

[0214] The security requirement includes one or more
of the following: a security requirement on a data protec-
tion mechanism of a component and an entire vehicle, a
security requirement on a network environment of the
production line, and a standardization requirement on a
personnel management system.

[0215] S202: The qualification management organiza-
tion allocates the key tool to the OEM, and stores the
initial key in the key tool.

[0216] The key tool has an initial key filling function. In
an optional design, the key tool further has a keying ma-
terial generation function and/or a keying material filling
function.

[0217] Optionally, the foregoing process may further
include step S200, and step S200 is specifically as fol-
lows.

[0218] S200: The OEM sends key tool request infor-
mation to the qualification management organization.
Correspondingly, the qualification management organi-
zation receives the key tool request information. The key
tool request information includes qualification informa-
tion of the OEM, environment information of the OEM
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production line, and the type information of the vehicle.
To be specific, when receiving the key tool request infor-
mation of the OEM, the qualification management organ-
ization may verify related information of the OEM, and
allocate the key tool to the OEM when verification suc-
ceeds. In this way, usage security of the key tool is ef-
fectively improved, to improve security of a key.

[0219] It should be understood that the key tool allo-
cation process implemented based on FIG. 2 may also
be used by the qualification management organization
to allocate the key tool to a component supplier of the
vehicle or another organization. This is not specifically
limited in embodiments of this application.

[0220] It should be noted that, when the key tool 200
has different functions, corresponding key transmission
methods of the key tool 200 are also different. With ref-
erence to a specific embodiment, the following describes
the key transmission method provided in embodiments
of this application.

[0221] FIG. 3 is a schematic flowchart corresponding
to a key transmission method according to an embodi-
ment of this application. For example, execution bodies
ofthe method are the key tool 200 and the first component
101 shown in FIG. 1. In FIG. 3, the key tool 200 has the
foregoing function 1 (namely, an initial key filling func-
tion). It should be understood that, in this manner, the
key tool 200 may be a first key tool. The method may
include the following steps.

[0222] S301:The key tool 200 determines an initial key
of the vehicle 100.

[0223] Theinitialkey maybe usedto generate ashared
key, and the shared key may be used to encrypt data
including geographical location information.

[0224] The data of the geographical location informa-
tion may include data related to one or more of the fol-
lowing: longitude and latitude, an elevation, and a geo-
graphical track. For example, the data of the geograph-
ical location information may include data whose longi-
tude and latitude data range and/or elevation data range
falls within a preset threshold range. Alternatively, the
data ofthe geographical location information may be data
related to a geographical location. This is not specifically
limited in embodiments of this application. The elevation
is a height of a point relative to a reference plane, for
example, a height of the top of the vehicle relative to the
ground. Correspondingly, elevation data includes data
reflecting the height of the point relative to the reference
plane, for example, data reflecting the height of the top
of the vehicle relative to the ground.

[0225] There are a plurality of implementations in
which the key tool 200 determines the initial key of the
vehicle 100, including but not limited to the following man-
ners.

[0226] Manner 1: The key tool 200 pre-stores the initial
key of the vehicle 100, and the key tool 200 may locally
query and determine the initial key of the vehicle 100
based on type information of the vehicle 100.

[0227] For example, still refer to FIG. 2. When allocat-
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ing the key tool 200 to an OEM associated with the vehicle
100, the qualification management organization may
store the initial key corresponding to the vehicle 100 in
internal storage space of the key tool 200. Then, the key
tool 200 may locally query the initial key of the vehicle
100 based on the type information of the vehicle 100. In
embodiments of this application, the OEM associated
with the vehicle may implement one or more of the fol-
lowing functions: developing the vehicle, integrating the
vehicle, and generating the vehicle. Alternatively, the
OEM associated with the vehicle may implementanother
function related to the vehicle. This is not specifically lim-
ited in embodiments of this application.

[0228] In Manner 1, the key tool 200 can quickly de-
termine the initial key of the vehicle 100. This helps im-
prove filling efficiency of the initial key.

[0229] Manner 2: The key tool 200 may request the
initial key from a key management system.

[0230] In an optional design of Manner 2, the key tool
200 may be allocated by a qualification management or-
ganization to an OEM, but the qualification management
organization does not pre-store the initial key in the key
tool 200.

[0231] Example 1: FIG. 4 is a schematic flowchart in
which the key tool 200 obtains the initial key from the key
management system in Manner 2. A process includes
the following steps.

[0232] S3011: The key tool 200 generates a second
public key and a second private key.

[0233] In a possible implementation, the key tool 200
may generate the second public key and the second pri-
vate key according to an asymmetric key algorithm. The
asymmetric encryption algorithm may be an SM2 algo-
rithm, an RSA algorithm, or the like. This is not specifically
limited in embodiments of this application. In this manner,
the key tool 200 does not need to pre-share same key
information with the key management system. This sim-
plifies a filling process of the initial key.

[0234] S3012: The key tool 200 sends request infor-
mation to the key management system. Corresponding-
ly, the key management system receives the request in-
formation.

[0235] The request information may request the initial
key, and the request information includes the second
public key. Then the key management system may per-
form S3013 in response to the request information.
[0236] S3013: The key management system gener-
ates a second ciphertextbased on the second publickey.
[0237] In a possible implementation, the key manage-
ment system may encrypt the initial key of the vehicle
100 by using the second public key, to obtain the second
ciphertext.

[0238] S3014:The key managementsystem sendsthe
second ciphertext. Correspondingly, the key tool 200 re-
ceives the second ciphertext.

[0239] S3015: The key tool 200 determines the initial
key based on the second ciphertext and the second pri-
vate key.
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[0240] The second ciphertext includes information ob-
tained by encrypting the initial key by using the second
public key. Therefore, the key tool 200 may decrypt the
second ciphertext by using the second private key, to
obtain the initial key.

[0241] Example 2: The key tool 200 sends request in-
formation to the key management system. The request
information may request the initial key, and the request
information includes a preconfigured key. Then, the key
management system receives the request information,
and encrypts the initial key of the vehicle 100 in response
to the request information based on the preconfigured
key information, to obtain a second ciphertext. The key
management system sends the second ciphertext to the
key tool 200, and the key tool 200 determines the initial
key based on the second ciphertext and the preconfig-
ured key. In this way, the key tool 200 does not need to
generate a temporary key. This reduces implementation
complexity of the key tool 200.

[0242] In Manner 2, the key tool 200 can request the
initial key from the key management system in real time,
and the key management system can encrypt and trans-
mit the initial key to the key tool 200. This effectively im-
proves real-time performance and security of the initial
key.

[0243] It should be understood that the key manage-
ment system may be deployed in the qualification man-
agement organization, or may be deployed in a manage-
ment system of the OEM. This is not specifically limited
in embodiments of this application.

[0244] Manner 3: The key tool 200 generates the initial
key of the vehicle 100.

[0245] Forexample, the key tool 200 may generate the
initial key of the vehicle 100 based on information about
the vehicle 100. The key tool 200 may generate the initial
key of the vehicle 100 randomly or according to a specific
rule. This is not specifically limited in embodiments of this
application.

[0246] In Manner 3, the key tool 200 can generate the
initial key of the vehicle 100 in real time. This can effec-
tively ensure real-time performance of the initial key.
[0247] S302: The key tool 200 sends a first instruction
to the first component 101 of the vehicle 100. Corre-
spondingly, the first component 101 receives the first in-
struction.

[0248] Thefirstinstruction may include firstinformation
associated with the initial key. Therefore, the firstinstruc-
tion may be used to fill the initial key for the first compo-
nent 101.

[0249] In an optional design, before S302, the key tool
200 sends a key filling instruction to the first component
101. The key filling instruction may be used to trigger
filling of the initial key.

[0250] S303: Thefirstcomponent 101 obtains theinitial
key according to the first instruction.

[0251] It should be understood that a process in which
the first component 101 obtains the initial key according
to the first instruction is a process in which the first com-
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ponent 101 obtains the initial key based on the first in-
formation. The process in which the first component 101
determines the initial key based on the first information
may be used as a part or all of the filling process of the
initial key. In an optional implementation, the first com-
ponent 101 the first component 101 obtains the initial key
based on the first information, and filling of the initial key
is completed. In another optional implementation, after
obtaining the initial key, the first component 101 further
needs to invoke a hardware security module (hardware
security module, HSM) to locally store the initial key, and
filling of the initial key is completed.

[0252] The first information may be implemented in a
plurality of manners. Therefore, there are a plurality of
implementationsinwhich the firstcomponent 101 obtains
the initial key based on the first information, including but
not limited to the following manners.

[0253] Manner 1: The first information includes a first
ciphertext. The first ciphertext includes information ob-
tained by encrypting the initial key by using a first public
key. The first component 101 may obtain the initial key
based on the first ciphertext. In other words, the key tool
200 may transmit a ciphertext (namely, the first cipher-
text) of the initial key to the first component 101. The key
tool 200 may request the initial key from the key man-
agement system (for specific process descriptions, refer
to FIG. 2).

[0254] Forexample, FIG. 5 is a schematic flowchart of
encrypting and transmitting the initial key in Manner 1. A
process includes the following steps.

[0255] S3021: The first component 101 generates the
first public key and a first private key.

[0256] In a possible implementation, the first compo-
nent 101 may invoke the HSM to generate the first public
key and the first private key. An algorithm used to gen-
erate the first public key and the first private key is not
specifically limited in embodiments of this application.
For example, the algorithm may be an asymmetric en-
cryption algorithm (for example, the SM2 algorithm or the
RSA algorithm) or another algorithm.

[0257] S3022: The first component 101 sends the first
public key to the key tool 200. Correspondingly, the key
tool 200 receives the first public key.

[0258] Alternatively, the first component 101 may
send, to the key tool 200, a first public key encrypted by
using a preconfigured key. For example, the preconfig-
ured key may be an authentication key or another key
shared between the first component and the key tool 200.
In this way, transmission security of the first public key
is effectively improved. Further, transmission security of
the first ciphertext subsequently obtained by using the
first public key is effectively improved.

[0259] S3023: The key tool 200 obtains the first cipher-
text based on the first public key and the initial key.
[0260] In a possible implementation, the key tool 200
may encrypt the initial key based on the first public key,
to generate the first ciphertext.

[0261] S3024: The key tool 200 sends the first cipher-
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text. Correspondingly, the first component 101 receives
the first ciphertext.

[0262] S3025: The first component 101 obtains the in-
itial key based on the first ciphertext and the first private
key.

[0263] In a possible implementation, the first compo-

nent 101 may decrypt the first ciphertext by using the first
private key, to obtain the initial key.

[0264] Further, after obtaining the initial key, the first
component 101 may further invoke the HSM, so that the
HSM encrypts the initial key based on a local authenti-
cation key of the first component 101 and stores an en-
crypted initial key in the internal storage space of the first
component 101, or directly stores the initial key in the
internal storage space of the first component 101, to fill
the initial key.

[0265] It should be understood that, in embodiments
of this application, the authentication key is managed and
maintained by the OEM, and may be used to authenticate
a function key developed by the OEM or a component
supplier. The authentication key may correspond to all
entire vehicles included in one vehicle type, or may cor-
respond to one entire vehicle, or may correspond to a
functional component in an entire vehicle, or may corre-
spond to an ECU in an entire vehicle.

[0266] For example, the authentication key may be a
master ECU key (master ECU key, MEK), a pre-master
ECU key (pre-master ECU key, PMEK) (which may also
bereferred to as an ECU initial hardware permission key),
or a root key. This is not specifically limited in embodi-
ments of this application. The root key is a preset key
transferred by the OEM to the component supplier. The
component supplier fills the preset key in a component
in the vehicle. An entire-vehicle production line may fill
the function key in the component in the vehicle depend-
ing on authentication and authorization of the presetkey.
[0267] The function key is also referred to as a service
key, and may be used to encrypt ECU keys of various
functions in the entire vehicle. For example, the function
key may include but is not limited to a pre-shared key
(pre-shared key, PSK), a master key (master key, MK)
used for a service application, and a session key (session
key, SK). The PSK may include a secure on-board com-
munication (security onboard communication, SecOC)
key (SecOC key) used to protect communication security
of an on-board network and a device key (device key)
used for device authentication.

[0268] In Manner 1, the key tool 200 transmits the ci-
phertext of the initial key to the first component 101. This
can ensure transmission security of the initial key.
[0269] Optionally, the first component 101 may further
directly store the first ciphertext in the internal storage
space of the first component 101, and when the initial
key needs to be used, decrypt the first ciphertext to obtain
the initial key.

[0270] Manner 2: The first information includes the in-
itial key. In other words, the key tool 200 may transmit
the initial key to the first component 101.
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[0271] Correspondingly, a process in which the key
tool 200 sends the first instruction to the first component
101 of the vehicle 100 may be as follows: The key tool
200 sends the initial key to the first component 101 in a
wired connection manner. The key tool 200 and the first
component 101 may be connected in a wired manner
through a network cable, a data cable, or the like. This
is not specifically limited in embodiments of this applica-
tion.

[0272] In Manner 2, the key tool 200 can directly trans-
mit the initial key to the first component 101 in the vehicle
100, so that the first component 101 can quickly obtain
theinitial key. In addition, in the wired connection manner,
the first component 101 can directly receive the initial
key, and the first component 101 does not need to per-
form an encryption/decryption operation. Therefore, a
first component 101 having no encryption/decryption ca-
pability can also obtain the initial key, to ensure security
of communication between different components. In ad-
dition, the initial key is obtained in this manner, to simplify
an operation of the first component 101, and reduce im-
plementation complexity and component costs of the first
component 101.

[0273] In the embodiment shown in FIG. 3, the initial
key is unrelated to the OEM associated with the vehicle
100, or is unrelated to neither the component supplier
nor the OEM associated with the vehicle 100, or is unre-
lated to an OEM having no navigation electronic map
production qualification (the OEM herein may be asso-
ciated with the vehicle 100). In other words, an entire
transmission process of the initial key does not require
participation of the OEM associated with the vehicle 100
or the OEM having no navigation electronic map produc-
tion qualification, so that the initial key is invisible to the
OEM or the OEM having no navigation electronic map
production qualification. This can effectively improve key
transmission security, so that the shared key generated
based on the initial key cannot be obtained by another
device, to effectively improve security performance of
communication between components of the vehicle 100,
and protect data associated with the components.
[0274] Optionally, still refer to FIG. 3. The key trans-
mission method provided in this embodiment of this ap-
plication may further include step S304. Step S304 is
specifically as follows.

[0275] S304: The first component 101 sends first re-
sponse information. Correspondingly, the key tool 200
receives the first response information.

[0276] It should be understood that the first response
information is response information sent by the first com-
ponent 101 in response to the first instruction received
from the key tool 200. The first response information may
include a filling result of the initial key. The filling result
of the initial key may indicate that the initial key is suc-
cessfully filled or that the initial key fails to be filled.
[0277] In a possible implementation, the first instruc-
tion may include a first random number. Therefore, after
receiving the first instruction, the first component 101
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may obtain a third ciphertext based on the initial key and
the first random number. For example, the first random
number may be encrypted by using the initial key or a
derived key of the initial key, to obtain the third ciphertext.
[0278] Correspondingly, for example, the filling result
of the initial key may include a first identifier, where the
first identifier may indicate that the initial key is success-
fully filled; and/or the third ciphertext. It may be under-
stood thatdifferentinformation included in the filling result
of the initial key indicates different scenarios in which the
key tool 200 determines that the initial key is successfully
filled.

Scenario 1

[0279] If the filling result of the initial key received by
the key tool 200 includes the first identifier, the key tool
200 considers that the initial key is successfully filled.

Scenario 2

[0280] If the filling result of the initial key received by
the key tool 200 includes the third ciphertext, the key tool
200 may determine, based on the third ciphertext, wheth-
er the initial key is successfully filled.

[0281] There are a plurality of implementations in
which the key tool 200 determines, based on the third
ciphertext, whether the initial key is successfully filled,
including but not limited to the following manners.
[0282] Manner 1: After receiving the third ciphertext,
the key tool 200 may obtain a second random number
based on the initial key and the third ciphertext. For ex-
ample, the key tool 200 may decrypt the third ciphertext
by using the initial key, to obtain the second random
number, and compare the second random number with
the first random number included in the first instruction.
If a value of the first random number is the same as a
value of the second random number, the key tool 200
determines that the initial key is successfully filled. If a
value of the first random number is different from a value
of the second random number, the key tool 200 deter-
mines that the initial key fails to be filled.

[0283] Manner 2: The key tool 200 may obtain local
verification information based on a local initial key and
the first random number. For example, the key tool 200
may encrypt, by using the local initial key, the firstrandom
number included in the firstinstruction, to obtain a cipher-
text 1 (namely, the local verification information), and
compare the third ciphertext with the ciphertext 1. If a
value of the third ciphertext is the same as a value of the
ciphertext 1, the key tool 200 determines that the initial
key is successfully filled. If a value of the third ciphertext
is different from a value of the ciphertext 1, the key tool
200 determines that the initial key is unsuccessfully filled.
Optionally, after receiving the third ciphertext, the key
tool 200 may determine the local verification information
based on the local initial key and the first random number.
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Scenario 3

[0284] If the filling result of the initial key received by
the key tool 200 includes the first identifier and the third
ciphertext, the key tool 200 needs to determine again,
based on the third ciphertext, whether the initial key is
successfully filled.

[0285] It should be understood that, in some embodi-
ments, after the first component 101 receives the first
instruction, an initial key seed 2 obtained and stored
based on the first information in the first instruction may
not be completely stored. As a result, the initial key seed
2 stored in the first component 101 is different from a
seed 1 to be filled by the key tool 200. Therefore, even
if the filling result of the initial key received by the key
tool 200 includes the first identifier, the key tool 200 still
needs to determine again, based on the third ciphertext,
whether the initial key is successfully filled.

[0286] A specific implementation in which the key tool
200 determines again, based on the third ciphertext,
whether the initial key is successfully filled is similar to a
specific implementation in which the key tool 200 deter-
mines, based on the third ciphertext, whether the initial
key is successfully filled in Scenario 2. Refer to the fore-
going descriptions. Details are not described herein
again.

[0287] For another example, the filling result of the in-
itial key may include a second identifier. The second iden-
tifier may indicate that the initial key fails to be filled. Op-
tionally, the second identifier may further indicate a rea-
son why the initial key fails to be filled, for example, the
HSM in the first component 101 fails to decrypt the first
ciphertext, or the storage space of the first component
101 is insufficient.

[0288] Optionally, the filling result of the initial key may
further include an identifier of the vehicle 100 and/or an
identifier of the first component 101. Correspondingly,
the key tool 200 may count and store a filling status of
the initial key based on the identifier of the vehicle 100
and/or the identifier of the first component 101.

[0289] Toenable theinitial key to be successfully filled,
if the filling result of the initial key indicates that the initial
key fails to be filled, the key tool 200 may resend the first
instruction to the first component 101. Optionally, if a
quantity of times of sending the first instruction exceeds
a preset threshold, the key tool 200 stops sending the
first instruction to the first component 101. In this imple-
mentation, filling validity of the initial key can be ensured.
[0290] In a possible implementation, if the filling result
oftheinitial key indicates thatthe initial key is successfully
filled, the key tool 200 may send a second instruction to
the first component 101. The second instruction is used
to fill the shared key for the first component 101.

[0291] The following describes, with reference to a
specific example, a process in which the key tool 200 fills
the shared key for the first component 101.

[0292] For example, refer to FIG. 6. In FIG. 6, the key
tool 200 has the foregoing function 2, that is, the key tool
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200 has the foregoing function 2 (namely, a shared key
filling function). It should be understood that, in this man-
ner, the key tool 200 may be a first key tool or a second
key tool.

[0293] The process in which the key tool 200 fills the
shared key for the first component 101 includes the fol-
lowing steps.

[0294] S601: The key tool 200 sends the second in-
struction. Correspondingly, the first component 101 re-
ceives the second instruction.

[0295] The second instruction includes second infor-
mation associated with the shared key.

[0296] S602: The first component 101 determines the
shared key based on the second information and the in-
itial key.

[0297] It should be understood that a process in which
the firstcomponent 101 determines the shared key based
on the second information and the initial key may be a
part or all of the filling process of the shared key. In an
optional implementation, the first component 101 the first
component 101 determines the shared key based on the
second information and the initial key, and filling of the
shared key is completed. In an optional implementation,
after determining the shared key, the first component 101
invokes the HSM to locally store the shared key, and
filling of the shared key is completed.

[0298] The second information may be implemented
in a plurality of manners. Correspondingly, there are also
a plurality of implementations in which the first compo-
nent 101 determines the shared key based on the second
information and the initial key, including but not limited
to the following manners.

[0299] Manner 1: The second information is a keying
material (for example, a salt). Therefore, after receiving
the second instruction, the first component 101 may gen-
erate the shared key based on the second information
and the initial key.

[0300] In a possible implementation, the process in
which the first component 101 obtains the shared key
based on the initial key and the second information may
be: obtaining, according to a symmetric encryption algo-
rithm or based on a key derivation function or a message
authentication code of a symmetric encryption algorithm,
the shared key based on the initial key and the second
information.

[0301] For example, the first component 101 may ob-
tain the shared key according to the following formula:

KEK=ENC(salt, seed)

[0302] Herein, KEK is the shared key, the salt is an
example of the keying material, the seed is the initial key,
and ENC is any symmetric encryption algorithm, the key
derivation function, or the message authentication code
based on the symmetric encryption algorithm. In the sym-
metric encryption algorithm, only one key is used, and
both a sender and a receiver use the key to encrypt and
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decrypt data. The symmetric encryption algorithm may
include but is not limited to a DES algorithm, a 3DES
algorithm, an SM1 algorithm, and an SM4 algorithm. The
message authentication code (message authentication
code, MAC) is a technique used to verify integrity and
perform authentication. The key derivation function is a
function used to derive key data from a shared key bit
string. The key derivation function includes but is not lim-
ited to a password-based key derivation function (pass-
word-based key derivation function, PBKDF) and a scrypt
(scrypt) algorithm. In embodiments of this application,
the symmetric encryption algorithm and the key deriva-
tion function are not specifically limited.

[0303] In Manner 1, the first component 101 can gen-
erate the shared key. This effectively improves filling se-
curity of the shared key.

[0304] Manner 2: The second information is a cipher-
text of the shared key.

[0305] In a possible implementation, the shared key is
generated by the key tool 200, and the key tool 200 may
obtain the second information based on the initial key
and the shared key. For example, the key tool 200 may
encrypt the shared key by using the initial key, to obtain
the second information. Correspondingly, after receiving
the second instruction, the first component 101 may ob-
tain the shared key based on the initial key and the sec-
ond information. For example, the first component 101
may decrypt the second information by using the initial
key, to obtain the shared key.

[0306] An algorithm used in a process in which the key
tool 200 encrypts the shared key based on the initial key
may be a symmetric encryption algorithm or a key deri-
vation function. This is not specifically limited in embod-
iments of this application. For the symmetric encryption
algorithm and the key derivation function, refer to the
foregoing descriptions of the symmetric encryption algo-
rithm and the key derivation function. Details are not de-
scribed herein again.

[0307] In Manner 2, the second information includes
the ciphertext of the shared key, and the ciphertextis the
information obtained by encrypting the shared key by us-
ing the initial key. The first component 101 can obtain
the shared key by decrypting the ciphertext by using the
initial key. However, for another device having no initial
key, the shared key cannot be restored even if the ci-
phertext is received. This effectively improves security
ofthe shared key of the first component. In addition, Man-
ner 2 has a low requirement on an algorithm of the first
component 101. For example, the shared key can be
obtained as long as the first component supports any
decryption algorithm. This reduces implementation com-
plexity and costs of the first component.

[0308] S603: The first component 101 sends second
response information. Correspondingly, the key tool 200
receives the second response information.

[0309] It should be understood that the second re-
sponse information is response information sent by the
firstcomponent 101 in response to the second instruction

EP 4 391 607 A1

15

20

25

30

35

40

45

50

55

25

48

received from the key tool 200. The second response
information includes afilling result of the shared key. The
filling result of the shared key may indicate that the initial
key is successfully filled or that the initial key fails to be
filled.

[0310] In a possible implementation, the second in-
struction may include a third random number. Therefore,
afterreceiving the second instruction, the first component
101 may obtain a fourth ciphertext by using the third ran-
dom number and the shared key or a derived key of the
shared key. For example, the third random number is
encrypted by using the shared key or the derived key of
the shared key, to obtain the fourth ciphertext.

[0311] Correspondingly, in a possible implementation,
the filling result of the shared key may include: a third
identifier, where the third identifier indicates that the
shared key is successfully filled; and/or a fourth cipher-
text. It may be understood that different information in-
cluded in the filling result of the shared key indicates dif-
ferent scenarios in which the key detection tool 200 de-
termines that the shared key is successfully filled.

Scenario 1

[0312] If the filling result of the shared key received by
the key tool 200 includes the third identifier, the key tool
200 considers that the shared key is successfully filled.

Scenario 2

[0313] If the filling result of the shared key received by
the key tool 200 includes the fourth ciphertext, the key
tool 200 may determine, based on the fourth ciphertext,
whether the shared key is successfully filled.

[0314] There are a plurality of implementations in
which the key tool 200 determines, based on the fourth
ciphertext, whether the shared key is successfully filled,
including but not limited to the following manners.
[0315] Manner 1: After receiving the fourth ciphertext,
the key tool 200 may obtain a fourth random number
based on the shared key and the fourth ciphertext. For
example, the fourth ciphertext is decrypted by using the
shared key, to obtain the fourth random number. The key
tool 200 compares the fourth random number with the
third random number included in the second instruction.
If a value of the third random number is the same as a
value of the fourth random number, the key tool 200 de-
termines that the shared key is successfully loaded. If a
value of the third random number is different from a value
of the fourth random number, the key tool 200 determines
that the shared key fails to be loaded.

[0316] Manner 2: After receiving the fourth ciphertext,
the key tool 200 may obtain a local verification message
based on a local shared key and the third random
number. For example, the key tool 200 encrypts the third
random number by using the local shared key, to obtain
a ciphertext 2 (namely, the local verification information),
and compares the fourth ciphertext with the ciphertext 2.
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If a value of the fourth ciphertext is the same as a value
of the ciphertext 2, the key tool 200 determines that the
shared key is successfully filled. If a value of the fourth
ciphertext is different from a value of the ciphertext 2, the
key tool 200 determines that the shared key fails to be
filled.

Scenario 3

[0317] If the filling result of the shared key received by
the key tool 200 includes the third identifier and the fourth
ciphertext, the key tool 200 needs to determine again,
based on the fourth ciphertext, whether the shared key
is successfully filled. It should be understood that, in
some embodiments, after the first component 101 re-
ceives the second instruction, a shared key KEY 2 ob-
tained and stored based on the first information in the
second instruction may not be completely stored. As a
result, the shared key KEY 2 stored in the first component
101 is different from a KEY 1 to be filled by the key tool
200. Therefore, even if the filling result of the shared key
received by the key tool 200 includes the first identifier,
the key tool 200 still needs to determine again, based on
the fourth ciphertext, whether the initial key is success-
fully filled.

[0318] A specific implementation in which the key tool
200 determines again, based on the fourth ciphertext,
whether the shared key is successfully filled is similar to
a specific implementation in which the key tool 200 de-
termines, based on the fourth ciphertext, whether the
shared key is successfully filled in Scenario 2. Refer to
the foregoing descriptions. Details are not described
herein again.

[0319] In another possible implementation, the filling
result of the shared key may include a fourth identifier.
The fourth identifier may indicate that the shared key fails
to be filled. Optionally, the second identifier may further
indicate a reason why the shared key fails to be filled, for
example, the HSM in the first component 101 fails in de-
cryption, or the storage space of the first component 101
is insufficient.

[0320] Optionally, the filling result of the shared key
may further include the identifier of the vehicle and/or the
identifier of the first component 101. Correspondingly,
the key tool 200 may count and store a filling status of
the shared key based on the identifier of the vehicle 100
and/or the identifier of the first component 101.

[0321] In a possible implementation, if the filling result
of the shared key indicates that the shared key fails to
be filled, the key tool 200 may resend the second instruc-
tion. Optionally, when a quantity of times of sending the
second instruction by the key tool 200 exceeds a preset
threshold, the key tool 200 stops sending the second
instruction to the first component 101. In this implemen-
tation, filling validity of the shared key can be ensured.
[0322] Inthe embodiment shownin FIG. 6, the key tool
200 can fill the shared key for the first component 101.
This effectively improves security of the shared key of
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the first component 101.

[0323] It should be noted that, in some embodiments,
the second component 102 in the vehicle 100 may alter-
natively fill the shared key for the first component 101.
[0324] Forexample, FIG. 7 is a schematic flowchart in
which the second component 102 fills the shared key for
the first component 101. A process includes the following
steps.

[0325] S701: The second component 102 obtains a
shared key filling instruction. Obtaining may be under-
stood as receiving or generating.

[0326] The shared key filling instruction includes infor-
mation associated with the shared key. Therefore, the
shared keyfilling instruction may be used to fill the shared
key for the first component 101. The shared key is at
least used to encrypt the data including the geographical
location information. For specific descriptions of the
shared key and the data of the geographical location in-
formation, refer to the foregoing related descriptions.
[0327] S702: The second component 102 sends the
shared key filling instruction. Correspondingly, the first
component 101 receives the shared keyfilling instruction.
[0328] The shared key filling instruction may be imple-
mented in a plurality of manners, including but not limited
to the following implementations.

[0329] Implementation 1: The shared keyfillinginstruc-
tion may include a second instruction. For example, the
shared key filling instruction is the second instruction.
For another example, the shared key filling instruction
includes other information in addition to the second in-
struction. The second instruction includes second infor-
mation associated with the shared key.

[0330] For example, that the second component 102
determines the shared key filling instruction may be as
follows: The second component 102 receives the second
instruction from the key tool 200, and uses the second
instruction as the shared key filling instruction. Corre-
spondingly, the second component 102 may directly for-
ward the first instruction from the key tool 200 to the first
component 101.

[0331] In Implementation 1, the second component
102 can directly forward the second instruction from the
key tool 200 to the first component, to fill the shared key
for the first component 101. In this way, an operation
procedure of the second component 102 can be simpli-
fied, and implementation is simple. In addition, the first
component 101 does not need to obtain the shared key
filling instruction from the key tool 200, to effectively im-
prove filling efficiency of the shared key.

[0332] The second information may be implemented
in a plurality of manners. For example, the key tool 200
generates a keying material (for example, the keying ma-
terial is randomly generated or generated according to a
specific rule), and uses the keying material as the second
information in the second instruction. For another exam-
ple, the key tool 200 may generate the shared key (for
example, the shared key is randomly generated or gen-
erated according to a specific rule), obtain a ciphertext



51 EP 4 391 607 A1 52

of the shared key based on the initial key and the shared
key, and use the ciphertext as the second information.
For still another example, the key tool 200 may encrypt
the shared key by using the initial key, to obtain a cipher-
text of the shared key, and use the ciphertext as the sec-
ond information.

[0333] Implementation2: The shared keyfilling instruc-
tion may include a third instruction. For example, the
shared key filling instruction is the third instruction. For
another example, the shared key filling instruction in-
cludes other information in addition to the third instruc-
tion. The third instruction includes third information as-
sociated with the shared key.

[0334] The third instruction may be implemented in a
plurality of manners, including but not limited to the fol-
lowing implementations.

[0335] Manner 1: The second component 102 receives
a second instructionfrom the key tool 200, and processes
the second instruction, to obtain the third instruction.
[0336] For example, the second component 102 may
convert a communication protocol format of the second
instruction, to obtain the third instruction. Alternatively,
the second component 102 may convert a communica-
tion protocol format of second information included in the
second instruction, to obtain the third information includ-
ed in the third instruction.

[0337] Correspondingly, the second component 102
may receive the second instruction sent by the key tool
200, and then obtain the third instruction by processing
the second instruction. The second instruction includes
the second information associated with the shared key.
The second information may be implemented in a plural-
ity of manners. For details, refer to the implementation
of the second information in Implementation 1. Details
are not described herein again.

[0338] In Manner 1, the third instruction or the third
information included in the third instruction can be better
adapted to a communication protocol between the first
component and the second component 102. The first
component 101 can fill the shared key according to the
instruction (namely, the third instruction). The first com-
ponent does not need to obtain the shared key filling in-
struction from the key tool 200, to effectively improve
filling efficiency of the shared key.

[0339] Manner 2: The second component 102 gener-
ates the third instruction.

[0340] Forexample, when a preset condition is met or
a specific instruction is received, the second component
102 may generate the third instruction, and use the third
instruction as the shared key filling instruction.

[0341] The "specific instruction" may be any instruc-
tion, and the second component may use the instruction
as a trigger signal. For example, the specific instruction
may be adiagnostic command specially used to generate
the shared key filling instruction, or may be a diagnostic
command of another function, for example, an instruction
of component flushing or component reset. In an optional
design, the specific instruction may be from a diagnostic

10

15

20

25

30

35

40

45

50

55

27

instrument, an entire-vehicle electric inspection test de-
vice, a cloud, or another component (for example, a
TBOX or GW) in the vehicle.

[0342] The preset condition includes but is not limited
to that a device associated with the second component
is started and a specific time point arrives.

[0343] It may be understood that "a device associated
with the second component is started" may be that the
second component is started or a device at which the
second component is located is started. For example,
the second componentis A. Inthis case, when Aiis started
or a device at which A is located is started, A may gen-
erate the third instruction. For another example, the sec-
ond component is B. In this case, when B is started or a
device at which B is located is started, B may generate
the third instruction.

[0344] It may be understood that "a specific time point
arrives" may be that a specified key filling time point (for
example, 00:00 on the first day of each month) arrives
or a preset day (for example, a previous day before key
expiration) before key expiration arrives.

[0345] Correspondingly, in Manner 2, the third infor-
mation may be implemented in a plurality of manners.
For example, the second component 102 may generate
a keying material (for example, the keying material is
randomly generated or generated according to a specific
rule), and use the keying material as the third information
in the third instruction. For another example, the second
component 102 may generate the shared key (for exam-
ple, the shared key is randomly generated or generated
according to a specific rule), obtain a ciphertext of the
shared key based on the initial key and the shared key,
and use the ciphertext as the third information.

[0346] In Manner 2, the second component 102 can
generate the shared key filling instruction, to fill the
shared key for the another component (namely, the first
component)inthe vehicle. In this way, filling of the shared
key no longer depends on a first key tool or a second key
tool. This simplifies a filling procedure of the shared key.
[0347] S703: The first component 101 determines the
shared key according to the shared key filling instruction
and the initial key.

[0348] In a possible implementation, the shared key
filling instruction may be the second instruction. The sec-
ond instruction includes the second information associ-
ated with the shared key. Therefore, the first component
101 may determine the shared key based on the second
information and the initial key. For an implementation in
which the firstcomponent 101 determines the shared key
based on the second information and the initial key, refer
to the foregoing related descriptions. Details are not de-
scribed herein again.

[0349] Inanother possible implementation, the shared
key filling instruction may be the third instruction. The
third instruction includes the third information associated
with the shared key. Therefore, the first component 101
may determine the shared key based on the third infor-
mation and the initial key. There are a plurality of imple-
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mentations in which the first component 101 determines
the shared key based on the third information and the
initial key, including but not limited to the following man-
ners.

[0350] Manner 1: The third information is a keying ma-
terial (for example, a salt). Therefore, after receiving the
third instruction, the first component 101 may generate
the shared key based on the third information and the
initial key.

[0351] In a possible implementation, a process in
which the first component 101 obtains the shared key
based on the initial key and the third information may be:
obtaining, according to a symmetric encryption algorithm
or based on a key derivation function or a message au-
thentication code of a symmetric encryption algorithm,
the shared key based on the initial key and the third in-
formation.

[0352] For example, the first component 101 may ob-
tain the shared key according to the following formula:

KEK=ENC(salt, seed)

[0353] Herein, KEK is the shared key, the salt is an
example of the keying material, the seed is the initial key,
and ENC is any symmetric encryption algorithm, the key
derivation function, or the message authentication code
based on the symmetric encryption algorithm. For the
symmetric encryption algorithm, the message authenti-
cation code based on the symmetric encryption algo-
rithm, and the key derivation function, refer to the fore-
going descriptions of the symmetric encryption algorithm
and the key derivation function. Details are not described
herein again.

[0354] In Manner 1, the first component 101 can gen-
erate the shared key. This effectively improves filling se-
curity of the shared key.

[0355] Manner2: The third information is the ciphertext
of the shared key.

[0356] In a possible implementation, the shared key is
generated by the key tool 200, and the key tool 200 may
obtain the third information based on the initial key and
the shared key. For example, the key tool 200 may en-
crypt the shared key by using the initial key, to obtain the
third information. Correspondingly, after receiving the
third instruction, the first component 101 may obtain the
shared key based on the initial key and the third informa-
tion. For example, the key tool 200 may decrypt the third
information by using the initial key, to obtain the shared
key. An algorithm used in a process in which the key tool
200 encrypts the shared key based on the initial key may
be a symmetric encryption algorithm or a key derivation
function. This is not specifically limited in embodiments
of this application. For the symmetric encryption algo-
rithm and the key derivation function, refer to the forego-
ing descriptions of the symmetric encryption algorithm
and the key derivation function. Details are not described
herein again.
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[0357] In Manner 2, the third information includes the
ciphertext of the shared key, and the ciphertext is the
information obtained by encrypting the shared key by us-
ing the initial key. The first component 101 can obtain
the shared key by decrypting the ciphertext by using the
initial key. However, for another device having no initial
key, the shared key cannot be restored even if the ci-
phertext is received. This effectively improves security
of the shared key of the first component. In addition, Man-
ner 2 has a low requirement on an algorithm of the first
component 101. For example, the shared key can be
obtained as long as the first component supports any
decryption algorithm. This reduces implementation com-
plexity and costs of the first component.

[0358] S704:The firstcomponent 101 sends response
information in response to the shared key filling instruc-
tion.

[0359] In a possible implementation, the shared key
filling instruction is the second instruction, and the re-
sponse information in response to the shared key filling
instruction includes second response information in re-
sponse to the second instruction. For descriptions of the
second response information, refer to the foregoing re-
lated descriptions. Details are not described herein
again.

[0360] Inanother possible implementation, the shared
key filling instruction may be the third instruction, and the
response information in response to the shared key filling
instruction includes third response information in re-
sponse to the third instruction. A specific implementation
of the third response information is similar to that of the
second response information. Refer to the foregoing de-
scriptions of the second response information. Only the
second response information needs to be replaced with
the third response information. Details are not described
herein again.

[0361] There are a plurality of implementations in
which the first component 101 sends the third response
information, including but not limited to the following im-
plementations.

[0362] Implementation 1: The firstcomponent 101 may
send third response information to the second compo-
nent 102, and the second component 102 receives the
third response information, and forwards the third re-
sponse information to the key tool 200. In this implemen-
tation, the first component 101 does not need to interact
with the key tool, and can feed back a filling result of the
shared key to the key tool 200 by using the second com-
ponent 102.

[0363] Implementation 2: The firstcomponent 101 may
send the third response information to the second com-
ponent 102, and the second component 102 receives the
third response information, and may perform corre-
sponding processing on the third response information.
[0364] Case 1: A process in which the second compo-
nent 102 processes the third response information may
be: converting a protocol format of the third response
information, so that a processed protocol format of the
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third response information is adapted to acommunication
protocol between the second component 102 and the
key tool 200.

[0365] Case 2: A process in which the second compo-
nent 102 processes the third response information may
be: determining a key filling status of the first component
101 based on the third response information. For exam-
ple, whether the shared key of the first component 101
is successfully filled is verified based on identification in-
formation included in the third response information.
Then, the second component 102 may send filling results
of the shared key of all components in the vehicle 100 to
the key tool 200. In this way, a calculation amount of the
key tool 200 can be reduced, so that the key tool 200 can
quickly learn a filling status of the shared key.

[0366] Implementation 3: The firstcomponent 101 may
directly send the third response information to the key
tool 200. In this implementation, the first component 101
interacts with the key tool 200, and the key tool 200 can
quickly learn a filling status of the shared key of the first
component 101.

[0367] Inthe embodiment showninFIG. 7, the second
component 102fills the shared key for the first component
101, so that the first component 101 does not need to
obtain the shared key filling instruction from the key tool
200. This can effectively improve filling efficiency of the
shared key of the component in the vehicle.

[0368] It may be understood that, in a possible embod-
iment, after receiving the second instruction from the key
tool 200, the second component 102 may alternatively
obtain the shared key based on the initial key and the
second information, to fill the shared key of the second
component 102. An implementation in which "the second
component 102 obtains the shared key based on the in-
itial key and the second information" is similar to the im-
plementation in which "the first component 101 obtains
the shared key based on the initial key and the second
information". Refer to the foregoing related descriptions
of the implementation in which "the first component 101
obtains the shared key based on the initial key and the
second information".

[0369] It may be understood that, in a possible embod-
iment, the second component 102 may receive a first
instruction from the key tool 200, where the first instruc-
tion includes first information associated with the initial
key; and the second component may obtain the initial
key according to the first instruction. An implementation
in which "the second component 102 obtains the initial
key according to the first instruction" is similar to the im-
plementation in which "the first component 101 and the
second component 102 obtain the initial key according
to the first instruction". Refer to the foregoing related de-
scriptions. Only "the first component 101" needs to be
replaced with "the second component 102".

[0370] In an optional design, before sending the first
instruction to the second component 102, the key tool
200 may further send a key filling instruction to the second
component 102. The key filling instruction may be used
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to trigger filling of the initial key.

[0371] To ensure normal use of a shared key or an
initial key of a component in a vehicle, embodiments of
this application further provide a key detection method.
With reference to a specific example, the following de-
scribes in detail the key detection method provided in
embodiments of this application.

Embodiment 1

[0372] FIG. 8 is a schematic flowchart corresponding
to a key detection method according to an embodiment
of this application. For example, execution bodies of the
method are the key tool 200 and the first component 101
shown in FIG. 1. In FIG. 8, the key tool 200 has the fore-
going function 3 (namely, a function of detecting a key
by using arandom number). It should be understood that,
in this manner, the key tool 200 may be a key detection
tool. The key detection method includes the following
steps.

[0373] S801: The key tool 200 sends a fourth instruc-
tion. Correspondingly, the first component 101 receives
the fourth instruction.

[0374] The fourth instruction is used to detect whether
a shared key of the vehicle 100 is abnormal. The shared
keyis atleastusedto encryptdataincluding geographical
location information. For the data of the geographical lo-
cation information, refer to the foregoing descriptions of
the data of the geographical location information data.
Details are not described herein again.

[0375] Inapossibleimplementation, the fourth instruc-
tion includes a third random number.

[0376] Optionally, before sending the fourth instruc-
tion, the key tool 200 may further perform S800, namely,
verifying an identity of the first component 101 based on
an identifier of the first component 101 or an identifier of
the vehicle associated with the first component 101.
[0377] For example, the key tool 200 may verify the
identity of the first component 101 by using a security
protocol having an identity authentication capability, for
example, a transport layer security (transport layer se-
curity, TLS) protocol.

[0378] S802: The first component 101 determines a
first check value based on the third random number and
the shared key.

[0379] For example, the first component 101 may de-
termine a first check value C according to the following
formula:

C=ENC(Rand3, KEK)

[0380] Herein, ENC is any symmetric encryption algo-
rithm (for example, SM4) or a message authentication
code (for example, a cipher-based message authentica-
tion code (cipher-based message authentication code,
CMAC)) based on a symmetric encryption algorithm,
Rand3 is the third random number, and KEK is the shared
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key of the vehicle. For the symmetric encryption algo-
rithm, the message authentication code based on the
symmetric encryption algorithm, and a key derivation
function, refer to the foregoing descriptions of the sym-
metric encryption algorithm, the message authentication
code based on the symmetric encryption algorithm, and
the key derivation function. Details are not described
herein again.

[0381] S803: The first component 101 sends fourth re-
sponse information. Correspondingly, the key tool 200
receives the fourth response information.

[0382] The fourth response information includes the
first check value. The first check value may be used to
determine whether the shared key is consistent with a
local shared key of the key tool 200.

[0383] S804: The key tool 200 determines, based on
the first check value, whether the shared key of the ve-
hicle is consistent with a local shared key corresponding
to the vehicle.

[0384] In a possible implementation, a process in
which the key tool 200 determines, based on the first
check value, whether the shared key of the vehicle is
consistent with the local shared key corresponding to the
vehicle may be as follows: The key tool 200 calculates a
second check value based on the local shared key and
the third random number, and compares the first check
value with the second check value. If the first check value
is consistent with the second check value, the local
shared key of the vehicle stored in the key tool 200 is
consistent with a current shared key of the vehicle. If the
first check value is inconsistent with the second check
value, the local shared key of the vehicle stored in the
key tool 200 is inconsistent with a current shared key of
the vehicle. In this implementation 1, the key tool 200
performs abnormality detection on the shared key by
comparing consistency between the second check value
determined by the key tool 200 and the first check value
determined by the first component. This can improve ac-
curacy of key abnormality detection.

[0385] For example, the key tool 200 may obtain the
second check value according to the following formula:

C'=ENC(Rand3, KEK1)

[0386] Herein, C’ is the second check value, ENC is
any symmetric encryption algorithm (for example, SM4)
oramessage authentication code (forexample,a CMAC)
based on a symmetric encryption algorithm, Rand3 is the
third random number, and KEK1 is the local shared key.
Forthe symmetric encryption algorithm, the message au-
thentication code based on the symmetric encryption al-
gorithm, and a key derivation function, refer to the fore-
going descriptions of the symmetric encryption algorithm,
the message authentication code based on the symmet-
ric encryption algorithm, and the key derivation function.
Details are not described herein again.

[0387] In another possible implementation, a process
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in which the key tool 200 determines, based on the first
check value, whether the shared key of the vehicle is
consistent with the local shared key corresponding to the
vehicle may be as follows: The key tool 200 may deter-
mine a fourth random number based on the received first
check value and the local shared key, and then compare
whether the fourth random number is consistent with the
third random number. If the third random number is con-
sistent with the fourth random number, the local shared
key of the vehicle stored in the key tool 200 is consistent
with a current shared key of the vehicle. If the third ran-
dom number is inconsistent with the fourth random
number, the local shared key of the vehicle stored in the
key tool 200 is inconsistent from a current shared key of
the vehicle. In this implementation 2, the key tool 200
performs abnormality detection on the shared key by
comparing consistency between the fourth random
number determined by the key tool 200 based on the first
check value and the third random number. This can im-
prove accuracy of key abnormality detection.

[0388] There are a plurality of implementations in
which the key tool 200 obtains the local shared key, in-
cluding but not limited to the following manners.

[0389] Manner 1: Obtain the identifier of the vehicle or
the identifier of the first component 101. Query, based
on the identifier of the vehicle or the identifier of the first
component 101, an initial key corresponding to the vehi-
cle and a keying material used to generate the local
shared key. Generate the local shared key based on the
initial key and the keying material. In this way, the local
shared key of the key detection tool has high real-time
performance.

[0390] Manner 2: Obtain the identifier of the vehicle or
the identifier of the first component 101. Query the local
shared key based on the identifier of the vehicle or the
identifier of the first component 101. In this way, the key
detection tool can quickly obtain the local shared key, to
improve key detection efficiency.

[0391] S805: The key tool 200 reports abnormality in-
formation if the shared key of the vehicle is inconsistent
with the local shared key.

[0392] In a possible implementation, the key tool 200
may report the abnormality information to a qualification
management organization, or report the abnormality in-
formation to a key management system. The qualification
management organization is an organization that has a
surveying and mapping qualification and/or that engages
in a surveying and mapping activity according to law.
[0393] Inthe embodimentshownin FIG. 8, the key tool
200 performs communication interaction with the first
component 101 in the vehicle, to implement abnormality
detection for the shared key of the vehicle, so that ab-
normality detection for the shared key of the vehicle is
more accurate.

[0394] Ina possible embodiment, when the shared key
is filled for the first component 101 by using the second
component 102, when detecting a key of the vehicle, the
key tool 200 may detect an initial key of the first compo-
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nent 101, or may detect an initial key of the second com-
ponent 102.

Embodiment 2

[0395] The key tool 200 has the foregoing function 4
(namely, a function of detecting a key by using a com-
munication information ciphertext). It should be under-
stood that, in this manner, the key tool 200 may be a key
detection tool. In this manner, an embodiment of this ap-
plication provides another key detection method. The
method includes the following steps.

[0396] A: The key tool 200 obtains communication in-
formation ciphertext of the first component 101 of the
vehicle.

[0397] The communication information ciphertext in-
cludes information obtained by encrypting first informa-
tion by using a shared key of the vehicle 100. The first
information includes geographical location information.
For data of the geographical location information, refer
to the foregoing descriptions of the data of the geograph-
ical location information data. Details are not described
herein again.

[0398] B: The key tool 200 determines, based on a
local shared key of the vehicle 100 stored in the key tool
200 and the communication information ciphertext,
whether the shared key currently used by the vehicle 100
is consistent with the local shared key.

[0399] The shared key of the vehicle 100 may be a
shared key of all components in the vehicle 100, or may
be a shared key of a component associated with a func-
tion domain in the vehicle 100. This is not limited in em-
bodiments of this application.

[0400] In a possible implementation, the key tool 200
may obtain the local shared key of the vehicle, decrypt
the communication information ciphertext by using the
local shared key of the vehicle, to obtain decrypted com-
munication information, and determine whether the com-
munication information is abnormal. If the communica-
tion information is abnormal, the key tool 200 determines
that the shared key of the vehicle is inconsistent with the
local shared key of the vehicle. If the communication in-
formation is normal, the key tool 200 determines that the
shared key of the vehicle is consistent with the local
shared key of the vehicle.

[0401] Forexample, the communication information is
the geographical location information. Ifa currentlocation
of a to-be-detected vehicle is a geographical location 1,
geographical location information obtained by the key
tool 200 by decrypting the obtained communication in-
formation ciphertextis a geographical location 2, and the
geographical location 1 does not match the geographical
location 2, it is determined that a shared key of the to-
be-detected vehicle is inconsistent with the local shared
key of the key tool 200, and abnormality information is
reported. There are a plurality of cases in which the ge-
ographical location 1 does not match the geographical
location 2. The case may be that longitude and latitude
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data of the geographical location 1 does not match that
of the geographical location 2. Alternatively, the case
may be that elevation data of the geographical location
1 does not match that of the geographical location 2.
[0402] For another example, the communication infor-
mation is the geographical location information. Geo-
graphical location information obtained by the key tool
200 by decrypting the obtained communication informa-
tion ciphertext is a geographical location 2, and a longi-
tude and latitude data range of the geographical location
2 exceeds a preset threshold range. In this case, it is
determined that a shared key of a to-be-detected vehicle
is inconsistent with the local shared key of the key tool
200, and abnormality information is reported.

[0403] For still another example, the communication
information is the geographical location information. Ge-
ographical location information obtained by the key tool
200 by decrypting the obtained communication informa-
tion ciphertext is a geographical location 2, and an ele-
vation data range of the geographical location 2 exceeds
a preset threshold range. In this case, it is determined
that a shared key of a to-be-detected vehicle is incon-
sistent with the local shared key of the key tool 200, and
abnormality information is reported. Abnormality infor-
mation is reported if the shared key of the vehicle is in-
consistent with the local shared key.

[0404] The key tool 200 may report the abnormality
information to a qualification management organization,
or report the abnormality information to a key manage-
ment system. This is not specifically limited in embodi-
ments of this application.

[0405] In this embodiment, the key detection tool can
automatically obtain the communication information ci-
phertext of the first component 101, and implement ab-
normality detection for the shared key of the vehicle
based on the communication information ciphertext. This
helps discover a key abnormality of the vehicle in a timely
manner.

[0406] Ina possible embodiment, when the shared key
is filled for the first component 101 by using the second
component 102, when detecting a key of the vehicle, the
key tool 200 may detect an initial key of the first compo-
nent 101, or may detect an initial key of the second com-
ponent 102.

[0407] It should be noted that the initial key in the fore-
going embodiment is different from an authentication key,
and the authentication key is from an OEM associated
with the vehicle. In some possible embodiments, the first
component 101 may further determine at least one func-
tion key based on the authentication key. The at least
one function key corresponds to atleast one service func-
tion.

[0408] In this way, the first component may further de-
termine, based on the authentication key from the OEM,
a function key used to implement a service function of
the first component, so that the service function of the
first component can be securely performed, to effectively
improve data security of the vehicle. In addition, accord-
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ing to this design, a service related to the geographical
location information can be implemented based on an
initial key from a first key tool and a shared key generated
by using the initial key. A service unrelated to the geo-
graphical location information can be implemented
based on the authentication key from the OEM and the
function key generated by using the authentication key.
In this way, different keys can be used for the service
related to the geographical location information and the
service unrelated to the geographical location informa-
tion, to further ensure transmission security of data re-
lated to the geographical location information.

[0409] The foregoing describes the key transmission
method and the key detection method provided in em-
bodiments of this application. The following describes an
apparatus in embodiments of this application.

[0410] FIG. 9 is a schematic diagram of a possible
structure of a control apparatus according to an embod-
iment of this application. The apparatus 900 may be con-
figured to perform a function of the first component 91.

[0411] For example, the apparatus 900 includes:

a transceiver module 901, configured to receive a
first instruction from a first key tool, where the first
instruction includes first information associated with
an initial key; and

a processing module 902, configured to obtain the
initial key according to the first instruction, where the
initial key is at least used to generate a shared key,
and the shared key is at least used to encrypt data
including geographical location information.

[0412] For data of the geographical location informa-
tion, refer to the foregoing descriptions of the data of the
geographical location information data. Details are not
described herein again.

[0413] The shared key may be a shared key of all com-
ponents in a vehicle, or may be a shared key of a com-
ponent associated with a function domain in a vehicle.
This is not limited in embodiments of this application.
[0414] It should be understood that the initial key is
unrelated to an original equipment manufacturer OEM
associated with the vehicle, or is unrelated to neither a
component supplier nor an OEM associated with the ve-
hicle 100, or is unrelated to an OEM having no navigation
electronic map production qualification (the OEM herein
may be associated with the vehicle 100). In other words,
an entire transmission process of the initial key does not
require participation of the OEM associated with the ve-
hicle or the OEM having no navigation electronic map
production qualification, so that the initial key is invisible
to the OEM or the OEM having no navigation electronic
map production qualification. This can further improve
key transmission security. In this way, a service related
to the geographical location information can be imple-
mented based on the initial key from the first key tool and
the shared key generated by using the initial key. A serv-
ice unrelated to the geographical location information can
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be implemented based on an authentication key from the
OEM and a function key generated by using the authen-
tication key. Therefore, different keys can be used for the
service related to the geographical location information
and the service unrelated to the geographical location
information, to further ensure transmission security of the
data related to the geographical location information.
[0415] In a possible implementation, the initial key is
different from an authentication key, and the authentica-
tion key is from the OEM associated with the vehicle. The
processing module 902 may be further configured to de-
termine at least one function key based on the authenti-
cation key. The at least one function key corresponds to
at least one service function of a first component.
[0416] The first information may be implemented in a
plurality of manners, including but not limited to the fol-
lowing manners.

[0417] Manner 1: The first information includes a first
ciphertext, and the first ciphertext includes information
obtained by encrypting the initial key by using afirst public
key of the first component. Correspondingly, the process-
ing module 902 is further configured to decrypt the first
ciphertext based on a first private key of the first compo-
nent, to obtain the initial key. The first private key corre-
sponds to the first public key.

[0418] Manner 2: The first information includes the in-
itial key. Correspondingly, the processing module 902 is
further configured to obtain the initial key according to
the first instruction in a wired connection manner.
[0419] In a possible implementation, the transceiver
module 901 is further configured to send first response
information to the first key tool. The first response infor-
mation includes a filling result of the initial key. The filling
result of the initial key may indicate that the initial key is
successfully filled or the initial key fails to be filled.
[0420] In a possible implementation, the filling result
of the initial key may include: a first identifier, where the
first identifier indicates that the initial key is successfully
filled; and/or a third ciphertext, where the third ciphertext
includes information obtained by encrypting, by using the
initial key or a derived key of the initial key, a first random
number included in the first instruction. In this implemen-
tation, the filling result of the initial key includes the first
identifier and/or the third ciphertext, so that the first key
tool can determine, based on the first identifier and/or
the third ciphertext, whether the initial key is successfully
filled.

[0421] In a possible implementation, the filling result
of the initial key may include a second identifier. The sec-
ond identifier may indicate that the initial key fails to be
filled.

[0422] In a possible implementation, the filling result
of the initial key may further include an identifier of the
vehicle and/or an identifier of the first component.
[0423] In a possible implementation, the transceiver
module 901 is further configured to receive a second in-
struction from the first key tool or a second key tool. The
second instruction includes second information associ-
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ated with the shared key. The processing module 902 is
further configured to obtain the shared key based on the
initial key and the second information. The second in-
struction may be used to fill the shared key for the first
component.

[0424] In a possible implementation, the first key tool
and the second key tool may correspond to different key
filing environments. For a specific example and benefi-
cial effects, refer to the foregoing descriptions of the first
key tool and the second key tool.

[0425] Inanother possible implementation, the first key
tool and the second key tool may alternatively correspond
to different components in the vehicle. For a specific ex-
ample and beneficial effects, refer to the foregoing de-
scriptions of the first key tool and the second key tool.
[0426] Inanother possible implementation, the firstkey
tool and the second key tool may alternatively correspond
to different component suppliers. For a specific example
and beneficial effects, refer to the foregoing descriptions
of the first key tool and the second key tool.

[0427] It should be noted that there are a plurality of
implementations in which the processing module 902 ob-
tains the shared key based on the initial key and the sec-
ond information, including but not limited to the following
manners.

[0428] Manner 1: The processing module 902 obtains,
according to a symmetric encryption algorithm or based
on a key derivation function or a message authentication
code of a symmetric encryption algorithm, the shared key
based on the initial key and the second information.
[0429] For specific descriptions of the symmetric en-
cryption algorithm, the message authentication code
based on the symmetric encryption algorithm, and the
key derivation function, referto the foregoing descriptions
of the symmetric encryption algorithm, the message au-
thentication code based on the symmetric encryption al-
gorithm, and the key derivation function. Details are not
described herein again.

[0430] Manner 2: The second information includes in-
formation obtained by encrypting the shared key by using
the initial key, and therefore the first component may ob-
tain the shared key based on the initial key and the sec-
ond information. For example, the second information is
decrypted by using the initial key, to obtain the shared
key.

[0431] In a possible implementation, the second com-
ponentis at least configured to distribute key information
from the first key tool. In this way, the first key tool only
needs to communicate with the second component, and
does not need to perform communication interaction with
another component in the vehicle. This effectively im-
proves filling efficiency of the shared key of all the com-
ponents in the vehicle.

[0432] Correspondingly, in a possible implementation,
the processing module 902 is further configured to obtain,
according to a symmetric encryption algorithm or based
on a key derivation function or a message authentication
code of a symmetric encryption algorithm, the shared key
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based on the initial key and third information. In this im-
plementation, the shared key of the first component is
not easily obtained by another device, so that security of
the shared key is high.

[0433] In another possible implementation, third infor-
mation includes information obtained by encrypting the
shared key by using the initial key. The processing mod-
ule 902 is further configured to decrypt the third informa-
tion by using the initial key, to obtain the shared key. In
this implementation, efficiency of obtaining the shared
key by the first component is high.

[0434] In a possible implementation, the transceiver
module 901 may further send second response informa-
tion in response to the second instruction. The second
response information includes afilling resultof the shared
key. The first component may send the second response
information to the first key tool or the second key tool.
This is not specifically limited in embodiments of this ap-
plication.

[0435] In a possible implementation, the transceiver
module 901 may further send third response information
in response to a third instruction. The third response in-
formation includes a filling result of the shared key. The
first component may send the third response information
to the first key tool or the second component. This is not
specifically limited in embodiments of this application.
[0436] In a possible implementation, the filling result
of the shared key may include: a third identifier, where
the third identifier indicates that the shared key is suc-
cessfully filled; and/or a fourth ciphertext, where the
fourth ciphertext includes information obtained by en-
crypting, by using the shared key or a derived key of the
shared key, a second random number included in the
second instruction or a second random number included
in the third instruction.

[0437] In a possible implementation, the filling result
of the shared key includes a fourth identifier. The fourth
identifier may indicate that the shared key fails to be filled.
In this implementation, the filling result of the shared key
includes the second identifier, so that the first key tool
can determine, based on the second identifier, that the
shared key fails to be filled.

[0438] In a possible implementation, the filling result
of the shared key may further include the identifier of the
vehicle and/or the identifier of the first component. In this
way, the first key tool or the second key tool can monitor
a filling status of the shared key of the vehicle and/or the
first component.

[0439] In a possible implementation, the transceiver
module 901 is further configured to receive a fourth in-
struction from the first key tool or a key detection tool.
The fourth instruction includes a third random number,
and the fourth instruction is used to determine whether
the shared key is consistent with a local shared key of
the first key tool or the key detection tool. The processing
module 902 is further configured to determine a first
check value based on the third random number and the
shared key. The transceiver module 901 is further con-
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figured to send fourth response information. The fourth
response information includes the first check value.
[0440] In a possible implementation, the transceiver
module 901 is further configured to receive a fifth instruc-
tion from the first key tool or the key detection tool. The
fifth instruction includes a fifth random number, and the
fifth instruction may be used to detect whether the initial
key of the first component is abnormal. The processing
module 902 is further configured to determine a third
check value based on the fifth random number and the
initial key. The transceiver module 901 is further config-
ured to send fifth response information. The fifth re-
sponse information includes the third check value.
[0441] It should be understood that, for beneficial ef-
fects corresponding to the possible implementations of
the control apparatus 900 shown in FIG. 9, refer to the
foregoing descriptions. Details are not described herein
again.

[0442] FIG. 10 is a schematic diagram of a possible
structure of another control apparatus according to an
embodiment of this application. The apparatus 1000 may
be configured to perform a function of the second com-
ponent 102.

[0443] The apparatus 1000 includes: a processing
module 1001, configured to obtain a shared key filling
instruction, where the shared key filling instruction in-
cludes information associated with a shared key, and the
shared key is at least used to encrypt data including ge-
ographical location information; and

a transceiver module 1002, configured to send the
shared key filling instruction.

[0444] For the data of the geographical location infor-
mation, refer to the foregoing descriptions of the data of
the geographical location information data. Details are
not described herein again.

[0445] The shared key may be a shared key of all com-
ponents in a vehicle, or may be a shared key of a com-
ponent associated with a function domain in a vehicle.
This is not limited in embodiments of this application.
[0446] There are a plurality of implementations of ob-
taining the shared key filling instruction, including but not
limited to the following implementations.

[0447] Implementation 1: The shared keyfilling instruc-
tion may include a second instruction. For example, the
shared key filling instruction is the second instruction.
For another example, the shared key filling instruction
includes other information in addition to the second in-
struction. The second instruction includes second infor-
mation associated with the shared key. For related de-
scriptions of the second information, refer to the forego-
ing descriptions. Details are not described herein again.
[0448] For example, that the processing module 1001
obtains the shared key filling instruction may be as fol-
lows: The transceiver module 1002 may receive the sec-
ond instruction from a key tool 200, and use the second
instruction as the shared key filling instruction.

[0449] Implementation 2: The shared keyfilling instruc-
tion includes a third instruction. For example, the shared
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key filling instruction is the third instruction. For another
example, the shared key filling instruction includes other
information in addition to the third instruction. The third
instruction includes third information associated with the
shared key. The third instruction may be implemented in
a plurality of manners, including but not limited to the
following implementations.

[0450] Manner 1: The transceiver module 1002 may
receive a second instruction from a key tool 200, and the
processing module 1001 obtains a third instruction after
processing the second instruction.

[0451] Forexample, the processing module 1001 may
convert a communication protocol format of the second
instruction, to obtain the third instruction. Alternatively,
the processing module 1001 may convert a communica-
tion protocol format of second information included in the
second instruction, to obtain the third information includ-
ed in the third instruction.

[0452] Correspondingly, a second component may re-
ceive the second instruction sent by a first key tool or a
second key tool, and then obtain the third instruction by
processing the second instruction. The second instruc-
tion includes the second information associated with the
shared key. The second information may be implement-
ed in a plurality of manners. For details, refer to an im-
plementation of the second information in Implementa-
tion 1. Details are not described herein again.

[0453] Manner 2: The processing module 1001 gener-
ates the third instruction.

[0454] For example, the processing module 1001 may
generate the third instruction when a preset condition is
met or a specific instruction is received.

[0455] The "specific instruction" may be any instruc-
tion, and the second component may use the instruction
as a trigger signal. For example, the specific instruction
may be a diagnostic command specially used to generate
the shared key filling instruction, or may be a diagnostic
command of another function, forexample, an instruction
of component flushing or component reset. In an optional
design, the specific instruction may be from a diagnostic
instrument, an entire-vehicle electric inspection test de-
vice, a cloud, or another component (for example, a
TBOX or a gateway GW) in the vehicle.

[0456] The preset condition includes but is not limited
to that a device associated with the second component
is started and a specific time point arrives.

[0457] It may be understood that "a device associated
with the second component is started" may be that the
second component is started or a device at which the
second component is located is started. For example,
the second componentis A. Inthis case, when Aiis started
or a device at which A is located is started, A may gen-
erate the third instruction. For another example, the sec-
ond component is B. In this case, when B is started or a
device at which B is located is started, B may generate
the third instruction.

[0458] It may be understood that "a specific time point
arrives" may be that a specified key filling time point (for
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example, 00:00 on the first day of each month) arrives
or a preset day (for example, a previous day before key
expiration) before key expiration arrives.

[0459] Correspondingly, in Manner 2, the third infor-
mation may be implemented in a plurality of manners.
For example, the processing module 1001 may generate
a keying material (for example, the keying material is
randomly generated or generated according to a specific
rule), and use the keying material as the third information
in the third instruction. For another example, the process-
ing module 1001 may generate the shared key (for ex-
ample, the shared key is randomly generated or gener-
ated according to a specific rule), obtain a ciphertext of
the shared key based on an initial key and the shared
key, and use the ciphertext as the third information.
[0460] In a possible design, the transceiver module
1002 may receive a second instruction from a first key
tool or a second key tool. The second instruction includes
second information associated with the shared key. The
processing module 1001 obtains the shared key based
on an initial key and the second information. The second
instruction may be used to fill the shared key for the sec-
ond component.

[0461] It should be noted that there are a plurality of
implementations in which the processing module 1001
obtains the shared key based on the initial key and the
second information, including but not limited to the fol-
lowing manners.

[0462] Manner 1: The processing module 1001 ob-
tains, according to a symmetric encryption algorithm or
based on a key derivation function or a message authen-
tication code of a symmetric encryption algorithm, the
shared key based on the initial key and the second infor-
mation.

[0463] Manner 2: The second information includes in-
formation obtained by encrypting the shared key by using
the initial key, and therefore the processing module 1001
may obtain the shared key based on the initial key and
the second information. For example, the second infor-
mation is decrypted by using the initial key, to obtain the
shared key.

[0464] In another possible design, the processing
module 1001 may directly generate the shared key.
[0465] In a possible design, the processing module
1001 may further send second response information in
response to the secondinstruction. The secondresponse
information includes a filling result of the shared key. The
filing result of the shared key may indicate that the shared
key is successfullyfilled or the shared key fails to be filled.
[0466] Case 1: The filling result of the shared key may
include: a third identifier, where the third identifier indi-
cates that the shared key is successfully filled; and/or a
fourth ciphertext, where the fourth ciphertext includes in-
formation obtained by encrypting, by using the shared
key or a derived key of the shared key, a second random
number included in the second instruction or a second
random number included in the third instruction.

[0467] Case 2: The filling result of the shared key in-
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cludes a fourth identifier. The fourth identifier may indi-
cate that the shared key fails to be filled. In this design,
the filling result of the shared key includes the fourth iden-
tifier, so that the first key tool can determine, based on
the fourth identifier, that the shared key fails to be filled.
[0468] Optionally, the filling result of the shared key
may further include an identifier of the vehicle and/or an
identifier of the second component 102.

[0469] In a possible design, the processing module
1001 may receive a first instruction from the first key tool.
The first instruction includes first information associated
with the initial key. The processing module 1001 may
obtain the initial key according to the first instruction. The
initial key is at least used to generate the shared key,
and the shared key is at least used to encrypt the data
including the geographical location information. For an
implementation of the first information, refer to the fore-
going related descriptions.

[0470] In a possible design, the processing module
1001 may further send first response information to the
first key tool. The first response information includes a
filling result of the initial key. The filling result of the initial
key may indicate that the initial key of the second com-
ponent is successfully filled or the initial key fails to be
filled.

[0471] Case 1: The filling result of the initial key in-
cludes: afirst identifier, where the first identifier indicates
that the initial key is successfully filled; and/or a third ci-
phertext, where the third ciphertext includes information
obtained by encrypting, by using the initial key or a de-
rived key of the initial key, a first random numberincluded
in the first instruction.

[0472] Case 2: The filling result of the initial key may
include a second identifier. The second identifier may
indicate that the initial key fails to be filled.

[0473] Optionally, the filling result of the initial key may
further include the identifier of the vehicle and/or the iden-
tifier of the second component.

[0474] In a possible design, the transceiver module
1002 may further receive a fourth instruction from the
first key tool or a key detection tool. The fourth instruction
includes a third random number. The processing module
1001 determines a first check value based on the third
random number and the shared key. The firstcheck value
is used to determine whether the shared key is consistent
with a local shared key of the first key tool or the key
detection tool. The transceiver module 1002 sends fourth
response information. The fourth response information
includes the first check value. The fourth instruction may
be used to detect whether the shared key of the second
component is abnormal.

[0475] In a possible design, the transceiver module
1002 is further configured to receive a fifth instruction
from the first key tool or the key detection tool. The fifth
instruction includes a fifth random number, and the fifth
instruction may be used to detect whether the initial key
of the second component is abnormal. The processing
module 1001 is further configured to determine a third
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check value based on the fifth random number and the
initial key. The transceiver module 1002 is further con-
figured to send fifth response information. The fifth re-
sponse information includes the third check value.
[0476] It should be understood that, for beneficial ef-
fects corresponding to the possible implementations of
the control apparatus 1000 shown in FIG. 10, refer to the
foregoing descriptions. Details are not described herein
again.

[0477] FIG. 11 is a schematic diagram of a possible
structure of a key transmission apparatus according to
the foregoing embodiment of this application. The key
transmission apparatus 1100 may be a first key tool.
[0478] For example, the apparatus 1100 includes:

a processing module 1101, configured to determine
an initial key of a vehicle, where the initial key is at
least used to generate a shared key, and the shared
key is at least used to encrypt data including geo-
graphical location information; and

atransceiver module 1102, configured to send a first
instruction to a first component of the vehicle, where
the first instruction includes first information associ-
ated with the initial key.

[0479] For the data of the geographical location infor-
mation, refer to the foregoing descriptions of the data of
the geographical location information data. Details are
not described herein again.

[0480] The shared key may be a shared key of all com-
ponents in the vehicle, or may be a shared key of a com-
ponent associated with a function domain in the vehicle.
This is not limited in embodiments of this application.
[0481] In a possible implementation, the initial key is
unrelated to an original equipment manufacturer OEM,
oris unrelated to an OEM having no navigation electronic
map production qualification. The OEM herein is an OEM
associated with the vehicle.

[0482] In a possible design, the initial key is related to
an organization having a navigation electronic map pro-
duction qualification. This can ensure security of the initial
key, thereby ensuring transmission security of the geo-
graphical location information.

[0483] In a possible implementation, the initial key is
different from an authentication key, and the authentica-
tion key is from the original equipment manufacturer
OEM associated with the vehicle. The authentication key
is at least used to authenticate a function key of the ve-
hicle. For example, the authentication key may be an
MEK, aPMEK, orarootkey. This is not specifically limited
in embodiments of this application.

[0484] In a possible implementation, the first informa-
tion includes a first ciphertext. The first ciphertext in-
cludes information obtained by encrypting the initial key
by using a first public key. The first public key is from the
first component.

[0485] In a possible implementation, the first informa-
tion includes the initial key. The transceiver module 1102
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is further configured to send the initial key to the first
component in a wired connection manner.

[0486] In a possible implementation, the transceiver
module 1102 is further configured to: generate a second
public key and a second private key; send request infor-
mation to a key management system, where the request
information requests the initial key, and the request in-
formation includes the second public key; and receive a
second ciphertext from the key management system.
The processing module 1101 is further configured to de-
termine the initial key based on the second ciphertext
and the second private key.

[0487] In another possible implementation, the trans-
ceiver module 1102 is further configured to: send request
information to a key management system, where the re-
questinformation requests the initial key, and the request
information includes a preconfigured key; receive a sec-
ond ciphertext, where the second ciphertext includes in-
formation about encrypting the initial key by using the
preconfigured key; and determine the initial key based
on the second ciphertext and the preconfigured key.
[0488] In a possible implementation, the transceiver
module 1102 is further configured to receive first re-
sponse information from the first component. The first
response information includes a filling result of the initial
key.

[0489] If the filling result of the initial key indicates that
the initial key fails to be filled, the transceiver module
1102 is further configured to resend the first instruction.
In this implementation, a possibility of successfully filling
the initial key can be effectively improved.

[0490] In a possible implementation, the filling result
of the initial key includes a second identifier. The second
identifier indicates that the initial key fails to be filled.
[0491] In a possible implementation, the filling result
of the initial key may include: a first identifier, where the
first identifier indicates that the initial key is successfully
filled; and/or a third ciphertext, where the third ciphertext
includes information obtained by encrypting, by using the
initial key or a derived key of the initial key, a first random
number included in the first instruction.

[0492] Correspondingly, when the filling result of the
initial key includes the third ciphertext, the processing
module 1101 is further configured to determine, based
on the third ciphertext, whether the initial key is success-
fully filled. In this implementation, whether the initial key
is successfully filled is verified by using the third cipher-
text. This helps the first key tool accurately monitor a
filling status of the initial key.

[0493] In a possible implementation, the filling result
of the initial key may further include an identifier of the
vehicle and/or an identifier of the first component.
[0494] In a possible implementation, if the filling result
ofthe initial key indicates that the initial key is successfully
filled, the transceiver module 1102 is further configured
to send a second instruction to the first component. The
second instruction includes second information associ-
ated with the shared key.
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[0495] In a possible implementation, the processing
module 1101 is further configured to: generate the shared
key, and encrypt the shared key based on the initial key,
to obtain the second information.

[0496] In a possible implementation, the transceiver
module 1102 is further configured to receive second re-
sponse information from the first component. The second
response informationincludes afilling result of the shared
key.

[0497] In a possible implementation, the filling result
of the shared key may include: a third identifier, where
the third identifier indicates that the shared key is suc-
cessfully filled; and/or a fourth ciphertext, where the
fourth ciphertext includes information obtained by en-
crypting, by using the shared key or a derived key of the
shared key, a second random number included in the
second instruction.

[0498] Correspondingly, when the filling result of the
shared key includes the fourth ciphertext, the processing
module 1101 is further configured to determine, based
on the second information and the fourth ciphertext,
whether the shared key is successfully filled.

[0499] In a possible implementation, the filling result
of the shared key may further include a fourth identifier.
The fourth identifier indicates that the shared key fails to
be filled.

[0500] In a possible implementation, if the filling result
of the shared key indicates that the shared key fails to
be filled, the transceiver module 1102 is further config-
ured to resend the second instruction.

[0501] In a possible implementation, the filling result
of the shared key may further include the identifier of the
vehicle and/or the identifier of the first component.
[0502] In a possible design, the transceiver module
1102 is further configured to: send a fourth instruction to
the first component of the vehicle, where the fourth in-
struction includes a third random number; receive fourth
response information from the first component, where
the fourth response information includes a first check val-
ue, the first check value is associated with the third ran-
dom number and the shared key of the vehicle, and the
shared key is at least used to encrypt the data including
the geographical location information; determine, based
on the first check value, whether the shared key of the
vehicle is consistent with a local shared key correspond-
ing to the vehicle; and report abnormality information if
the shared key of the vehicle is inconsistent with the local
shared key.

[0503] In a possible design, the transceiver module
1102 is further configured to: send a fifth instruction to
the first component of the vehicle, where the fourth in-
struction includes a fifth random number; receive fifth re-
sponse information from the first component, where the
fifth response information includes a third check value,
the third check value is associated with the fifth random
number and an initial key of the vehicle, and the initial
key is at least used to generate the shared key; deter-
mine, based on the third check value, whether the initial
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key of the vehicle is consistent with a local initial key
corresponding to the vehicle; and report abnormality in-
formation if the initial key of the vehicle is inconsistent
with the local shared key.

[0504] It should be understood that, for beneficial ef-
fects corresponding to the possible implementations of
the key transmission apparatus 1100 shown in FIG. 11,
refer to the foregoing descriptions. Details are not de-
scribed herein again.

[0505] FIG. 12 is a schematic diagram of a possible
structure of another key transmission apparatus accord-
ing to the foregoing embodiment of this application. The
key transmission apparatus 1200 may be a second key
tool.
[0506] For example, the apparatus 1200 includes:

a processing module 1201, configured to determine
a second instruction; and

a transceiver module 1202, configured to send the
second instruction to a first component in a vehicle,
where the second instruction includes second infor-
mation associated with a shared key, the shared key
is at least used to encrypt data including geograph-
ical location information, and the second instruction
is used to fill the shared key for the first component.

[0507] The shared key may be a shared key of all com-
ponents in the vehicle, or may be a shared key of a com-
ponent associated with a function domain in the vehicle.
This is not limited in embodiments of this application.
[0508] For the data of the geographical location infor-
mation, refer to the foregoing descriptions of the data of
the geographical location information data. Details are
not described herein again.

[0509] It should be noted that the second information
may be implemented in a plurality of manners, including
but not limited to the following implementations.

[0510] Manner 1: The processing module 1201 gener-
ates the shared key, and obtains the second information
based on an initial key and the shared key. For example,
the second key tool may encrypt the shared key based
on the initial key, to obtain the second information.
[0511] Manner 2: The processing module 1201 may
generate a keying material, and use the keying material
as the second information.

[0512] For example, the processing module 1201 may
randomly generate the keying material or generate the
keying material according to a specific rule.

[0513] Manner 3: The transceiver module 1202 may
request the shared key from a first key tool, and the
processing module 1201 obtains the second information
based on an initial key and the shared key. For example,
the processing module 1201 encrypts the shared key
based on the initial key, to obtain the second information.
[0514] In a possible implementation, the transceiver
module 1202 may further receive second response in-
formation from the first component. The second response
information includes a filling result of the shared key.
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[0515] In a possible implementation, the filling result
of the shared key includes: a third identifier, where the
third identifier indicates that the shared key is success-
fully filled; and/or a fourth ciphertext, where the fourth
ciphertext includes information obtained by encrypting,
by using the shared key or a derived key of the shared
key, a second random number included in the second
instruction.

[0516] In a possible implementation, when the filling
result of the shared key includes the fourth ciphertext,
the processing module 1201 may further determine,
based on the second information and the fourth cipher-
text, whether the shared key is successfully filled.
[0517] In a possible implementation, if the filling result
of the shared key indicates that the shared key fails to
befilled, the transceiver module 1202 may further resend
the second instruction.

[0518] In a possible implementation, the filling result
of the shared key includes a fourth identifier. The fourth
identifier indicates that the shared key fails to be filled.
[0519] In a possible implementation, the filling result
of the shared key may further include an identifier of the
vehicle and/or an identifier of the first component.
[0520] It should be understood that, for beneficial ef-
fects corresponding to the possible implementations of
the key transmission apparatus 1200 shown in FIG. 12,
refer to the foregoing descriptions. Details are not de-
scribed herein again.

[0521] FIG. 13 is a schematic diagram of a possible
structure of a key detection apparatus according to the
foregoing embodiment of this application.

[0522] For example, the apparatus 1300 includes:

a transceiver module 1301, configured to send a
fourth instruction to a first component of a vehicle,
where the fourth instruction includes a third random
number; and

the transceiver module 1301 is further configured to
receive fourth response information from the first
component, where the fourth response information
includes a first check value, the first check value is
associated with the third random number and a
shared key of the vehicle, and the shared key is at
least used to encrypt data including geographical lo-
cation information; and

a processing module 1302, configured to determine,
based on the first check value, whether the shared
key of the vehicle is consistent with a local shared
key corresponding to the vehicle; and

the transceiver module 1301 is further configured to
report abnormality information if the shared key of
the vehicle is inconsistent with the local shared key.

[0523] The shared key of the vehicle may be a shared
key of all components in the vehicle, or may be a shared
key of a component associated with a function domain
in the vehicle. This is not limited in embodiments of this
application.

10

15

20

25

30

35

40

45

50

55

38

[0524] For the data of the geographical location infor-
mation, refer to the foregoing descriptions of the data of
the geographical location information data. Details are
not described herein again.

[0525] In a possible design, the processing module
1302 may be configured to: calculate a second check
value based on the local shared key and the third random
number, compare the first check value with the second
check value, and if the first check value is consistent with
the second check value, determine that the local shared
key of the vehicle is consistent with a current shared key
of the vehicle; or if the first check value is inconsistent
with the second check value, determine that the local
shared key of the vehicle is inconsistent with a current
shared key of the vehicle.

[0526] There are a plurality of implementations in
which the processing module 1302 obtains the local
shared key, including but not limited to the following man-
ners.

[0527] Manner 1: Obtain an identifier of the vehicle or
an identifier of the first component. Query, based on the
identifier of the vehicle or the identifier of the first com-
ponent, an initial key corresponding to the vehicle and a
keying material used to generate the local shared key.
Generate the local shared key based on the initial key
and the keying material. In this way, a local shared key
of a key detection tool has high real-time performance.
[0528] Manner 2: Obtain an identifier of the vehicle or
anidentifier of the first component. Query the local shared
key based on the identifier of the vehicle or the identifier
of the first component. In this way, a key detection tool
can quickly obtain the local shared key, to improve key
detection efficiency.

[0529] In a possible design, the transceiver module
1301 may report the abnormality information to a quali-
fication management organization, or report the abnor-
mality information to a key management system.
[0530] In a possible implementation, the key detection
apparatus 1300 is the key detection tool.

[0531] It should be understood that, for beneficial ef-
fects corresponding to the possible implementations of
the key detection apparatus 1300 shown in FIG. 13, refer
to the foregoing descriptions. Details are not described
herein again.

[0532] FIG. 14 is a schematic diagram of a possible
structure of another key detection apparatus according
to the foregoing embodiment of this application.

[0533] For example, the apparatus 1400 includes:

a processing module 1401, configured to obtain a
communication information ciphertext of a first com-
ponent of a vehicle, where the communication infor-
mation ciphertext includes information obtained by
encrypting first information by using a shared key of
the vehicle, and the first information includes geo-
graphical location information; and

the processing module 1401 is further configured to
determine, based on alocal shared key correspond-
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ing to the vehicle and the communication information
ciphertext, whether the shared key of the vehicle is
consistent with the local shared key; and
a transceiver module 1402, configured to report ab-
normality information if the shared key of the vehicle
is inconsistent with the local shared key.

[0534] For data of the geographical location informa-
tion, refer to the foregoing descriptions of the data of the
geographical location information data. Details are not
described herein again.

[0535] In a possible design, the processing module
1401 may decrypt the communication information cipher-
text by using the local shared key, to obtain communica-
tion information, determine whether the communication
information is abnormal, and if the communication infor-
mation is abnormal, determine that the shared key used
by the vehicle is inconsistent with the local shared key;
or if the communication information is normal, determine
that the shared key used by the vehicle is consistent with
the local shared key.

[0536] In a possible design, there are a plurality of im-
plementations in which the processing module 1401 ob-
tains the local shared key, including but not limited to the
following manners.

[0537] Manner 1: Obtain an identifier of the vehicle or
an identifier of the first component. Query, based on the
identifier of the vehicle or the identifier of the first com-
ponent, an initial key corresponding to the vehicle and a
keying material used to generate the local shared key.
Generate the local shared key based on the initial key
and the keying material. In this way, a local shared key
of a key detection tool has high real-time performance.
[0538] Manner 2: Obtain an identifier of the vehicle or
anidentifier of the first component. Query the local shared
key based on the identifier of the vehicle or the identifier
of the first component. In this way, a key detection tool
can quickly obtain the local shared key, to improve key
detection efficiency.

[0539] In a possible design, the transceiver module
1402 may further report the abnormality information to a
qualification management organization, or report the ab-
normality information to a key management system.
[0540] The shared key may be a shared key of all com-
ponents in the vehicle, or may be a shared key of a com-
ponent associated with a function domain in the vehicle.
This is not limited in embodiments of this application.
[0541] For data of the geographical location informa-
tion, refer to the foregoing descriptions of the data of the
geographical location information data. Details are not
described herein again.

[0542] In a possible implementation, the key detection
apparatus 1400 is the key detection tool.

[0543] It should be understood that, for beneficial ef-
fects corresponding to the possible implementations of
the key detection apparatus 1400 shown in FIG. 14, refer
to the foregoing descriptions. Details are not described
herein again.
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[0544] An embodiment of this application further pro-
vides a chip system. Refer to FIG. 15. The chip system
1500 includes at least one processor. When program in-
structions are executed on the at least one processor
1501, the method embodiments shown in FIG. 2 to FIG.
8 are implemented.

[0545] In addition, the chip system may further include
a communication interface 1503, and the communication
interface is configured to input or output information. Fur-
ther, the chip system may further include a memory 1502.
The memory 1502 is coupled to the processor through
the communication interface 1503, and is configured to
store the foregoing instructions, so that the processor
reads, through the communication interface 1503, the
instructions stored in the memory.

[0546] It should be understood that a connection me-
dium between the processor 1501, the memory 1502,
and the communication interface 1503 is not limited in
embodiments of this application. In embodiments of this
application, the memory 1502, the processor 1501, and
the communication interface 1503 are connected
through a communication bus 1504 in FIG. 15. The bus
is represented by a thick line in FIG. 15. A connection
manner between other components is merely an exam-
ple for description, and does not constitute a limitation.
The bus may include an address bus, adatabus, a control
bus, and the like. For ease of representation, in FIG. 15,
only one thick line is used for representation, but this
does not mean that there is only one bus, only one type
of bus, or the like.

[0547] An embodiment of this application further pro-
vides a vehicle. The vehicle includes the first component
in any one of the first aspect or the possible designs of
the first aspect, and/or the second componentin any one
of the second aspect or the possible designs of the sec-
ond aspect.

[0548] An embodiment of this application further pro-
vides a computer program product including instructions.
When the computer program product runs on the fore-
going apparatus, the key transmission method in the fore-
going embodiment may be performed, or the key detec-
tion method in the foregoing embodiment may be per-
formed.

[0549] An embodiment of this application further pro-
vides a computer-readable storage medium. The com-
puter-readable storage medium stores a computer pro-
gram. When the computer program is run, the key trans-
mission method in the foregoing embodiment may be
implemented, or the key detection method in the forego-
ing embodiment may be implemented. The foregoing em-
bodiments may be combined with each other to achieve
different technical effects.

[0550] Based on the foregoing descriptions of the im-
plementations, a person skilled in the art may clearly un-
derstand that, for ease and brevity of description, division
into the foregoing functional modules is merely used as
an example for description. In actual application, the fore-
going functions may be allocated to different functional
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modules forimplementation based on arequirement, that
is, an inner structure of the apparatus is divided into dif-
ferent functional modules, to implement all or some of
the functions described above.

[0551] A person skilled in the art should understand
that embodiments of this application may be provided as
a method, a system, or a computer program product.
Therefore, this application may use a form of hardware
only embodiments, software only embodiments, or em-
bodiments with a combination of software and hardware.
In addition, this application may use a form of a computer
program product that is implemented on one or more
computer-usable storage media (including but notlimited
to a disk memory, a CD-ROM, an optical memory, and
the like) that include computer-usable program code.
[0552] This application is described with reference to
the flowcharts and/or block diagrams of the method, the
device (system), and the computer program product ac-
cording to this application. It should be understood that
computer program instructions may be used to imple-
ment each procedure and/or each block in the flowcharts
and/or the block diagrams and a combination of a pro-
cedure and/or a block in the flowcharts and/or the block
diagrams. These computer program instructions may be
provided for a general-purpose computer, a dedicated
computer, an embedded processor, or a processor of
another programmable data processing device to gen-
erate a machine, so that the instructions executed by the
computer or the processor of the another programmable
data processing device generate an apparatus config-
ured to implement a specified function in one or more
procedures in the flowcharts and/orin one or more blocks
in the block diagrams.

[0553] These computer program instructions may al-
ternatively be stored in acomputer-readable memory that
can indicate a computer or another programmable data
processing device to work in a specific manner, so that
the instructions stored in the computer-readable memory
generate an artifact that includes an instruction appara-
tus. The instruction apparatus implements a specified
function in one or more procedures in the flowcharts
and/or in one or more blocks in the block diagrams.
[0554] These computer program instructions may al-
ternatively be loaded onto a computer or another pro-
grammable data processing device, so that a series of
operations and steps are performed on the computer or
the another programmable device, so that computer-im-
plemented processing is generated. Therefore, the in-
structions executed on the computer or the another pro-
grammable device provide steps for implementing a spe-
cific function in one or more procedures in the flowcharts
and/or in one or more blocks in the block diagrams.
[0555] It is clear that a person skilled in the art can
make various modifications and variations to this appli-
cation without departing from the protection scope of this
application. This application is intended to cover these
modifications and variations of this application provided
that they fall within the scope of protection defined by the
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following claims of this application and equivalent tech-
nologies thereof.

Claims

1. A key transmission method, applied to a first com-
ponentin a vehicle, wherein the method comprises:

receiving a first instruction from a first key tool,
wherein the firstinstruction comprises first infor-
mation associated with an initial key; and
obtaining the initial key according to the first in-
struction, wherein

the initial key is at least used to generate a
shared key, and the shared key is at least used
to encrypt data comprising geographical loca-
tion information.

2. The method according to claim 1, wherein the initial
key is unrelated to an original equipment manufac-
turer OEM, or is unrelated to an original equipment
manufacturer OEM having no navigation electronic
map production qualification, and the OEM is asso-
ciated with the vehicle.

3. The method according to claim 1 or 2, wherein the
initial key is different from an authentication key, and
the authentication key is from the original equipment
manufacturer OEM associated with the vehicle; and
the method further comprises:
determining at least one function key based on the
authentication key, wherein the at least one function
key corresponds to at least one service function of
the first component.

4. The method according to any one of claims 1 to 3,
wherein the firstinformation comprises a first cipher-
text, and the first ciphertext comprises information
obtained by encrypting the initial key by using a first
public key of the first component; and the obtaining
the initial key according to the first instruction com-
prises:

decrypting the first ciphertext based on a first
private key of the first component, to obtain the
initial key, wherein

thefirstprivate key corresponds to the first public
key.

5. The method according to any one of claims 1 to 3,
wherein the firstinformation comprises the initial key,
and the obtaining the initial key according to the first
instruction comprises:
obtaining the initial key according to the first instruc-
tion in a wired connection manner.

6. The method according to any one of claims 1 to 5,
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wherein the method further comprises:

sending first response information to the first key
tool, wherein the first response information compris-
es a filling result of the initial key.

The method according to claim 6, wherein the filling
result of the initial key comprises:

a first identifier, wherein the first identifier indi-
cates that the initial key is successfully filled;
and/or

a third ciphertext, wherein the third ciphertext
comprises information obtained by encrypting,
by using the initial key or a derived key of the
initial key, a first random number comprised in
the first instruction.

The method according to claim 6, wherein the filling
result comprises a second identifier, and the second
identifier indicates that the initial key fails to be filled.

The method according to any one of claims 1 to 8,
wherein the method further comprises:

receiving a second instruction from the first key
tool or a second key tool, wherein the second
instruction comprises second information asso-
ciated with the shared key; and

obtaining the shared key based on the initial key
and the second information, wherein

the first key tool and the second key tool corre-
spond to different key filling environments.

The method according to claim 9, wherein the ob-
taining the shared key based on the initial key and
the second information comprises:

obtaining, according to a symmetric encryption al-
gorithm or based on a key derivation function or a
message authentication code of a symmetric en-
cryption algorithm, the shared key based on the initial
key and the second information.

The method according to claim 9, wherein the sec-
ond information comprises information obtained by
encrypting the shared key by using the initial key,
and the obtaining the shared key based on the initial
key and the second information comprises:
decrypting the second information by using the initial
key, to obtain the shared key.

The method according to any one of claims 1 to 8,
wherein the method further comprises:

receiving a third instruction from a second com-
ponent, wherein the third instruction comprises
third information associated with the shared key;
and

obtaining the shared key based on the initial key
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and the third information, wherein
the second component is at least configured to
distribute key information from a key tool.

The method according to claim 12, wherein the ob-
taining the shared key based on the initial key and
the third information comprises:

obtaining, according to a symmetric encryption al-
gorithm or based on a key derivation function or a
message authentication code of a symmetric en-
cryption algorithm, the shared key based on the initial
key and the third information.

The method according to claim 12, wherein the third
information comprises information obtained by en-
crypting the shared key by using the initial key, and
the obtaining the shared key based on the initial key
and the third information comprises:

decrypting the third information by using the initial
key, to obtain the shared key.

The method according to any one of claims 9 to 11,
wherein the method further comprises:

sending second response information in response
to the second instruction, wherein the second re-
sponse information comprises a filling result of the
shared key.

The method according to any one of claims 12 to 14,
wherein the method further comprises:

sending third response information in response to
the third instruction, wherein the third response in-
formation comprises afilling result of the shared key.

The method according to claim 15 or 16, wherein the
filling result of the shared key comprises:

a third identifier, wherein the third identifier indi-
cates that the shared key is successfully filled;
and/or

afourth ciphertext, wherein the fourth ciphertext
comprises information obtained by encrypting,
by using the shared key or a derived key of the
shared key, a second random number com-
prised in the second instruction or a second ran-
dom number comprised in the third instruction.

The method according to claim 15 or 16, wherein the
filling result of the shared key comprises a fourth
identifier, and the fourth identifier indicates that the
shared key fails to be filled.

The method according to any one of claims 1 to 18,
wherein the method further comprises:

receiving a fourth instruction from the first key
tool or a key detection tool, wherein the fourth
instruction comprises a third random number,
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and the fourth instruction may be used to detect
whether the shared key is abnormal;
determining a first check value based on the
third random number and the shared key; and
sending fourth response information, wherein
the fourth response information comprises the
first check value.

20. A key transmission method, applied to a second

component in a vehicle, wherein the method com-
prises:

obtaining a shared key filling instruction, where-
in the shared key filling instruction is used to fill
ashared key for a first component in the vehicle,
and the shared key is at least used to encrypt
data comprising geographical location informa-
tion; and

sending the shared key filling instruction to the
first component.

21. The method according to claim 20, wherein the ob-

taining a shared key filling instruction comprises:

receiving a second instruction from a first key
tool or a second key tool, wherein the second
instruction comprises second information asso-
ciated with the shared key; and

the shared key filling instruction comprises the
second instruction.

22. The method according to claim 20, wherein the ob-

taining a shared key filling instruction comprises:

receiving a second instruction from a first key
tool or a second key tool, wherein the second
instruction comprises second information asso-
ciated with the shared key; and

processing the second instruction, to obtain a
third instruction, wherein the third instruction
comprises third information associated with the
shared key; and

the shared key filling instruction comprises the
third instruction.

23. The method according to claim 20, wherein the ob-

taining a shared key filling instruction comprises:

generating a third instruction, wherein the third
instruction comprises third information associ-
ated with the shared key; and

the shared key filling instruction comprises the
third instruction.

24. The method according to claim 23, wherein the gen-

erating a third instruction comprises:

generating akeying material, wherein the keying
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material is used to generate the shared key and
is comprised in the third information; or
generating the shared key, and obtaining a ci-
phertext of the shared key based on an initial
key and the shared key, wherein the ciphertext
is comprised in the third information.

Akey transmission method, applied to afirst key tool,
wherein the method comprises:

determining an initial key of a vehicle, wherein
the initial key is at least used to generate a
shared key, and the shared key is at least used
to encrypt data comprising geographical loca-
tion information; and

sending a first instruction to a first component
of the vehicle, wherein the first instruction com-
prises firstinformation associated with the initial
key.

The method according to claim 25, wherein the initial
key is unrelated to an original equipment manufac-
turer OEM, or is unrelated to an original equipment
manufacturer OEM having no navigation electronic
map production qualification, and the OEM is asso-
ciated with the vehicle.

The method according to claim 25 or 26, wherein the
initial key is different from an authentication key, and
the authentication key is from the original equipment
manufacturer OEM associated with the vehicle.

The method according to any one of claims 25 to 27,
wherein the firstinformation comprises a first cipher-
text, the first ciphertext comprises information ob-
tained by encrypting the initial key by using a first
public key, and the first public key is from the first
component.

The method according to any one of claims 25 to 27,
wherein the firstinformation comprises the initial key,
andthe sending afirstinstruction to afirst component
of the vehicle comprises:

sending the initial key to the first component in a
wired connection manner.

The method according to any one of claims 25 to 29,
wherein the determining an initial key of a vehicle
comprises:

generating a second public key and a second
private key;

sending request information to a key manage-
ment system, wherein the request information
requests the initial key, and the request informa-
tion comprises the second public key;
receiving a second ciphertext from the key man-
agement system; and
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determining the initial key based on the second
ciphertext and the second private key.

The method according to any one of claims 25 to 30,
wherein the method further comprises:

receiving first response information from the first
component, wherein the first response information
comprises a filling result of the initial key.

The method according to claim 31, wherein if the
filling result of the initial key indicates that the initial
key fails to be filled, the method further comprises:
resending the first instruction.

The method according to claim 31 or 32, wherein the
filing result of the initial key comprises a second
identifier, and the second identifier indicates that the
initial key fails to be filled.

The method according to claim 31, wherein if the
filling result of the initial key indicates that the initial
key is successfully filled, the method further com-
prises:

sending a second instruction to the first component,
wherein the second instruction comprises second in-
formation associated with the shared key.

The method according to claim 31 or 34, wherein the
filling result of the initial key comprises:

a first identifier, wherein the first identifier indi-
cates that the initial key is successfully filled;
and/or

a third ciphertext, wherein the third ciphertext
comprises information obtained by encrypting,
by using the initial key or a derived key of the
initial key, a first random number comprised in
the first instruction.

The method according to claim 35, wherein when
the filling result of the initial key comprises the third
ciphertext, the method further comprises:
determining, based on the third ciphertext, whether
the initial key is successfully filled.

The method according to claim 34, wherein the meth-
od further comprises:

generating the shared key; and
encrypting the shared key based on the initial
key, to obtain the second information.

The method according to any one of claims 34 to 37,
wherein the method further comprises:

receiving second response information from the first
component, wherein the second response informa-
tion comprises a filling result of the shared key.
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The method according to claim 38, wherein the filling
result of the shared key comprises:

a third identifier, wherein the third identifier indi-
cates that the shared key is successfully filled;
and/or

afourth ciphertext, wherein the fourth ciphertext
comprises information obtained by encrypting,
by using the shared key or a derived key of the
shared key, a second random number com-
prised in the second instruction.

The method according to claim 39, wherein when
the filling result of the shared key comprises the
fourth ciphertext, the method further comprises:
determining, based on the second information and
the fourth ciphertext, whether the shared key is suc-
cessfully filled.

The method according to claim 40, wherein if the
filling result of the shared key indicates that the
shared key fails to be filled, the method further com-
prises:

resending the second instruction.

The method according to claim 41, wherein the filling
result of the shared key comprises a fourth identifier,
and the fourth identifier indicates that the shared key
fails to be filled.

A key detection method, wherein the method com-
prises:

sending a fourth instruction to a first component
of a vehicle, wherein the fourth instruction com-
prises a third random number;

receiving fourth response information from the
first component, wherein the fourth response in-
formation comprises a first check value, the first
check value is associated with the third random
number and a shared key of the vehicle, and the
shared key is at least used to encrypt data com-
prising geographical location information;
determining, based on the first check value,
whether the shared key of the vehicle is consist-
ent with a local shared key corresponding to the
vehicle; and

reporting abnormality information if the shared
key of the vehicle is inconsistent with the local
shared key.

A key detection method, wherein the method com-
prises:

obtaining a communication information cipher-
text of a first component of a vehicle, wherein
the communication information ciphertext com-
prises information obtained by encrypting first
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information by using a shared key of the vehicle,
and the firstinformation comprises geographical
location information;

determining, based on the communication infor-
mation ciphertext, whether the shared key of the
vehicle is consistent with a local shared key of
the vehicle; and

reporting abnormality information if the shared
key of the vehicle is inconsistent with the local
shared key.

45. The method according to claim 43 or 44, wherein the

method further comprises:

obtaining an identifier of the vehicle or an identifier
of the first component; querying, based on the iden-
tifier of the vehicle or the identifier of the first com-
ponent, an initial key corresponding to the vehicle
and a keying material used to generate the local
shared key; and generating the local shared key
based on the initial key and the keying material; or
querying the local shared key based on the identifier
of the vehicle or the identifier of the first component.

46. A control apparatus, comprising:

a transceiver module, configured to receive a
first instruction from a first key tool, wherein the
firstinstruction comprises first information asso-
ciated with an initial key; and

a processing module, configured to obtain the
initial key according to the first instruction,
wherein

the initial key is at least used to generate a
shared key, and the shared key is at least used
to encrypt data comprising geographical loca-
tion information.

47. A control apparatus, comprising:

a processing module, configured to obtain a
shared key filling instruction, wherein the shared
key filling instruction is used to fill a shared key
for a first component, and the shared key is at
least used to encryptdata comprising geograph-
ical location information; and

a transceiver module, configured to send the
shared key filling instruction to the first compo-
nent.

48. A key transmission apparatus, comprising:

a processing module, configured to determine
an initial key of a vehicle, wherein the initial key
is at least used to generate a shared key, and
the shared key is at least used to encrypt data
comprising geographical location information;
and

a transceiver module, configured to send a first
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instruction to a first component of the vehicle,
wherein the firstinstruction comprises first infor-
mation associated with the initial key.

A key detection apparatus, comprising:

a transceiver module, configured to send a
fourth instruction to a first component of a vehi-
cle, wherein the fourth instruction comprises a
third random number, wherein

the transceiver module is further configured to
receive fourth response information from the
first component, wherein the fourth response in-
formation comprises a first check value, the first
check value is associated with the third random
number and a shared key of the vehicle, and the
shared key is at least used to encrypt data com-
prising geographical location information; and
a processing module, configured to: determine,
based on the first check value, whether the
shared key of the vehicle is consistent with a
local shared key corresponding to the vehicle;
and

report abnormality information if the shared key
of the vehicle is inconsistent with the local
shared key.

A key detection apparatus, comprising:

a processing module, configured to obtain a
communication information ciphertext of a first
component of a vehicle, wherein the communi-
cation information ciphertext comprises infor-
mation obtained by encrypting first information
by using a shared key of the vehicle, and the
first information comprises geographical loca-
tion information, wherein

the processing module is further configured to
determine, based on a local shared key corre-
sponding to the vehicle and the communication
information ciphertext, whether the shared key
of the vehicle is consistent with the local shared
key; and

a transceiver module, configured to report ab-
normality information if the shared key of the ve-
hicle is inconsistent with the local shared key.

An on-board component, wherein the on-board com-
ponent comprises a processor and a storage medi-
um, the storage medium stores instructions, and
when the instructions are run by the processor, the
on-board componentis enabled to perform the meth-
od according to any one of claims 1 to 19 or the
method according to any one of claims 20 to 24.

An electronic device, wherein the electronic device
comprises a processor and a storage medium, the
storage medium stores instructions, and when the
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instructions are run by the processor, the electronic
device is enabled to perform the method according
to any one of claims 25 to 42, or claim 43, or claim
44 or 45.

A vehicle, comprising a first component configured
to perform the method according to any one of claims
1to 19, and a second component configured to per-
form the method according to any one of claims 20
to 24.

A chip, comprising one or more processors and an
interface circuit, wherein the interface circuit is con-
figured to provide an information input and/or output
for the one or more processors, and the chip is con-
figured to perform the method according to any one
of claims 1 to 19, or any one of claims 20 to 24, or
any one of claims 25 to 42, or claim 43, or claim 44
or 45.

A computer-readable storage medium, wherein the
computer-readable storage medium stores instruc-
tions, and when the instructions are run, the method
according to any one of claims 1 to 19, or any one
of claims 20 to 24, or any one of claims 25 to 42, or
claim 43, or claim 44 or 45 is performed.

A computer program product, wherein when the
computer program product runs on one or more proc-
essors, the method according to any one of claims
11to 19, or any one of claims 20 to 24, or any one of
claims 25 to 42, or claim 43, or claim 44 or 45 is
performed.
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