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(54) APPARATUS AND METHOD FOR PREDICTIVE TOKEN VALIDATION

(57) An apparatus and method are provided for pre-
dictive token validation. In use, a database stores service
usage information relating to usage of at least one service
hosted by at least one server. Before at least one request
for service is received from a user at the at least one
server, the service usage information in the database is
accessed. Further, based on the service usage informa-
tion, a token associated with the user is sent to the at
least one server for being validated by the at least one
server, such that the at least one server allows access
to the at least one service by the user, in response to the
at least one request for service being received from the
user with an identifier that is different from the token.
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Description

[0001] This application claims priority to U.S. non-provisional patent application Serial No. 15/446,943, filed on March
1, 2017 and entitled "Apparatus and Method for Predictive Token Validation", which is incorporated herein by reference
as if reproduced in its entirety.

FIELD OF THE INVENTION

[0002] The present disclosure relates to user authentication systems, and more particularly to token validation tech-
niques.

BACKGROUND

[0003] In a cloud environment, a validation of a user’s secret token is a first step for successful invocation of a cloud
service. During use of such a cloud service, there may be countless requests in a given time from multiple users. In
each request, the user passes a token for being validated at the cloud service. Depending on a type of token that is
used and a type of token validation check done at the cloud service, there may be a considerable performance impact
on the cloud service. This may, in turn, result in network and processor overhead for servicing such repeated tasks.
Further, there may be a delayed response for each client request due to the corresponding token validation check at
the cloud service.

SUMMARY

[0004] An apparatus is provided for predictive token validation. Included are a non-transitory memory comprising
instructions and one or more processors in communication with the memory. The one or more processors execute the
instructions to store, in a database, service usage information relating to usage of at least one service hosted by at least
one server. Before at least one request for service is received from a user at the at least one server, the service usage
information in the database is accessed. Based on such service usage information, a token associated with the user is
sent to the at least one server for being validated by the at least one server, such that the at least one server allows
access to the at least one service by the user, in response to the at least one request for service being received from
the user with an identifier that is different from the token.
[0005] Also provided is a computer-implemented method for predictive token validation. In use, a database stores
service usage information relating to usage of at least one service hosted by at least one server. Before at least one
request for service is received from a user at the at least one server, the service usage information in the database is
accessed. Further, based on the service usage information, a token associated with the user is sent to the at least one
server for being validated by the at least one server, such that the at least one server allows access to the at least one
service by the user, in response to the at least one request for service being received from the user with an identifier
that is different from the token.
[0006] Optionally, in any of the preceding embodiments, the identifier may include a universally unique identifier (UUID).
[0007] Optionally, in any of the preceding embodiments, the service usage information may identify the user and the
at least one service.
[0008] Optionally, in any of the preceding embodiments, the service usage information may identify a time and/or a
location associated with the user.
[0009] Optionally, in any of the preceding embodiments, the token may be sent based on the service usage information,
by: determining whether the user has previously used the at least one service; and sending the token, if it is determined
that the user has previously used the at least one service.
[0010] Optionally, in any of the preceding embodiments, the token may be sent based on the service usage information,
by: abstaining from sending the token, if it is determined that the user has not previously used the at least one service.
[0011] Optionally, in any of the preceding embodiments, the token may be sent based on the service usage information,
by: altering a content of the token, based on the service usage information.
[0012] Optionally, in any of the preceding embodiments, the identifier may be received in connection with at least one
failed request for service that failed due to a lack of token validation. As an option, in response to the receipt of the
identifier, the at least one failed request for service may be logged as service usage information in the database. As a
further option, in response to the receipt of the identifier, the token associated with the user may be sent to the at least
one server for being validated by the at least one server.
[0013] Optionally, in any of the preceding embodiments, the database may be populated with the service usage
information by automatically collecting data on the usage of the at least one service hosted by the at least one server.
[0014] Optionally, in any of the preceding embodiments, the database may be populated with the service usage
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information by receiving manually created data on the usage of the at least one service hosted by the at least one server
in connection with one or more user roles.
[0015] Optionally, in any of the preceding embodiments, access may be allowed to the at least one service, in response
to the at least one request for service being received from the user, without waiting for the token to be validated.
[0016] Another apparatus is provided for predictive token validation. Included are a non-transitory memory comprising
instructions and one or more processors in communication with the memory. The one or more processors execute the
instructions to, before receiving at least one request for service from a user with an identifier, receive a token that is
different from the identifier, based on service usage information relating to usage by the user of at least one service
hosted by at least one server. Further, the token is validated. Still yet, after validating the token, the at least one request
for service is received from the user. Access to the at least one service by the user is then permitted, in response to the
at least one request for service from the user.
[0017] Also provided is another computer-implemented method for predictive token validation. Before receiving at
least one request for service from a user with an identifier, a token is received that is different from the identifier, based
on service usage information relating to usage by the user of at least one service hosted by at least one server. Further,
the token is validated. Still yet, after validating the token, the at least one request for service is received from the user.
Access to the at least one service by the user is then permitted, in response to the at least one request for service from
the user.
[0018] Optionally, in any of the preceding embodiments, the access may be permitted without receiving the token from
the user.
[0019] Optionally, in any of the preceding embodiments, another request for service may be received from the user
in connection with another service hosted by the at least one server. In response to the another request for service from
the user, it may be determined whether the token is validated in connection with the another service. If it is determined
that the token is not validated in connection with the another service, the identifier may be sent for requesting the token
so that the token can be validated.
[0020] One or more of the foregoing features of the aforementioned apparatus and/or method may afford a mechanism
for performing token validation before users request access to services of a services platform, based on a prediction of
such access. This may, in turn, result in accelerated access to the services of the services platform that would otherwise
be foregone in systems that lack such capability. It should be noted that the aforementioned potential advantages are
set forth for illustrative purposes only and should not be construed as limiting in any manner.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021]

Figure 1 illustrates a system for predictive security token validation, in accordance with an embodiment.

Figure 2 illustrates a system for predictive security token validation in connection with an initial access by a user,
in accordance with another embodiment.

Figure 3 illustrates a method for predictive security token validation in connection with an IAM module, in accordance
with another embodiment.

Figure 4 illustrates a method for predictive security token validation in connection with a services platform, in ac-
cordance with another embodiment.

Figure 5 illustrates a method for predictive security token validation in connection with an IAM module, in accordance
with yet another embodiment.

Figure 6 illustrates a method for predictive security token validation in connection with a services platform, in ac-
cordance with yet another embodiment.

Figure 7 illustrates an example of an amount of time that is saved between a client request and access to a requested
service by way of prediction-based token validation that is carried out in advance of client request processing.

Figure 8 illustrates a system for predictive security token validation, in accordance with an embodiment.

Figure 9 is a diagram of a network architecture, in accordance with an embodiment.
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Figure 10 is a diagram of an exemplary processing device, in accordance with an embodiment.

DETAILED DESCRIPTION

[0022] Figure 1 illustrates a system 100 for predictive security token validation, in accordance with an embodiment.
As shown, the system 100 includes an identity and access management (IAM) module 102 in communication with a
database 104 and a services platform 106. It should be noted that the communication between the foregoing components
of the system 100 may be afforded by way of any type of networking (e.g. bus networks, local networks, remote networks,
etc.).
[0023] Further, while the various components are shown to be separate and discrete in one possible embodiment,
other optional embodiments are contemplated where one or more (or even all) are integrated. To this end, each of the
illustrated components of the system 100 may include any combination of software and/or hardware capable of performing
their intended tasks that will be elaborated upon below, and may or may not share underlying hardware with one or more
of the other components of the system 100. The illustrated components can communicate with each other using one or
more data communication networks such as, for example, the Internet. More information will now be set forth regarding
each of the foregoing components and the interoperability thereof.
[0024] The services platform 106 may include at least one server that hosts one or more services 108. Non-limiting
examples of such services 108 may include, but are not limited to a controller service 109, along with other services
such as a compute service for computing data, a network service for communicating data, an image service for processing
images, a storage service for storing data, a cluster service for providing enhanced availability to one or more of the
foregoing services, etc. As further shown, the system 100 may be equipped with a cache 111. As will soon become
apparent, such controller service 109 serves for controlling access to the various services 108 using the results of token
validation that is stored in the cache 111.
[0025] The IAM module 102 is configured to register users 110 by assigning one or more tokens and one or more
identifiers to each user that are later shared, possibly after being authenticated using a user name/password combination
that is assigned to each user 110 during registration. In the context of the present description, the aforementioned
identifier may be any identifier that is different (in at least one respect) from the token. In one embodiment, the afore-
mentioned identifier may include any unique or pseudo-unique identifier that is of a smaller size (e.g. less bits/bytes) as
compared to the token. Conversely, the token may include any security data structure that is of a larger size (e.g. more
bits/bytes) as compared to the foregoing identifier.
[0026] In some optional embodiments, the identifier may possibly include a universally unique identifier (UUID) (e.g.,
sixteen octets), and the token may possibly include any one or more of the following: any unique identifier or data unique
to a particular user (e.g. UUID, etc.), a password, a cryptographic key, biometric data (e.g., data representing a user’s
fingerprint, retina, facial features, or combinations of these), a digital signature, user role information, time and/or location
information for restricting user access based on a time and/or a location, and/or code for facilitating processing of the
token for the purpose of validating a particular user. Further, in one possible embodiment, each token may vary (e.g. in
terms of size and contents, etc.) depending on a particular service 108 that it is intended to validate. For example, each
token may include only those token components (see examples above) that are required for validating the corresponding
service 108. Still yet, in different optional embodiments, such validation may involve one or more of decrypting the token
using a public-private key combination, populating and caching information extracted from the token, and/or conducting
integrity checks on the token and/or information stored therein.
[0027] In one possible embodiment, the smaller size of the identifier (as compared to the token) facilitates transmission
thereof by requiring less time and bandwidth to communicate the same. As an additional option, such smaller size (and
less contents) further enable faster processing of the identifier (as compared to the token). As will soon become apparent,
the system 100 utilizes contents of the database 104 to initiate token validation (which is more cumbersome than use
of the identifier), for the purpose of validating a user before such user actually accesses one or more services of the
services platform 106, so that the smaller, more easily processed identifier may be used to accelerate access to such
services by the users 110. To this end, the users 110 are permitted faster access to the services platform 106, while
still preserving a sufficient level of security in connection with such access.
[0028] To support this functionality, the database 104 is configured to store service usage information relating to usage
of at least one of the services 108 by the various users 110. In the present description, such service usage information
may include any information that identifies, includes, and/or is derived from such usage which, in turn, may refer to any
historical and/or predicted future access to such service(s), information stored by the service(s), and/or functionality
thereby provided. For example, in one possible embodiment, the service usage information may identify each of the
users 110 (using a user name, the aforementioned identifier and/or token) and the at least one service (using a naming
protocol or any other mechanism that allows the tracking of past and/or prospective service usage by the users 110).
[0029] Further, in various embodiments, the database 104 may be populated in any desired manner. For example, in
one possible embodiment, the database 104 is populated with the service usage information by automatically collecting
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data on the usage of the service(s) hosted by the services platform 106. In another possible embodiment, the database
104 may be populated with the service usage information by receiving manually created data on the usage of the
service(s) in connection with one or more user roles. Specifically, an administrator may populate a template (e.g. using
mark-up language) that provides a mapping between the different services 108 of the services platform 106, and different
roles that the users 110 may take on. By this design, the users 110 may be validated for access to different services
108 based on a role currently taken or predicted to be taken by such users 110.
[0030] Table 1 illustrates simplified, exemplary contents of the database 104, in accordance with one possible em-
bodiment.

[0031] During use of the system 100, the IAM module 102 registers one or more of the users 110 by assigning such
users 110 with at least one token and an identifier, and shares the identifier with the corresponding one of the users
110, as indicated by operation 1. Such token and identifier are then stored in internal memory of the IAM module 102.
[0032] As mentioned earlier, the database 104 is configured to store service usage information regarding past and/or
prospective service usage of the different services 108 of the services platform 106 by the user(s) 110. By querying
such service usage information in the database 104 per operation 2, the IAM module 102 predicts which user(s) 110
will use which of the different services 108 and sends the token and identifier for such user(s) 110 to the services platform
106. See operation 3. In response, the services platform 106 uses the controller service 109 to: validate the token, and
store the identifier in a manner that is linked to any token validation results in the cache 111, as well as a mapping to
the relevant services 108. In other embodiments, the foregoing functionality of the controller service 109 may be distributed
across any one or more of the services 108 such that the services 108 independently validate the token.
[0033] Table 2 illustrates exemplary contents of the cache 111.

[0034] Operation 3 occurs, at least in part, before a relevant one of the users 110 attempts to access one or more of
the different services 108 in operation 4 by using the identifier that was originally allocated by the IAM module 102 in
operation 1. At that point, the controller service 109 of the services platform 106 uses the identifier to check (via the
cache 111) whether such particular user is authorized to access the requested services 108. If so, the particular user is
granted access to the requested service(s) 108 without necessarily requiring, as a runtime precondition, the communi-
cation and/or processing of the token for validation purposes (since that has already occurred based on the prediction
that it would be necessary - see operation 3).
[0035] One or more of the foregoing features of the aforementioned system 100 thereby afford a mechanism for
performing token validation before the users 110 request access to the services 108 of the services platform 106 by
performing the token validation beforehand based on the prediction of such access. This may, in turn, result in accelerated
access to the services 108 of the services platform 106 that would otherwise be foregone in systems that lack such
capability. More illustrative information will now be set forth regarding various optional architectures and uses in which
the foregoing system 100 may or may not be implemented, per the desires of the user.
[0036] For example, more information will be now be described regarding an initial instance when one of the users
110 first accesses the services 108 of the services platform 106 and a manner in which the database 104 may be initially
populated, in accordance with various embodiments. It should be noted that the following information is set forth for
illustrative purposes and should not be construed as limiting in any manner. Any of the following features may be optionally
incorporated with or without the other features described.
[0037] Figure 2 illustrates a system 200 for predictive security token validation in connection with an initial access by
a user, in accordance with another embodiment. As an option, the system 200 may be implemented in the context of
any one or more of the embodiments set forth in any previous and/or subsequent figure(s) and/or the description thereof.
For example, in one possible embodiment, the system 200 may be implemented with one or more of the features of the
system 100 of Figure 1. However, it is to be appreciated that the system 200 may be implemented in other suitable
environments.

Table 1
Role_1 --> Service_1, Service_2
Role_2 --> Service_1, Service_3
Role_3 --> Service_4, Service_5

Table 2
UUID_1 --> Token Information Service_1, Token_Information_Service_2
UUID_2 --> Token Information Service_1, Token_Information_Service_3
UUID_3 --> Token_Information_Service_4, Token_Information_Service_5
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[0038] Similar to the system 100 of Figure 1, the system 200 includes an IAM module 202 in communication with a
database 204 and a services platform 206 which, in turn, includes services 108 and a cache 211-equipped controller
service 209, for permitting access to users 210. Further, after the database 204 has been populated, the system 200
permits early prediction-based token validation, so that, upon a request for access to one or more of the services 108
(using the aforementioned identifier) access may proceed without necessarily requiring another token validation. See
operations 1-5 (which are similar to operations 1-5 of Figure 1 and are incorporated here).
[0039] In contrast to the system 100 of Figure 1, the system 200 is further configured for additional operations that
accommodate a situation where the database 204 is not necessarily pre-populated and a user, for an initial time, requests
access to one or more of the services 108 (using the aforementioned identifier) without token validation occurring. In
such situation, operations 5-6, proceed as follows. Specifically, after it is determined that token validation has not yet
occurred in connection with the requesting user 210 (and the requested service(s) 208), the identifier is sent to the IAM
module 202 for the purpose of requesting and receiving the token associated with the requesting user 210. See operation
5. To this end, token validation may occur at the services platform 206 and the requesting user 210 may (if validation is
successful) thereafter be permitted access to the requested service(s) 208.
[0040] Further, in operation 6, the requested access (from operation 4) is logged in the database 204 so that there is
a correspondence between the particular user 210 and the requested service(s) 208. Thus, to the extent that the previous
token validation (see operation 5) has expired and is required in the future in connection with such requested service(s)
208, the token may be communicated again (based on predictive analytics) to the cache 211-equipped controller service
209 of the services platform 206, for pre-validating such token in advance of any future predicted access to the same
requested service(s) 208. More information will now be set forth regarding the functionality of the IAM module 202 and
the services platform 206, in accordance with various embodiments.
[0041] Figure 3 illustrates a method 300 for predictive security token validation in connection with an IAM module, in
accordance with another embodiment. As an option, the method 300 may be implemented in the context of any one or
more of the embodiments set forth in any previous and/or subsequent figure(s) and/or the description thereof. For
example, in one possible embodiment, the method 300 may be implemented in the context of the IAM modules 102 and
202 of Figures 1 and 2, respectively. However, it is to be appreciated that the method 300 may be implemented in other
suitable environments.
[0042] As shown, in operation 302, service usage information is stored in at least one database (e.g. the databases
104 and 204 of Figures 1 and 2, respectively). As mentioned earlier, such service usage information relates to usage
of at least one service hosted by at least one server associated with a services platform (e.g. the services platform 106
and 206 of Figures 1 and 2, respectively).
[0043] With continuing reference to Figure 3, additional operations 304-306 are performed before at least one request
is received from a user at the at least one server. Specifically, in operation 304, the service usage information is accessed
in the database. Further, based on the service usage information, a token associated with the user is sent to the server(s)
of the services platform for being validated by the at least one server. See operation 306.
[0044] Since the token is sent in advance to any user request, such validation permits the server(s) of the services
platform to allow access to the service(s) by the user, in response to the at least one request being received from the
user with an identifier (that is different from the token). As mentioned earlier, the combination of the pre-validation of the
token and the use of the lightweight identifier-equipped request, permits for a more real-time response to the request,
instead of waiting for the communication and/or processing of the heavier token.
[0045] As mentioned earlier in connection with the description of Figure 2, it is possible that no service usage information
may exist at all, or any such service usage information may not necessarily be relevant to a service requested by a user.
In such case, no early token communication may occur between the IAM module and the services platform, and further
operations may be initiated to accommodate such situation. More information regarding such possible operations (as
well as the aforementioned predictive analytics) will be set forth during the description of different IAM module embod-
iments illustrated in one or more subsequent figures (e.g. Figure 5).
[0046] Figure 4 illustrates a method 400 for predictive security token validation in connection with a services platform,
in accordance with another embodiment. As an option, the method 400 may be implemented in the context of any one
or more of the embodiments set forth in any previous and/or subsequent figure(s) and/or the description thereof. For
example, in one possible embodiment, the method 400 may be implemented in the context of the services platform 106
and 206 of Figures 1 and 2, respectively. However, it is to be appreciated that the method 400 may be implemented in
other suitable environments.
[0047] As shown, a token is received in operation 402. In one possible embodiment, the token may be received at a
services platform (e.g. the services platform 106 and 206 of Figures 1 and 2, respectively) from an IAM module (e.g.
the IAM module 102 and 202 of Figures 1 and 2, respectively). Further, whether this token is received or not may be
based on service usage information relating to usage by a user of at least one service hosted by at least one server of
the services platform. In one embodiment, such service usage information may be accessible via a database (e.g. the
databases 104 and 204 of Figures 1 and 2, respectively). Specifically, if, based on such service usage information, the
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IAM module predicts that the user will access one or more of the service of the services platform, the token will be
communicated for token validation in connection with such specific user/service combination.
[0048] In response to the receipt of the foregoing token, such token is validated in operation 404. Further, after validating
the token, the services platform is ready to receive at least one request from the user with an identifier that is different
from the token. See operation 406. In response to the at least one request from the user, access is permitted to the at
least one service by the user, per operation 408.
[0049] By this design, the access operation 408 may be permitted by the services platform without the services platform
necessarily receiving the token from the user, since such token was already received earlier from the IAM module and
pre-validated. As mentioned earlier, it is possible that the token may not be received in operation 402 and the pre-
validation of operation 404 may not necessarily occur as a result of a lack of a prediction that it would be needed. More
information regarding such use case scenario will be set forth during the description of different services platform em-
bodiments illustrated in one or more subsequent figures (e.g. Figure 6).
[0050] Figure 5 illustrates a method 500 for predictive security token validation in connection with an IAM module, in
accordance with yet another embodiment. As an option, the method 500 may be implemented in the context of any one
or more of the embodiments set forth in any previous and/or subsequent figure(s) and/or the description thereof. For
example, in one possible embodiment, method 500 may be implemented in the context of the IAM modules 102 and
202 of Figures 1 and 2, respectively, as well as be incorporate one or more features of the method 300 of Figure 3.
However, it is to be appreciated that the method 500 may be implemented in other suitable environments.
[0051] As shown, the method 500 begins in operation 502 by registering a user with a user name and password, and
generating a UUID for such user. In one embodiment, this may be accomplished via an IAM module (e.g. the IAM
modules 102 and 202 of Figures 1 and 2, respectively) which may or may not be integrated with a services platform
(e.g. the services platform 106 and 206 of Figures 1 and 2, respectively). Further, while the user name and password
may be selected by the user, the IAM module generates the UUID via any random or pseudorandom process. For
example, in one embodiment, the UUID may be randomly generated on-the-fly, in response to a registration request
from the user. In other embodiments, the UUID may be selected from a previously generated list of random UUIDs.
[0052] Once registered, the user is authenticated using the user name/password combination, per operation 504. In
various embodiments, such authentication may be carried out in- or out-of-band. Once authenticated per decision 506,
the UUID is sent to the user. In different embodiments, the UUID may be encrypted or protected by other mechanisms.
With the user now equipped with the UUID, the user is now able to request access to various services of the services
platform at a later time. Beforehand, however, the method 500 continues with operations 510-520 for permitting the
services platform to pre-validate the token, in order to allow expedited access to requested services.
[0053] Specifically, in operation 510, a database (e.g. the databases 104 and 204 of Figures 1 and 2, respectively) is
queried for service usage information. As mentioned earlier, such service usage information may include historical data
for the user at hand, and/or predictive data that identifies roles (e.g. administrator, manager, general user, etc.) of certain
users that typically access certain services of the services platform. For the latter, a current, prevalent, and/or predicted
role of the user may therefore be used to infer which services should be pre-validated. As a further option, other information
may also be stored in connection with each user including, but not limited to an indication of times and/or locations when
the certain services are accessed by the user, a type of services accessed by the user, and/or roles historically held by
the user.
[0054] It is then determined in decision 512 whether there are any such hits in the database indicating that the current
user is likely to access certain services of the services platform. It should be noted that such "hits" may be accomplished
in any desired manner. In one possible embodiment, it may be determined whether the database indicates that any
services have been accessed by the user, in which case such services may be pre-validated.
[0055] In another embodiment, a threshold likelihood may be predetermined (or even dynamically determined) by an
administrator of the IAM module, and any service usage information may be compiled, aggregated, etc. in order to
calculate a specific likelihood which may then be compared against the threshold likelihood. If such threshold is met,
decision 512 may identify a "hit" and relevant services may be pre-validated.
[0056] In any case, in operation 514, the token is sent to the services platform for validation by the services platform,
so that subsequently-received (post-validation) service access requests may be administered via the UUID and not
necessarily require the validation occur in whole or in part between the receipt of the request and the permitted access
to the service. In one embodiment, a single token may be sent to the services platform with an indication as to which of
the services are to be pre-validated based on the service usage information, so that such indication can be tracked by
the services platform. In another embodiment, a plurality of service-specific tokens may be communicated to the services
platform so that each service may be separately validated via a corresponding token.
[0057] Thus, the operations 510-514 may involve determining whether the user has previously used the requested
service(s) and, then, sending the token if it is determined that the user has previously used the at least one service; or
abstaining from sending the token, if it is determined that the user has not previously used the at least one service. In
the case of the latter, any subsequent request for access to a service may result in a failed request, since token validation
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has not occurred.
[0058] In still other embodiments, a content of the token may be altered, based on the service usage information. For
example, if the token is being sent in connection with a first service (to validate the user for using such first service), the
token may include first information specific to the first service. Further, if the token is being sent in connection with a
second service (to validate the user for using such second service), the token may include second information specific
to the second service.
[0059] As mentioned earlier in connection with the description of Figures 2 and 3, it is possible that no service usage
information may exist, or any such service usage information may not necessarily be relevant to a particular requested
service. In such case, no early token communication may occur between the IAM module and the services platform in
order to enable pre-validation, and further operations may be initiated to accommodate such a situation where there is
a failed request(s) due to a lack of token validation.
[0060] Specifically, the UUID received (from the user/at the services platform) in connection with the aforementioned
failed request(s) may be used to initiate further processing at the IAM module. Specifically, after receipt of the identifier
by the services platform (and after failed validation), such UUID may be communicated from the services platform to
the IAM module. In response to the receipt of the UUID per decision 516, the IAM module logs the failed request as
service usage information in the database per operation 518 and the token associated with the user is sent to the server(s)
of the services platform in operation 520, for being thereby validated. Thus, access (albeit delayed) may nevertheless
be permitted to a service that was requested by the user by providing the token to the services platform, for validation
purposes. More information will be set forth regarding related operation from the perspective of the services platform,
during the description of Figure 6.
[0061] In other possible embodiments, tokens sent in operations 514 and/or 520 may be limited in terms of a time
period (after validation), during which access is allowed (i.e. the validation is still effective) during a particular session.
Such time period may be predetermined and/or static, or be dynamically determined based on the service usage infor-
mation. For example, it may be known, through the service usage information, that a particular user will likely only access
the services platform during a short time period at a first location, but will likely access the services platform during a
longer time period at a second location. Such time period limitations may be sent with the token in some embodiments,
but may also be established and enforced at the services platform (e.g. by only temporarily caching the token validation
results, etc.). In any case, the method 500 repeats operations 510-514 as a function of different queries including different
parameters (e.g. time, location, role, any those mentioned earlier, etc.) for sending and re-sending tokens to accommodate
such time period limitations. Thus, the aforementioned time and location parameters (for example) may be used to both
determine when the tokens are sent to the services platform for validation, as well as when to revoke tokens based on
apparent non-usage of a particular service, or when a time and/or location is no longer applicable since it does not reflect
when and/or where the user typically uses the particular service.
[0062] Figure 6 illustrates a method 600 for predictive security token validation in connection with a services platform,
in accordance with yet another embodiment. As an option, the method 600 may be implemented in the context of any
one or more of the embodiments set forth in any previous and/or subsequent figure(s) and/or the description thereof.
For example, in one possible embodiment, the method 600 may be implemented in the context of the services platform
106 and 206 of Figures 1 and 2, respectively, as well as incorporate one or more features of the method 400 of Figure
4. However, it is to be appreciated that the method 600 may be implemented in other suitable environments.
[0063] As shown, per decision 601, it is determined whether a token is received at a services platform (e.g. the services
platform 106 and 206 of Figures 1 and 2, respectively) from an IAM module (e.g. the IAM modules 102 and 202 of
Figures 1 and 2, respectively). Such token may be actively requested or passively received, in different embodiments.
Further, in one possible embodiment, such token may be accompanied by an indication of one or more specific services
provided by the services platform.
[0064] Upon receipt, the token may be validated in operation 602. Further, such validation may, in some embodiments,
be designated for use on only a subset of the complete set of services provided by the services platform. As will become
further apparent, such validation may occur prior to any user request for service being received at the services platform,
thus permitting operation 602 to occur before the remaining operations.
[0065] In particular, per decision 603, it is determined whether a user request for service is received by the services
platform. Such request for service is accompanied by at least a UUID and/or user name (that was registered with the
requesting user), as well as at least one indication of at least one service provided by the services platform. In situations
where a token has already been communicated from the IAM module for validation (e.g. see operations 601-602) it may
be determined so in decision 604, thus allowing accelerated access to the requested service per operation 605. In
various embodiments, the user thereby obtains access to the requested service without waiting for token validation,
thereby providing such access in real-time, near real-time, immediately, and/or possibly with fewer or even without
intermediate operations between the receipt of the request and the permitted access (other than validation of the UUID
and/or user name). In such case, transport layer security (TLS) may be used for channel-level security and remediation
from man-in-the-middle (MiTM)-based attacks.
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[0066] As mentioned earlier in connection with the description of Figure 2 and 3 and operations 518-520 of Figure 5,
it is possible that no early token communication may occur between the IAM module and the services platform in order
to enable pre-service request validation per operations 601-605. Further, as mentioned earlier, the permitted access
operation 605 may be timed out after a predetermined amount of time for security reasons, thus requiring an updated
token validation. In any of such situations, further operations may be initiated to accommodate such a situation where
there is a failed request(s) (i.e. a negative determination at decision 604).
[0067] Specifically, the UUID that was received with the service request may be forwarded from the services platform
to the IAM module in operation 606, in order to initiate further processing at the IAM module so that a token may be
issued from the IAM module to the services platform, for validation in connection with the service request. Accordingly,
a response to operation 606 is awaited per decision 608. If no token is received, an error is reported to the user via
operation 610. On the other hand, upon receipt of the token, token validation may ensue per operation 609 in connection
with the appropriate service, thus permitting access to such service by the requesting user. See, again, operation 605.
Thus, access (albeit delayed) may nevertheless be permitted to a service that was requested by the user by providing
the token to the services platform, for validation purposes.
[0068] Thus, the method 600 accommodates situations where different services may or may not have validated tokens
associated therewith. Further, each of such situations may be accommodated for providing, in some scenarios, faster
access to requested services and, in other scenarios, token validation (and slower service access) with a mechanism
for enabling faster access for subsequent requests for such service. Figure 7 illustrates an example 700 of an amount
of time 701 that is saved between a client request 702 and access to a requested service 704 by way of prediction-
based token validation 706 that is carried out in advance of client request processing 708.
[0069] Figure 8 illustrates a system 800 for predictive security token validation, in accordance with an embodiment.
As an option, the system 800 may be implemented with one or more features of any one or more of the embodiments
set forth in any previous and/or subsequent figure(s) and/or the description thereof. However, it is to be appreciated that
the system 800 may be implemented in other suitable environments.
[0070] As shown, a storage means in the form of a storage module 802 is provided for storing service usage information
relating to usage of at least one service hosted by at least one server. In various embodiments, the storage module 802
may include, but is not limited to the databases 104 and 204 of Figures 1 and 2, respectively, memory (to be described
later) and any software controlling the same, and/or any other circuitry capable of the aforementioned functionality.
[0071] Also included is an IAM means in the form of an IAM module 804 in communication with the storage module
802 for: causing storage of the service usage information; and, before at least one request is received from a user:
accessing the service usage information in the storage module 802, and based on the service usage information, sending
a token associated with the user to at least one server for being validated, such that the at least one server allows access
to the at least one service by the user, in response to the at least one request being received from the user with an
identifier that is different from the token (e.g. see the method 300 of Figure 3). In various embodiments, the IAM module
804 may include, but is not limited to the IAM module 102 and 202 of Figures 1 and 2, respectively, at least one processor
(to be described later) and any software controlling the same, and/or any other circuitry capable of the aforementioned
functionality.
[0072] With continuing reference to Figure 8, service means in the form of a service module 806 is in communication
with the IAM module 804 for receiving a token based on service usage information relating to usage by a user of at least
one service hosted by at least one server; validating the token; after validating the token, receiving at least one request
from the user with an identifier that is different from the token; and permitting access to the at least one service by the
user, in response to the at least one request from the user (e.g. see the method 400 of Figure 4). In various embodiments,
the service module 806 may include, but is not limited to the services platform 106 and 206 of Figures 1 and 2, respectively,
at least one processor (to be described later) and any software controlling the same, and/or any other circuitry capable
of the aforementioned functionality.
[0073] Figure 9 is a diagram of a network architecture 900, in accordance with an embodiment. As shown, at least
one network 902 is provided. In various embodiments, any one or more components/features set forth during the de-
scription of any previous figure(s) may be implemented in connection with any one or more of the components of the at
least one network 902.
[0074] In the context of the present network architecture 900, the network 902 may take any form including, but not
limited to a telecommunications network, a local area network (LAN), a wireless network, a wide area network (WAN)
such as the Internet, peer-to-peer network, cable network, etc. While only one network is shown, it should be understood
that two or more similar or different networks 902 may be provided.
[0075] Coupled to the network 902 is a plurality of devices. For example, a server 912 and a computer 908 may be
coupled to the network 902 for communication purposes. Such computer 908 may include a desktop computer, lap-top
computer, and/or any other type of logic. Still yet, various other devices may be coupled to the network 902 including a
personal digital assistant (PDA) device 910, a mobile phone device 906, a television 904, etc.
[0076] Figure 10 is a diagram of an exemplary processing device 1000, in accordance with an embodiment. As an
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option, the processing device 1000 may be implemented in the context of any of the devices of the network architecture
900 of Figure 9. However, it is to be appreciated that the processing device 1000 may be implemented in any desired
environment.
[0077] As shown, the processing device 1000 includes at least one processor 1002 which is connected to a bus 1012.
The processing device 1000 also includes memory 1004 [e.g., hard disk drive, solid state drive, random access memory
(RAM), etc.] coupled to the bus 1012. The memory 1004 may include one or more memory components, and may even
include different types of memory.
[0078] Further included is a communication interface 1008 (e.g. local/remote network interface, memory access in-
terface, etc.) and an input/output (I/O) interface 1010 (e.g. display, speaker, microphone, touchscreen, touchpad, mouse
interface, etc.).
[0079] The processing device 1000 may also include a secondary storage 1006. The secondary storage 1006 coupled
to the bus 1012 and/or to other components of the processing device 1000. The secondary storage 1006 can include,
for example, a hard disk drive and/or a removable storage drive, representing a floppy disk drive, a magnetic tape drive,
a compact disk drive, etc. The removable storage drive reads from and/or writes to a removable storage unit in a well-
known manner.
[0080] Computer programs, or computer control logic algorithms, may be stored in the memory 1004, the secondary
storage 1006, and/or any other memory, for that matter. Such computer programs, when executed, enable the processing
device 1000 to perform various functions (as set forth above, for example). Memory 1004, secondary storage 1006
and/or any other storage comprise non-transitory computer-readable media.
[0081] In one embodiment, the at least one processor 1002 executes instructions in the memory 1004 or in the
secondary storage 1006 to store, in a database, service usage information relating to usage of at least one service
hosted by at least one server. Before at least one request for service is received from a user at the at least one server,
the service usage information in the database is accessed. Based on such service usage information, a token associated
with the user is sent to the at least one server for being validated by the at least one server, such that the at least one
server allows access to the at least one service by the user, in response to the at least one request for service being
received from the user with an identifier that is different from the token.
[0082] In some embodiments, the identifier may include a universally unique identifier (UUID).
[0083] In some embodiments, the service usage information may identify the user and the at least one service.
[0084] In some embodiments, the service usage information may identify a time and/or a location associated with the
user.
[0085] In some embodiments, the token may be sent based on the service usage information, by: determining whether
the user has previously used the at least one service; and sending the token, if it is determined that the user has previously
used the at least one service.
[0086] In some embodiments, the token may be sent based on the service usage information, by: abstaining from
sending the token, if it is determined that the user has not previously used the at least one service.
[0087] In some embodiments, the token may be sent based on the service usage information, by: altering a content
of the token, based on the service usage information.
[0088] In some embodiments, the identifier may be received in connection with at least one failed request for service
that failed due to a lack of token validation. As an option, in response to the receipt of the identifier, the at least one
failed request for service may be logged as service usage information in the database. As a further option, in response
to the receipt of the identifier, the token associated with the user may be sent to the at least one server for being validated
by the at least one server.
[0089] In some embodiments, the database may be populated with the service usage information by automatically
collecting data on the usage of the at least one service hosted by the at least one server.
[0090] In some embodiments, the database may be populated with the service usage information by receiving manually
created data on the usage of the at least one service hosted by the at least one server in connection with one or more
user roles.
[0091] In some embodiments, access may be allowed to the at least one service, in response to the at least one
request for service being received from the user, without waiting for the token to be validated.
[0092] In another embodiment, the at least one processor 1002 executes instructions in the memory 1004 or in the
secondary storage 1006 to, before receiving at least one request for service from a user with an identifier, receive a
token that is different from the identifier, based on service usage information relating to usage by the user of at least
one service hosted by at least one server. Further, the token is validated. Still yet, after validating the token, the at least
one request for service is received from the user. Access to the at least one service by the user is then permitted, in
response to the at least one request for service from the user.
[0093] In some embodiments, the access may be permitted without receiving the token from the user.
[0094] In some embodiments, another request for service may be received from the user in connection with another
service hosted by the at least one server. In response to the another request for service from the user, it may be
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determined whether the token is validated in connection with the another service. If it is determined that the token is not
validated in connection with the another service, the identifier may be sent for requesting the token so that the token
can be validated.
[0095] It is noted that the techniques described herein, in an aspect, are embodied in executable instructions stored
in a computer readable medium for use by or in connection with an instruction execution machine, apparatus, or device,
such as a computer-based or processor-containing machine, apparatus, or device. It will be appreciated by those skilled
in the art that for some embodiments, other types of computer readable media are included which may store data that
is accessible by a computer, such as magnetic cassettes, flash memory cards, digital video disks, Bernoulli cartridges,
random access memory (RAM), read-only memory (ROM), or the like.
[0096] As used here, a "computer-readable medium" includes one or more of any suitable media for storing the
executable instructions of a computer program such that the instruction execution machine, system, apparatus, or device
may read (or fetch) the instructions from the computer readable medium and execute the instructions for carrying out
the described methods. Suitable storage formats include one or more of an electronic, magnetic, optical, and electro-
magnetic format. A non-exhaustive list of conventional exemplary computer readable medium includes: a portable
computer diskette; a RAM; a ROM; an erasable programmable read only memory (EPROM or flash memory); optical
storage devices, including a portable compact disc (CD), a portable digital video disc (DVD), a high definition DVD (HD-
DVD™), a BLU-RAY disc; or the like.
[0097] Computer-readable non-transitory media includes all types of computer readable media, including magnetic
storage media, optical storage media, and solid state storage media and specifically excludes signals. It should be
understood that the software can be installed in and sold with the devices described herein. Alternatively the software
can be obtained and loaded into the devices, including obtaining the software via a disc medium or from any manner of
network or distribution system, including, for example, from a server owned by the software creator or from a server not
owned but used by the software creator. The software can be stored on a server for distribution over the Internet, for
example.
[0098] It should be understood that the arrangement of components illustrated in the Figures described are exemplary
and that other arrangements are possible. It should also be understood that the various system components defined by
the claims, described below, and illustrated in the various block diagrams represent logical components in some systems
configured according to the subject matter disclosed herein.
[0099] For example, one or more of these system components may be realized, in whole or in part, by at least some
of the components illustrated in the arrangements illustrated in the described Figures. In addition, while at least one of
these components are implemented at least partially as an electronic hardware component, and therefore constitutes
a machine, the other components may be implemented in software that when included in an execution environment
constitutes a machine, hardware, or a combination of software and hardware.
[0100] More particularly, at least one component defined by the claims is implemented at least partially as an electronic
hardware component, such as an instruction execution machine (e.g., a processor-based or processor-containing ma-
chine) and/or as specialized circuits or circuitry (e.g., discrete logic gates interconnected to perform a specialized function).
Other components may be implemented in software, hardware, or a combination of software and hardware. Moreover,
some or all of these other components may be combined, some may be omitted altogether, and additional components
may be added while still achieving the functionality described herein. Thus, the subject matter described herein may be
embodied in many different variations, and all such variations are contemplated to be within the scope of what is claimed.
[0101] In the description above, the subject matter is described with reference to acts and symbolic representations
of operations that are performed by one or more devices, unless indicated otherwise. As such, it will be understood that
such acts and operations, which are at times referred to as being computer-executed, include the manipulation by the
processor of data in a structured form. This manipulation transforms the data or maintains it at locations in the memory
system of the computer, which reconfigures or otherwise alters the operation of the device in a manner well understood
by those skilled in the art. The data is maintained at physical locations of the memory as data structures that have
particular properties defined by the format of the data. However, while the subject matter is being described in the
foregoing context, it is not meant to be limiting as those of skill in the art will appreciate that various of the acts and
operations described hereinafter may also be implemented in hardware.
[0102] To facilitate an understanding of the subject matter described herein, many aspects are described in terms of
sequences of actions. At least one of these aspects defined by the claims is performed by an electronic hardware
component. For example, it will be recognized that the various actions may be performed by specialized circuits or
circuitry, by program instructions being executed by one or more processors, or by a combination of both. The description
herein of any sequence of actions is not intended to imply that the specific order described for performing that sequence
must be followed. All methods described herein may be performed in any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context.
[0103] The use of the terms "a" and "an" and "the" and similar referents in the context of describing the subject matter
(particularly in the context of the following claims) are to be construed to cover both the singular and the plural, unless
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otherwise indicated herein or clearly contradicted by context. Recitation of ranges of values herein are merely intended
to serve as a shorthand method of referring individually to each separate value falling within the range, unless otherwise
indicated herein, and each separate value is incorporated into the specification as if it were individually recited herein.
Furthermore, the foregoing description is for the purpose of illustration only, and not for the purpose of limitation, as the
scope of protection sought is defined by the claims as set forth hereinafter together with any equivalents thereof entitled
to. The use of any and all examples, or exemplary language (e.g., "such as") provided herein, is intended merely to
better illustrate the subject matter and does not pose a limitation on the scope of the subject matter unless otherwise
claimed. The use of the term "based on" and other like phrases indicating a condition for bringing about a result, both
in the claims and in the written description, is not intended to foreclose any other conditions that bring about that result.
No language in the specification should be construed as indicating any non-claimed element as essential to the practice
of the embodiments as claimed.
Further embodiments of the present invention are provided in the following. It should be noted that the numbering used
in the following section does not necessarily need to comply with the numbering used in the previous sections.

Embodiment 1: A processing device, comprising: a non-transitory memory comprising instructions; and one or more
processors in communication with the memory, wherein the one or more processors execute the instructions to:
store, in a database, service usage information relating to usage of at least one service hosted by at least one server;
and before at least one request for service is received from a user at the at least one server: access the service
usage information in the database, and based on the service usage information, send a token associated with the
user to the at least one server for being validated by the at least one server, such that the at least one server allows
access to the at least one service by the user, in response to the at least one request for service being received
from the user with an identifier that is different from the token.

Embodiment 2. The processing device of embodiment 1, wherein the identifier includes a universally unique identifier
(UUID).

Embodiment 3. The processing device of embodiment 1, wherein the service usage information identifies the user
and the at least one service.

Embodiment 4. The processing device of embodiment 1, wherein the service usage information identifies a time
associated with the user.

Embodiment 5. The processing device of embodiment 1, wherein the service usage information identifies a location
associated with the user.

Embodiment 6. The processing device of embodiment 1, wherein the token is sent, based on the service usage
information by: determining whether the user has previously used the at least one service; and sending the token,
if it is determined that the user has previously used the at least one service.

Embodiment 7. The processing device of embodiment 6, wherein the token is sent, based on the service usage
information by: abstaining from sending the token, if it is determined that the user has not previously used the at
least one service.

Embodiment 8. The processing device of embodiment 1, wherein the token is sent, based on the service usage
information by: altering a content of the token, based on the service usage information.

Embodiment 9. The processing device of embodiment 1, wherein the one or more processors execute the instructions
to: receive the identifier in connection with at least one failed request for service that failed due to a lack of token
validation.

Embodiment 10. The processing device of embodiment 9, wherein the one or more processors execute the instruc-
tions to: in response to the receipt of the identifier, log the at least one failed request for service as service usage
information in the database.

Embodiment 11. The processing device of embodiment 9, wherein the one or more processors execute the instruc-
tions to: in response to the receipt of the identifier, send the token associated with the user to the at least one server
for being validated by the at least one server.
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Embodiment 12. The processing device of embodiment 1, wherein the database is populated with the service usage
information by automatically collecting data on the usage of the at least one service hosted by the at least one server.

Embodiment 13. The processing device of embodiment 1, wherein the database is populated with the service usage
information by receiving manually created data on the usage of the at least one service hosted by the at least one
server in connection with one or more user roles.

Embodiment 14. The processing device of embodiment 1, wherein access is allowed to the at least one service, in
response to the at least one request for service being received from the user, without waiting for the token to be
validated.

Embodiment 15. A computer-implemented method, comprising: storing, in a database, service usage information
relating to usage of at least one service hosted by at least one server; and before at least one request for service
is received from a user at the at least one server: accessing the service usage information in the database, and
based on the service usage information, sending a token associated with the user to the at least one server for
being validated by the at least one server, such that the at least one server allows access to the at least one service
by the user, in response to the at least one request for service being received from the user with an identifier that
is different from the token.

Embodiment 16. A processing device, comprising: a non-transitory memory comprising instructions; and one or
more processors in communication with the memory, wherein the one or more processors execute the instructions
to: before receiving at least one request for service from a user with an identifier, receive a token that is different
from the identifier, based on service usage information relating to usage by the user of at least one service hosted
by at least one server; validate the token; after validating the token, receive the at least one request for service from
the user; and permit access to the at least one service by the user, in response to the at least one request for service
from the user.

Embodiment 17. The processing device of embodiment 16, wherein the identifier includes a universally unique
identifier (UUID).

Embodiment 18. The processing device of embodiment 16, wherein the service usage information identifies the
user and the at least one service.

Embodiment 19. The processing device of embodiment 16, wherein the service usage information identifies a time
associated with the user.

Embodiment 20. The processing device of embodiment 16, wherein the service usage information identifies a
location associated with the user.

Embodiment 21. The processing device of embodiment 16, wherein the access is permitted without receiving the
token from the user.

Embodiment 22. The processing device of embodiment 16, wherein the one or more processors execute the in-
structions to: receive another request for service from the user in connection with another service hosted by the at
least one server; in response to the another request for service from the user, determine whether the token is
validated in connection with the another service; and if it is determined that the token is not validated in connection
with the another service, sending the identifier for requesting the token so that the token can be validated.

Embodiment 23. A computer-implemented method, comprising: before receiving at least one request for service
from a user with an identifier, receiving a token that is different from the identifier, based on service usage information
relating to usage by the user of at least one service hosted by at least one server; validating the token; after validating
the token, receiving the at least one request for service from the user; and permitting access to the at least one
service by the user, in response to the at least one request for service from the user.

[0104] The embodiments described herein include the one or more modes known to the inventor for carrying out the
claimed subject matter. It is to be appreciated that variations of those embodiments will become apparent to those of
ordinary skill in the art upon reading the foregoing description. The inventor expects skilled artisans to employ such
variations as appropriate, and the inventor intends for the claimed subject matter to be practiced otherwise than as
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specifically described herein. Accordingly, this claimed subject matter includes all modifications and equivalents of the
subject matter recited in the claims appended hereto as permitted by applicable law. Moreover, any combination of the
above-described elements in all possible variations thereof is encompassed unless otherwise indicated herein or oth-
erwise clearly contradicted by context.

Claims

1. A computer-implemented method performed by an identity and access management module (102), comprising:

storing a token associated with a user (110, 210), wherein the token is to be validated by a server (106, 206)
for allowing access to a service (108, 208) hosted by the server to the user;
storing an identifier of the user (110, 210), the identifier being different from the token;
sharing the identifier with the user (110, 210);
storing, in a database (104, 204), service usage information relating to usage of the service (108, 208) hosted
by the server (106, 206); and

accessing the service usage information in the database (104, 204), and
based on the service usage information, managing the token associated with the user (110, 210).

2. The computer-implemented method of claim 1, wherein the token is managed, based on the service usage information
by:
based on the service usage information, sending the token associated with the user (110, 210) to the server (106, 206).

3. The computer-implemented method of claim 1 or 2, wherein the identifier includes a universally unique identifier ,
UUID.

4. The computer-implemented method of any claims from 1 to 3, wherein the service usage information identifies the
user (110, 210) and the service (108, 208).

5. The computer-implemented method of any claims from 1 to 4, wherein the service usage information identifies a
time associated with the user (110, 210).

6. The computer-implemented method of any claims from 1 to 5, wherein the service usage information identifies a
location associated with the user (110, 210).

7. The computer-implemented method of any claims from 2 to 6, wherein the token is sent, based on the service usage
information by:

determining whether the user (110, 210) has previously used the service (108, 208); and
sending the token, if it is determined that the user (110, 210) has previously used the service (108, 208).

8. The computer-implemented method of claim 7, wherein the token is sent, based on the service usage information by:
abstaining from sending the token, if it is determined that the user (110, 210) has not previously used the service
(108, 208).

9. The computer-implemented method of any claims from 2 to 8, wherein the token is sent, based on the service usage
information by:
altering a content of the token, based on the service usage information.

10. The computer-implemented method of any claims from 1 to 9, wherein the one or more processors execute the
instructions to:
receive the identifier in connection with at least one failed request for service that failed due to a lack of token validation.

11. A non-transitory computer-readable storage medium comprising instructions which, when executed by a computer,
cause the computer to carry out the method of any one of claims 1 to 10.

12. A computer product comprising instructions which, when executed by a computer, cause the computer to carry out
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the method according to any one of claims 1 to 10.
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