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(54) METHOD AND SYSTEM FOR MANAGING TELEROBOTIC SESSION IN AN ENTERPRISE 
NETWORK

(57) Telerobotic systems that are available currently
for enterprise uses are mostly cloud centric systems i.e.,
they require Internet connection for functioning. Too
much cloud-centricity not only increases overall latency
in getting decision outcome, but also adds a certain prob-
ability of uncertainty in performance and availability of
the cloud-service due to unreliability in the public Internet
backhaul. Present disclosure provides method and sys-
tem for managing telerobotic session in enterprise net-
work. The system first identifies dew signaling server for

communication wherein a telerobotic device present in
enterprise network offer to act as dew signaling server.
The system then establishes a peer-to-peer (P2P) con-
nection between dew signaling server and a cloud sign-
aling server present in a public cloud for instantiating the
dew signaling server. Thereafter, when system receives
the enterprise level signaling requests from enterprise
user devices, the system redirects enterprise level sign-
aling requests to dew signaling server using enterprise
network proxy.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS 
AND PRIORITY

[0001] The present application claims priority to Indian
application no. 202321003050, filed on January 26,
2023.

TECHNICAL FIELD

[0002] The disclosure herein generally relates to tel-
erobotic application, and, more particularly, to a method
and a system for managing telerobotic session in an en-
terprise network using dew computing technique.

BACKGROUND

[0003] Telerobotics is basically a semi-automatic ro-
botic system that involves a human operator / observer
in-loop for maneuvering a robot remotely over the Inter-
net. The telerobotics technique is available for quite some
time now. But demand and utility for the telerobotics is
greatly felt during situations like pandemic, war, etc.
when the civilization struggled to meet the diverging re-
quirements of continuing ’social’ cooperation in one
hand, while maintaining physical ’distancing’ on the oth-
er. Currently, telerobotic application is seen as an impor-
tant factor to augment human endeavors in future espe-
cially in enterprises.
[0004] However, telerobotic systems that are available
currently for enterprise uses are mostly cloud centric sys-
tems i.e., they require Internet connection for functioning.
So, this prevalent dependance on the cloud centric ar-
chitecture reduces the practical applications of the tel-
erobotic systems in enterprises as too much cloud-cen-
tricity not only increases the overall latency in getting the
decision outcome, but also adds a certain probability of
uncertainty in performance and availability of the cloud-
service due to the unreliability in the public Internet back-
haul. Further, in the telerobotics systems, the operator
to robot connection works on a ’logical’ peer-to-peer
(P2P) topology which further limits the number of users
who can remotely join a telerobotic session, thereby mak-
ing them unusable in situations in which more than one
human user is required to connect simultaneously in the
telerobotic session to collaboratively perform a combina-
tion of tasks remotely through the robot.
[0005] Further, to mitigate the latency, some systems
use an additional edge close to the robot/operator
premise as it can significantly lower the latency. Howev-
er, such edge-based systems increase the capital ex-
penditure for the enterprises. Further, the addition of
edge adds to the operating expenditure as the edge in-
frastructure needs maintenance and management.

SUMMARY

[0006] Embodiments of the present disclosure present
technological improvements as solutions to one or more
of the above-mentioned technical problems recognized
by the inventors in conventional systems. For example,
in one aspect, there is provided a system for managing
telerobotic session in an enterprise network. The system
comprises a public cloud server communicatively cou-
pled to an enterprise network, the public cloud server
comprising a cloud signaling server; and a telerobotic
device communicatively coupled to the public cloud serv-
er via the enterprise network, wherein the telerobotic de-
vice comprises a first memory configured to store a first
set of instructions; and a first set of hardware processors
coupled to the first memory via a first set of communica-
tion interfaces, wherein the first set of hardware proces-
sors is configured by the first set of instructions to: es-
tablish a peer-to-peer connection (P2P) between a dew
signaling server and the cloud signaling server, wherein
the P2P connection is established based on a connection
request received by the public cloud server from the tel-
erobotic device offering to act as the dew signaling serv-
er; receive one or more enterprise level signaling re-
quests from one or more enterprise user devices asso-
ciated with one or more enterprise users via an enterprise
network proxy; redirect the one or more enterprise level
signaling requests to the dew signaling server present
on the telerobotic device using the enterprise network
proxy; perform a signaling negotiation between the dew
signaling server and the one or more enterprise user de-
vices to establish a session between the dew signaling
server and each enterprise user device of the one or more
enterprise user devices; and enable the telerobotic de-
vice to handle one or more requests received from each
enterprise user device of the one or more enterprise user
devices based on the established session
[0007] In another aspect, there is provided a processor
implemented method for managing telerobotic session
in an enterprise network. The method comprises estab-
lishing a peer-to-peer connection (P2P) between a dew
signaling server and a cloud signaling server, wherein
the cloud signaling server is present in a public cloud
server; and wherein the P2P connection is established
based on a connection request received by the public
cloud server from the telerobotic device offering to act
as the dew signaling server; receiving one or more en-
terprise level signaling requests from one or more enter-
prise user devices associated with one or more enter-
prise users via an enterprise network proxy; redirecting
the one or more enterprise level signaling requests to the
dew signaling server present on the telerobotic device
using the enterprise network proxy; performing a signal-
ing negotiation between the dew signaling server and the
one or more enterprise user devices to establish a ses-
sion between the dew signaling server and each enter-
prise user device of the one or more enterprise user de-
vices; and enabling the telerobotic device to handle one
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or more requests received from each enterprise user de-
vice of the one or more enterprise user devices based
on the established session.
[0008] In yet another aspect, there are provided one
or more non-transitory machine-readable information
storage mediums comprising one or more sets of instruc-
tions which when executed by one or more sets of hard-
ware processors cause a method for managing telero-
botic session in an enterprise network. The method com-
prises establishing a peer-to-peer connection (P2P) be-
tween a dew signaling server and a cloud signaling serv-
er, wherein the cloud signaling server is present in a pub-
lic cloud server; and wherein the P2P connection is es-
tablished based on a connection request received by the
public cloud server from the telerobotic device offering
to act as the dew signaling server; receiving one or more
enterprise level signaling requests from one or more en-
terprise user devices associated with one or more enter-
prise users via an enterprise network proxy; redirecting
the one or more enterprise level signaling requests to the
dew signaling server present on the telerobotic device
using the enterprise network proxy; performing a signal-
ing negotiation between the dew signaling server and the
one or more enterprise user devices to establish a ses-
sion between the dew signaling server and each enter-
prise user device of the one or more enterprise user de-
vices; and enabling the telerobotic device to handle one
or more requests received from each enterprise user de-
vice of the one or more enterprise user devices based
on the established session.
[0009] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory only and are not restric-
tive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The accompanying drawings, which are incor-
porated in and constitute a part of this disclosure, illus-
trate exemplary embodiments and, together with the de-
scription, serve to explain the disclosed principles:

FIG. 1 is an example representation of an environ-
ment, related to at least some example embodiments
of the present disclosure.
FIG. 2 illustrates an exemplary block diagram of a
system for managing telerobotic session in an en-
terprise network, in accordance with an embodiment
of the present disclosure.
FIG. 3 illustrates a schematic block diagram repre-
sentation of a telerobotic session managed by the
system, in accordance with an embodiment of the
present disclosure.
FIG. 4 illustrates an exemplary flow diagram of a
method for managing telerobotic session in the en-
terprise network, in accordance with an embodiment
of the present disclosure.
FIG. 5 illustrates a timing sequence diagram of a

session establishment and message exchanges be-
tween a cloud signaling server residing on a public
cloud sever and a dew signaling server residing on
a telerobotic device, in accordance with an embod-
iment of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0011] Exemplary embodiments are described with
reference to the accompanying drawings. In the figures,
the left-most digit(s) of a reference number identifies the
figure in which the reference number first appears. Wher-
ever convenient, the same reference numbers are used
throughout the drawings to refer to the same or like parts.
While examples and features of disclosed principles are
described herein, modifications, adaptations, and other
implementations are possible without departing from the
scope of the disclosed embodiments.
[0012] Telerobotics, as suggested by the prefix ‘Tele’,
is a semi-automatic robotic system that has a human in-
loop either as an operator or as an observer. The telero-
botics systems can be broadly classified into a telepres-
ence system and a teleoperation system. A telepresence
robot of the telepresence system is basically a remote-
operated, wheeled device that includes a video confer-
encing gadget which can be driven around from remote
locations. An operator using his/her computer or personal
digital assistant (PDA) can drive the telepresence robot
at a remote location, see things and speak out to people
through the camera and audio devices installed on the
telepresence robot. Thus, the telepresence robot acts
like a physical avatar of the remote operator. Similarly,
if the telepresence robot is equipped with actuators
(along with the wheel system to move around) and the
operator can actuate remotely in real-time through the
telepresence robot, then such systems are termed as
teleoperation systems.
[0013] As discussed earlier, the inception of global
pandemic has underscored and reinforced the utility and
necessity of the telerobotic applications as an important
factor to augment human endeavors in future in terms of
enterprises. However, the currently available telerobotic
systems for enterprises are not able to provide the solu-
tions for few of the problems discussed below.

Latency: The commands from the operator depend
on the visual feedback from the robot, so there
should be extremely low delay in the end-to-end
communication path between the robot and the op-
erator for improving the overall Quality of Experience
(QoE) for the end users.
Computing, storage capacity and energy constraint:
As it is known that the robots are mobile devices with
limited computing and storage capacity and form fac-
tor of the computing unit impacts the structure and
balance of the robot, thus too large computing unit
is not recommended. Also, too heavy computing
drains energy from the robot battery.
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Democratization of user interface at the operator
end: The end user should ideally be able to maneu-
ver the robot through any electronic device without
requiring heavy software installation/hardware aug-
mentation. Otherwise, the telerobotic application
cannot be democratized.

[0014] Additionally, the available techniques are either
cloud-centric in which the cloud maintains the session
with the robot for end users which sometimes cause in-
creased latency due to internet uncertainty while signif-
icantly reducing desired quality of service, or edge-based
systems in which an additional edge is added close to
the robot/operator premise which increases the opera-
tion as well as the maintenance cost for the enterprises.
[0015] So, a technique that can efficiently manage tel-
erobotic session in an enterprise network while ensuring
performance guarantee and reducing latency and ses-
sion establishment overhead at the system-level is still
to be explored.
[0016] Embodiments of the present disclosure over-
come the above-mentioned disadvantages by providing
a system and a method for managing a telerobotic ses-
sion in an enterprise network using dew computing. The
system of the present disclosure first identifies a dew
signaling server for communication wherein a telerobotic
device present in the enterprise network offer to act as
the dew signaling server. The system then establishes a
peer-to-peer (P2P) connection between the dew signal-
ing server and a cloud signaling server present in a public
cloud. Thereafter, when the system receives the enter-
prise level signaling requests from one or more enterprise
user devices associated with one or more enterprise us-
ers, the system redirects the one or more enterprise level
signaling requests to the dew signaling server present
on the telerobotic device using an enterprise network
proxy. Further, the system performs a signaling negoti-
ation between the dew signaling server and the one or
more enterprise user devices to establish a session be-
tween the dew signaling server and each enterprise user
device of the one or more enterprise user devices. The
established session enables the telerobotic device to
handle requests received from enterprise user devices
and the requests received from non-enterprise user de-
vices are processed by the cloud signaling server.
[0017] In the present disclosure, the system and the
method use the dew signaling server present in the tel-
erobotic device for handling requests received from en-
terprise user devices, thereby ensuring improved quality
of experience for enterprise users as session establish-
ment is very quick between the dew signaling server and
the enterprise user devices. Further, when the session
is limited only to enterprise users, the system does not
consume bandwidth from the public Internet infrastruc-
ture as the requests are handled by the due signaling
server residing in the telerobotic device, thereby ensuring
reduces bandwidth consumption even when the signal-
ing server resides in the cloud.

[0018] Referring now to the drawings, and more par-
ticularly to FIGS. 1 through 5, where similar reference
characters denote corresponding features consistently
throughout the figures, there are shown preferred em-
bodiments and these embodiments are described in the
context of the following exemplary system and/or meth-
od.
[0019] FIG. 1 illustrates an exemplary representation
of an environment 100 related to at least some example
embodiments of the present disclosure. Although the en-
vironment 100 is presented in one arrangement, other
embodiments may include the parts of the environment
100 (or other parts) arranged otherwise depending on,
for example, establishment of peer-to-peer (P2P) con-
nection, performing signaling negotiations, etc. The en-
vironment 100 generally includes a telerobotic device,
such as a telerobotic device 102, and a public cloud 106,
each in communication with an enterprise network 104.
The public cloud 106 is also in communication with a
network 108. The environment 100 also includes an en-
terprise user device 110 connected with the enterprise
network 104, and a non-enterprise user device 112 con-
nected to the network 108. It should be noted that one
enterprise user device and one non-enterprise user de-
vice is shown for the sake of explanation; there can be
more numbers of enterprise and non-enterprise user de-
vices.
[0020] In an embodiment, the enterprise network 104
refers to a network that is created to fulfill network needs,
such as data exchange, and running business processes
of a large organization.
[0021] In an embodiment, the public cloud 106 is a
shared platform to deliver computing services, such as
applications, virtual machines, storage etc. by third party
service providers through the Internet. Examples of the
public cloud include, but are not limited to, Amazon elastic
compute cloud (EC2), Microsoft™ Azure, IBM’s™ blue
cloud, sun cloud, and Google™ cloud.
[0022] The enterprise network 104 and the network
108 may include, without limitation, a light fidelity (Li-Fi)
network, a local area network (LAN), a wide area network
(WAN), a metropolitan area network (MAN), a satellite
network, the Internet, a fiber optic network, a coaxial ca-
ble network, an infrared (IR) network, a radio frequency
(RF) network, a virtual network, and/or another suitable
public and/or private network capable of supporting com-
munication among two or more of the parts or users il-
lustrated in FIG. 1, or any combination thereof.
[0023] Various entities in the environment 100 may
connect to the enterprise network 104 and the network
108 in accordance with various wired and wireless com-
munication protocols, such as Transmission Control Pro-
tocol and Internet Protocol (TCP/IP), User Datagram Pro-
tocol (UDP), 2nd Generation (2G), 3rd Generation (3G),
4th Generation (4G), 5th Generation (5G) communica-
tion protocols, Long Term Evolution (LTE) communica-
tion protocols, or any combination thereof.
[0024] The enterprise user device 110 is associated
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with an enterprise user (e.g., an employee working for
an entity such as an organization) who wants to establish
a telerobotic session for handling the telerobotic device
102. The non-enterprise user device 112 is associated
with a non-enterprise user (e.g., external stakeholders,
such as clients, vendors, certification authorities, etc.)
who wants to join the telerobotic session from outside
the enterprise network. Examples of the enterprise user
device 110 and the non-enterprise user device 112 in-
clude, but are not limited to, a personal computer (PC),
a mobile phone, a tablet device, a Personal Digital As-
sistant (PDA), a server, a voice activated assistant, a
smartphone, and a laptop.
[0025] The number and arrangement of clouds, devic-
es, and/or networks shown in FIG. 1 are provided as an
example. There may be additional clouds, devices,
and/or networks; fewer clouds, devices, and/or networks;
different clouds, devices, and/or networks; and/or differ-
ently arranged clouds, devices, and/or networks than
those shown in FIG. 1. Furthermore, two or more devices
shown in FIG. 1 may be implemented within a single de-
vice, or a single device shown in FIG. 1 may be imple-
mented as multiple, distributed systems or devices. Ad-
ditionally, or alternatively, a set of devices (e.g., one or
more devices) of the environment 100 may perform one
or more functions described as being performed by an-
other set of systems or another set of devices of the en-
vironment 100 (e.g., refer scenarios described above).
[0026] FIG. 2 illustrates an exemplary block diagram
of a system 200 for managing a telerobotic session in an
enterprise network, such as the enterprise network 104,
in accordance with an embodiment of the present disclo-
sure. In some embodiments, the system 200 is embodied
as a cloud-based and/or software as a service (SaaS)
based architecture. In some embodiments, the system
200 may be implemented in a server system. In some
embodiments, the system 200 may be implemented in a
variety of computing systems, such as laptop computers,
notebooks, hand-held devices, workstations, mainframe
computers, servers, a network cloud and the like.
[0027] In an embodiment, the system 200 includes a
public cloud server 202 (also referred as public cloud 106
in FIG. 1), and a telerobotic device 210 (also referred as
the telerobotic device 102 in FIG. 1) that is communica-
tively coupled to the public cloud server 202 via an en-
terprise network (also referred as the enterprise network
104 in FIG. 1).
[0028] In at least one example embodiment, the tel-
erobotic device 210 includes a first set of processors 214,
a first set of communication interface device(s) or in-
put/output (I/O) interface(s) 216, and one or more data
storage devices or a first memory 212 operatively cou-
pled to the first set of processors 214.
[0029] In at least one example embodiment, the public
cloud server 202 includes a second set of processors
204, a second set of communication interface device(s)
or input/output (I/O) interface(s) 206, and one or more
data storage devices or second memory 203 operatively

coupled to the second set of processors 204.
[0030] The first set of processors 214 and the second
set of processors 204 may be one or more software
processing modules and/or hardware processors. In an
embodiment, the first set of processors 214 and the sec-
ond set of processors 204 can be implemented as one
or more microprocessors, microcomputers, microcon-
trollers, digital signal processors, central processing
units, state machines, logic circuitries, and/or any devic-
es that manipulate signals based on operational instruc-
tions. Among other capabilities, the processor(s) is con-
figured to fetch and execute computer-readable instruc-
tions stored in the memory.
[0031] The I/O interface device(s) 206 and 216 can
include a variety of software and hardware interfaces, for
example, a web interface, a graphical user interface, and
the like and can facilitate multiple communications within
a wide variety of networks N/W and protocol types, in-
cluding wired networks, for example, LAN, cable, etc.,
and wireless networks, such as WLAN, cellular, or sat-
ellite. In an embodiment, the I/O interface device(s) can
include one or more ports for connecting a number of
devices to one another or to another server.
[0032] The memory 203 and the memory 212 may in-
clude any computer-readable medium known in the art
including, for example, volatile memory, such as static
random access memory (SRAM) and dynamic random
access memory (DRAM), and/or non-volatile memory,
such as read only memory (ROM), erasable programma-
ble ROM, flash memories, hard disks, optical disks, and
magnetic tapes. In an embodiment, a database 208 can
be stored in the memory 203 and a database 218 can be
stored in the memory 212. The memories 203 and 212
further comprise (or may further comprise) information
pertaining to input(s)/output(s) of each step performed
by the systems and methods of the present disclosure.
In other words, input(s) fed at each step and output(s)
generated at each step are comprised in the memories
203 and 212 and can be utilized in further processing
and analysis.
[0033] It is noted that the system 200 as illustrated and
hereinafter described is merely illustrative of a system
that could benefit from embodiments of the present dis-
closure and, therefore, should not be taken to limit the
scope of the present disclosure. It is noted that the system
200 may include fewer or more components than those
depicted in FIG. 2.
[0034] FIG. 3, with reference to FIGS, 1-2, illustrates
a schematic block diagram representation 300 of a tel-
erobotic session managed by the system 200 of FIG. 2,
in accordance with an embodiment of the present disclo-
sure.
[0035] As seen in FIG. 3, the public cloud server 202
present in the system 200 first receives a connection re-
quest from the telerobotic device 210 that is offering to
act as a dew signaling server. Based on the request, the
system 200 establishes a peer-to-peer connection (P2P)
between a dew signaling server and a cloud signaling
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server present in the public cloud server 202. Then, using
the P2P connection, the cloud signaling server sends
information to the dew signaling server to instantiate the
dew signaling server. In an embodiment, the information
includes a script to instantiate a signaling logic into the
dew signaling server, and session details. Thereafter,
the system 200 receives one or more enterprise level
signaling requests from one or more enterprise user de-
vices (e.g., the enterprise user device 110) via an enter-
prise network proxy. The received enterprise level sign-
aling requests are then redirected to the dew signaling
server present on the telerobotic device 210 using the
enterprise network proxy.
[0036] The dew signaling server then performs a sig-
naling negotiation between the dew signaling server and
the one or more enterprise user devices to establish a
session between the dew signaling server and each en-
terprise user device of the one or more enterprise user
devices. The established session is then used to handle
requests from the one or more enterprise user devices.
[0037] Further, in case the system 200 receives one
or more non-enterprise level signaling requests from one
or more non-enterprise user devices (e.g., the non-en-
terprise user device 112) associated with one or more
non-enterprise users, the public cloud server 202 per-
forms the signaling negotiation between the cloud sign-
aling server and the one or more non-enterprise user
devices to handle one or more requests received from
the one or more non-enterprise user devices.
[0038] Additionally, the system 200 performs synchro-
nization between the dew signaling server and the cloud
signaling server for performing synching of a signaling
state of the dew signaling server and of the cloud sign-
aling server after a predefined time period using the P2P
connection.
[0039] FIG. 4, with reference to FIGS. 1 through 3, rep-
resent an exemplary flow diagram of a method 400 for
managing a telerobotic session in an enterprise network,
in accordance with an embodiment of the present disclo-
sure. The method 400 may use the system 200 of FIG.
2 for execution. In an embodiment, the system 200 com-
prises one or more data storage devices or the first mem-
ory 212 and the second memory 203 operatively coupled
to the first set of hardware processors 214 and the second
set of hardware processors 204, respectively. The first
memory 212 and the second memory 203 is configured
to store first and second set of instructions, respectively
for execution of steps of the method 400 by the first set
and the second set of hardware processors 214/204. The
sequence of steps of the flow diagram may not be nec-
essarily executed in the same order as they are present-
ed. Further, one or more steps may be grouped together
and performed in form of a single step, or one step may
have several sub-steps that may be performed in parallel
or in sequential manner. The steps of the method of the
present disclosure will now be explained with reference
to the components of the system 200 as depicted in FIG.
2.

[0040] At step 402 of the method of the present disclo-
sure, the first set of hardware processors 214 of the sys-
tem 200 establishes a peer-to-peer connection (P2P) be-
tween the dew signaling server and the cloud signaling
server. The P2P connection is established based on a
connection request received by the public cloud server
202 from the telerobotic device 210 offering to act as the
dew signaling server. The above step 402 is better un-
derstood by way of following description.
[0041] At the beginning of a telerobotic session, the
first set of hardware processors 214 present in the tel-
erobotic device 210 sends the connection request to the
public cloud server 202 for making a connection i.e., the
P2P connection with the cloud signaling server present
in the public cloud server 202. The connection request
also includes an offer to use available resources of the
telerobotic device 210 to institute a dew service i.e., to
use them for instituting the dew signaling server. In an
exemplary scenario, the telerobotic device 210 may offer
to act as the dew signaling server through a dedicated
URL like ‘https://www.mytelerobo.com/dew’, etc. So, this
request triggers the establishment of the P2P connection,
and the P2P connection is established between the dew
signaling server present in the telerobotic device 210 and
the cloud signaling server present in the public cloud
server 202.
[0042] Once the P2P connection is established, the
second set of hardware processors 204 of the public
cloud server 202 sends information to the dew signaling
server to instantiate the dew signaling server using the
P2P connection. The information includes a script to in-
stantiate a signaling logic into the dew signaling server,
and session details of the telerobotic session. In an em-
bodiment, the signaling logic may be the entire business
logic present in the cloud signaling server.
[0043] At step 404 of the method of the present disclo-
sure, the first set of hardware processors 204 of the sys-
tem 200 receives one or more enterprise level signaling
requests from one or more enterprise user devices (e.g.,
the enterprise user device 110) associated with one or
more enterprise users via an enterprise network proxy.
It should be noted that the signaling request is basically
session establishment request exchanges that happen
during the telerobotic session, and it may contain the
signaling information. In an embodiment, the signaling
information may include various session description de-
tails, such as encoding scheme, protocols used, user IDs,
IP addresses, etc. The one or more enterprise user de-
vices may send the signaling requests to an enterprise
network (e.g., the enterprise network 104) for making a
connection with the public cloud server 202 using the
actual URL of the session i.e., ‘ht-
tps://www.mytelerobo.com/start’. But with the help of the
enterprise network proxy, the telerobotic device 210 re-
ceives the signaling requests.
[0044] At step 406 of the method of the present disclo-
sure, the first set of hardware processors 204 of the sys-
tem 200 redirects the one or more enterprise level sign-
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aling requests to the dew signaling server present on the
telerobotic device 210 using the enterprise network
proxy. So, instead of hitting a uniform resource locator
(URL) of the session i.e., ‘ht-
tps://www.mytelerobo.com/start’, the enterprise user de-
vices actually hit the URL of the telerobotic device 210
i.e., ‘https://www.mytelerobo.com/dew’ while remaining
completely agnostic about the redirection of the URL.
[0045] The enterprise network 104, upon receiving the
signaling requests, redirects them to the telerobotic de-
vice 210 using the enterprise network proxy and the tel-
erobotic device 210 redirects them to the dew signaling
server present on the telerobotic device 210.
[0046] At step 408 of the method of the present disclo-
sure, the first set of hardware processors 204 of the sys-
tem 200 performs a signaling negotiation i.e., negotiation
of session parameters between the dew signaling server
and the one or more enterprise user devices to establish
a session between the dew signaling server and each
enterprise user device of the one or more enterprise user
devices.
[0047] At step 410 of the method of the present disclo-
sure, the first set of hardware processors 204 of the sys-
tem 200 enables the telerobotic device 210 to handle one
or more requests received from each enterprise user de-
vice of the one or more enterprise user devices based
on the established session. So, with the help of the es-
tablished session, the enterprise user queries are han-
dled at the telerobotic device 210 instead of going to the
public cloud server 202. Thus, when the session is limited
within the enterprise users only, the signaling bandwidth
is not consumed from the public Internet infrastructure
and the enterprise users still benefit from a localized serv-
ice without undermining the global infrastructure.
[0048] Further, in case one or more non-enterprise us-
ers want to join the telerobotic session, the one or more
non-enterprise users may send the signaling requests to
the public cloud server 202 i.e., one or more non-enter-
prise user devices (e.g., the non-enterprise user device
112)may try to hit the same session URL i.e., ‘ht-
tps://www.mytelerobo.com/start’. The second set of
hardware processors 204 present in the public cloud
server 202 receives one or more non-enterprise level sig-
naling requests from the one or more non-enterprise user
devices associated with the one or more non-enterprise
users. Upon receiving the signaling requests, the second
set of hardware processors 204 performs the signaling
negotiation between the cloud signaling server and the
one or more non-enterprise user devices to handle one
or more requests received from the one or more non-
enterprise user devices.
[0049] Thereafter, the second set of hardware proces-
sors 204 establishes a session between the cloud sign-
aling server and each non-enterprise user device of the
one or more non-enterprise user devices to enable the
cloud signaling server to handle one or more requests
received from each non-enterprise user device of the one
or more non-enterprise user devices. So, instead of hit-

ting the same URL, the non-enterprise user devices are
served by the cloud signaling server.
[0050] In an embodiment, the first set of hardware
processors 214 present in the telerobotic device 210 may
perform synchronization between the dew signaling serv-
er and the cloud signaling server for performing synching
of a signaling state of the dew signaling server and of the
cloud signaling server after a predefined time period us-
ing the P2P connection. In particular, periodic exchanges
are performed between the dew signaling server and the
cloud signaling server for synching the signaling state of
the dew signaling server.
[0051] FIG. 5, with reference to FIGS, 1 to 4, illustrates
a timing sequence diagram of a session establishment
and message exchanges between the cloud signaling
server residing on the public cloud sever 202 and the
dew signaling server residing on the telerobotic device
210, in accordance with an embodiment of the present
disclosure.
[0052] The written description describes the subject
matter herein to enable any person skilled in the art to
make and use the embodiments. The scope of the subject
matter embodiments is defined by the claims and may
include other modifications that occur to those skilled in
the art. Such other modifications are intended to be within
the scope of the claims if they have similar elements that
do not differ from the literal language of the claims or if
they include equivalent elements with insubstantial dif-
ferences from the literal language of the claims.
[0053] As discussed earlier, the available techniques
are either cloud-centric in which the cloud maintains the
session with the robot for end users which sometimes
cause increased latency due to internet uncertainty while
significantly reducing desired quality of service, or edge-
based systems in which an additional edge is added close
to the robot/operator premise which increases the oper-
ation as well as the maintenance cost for the enterprises.
So, to overcome the disadvantages, embodiments of the
present disclosure provide a system and a method for
managing a telerobotic session in an enterprise network
using dew computing. More specifically, the system uses
the dew signaling server present in the telerobotic device
for handling requests received from enterprise user de-
vices, thereby ensuring improved quality of experience
for enterprise users as session establishment is very
quick between the dew signaling server and the enter-
prise user devices. Further, when the session is limited
only to enterprise users, the system does not consume
bandwidth from the public Internet infrastructure as the
requests are handled by the due signaling server residing
in the telerobotic device, thereby ensuring reduces band-
width consumption even when the signaling server re-
sides in the cloud.
[0054] It is to be understood that the scope of the pro-
tection is extended to such a program and in addition to
a computer-readable means having a message therein;
such computer-readable storage means contain pro-
gram-code means for implementation of one or more

11 12 



EP 4 407 953 A1

8

5

10

15

20

25

30

35

40

45

50

55

steps of the method, when the program runs on a server
or mobile device or any suitable programmable device.
The hardware device can be any kind of device which
can be programmed including e.g., any kind of computer
like a server or a personal computer, or the like, or any
combination thereof. The device may also include means
which could be e.g., hardware means like e.g., an appli-
cation-specific integrated circuit (ASIC), a field-program-
mable gate array (FPGA), or a combination of hardware
and software means, e.g., an ASIC and an FPGA, or at
least one microprocessor and at least one memory with
software processing components located therein. Thus,
the means can include both hardware means, and soft-
ware means. The method embodiments described here-
in could be implemented in hardware and software. The
device may also include software means. Alternatively,
the embodiments may be implemented on different hard-
ware devices, e.g., using a plurality of CPUs.
[0055] The embodiments herein can comprise hard-
ware and software elements. The embodiments that are
implemented in software include but are not limited to,
firmware, resident software, microcode, etc. The func-
tions performed by various components described herein
may be implemented in other components or combina-
tions of other components. For the purposes of this de-
scription, a computer-usable or computer readable me-
dium can be any apparatus that can comprise, store,
communicate, propagate, or transport the program for
use by or in connection with the instruction execution
system, apparatus, or device.
[0056] The illustrated steps are set out to explain the
exemplary embodiments shown, and it should be antic-
ipated that ongoing technological development will
change the manner in which particular functions are per-
formed. These examples are presented herein for pur-
poses of illustration, and not limitation. Further, the
boundaries of the functional building blocks have been
arbitrarily defined herein for the convenience of the de-
scription. Alternative boundaries can be defined so long
as the specified functions and relationships thereof are
appropriately performed. Alternatives (including equiva-
lents, extensions, variations, deviations, etc., of those
described herein) will be apparent to persons skilled in
the relevant art(s) based on the teachings contained
herein. Such alternatives fall within the scope of the dis-
closed embodiments. Also, the words "comprising," "hav-
ing," "containing," and "including," and other similar forms
are intended to be equivalent in meaning and be open
ended in that an item or items following any one of these
words is not meant to be an exhaustive listing of such
item or items, or meant to be limited to only the listed
item or items. It must also be noted that as used herein
and in the appended claims, the singular forms "a," "an,"
and "the" include plural references unless the context
clearly dictates otherwise.
[0057] Furthermore, one or more computer-readable
storage media may be utilized in implementing embodi-
ments consistent with the present disclosure. A compu-

ter-readable storage medium refers to any type of phys-
ical memory on which information or data readable by a
processor may be stored. Thus, a computer-readable
storage medium may store instructions for execution by
one or more processors, including instructions for caus-
ing the processor(s) to perform steps or stages consistent
with the embodiments described herein. The term "com-
puter-readable medium" should be understood to include
tangible items and exclude carrier waves and transient
signals, i.e., be non-transitory. Examples include random
access memory (RAM), read-only memory (ROM), vol-
atile memory, nonvolatile memory, hard drives, CD
ROMs, DVDs, flash drives, disks, and any other known
physical storage media.
[0058] It is intended that the disclosure and examples
be considered as exemplary only, with a true scope of
disclosed embodiments being indicated by the following
claims.

Claims

1. A system (200), comprising:

a public cloud server (202) communicatively
coupled to an enterprise network, the public
cloud server (202) comprising a cloud signaling
server; and
a telerobotic device (210) communicatively cou-
pled to the public cloud server (202) via the en-
terprise network, wherein the telerobotic device
(210) comprises:

a first memory (212) configured to store a
first set of instructions; and
a first set of hardware processors (214) cou-
pled to the first memory (212) via a first set
of communication interfaces (216),
wherein the first set of hardware processors
(214) is configured by the first set of instruc-
tions to:

establish a peer-to-peer connection
(P2P) between a dew signaling server
and the cloud signaling server, wherein
the P2P connection is established
based on a connection request re-
ceived by the public cloud server (202)
from the telerobotic device (210) offer-
ing to act as the dew signaling server;
receive one or more enterprise level
signaling requests from one or more
enterprise user devices associated
with one or more enterprise users via
an enterprise network proxy;
redirect the one or more enterprise lev-
el signaling requests to the dew signal-
ing server present on the telerobotic de-
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vice (210) using the enterprise network
proxy;
perform a signaling negotiation be-
tween the dew signaling server and the
one or more enterprise user devices to
establish a session between the dew
signaling server and each enterprise
user device of the one or more enter-
prise user devices; and
enable the telerobotic device (210) to
handle one or more requests received
from each enterprise user device of the
one or more enterprise user devices
based on the established session.

2. The system as claimed in claim 1, wherein the public
cloud server (202) further comprises:

a second memory (203) configured to store a
second set of instructions, and
a second set of hardware processors (204) cou-
pled to the second memory (203) via a second
set of communication interfaces (206), wherein
the second set of hardware processors (204) is
configured by the second set of instructions to:
send information to the dew signaling server to
instantiate the dew signaling server using the
P2P connection, wherein the information com-
prises a script to instantiate a signaling logic into
the dew signaling server, and session details.

3. The system as claimed in claim 2, wherein the sec-
ond set of hardware processors (204) is configured
by the second set of instructions to:

receive one or more non-enterprise level sign-
aling requests from one or more non-enterprise
user devices associated with one or more non-
enterprise users;
perform the signaling negotiation between the
cloud signaling server and the one or more non-
enterprise user devices to handle one or more
requests received from the one or more non-
enterprise user devices;
establish a session between the cloud signaling
server and each non-enterprise user device of
the one or more non-enterprise user devices;
and
enable the cloud signaling server to handle one
or more requests received from each non-enter-
prise user device of the one or more non-enter-
prise user devices based on the established ses-
sion.

4. The system as claimed in claim 1, wherein the first
set of hardware processors is configured by the first
set of instructions to:
perform synchronization between the dew signaling

server and the cloud signaling server for performing
synching of a signaling state of the dew signaling
server and of the cloud signaling server after a pre-
defined time period using the P2P connection.

5. A method, comprising:

establishing a peer-to-peer connection (P2P)
between a dew signaling server and a cloud sig-
naling server, wherein the cloud signaling server
is present in a public cloud server, and wherein
the P2P connection is established based on a
connection request received by the public cloud
server from the telerobotic device offering to act
as the dew signaling server (402);
receiving one or more enterprise level signaling
requests from one or more enterprise user de-
vices associated with one or more enterprise us-
ers via an enterprise network proxy (404);
redirecting the one or more enterprise level sig-
naling requests to the dew signaling server
present on the telerobotic device using the en-
terprise network proxy (406);
performing a signaling negotiation between the
dew signaling server and the one or more en-
terprise user devices to establish a session be-
tween the dew signaling server and each enter-
prise user device of the one or more enterprise
user devices (408); and
enabling the telerobotic device to handle one or
more requests received from each enterprise
user device of the one or more enterprise user
devices based on the established session (410).

6. The method as claimed in claim 5, comprising:
sending information to the dew signaling server to
instantiate the dew signaling server using the P2P
connection, wherein the information comprises a
script to instantiate a signaling logic into the dew sig-
naling server, and session details.

7. The method as claimed in claim 5, comprising:

receiving one or more non-enterprise level sig-
naling requests from one or more non-enterprise
user devices associated with one or more non-
enterprise users;
performing the signaling negotiation between
the cloud signaling server and the one or more
non-enterprise user devices to handle one or
more requests received from the one or more
non-enterprise user devices;
establishing a session between the cloud sign-
aling server and each non-enterprise user de-
vice of the one or more non-enterprise user de-
vices; and
enabling the cloud signaling server to handle
one or more requests received from each non-
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enterprise user device of the one or more non-
enterprise user devices based on the estab-
lished session.

8. The method as claimed in claim 5, comprising:
performing synchronization between the dew sign-
aling server and the cloud signaling server for per-
forming synching of a signaling state of the dew sig-
naling server and of the cloud signaling server after
a predefined time period using the P2P connection.

9. One or more non-transitory machine-readable infor-
mation storage mediums comprising one or more
instructions which when executed by one or more
hardware processors cause:

establishing a peer-to-peer connection (P2P)
between a dew signaling server and a cloud sig-
naling server, wherein the cloud signaling server
is present in a public cloud server, and wherein
the P2P connection is established based on a
connection request received by the public cloud
server from the telerobotic device offering to act
as the dew signaling server;
receiving one or more enterprise level signaling
requests from one or more enterprise user de-
vices associated with one or more enterprise us-
ers via an enterprise network proxy;
redirecting the one or more enterprise level sig-
naling requests to the dew signaling server
present on the telerobotic device using the en-
terprise network proxy;
performing a signaling negotiation between the
dew signaling server and the one or more en-
terprise user devices to establish a session be-
tween the dew signaling server and each enter-
prise user device of the one or more enterprise
user devices; and
enabling the telerobotic device to handle one or
more requests received from each enterprise
user device of the one or more enterprise user
devices based on the established session.

10. The one or more non-transitory machine-readable
information storage mediums as claimed in claim 9,
wherein the one or more instructions which when
executed by the one or more hardware processors
further cause:
sending information to the dew signaling server to
instantiate the dew signaling server using the P2P
connection, wherein the information comprises a
script to instantiate a signaling logic into the dew sig-
naling server, and session details.

11. The one or more non-transitory machine-readable
information storage mediums as claimed in claim 9,
wherein the one or more instructions which when
executed by the one or more hardware processors

further cause:

receiving one or more non-enterprise level sig-
naling requests from one or more non-enterprise
user devices associated with one or more non-
enterprise users;
performing the signaling negotiation between
the cloud signaling server and the one or more
non-enterprise user devices to handle one or
more requests received from the one or more
non-enterprise user devices;
establishing a session between the cloud sign-
aling server and each non-enterprise user de-
vice of the one or more non-enterprise user de-
vices; and
enabling the cloud signaling server to handle
one or more requests received from each non-
enterprise user device of the one or more non-
enterprise user devices based on the estab-
lished session.

12. The one or more non-transitory machine-readable
information storage mediums as claimed in claim 9,
wherein the one or more instructions which when
executed by the one or more hardware processors
further cause:
performing synchronization between the dew sign-
aling server and the cloud signaling server for per-
forming synching of a signaling state of the dew sig-
naling server and of the cloud signaling server after
a predefined time period using the P2P connection.
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