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(54) PUBLIC CLOUD SYSTEM AND RELATED METHOD THEREOF

(57) This application provides a public cloud system
and a related method thereof. The public cloud system
in this application includes: a cloud storage service ap-
paratus, configured to store an object file; and a cloud
function service apparatus, configured to obtain an ob-
jective function, where the objective function is data
processing logic defined by a tenant for the object file.
The cloud storage service apparatus is further configured
to: when receiving a download request for the object file
from a first client, send the object file to the cloud function
service apparatus. The cloud function service apparatus
is further configured to: run the objective function to proc-
ess the object file based on the data processing logic;
and return a processed file to the cloud storage service
apparatus. The cloud storage service apparatus is further
configured to send the processed file to the first client.
Based on the foregoing solution, an I/O path for data
transmission can be shortened, and a data transmission
latency can be reduced. Therefore, in a service scenario
that is sensitive to the data transmission latency, a re-
quirement of a user can be met.



EP 4 418 630 A1

2

5

10

15

20

25

30

35

40

45

50

55

Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 202111312998.5, filed with the China
National Intellectual Property Administration on Novem-
ber 8, 2021 and entitled "CLOUD TECHNOLOGY-
BASED DATA SYNCHRONIZATION PROCESSING
METHOD AND CLOUD MANAGEMENT PLATFORM",
and to Chinese Patent Application No. 202210189538.6,
filed with the China National Intellectual Property Admin-
istration on February 28, 2022 and entitled "PUBLIC
CLOUD SYSTEM AND RELATED METHOD THERE-
OF", both of which are incorporated herein by reference
in their entireties.

TECHNICAL FIELD

[0002] This application relates to the field of cloud tech-
nologies, and in particular, to a public cloud system and
a related method thereof.

BACKGROUND

[0003] Cloud storage is a new network storage tech-
nology extended and developed based on a concept of
cloud computing. This technology allows a large number
of virtualized storage resources to be deployed on a plu-
rality of servers, to store data of a large number of users.
Data obtained by the user from these servers is usually
data obtained through specific processing. Therefore,
enabling the server to have a data processing capability
becomes a new requirement.
[0004] Currently, a public cloud system includes a
function-as-a-service (function as a service, FAAS) mod-
ule (which may also be referred to as a cloud function
service apparatus), a cloud storage service apparatus,
and a gateway. Usually, the user may send, to the gate-
way via a client, a request indicating a file, so that the
gateway sends, to the cloud function service apparatus,
a request indicating a function. Then, based on the re-
quest, the cloud function service apparatus may obtain,
from the cloud storage service apparatus, an original file
required by the user, and call the function to process the
file. Finally, the cloud function service apparatus sends
a processed file to the gateway, so that the gateway re-
turns the processed file to the client for use by the user.
[0005] In the foregoing process, an input/output (in-
put/output, I/O) path for end-to-end transmission of the
file is excessively long, which results in a high data trans-
mission latency. In a service scenario that is sensitive to
the data transmission latency, a requirement of the user
usually

SUMMARY

[0006] Embodiments of this application provide a pub-
lic cloud system and a related method thereof, so that an
I/O path for file transmission can be shortened, and a

data transmission latency can be reduced. Therefore, in
a service scenario that is sensitive to the data transmis-
sion latency, a requirement of a user can be met.
[0007] A first aspect of embodiments of this application
provides a public cloud system. The public cloud system
includes a cloud storage service apparatus and a cloud
function service apparatus.
[0008] When a first tenant needs to obtain a processed
object file, the first tenant may log in to a cloud manage-
ment platform in the public cloud system via a first client,
to access the cloud storage service apparatus and the
cloud function service apparatus via the cloud manage-
ment platform, and implement communication with the
cloud storage service apparatus and the cloud function
service apparatus. For example, after the first tenant logs
in to the cloud management platform by using a mobile
phone, the cloud management platform may be present-
ed as a user interface on the mobile phone of the tenant,
and display a trigger area of a cloud function service and
a trigger area of a cloud storage service on the user in-
terface. Therefore, the mobile phone of the first tenant
may jump to the cloud function service apparatus and
the cloud storage service apparatus in the corresponding
trigger areas, to implement communication with the two
modules.
[0009] In this case, the first tenant may first send a
download request for an object file to the cloud storage
service apparatus via the first client used by the first ten-
ant. After receiving the download request, the cloud stor-
age service apparatus may determine, based on the
download request, that the first client needs the proc-
essed object file. Therefore, the cloud storage service
apparatus may send the object file to the cloud function
service apparatus.
[0010] Because the cloud function service apparatus
has an objective function, and the objective function may
be understood as data processing logic defined by the
tenant for the object file, the cloud function service ap-
paratus may run the objective function, to process the
object file based on the data processing logic, and obtain
the processed object file. For example, after the cloud
storage service apparatus sends original image data to
the cloud function service apparatus, the cloud function
service apparatus may process the original image data
based on a function corresponding to compression
processing, to obtain processed image data.
[0011] Finally, the cloud function service apparatus re-
turns the processed object file to the cloud storage serv-
ice apparatus, so that the cloud storage service appara-
tus sends, to the first client for use by the first tenant, the
processed object file as a download response.
[0012] It may be learned from the public cloud system
that the object file may be directly transmitted between
the cloud function service apparatus and the cloud stor-
age service apparatus, that is, the cloud storage service
apparatus may directly send the object file to the cloud
function service apparatus, and the cloud function serv-
ice apparatus may directly send the processed object file
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to the cloud storage service apparatus. An I/O path for
object file transmission does not pass through a gateway.
In comparison with a conventional technology, the I/O
path for object file transmission can be effectively short-
ened, and a data transmission latency can be reduced.
Therefore, in a service scenario that is sensitive to the
data transmission latency, a requirement of the tenant
can be met.
[0013] In a possible implementation, because the data
processing logic is defined by the tenant based on the
requirement of the tenant, the data processing logic may
be presented in a plurality of manners: (1) If the data
processing logic is data encryption logic, the cloud func-
tion service apparatus may perform encryption process-
ing on the object file based on the data encryption logic,
and the processed object file may be considered as an
encrypted object file. (2) If the data processing logic is
data decryption logic, the cloud function service appara-
tus may perform decryption processing on the object file
based on the data encryption logic, and the processed
object file may be considered as a decrypted object file.
(3) If the data processing logic is data compression logic,
the cloud function service apparatus may perform com-
pression processing on the object file based on the data
compression logic, and the processed object file may be
considered as a compressed object file. (4) If the data
processing logic is data decompression logic, the cloud
function service apparatus may perform decompression
processing on the object file based on the data decom-
pression logic, and the processed object file may be con-
sidered as a decompressed object file. (5) If the data
processing logic is data format conversion logic, the
cloud function service apparatus may perform format
conversion processing on the object file based on the
data format conversion logic, and the processed object
file may be considered as an object file obtained through
format conversion. (6) If the data processing logic is data
content transformation logic, the cloud function service
apparatus may perform content transformation process-
ing on the object file based on the data format conversion
logic, and the processed object file may be considered
as an object file obtained through content transformation.
(7) If the data processing logic is data filtering logic, the
cloud function service apparatus may perform content
transformation processing on the object file based on da-
ta format filtering, and the processed object file may be
considered as a filtered object file.
[0014] In a possible implementation, that the cloud
storage service apparatus stores the object file includes:
The cloud storage service apparatus receives and stores
the object file uploaded by the first client used by the first
tenant or a second client used by a second tenant.
[0015] In a possible implementation, the public cloud
system further includes the cloud management platform,
and the cloud management platform is configured to pro-
vide a registration interface. The registration interface is
configured to obtain an account and a password that are
entered by the first tenant, and the cloud management

platform registers the first tenant based on the account
and the password of the first tenant, so that the first client
is capable of communicating with a storage service mod-
ule and the cloud function service apparatus based on
the account and the password of the first tenant. The
registration interface is further configured to obtain an
account and a password that are entered by the second
tenant, and the cloud management platform registers the
second tenant based on the account and the password
of the second tenant, so that the second client is capable
of communicating with the storage service module and
the cloud function service apparatus based on the ac-
count and the password of the second tenant. In the fore-
going implementation, the cloud management platform
may be oriented to the tenant and provide the registration
interface. The registration interface may obtain the ac-
count and the password that are entered by the tenant,
so that the cloud management platform registers the ten-
ant based on the account of the tenant and the password
of the tenant. After registration is completed, the tenant
may log in to, via the client used by the tenant, the cloud
management platform by using the account and the pass-
word of the tenant, to access the cloud storage service
apparatus and the cloud function service apparatus via
the cloud management platform, and implement commu-
nication with the cloud storage service apparatus and the
cloud function service apparatus.
[0016] In a possible implementation, that the cloud
storage service apparatus sends the object file to the
cloud function service apparatus includes: The cloud
function service apparatus sends a first internet protocol
(internet protocol, IP) address of the cloud function serv-
ice apparatus and a first port of the cloud function service
apparatus to the cloud storage service apparatus. The
cloud storage service apparatus establishes a target
channel with the cloud function service apparatus based
on the first IP address and the first port. The cloud storage
service apparatus sends the object file to the cloud func-
tion service apparatus over the target channel. In the
foregoing implementation, the cloud function service ap-
paratus may notify the cloud storage service apparatus
of the first IP address and the first port of the cloud func-
tion service apparatus. Therefore, the cloud storage serv-
ice apparatus may establish the target channel with the
cloud function service apparatus based on the first IP
address and the first port. After the target channel is es-
tablished, because the cloud storage service apparatus
has determined the object file required for implementing
the objective function, the cloud storage service appara-
tus may directly send the object file to the cloud function
service apparatus over the target channel.
[0017] In a possible implementation, that the cloud
function service apparatus sends a first IP address of the
cloud function service apparatus and a first port of the
cloud function service apparatus to the cloud storage
service apparatus includes: The cloud storage service
apparatus sends a call request to the cloud function serv-
ice apparatus. The call request is generated based on
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the download request. The call request indicates the ob-
jective function. The cloud storage service apparatus re-
ceives, from the cloud function service apparatus, a call
response for the call request. The call response indicates
the first IP address of the cloud function service appara-
tus and the first port of the cloud function service appa-
ratus. In the foregoing implementation, after obtaining
the download request, the cloud storage service appa-
ratus may generate the call request based on the down-
load request and send the call request to the cloud func-
tion service apparatus. The call request indicates the ob-
jective function. After obtaining the call request, the cloud
function service apparatus may return, to the cloud stor-
age service apparatus, the call response obtained by
processing the call request, to notify the cloud storage
service apparatus of the first IP address and the first port
of the cloud function service apparatus, and establish the
target channel between the cloud function service appa-
ratus and the cloud storage service apparatus.
[0018] In a possible implementation, that the cloud
storage service apparatus sends the object file to the
cloud function service apparatus includes: The cloud
storage service apparatus sends a second IP address of
the cloud storage service apparatus and a second port
of the cloud storage service apparatus to the cloud func-
tion service apparatus. The cloud function service appa-
ratus establishes a target channel with the cloud storage
service apparatus based on the second IP address and
the second port. The cloud storage service apparatus
sends the object file to the cloud function service appa-
ratus over the target channel. In the foregoing implemen-
tation, the cloud storage service apparatus may notify
the cloud function service apparatus of the second IP
address and the second port of the cloud storage service
apparatus. Therefore, the cloud function service appa-
ratus may establish the target channel with the cloud stor-
age service apparatus based on the second IP address
and the second port. After the target channel is estab-
lished, because the cloud storage service apparatus has
determined the object file required for implementing the
objective function, the cloud storage service apparatus
may directly send the object file to the cloud function serv-
ice apparatus over the target channel.
[0019] In a possible implementation, that the cloud
storage service apparatus sends a second IP address of
the cloud storage service apparatus and a second port
of the cloud storage service apparatus to the cloud func-
tion service apparatus includes: The cloud storage serv-
ice apparatus sends a call request to the cloud function
service apparatus. The call request is generated based
on the download request. The call request indicates the
objective function, the second IP address of the cloud
storage service apparatus, and the second port of the
cloud storage service apparatus. In the foregoing imple-
mentation, after obtaining the download request, the
cloud storage service apparatus may generate the call
request based on the download request and send the
call request to the cloud function service apparatus. The

call request indicates the objective function, the second
IP address of the cloud storage service apparatus, and
the second port of the cloud storage service apparatus.
After obtaining the call request, the cloud function service
apparatus may determine the second IP address and the
second port of the cloud storage service apparatus, to
establish the target channel between the cloud function
service apparatus and the cloud storage service appa-
ratus.
[0020] In a possible implementation, that the call re-
quest is generated based on the download request in-
cludes: If the download request indicates the object file
and the objective function, the call request is generated
based on the download request. If the download request
indicates the object file, the call request is generated
based on the download request and a preset rule, and
the rule is a correspondence between data and a func-
tion. In the foregoing implementation, when the tenant
needs to obtain the processed object file, the tenant may
send the download request to the cloud storage service
apparatus via the client. If the download request may
indicate the object file and the objective function, the
cloud storage service apparatus may first parse the call
request, and may determine, based on information ob-
tained through parsing, that the tenant needs to use the
objective function to process the object file. Therefore,
the cloud storage service apparatus may generate the
call request indicating the objective function. If the call
request only indicates the object file, the cloud storage
service apparatus may first parse the call request, and
may determine, based on information obtained through
parsing, that the tenant needs to process the object file.
As for a specific function the tenant wants to use to proc-
ess the object file, the cloud storage service apparatus
may determine, in the preset rule, the objective function
corresponding to the object file. Finally, the cloud storage
service apparatus may generate the call request indicat-
ing the objective function. In this way, the cloud storage
service apparatus may use the call request to trigger data
transmission between the cloud storage service appara-
tus and the cloud function service apparatus.
[0021] In a possible implementation, that the cloud
function service apparatus returns the processed object
text to the cloud storage service apparatus includes: The
cloud function service apparatus returns the processed
object text to the cloud storage service apparatus over
the target channel.
[0022] In a possible implementation, the target channel
is a hyper text transfer protocol (hyper text transfer pro-
tocol, HTTP)-based communication channel, a transmis-
sion control protocol (transmission control protocol,
TCP)-based communication channel, a Web Socket pro-
tocol-based communication channel, or a remote proce-
dure call (remote procedure call, RPC) protocol-based
communication channel.
[0023] A second aspect of embodiments of this appli-
cation provides a public cloud system. The public cloud
system includes a cloud storage service apparatus and
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a cloud function service apparatus.
[0024] When a first tenant needs to obtain a processed
object file, the first tenant may log in to a cloud manage-
ment platform in the public cloud system via a first client,
to access the cloud storage service apparatus and the
cloud function service apparatus via the cloud manage-
ment platform, and implement communication with the
cloud storage service apparatus and the cloud function
service apparatus. For example, after the first tenant logs
in to the cloud management platform by using a mobile
phone, the cloud management platform may be present-
ed as a user interface on the mobile phone of the tenant,
and display a trigger area of a cloud function service and
a trigger area of a cloud storage service on the user in-
terface. Therefore, the mobile phone of the first tenant
may jump to the cloud function service apparatus and
the cloud storage service apparatus in the corresponding
trigger areas, to implement communication with the two
modules.
[0025] In this case, the first tenant may first send a
write request for an object file to the cloud storage service
apparatus via the first client used by the first tenant. After
receiving the write request, the cloud storage service ap-
paratus may determine, based on the write request, that
the first client needs to write data into the object file.
Therefore, the cloud storage service apparatus may send
to-be-written data carried in the write request to the cloud
function service apparatus.
[0026] Because the cloud function service apparatus
has an objective function, and the objective function may
be understood as data processing logic defined by the
tenant for the object file, the cloud function service ap-
paratus may run the objective function, to process the
to-be-written data based on the data processing logic,
and obtain processed data. For example, after the cloud
storage service apparatus sends, to the cloud function
service apparatus, a text to be added to the object doc-
ument, the cloud function service apparatus may process
the text based on a function corresponding to encryption
processing, to obtain an encrypted text.
[0027] Finally, the cloud function service apparatus re-
turns the processed data to the cloud storage service
apparatus, so that the cloud storage service apparatus
writes the processed data into the object file to complete
updating of the object file. Still as in the foregoing exam-
ple, after obtaining the encrypted text from the cloud func-
tion service apparatus, the cloud function service appa-
ratus may write the encrypted text into the object docu-
ment.
[0028] It can be learned from the foregoing method that
the to-be-written data may be directly transmitted be-
tween the cloud function service apparatus and the cloud
storage service apparatus, that is, the cloud storage serv-
ice apparatus may directly send the to-be-written data to
the cloud function service apparatus, and the cloud func-
tion service apparatus may directly send the processed
data to the cloud storage service apparatus. An I/O path
for object file transmission does not pass through a gate-

way. In comparison with a conventional technology, the
I/O path for object file transmission can be effectively
shortened, and a data transmission latency can be re-
duced. Therefore, in a service scenario that is sensitive
to the data transmission latency, a requirement of the
tenant can be met.
[0029] In a possible implementation, the data process-
ing logic is data encryption logic, and processing is en-
cryption processing; or the data processing logic is data
decryption logic, and processing is decryption process-
ing; or the data processing logic is data compression log-
ic, and processing is compression processing; or the data
processing logic is data decompression logic, and
processing is decompression processing; or the data
processing logic is data format conversion logic, and
processing is format conversion processing; or the data
processing logic is data content transformation logic, and
processing is content transformation processing; or the
data processing logic is data filtering logic, and process-
ing is filtering processing.
[0030] In a possible implementation, that the cloud
storage service apparatus stores the object file includes:
The cloud storage service apparatus receives and stores
the object file uploaded by the first client or a second
client.
[0031] In a possible implementation, the public cloud
system further includes the cloud management platform,
and the method further includes: The cloud management
platform provides a registration interface. The registra-
tion interface is configured to obtain an account and a
password that are entered by the first tenant, and the
cloud management platform registers the first tenant
based on the account and the password of the first tenant,
so that the first client is capable of communicating with
a storage service module and the cloud function service
apparatus based on the account and the password of the
first tenant. The registration interface is further configured
to obtain an account and a password that are entered by
a second tenant, and the cloud management platform
registers the second tenant based on the account and
the password of the second tenant, so that the second
client is capable of communicating with the storage serv-
ice module and the cloud function service apparatus
based on the account and the password of the second
tenant.
[0032] In a possible implementation, that the cloud
storage service apparatus sends the to-be-written data
to the cloud function service apparatus includes: The
cloud function service apparatus sends a first internet
protocol IP address of the cloud function service appa-
ratus and a first port of the cloud function service appa-
ratus to the cloud storage service apparatus. The cloud
storage service apparatus establishes a target channel
with the cloud function service apparatus based on the
first IP address and the first port. The cloud storage serv-
ice apparatus sends the to-be-written data to the cloud
function service apparatus over the target channel.
[0033] In a possible implementation, that the cloud
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storage service apparatus sends the to-be-written data
to the cloud function service apparatus includes: The
cloud storage service apparatus sends a second IP ad-
dress of the cloud storage service apparatus and a sec-
ond port of the cloud storage service apparatus to the
cloud function service apparatus. The cloud function
service apparatus establishes a target channel with the
cloud storage service apparatus based on the second IP
address and the second port. The cloud storage service
apparatus sends the to-be-written data to the cloud func-
tion service apparatus over the target channel.
[0034] In a possible implementation, that the cloud
function service apparatus sends a first IP address of the
cloud function service apparatus and a first port of the
cloud function service apparatus to the cloud storage
service apparatus includes: The cloud storage service
apparatus sends a call request to the cloud function serv-
ice apparatus. The call request is generated based on
the write request. The call request indicates the objective
function. The cloud storage service apparatus receives,
from the cloud function service apparatus, a call re-
sponse for the call request. The call response indicates
the first IP address of the cloud function service appara-
tus and the first port of the cloud function service appa-
ratus.
[0035] In a possible implementation, that the cloud
storage service apparatus sends a second IP address of
the cloud storage service apparatus and a second port
of the cloud storage service apparatus to the cloud func-
tion service apparatus includes: The cloud storage serv-
ice apparatus sends a call request to the cloud function
service apparatus. The call request is generated based
on the write request. The call request indicates the ob-
jective function, the second IP address of the cloud stor-
age service apparatus, and the second port of the cloud
storage service apparatus.
[0036] In a possible implementation, that the call re-
quest is generated based on the write request includes:
If the write request indicates the object file and the ob-
jective function, the call request is generated based on
the write request. If the write request indicates the object
file, the call request is generated based on the write re-
quest and a preset rule, and the rule is a correspondence
between data and a function.
[0037] In a possible implementation, that the cloud
function service apparatus returns the processed data to
the cloud storage service apparatus includes: The cloud
function service apparatus returns the processed data to
the cloud storage service apparatus over the target chan-
nel.
[0038] In a possible implementation, the target channel
is an HTTP-based communication channel, a TCP-
based communication channel, a WebSocket protocol-
based communication channel, or an RPC protocol-
based communication channel.
[0039] A third aspect of embodiments of this applica-
tion provides a file download method based on a public
cloud technology, and the method includes: A cloud stor-

age service apparatus stores an object file, and provides
a file download interface, where the file download inter-
face is configured to receive a download request and an
objective function that are for the object file and that are
sent by a client, and the objective function is data
processing logic defined by a tenant for the object file.
The cloud storage service apparatus sends the object
file and the objective function to a cloud function service
apparatus. The cloud storage service apparatus receives
a processed file sent by the cloud function service appa-
ratus, wherein the processed file is generated by running
the objective function to perform the data processing log-
ic to the object file by the cloud function service appara-
tus. The cloud storage service apparatus sends the proc-
essed file to the client.
[0040] In a possible implementation, the data process-
ing logic is data encryption logic, and processing is en-
cryption processing; or the data processing logic is data
decryption logic, and processing is decryption process-
ing; or the data processing logic is data compression log-
ic, and processing is compression processing; or the data
processing logic is data decompression logic, and
processing is decompression processing; or the data
processing logic is data format conversion logic, and
processing is format conversion processing; or the data
processing logic is data content transformation logic, and
processing is content transformation processing; or the
data processing logic is data filtering logic, and process-
ing is filtering processing.
[0041] In a possible implementation, that a cloud stor-
age service apparatus stores an object file includes: The
cloud storage service apparatus receives and stores the
object file uploaded by a first client or a second client.
[0042] A fourth aspect of embodiments of this applica-
tion provides a file update method based on a public cloud
technology, and the method includes: a cloud storage
service apparatus stores an object file, and provides a
file update interface, where the file download interface is
configured to receive a write request and an objective
function that are for the object file and that are sent by a
client, and the objective function is data processing logic
defined by a tenant for the object file. The cloud storage
service apparatus sends to-be-written data carried in the
write request and the objective function to a cloud func-
tion service apparatus. The cloud storage service appa-
ratus receives processed data sent by the cloud function
service apparatus, wherein the processed data is gen-
erated by running the objective function to perform the
data processing logic to the to-be-written data by the
cloud function service apparatus. The cloud storage serv-
ice apparatus writes the processed data into the object
file.
[0043] In a possible implementation, the data process-
ing logic is data encryption logic, and processing is en-
cryption processing; or the data processing logic is data
decryption logic, and processing is decryption process-
ing; or the data processing logic is data compression log-
ic, and processing is compression processing; or the data
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processing logic is data decompression logic, and
processing is decompression processing; or the data
processing logic is data format conversion logic, and
processing is format conversion processing; or the data
processing logic is data content transformation logic, and
processing is content transformation processing; or the
data processing logic is data filtering logic, and process-
ing is filtering processing.
[0044] In a possible implementation, that a cloud stor-
age service apparatus stores an object file includes: The
cloud storage service apparatus receives and stores the
object file uploaded by a first client or a second client.
[0045] A fifth aspect of embodiments of this application
provides a file upload method based on a public cloud
technology, and the method includes: A cloud storage
service apparatus provides a file upload interface, where
the file upload interface is configured to receive an upload
request and an objective function that are for an object
file and that are sent by a client, and the objective function
is data processing logic defined by a tenant for the object
file. The cloud storage service apparatus stores the ob-
ject file, and sends the objective function to a cloud func-
tion service apparatus.
[0046] In a possible implementation, that the cloud
storage service apparatus stores the object file includes:
The cloud storage service apparatus receives and stores
the object file uploaded by a first client or a second client.
[0047] A sixth aspect of embodiments of this applica-
tion provides a cloud storage service apparatus, and the
apparatus includes: a storage module, configured to
store an object file, and provide a file download interface,
where the file download interface is configured to receive
a download request and an objective function that are
for the object file and that are sent by a client, and the
objective function is data processing logic defined by a
tenant for the object file; a first sending module, config-
ured to send the object file and the objective function to
a cloud function service apparatus; a receiving module,
configured to receive the cloud function service appara-
tus sent by the cloud function service apparatus, and run
the objective function, to process, based on the data
processing logic, a processed file generated by the object
file; and a second sending module, configured to send
the processed file to the client.
[0048] In a possible implementation, the storage mod-
ule is configured to receive and store the object file up-
loaded by a first client or a second client.
[0049] A seventh aspect of embodiments of this appli-
cation provides a cloud storage service apparatus, and
the apparatus includes: a storage module, configured to
store an object file, and provide a file update interface,
where the file download interface is configured to receive
a write request and an objective function that are for the
object file and that are sent by a client, and the objective
function is data processing logic defined by a tenant for
the object file; a sending module, configured to send to-
be-written data carried in the write request and the ob-
jective function to a cloud function service apparatus; a

receiving module, configured to receive the cloud func-
tion service apparatus sent by the cloud function service
apparatus, and run the objective function, to process,
based on the data processing logic, processed data gen-
erated by the to-be-written data; and a write module, con-
figured to write the processed data into the object file.
[0050] In a possible implementation, the storage mod-
ule is configured to receive and store the object file up-
loaded by a first client or a second client.
[0051] An eighth aspect of embodiments of this appli-
cation provides a cloud storage service apparatus, and
the apparatus includes: a provision module, configured
to provide a file upload interface, where the file upload
interface is configured to receive an upload request and
an objective function that are for an object file and that
are sent by a client, and the objective function is data
processing logic defined by a tenant for the object file;
and a storage module, configured to store the object file,
and send the objective function to a cloud function service
apparatus.
[0052] In a possible implementation, the storage mod-
ule is configured to receive and store the object file up-
loaded by a first client or a second client.
[0053] A ninth aspect of embodiments of this applica-
tion provides a cloud storage service apparatus, and the
system includes a memory and a processor. The memory
stores code. The processor is configured to execute the
code. When the code is executed, the cloud storage serv-
ice apparatus performs the method according to any one
of the third aspect or the possible implementations of the
third aspect, the method according to any one of the
fourth aspect or the possible implementations of the
fourth aspect, or the method according to any one of the
fifth aspect or the possible implementations of the fifth
aspect.
[0054] Atenth aspect of embodiments of this applica-
tion provides a computer storage medium. The computer
storage medium stores one or more instructions. When
the instruction is executed by one or more computers,
the one or more computers are enabled to implement the
method according to any one of the third aspect or the
possible implementations of the third aspect, the method
according to any one of the fourth aspect or the possible
implementations of the fourth aspect, or the method ac-
cording to any one of the fifth aspect or the possible im-
plementations of the fifth aspect.
[0055] An eleventh aspect of embodiments of this ap-
plication provides a computer program product. The com-
puter program product stores instructions. When the in-
structions are executed by a computer, the computer is
enabled to implement the method according to any one
of the third aspect or the possible implementations of the
third aspect, the method according to any one of the
fourth aspect or the possible implementations of the
fourth aspect, or the method according to any one of the
fifth aspect or the possible implementations of the fifth
aspect.
[0056] In embodiments of this application, the object
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file may be directly transmitted between the cloud func-
tion service apparatus and the cloud storage service ap-
paratus, that is, the cloud storage service apparatus may
directly send the object file to the cloud function service
apparatus, and the cloud function service apparatus may
directly send the processed object file to the cloud stor-
age service apparatus. The I/O path for object file trans-
mission does not pass through the gateway. In compar-
ison with a conventional technology, the I/O path for ob-
ject file transmission can be effectively shortened, and
the data transmission latency can be reduced. Therefore,
in the service scenario that is sensitive to the data trans-
mission latency, the requirement of the tenant can be
met.

BRIEF DESCRIPTION OF DRAWINGS

[0057]

FIG. 1 is a schematic diagram of a data transmission
process in a conventional technology;
FIG. 2 is a schematic diagram of a structure of a
public cloud system according to an embodiment of
this application;
FIG. 3 is a schematic diagram of a structure of a
cloud function service apparatus according to an em-
bodiment of this application;
FIG. 4 is another schematic diagram of a structure
of a cloud function service apparatus according to
an embodiment of this application;
FIG. 5 is a schematic flowchart of a data processing
method according to an embodiment of this applica-
tion;
FIG. 6 is another schematic diagram of a structure
of a cloud function service apparatus according to
an embodiment of this application;
FIG. 7 is another schematic flowchart of a data
processing method according to an embodiment of
this application;
FIG. 8 is another schematic flowchart of a data
processing method according to an embodiment of
this application;
FIG. 9 is another schematic flowchart of a data
processing method according to an embodiment of
this application;
FIG. 10 is a schematic diagram of a structure of a
cloud storage service apparatus according to an em-
bodiment of this application;
FIG. 11 is another schematic diagram of a structure
of a cloud storage service apparatus according to an
embodiment of this application;
FIG. 12 is another schematic diagram of a structure
of a cloud storage service apparatus according to an
embodiment of this application; and
FIG. 13 is another schematic diagram of a structure
of a cloud storage service apparatus according to an
embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0058] Embodiments of this application provide a pub-
lic cloud system and a related method thereof, so that an
I/O path for file transmission can be shortened, and a
data transmission latency can be reduced. Therefore, in
a service scenario that is sensitive to the data transmis-
sion latency, a requirement of a user can be met.
[0059] In the specification, claims, and accompanying
drawings of this application, the terms such as "first" and
"second" are intended to distinguish between similar ob-
jects but do not necessarily indicate a specific order or
sequence. It should be understood that the terms used
in this way may be interchanged in appropriate cases,
and this is merely a manner of distinguishing between
objects with a same attribute for description in embodi-
ments of this application. Moreover, the terms "including"
and "with" and any variations thereof are intended to cov-
er non-excluding inclusions, so that a process, method,
system, product, or device including a series of units is
not necessarily limited to those units, but may include
other units not clearly listed or inherent to such a process,
method, product or device.
[0060] Cloud storage is a new network storage tech-
nology extended and developed based on a concept of
cloud computing. This technology allows a large number
of virtualized storage resources to be deployed on a plu-
rality of servers, to store data of a large number of users.
Data obtained by the user from these servers is usually
data obtained through specific processing. Therefore,
enabling the server to have a data processing capability
becomes a new requirement.
[0061] Currently, a public cloud system may include a
cloud storage service apparatus, a cloud function service
apparatus, a gateway, and the like. Usually, the user may
access the public cloud system via a client, to obtain the
data. To facilitate understanding of a data obtaining proc-
ess, the following further describes the process with ref-
erence to FIG. 1. As shown in FIG. 1 (FIG. 1 is a schematic
diagram of a data transmission process in a conventional
technology), the user may send, to the gateway via the
client, a request indicating an object file (for example,
specific image data) and an objective function (for exam-
ple, a function corresponding to an image compression
function), so that the gateway sends, to the cloud function
service apparatus, a request indicating the objective
function. Then, after starting the objective function based
on the request, the cloud function service apparatus may
send, to the gateway, a response indicating that the ob-
jective function is successfully started. Then, the cloud
function service apparatus may download the object file
from the cloud storage service apparatus, and call the
objective function to process the object file (for example,
to perform compression processing on the image data).
Finally, the cloud function service apparatus sends a
processed object file (for example, compressed image
data) to the gateway, so that the gateway returns the
processed object file to the client for use by the user.
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[0062] In the foregoing process, an input/output (in-
put/output, I/O) path for end-to-end transmission of the
object file is excessively long, which results in a high data
transmission latency. In a service scenario that is sensi-
tive to the data transmission latency, a requirement of
the user usually cannot be met.
[0063] To resolve this problem, an embodiment of this
application provides a data processing method. The
method may be applied to a public cloud system shown
in FIG. 2 (FIG. 2 is a schematic diagram of a structure of
the public cloud system according to an embodiment of
this application). The system includes a cloud manage-
ment platform, a cloud storage service apparatus, and a
cloud function service apparatus. The cloud manage-
ment platform may be oriented to a plurality of tenants,
and manage communication between the tenant and the
cloud storage service apparatus and the cloud function
service apparatus. From a perspective of hardware, the
cloud management platform, the cloud storage service
apparatus, and the cloud function service apparatus may
all be implemented based on one or more servers. A
server configured to implement cloud management may
be referred to as the cloud management platform (a quan-
tity of this part of servers may be set according to an
actual requirement, and is not limited herein). A server
configured to implement a cloud function service may be
referred to as the cloud function service apparatus (a
quantity of this part of servers may be set according to
an actual requirement, and is not limited herein). A server
configured to implement a cloud storage service is re-
ferred to as a cloud storage service apparatus (this part
of servers may be set according to an actual requirement,
and is not limited herein). The three parts of servers are
in a communication connection, and may interact with
each other, to implement data transmission. The follow-
ing respectively describes the cloud management plat-
form, the cloud function service apparatus, and the cloud
function service apparatus.
[0064] The cloud management platform may be orient-
ed to the tenant and provide a registration interface. The
registration interface may obtain an account and a pass-
word that are entered by the tenant, so that the cloud
management platform registers the tenant based on the
account of the tenant and the password of the tenant.
After registration is completed, the tenant may log in to,
via a client used by the tenant, the cloud management
platform by using the account and the password of the
tenant, to access the cloud storage service apparatus
and the cloud function service apparatus via the cloud
management platform, and implement communication
with the cloud storage service apparatus and the cloud
function service apparatus (for example, after the tenant
logs in to the cloud management platform by using a mo-
bile phone, the cloud management platform may be pre-
sented as a user interface on the mobile phone of the
tenant, and display a trigger area of the cloud function
service and a trigger area of the cloud storage service
on the user interface; and therefore, the mobile phone of

the tenant may jump to the cloud function service appa-
ratus and the cloud storage service apparatus in the cor-
responding trigger areas, to implement communication
with the two modules).
[0065] The cloud function service apparatus may also
be referred to as a function-as-a-service module. As
shown in FIG. 3 (FIG. 3 is a schematic diagram of a struc-
ture of the cloud function service apparatus according to
an embodiment of this application), the cloud function
service apparatus may be logically divided into a hard-
ware layer (hardware), an operating system layer (oper-
ating system), a sandbox layer (container), a language
runtime layer (language runtime), and a function layer
(function code). The hardware layer usually means var-
ious hardware resources in the cloud function service
apparatus (for example, an x86 or ARM server), to be
specific, a computing resource (for example, a central
processing unit (central processing unit, CPU)), a storage
resource (for example, various types of memories), a
communication resource (for example, a wired or wire-
less communication interface), and the like. The operat-
ing system layer means an operating system installed on
the cloud function service apparatus. The sandbox layer
usually means a sandbox (for example, a container) that
is created based on a lightweight sandbox technology
and that has a specific secure running environment. An
application run in the sandbox cannot access data in the
operating system, and therefore may securely execute
some untrusted function code in the application. The lan-
guage runtime layer means development language runt-
ime (which may also be referred to as a running environ-
ment of a development language) used by an application.
After the application is started, function code is executed
by the development language runtime. The function layer
usually means functions in an application (code of these
functions is usually written by the tenant according to a
requirement of the tenant, and may be understood as
data processing logic defined by the tenant for a file,
where specific processing may be performed on the file
based on the data processing logic, and details are not
described herein), that is, function code obtained through
programming based on the development language.
[0066] The cloud storage service apparatus usually
means a server in a server cluster configured to imple-
ment the cloud storage service apparatus. The cloud
storage service apparatus may be deployed with a plu-
rality of virtual instances (for example, a virtual machine
(virtual machine, VM) or a container) based on a virtual-
ization technology. These virtual instances may run ap-
plications used to implement a storage function. The ten-
ant may access the cloud storage service apparatus via
the client, and implement file transmission with these ap-
plications, to implement file upload (it can be learned that
the cloud storage service apparatus stores a file and the
like uploaded by the tenant) or download. It can be
learned that these virtual instances may alternatively be
understood as virtualized storage resources deployed at
a backend, and are provided to the tenant in a manner

15 16 



EP 4 418 630 A1

10

5

10

15

20

25

30

35

40

45

50

55

of a storage resource pool, so that the tenant independ-
ently uses the storage resource pool to store or extract
a file. It should be noted that the cloud storage service
apparatus may further provide an interface for the tenant.
The interface may receive a function written by the tenant,
and set the function in the cloud function service appa-
ratus.
[0067] It should be understood that, interaction be-
tween the client and the cloud management platform may
be considered as interaction between the client and the
server configured to implement cloud management, in-
teraction between the client and the cloud storage service
apparatus may be considered as interaction between the
client and the server configured to implement the cloud
storage service, and interaction between the cloud stor-
age service apparatus and the cloud function service ap-
paratus may be considered as interaction between the
server configured to implement the cloud storage service
and the server configured to implement the cloud function
service, which are not described in the following again.
[0068] It should be noted that the foregoing public
cloud system may implement a plurality of service sce-
narios. A first service scenario is a scenario in which the
tenant downloads a file, and a second service scenario
is a scenario in which the tenant writes data. The following
first describes the first service scenario. In this scenario,
when the tenant needs to obtain a processed object file,
the tenant may log in to, via the client, the cloud man-
agement platform in the foregoing public cloud system
by using the account and the password of the tenant, and
the cloud management platform may jump to the cloud
function service apparatus or the cloud storage service
apparatus. In this way, the tenant may implement infor-
mation interaction with the cloud storage service appa-
ratus via the client, to obtain, in cooperation with the cloud
storage service apparatus and the cloud function service
apparatus, the processed object file required by the ten-
ant. Specifically, the tenant may first send a download
request for an object file to the cloud storage service ap-
paratus via the client used by the tenant. After receiving
the download request, the cloud storage service appa-
ratus may determine, based on the download request,
that the client needs the object file. Therefore, the cloud
storage service apparatus may send the stored object
file to the cloud function service apparatus. Then, the
cloud function service apparatus may run an objective
function (the objective function is data processing logic
defined by the tenant for the object file), to process the
object file based on the data processing logic, and then
return the processed object file to the cloud storage serv-
ice apparatus. Finally, the cloud storage service appara-
tus sends, to the client for use by the tenant, the proc-
essed object file as a download response.
[0069] Further, the object file may be transmitted be-
tween the cloud function service apparatus and the cloud
storage service apparatus in the following manner: A tar-
get channel specifically used to transmit the object file
may be established between the cloud function service

apparatus and the cloud storage service apparatus. The
target channel may be an HTTP-based communication
channel, or a TCP-based communication channel, or a
WebSocket protocol-based communication channel, or
a remote procedure call RPC protocol-based communi-
cation channel, or the like. Certainly, the target channel
may alternatively be a communication channel based on
some customized transmission protocols. This is not lim-
ited herein. Therefore, based on the target channel, the
cloud function service apparatus may obtain the object
file from the cloud storage service apparatus, process
the object file based on the objective function, and then
directly send the processed object file to the cloud stor-
age service apparatus, so that the cloud storage service
apparatus feeds back processed data to the client for
use by the user. It can be learned that an I/O path for
data transmission can be shortened based on the target
channel.
[0070] To establish the target channel, the code of the
language runtime layer in the cloud function service ap-
paratus may be modified, to embed a functional module
into the language runtime layer. The functional module
may be presented in two manners. The following respec-
tively describes the two manners.
[0071] As shown in FIG. 4 (FIG. 4 is another schematic
diagram of a structure of a cloud function service appa-
ratus according to an embodiment of this application),
for a first manner, a functional module in the cloud func-
tion service apparatus may serve as a service side (func-
tion server), and an application that is in a cloud storage
service apparatus and that is used to implement a storage
function serves as a client side (client). In this case, the
function server may have a port (port) listening function,
to establish a target channel with the application that is
in the cloud storage service apparatus and that is used
to implement the storage function. Further, the function
server may further trigger an objective function via a pre-
set interface, and execute the objective function, to im-
plement data processing. To further understand a work-
ing process of the function server, the following further
describes the process with reference to FIG. 5 (FIG. 5 is
a schematic flowchart of a data processing method ac-
cording to an embodiment of this application). As shown
in FIG. 5, the process includes the following steps.
[0072] 501: A cloud storage service apparatus re-
ceives a download request from a first client, where the
download request indicates at least an object file.
[0073] In this embodiment, when a first tenant needs
to obtain a processed object file, the first tenant may
send, via the first client used by the first tenant, the down-
load request to the cloud storage service apparatus pro-
vided by a cloud management platform, and the down-
load request indicates at least the object file. Specifically,
the download request may be presented in a plurality of
forms, which are respectively described in the following.
[0074] In a possible implementation, the download re-
quest may include an identifier of the object file and an
identifier of an objective function. Therefore, the down-
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load request may indicate the object file and the objective
function. It may be understood that the object file is data
specified by the first client (data required by the first ten-
ant), and the objective function is a function specified by
the first client (after the function is executed, processing
that the first tenant wants to perform on the object file
may be completed). For example, when the first tenant
needs to obtain compressed image data, the first tenant
may send, by using a mobile phone, a request to a server
that provides the cloud storage service apparatus, and
the request indicates original image data and a function
corresponding to compression processing.
[0075] In another possible implementation, the down-
load request may include only an identifier of the object
file. Therefore, the download request may indicate the
object file. For example, when the first tenant needs to
obtain compressed image data, the first tenant may send,
by using a mobile phone, a request to a server that pro-
vides the cloud storage service apparatus, and the re-
quest indicates original image data.
[0076] It should be understood that, in step 501, that
the first client sends the download request to the cloud
storage service apparatus may alternatively be under-
stood as that the first client sends the download request
to an application that is in the cloud storage service ap-
paratus and that is used to implement a storage function.
[0077] 502: The cloud storage service apparatus gen-
erates a call request based on the download request,
where the call request indicates the objective function
specified by the first client.
[0078] After obtaining the download request, the cloud
storage service apparatus may generate the call request
based on the download request. The call request indi-
cates the objective function. Specifically, the cloud stor-
age service apparatus may generate the call request in
a plurality of manners, which are respectively described
in the following.
[0079] In a possible implementation, it is assumed that
the download request includes both the identifier of the
object file and the identifier of the objective function. After
obtaining the download request, the cloud storage serv-
ice apparatus may first parse the download request to
obtain the identifier of the object file and the identifier of
the objective function. Therefore, based on the two iden-
tifiers, the cloud storage service apparatus may deter-
mine that the first tenant needs to process the object file
based on the objective function. Therefore, the cloud
storage service apparatus may generate the call request
including the identifier of the objective function. It can be
learned that the call request may indicate the objective
function.
[0080] In another possible implementation, it is as-
sumed that the download request includes only the iden-
tifier of the object file. After obtaining the download re-
quest, the cloud storage service apparatus may first
parse the download request to obtain the identifier of the
object file. Then, based on the identifier, the cloud storage
service apparatus may determine that the first tenant

needs to process the object file. As for a specific function
that the first tenant wants to use to process the object
file, the cloud storage service apparatus may determine,
in a preset rule (the rule may be made by the first tenant
in advance, and the rule includes correspondences be-
tween a plurality of types of data and a plurality of types
of functions), the objective function corresponding to the
object file. Finally, the cloud storage service apparatus
may generate the call request including the identifier of
the objective function. It can be learned that the call re-
quest may indicate the objective function.
[0081] It should be understood that, in step 502, that
the cloud storage service apparatus generates a call re-
quest based on the download request may alternatively
be understood as that the application that is in the cloud
storage service apparatus and that is used to implement
the storage function generates the call request based on
the download request.
[0082] 503: A cloud function service apparatus re-
ceives the call request from the cloud storage service
apparatus.
[0083] 504: The cloud function service apparatus
starts the objective function.
[0084] 505: The cloud function service apparatus
sends a call response to the cloud storage service ap-
paratus, where the call response indicates that the ob-
jective function has been started, and indicates a first IP
address of the cloud function service apparatus and a
first port of the cloud function service apparatus.
[0085] After obtaining the call request, the cloud stor-
age service apparatus may send the call request to the
cloud function service apparatus, and the cloud function
service apparatus may parse the call request to obtain
the identifier of the objective function. Based on the iden-
tifier, the cloud function service apparatus may determine
that some data needs to be processed based on the ob-
jective function. Therefore, the cloud function service ap-
paratus may start the objective function. After the objec-
tive function is started, the cloud function service appa-
ratus may return the call response to the cloud storage
service apparatus. The call response may include an
identifier of successfully starting the objective function,
an identifier of the first IP address of the cloud function
service apparatus, and an identifier of the first port of the
cloud function service apparatus. Therefore, the call re-
sponse may indicate that the objective function has been
started, and may also indicate the first IP address of the
cloud function service apparatus and the first port of the
cloud function service apparatus.
[0086] Specifically, after an operating system of the
cloud function service apparatus receives the call request
from the application that is in the cloud storage service
apparatus and that is used to implement the storage func-
tion, the operating system of the cloud function service
apparatus may start a sandbox, and run development
language runtime, so that a development language runs
to create a function server. After the function server is
created, the objective function may be started via a preset
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interface, and information such as an IP address and a
port is listened to in real time.
[0087] It should be noted that, after the function server
is created, a port and an IP address may be configured
for the function server. The port is the first port, and the
IP address is the first IP address. In this case, after the
function server starts the objective function, the operating
system of the cloud function service apparatus may send
the call response to the application that is in the cloud
storage service apparatus and that is used to implement
the storage function. The call response indicates that the
function server has started the objective function, and
indicates the IP address of the function server, and the
port of the function server.
[0088] It should be understood that the objective func-
tion may be data processing logic defined by the first
tenant for the object file (that is, the objective function is
written by the first tenant), or may be data processing
logic defined by a second tenant (that is, a tenant other
than the first tenant) for the object file (that is, the objective
function is written by the second tenant). This is not lim-
ited herein.
[0089] 506: The cloud storage service apparatus es-
tablishes a target channel with the cloud function service
apparatus based on the first IP address and the first port.
[0090] After receiving the call response from the cloud
function service apparatus, the cloud storage service ap-
paratus may parse the call response to obtain the iden-
tifier of successfully starting the objective function, the
identifier of the first IP address of the cloud function serv-
ice apparatus, and the identifier of the first port of the
cloud function service apparatus. Based on the informa-
tion, the cloud storage service apparatus may determine
that the objective function has been successfully started,
and determine the first IP address and the first port of
the cloud function service apparatus. In this case, the
cloud storage service apparatus may establish the target
channel with the cloud function service apparatus based
on the first IP address and the first port. The target chan-
nel is a communication channel specifically used to trans-
mit the object file.
[0091] Specifically, after determining, based on the call
response, that the function server has started the objec-
tive function, the application that is in the cloud storage
service apparatus and that is used to implement the stor-
age function considers that a connection may be estab-
lished to the function server. Then, the application may
determine the IP address of the function server and the
port of the function server based on the call response,
and initiate a socket connection to the function server
based on the IP address of the function server and the
port of the function server, to establish a communication
channel between the function server and the application
that is in the cloud storage service apparatus and that is
used to implement the storage function. The communi-
cation channel is the target channel, and is specifically
used to transmit data between the function server and
the application that is in the cloud storage service appa-

ratus and that is used to implement the storage function.
[0092] It should be noted that, the communication
channel between the function server of the cloud function
service apparatus and the application that is in the cloud
storage service apparatus and that is used to implement
the storage function and a communication channel be-
tween the operating system of the cloud function service
apparatus and the application that is in the cloud storage
service apparatus and that is used to implement the stor-
age function are different communication channels. The
former is established based on the port of the function
server and the IP address of the function server, and the
latter is connected based on a port of the operating sys-
tem of the cloud function service apparatus and an IP
address of the operating system of the cloud function
service apparatus. It may be understood that the port of
the function server and the port of the operating system
of the cloud function service apparatus are different ports,
and the IP address of the function server and the IP ad-
dress of the operating system of the cloud function serv-
ice apparatus are usually the same IP address (that is,
an IP address of the cloud function service apparatus).
[0093] 507: The cloud storage service apparatus
sends, to the cloud function service apparatus over the
target channel, the object file required for implementing
the objective function.
[0094] After the target channel is established between
the cloud storage service apparatus and the cloud func-
tion service apparatus, because the cloud storage serv-
ice apparatus has determined, based on the download
request, that the object file needs to be sent to the cloud
function service apparatus, the cloud storage service ap-
paratus may send, to the cloud function service appara-
tus over the target channel, the object file required for
implementing the objective function.
[0095] Specifically, after the communication channel
is established between the application that is in the cloud
storage service apparatus and that is used to implement
the storage function and the function server of the cloud
function service apparatus, the application that is in the
cloud storage service apparatus and that is used to im-
plement the storage function may send the object file to
the function server over the communication channel.
[0096] 508: The cloud function service apparatus proc-
esses the object file based on the objective function, to
obtain the processed object file.
[0097] After obtaining the object file, the cloud function
service apparatus may process the object file based on
the objective function, to obtain the processed object file.
It should be noted that, because the objective function is
the data processing logic defined by the tenant for the
object file, when the cloud function service apparatus
processes the object file based on the objective function,
it is equivalent to that the cloud function service apparatus
processes the object file based on the data processing
logic, to obtain the processed object file. Still as in the
foregoing example, after the cloud storage service ap-
paratus sends the original image data to the cloud func-
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tion service apparatus, the cloud function service appa-
ratus may process the original image data based on the
function corresponding to compression processing, to
obtain processed image data.
[0098] Specifically, after obtaining the object file, the
function server may continue to execute code of the ob-
jective function, to process the object file and obtain the
processed object file.
[0099] Further, because the data processing logic is
defined by the tenant according to a requirement of the
tenant, the data processing logic may be presented in a
plurality of manners, which are respectively described in
the following.
[0100] (1) If the data processing logic is data encryption
logic, the cloud function service apparatus may perform
encryption processing on the object file based on the
data encryption logic, and the processed object file may
be considered as an encrypted object file (in this case,
the object file is usually an unencrypted file, for example,
a compressed package that may be directly opened). (2)
If the data processing logic is data decryption logic, the
cloud function service apparatus may perform decryption
processing on the object file based on the data encryption
logic, and the processed object file may be considered
as a decrypted object file (in this case, the object file is
usually an encrypted file, for example, an encrypted com-
pressed package). (3) If the data processing logic is data
compression logic, the cloud function service apparatus
may perform compression processing on the object file
based on the data compression logic, and the processed
object file may be considered as a compressed object
file (in this case, the object file is usually an uncom-
pressed file, for example, an original image). (4) If the
data processing logic is data decompression logic, the
cloud function service apparatus may perform decom-
pression processing on the object file based on the data
decompression logic, and the processed object file may
be considered as a decompressed object file (in this case,
the object file is usually a compressed file, for example,
an image obtained through compression processing). (5)
If the data processing logic is data format conversion
logic, the cloud function service apparatus may perform
format conversion processing on the object file based on
the data format conversion logic, and the processed ob-
ject file may be considered as an object file obtained
through format conversion (for example, a file in a pdf
format is converted into a file in a doc format). (6) If the
data processing logic is data content transformation log-
ic, the cloud function service apparatus may perform con-
tent transformation processing on the object file based
on the data format conversion logic, and the processed
object file may be considered as an object file obtained
through content transformation (for example, a text in a
file is transformed into a voice). (7) If the data processing
logic is data filtering logic, the cloud function service ap-
paratus may perform content transformation processing
on the object file based on data format filtering, and the
processed object file may be considered as a filtered ob-

ject file (in this case, the object file is usually an unfiltered
file, and includes various symbols with unknown mean-
ings, garbled characters, and the like).
[0101] 509: The cloud function service apparatus
sends the processed object file to the cloud storage serv-
ice apparatus over the target channel.
[0102] After obtaining the processed object file, the
cloud function service apparatus may send the proc-
essed object file to the cloud storage service apparatus
over the target channel.
[0103] Specifically, after obtaining the processed ob-
ject file, the function server may send, over the commu-
nication channel between the function server and the ap-
plication that is in the cloud storage service apparatus
and that is used to implement the storage function, the
processed object file to the application that is in the cloud
storage service apparatus and that is used to implement
the storage function.
[0104] 510: The cloud storage service apparatus
sends the processed object file to the first client.
[0105] After obtaining the processed object file, the
cloud storage service apparatus may generate a down-
load response, where the download response includes
the processed object file; and send the download re-
sponse to the first client for use by the first tenant.
[0106] It should be understood that, in step 510, that
the cloud storage service apparatus generates the down-
load response may alternatively be understood as that
the application that is in the cloud storage service appa-
ratus and that is used to implement the storage function
generates the download response.
[0107] In this embodiment of this application, the object
file may be directly transmitted between the cloud func-
tion service apparatus and the cloud storage service ap-
paratus, that is, the cloud storage service apparatus may
directly send the object file to the cloud function service
apparatus, and the cloud function service apparatus may
directly send the processed object file to the cloud stor-
age service apparatus. An I/O path for object file trans-
mission does not pass through a gateway. In comparison
with a conventional technology, the I/O path for object
file transmission can be effectively shortened, and a data
transmission latency can be reduced. Therefore, in a
service scenario that is sensitive to the data transmission
latency, the requirement of the tenant can be met.
[0108] Further, in this embodiment of this application,
the application that is in the cloud storage service appa-
ratus and that is used to implement the storage function
may be directly oriented to the tenant, and provide inter-
faces for the tenant, so that the tenant customizes pro-
gramming of the objective function on the cloud function
service apparatus via these interfaces.
[0109] The foregoing describes in detail the first man-
ner of the functional module, and the following describes
a second manner of the functional module. As shown in
FIG. 6 (FIG. 6 is another schematic diagram of a structure
of a cloud function service apparatus according to an
embodiment of this application), for a second manner, a
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functional module in the cloud function service apparatus
may serve as a client side (function client), and an appli-
cation that is in a cloud storage service apparatus and
that is used to implement a storage function serves as a
server side (server). In this case, the application that is
in the cloud storage service apparatus and that is used
to implement the storage function may have a port (port)
listening function, to establish a target channel with the
function client. Further, the function client may further
trigger an objective function via a preset interface, and
execute the objective function, to implement data
processing. To further understand a working process of
the function client, the following further describes the
process with reference to FIG. 7 (FIG. 7 is another sche-
matic flowchart of a data processing method according
to an embodiment of this application). As shown in FIG.
7, the process includes the following steps.
[0110] 701: A cloud storage service apparatus re-
ceives a download request from a first client, where the
download request indicates at least an object file.
[0111] 702: The cloud storage service apparatus gen-
erates a call request based on the download request,
where the call request indicates an objective function
specified by the first client, and further indicates a second
IP address of the cloud storage service apparatus and a
second port of the cloud storage service apparatus.
[0112] For descriptions of step 701 and step 702, refer
to related descriptions of step 501 and step 502 in the
embodiment shown in FIG. 5. Details are not described
herein again.
[0113] It should be noted that, a difference between
step 702 and step 502 lies in that the call request includes
an identifier of the objective function, and also includes
an identifier of the second IP address of the cloud storage
service apparatus and an identifier of the second port of
the cloud storage service apparatus. Therefore, the call
request indicates the objective function specified by the
first client, and also indicates the second IP address of
the cloud storage service apparatus and the second port
of the cloud storage service apparatus.
[0114] Specifically, an application that is in the cloud
storage service apparatus and that is used to implement
a storage function serves as a server side, and may listen
to information such as an IP address and a port in real
time. The application that is in the cloud storage service
apparatus and that is used to implement the storage func-
tion is configured with an additional port and IP address,
where the port is the second port, and the IP address is
the second IP address. In this case, the call request gen-
erated by the application that is in the cloud storage serv-
ice apparatus and that is used to implement the storage
function further includes the identifier of the port and the
identifier of the IP address. Therefore, the call request
indicates the objective function, and also indicates the
port and the IP address of the application that is in the
cloud storage service apparatus and that is used to im-
plement the storage function.
[0115] 703: A cloud function service apparatus re-

ceives the call request from the cloud storage service
apparatus.
[0116] 704: The cloud function service apparatus
starts the objective function.
[0117] 705: The cloud function service apparatus
sends a call response to the cloud storage service ap-
paratus, where the call response indicates that the ob-
jective function has been started.
[0118] After obtaining the call request, the cloud stor-
age service apparatus may send the call request to the
cloud function service apparatus, and the cloud function
service apparatus may parse the call request to obtain
the identifier of the objective function. Based on the iden-
tifier, the cloud function service apparatus may determine
that some data needs to be processed based on the ob-
jective function. Therefore, the cloud function service ap-
paratus may start the objective function. After the objec-
tive function is started, the cloud function service appa-
ratus may return the call response to the cloud storage
service apparatus. The call response usually includes
only an identifier of successfully starting the objective
function. Therefore, the call response may only indicate
that the objective function has been started.
[0119] Specifically, after an operating system of the
cloud function service apparatus receives the call request
from the application that is in the cloud storage service
apparatus and that is used to implement the storage func-
tion, the operating system of the cloud function service
apparatus may start a sandbox, and run development
language runtime, so that a development language runs
to create a function client. After the function client is cre-
ated, the objective function may be started via a preset
interface.
[0120] It should be noted that, after the function client
starts the objective function, the operating system of the
cloud function service apparatus may send the call re-
sponse to the application that is in the cloud storage serv-
ice apparatus and that is used to implement the storage
function. The call response indicates that the function
client has started the objective function.
[0121] It should be understood that the obj ective func-
tion may be data processing logic defined by a first tenant
for the object file (that is, the objective function is written
by the first tenant), or may be data processing logic de-
fined by a second tenant (that is, a tenant other than the
first tenant) for the object file (that is, the objective func-
tion is written by the second tenant). This is not limited
herein.
[0122] 706: The cloud function service apparatus es-
tablishes a target channel with the cloud storage service
apparatus based on the second IP address and the sec-
ond port.
[0123] After receiving the call response from the cloud
function service apparatus, the cloud storage service ap-
paratus may parse the call response to obtain the iden-
tifier of successfully starting the objective function. Based
on the identifier, the cloud storage service apparatus may
determine that the objective function has been success-

25 26 



EP 4 418 630 A1

15

5

10

15

20

25

30

35

40

45

50

55

fully started. In this case, the cloud storage service ap-
paratus allows the cloud function service apparatus to
establish the target channel with the cloud storage serv-
ice apparatus. The target channel is a communication
channel specifically used to transmit the object file.
[0124] Specifically, after determining, based on the call
response, that a function server has started the objective
function, the application that is in the cloud storage serv-
ice apparatus and that is used to implement the storage
function allows the function client to establish a connec-
tion to the application. The function client has deter-
mined, based on the call request, a port and an IP address
of the application that is in the cloud storage service ap-
paratus and that is used to implement the storage func-
tion. In this case, the function client may initiate, based
on the port and the IP address of the application, a socket
connection to the application, to establish a communica-
tion channel between the function client and the applica-
tion that is in the cloud storage service apparatus and
that is used to implement the storage function. The com-
munication channel is the target channel, and is specif-
ically used to transmit data between the function client
and the application that is in the cloud storage service
apparatus and that is used to implement the storage func-
tion.
[0125] It should be noted that, the communication
channel between the function client of the cloud function
service apparatus and the application that is in the cloud
storage service apparatus and that is used to implement
the storage function and a communication channel be-
tween the operating system of the cloud function service
apparatus and the application that is in the cloud storage
service apparatus and that is used to implement the stor-
age function are different communication channels. Both
the former and the latter are established based on the
port and the IP address of the application that is in the
cloud storage service apparatus and that is used to im-
plement the storage function. However, a port that is of
the application and that the former is based on and a port
that is of the application and that the latter is based on
are usually different ports. An IP address that is of the
application and that the former is based on and an IP
address that is of the application and that the latter is
based on are usually the same IP address (that is, an IP
address of the cloud storage service apparatus).
[0126] 707: The cloud storage service apparatus
sends, to the cloud function service apparatus over the
target channel, the object file required for implementing
the objective function.
[0127] After the target channel is established between
the cloud storage service apparatus and the cloud func-
tion service apparatus, because the cloud storage serv-
ice apparatus has determined, based on the download
request, that the object file needs to be sent to the cloud
function service apparatus, the cloud storage service ap-
paratus may send, to the cloud function service appara-
tus over the target channel, the object file required for
implementing the objective function.

[0128] Specifically, after the communication channel
is established between the application that is in the cloud
storage service apparatus and that is used to implement
the storage function and the function client of the cloud
function service apparatus, the application that is in the
cloud storage service apparatus and that is used to im-
plement the storage function may send the object file to
the function client over the communication channel.
[0129] 708: The cloud function service apparatus proc-
esses the object file based on the objective function, to
obtain a processed object file.
[0130] After obtaining the object file, the cloud function
service apparatus may process the object file based on
the objective function, to obtain the processed object file.
Still as in the foregoing example, after the cloud storage
service apparatus sends original image data to the cloud
function service apparatus, a server of the cloud function
service apparatus may process the original image data
based on a function corresponding to compression
processing, to obtain processed image data.
[0131] Specifically, after obtaining the object file, the
function client may continue to execute code of the ob-
jective function, to process the object file and obtain the
processed object file.
[0132] Further, because the data processing logic is
defined by the tenant according to a requirement of the
tenant, the data processing logic may be presented in a
plurality of manners, which are respectively described in
the following.
[0133] (1) If the data processing logic is data encryption
logic, the cloud function service apparatus may perform
encryption processing on the object file based on the
data encryption logic, and the processed object file may
be considered as an encrypted object file (in this case,
the object file is usually an unencrypted file, for example,
a compressed package that may be directly opened). (2)
If the data processing logic is data decryption logic, the
cloud function service apparatus may perform decryption
processing on the object file based on the data encryption
logic, and the processed object file may be considered
as a decrypted object file (in this case, the object file is
usually an encrypted file, for example, an encrypted com-
pressed package). (3) If the data processing logic is data
compression logic, the cloud function service apparatus
may perform compression processing on the object file
based on the data compression logic, and the processed
object file may be considered as a compressed object
file (in this case, the object file is usually an uncom-
pressed file, for example, an original image). (4) If the
data processing logic is data decompression logic, the
cloud function service apparatus may perform decom-
pression processing on the object file based on the data
decompression logic, and the processed object file may
be considered as a decompressed object file (in this case,
the object file is usually a compressed file, for example,
an image obtained through compression processing). (5)
If the data processing logic is data format conversion
logic, the cloud function service apparatus may perform
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format conversion processing on the object file based on
the data format conversion logic, and the processed ob-
ject file may be considered as an object file obtained
through format conversion (for example, a file in a pdf
format is converted into a file in a doc format). (6) If the
data processing logic is data content transformation log-
ic, the cloud function service apparatus may perform con-
tent transformation processing on the object file based
on the data format conversion logic, and the processed
object file may be considered as an object file obtained
through content transformation (for example, a text in a
file is transformed into a voice). (7) If the data processing
logic is data filtering logic, the cloud function service ap-
paratus may perform content transformation processing
on the object file based on data format filtering, and the
processed object file may be considered as a filtered ob-
ject file (in this case, the object file is usually an unfiltered
file, and includes various symbols with unknown mean-
ings, garbled characters, and the like).
[0134] 709: The cloud function service apparatus
sends the processed object file to the cloud storage serv-
ice apparatus over the target channel.
[0135] After obtaining the processed object file, the
cloud function service apparatus may send the proc-
essed object file to the cloud storage service apparatus
over the target channel.
[0136] Specifically, after obtaining the processed ob-
ject file, the function client may send, over the commu-
nication channel between the function client and the ap-
plication that is in the cloud storage service apparatus
and that is used to implement the storage function, the
processed object file to the application that is in the cloud
storage service apparatus and that is used to implement
the storage function.
[0137] 710: The cloud storage service apparatus
sends the processed object file to the first client.
[0138] For a description of step 710, refer to a related
description of step 510 in the embodiment shown in FIG.
5. Details are not described herein again.
[0139] In this embodiment of this application, after the
download request from the cloud storage service appa-
ratus is received, because the download request indi-
cates the objective function specified by the first client,
the cloud function service apparatus may obtain, from
the cloud storage service apparatus, the object file re-
quired for implementing the objective function. Then, the
cloud function service apparatus may process the object
file based on the objective function, to obtain the proc-
essed object file. Finally, the cloud function service ap-
paratus sends the processed object file to the cloud stor-
age service apparatus, so that the cloud storage service
apparatus sends the processed object file to the first cli-
ent for use by the first tenant. In the foregoing process,
the object file may be directly transmitted between the
cloud function service apparatus and the cloud storage
service apparatus, that is, the cloud storage service ap-
paratus may directly send the object file to the cloud func-
tion service apparatus, and the cloud function service

apparatus may directly send the processed object file to
the cloud storage service apparatus. An I/O path for ob-
ject file transmission does not pass through a gateway.
In comparison with a conventional technology, the I/O
path for object file transmission can be effectively short-
ened, and a data transmission latency can be reduced.
Therefore, in a service scenario that is sensitive to the
data transmission latency, the requirement of the tenant
can be met.
[0140] Further, in this embodiment of this application,
the application that is in the cloud storage service appa-
ratus and that is used to implement the storage function
may be directly oriented to the tenant, and provide inter-
faces for the tenant, so that the tenant customizes pro-
gramming of the objective function on the cloud function
service apparatus via these interfaces.
[0141] The foregoing describes the first service sce-
nario in detail, and the following describes the second
service scenario. In this scenario, when a tenant needs
to obtain data written into an object file, the tenant may
log in to, via a client, a cloud management platform in
the foregoing public cloud system by using an account
and a password of the tenant, and the cloud management
platform may jump to a cloud function service apparatus
or a cloud storage service apparatus. In this way, the
tenant may implement information interaction with the
cloud storage service apparatus via the client, to write,
in cooperation with the cloud storage service apparatus
and the cloud function service apparatus, the data spec-
ified by the tenant into the object file. Specifically, the
tenant may first send a write request for the object file to
the cloud storage service apparatus via the client used
by the tenant. After receiving the write request, the cloud
storage service apparatus may determine, based on the
write request, that the client needs to write the data into
the object file. Therefore, the cloud storage service ap-
paratus may send the carried to-be-written data (that is,
the data specified by the tenant) to the cloud function
service apparatus. Then, the cloud function service ap-
paratus may run an objective function (the objective func-
tion is data processing logic defined by the tenant for the
object file), to process the to-be-written data based on
the data processing logic, and then return processed data
to the cloud storage service apparatus. Finally, the cloud
storage service apparatus writes the processed data into
the object file, to update content of the object file.
[0142] Further, the to-be-written data may be transmit-
ted between the cloud function service apparatus and
the cloud storage service apparatus in the following man-
ner: A target channel specifically used to transmit the
object file may be established between the cloud function
service apparatus and the cloud storage service appa-
ratus. The target channel may be an HTTP-based com-
munication channel, or a TCP-based communication
channel, or a Web Socket protocol-based communica-
tion channel, or a remote procedure call RPC protocol-
based communication channel, or the like. Certainly, the
target channel may alternatively be a communication
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channel based on some customized transmission proto-
cols. This is not limited herein. Then, based on the target
channel, the cloud function service apparatus may obtain
the to-be-written data from the cloud storage service ap-
paratus, process the to-be-written data based on the ob-
jective function, and then directly send the processed
data to the cloud storage service apparatus, so that the
cloud storage service apparatus writes the processed
data into the object file. It can be learned that an I/O path
for data transmission can be shortened based on the
target channel.
[0143] To establish the target channel, code of a lan-
guage runtime layer in the cloud function service appa-
ratus may be modified, to embed a functional module
into the language runtime layer. The functional module
may be presented in two manners. In a first manner, the
functional module in the cloud function service apparatus
may serve as a service side (function server), and an
application that is in a cloud storage service apparatus
and that is used to implement a storage function serves
as a client side (client). For a description of the first man-
ner, refer to a related description part of the example
shown in FIG. 4. Details are not described herein again.
To further understand a working process of the function
server, the following further describes the process with
reference to FIG. 8 (FIG. 8 is another schematic flowchart
of a data processing method according to an embodiment
of this application). As shown in FIG. 8, the process in-
cludes the following steps.
[0144] 801: A cloud storage service apparatus re-
ceives a write request from a first client, where the write
request indicates at least an object file.
[0145] 802: The cloud storage service apparatus gen-
erates a call request based on the write request, where
the call request indicates an objective function specified
by the first client.
[0146] 803: A cloud function service apparatus re-
ceives the call request from the cloud storage service
apparatus.
[0147] 804: The cloud function service apparatus
starts the objective function.
[0148] 805: The cloud function service apparatus
sends a call response to the cloud storage service ap-
paratus, where the call response indicates that the ob-
jective function has been started, and indicates a first IP
address of the cloud function service apparatus, and a
first port of the cloud function service apparatus.
[0149] 806: The cloud storage service apparatus es-
tablishes a target channel with the cloud function service
apparatus based on the first IP address and the first port.
[0150] For step 801 to step 806, refer to step 501 to
step 506 in the embodiment shown in FIG. 5. Details are
not described herein again. It should be noted that, al-
though both the write request in this embodiment and the
download request in the embodiment shown in FIG. 5
indicate the object file (that is, both the write request and
the download request are for the object file), a difference
between the write request and the download request lies

in that the write request in this embodiment carries to-
be-written data, and the download request in the embod-
iment shown in FIG. 5 does not carry data.
[0151] 807: The cloud storage service apparatus
sends, to the cloud function service apparatus over the
target channel, the to-be-written data carried in the write
request.
[0152] 808: The cloud function service apparatus proc-
esses the to-be-written data based on the objective func-
tion, to obtain processed data.
[0153] 809: The cloud function service apparatus
sends the processed data to the cloud storage service
apparatus over the target channel.
[0154] For step 807 to step 809, refer to step 507 to
step 509 in the embodiment shown in FIG. 5. Details are
not described herein again. It should be noted that a
processing object in step 807 to step 809 is the data, and
a processing object in step 507 to step 509 is the object
file. To be specific, in step 807 to step 809, the cloud
storage service apparatus sends the to-be-written data
to the cloud function service apparatus, the cloud function
service apparatus processes the to-be-written data, and
the cloud function service apparatus sends the proc-
essed data to the cloud storage service apparatus. In
step 507 to step 509, the cloud storage service apparatus
sends the object file to the cloud function service appa-
ratus, the cloud function service apparatus processes
the object file, and the cloud function service apparatus
sends a processed object file to the cloud storage service
apparatus.
[0155] 810: The cloud storage service apparatus
writes the processed data into the object file.
[0156] After obtaining the processed data, the cloud
storage service apparatus may write the processed data
into the object file, to update content of the object file.
[0157] It should be understood that, in step 810, that
the cloud storage service apparatus performs a write op-
eration may alternatively be understood as that the cloud
storage service apparatus performs the write operation.
[0158] In this embodiment of this application, the to-
be-written data may be directly transmitted between the
cloud function service apparatus and the cloud storage
service apparatus, that is, the cloud storage service ap-
paratus may directly send the to-be-written data to the
cloud function service apparatus, and the cloud function
service apparatus may directly send the processed data
to the cloud storage service apparatus. An I/O path for
object file transmission does not pass through a gateway.
In comparison with a conventional technology, the I/O
path for object file transmission can be effectively short-
ened, and a data transmission latency can be reduced.
Therefore, in a service scenario that is sensitive to the
data transmission latency, a requirement of the tenant
can be met.
[0159] Further, in this embodiment of this application,
an application that is in the cloud storage service appa-
ratus and that is used to implement a storage function
may be directly oriented to the tenant, and provide inter-
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faces for the tenant, so that the tenant customizes pro-
gramming of the objective function on the cloud function
service apparatus via these interfaces.
[0160] The foregoing describes in detail the first man-
ner of the functional module, and the following describes
a second manner of the functional module. In the second
manner, the functional module in the cloud function serv-
ice apparatus may serve as the client side (function cli-
ent), and the application that is in the cloud storage serv-
ice apparatus and that is used to implement the storage
function serves as the server side (server). For a descrip-
tion of the first manner, refer to a related description part
of the example shown in FIG. 6. Details are not described
herein again. To further understand a working process
of the function client, the following further describes the
process with reference to FIG. 9 (FIG. 9 is another sche-
matic flowchart of a data processing method according
to an embodiment of this application). As shown in FIG.
9, the process includes the following steps.
[0161] 901: A cloud storage service apparatus re-
ceives a write request from a first client, where the write
request indicates at least an object file.
[0162] 902: The cloud storage service apparatus gen-
erates a call request based on the write request, where
the call request indicates an objective function specified
by the first client, and further indicates a second IP ad-
dress of the cloud storage service apparatus and a sec-
ond port of the cloud storage service apparatus.
[0163] 903: A cloud function service apparatus re-
ceives the call request from the cloud storage service
apparatus.
[0164] 904: The cloud function service apparatus
starts the objective function.
[0165] 905: The cloud function service apparatus
sends a call response to the cloud storage service ap-
paratus, where the call response indicates that the ob-
jective function has been started.
[0166] 906: The cloud function service apparatus es-
tablishes a target channel with the cloud storage service
apparatus based on the second IP address and the sec-
ond port.
[0167] For step 901 to step 906, refer to step 701 to
step 706 in the embodiment shown in FIG. 7. Details are
not described herein again. It should be noted that, al-
though both the write request in this embodiment and the
download request in the embodiment shown in FIG. 7
indicate the object file (that is, both the write request and
the download request are for the object file), a difference
between the write request and the download request lies
in that the write request in this embodiment carries to-
be-written data, and the download request in the embod-
iment shown in FIG. 7 does not carry data.
[0168] 907: The cloud storage service apparatus
sends, to the cloud function service apparatus over the
target channel, the to-be-written data carried in the write
request.
[0169] 908: The cloud function service apparatus proc-
esses the to-be-written data based on the objective func-

tion, to obtain processed data.
[0170] 909: The cloud function service apparatus
sends the processed data to the cloud storage service
apparatus over the target channel.
[0171] For step 907 to step 909, refer to step 707 to
step 709 in the embodiment shown in FIG. 7. Details are
not described herein again. It should be noted that a
processing object in step 907 to step 909 is the data, and
a processing object in step 707 to step 709 is the object
file. To be specific, in step 907 to step 909, the cloud
storage service apparatus sends the to-be-written data
to the cloud function service apparatus, the cloud function
service apparatus processes the to-be-written data, and
the cloud function service apparatus sends the proc-
essed data to the cloud storage service apparatus. In
step 707 to step 709, the cloud storage service apparatus
sends the object file to the cloud function service appa-
ratus, the cloud function service apparatus processes
the object file, and the cloud function service apparatus
sends a processed object file to the cloud storage service
apparatus.
[0172] 910: The cloud storage service apparatus
writes the processed data into the object file.
[0173] For a description of step 910, refer to a related
description of step 810 in the embodiment shown in FIG.
8. Details are not described herein again.
[0174] In this embodiment of this application, the to-
be-written data may be directly transmitted between the
cloud function service apparatus and the cloud storage
service apparatus, that is, the cloud storage service ap-
paratus may directly send the to-be-written data to the
cloud function service apparatus, and the cloud function
service apparatus may directly send the processed data
to the cloud storage service apparatus. An I/O path for
object file transmission does not pass through a gateway.
In comparison with a conventional technology, the I/O
path for object file transmission can be effectively short-
ened, and a data transmission latency can be reduced.
Therefore, in a service scenario that is sensitive to the
data transmission latency, a requirement of the tenant
can be met.
[0175] Further, in this embodiment of this application,
an application that is in the cloud storage service appa-
ratus and that is used to implement a storage function
may be directly oriented to the tenant, and provide inter-
faces for the tenant, so that the tenant customizes pro-
gramming of the objective function on the cloud function
service apparatus via these interfaces.
[0176] It should be noted that the client in this embod-
iment of this application may be outside a public cloud
system and is, for example, a local terminal device of the
tenant; or may be inside a public cloud and is, for exam-
ple, a virtual machine, a container, or a bare metal server
leased by the tenant in the public cloud.
[0177] The foregoing describes in detail the public
cloud system and the related method thereof provided in
embodiments of this application. The following describes
a cloud storage service apparatus provided in embodi-
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ments of this application. FIG. 10 is a schematic diagram
of a structure of a cloud storage service apparatus ac-
cording to an embodiment of this application. As shown
in FIG. 10, the apparatus includes:

a storage module 1001, configured to store an object
file, and provide a file download interface, where the
file download interface is configured to receive a
download request and an obj ective function that are
for the object file and that are sent by a client, and
the obj ective function is data processing logic de-
fined by a tenant for the object file;
a first sending module 1002, configured to send the
object file and the objective function to a cloud func-
tion service apparatus;
a receiving module 1003, configured to receive the
cloud function service apparatus sent by the cloud
function service apparatus, and run the objective
function, to process, based on the data processing
logic, a processed file generated by the object file;
and
a second sending module 1004, configured to send
the processed file to the client.

[0178] In a possible implementation, the storage mod-
ule 1001 is configured to receive and store the object file
uploaded by a first client or a second client.
[0179] FIG. 11 is another schematic diagram of a struc-
ture of a cloud storage service apparatus according to
an embodiment of this application. As shown in FIG. 11,
the apparatus includes:

a storage module 1101, configured to store an object
file, and provide a file update interface, where the
file download interface is configured to receive a
write request and an objective function that are for
the object file and that are sent by a client, and the
objective function is data processing logic defined
by a tenant for the object file;
a sending module 1102, configured to send to-be-
written data carried in the write request and the ob-
jective function to a cloud function service apparatus;
a receiving module 1103, configured to receive the
cloud function service apparatus sent by the cloud
function service apparatus, and run the objective
function, to process, based on the data processing
logic, processed data generated by the to-be-written
data; and
a write module 1104, configured to write the proc-
essed data into the object file.

[0180] In a possible implementation, the storage mod-
ule 1101 is configured to receive and store the object file
uploaded by a first client or a second client.
[0181] FIG. 12 is another schematic diagram of a struc-
ture of a cloud storage service apparatus according to
an embodiment of this application. As shown in FIG. 12,
the apparatus includes:

a provision module 1201, configured to provide a file
upload interface, where the file upload interface is
configured to receive an upload request and an ob-
jective function that are for an object file and that are
sent by a client, and the objective function is data
processing logic defined by a tenant for the object
file; and
a storage module 1202, configured to store the ob-
ject file, and send the objective function to a cloud
function service apparatus.

[0182] In a possible implementation, the storage mod-
ule 1202 is configured to receive and store the object file
uploaded by a first client or a second client.
[0183] It should be noted that content such as informa-
tion exchange between the modules/units of the appa-
ratus and the implementation processes thereof is based
on the same idea as that of the method embodiments of
this application, and produces the same technical effects
as that of the method embodiments of this application.
For specific content, refer to the descriptions in the meth-
od embodiments of embodiments of this application. De-
tails are not described herein again.
[0184] FIG. 13 is another schematic diagram of a struc-
ture of a cloud storage service apparatus according to
an embodiment of this application. As shown in FIG. 13,
an embodiment of a public cloud system may include one
or more central processing units 1301, a memory 1302,
an input/output interface 1303, a wired or wireless net-
work interface 1304, and a power supply 1305.
[0185] The memory 1302 may be transient storage or
persistent storage. Further, the central processing unit
1301 may be configured to communicate with the mem-
ory 1302, and perform, on the public cloud system, a
series of instruction operations in the memory 1302.
[0186] In this embodiment, the central processing unit
1301 may perform the operations performed by the cloud
storage service apparatus in the embodiment shown in
FIG. 5, FIG. 7, FIG. 8, or FIG. 9. Details are not described
herein again.
[0187] In this embodiment, division of specific function-
al modules in the central processing unit 1301 may be
similar to a module division manner of the cloud storage
service apparatus described in FIG. 10, FIG. 11, or FIG.
12. Details are not described herein again.
[0188] An embodiment of this application further re-
lates to a computer storage medium, including computer-
readable instructions. When the computer-readable in-
structions are executed, the steps performed by the cloud
management platform and the cloud storage service ap-
paratus in the embodiment shown in FIG. 5, FIG. 7, FIG.
8, or FIG. 9 are implemented.
[0189] An embodiment of this application further re-
lates to a computer program product including instruc-
tions. When the computer program product is run on a
computer, the computer is enabled to perform the steps
performed by the cloud management platform and the
cloud storage service apparatus in the embodiment
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shown in FIG. 5, FIG. 7, FIG. 8, or FIG. 9.
[0190] It may be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, for a detailed working process of the forego-
ing system, apparatus, and unit, refer to a corresponding
process in the foregoing method embodiments, and de-
tails are not described herein again.
[0191] In the several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
tems, apparatuses, and methods may be implemented
in other manners. For example, the described apparatus
embodiments are merely examples. For example, divi-
sion into the units is merely logical function division and
may be other division during actual implementation. For
example, a plurality of units or components may be com-
bined or integrated into another system, or some features
may be ignored or not performed. In addition, the dis-
played or discussed mutual couplings or direct couplings
or communication connections may be indirect couplings
or communication connections through some interfaces,
apparatuses or units, and may be implemented in elec-
trical, mechanical, or other forms.
[0192] The units described as separate parts may or
may not be physically separate, and parts displayed as
units may or may not be physical units, may be located
in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected
according to actual requirements to achieve the objec-
tives of the solutions of embodiments.
[0193] In addition, functional units in embodiments of
this application may be integrated into one processing
unit, or each of the units may exist alone physically, or
two or more units are integrated into one unit. The inte-
grated unit may be implemented in a form of hardware,
or may be implemented in a form of software functional
unit.
[0194] When the integrated unit is implemented in the
form of software functional unit and sold or used as an
independent product, the integrated unit may be stored
in a computer-readable storage medium. Based on such
an understanding, the technical solutions of this applica-
tion essentially, or the part contributing to a conventional
technology, or all or some of the technical solutions may
be implemented in the form of software product. The com-
puter software product is stored in a storage medium and
includes several instructions for instructing a computer
device (which may be a personal computer, a server, a
network device, or the like) to perform all or some of the
steps of the methods described in embodiments of this
application. The storage medium includes any medium
that can store program code, such as a USB flash drive,
a removable hard disk, a read-only memory (ROM, Read-
Only Memory), a random access memory (RAM, Ran-
dom Access Memory), a magnetic disk, or an optical disc.

Claims

1. A public cloud system, wherein the public cloud sys-
tem comprises:

a cloud storage service apparatus, configured
to store an object file; and
a cloud function service apparatus, configured
to obtain an objective function, wherein the ob-
jective function is data processing logic defined
by a tenant for the object file, wherein
the cloud storage service apparatus is further
configured to: when receiving a download re-
quest for the object file from a first client, send
the object file to the cloud function service ap-
paratus;
the cloud function service apparatus is further
configured to: run the objective function to proc-
ess the object file based on the data processing
logic; and return a processed file to the cloud
storage service apparatus; and
the cloud storage service apparatus is further
configured to send the processed file to the first
client.

2. The public cloud system according to claim 1, where-
in the data processing logic comprises one or any
combination of data encryption logic, data decryption
logic, data compression logic, data decompression
logic, data format conversion logic, data content
transformation logic, and data filtering logic.

3. The public cloud system according to claim 1 or 2,
wherein the cloud storage service apparatus is con-
figured to receive and store the object file uploaded
by the first client or a second client.

4. The public cloud system according to claim 3, where-
in the tenant is a first tenant or a second tenant, and
the public cloud system further comprises:
a cloud management platform, configured to provide
a registration interface, wherein the registration in-
terface is configured to obtain an account and a pass-
word that are entered by the first tenant, and the
cloud management platform registers the first tenant
based on the account and the password of the first
tenant, so that the first client is capable of commu-
nicating with a storage service module and the cloud
function service apparatus based on the account and
the password of the first tenant; and the registration
interface is further configured to obtain an account
and a password that are entered by the second ten-
ant, and the cloud management platform registers
the second tenant based on the account and the
password of the second tenant, so that the second
client is capable of communicating with the storage
service module and the cloud function service appa-
ratus based on the account and the password of the

37 38 



EP 4 418 630 A1

21

5

10

15

20

25

30

35

40

45

50

55

second tenant.

5. A public cloud system, wherein the public cloud sys-
tem comprises:

a cloud storage service apparatus, configured
to store an object file; and
a cloud function service apparatus, configured
to obtain an objective function, wherein the ob-
jective function is data processing logic defined
by a tenant for the object file, wherein
the cloud storage service apparatus is further
configured to: when receiving a write request for
the object file from a first client, send to-be-writ-
ten data carried in the write request to the cloud
function service apparatus;
the cloud function service apparatus is further
configured to: run the objective function to proc-
ess the to-be-written data based on the data
processing logic; and return processed data to
the cloud storage service apparatus; and
the cloud storage service apparatus is further
configured to write the processed data into the
object file.

6. The public cloud system according to claim 5, where-
in the data processing logic comprises one or any
combination of data encryption logic, data decryption
logic, data compression logic, data decompression
logic, data format conversion logic, data content
transformation logic, and data filtering logic.

7. The public cloud system according to claim 5 or 6,
wherein the cloud storage service apparatus is con-
figured to receive and store the object file uploaded
by the first client or a second client.

8. The public cloud system according to claim 7, where-
in the cloud system further comprises a cloud man-
agement platform, and the public cloud system fur-
ther comprises:
the cloud management platform, configured to pro-
vide a registration interface, wherein the registration
interface is configured to obtain an account and a
password that are entered by a first tenant, and the
cloud management platform registers the first tenant
based on the account and the password of the first
tenant, so that the first client is capable of commu-
nicating with a storage service module and the cloud
function service apparatus based on the account and
the password of the first tenant; and the registration
interface is further configured to obtain an account
and a password that are entered by a second tenant,
and the cloud management platform registers the
second tenant based on the account and the pass-
word of the second tenant, so that the second client
is capable of communicating with the storage service
module and the cloud function service apparatus

based on the account and the password of the sec-
ond tenant.

9. A file download method based on a public cloud tech-
nology, wherein the method comprises:

storing, by a cloud storage service apparatus,
an object file, and providing a file download in-
terface, wherein the file download interface is
configured to receive a download request and
an objective function that are for the object file
and that are sent by a client, and the objective
function is data processing logic defined by a
tenant for the object file;
sending, by the cloud storage service appara-
tus, the object file and the objective function to
a cloud function service apparatus;
receiving, by the cloud storage service appara-
tus, a processed file sent by the cloud function
service apparatus, wherein the processed file is
generated by running the objective function to
perform the data processing logic to the object
file by the cloud function service apparatus; and
sending, by the cloud storage service appara-
tus, the processed file to the client.

10. A file update method based on a public cloud tech-
nology, wherein the method comprises:

storing, by a cloud storage service apparatus,
an object file, and providing a file update inter-
face, wherein the file download interface is con-
figured to receive a write request and an objec-
tive function that are for the object file and that
are sent by a client, and the objective function
is data processing logic defined by a tenant for
the object file;
sending, by the cloud storage service appara-
tus, to-be-written data carried in the write re-
quest and the objective function to a cloud func-
tion service apparatus;
receiving, by the cloud storage service appara-
tus, processed data sent by the cloud function
service apparatus, wherein the processed data
is generated by running the objective function
to perform the data processing logic to the to-
be-written data by the cloud function service ap-
paratus; and
writing, by the cloud storage service apparatus,
the processed data into the object file.

11. A file upload method based on a public cloud tech-
nology, wherein the method comprises:

providing, by a cloud storage service apparatus,
a file upload interface, wherein the file upload
interface is configured to receive an upload re-
quest and an objective function that are for the
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object file and that are sent by a client, and the
objective function is data processing logic de-
fined by a tenant for the object file; and
storing, by the cloud storage service apparatus,
the object file, and sending the objective function
to a cloud function service apparatus.

12. A cloud storage service apparatus, wherein the ap-
paratus comprises:

a storage module, configured to store an object
file, and provide a file download interface,
wherein the file download interface is configured
to receive a download request and an objective
function that are for the object file and that are
sent by a client, and the objective function is
data processing logic defined by a tenant for the
object file;
a first sending module, configured to send the
object file and the objective function to a cloud
function service apparatus;
a receiving module, configured to receive the
cloud function service apparatus sent by the
cloud function service apparatus, and run the
objective function, to process, based on the data
processing logic, a processed file generated by
the object file; and
a second sending module, configured to send
the processed file to the client.

13. A cloud storage service apparatus, wherein the ap-
paratus comprises:

a storage module, configured to store an object
file, and provide a file update interface, wherein
the file download interface is configured to re-
ceive a write request and an objective function
that are for the object file and that are sent by a
client, and the objective function is data process-
ing logic defined by a tenant for the object file;
a sending module, configured to send to-be-writ-
ten data carried in the write request and the ob-
jective function to a cloud function service ap-
paratus;
a receiving module, configured to receive the
cloud function service apparatus sent by the
cloud function service apparatus, and run the
objective function, to process, based on the data
processing logic, processed data generated by
the to-be-written data; and
a write module, configured to write the proc-
essed data into the object file.

14. A cloud storage service apparatus, wherein the ap-
paratus comprises:

a provision module, configured to provide a file
upload interface, wherein the file upload inter-

face is configured to receive an upload request
and an objective function that are for the object
file and that are sent by a client, and the objective
function is data processing logic defined by a
tenant for the object file; and
a storage module, configured to store the object
file, and send the objective function to a cloud
function service apparatus.

15. A cloud storage service apparatus, wherein the cloud
storage service apparatus comprises a memory and
a processor; and
the memory stores code, the processor is configured
to execute the code, and when the code is executed,
the cloud storage service apparatus performs the
method according to any one of claims 9 to 11.

16. A computer storage medium, wherein the computer
storage medium stores a computer program, and
when the program is executed by a computer, the
computer is enabled to implement the method ac-
cording to any one of claims 9 to 11.

17. A computer program product, wherein the computer
program product stores instructions, and when the
instructions are executed by a computer, the com-
puter is enabled to implement the method according
to any one of claims 9 to 11.
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