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(57)  Embodiments of this application provide a mes-
sage processing method and apparatus, and an elec-
tronic device. The method is applied to a terminal device,
and the method includes: receiving a first message; and
pulling up a first application when the first message is a
reassembly message, so that the first application per-
forms message reassembly on the first message, includ-
ing: reading, by the first application, message reassem-
bly configuration information, and performing a message
reassembly operation on the first message based on the
message reassembly configuration information, to gen-
erate a second message. According to the method in the
embodiments of this application, after a pushed message
isreceived, the firstapplicationis pulled up to reassemble
the message, so as to improve user experience of mes-
sage display.

MESSAGE PROCESSING METHOD AND APPARATUS AND ELECTRONIC DEVICE
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Description
TECHNICAL FIELD

[0001] This application relates to the field of computer
technologies, and in particular, to a message processing
method and apparatus, and an electronic device.

BACKGROUND

[0002] Nowadays, terminal devices including a mobile
phone, a tablet computer, a watch, a television, a per-
sonal computer, and the like provide a push (Push) ca-
pability of sending a message from a cloud server to a
terminal. The implementation of a Push message gen-
erally includes two types: a notification message and a
transparent message. For the transparent message, an
application is directly pulled up, and data is transferred
to the application. The application can make different be-
haviors based on the transferred data. For the notification
message, an application is not pulled up, and a system
component displays the notification message based on
data content of Push, for example, displays the notifica-
tion message in a system notification area (for example,
prompts a user with push notification information of the
application in a pull-down notification bar of Android/iOS
or a tile of Windows).

[0003] For the notification message, the application is
not pulled up. The notification message is designed in
such a way to control resource occupation of the terminal
device and reduce interference to the user. However, in
the design solution, content transferred in the Push no-
tification message needs to be plaintext and cannot be
modified. As a result, the terminal device cannot protect
sensitive information in the notification message, and
cannot provide personalized display of the notification
message.

SUMMARY

[0004] In view of a problem of a push natification mes-
sage in the conventional technology, this application pro-
vides a message processing method and apparatus, and
an electronic device, and this application further provides
a computer-readable storage medium.

[0005] The following technical solutions are used in
embodiments of this application:

[0006] According to a first aspect, this application pro-
vides a message processing method, where the method
is applied to a terminal device, and the method includes:

receiving a first message; and

pulling up a first application when the first message
is areassembly message, so that the firstapplication
performs message reassembly on the first message,
including:

reading, by the first application, message reas-
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sembly configuration information, where the
message reassembly configuration information
is information configured by a second applica-
tionforthefirstapplication, an operation capable
of being implemented by the second application
includes at least a message reassembly opera-
tion, and the message reassembly configuration
information is used to support the first applica-
tion in implementing the message reassembly
operation; and

performing, by the first application, the message
reassembly operation on the first message
based on the message reassembly configura-
tion information, to generate a second message.

[0007] According to the method in the embodiments of
this application, after a pushed message is received, the
first application is pulled up to reassemble the message,
so as to improve user experience of message display.
Further, the first application is only used to implement
the message reassembly operation of the second appli-
cation, and the first application does not need to have a
complete structure of the second application. Therefore,
a hardware resource occupied by pulling up the first ap-
plication is fewer than a hardware resource occupied by
pulling up the second application. This effectively con-
trols hardware resource occupation of the terminal device
while improving user experience of notification message
display.

[0008] In an implementation of the first aspect, to im-
prove data security and avoid leakage of the first mes-
sage, the first application is a trusted application.
[0009] In an implementation of the first aspect, to im-
prove data security and avoid leakage of the message
reassembly configuration information, the message re-
assembly configuration information is stored in a trusted
credential of the first application.

[0010] Because the message reassembly configura-
tion information is stored in the trusted credential of the
first application, an application service that pulls up the
first application cannot access the trusted credential of
the first application. Therefore, the application service
that pulls up the first application cannot obtain the mes-
sage reassembly configuration information, thereby en-
suring security of performing the message reassembly
operation.

[0011] In an implementation of the first aspect, the
message reassembly configuration information includes
message reassembly code and an initialization parame-
ter; and

the performing, by the first application, the message
reassembly operation on the first message based on
the message reassembly configuration information,
to generate a second message includes:

executing, by the first application, the message re-
assembly code for the first message based on the
initialization parameter, to generate the second mes-
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sage.

[0012] In an implementation of the first aspect, before
the receiving a first message, the method further in-
cludes:

invoking, by the second application, the first application,
to set the message reassembly configuration informa-
tion.

[0013] In an implementation of the first aspect, to im-
prove security, before the receiving a first message, the
method further includes: obtaining, from a cloud, a range
of resources and interfaces that the first application is
allowed to access; and

the performing, by the first application, the message re-
assembly operation on the first message based on the
message reassembly configuration information, to gen-
erate a second message includes:

performing, by the first application, the message reas-
sembly operation on the first message based on the mes-
sage reassembly configuration information under a lim-
itation of the range of resources and interfaces that the
firstapplication is allowed to access, to generate the sec-
ond message.

[0014] Basedon the limitation of the range of accessed
resources and interfaces, in a process in which the mes-
sage reassembly operation is performed in the first ap-
plication, only a controllable interface such as a basic
data operation, encryption/decryption, and a correspond-
ing application resource query is provided, and the first
application cannot pull up another application and access
another controlled resource, thereby improving system
running security.

[0015] Specifically, in an implementation of the first as-
pect, the obtaining, from a cloud, a range of resources
and interfaces that the first application is allowed to ac-
cess includes: obtaining, by a push agent from the cloud,
the range of resources and interfaces that the first appli-
cation is allowed to access.

[0016] In an implementation of the first aspect, the
method further includes:

outputting the second message for display.

[0017] Inanimplementation of the first aspect, the out-
putting the second message for display includes:

outputting, by the first application, the second mes-
sage to a push agent; and

outputting, by the push agent, the second message
to a notification manager for message display.

[0018] In an implementation of the first aspect, the
method further includes:

if an exception occurs when the first application performs
the message reassembly operation, preventing display
of the second message.

[0019] In an implementation of the first aspect,

the receiving a first message includes: receiving, by
a push agent, the first message; and
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the invoking, when the firstmessage is areassembly
message, a first application to perform message re-
assembly on the first message includes: when the
push agent determines that the first message is a
reassembly message, pulling up, by the push agent,
the first application, so that the first application per-
forms message reassembly on the first message.

[0020] In an implementation of the first aspect, before
the receiving a first message, the method further in-
cludes:

applying, by the second application, to the push
agent for a push token;

after receiving the application of the second applica-
tion, setting, by the push agent, to allow the second
application to invoke the first application, and return-
ing, by the push agent, the push token to the second
application;

after the second application obtains the push token,
invoking, by the second application, the first appli-
cation, to set the message reassembly configuration
information for the first application; and

storing, by the first application, the message reas-
sembly configuration information.

[0021] In an implementation of the first aspect, to im-
prove data security, the first message is end-to-end en-
crypted information; and

in a process in which the first application performs the
message reassembly operation on the first message, the
first application invokes an encryption/decryption inter-
face to decrypt the first message.

[0022] The application service that pulls up the first ap-
plication does not participate in a decryption operation,
and therefore cannot obtain specific content of the first
message. In an entire process from receiving the pushed
first message to displaying the second message, the ap-
plication service that pulls up the first application can ob-
tain only content obtained after message reassembly,
thereby greatly improving message security.

[0023] According to a second aspect, this application
further provides a message processing apparatus, where
the apparatus is applied to a terminal device, and the
apparatus includes:

areceiving module, configured to receive a first mes-
sage;

a message reassembly module, configured to pull
up a first application module when the first message
is a reassembly message; and

the first application module, configured to:

read message reassembly configuration infor-
mation, where the message reassembly config-
uration information is information configured by
a second application module for the first appli-
cation module, an operation capable of being
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implemented by the second application module
includes at least a message reassembly opera-
tion, and the message reassembly configuration
information is used to support the first applica-
tion module in implementing the message reas-
sembly operation; and

perform the message reassembly operation on
the first message based on the message reas-
sembly configuration information, to generate a
second message.

[0024] According to a third aspect, this application fur-
ther provides an electronic device, where the electronic
device includes amemory configured to store a computer
program instruction and a processor configured to exe-
cute a computer program instruction, and when the com-
puter program instruction is executed by the processor,
the electronic device is triggered to perform the steps of
the method according to the first aspect.

[0025] According to a fourth aspect, this application
further provides a computer-readable storage medium,
where the computer-readable storage medium stores a
computer program, and when the computer program is
run on a computer, the computer is enabled to perform
the method according to the first aspect.

BRIEF DESCRIPTION OF DRAWINGS
[0026]

FIG. 1 is a schematic diagram of a message push
procedure according to an embodiment of this ap-
plication;

FIG. 2 is a schematic diagram of a message push
application scenario according to an embodiment of
this application;

FIG. 3 is a flowchart of a message processing meth-
od according to an embodiment of this application;
FIG. 4 is a flowchart of a message processing meth-
od according to an embodiment of this application;
FIG. 5is aschematic diagram of a message process-
ing apparatus according to an embodiment of this
application; and

FIG. 6is a schematic diagram of an electronic device
according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0027] To make the objective, technical solutions, and
advantages of this application clearer, the technical so-
lutions of this application are clearly and completely de-
scribed below with reference to specific embodiments of
this application and corresponding accompanying draw-
ings. Itis clear that the described embodiments are mere-
ly some but not all of embodiments of this application.
Based on the embodiments of this application, all other
embodiments obtained by a person of ordinary skill in
the art without creative efforts fall within the protection
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scope of this application.

[0028] Termsusedinthe DESCRIPTION OF EMBOD-
IMENTS section of this application are only used to ex-
plain specific embodiments of this application, and are
not intended to limit this application.

[0029] FIG. 1 is a schematic diagram of a message
push procedure according to an embodiment of this ap-
plication.

[0030] As showninFIG. 1, when a service server 111
and a big data operation platform 112 need to push a
message to a terminal device 120, the service server 111
and the big data operation platform 112 first push the
message to a push server (PushServer) 113.

[0031] The push server 113 sends, to the terminal de-
vice 120, the message that needs to be pushed.

[0032] A push core (Push Core) 121 of the terminal
device 120 receives the message pushed by the Push
server 113, and classifies the received push message.
[0033] If the push message is a transparent message,
an application (App) 122 that needs to receive the trans-
parent message is pulled up. The application 122 re-
ceives the transparent message based on a push func-
tion module 123 (push software development kit (Push
Software DevelopmentKit, Push SDK)) of the application
122. Then, the application 122 performs corresponding
information processing on the transparent message.
[0034] When the push message is a transparent mes-
sage, the terminal device 120 needs to pull up the appli-
cation 122 used to process the transparent information.
Starting and running of the application 122 necessarily
occupy a hardware resource of the terminal device 120.
[0035] If the push message is a notification message,
the push core 121 directly sends the notification message
to a push agent (Push Agent) 124, and the push agent
124 sends the notification message to a notification man-
ager (NotificationManager) 125 for message display.
[0036] When the push message is a notification mes-
sage, the terminal device 120 does not need to pull up
an application used to process the message, and an in-
crease in hardware resource occupation is avoided.
However, because the push agent 124 directly sends the
notification message to the notification manager 125 for
message display, the terminal device 120 can display
only content of the pushed notification message fully, and
cannot perform personalized content modification. As a
result, the notification message cannot be displayed in a
personalized manner, and sensitive information is shield-
ed.

[0037] Further, the push agent 124 directly sends the
notification message to the notification manager 125 for
message display, and the terminal device 120 does not
pull up the application to process the notification mes-
sage. Therefore, the terminal device 120 cannot perform
a decryption operation on the notification message, and
the notification message needs to be plaintextin an entire
transmission process. In a process of transmitting the
notification message, the notification message is easily
leaked.
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[0038] For example, in a data transmission process
(101) in which the service server 111 pushes the notifi-
cation message to the Push server 113, in a data trans-
mission process (102) in which the big data operation
platform 112 pushes the notification message to the Push
server 113, in a data transmission process (103) in which
the Push server 113 pushes the notification message to
the push core 121 of the terminal device 120, and in a
data transmission process (104) in which the push core
121 sends the notification message to the push agent
124, if a data transmission protocol is cracked, a cracker
may obtain content of the plaintext notification message.
[0039] For another example, the service server 111
and the big data operation platform 112 push the plaintext
notification message to the Push server 113, and the
Push server 113 pushes the plaintext notification mes-
sage to the push core 121 of the terminal device 120.
Therefore, the notification message temporarily stored
in the Push server 113 is also plaintext. If the Push server
113 is attacked, content of the plaintext notification mes-
sage may be leaked.

[0040] In view of the foregoing case, an embodiment
of this application provides a message processing meth-
od, and the method is applied to a terminal device. In the
message processing method in an embodiment of this
application, after a pushed notification message is re-
ceived, an application is pulled up to reassemble the no-
tification message (for example, delete sensitive infor-
mation, and reassemble a text description manner of the
message based on a personalized requirement of a us-
er), and the reassembled notification message is output
and displayed, thereby improving user experience of no-
tification message display.

[0041] Further, when the pushed message is a trans-
parent message, the terminal device pulls up an appli-
cation (a second application) for the transparent mes-
sage, to process the transparent message. Therefore,
based on an implementation solution of the transparent
message, when the second application has a function of
implementing a message reassembly operation, and the
terminal device receives a notification message that
needs to be reassembled, the terminal device may pull
up the second application, so that the second application
reassembles the notification message, and then the sec-
ond application outputs and displays the reassembled
message. Although the foregoing solution may improve
user experience of notification message display, be-
cause the second application needs to be pulled up, hard-
ware resource occupation of the terminal device is in-
creased.

[0042] In view of the foregoing problem that hardware
resource occupation of the terminal device is increased,
in the message processing method in an embodiment of
this application, a first application is constructed based
on the second application, and the first application is used
to implement the message reassembly operation of the
second application. In this way, when the terminal device
receives the notification message that needs to be reas-
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sembled, the terminal device may pull up the first appli-
cation, so that the first application reassembles the noti-
fication message, and then the first application outputs
and displays the reassembled message. The first appli-
cation is only used to implement the message reassem-
bly operation of the second application, and the first ap-
plication does not need to have a complete structure of
the second application. Therefore, a hardware resource
occupied by pulling up the first application is fewer than
a hardware resource occupied by pulling up the second
application. This effectively controls hardware resource
occupation of the terminal device while improving user
experience of notification message display.

[0043] FIG. 2 is a schematic diagram of a message
push application scenario according to an embodiment
of this application. FIG. 3 is a flowchart of a message
processing method according to an embodiment of this
application.

[0044] As shown in FIG. 2 and FIG. 3, in the message
push application scenario, an application (App) server
210 of a cloud invokes a push server (PushServer) 220
to deliver a first message (for example, a transparent
message or a notification message) (S301). The push
server 220 pushes, to a terminal device 230, the first
message delivered by the application server 210 (S302).
[0045] The terminal device 230 performs the following
procedure shown in FIG. 2, to implement message
processing.

[0046] S310. Apush core 231 of the terminal device
230 receives the firstmessage pushed by the push server
220.

[0047] S311. The terminal device 230 determines
whether the first message is a reassembly message.
[0048] If the first message is not a reassembly mes-
sage, the first message is processed based on another
policy (S312).

[0049] If the first message is a reassembly message,
a first application 234 is pulled up, so that the first appli-
cation 234 performs a message reassembly operation
on the first message (S320).

[0050] Specifically, the message reassembly opera-
tion may include a plurality of pieces of different operation
content. This is not limited in this application. For exam-
ple, a combination manner of elements in the message
is rearranged, a message style is changed, a message
icon and background are added, and a specified ele-
ment/variable in the message is replaced. For example,
the delivered message is: "Dear {name}, the {service}
you purchased is about to expire...", and variables
{name} and {service} in the message are replaced in a
message reassembly process.

[0051] Specifically, in an actual application scenario,
the first information may be marked as a reassembly
message in a plurality of manners.

[0052] For example, in an implementation, the reas-
sembly message is marked by adding a mark. In a proc-
ess in which the application server 210 delivers the first
message, if the first message is a reassembly message,
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a first mark used to mark the reassembly message is
added into the first information.

[0053] For another example, in another implementa-
tion, the reassembly message is marked by binding an
information source. That the application server 210 is an
information source of the reassembly message is record-
ed atthe terminal device 230. The firstmessage delivered
by the application server 210 includes information source
information. If the terminal device 230 identifies that an
information source of the first message is the application
server 210, the terminal device 230 may determine that
the first message is a reassembly message.

[0054] In an implementation of S311, the reassembly
message is a notification message on which the message
reassembly operation needs to be performed.

[0055] In S311, the push core 231 of the terminal de-
vice 230 determines a type of the first message (a noti-
fication message or a transparent message). If the first
message is a transparent message (that is, it may be
determined that the first message is not a reassembly
message), the push core 231 pulls up a corresponding
application based on a processing policy of the transpar-
ent message, to process the first message. If the first
message is a notification message, the push core 231
sends the first message to a push agent 232. The push
agent 232 determines whether the message reassembly
operation needs to be performed on the first message
(for example, performs determining by determining
whether the first mark is included, or performs determin-
ing by using the information source). If the message re-
assembly operation does not need to be performed on
the first message (that is, it may be determined that the
first message is not a reassembly message), the push
agent 232 sends the first message to a notification man-
ager 233 for message display.

[0056] If the message reassembly operation needs to
be performed on the first message (the first message is
a reassembly message), the push agent 232 performs
S320.

[0057] In another implementation of S311, the reas-
sembly message is a notification message on which the
message reassembly operation needs to be performed
or a transparent message on which only the message
reassembly operation needs to be performed.

[0058] In S311, the push core 231 of the terminal de-
vice 230 determines whether the message reassembly
operation needs to be performed on the first message
(for example, performs determining by determining
whether the first mark is included, or performs determin-
ing by using the information source).

[0059] If the message reassembly operation needs to
be performed on the first message, the push core 231
adds a second mark into the first message, and sends,
to a push agent 232, the first message into which the
second mark is added. After the push agent 232 identifies
that the first message has the first mark, the push agent
232 performs S320.

[0060] If the message reassembly operation does not
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need to be performed on the first message (thatis, it may
be determined that the first message is not a reassembly
message), the push core 231 determines a type of the
first message (a notification message or a transparent
message). Ifthe first message is a transparent message,
the push core 231 pulls up a corresponding application
based on a processing policy of the transparent mes-
sage, to process the first message. If the first message
is a notification message, the push core 231 sends the
first message to a push agent 232. After identifying that
the first message does not have the first mark, the push
agent 232 sends the first message to a notification man-
ager 233 for message display.

[0061] S320. The push agent 232 pulls up the first ap-
plication 234, and sends the first message to the first
application 234.

[0062] Specifically, to improve data security and avoid
leakage of the first message, in an embodiment, the first
application 234 is a trusted application (Trusted Applica-
tion, TA), and runs in a trusted execution environment
(Trusted execution environment, TEE) in a terminal sys-
tem operating system. The push agent 232 is a client
applicant (Client Applicant, CA) that can invoke a trusted
application (first application 234).

[0063] S330. Thefirstapplication 234 reads pre-stored
message reassembly configuration information.

[0064] Specifically, to improve data security and avoid
leakage of the message reassembly configuration infor-
mation, inan embodiment, the message reassembly con-
figuration information is stored in a trusted credential 235
of the first application 234 (TA).

[0065] Because the message reassembly configura-
tion information is stored in the trusted credential 235 of
the first application 234, the push agent 232 can pull up
only the first application 234, but cannot access the trust-
ed credential 235 of the first application 234. Therefore,
the push agent 232 cannot obtain the message reassem-
bly configuration information, thereby ensuring security
of performing the message reassembly operation.
[0066] Further, in another embodiment, the message
reassembly configuration information may be stored at
another location.

[0067] S331. The first application 234 performs the
message reassembly operation on the first message
based on the message reassembly configuration infor-
mation, to generate a second message.

[0068] After S331, the first application 234 outputs the
second message for display.

[0069] S340. The first application 234 outputs the sec-
ond message to the push agent 232.

[0070] S350. The push agent 232 outputs the second
message to the notification manager 233 for message
display.

[0071] Specifically, in S330 and S331, for different
message reassembly configuration information, the first
application 234 may implement different message reas-
sembly operations. For example, based on first message
reassembly configuration information, the first applica-
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tion 234 is run to perform the message reassembly op-
eration on the message, so as to delete a sensitive word
in the message. Based on second message reassembly
configuration information, the first application is run to
perform the message reassembly operation on the mes-
sage, so as to split along-sentence message into a short-
sentence message.

[0072] Specifically, in an embodiment, the message
reassembly configuration information includes message
reassembly code and an initialization parameter. In
S331, the first application 234 executes the read mes-
sage reassembly code for the first message based on
the read initialization parameter, to generate the second
message.

[0073] Further, in another embodiment, the message
reassembly configuration information may be of another
different content structure.

[0074] For example, in another embodiment, a unified
initialization parameter is built in the first application 234,
and the message reassembly configuration information
includes message reassembly code. In S331, the first
application 234 executes the read message reassembly
code for the first message based on the built-in initializa-
tion parameter, to generate the second message.
[0075] For another example, in another embodiment,
the first application 234 includes message reassembly
code, and the message reassembly configuration infor-
mation includes an initialization parameter. In S331, the
first application 234 executes the read message reas-
sembly code in the first application for the first message
based on the read initialization parameter, to generate
the second message.

[0076] Further, in S331, in addition to performing the
message reassembly operation on the first message, the
first application 234 may further perform another
processing operation.

[0077] For example, in an embodiment, to reduce a
data transmission amount, in S301, the message deliv-
ered by the application server 210 to the push server 220
is compressed data. Alternatively, in S301, the message
delivered by the application server 210 to the push server
220 is uncompressed data. After receiving the message,
the push server 220 compresses the message, and then
pushes the compressed message to the terminal device
230.

[0078] In S331, the first application 234 first decom-
presses the first message, and then performs the mes-
sage reassembly operation.

[0079] For another example, in an embodiment, to im-
prove data security, in S301, the message delivered by
the application server 210 to the push server 220 is en-
crypted data (end-to-end encrypted information). Alter-
natively, in S301, the message delivered by the applica-
tion server 210 to the push server 220 is unencrypted
data. After receiving the message, the push server 220
encrypts the message (end-to-end encrypted informa-
tion), and then pushes the encrypted message to the
terminal device 230.
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[0080] In S331, the first application 234 first invokes
an encryption/decryption interface to decrypt the first
message, and then performs the message reassembly
operation.

[0081] In this way, the push agent 232 does not par-
ticipate in a decryption operation, and therefore cannot
obtain specific content of the first message. In an entire
process from receiving the pushed first message to dis-
playing the second message, the push agent 232 can
obtain only content obtained after message reassembly,
thereby greatly improving message security.

[0082] Further, to avoid message leakage, in an em-
bodiment, in S331, if an exception occurs when the first
application 234 performs the message reassembly op-
eration (for example, an exception occurs when the mes-
sage reassembly code is executed), the following is per-
formed after S331: preventing display of the second mes-
sage (not displaying the notification message), and re-
porting the failure case to a server, so that an application
developer can troubleshoot the problem.

[0083] Further, to enable the first application 234 to
implement the message reassembly operation of the sec-
ond application 236 based on the message reassembly
configuration information, in an embodiment, the second
application 236 invokes the first application 234 to gen-
erate the message reassembly configuration informa-
tion. For example, the second application 236 invokes
the first application 234 to configure message reassem-
bly code and an initialization parameter for the first ap-
plication 234.

[0084] FIG. 4 is a flowchart of a message processing
method according to an embodiment of this application.
[0085] Before S310, the terminal device 230 performs
the following procedure shown in FIG. 4 to obtain the
message reassembly code and the initialization param-
eter for the first application 234.

[0086] S400. The second application 236 applies to
the push agent 232 for a push token (PushToken).
[0087] S410. After receiving the application of the sec-
ond application 236, the push agent 232 sets to allow the
second application 236 to invoke the first application 234.
Specifically, the second application 236 is authorized to
be also used as a client applicant (Client Applicant, CA)
that can invoke a trusted application (first application
234).

[0088] Inaddition, the push agent 232 returns the push
token to the second application 236.

[0089] Further, to improve security, in an embodiment,
in S410, the push agent 232 obtains, from a cloud, a
range of resources and interfaces (API) that the first ap-
plication 234 is allowed to access. When running the
message reassembly code, the first application 234 is
limited by the range of accessed resources and interfac-
es. For example, the first application 234 is limited from
accessing a network to download a resource such as an
icon of the first message, and may only encrypt/decrypt
the first message or perform localized formatting of mes-
sage content text for the first message.
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[0090] In S331, the first application 234 performs the
message reassembly operation on the first message
based on the message reassembly configuration infor-
mation under a limitation of the range of resources and
interfaces that the first application 234 is allowed to ac-
cess, to generate the second message.

[0091] Based on the limitation of the range of accessed
resources and interfaces, in a process in which the mes-
sage reassembly operation is performed in the first ap-
plication 234 (TA), only a controllable interface such as
a basic data operation, encryption/decryption (API), and
a corresponding application resource query is provided,
and the first application 234 cannot pull up another ap-
plication and access another controlled resource, there-
by improving system running security.

[0092] S420. After the second application 236 obtains
the push token, the second application 236 invokes the
firstapplication 234, to set the message reassembly con-
figuration information (the message reassembly code
and the initialization parameter) for the first application
234.

[0093] S430. The first application 234 stores the mes-
sage reassembly configuration information (the message
reassembly code and the initialization parameter) to the
trusted credential 235 of the first application 234.
[0094] Based on the method in the embodiments of
this application, an embodiment of this application further
provides a message processing apparatus, and the ap-
paratus is applied to a terminal device.

[0095] FIG. 5 is a schematic diagram of a message
processing apparatus according to an embodiment of this
application. As shown in FIG. 5, a message processing
apparatus 500 includes:

a receiving module 510, configured to receive a first
message, where specifically, in an embodiment, with
reference to the push agent 232, the receiving mod-
ule 510 is constructed in the push agent 232;

a message reassembly module 520, configured to
pull up a first application module when the first mes-
sage is a reassembly message, where specifically,
in an embodiment, with reference to the push agent
232, the message reassembly module 520 is con-
structed in the push agent 232; and

the first application module 530 (with reference to
the first application 234), configured to:

read message reassembly configuration infor-
mation (in an embodiment, the message reas-
sembly configuration information is stored in the
trusted credential 235), where the message re-
assembly configuration information is informa-
tion configured by a second application module
(with reference to the second application 236)
for the first application module 530, an operation
capable of being implemented by the second
application module includes at least a message
reassembly operation, and the message reas-
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sembly configuration information is used to sup-
port the first application module 530 in imple-
menting the message reassembly operation;
and

perform the message reassembly operation on
the first message based on the message reas-
sembly configuration information, to generate a
second message.

[0096] Inthe description of this embodiment of this ap-
plication, for ease of description, when the apparatus is
described, the apparatus is divided into various modules
based on functions for description, and the division of the
modules is only logical function division. When this em-
bodiment of this applicationisimplemented, the functions
of the modules may be implemented in one or more piec-
es of software and/or hardware.

[0097] Specifically, in actual implementation, the ap-
paratus provided in this embodiment of this application
may be all or partially integrated into one physical entity,
or may be physically separated. In addition, all these
modules may be implemented by software invoked by a
processing element, or may be implemented by hard-
ware; or some modules may be implemented by software
invoked by a processing element, and some modules are
implemented by hardware. For example, a detection
module may be a separate processing element, or may
be integrated into a chip of the electronic device for im-
plementation. The implementation of another module is
similar thereto. In addition, all or some of these modules
may be integrated together, or may be implemented in-
dependently. In an implementation process, the steps of
the foregoing method or the foregoing modules may be
implemented by using an integrated logic circuit of hard-
ware in the processor element or an instruction in a form
of software.

[0098] For example, these foregoing modules may be
one or more integrated circuits configured to implement
the foregoing method, such as one or more application-
specific integrated circuits (Application Specific Integrat-
ed Circuit, ASIC), one or more digital signal processors
(Digital Signal Processor, DSP), or one or more field pro-
grammable gate arrays (Field Programmable Gate Ar-
ray, FPGA). For another example, these modules may
be integrated together, and implemented in a form of a
system-on-a-chip (System-On-a-Chip, SOC).

[0099] An embodiment of this application further pro-
vides an electronic device (a terminal device). The elec-
tronic device includes a memory configured to store a
computer program instruction and a processor config-
ured to execute a program instruction. When the com-
puter program instruction is executed by the processor,
the electronic device is triggered to perform the method
procedure described in the embodiments of this applica-
tion.

[0100] Specifically, in an embodiment of this applica-
tion, the foregoing one or more computer programs are
stored in the foregoing memory, the foregoing one or
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more computer programs include instructions, and when
the foregoing instructions are executed by the foregoing
device, the foregoing device is enabled to perform the
steps of the method described in the embodiments of this
application.

[0101] FIG. 6 is a schematic diagram of an electronic
device according to an embodiment of this application.
An electronic device 600 includes a memory 610 config-
ured to store a computer program instruction and a proc-
essor 620 configured to execute a program instruction.
When the computer program instruction is executed by
the processor 620, the processor 620 controls the elec-
tronic device 600 to perform the stylus state switching
method described in the embodiments of this application.
[0102] Specifically, in an embodiment of this applica-
tion, the processor of the electronic device may be a sys-
tem-on-a-chip SOC, and the processor may include a
central processing unit (Central Processing Unit, CPU),
and may further include another type of processor. Spe-
cifically, in an embodiment of this application, the proc-
essor of the electronic device may be a PWM control chip.
[0103] Specifically, in an embodiment of this applica-
tion, the involved processor may include, for example, a
CPU, a DSP, a microcontroller, or a digital signal proc-
essor, and may further include a GPU, an embedded
neural-network processing unit (Neural-network Process
Units, NPU), and an image signal processor (Image Sig-
nal Processing, ISP). The processor may further include
a necessary hardware accelerator or logic processing
hardware circuit, such as an ASIC, one or more integrat-
ed circuits configured to control program execution of a
technical solutions in this application, or the like. In ad-
dition, the processor may have a function of operating
one or more software programs, and the software pro-
grams may be stored in a storage medium.

[0104] Specifically, in an embodiment of this applica-
tion, the memory of the electronic device may be a read-
only memory (read-only memory, ROM), another type of
static storage device that can store static information and
instructions, a random access memory (random access
memory, RAM), or another type of dynamic storage de-
vice that can store information and instructions; or may
be an electrically erasable programmable read-only
memory (electrically erasable programmable read-only
memory, EEPROM), a compact disc read-only memory
(compact disc read-only memory, CD-ROM) or another
compact disc storage, an optical disc storage (including
a compact disc, a laser disc, an optical disc, a digital
versatile disc, a Blu-ray disc, or the like), a magnetic disk
storage medium, or another magnetic storage device; or
may be any computer-readable medium that can be used
to carry or store expected program code in a form of an
instruction or a data structure and that can be accessed
by a computer.

[0105] Specifically, in an embodiment of this applica-
tion, the processor and the memory may be combined
into a processing apparatus, and more commonly, may
be components independent of each other. The proces-
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sor is configured to execute program code stored in the
memory to implement the method described in the em-
bodiments of this application. During specific implemen-
tation, the memory may be integrated in the processor,
or may be independent of the processor.

[0106] Further, the device, apparatus, and modules il-
lustrated in the embodiments of this application may be
specifically implemented by a computer chip or entity, or
may be implemented by a product with a specific function.
[0107] A person skilled in the art should understand
thatthe embodiments of this application may be provided
as a method, an apparatus, or a computer program prod-
uct. Therefore, the present invention can use a form of
hardware only embodiments, software only embodi-
ments, or embodiments with a combination of software
and hardware. In addition, the present invention can use
aform of a computer program product that is implement-
ed on one or more computer-usable storage media that
include computer-usable program code.

[0108] In several embodiments provided in this appli-
cation, if any function is implemented in a form of a soft-
ware functional unit and sold or used as an independent
product, the function may be stored in a computer-read-
able storage medium. Based on such an understanding,
the technical solutions of this application essentially, or
the part contributing to the conventional technology, or
some of the technical solutions may be embodied in a
form of a software product. The computer software prod-
uct is stored in a storage medium, and includes several
instructions for instructing a computer device (which may
be a personal computer, a server, a network device, or
the like) to perform all or some of the steps of the methods
described in the embodiments of this application.
[0109] Specifically, an embodiment of this application
further provides a computer-readable storage medium,
where the computer-readable storage medium stores a
computer program, and when the computer programruns
on a computer, the computer is enabled to perform the
method provided in the embodiments of this application.
[0110] An embodiment of this application further pro-
vides a computer program product, where the computer
program product includes a computer program, and
when the computer program is run on a computer, the
computer is enabled to perform the method provided in
the embodiments of this application.

[0111] The embodiments of this application are de-
scribed with reference to the flowcharts and/or block di-
agrams of the method, the device (apparatus), and the
computer program product according to embodiments of
this application. It should be understood that computer
program instructions may be used to implement each
procedure and/or each block in the flowcharts and/or the
block diagrams and a combination of a procedure and/or
a block in the flowcharts and/or the block diagrams.
These computer program instructions may be provided
to a general-purpose computer, a special-purpose com-
puter, an embedded processor, or a processor of another
programmable data processing device to generate a ma-
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chine, so that the instructions executed by the computer
or the processor of the another programmable data
processing device generate an apparatus forimplement-
ing a specific function in one or more procedures in the
flowcharts and/or in one or more blocks in the block di-
agrams.

[0112] These computer program instructions may also
be stored in a computer-readable memory that can in-
struct the computer or the another programmable data
processing device to work in a specific manner, so that
the instructions stored in the computer-readable memory
generate an artifact that includes an instruction appara-
tus. The instruction apparatus implements a specific
function in one or more procedures in the flowcharts
and/or in one or more blocks in the block diagrams.
[0113] These computer program instructions may also
be loaded onto the computer or the another programma-
ble data processing device, so that a series of operations
and steps are performed on the computer or the another
programmable device, thereby generating computer-im-
plemented processing. Therefore, the instructions exe-
cuted on the computer or the another programmable de-
vice provide steps for implementing a specific function in
one or more procedures in the flowcharts and/or in one
or more blocks in the block diagrams.

[0114] Itshould also be noted that, in the embodiments
of this application, "at least one" means one or more, and
"a plurality of" means two or more. The term "and/or"
describes an association relationship of associated ob-
jects, and indicates that three relationships may exist.
For example, A and/or B may indicate the following three
cases: Only A exists, both A and B exist, and only B
exists. A and B may be singular or plural. The character
"/" usually indicates an "or" relationship between associ-
ated objects. "At least one of the following" or a similar
expression thereof is any combination of these items,
including a single item or any combination of a plurality
of items. For example, at least one of a, b, and ¢ may
representa, b, c,aandb,aandc,bandc,ora, b, and
¢, where a, b, and ¢ may be singular or plural.

[0115] Inthe embodiments of this application, the term
"include", "comprise", or any other variant thereof is in-
tended to cover non-exclusive inclusion, so that a proc-
ess, method, commodity, or device that includes a series
of elements includes not only those elements but also
other elements that are not expressly listed, or includes
elements inherent to such a process, method, commod-
ity, or device. Without further limitation, the element de-
fined by the sentence "including a" does not exclude that
other identical elements also exist in the process, meth-
od, commodity, or device including the element.

[0116] This application may be described in the gen-
eral context of computer-executable instructions, such
as a program module, executed by a computer. Gener-
ally, the program module includes a routine, a program,
an object, a component, a data structure, and the like
that perform a specific task or implement a specific ab-
stract data type. Alternatively, this application may be
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practiced in distributed computing environments. In
these distributed computing environments, a task is per-
formed by a remote processing device connected by us-
ing a communication network. In the distributed comput-
ing environments, the program module may be located
in local and remote computer storage media including
storage devices.

[0117] Embodiments of this application are described
in a progressive manner, and for the same and similar
parts of embodiments, reference may be made to each
other. Each embodiment focuses on a difference from
other embodiments. Especially, for the apparatus em-
bodiment, the apparatus embodiment is basically similar
to the method embodiment, and therefore is described
briefly. For related parts, refer to the partial description
of the method embodiment.

[0118] Apersonofordinary skillin the art may be aware
that the units and algorithm steps described in the em-
bodiments of this application can be implemented by
electronic hardware or a combination of computer soft-
ware and electronic hardware. Whether these functions
are performed by hardware or software depends on spe-
cific applications and design constraints of the technical
solutions. A person skilled in the art may use different
methods to implement the described functions for each
specific application, but it should not be considered that
such an implementation goes beyond the scope of this
application.

[0119] Itmay be clearly understood by a person skilled
in the art that, for convenience and brevity of description,
for a specific working process of the described apparatus,
apparatus, and unit, refer to a corresponding process in
the foregoing method embodiments. Details are not de-
scribed herein again.

[0120] The foregoing descriptions are merely specific
implementations of this application, and any change or
replacement readily figured out by a person skilled in the
art within the technical scope disclosed in this application
shall fall within the protection scope of this application.
The protection scope of this application shall be subject
to the protection scope of the claims.

Claims

1. A message processing method, wherein the method
is applied to a terminal device, and the method com-
prises:

receiving a first message; and

pulling up a first application when the first mes-
sage is a reassembly message, and the first ap-
plication performs message reassembly on the
first message, comprising:

reading, by the first application, message
reassembly  configuration information,
wherein the message reassembly configu-
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ration information is information configured
by a second application for the first applica-
tion, an operation capable of being imple-
mented by the second application compris-
es at least a message reassembly opera-
tion, and the message reassembly config-
uration information is used to support the
first application in implementing the mes-
sage reassembly operation; and
performing, by the firstapplication, the mes-
sage reassembly operation on the first mes-
sage based on the message reassembly
configuration information, to generate a
second message.

The method according to claim 1, wherein the first
application is a trusted application.

The method according to claim 2, wherein the mes-
sage reassembly configuration information is stored
in a trusted credential of the first application.

The method according to claim 1, wherein the mes-
sage reassembly configuration information compris-
es message reassembly code and an initialization
parameter; and

the performing, by the first application, the message
reassembly operation on the first message based on
the message reassembly configuration information,
to generate a second message comprises:
executing, by the first application, the message re-
assembly code for the first message based on the
initialization parameter, to generate the second mes-
sage.

The method according to claim 1, wherein before the
receiving a first message, the method further com-
prises:

invoking, by the second application, the first appli-
cation, to set the message reassembly configuration
information.

The method according to claim 1, wherein before the
receiving a first message, the method further com-
prises: obtaining, from a cloud, a range of resources
and interfaces that the first application is allowed to
access; and

the performing, by the first application, the message
reassembly operation on the first message based on
the message reassembly configuration information,
to generate a second message comprises:
performing, by the first application, the message re-
assembly operation on the first message based on
the message reassembly configuration information
under a limitation of the range of resources and in-
terfaces thatthe first applicationis allowed to access,
to generate the second message.
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The method according to claim 6, wherein the ob-
taining, from a cloud, a range of resources and in-
terfaces that the first application is allowed to access
comprises: obtaining, by a push agent from the
cloud, the range of resources and interfaces that the
first application is allowed to access.

The method according to any one of claims 1-6,
wherein the method further comprises:
outputting the second message for display.

The method according to claim 8, wherein the out-
putting the second message for display comprises:

outputting, by the first application, the second
message to a push agent; and

outputting, by the push agent, the second mes-
sage to a notification manager for message dis-

play.

The method according to claim 8, wherein the meth-
od further comprises:

if an exception occurs when the first application per-
forms the message reassembly operation, prevent-
ing display of the second message.

The method according to claim 1, wherein

the receiving a first message comprises: receiv-
ing, by a push agent, the first message; and
the invoking, when the first message is a reas-
sembly message, a first application to perform
message reassembly on the first message com-
prises: when the push agent determines that the
first message is a reassembly message, pulling
up, by the push agent, the first application, so
that the first application performs message re-
assembly on the first message.

The method according to claim 11, wherein before
the receiving a first message, the method further
comprises:

applying, by the second application, to the push
agent for a push token;

after receiving the application of the second ap-
plication, setting, by the push agent, to allow the
second application to invoke the first application,
and returning, by the push agent, the push token
to the second application;

after the second application obtains the push
token, invoking, by the second application, the
first application, to set the message reassembly
configuration information for the first application;
and

storing, by the first application, the message re-
assembly configuration information.
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The method according to claim 1, wherein the first
message is end-to-end encrypted information; and
in a process in which the first application performs
the message reassembly operation on the first mes-
sage, the first application invokes an encryption/de-
cryption interface to decrypt the first message.

A message processing apparatus, wherein the ap-
paratus is applied to a terminal device, and the ap-
paratus comprises:

a receiving module, configured to receive a first
message;

a message reassembly module, configured to
pull up a first application module when the first
message is a reassembly message; and

the first application module, configured to:

read message reassembly configuration in-
formation, wherein the message reassem-
bly configuration information is information
configured by a second application module
forthe first application module, an operation
capable of being implemented by the sec-
ond application module comprises at least
a message reassembly operation, and the
message reassembly configuration infor-
mation is used to support the first applica-
tion module in implementing the message
reassembly operation; and

perform the message reassembly operation
on the first message based on the message
reassembly configuration information, to
generate a second message.

An electronic device, wherein the electronic device
comprises a memory configured to store a computer
program instruction and a processor configured to
execute a computer program instruction, and when
the computer program instruction is executed by the
processor, the electronic device is triggered to per-
form the steps of the method according to any one
of claims 1-13.

A computer-readable storage medium, wherein the
computer-readable storage medium stores a com-
puter program, and when the computer program is
run on a computer, the computer is enabled to per-
form the method according to any one of claims 1-13.
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