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(57)  Techniques are described for providing security
extensions to neighbor discovery in Ethernet Virtual Pri-
vate Network (EVPN). For example, a network device
thatimplements Ethernet Virtual Private Network (EVPN)
receives a neighbor discovery response message includ-
ing a nonce originated by a second network device and

DEPLOYING SECURE NEIGHBOR DISCOVERY IN EVPN

not originated by the first network device. The network
device processes the neighbor discovery response mes-
sage including the nonce originated by the second net-
work device and not originated by the first network de-
vice.
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1. claims: 1-12

forwarding a neighbor discovery response message by a first
network device to a second network device, both of which are
coupled to a host device by a multi-homed intermediate
network device by an Ethernet segment to the second network
device when the response message specifies a physical IP
address of the second network device

2. c¢laims: 13-15

intercepting a first neighbor discovery response message not
meant to the first network device, store the nonce therein
contained and dropping the message, generating a neighbor
discovery request message with the same nonce and obtain ink
layer addresses learned from the corresponding response
message
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